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Abstract

This thesis examines the authentication and the data integrity services in two prominent emerging con-
texts such as Global Navigation Satellite Systems (GNSS) and the Internet of Things (IoT), analyzing
various techniques proposed in the literature and proposing novel methods.

GNSS, among which Global Positioning System (GPS) is the most widely used, provide affordable
access to accurate positioning and timing with global coverage. There are several motivations to attack
GNSS: from personal privacy reasons, to disrupting critical infrastructures for terrorist purposes.

The generation and transmission of spoofing signals either for research purpose or for actually
mounting attacks has become easier in recent years with the increase of the computational power and
with the availability on the market of Software Defined Radios (SDRs), general purpose radio devices
that can be programmed to both receive and transmit RF signals.

In this thesis a security analysis of the main currently proposed data and signal level authentication
mechanisms for GNSS is performed. A novel GNSS data level authentication scheme, SigAm, that
combines the security of asymmetric cryptographic primitives with the performance of hash functions
or symmetric key cryptographic primitives is proposed. Moreover, a generalization of GNSS signal
layer security code estimation attacks and defenses is provided, improving their performance, and
an autonomous anti-spoofing technique that exploits semi-codeless tracking techniques is introduced.
Finally, physical layer authentication techniques for IoT are discussed, providing a trade-off between
the performance of the authentication protocol and energy expenditure of the authentication process.
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Chapter 1

Introduction

Cyber security is becoming a core task for all information systems. This is even more true for critical
infrastructures on which the availability of essential services or the safety of the citizen depend. There
exist different types of protection that achieve different goals. The main security services can be
classified as:

• authentication, ensures that the information comes from the intended source,

• data integrity, ensures that the information is not maliciously altered,

• secrecy, protects the information from being disclosed to unintended users,

• access control, protects a resource from being used by unauthorized users.

It is noteworthy that security services are pursued separately and independently of each other and
that in general, a mechanism providing a security service does not automatically provide others. A
trivial example are encryption schemes, that provide confidentiality, but do not provide authentication.
Indeed, the encryption scheme that provides perfect secrecy is the One Time Pad (OTP) that is the
modulo-2 sum of the message with a perfectly random secret key of the same length. An attacker
that does not know the secret key, observing the chipertext is not able to get any information neither
on the original message nor on the secret key, but can alter the decoded message by simply changing
any bit of the chipertext, e.g., performing a modulo-2 sum. The receiver will be able to decode the
message but will not be able to detect that the message was altered, thus the mechanism does not
provide integrity protection.

This thesis examines the authentication and the data integrity services in two prominent emerging
context like Global Navigation Satellite Systems (GNSS) and the Internet of Things (IoT), analyzing
various techniques proposed in the literature and proposing novel methods.

1.1 Motivation

The Global Positioning System (GPS), the most known GNSS, provides affordable access to accurate
positioning and timing with global coverage. For this reason its usage has become widespread, from
road transportation to maritime navigation. Even critical infrastructures such as telecommunication
networks rely on it for time synchronization. In 2001 the Volpe report [1] assessed the vulnerability of
infrastructures relying on GNSS, showing that GPS is vulnerable to both intentional and unintentional
interference that may degrade or deny the Position, Navigation and Timing (PNT) service.

Since then, the navigation community have actively investigated the vulnerabilities of the radio
navigation systems and have proposed countermeasures to increase the robustness both on the system
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side, introducing security features in the signal, and on the receiver side, proposing signal processing
techniques that make it harder to mount a spoofing attack.

In 2009 the European Commission, through its Joint Research Centre, investigated the hardening
of GNSS tracking systems [2] in order to comply with the Commission Regulation (EC) No 2244/2003
on Vessel Monitoring System (VMS) that states: Member States shall adopt the appropriate measures
to ensure that the satellite-tracking devices do not permit the input or output of false positions and are
not capable of being manually over-ridden, the master of a Community fishing vessel shall ensure that
the satellite-tracking devices are fully operational at all times and prohibits to destroy, damage, render
inoperative or otherwise interfere with the satellite tracking device. Another mandatory application
for GNSS tracking is the digital tachograph, defined by Commission Regulation (EC) No 165/2014.

The widespread adoption of GNSS trackers, for instance by delivery companies, in order to monitor
their fleet, stimulates the market of low cost jammer, devices that broadcast an interference signal
preventing GNSS receiver operation. Moreover, in recent years Software Defined Radios (SDRs),
general purpose radio devices that can be programmed to both receive and transmit RF signals, have
become available on the market easing the generation and transmission of spoofing signals both for
research purpose or for actually mounting attacks.

For these reasons, GNSS security is an emerging topic that is actively investigated not only by
the navigation community, but also by the system architects, to offer security service in GNSS in the
near future. Indeed, the European Commission recently announced that by 2020 Galileo Open Service
(OS) will provide data authentication.

The other context examined is IoT, a networking paradigm in which devices such as sensors and
actuators are connected to the Internet to extend their functionality. This allows the construction
of smart infrastructures, e.g., smart homes or smart cities, that collect and exchange data or that
can be remotely controlled. A big part of IoT is encompassed by direct communication of devices,
i.e., machine-to-machine (M2M). Being operated without human supervision and allowing remote
control, a critical aspect is the security of these infrastructures. These devices are usually rather
simple and inexpensive, with limited computation power and often battery powered. For this reason
the security mechanisms shall be efficient and minimize their impact on the device. Unfortunately,
traditional cryptography is in general not well suited for these constrained devices. A promising
solution is physical layer authentication, in which the security mechanism is implemented directly at
the physical layer, exploiting features of the channel without requiring heavy data exchange.

1.2 Contribution

The main contributions of this thesis are summarized in the following:

• A security analysis of the main currently proposed data level authentication mechanisms for
GNSS, showing that the proposed key generation algorithm is not ideal. This analysis can be
used to quantify the security loss with respect to an ideal key generation algorithm and, in turn,
to dimension the system parameters to match the intended security level. The results on this
topic were published in [3].

• The proposal of a novel GNSS data level authentication scheme that combines the security of
asymmetric cryptographic primitives with the performance of hash functions or symmetric key
cryptographic primitives. This data layer authentication scheme is designed to be flexible and
can be used either standalone or in conjunction with a signal layer authentication mechanism.
The results on this topic were published in [4, 5].

• The generalization of GNSS signal layer security code estimation attacks and defenses, improving
their performance. This includes a new general class of estimators that can be optimized to
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minimize the detection probability, and the introduction of a detection strategy that does not
require the knowledge of the attack strategy. The results on this topic, both theoretical and
experimental, were published in [6, 7].

• The introduction of an autonomous anti-spoofing technique that exploits semi-codeless tracking
techniques. This technique exploits the higher chipping rate of military GNSS service to increase
the complexity of the attacks, requiring more sophisticated hardware for the attacker, without
requiring modification at system level and without requiring an aiding channel for the verification
on the receiver side. The results on this topic were published in [7].

• The introduction of physical layer authentication techniques for IoT providing a trade-off between
the performance of the authentication protocol and energy expenditure of the authentication
process. The results on this topic were published in [8, 9].

1.3 Outline

The rest of the thesis is organized as follows:

• Chapter 2 introduces the fundamentals of radio navigation, the signals and the modulation; then
provides a description of the receiver processing, highlighting how the design of the receiver may
influence its security, and finally describes the major threats for GNSS.

• Chapter 3 discusses data layer authentication methods for GNSS, analyzing the currently pro-
posed schemes and proposing a novel authentication scheme. Moreover, SBAS data authentica-
tion is discussed.

• Chapter 4 discusses signal layer authentication methods for GNSS, presenting results on both
the attack and defense sides and the innovative usage of semi-codeless tracking techniques for
autonomous anti-spoofing, and presenting an adaptation of integrity codes modulation to GNSS.

• Chapter 5 discusses physical layer authentication technique in the IoT context, presenting an
energy aware node activation strategy.
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Chapter 2

Satellite Navigation

2.1 Introduction to GNSS

Global Navigation Satellite Systems (GNSS) are radio-navigation systems that use satellites to broad-
cast navigation signals. The term global means that they provide coverage to the whole world, in
opposition to regional navigation satellites systems. The development of GNSS started in the 1960s,
with the goal of providing reliable and accurate positioning service. At that time both the US and the
Soviet Union developed their own GNSS for military use, respectively GPS and GLONASS. In the
2000s Europe started the development of Galileo, her own GNSS. Also China is developing a GNSS,
named BeiDou.

GNSS exploit Medium Earth Orbit (MEO) satellites, with orbital height around 20000 km, dis-
placed in several orbital planes, that broadcast ranging signals. Each constellation counts between 20
and 30 Space Vehicles (SVs), so that from every point on the earth it is possible to see at least four
SVs at every instant, see Fig. 2.1. From these ranging signals the receiver estimates the distance r
between itself and the SV, measuring the propagation time Tp

r = cTp = c(Tr − Tt) (2.1)

where c is the speed of light and Tr and Tt are respectively the time of reception and transmission
of the signal. This measurement is referred as pseudo-range, ρ, because it is not the true geometrical
range r. Indeed, the receiver clock is not synchronized to the system clock, thus the reception time
will itself contain an uncertainty term, δtr, so Tr becomes

Tr = Trs + δtr (2.2)

where Trs is the reception time computed using the system clock, and we can rewrite the pseudorange
as

ρ = c(Trs + δtr − Tt) = r + cδtr (2.3)

In order to compute his position, a receiver has to determine its three coordinates (xr, yr, zr) and the
time offset δtr. This can be done by solving the non linear system of equations in the form of :

ρi =

√
(xi − xr)2 + (yi − yr)2 + (zi − zr)2 + cδtr (2.4)

where (xi, yi, zi) are the coordinates of the i-th SV. The user shall solve the system in four unknowns,
thus he needs to measure at least four pseudoranges at the same time. The system of equation
can be solved using several techniques such as linearization or Kalman filtering. Once the receiver
is able to get a position fix, it can adjust his internal clock synchronizing it to the GNSS system
time. For this reason GNSS does not only provide positioning service, but also precise timing service,
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allowing to get the accuracy of an atomic clock even on devices that run cheap local oscillators. It is
worth noting that the Position, Velocity and Time (PVT) computation explained is rather simplified
and the pseudoranges are affected by several other error sources, from the accuracy in the ranging
measurement, to the multipath, the atmospheric effects and the errors in the SVs ephemeris and clock.
Moreover, also the geometry of the constellation seen by the receiver impacts the position accuracy,
since SVs with spatial diversity provide better accuracy than SVs that are closer together. The latter
is a common situation in urban environments, where tall buildings block the reception of signals from
low elevation satellites, allowing the reception only from a portion of the sky.

User

SV1

SV2
SV3

SV4

Figure 2.1: GNSS positioning principle.

2.2 GNSS signals

With the Galileo and BeiDou constellations completions, there will be four global navigation satellite
systems, accompanied by regional navigation satellite systems, such as the Indian Regional Nav-
igational Satellite System (IRNSS) and the Japanese Quasi-Zenith Satellite System (QZSS), plus
Satellite-Based Augmentation System (SBAS), such as the European Geostationary Navigation Over-
lay System (EGNOS) and the Wide Area Augmentation System (WAAS).

GLONASS makes use of Frequency Division Multiple Access (FDMA), while the other GNSS make
use of Code Division Multiple Access (CDMA). Each SV broadcasts multiple signals on two/three dif-
ferent frequencies. In order to not interfere each other, each signal is broadcast using a different
spreading code, referred to as Pseudo-Random Noise (PRN). This allows a receiver to distinguish the
signals coming from different SVs and to process them independently. This process, called Direct
Sequence Spread Spectrum (DS-SS) spreads the power of the original narrow band signal over a much
larger bandwidth, leading to a lower Power Spectral Density (PSD) and reducing the interference to
other systems. Another advantage of this process is that it brings resilience to narrow-band interfer-
ence. Indeed, if a narrow-band interferer term is added to the signal, when the receiver multiplies the
received signal by the spreading sequence to recover the original signal, this will bring back the original
PSD of the signal, while spreading the interferer noise on the wide band reducing the detrimental in
band interference power. This forces an attacker to use a wide-band jammer in order to effectively
disrupt the service, and the longer the spreading code, the wider shall the jammer bandwidth be.

On the other hand, due to both the distance of the satellites and the spreading operation, the
received spectral density is very low, usually below the thermal noise. Thus, any further reduction
of the received power, for instance due to shadowing effects of the environments, can prevent the use
of the signal. Moreover, any very weak wide-band interference can easily impair the received signal
acquisition.

Among the GNSS signals, this thesis will focus mainly on Galileo E1, GPS Coarse/Acquisition
(C/A) and GPS Precision (P) signals. The two GPS signals mentioned are Binary Phase-Shift Key-
ing (BPSK) modulated, respectively BPSK(1) and BPSK(10), where the notation BPSK(n) indicate
the relative chipping rate, respectively of 1.023 Mchip/s and 10.23 Mchip/s, and are modulated in
quadrature on the same carrier frequency of 1575.42 MHz. The data rate is of 50 bps and no Forward
Error Correction (FEC) is used. For C/A the spreading sequence is 1 ms long (1023 chip) thus each
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data bit is represented by the 20 PRN repetitions. The GPS precision service instead uses a week long
PRN sequence. The long spreading code, together with the higher chipping rate, allows much better
pseudorange estimation. When working in anti-spoofing (A/S) mode, the GPS P signal is substituted
by the P(Y) signal obtained by the modulo-2 sum with an encryption code, commonly referred to as
W, with chipping rate 20 times lower than the P chipping rate (511,5 kchip/s). The two GPS signals
are modulated in quadrature on the same carrier frequency of 1575.42 MHz.

The Galileo E1 signal uses a different modulation, named Composite BOC (CBOC), that is ob-
tained by the composition of two square sub-carriers, i.e., Binary Offset Carrier (BOC). The selected
modulation for E1 is a CBOC(6,1,1/11), meaning that the two sub-carriers, one of 1.023 Mchip/s,
i.e., BOC(1,1), and one at 6.138 Mchip/s, i.e., BOC(6,1), are multiplexed with a power allocation of
10/11 to the lower chipping rate sub-carrier and 1/11 to the wider bandwidth sub-carrier. Moreover,
the E1 signal is composed by the multiplexing of three signal component: E1A, the Public Regu-
lated Service (PRS) service; E1B, the OS data component; and E1C, the OS pilot component, which
does not carry any navigation message and is used to increase the tracking performance. The E1B
navigation message is protected against channel impairments by using a convolutional coding with
rate 1/2. The PRN is 4 ms long (4096 chip) thus each data symbol is represented by a single PRN
repetition. Galileo E1 signal is modulated on the same carrier frequency of GPS L1, 1575.42 MHz,
allowing interoperability among the systems.

SBAS signals are BPSK modulated with a data rate of 250 bps protected by the same convolutional
coding as Galielo E1B, resulting in a 500 symbols per seconds stream. The PRN length is the same
as GPS C/A, 1023 chip.

The different Auto-Correlation Functions (ACFs) and PSDs for the discussed modulation are
shown in Fig. 2.2 [10]. It can be seen that the addition of high frequency components to the signal
leads to a sharper ACF and introduce side-lobes in the PSD. These effects have two advantages: the
sharper ACF allows better ranging performance and increase multipath rejection, while the spectral
separation among the legacy signals that use BPSK and the modernized one that uses CBOC, or more
generally other Multiplexed BOC (MBOC) implementations such as the GPS L1C that uses Time-
Multiplexed BOC (TMBOC), allows to selectively deny the access to any constellation or service,
without affecting the others.

(a) (b)

Figure 2.2: ACF (a) and PSD (b) for BPSK(1) used in GPS C/A, BOC(1,1) and CBOC(6,1,1/11)
used in Galileo E1 OS [10].
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Another important characteristic of a ranging signal is the chipping rate and the length of the
spreading code. A higher chipping rate provides better ranging accuracy and increases the multipath
resilience, while a longer spreading code improves the robustness to interference and reduce the cross-
correlation. The drawback of the combination of a long spreading code transmitted at high chipping
rate is that it results in a difficult signal acquisition. Indeed, the two legacy GPS signals, C/A and
P, were designed to work in conjunction: the C/A signal was designed to help receivers easily acquire
a low precision signal, estimating the Doppler frequency, the code delay and decoding the navigation
data needed to generate the local replica of the P signal. At this point the receiver could perform an
acquisition with a reduced search space. An advantage of increasing the chipping rate is that it makes
harder to mount synchronized spoofing attack where the spoofing signal reaches the receiver’s antenna
synchronized with the legitimate signal to capture the tracking loop without causing cycle-slips.

Among the GNSS signals cited, only the military services, Galileo PRS and GPS P(Y), are designed
with security features, while the civilian services are not. The security used in the military services
is of the Spreading Code Encryption (SCE) type, where a non-public spreading code is used. The
use of SCE means that an unauthorized user cannot exploit the processing gain to recover the signal;
therefore, forgery of the signal (i.e. generating a “legitimate” spoofed signal) becomes intractable. For
example, an attacker would need steerable dish antennas to get sufficient gain to be able to recover
signals without knowledge of the encryption keys.

Instead, in open service signals an attacker can leverage the known spreading code and the pre-
dictable message structure to forge synthetic GNSS signals that will be deemed authentic by the
receiver. In this thesis we will discuss system level techniques that improve the reliability of the rang-
ing signals, by authenticating the navigation message (Chapter 3) and by increasing the complexity
of forging a ranging signal (Chapter 4).

2.3 Receiver processing

A simplified GNSS receiver block diagram is reported in Fig. 2.3, while for a detailed description the
reader is referred to [11].
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Figure 2.3: Simplified GNSS receiver block diagram.
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The received RF signal is first down-converted to IF and filtered with a Band Pass Filter (BPF).
If the device has multiple antennas or an antenna array it is possible to estimate the Angle-Of-Arrival
(AOA) and check that the each signal comes from the correct direction [12]. If the attacker uses a
single antenna to broadcast the spoofing signals, they will arrive all from the same direction, while
authentic signals come from different directions. This may not be true in challenging environment
such as urban canyons where most of the received signals come from multipath reflections and not
Line-Of-Sight (LOS). On the other hand an antenna array is not practical for portable devices.

The bandwidth of the filter shall be designed based on the type of GNSS signals that the receiver
is intended to process, i.e., Galileo E1 OS requires a wider bandwidth with respect to GPS C/A, and
determine the amount of useful power that the receiver can collect for a signal, i.e., the number of side-
lobes that the receiver is able to observe. In Fig. 2.2b it is possible to see that the CBOC(6,1,1/11) PSD
presents the side-lobes corresponding to both the BOC(1,1) and the BOC(6,1). Receiver manufacturer
can trade-off the ranging accuracy and robustness with the computational and hardware complexity.
For instance mass-market receivers may process only the BOC(1,1) component, while professional
receivers may process the full CBOC signal. Therefore, the bandwidth limitation shall be taken into
account in the design of authentication techniques operating at signal layer.

The signal is then processed by an Analog to Digital Converter (ADC). The quantization depth
of the ADC is another degree of freedom in the receiver design. Mass-market receivers use a limited
number of bits, i.e., 1-3, in order to reduce the signal processing burden. This is justified by the
limited degradation to the Signal-to-Noise Ratio (SNR) introduced by the quantization: 3.5 dB for
1-bit, 1.2 dB for 2-bit and 0.6 dB for 3-bit [11]. A non-cryptographic anti-spoofing technique called
Vestigial Signal Defense (VSD) [13] exploits the fact that, assuming that the attacker it is not able to
block the RF signal, the legitimate signal is still present even under a spoofing attack. VSD aims at
detecting the simultaneous presence of both authentic and spoofed signal, through the monitoring of
the complex correlation function. In order to have the resolution needed to detect weaker legitimate
signal, 3-bit ADC might not be sufficient and thus for effectively implementing VSD a higher resolution
is required. The main limitation of VSD is the multipath. Indeed, multipath corrupts the correlation
function in a similar way to spoofing signals, thus VSD may results in high false alarm rate.

In order to keep the ADC in its dynamic range a feedback loop is present that adjusts the ampli-
fication factor used by the Automatic Gain Control (AGC). Usually the AGC sets its gain based on
the received power and the noise level, but in the presence of interference it adjusts the gain in order
to avoid saturation of the ADC. This effect can be exploited to monitor the signal integrity. Several
works have investigated the use of AGC monitoring to detect spoofing attacks [14, 15]. The concept
exploits the fact that, apart from environmental effects, the received power from the SVs changes
slowly over time, thus sudden changes in the AGC level may indicate the presence of an interference
signal. This control falls in the non-cryptographic integrity check class. Another control in this class
is the Jamming-to-Noise Ratio (JNR) meter, that detects the presence and estimates the power, of
a jamming signal. These controls are simple checks, easy to implement, that by themselves do not
guarantee the authenticity of the signal processed, but can effectively limit the freedom for an attacker.
For this reason some works assume the presence of this check, in order to avoid situations where the
anti-spoofing technique alone is not effective, for instance the work presented in [16].

After the ADC, the digital signal enters into several tracking channels, each processing a different
PRN. First, the estimated Doppler frequency and code phase are removed, then the samples are
accumulated and the output is passed to the navigation engine. The accumulation can be a coherent
integration, that offers optimal performance but whose duration must be limited mainly due to the
receiver dynamics and the presence of navigation data. A way to extend the integration time is to
use non-coherent integration which, however, suffers from squaring-losses. Another way to increase
the integration time is by using semi-coherent integration [17, 18]. The correlation process exploits
the processing gain of the DS-SS and increases the SNR of the output signal. For this reason it is
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common to divide the digital processing in two stages: pre-correlation, where the signal is below the
noise floor, and post-correlation, where the signal is above the thermal noise.

In order to track the received signal, a single correlator it is not sufficient. Various tracking loops
were developed over years, many of them patented, thus a detailed description falls beyond the scope
of the thesis. A general tracking loop employs six correlators, three for the In-phase (I) arm and three
for the in-Quadrature (Q) arm. The three correlators are fed with the Early, Prompt and Late replica
of the spreading code. A Delay Lock Loop (DLL), using the output of the correlators, corrects the code
phase and code rate of the code generator, maintaining the Prompt replica aligned with the received
signal. At the same time a Phase Lock Loop (PLL) corrects the carrier phase and carrier frequency of
the carrier generator. The number of correlators and the spacing among them are degrees of freedom
in the design of the tracking loops. Mass-market receivers may use a spacing of one chip between the
Early and the Late replica in order to increase the tracking stability in low SNR conditions. On the
other hand, professional receivers, that privilege the accuracy to the availability, tend to use narrower
correlator spacing that result in better accuracy and multipath rejection.

In order to mitigate the mutipath, techniques operating at the correlator level such as Multipath-
Estimating Delay Lock Loop (MEDLL) [19] were developed. MEDLL exploits a higher number of
correlators in order to separate LOS and multipath signals, reducing the ranging error. A similar
approach can be used to distinguish among the legitimate and spoofing signals with Spoofing Es-
timating Delay Lock Loop (SEDLL) [20]. Using more correlators allows also to implement Signal
Quality Monitoring (SQM) methods that can be used to detect spoofing attacks [21].

It is worth observing that, somehow, the properties of the spreading sequences help the attacker
in hiding the attack: two replicas of the signal correlate only if they are spaced of less than one chip.
Indeed, the ACF of BPSK modulated signals have the triangular shape shown in Fig. 2.2a for less
than one chip delay and remain close to zero for all the other delays. Moreover, the ACF of CBOC
modulated signals fall to zero in less than 0.5 chip delay. This means that the correlation process itself
suppresses a second signal if the relative delay falls in that zone. The higher resilience to multipath
makes it harder for an attacker to capture the tracking loop, but at the same time increases the
difficult of detecting a spoofing signal.

Apart from multipath, other effects may degrade the ranging performance, such as code-carrier
divergence, originated from the ionospheric activity, and the code-subcarrier divergence [22], originated
by the bandpass filtering of wideband signals such as high order BOC. Even for these phenomena there
are techniques that mitigate the impact and work well against natural phenomena, but an exhaustive
security assessment, that evaluates if an attacker can mimic the phenomena and exploit it, is missing.

If the receiver is equipped with an Inertial Measurement Unit (IMU), the measurements coming
from this can be fused with the GNSS observables to improve the positioning accuracy. This is usually
done by Kalman filtering, but the IMU can be used as input to the Kalman filter or can be used as an
aid to the tracking loop, a technique known as ultratight integration [11]. The availability of the IMU
allows also to crosscheck the GNSS dynamics with the reading coming from the inertial sensors. In this
way the attacker is forced to maintain the coherence among the measurements, reducing its degrees
of freedom. On the other hand good quality IMU are expensive and usually not adequate to portable
devices. Based on the IMU grade, the attacker can exploit the uncertainty in the measurements to
accumulate the desired position error over some time. It is worth noting that IMU are often calibrated
using GNSS. In this case, the purpose of an independent cross check is lost.

Finally, moving to the navigation engine block, Receiver Autonomous Integrity Monitoring (RAIM)
[23] is a technique developed to increase the reliability of the PVT. RAIM requires the tracking of more
than four SVs in order to be able to compute multiple PVT excluding some ranging signal and checking
if the resulting PVT solutions are consistent. If the inclusion of a signal leads to an inconsistency, the
signal is discarded. The idea is to protect autonomous receivers from feared events and system failures,
increasing the integrity of the PVT. Even in this case, the technique works well against random events,
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but does not protect against spoofing. For example, assume that the receiver is tracking six SVs. If
one of these signals is a spoofing signal, RAIM can effectively exclude it, protecting the receiver, but
if the number of spoofed signals grows to four, then RAIM will exclude from the PVT computation
the two authentic signals. Therefore, RAIM in this case favors the attacker. Indeed, without RAIM
the attacker shall spoof all the six SVs in order to induce consistent PVT solutions.

For these reasons an anti-spoofing ranging signals and receiver processing shall be designed having
in mind that a smart attacker will leverage any receiver processing techniques with the intention of
mounting an attack, differently from the noise and environmental effects.

2.4 Augmentation systems

SBAS are radio navigation systems developed to work jointly with GNSS in order to increase the
performance of the latter and to add integrity information in order to support Safety-of-Life (SoL)
services such as aviation, maritime or railway.

SBAS design was heavily dictated by SoL services support, which posed many constraints in the
design of systems, both on the ground segment side and on the Signal in Space (SIS). The most
stringent requirements come from the aviation community. As example, Fig. 2.4 shows the fault-tree
developed by International Civil Aviation Organization (ICAO) for approaches with vertical guidance
(Approach oPerations with Vertical guidance (APV) I, II and category-I) [24]. It can be seen that,
in order to achieve the Target Level of Security (TLS), an integrity risk of 2 · 10−7 per approach is
apportioned to the radio navigation system.

Some useful definitions from [25] are:

Integrity measure of the trust which can be placed in the correctness of the information supplied by
the total system. Integrity includes the ability of a system to provide timely and valid warnings
to the user (alerts).

Time To Alarm (TTA) is the maximum allowable time elapsed from the onset of the navigation
system being out of tolerance until the equipment enunciates the alert.

Continuity of service is the capability of a system to perform its function without unscheduled
interruptions during the intended operation.

Availability is the percentage of time over any 24-hour interval during which the predicted 95 percent
positioning error (due to space and control segment errors) is less than its threshold, for any
point within the coverage area. It is based on a 36-metre horizontal 95 percent threshold; a
77-metre vertical 95 percent threshold; using a representative receiver; and operating within the
coverage area over any 24-hour interval. The service availability assumes the worst combination
of two satellites out of service.

Table 2.1 gives an overview of the ICAO requirements for radio navigation aids [25] for each phase of
flight such as En-route, Non-Precision Approach (NPA) and APV.

The reader may notice that these requirements are extremely challenging. GNSS and SBAS are
designed to meet those requirements and are certified without authentication. Thus, any authentica-
tion protocol shall have virtually no impact on the performance and safety of the systems in order to
maintain the certifications. On the other side, this gives the feeling on how much the radio-navigation
aids are deemed reliable and how strongly some communities rely on them. This is in contrast with
the complete lack of security features of current civilian services and with the growing awareness on
spoofing attacks.
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TLS
10−8 per approach

(150 s)

Accident/Incident ratio
10−1

10−7

(per 150 s)

Incident Continuity risk per app
5 · 10−8

Incident Integrity risk per app
5 · 10−8

Pilot risk reduction Pilot risk reduction

Loss of continuity
10−4

(per 150 s)

Loss of integrity
3.5 · 10−7

(per 150 s)

Aircraft
2 · 10−5

(per 150 s)

Non Aircraft
8 · 10−5

(per 150 s)

Aircraft
10−7

(per 150 s)

Non Aircraft (SIS)
2 · 10−7

(per 150 s)

Database
0.5 · 10−7

(per 150 s)

Fault Free Case (SIS)
10−7

(per 150 s)

Ground segment
10−7

(per 150 s)

Figure 2.4: Fault-tree allocation for SBAS APV I, II and Category-I operations.

2.5 Attacks against GNSS

The information GNSS uses for PVT computation can be divided in:

• navigation data: that are the orbital parameters needed to compute the position of the SV at
the time of transmission and its clock offset

• propagation time: an estimation of the Time of Arrival (ToA) is used to perform an estimation
of the distance between the SV and the receiver. This estimation is usually referred to as
pseudorange.

The attacks to the navigation function can be summarized as:

• Data level attacks, with the aim of inducing the receiver to use an incorrect navigation message
in the PVT computation. This could be carried out by:

– Data forging or modification: the attacker could generate arbitrary navigation data or
modify the original ones, or

– Data replay: the attacker could re-transmit old deprecated data with the purpose of in-
tentionally degrading the output of the navigation function. In information security this is
known as a replay attack.
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Typical
Operation

TTA Integrity
Horizontal
accuracy

(95%)

Vertical
accuracy

(95%)
Availability Continuity

En-route 5 min 1− 10−7/h 3.7 km N/A >0.99
>

1− 10−4/h

En-route,
Terminal

15 s 1− 10−7/h 0.74 km N/A >0.99
>

1− 10−4/h

Initial & In-
termediate
approach,

NPA,
Departure

10 s 1− 10−7/h 220 m N/A >0.99
>

1− 10−4/h

APV I 10 s
1− 2 · 10−7

/app
16 m 20 m >0.99

1− 8 · 10−6

per 15 s

APV II 6 s
1− 2 · 10−7

/app
16 m 8 m >0.99

1− 8 · 10−6

per 15 s

CAT I 6 s
1− 2 · 10−7

/app
16 m < 6 m >0.99

1− 8 · 10−6

per 15 s

Table 2.1: ICAO Signal in Space performance requirement [25].

– Data level DoS: the attacker could maliciously modify the navigation message in order to
prevent the correct receiver operation, mounting a Denial of Service (DoS) attack.

• Ranging level attacks, with the aim of inducing the receiver to use wrong ranging measurements
in the PVT computation. This could be carried out by:

– Signal forging: the attacker could generate arbitrary navigation signals,

– Signal relay: the attacker could record and rebroadcast the entire RF signal modulated with
unchanged code and data. In radar and satellite navigation domain this attack is known
as meaconing, and is the analogous of the wormhole attack for ground wireless protocols.

Furthermore, it should be noted that the above classes of attacks can be combined. For instance, it
is possible to forge a signal (i.e., spoofing the ranges) that conveys true navigation data (i.e., data
replay). For a more comprehensive analysis on the vulnerabilities of GNSS, the readers can refer to
[26, 27].

The problem of protecting the data level can be addressed with authentication techniques appli-
cable to the information security domain, while the problem of protecting the ranging level belongs
to the domain of signal or rather channel estimation, including also techniques such as signal water-
marking. The protection of both levels is mandatory in order to provide assurance on the PVT, since
both levels are used as input to the navigation function.

The mechanisms involved in the protection of the two layers are different and should pursue
distinct design drivers. Although in principle it is possible to use a single technique to protect both
layers, this may result in suboptimal performance. For instance, the adoption of Navigation Message
Authentication (NMA) schemes can provide some assurance of ranging, based on the transmission
of non-deterministic bit sequences; however, such protection is relatively weak when considered in
the context of meaconing attacks with early bit prediction [28, 29] or Security Code Estimation
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and Replay (SCER) [30, 6]. To improve the detection capability for these attacks, the number of
unpredictable bits should be maximized. On the other hand, non-deterministic bit sequences can
also have a negative impact on dissemination performance, particularly in challenging environments.
Indeed, the navigation message is highly predictable for a given Issues Of Data (IOD); over time,
receivers can accumulate the necessary pages of the navigation message containing ephemeris, clock
correction terms, etc. With constantly changing bits of the message, the demodulation performance
of authentication data are likely to degrade, affecting performance of NMA including error rate and
availability of authentication.

In this thesis a divide et impera approach is followed, separating the mechanisms according to their
main goal, in order to optimize each function and composing the results only at a later stage.

The main attack classes are:

Meaconing: all the signals are acquired by an attacker and later replayed to the receiver. This causes
a time jump that is detectable if a trusted receiver is used as showed in [31].

Selective delay: an interferer, in order to avoid time jumps, could delay the signal that comes from
a single SV only. Inducing a ranging error will affect both the computed time and position, by
learning the position of the target user, it is possible to carefully design the attack in a way
that the multiple induced ranging errors counteract, generating an error only in the position.
Furthermore, if the attacker designs the spoofing so that it appears as a clock drifting, inducing
the same time error for all the SVs, the receiver is not able to distinguish between clock drifting
and a ranging error. However, this reduces his degree of freedom, and in a typical scenario,
with many SVs in view, the position error can be reduced to a vertical range. Indeed, it would
otherwise be possible to detect that the position is incorrect by using the RAIM algorithm [23],
due to the inconsistency introduced by the replay.

Spoofing: an attacker can generate a signal with modified navigation data, e.g., the ephemeris, the
clock correction parameters, the SV health indicator, or the GNSS to Coordinated Universal
Time (UTC) time offset. Doing so he can introduce an error into the PVT solution computed
by the target receiver.

Early bit detection: an interfering terminal can attempt to correlate a portion of the spreading
code in order to detect the unpredictable bits, e.g., of the NMA [32], before reaching the end
of the bit. If the bit detection is successful, it can be replayed and induce a negative delay to
the pseudorange. This attack is discussed in [28] where it is shown that, for a 4092-chip code, a
1023-chip portion of the code could be detected and this could be used to introduce a negative
delay in the pseudorange of up to 3 ms, which corresponds to an error of up to 900 km in ranging.

SCER: in the absence of authentication and integrity protection mechanisms, the known signal struc-
ture of the GPS L1 C/A signal and the predictability of its navigation data stream allows simple
interfering techniques. Using more robust techniques at the code level for GNSS signal makes
it more difficult to forge the signal due to the unpredictable secret code, although an interferer
can still attempt to predict the signal trustful code and use it to create an artificial signal. This
technique is much more sophisticated than simply ignoring the code or injecting a random value.
The success of a SCER interference depends on the accuracy of the code estimate, which varies
according to the estimation strategy and is limited by the code rate, because the accuracy of
the chip estimates improves with increasing number of collected energy. SCER will be discussed
extensively in Chapter 4.

Besides the GNSS vulnerabilities, an attacker could exploit the SBAS vulnerabilities to mount attacks
against GNSS. Currently, SBAS L1 does not implement any message authentication feature and the
signal characteristics are publicly known, so that an attacker can generate fake correction messages that
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will be applied in the PVT computation. These messages can vary from fast ionospheric corrections,
the impact of which is limited, to integrity messages that force the receiver to exclude measurements
from faulty SVs.

Clearly, the attacks against GNSS and SBAS can be mixed. For instance the attacker can generate
spoofed signals that carry correct navigation messages and NMA data, changing the ranging of lower
elevation satellites, where it is harder to detect spoofing due to the low Carrier to Noise Ratio (C/N0)
and the multipath. Then, in order to fulfill integrity checks such as RAIM, it can send SBAS messages
that exclude high elevation SVs from the PVT computation. For these reasons, SBAS are an important
part of the GNSS infrastructure and shall be adequately protected in order to achieve resilient PNT.

Finally, if the attacker has physical access to the receiver, he can influence the PVT computation
by tampering with the receiver. To prevent physical attacks a trusted, anti-tampering, receiver is
required [31], where several monitoring functions check the hardware consistency of the receiver.
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Chapter 3

Authentication at Data level

This Chapter will discuss authentication and integrity protection at the data layer both in GNSS and
SBAS. The results on this topic were published in [3, 4, 5, 33].

3.1 Introduction to data level authentication

Navigation Message Authentication (NMA) aims to authenticate the origin and provide cryptographic
integrity protection of navigation data to users. Navigation data is typically modulated on ranging
signals at a low rate in order to minimize its impact on range estimation and provide adequate
demodulation performances in a wide variety of environments for a message that changes infrequently.
For example, the data rate of the Galileo OS dissemination channel is 120 bps; GPS C/A and L1C is
50 bps, the same bitrate as the Beidou D1 and GLONASS C/A signals. Therefore, NMA schemes are
required to operate over a uni-directional broadcast channel and need to achieve an optimal tradeoff
between:

• Security: maximizing robustness against attacks, including the choice of parameters such as:
size of keys; security of algorithms; and security of key management functions such as key
establishment.

• Communications overhead: minimizing the bandwidth requirements of NMA, i.e., the number
of bits required for authentication, including the key management messages, e.g., renewal of the
cryptographic keys.

• Robustness to channel errors: maximizing tolerance against errors in demodulation, especially
in challenging environments.

• Tolerance for data loss: minimize impact of losing authentication data on continuity of operation,
ability to recover from data loss.

• Scalability of key management: suitability of the scheme for large groups of users, particularly
in relation to distribution and management of keys.

• Computation and memory requirements of the receiver: minimize the burden of NMA processing
on the receiver.

• Authentication performance: maximizing performance including Time To First Authenticated
Fix (TTFAF) and Authentication Error Rate (AER).
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3.2 Review of broadcast authentication

Authenticating information transmitted over wireless broadcast channels is a common problem to
many telecommunication applications (e.g., broadcast television) and a variety of solutions, usually
referred to as broadcast authentication [34], have been proposed. An extensive classification and
comparison of such schemes can be found in [35].

Digital Signature (DS) schemes appear to be an obvious choice for NMA, due to the simplicity and
scalability of key management that come with the use of asymmetric cryptography. Many DS schemes
such as those recommended by the European Network and Information Security Agency (ENISA) [36]
(the suggested ones are RSA-PSS [37], RSA-DS2 [38], PV signature [39] and Schnorr signature [40]
with the Elliptic Curve (EC) variant), are considered secure by the cryptographic community and
a number of them additionally claimed to be provably secure. DS schemes often impose significant
overheads on the user in terms of computational complexity and the size of keys and/or signatures. An
option to reduce this overhead is to use elliptic curve variants of the cryptographic primitives, which
are able to reduce both the signature and key size. For example, the traditional Digital Signature
Algorithm (DSA) scheme requires a key of at least 1024 bits, whereas Elliptic Curve-DSA (ECDSA)
requires a key size of just 160 bits for a security level of 80 bits. Both DSA schemes produce a signature
of 320 bits; however, even 320-bits could be difficult to disseminate in tightly bandwidth constrained
channels. For this reason, DS schemes are unlikely to be optimal for GNSS. Nevertheless, due to their
cryptographical strength, several proposals of NMA schemes based on digital signature are present in
the literature [32, 41, 42].

A possible solution to reduce the bandwidth is to use digital signature schemes with message
recovery property, e.g., the Nyberg-Rueppel Signature [43]. The drawback of these class of schemes is
that the message is embedded into the signature and thus the data demodulation requires verification
of the signature, even if the receiver is not interested in authentication features.

Another alternative digital signature class that lead to short signature is based on the Weil pairings
[44]. This digital signature scheme achieve a comparable security level to a 320-bit ECDSA signature
with a signature size of just 154 bits. The disadvantage of this solution is that requires a computa-
tionally intense verification: in [44] is reported that a verification duration of 2.9 seconds on an Intel R©

Pentium III CPU clocked at 1 GHz, making it hardly suitable to low-end battery powered devices.

One time signature schemes, including BiBa [45] and HORS [46] are a class of DSs offering the
advantage of fast verification at the cost of increased memory requirements. As a drawback, they can
only authenticate a preset number of messages before renewal of the public key is needed. Therefore,
the communication overhead and the public/private key size increase with the number of messages to
be signed. For instance, if HORS is used to sign 104 messages with 80-bit security level, the required
signature length is 200 B and the private and public key size are 24 MB and 48 MB, respectively [47].

An attractive alternative scheme that belongs to the multi time signature schemes is ETA [47], a
variant of the Schnorr signature, where part of the information is offloaded from the signature itself to
the public key. The author claims that this modification retains the provable security of the Schnorr
signature. For the same 80-bit security level this yields a shorter 240-bit signature instead of 320-bit,
with the drawback that the public key size increases with the number of messages that are to be
authenticated with the same private/public key pair. If it is possible to update the public key through
an aiding channel (e.g., a terrestrial network link once every several months or years) this scheme
allows thus a further reduction on the bandwidth requirement.

Traditional broadcast authentication schemes based on symmetric cryptography are prone to com-
promise, as users must share the same secret key as the system. The secret key is used for both
generation of an authentication code and its verification. Users of such schemes must be trusted to
not forge messages, or stringent security requirements shall be imposed on the receiver such that key
storage and cryptographic processing take place within a tamper-resistant hardware module.
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Other broadcast authentication schemes utilizing symmetric cryptography attempt to mitigate
the risk associated with key compromise through a delayed key disclosure paradigm. Each key that
is used to generate an authentication code is disclosed to users after some delay, such that users only
accept messages verified with the key if they have been received in a previous time window. One
such scheme is Timed Efficient Stream Loss-Tolerant Authentication (TESLA), an authentication
protocol on which several NMA schemes proposed in the literature [48, 49, 50, 51] have been based.
A distinctive characteristic of TESLA is the use of a one-way key chain as a basis for delayed key
disclosure. TESLA-based authentication schemes will be discussed in Section 3.2.2.

An alternative use of one-way chains will be proposed in Section 3.5, where digital signatures
are amortized over a longer time period using a one-way chain of message digests. This approach
potentially provides benefits both in terms of bandwidth efficiency and security.

3.2.1 Post-quantum cryptographic primitives

The security of all the well accepted and standardized digital signature protocols is based on difficult
mathematical problems (e.g., the Integer Factorization or the Discrete Log Problem) over finite groups
of integers numbers, or curve points. No polynomial time solution is known for any of these problems
and it is conjectured that they are not solvable in a polynomial time, thus their parameters can be
selected in order to be secure against a target computational power.

In the last thirty years the cryptographic community has warmly recommended the use of public
key in general: every day a great amount of data is signed with (EC)DSA or encrypted via RSA, while
Diffie-Hellman allows the secure distribution of the secret key materials.

However, in 1994, Peter Shor proved that if the classical computers will be substituted by quantum
computers – i.e., that would work in accordance with the quantum mechanic principles – it will be
possible to use quantum algorithms to efficiently solve difficult mathematical problems. This has been
proved analytically by developing a quantum algorithm, the Shor’s algorithm, which allows solving
integer factorization and discrete logarithm in a polynomial time and with bounded error probability
and can be used to break DSA and RSA-based cryptosystems. A second quantum algorithm worth
mentioning is the Groove’s algorithm, which provides a quadratic speedup over search algorithms. This
speed up improves an hypothetical brute force attack on a quantum computer against any symmetric
key scheme, which means that the key size shall be doubled in order to maintain the same security
level against a quantum computer.

Even if it is not clear when large-scale quantum computers will become available, their potentialities
threaten the security of many current cryptographic systems. Therefore, it is wise to be prepared
to switch toward a quantum safe infrastructure. Since the last decade, the leading international
organizations in security protocol standardization, such as the European Telecommunication Standard
Institute (ETSI) [52] and the National Institute of Standards and Technology (NIST)[53] are actively
discussing on the post-quantum topic. In accordance to their task, they are also evaluating the
vulnerabilities of the well-known standards and primitives against the future technology. Each class
of cryptographic primitives is affected as follows [53, 52]:

• Symmetric key algorithms without computational assumptions will continue guaranteeing uncon-
ditional secrecy (i.e., OTP) and security (i.e., Wegman-Carter), even against quantum attacks;

• Block ciphers, as AES, shall use longer keys;

• Hash functions, as SHA-2 and SHA-3, shall use longer output digests;

• Public key algorithms, as RSA, ECDSA, DSA, are expected to be no longer secure.

At the time of writing, there are multiple post-quantum primitives, meaning that no quantum algo-
rithm able to break the underlying problem is known, yet. It is noteworthy that there is no proof
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that such algorithms do not exist. Among the post-quantum schemes, two families are well suited for
authentication purposes. Namely, Error Correcting Codes cryptography, and Multivariate Polynomial
cryptography [54].

3.2.1.1 Code-based cryptography

This class of algorithms, based on error correcting codes, was originally introduced in 1978 by McEliece,
to provide confidentiality. The ciphertext is a codeword randomly corrupted by errors, and the plain-
text is retrieved by applying the error correcting code, as against channel errors. Its security is derived
by the fact that it is difficult to decode such a ciphertext without any knowledge about the code applied
at the transmitter side. It exists an equally secure variant of McEliece, the Niederreiter cryptosystem,
that builds the ciphertext as syndrome, and consequently the plaintext is an error pattern instead of
a codeword. These principles have never been broken. Many efforts have been done to deploy the
McEliece algorithm as a digital signature scheme.

Courtois-Finiasz-Sendrier (CFS) signature The CFS algorithm [55] has been the pioneering
work, which made it feasible to use code-based cryptosystem for signing purposes. Specifically, it uses
the Niederreiter cryptoscheme with Goppa codes.

Let C be a binary linear code, which defines a space of 2k codewords of n symbols. Let us define
m = log2 k. The last code characteristic parameter is t, the error-correcting capacity of C, that also
defined the minimum distance between different codewords: d = 2t + 1. In public key cryptography
approach, the secret key is a code C0 (usually a Goppa code) characterized by G0 and H0, while the
public key is a code as well, but obtained by randomly permuting the coordinates of C0 through two
non-singular matrices, U and V , and a permutation matrix P :

G = U ·G0 · P or H = V ·H0 · P (3.1)

Therefore, the security is based on the principle that the decoding problem is difficult to solve, and
so is that of retrieving the original G0 and H0 as well. The efficiency of the signing operation lies in
finding the code parameters (i.e., n, k, t) such that the random hash result is likely to be a decodable
syndrome. Indeed, the expected number of operations needed to target a syndrome is t!. On the
other side, to counteract potential attacks with such a low error correcting capability, the codewords
must be reasonably long. In [55] the CFS algorithm was designed to achieve a 80-bit security level
with: t = 9, and n = 216 (m= 16). The resulting signature z is a sparse vector, that can be easily
compressed to an average total length of 144 bits.

The signing operation can be particularly expensive. On average, a signature is computed in t!t2m3

operations. In addition, the public key size is in the order of tm2m.
Concerning the security of the scheme, it is threatened by the usual attacks against code-based

cryptography. The most common attack against signature algorithms aims at forging the signature.
In code context the latter is faced with the Syndrome Decoding (SD) problem: once the hash of the
message is computed, the corresponding error-pattern vector (signature) has to be found. Furthermore,
if for the same parity check matrix H and error pattern e, multiples syndromes are tested, then it is
enough to solve only one out of many instances. This is referred to as One out of Many Syndrome
Decoding (OMSD). This problem can be solved by performing two different attacks:

1. Information Set Decoding, it solves instances of SD problem with few solutions in 2mt/2

operations.

2. Generalized Birthday Algorithm, it is suitable for solving SD problems with many solutions.

Over the years, the improvements in the mathematical definition of the attacks has reduced the
expected CFS strength. For instance, the GBA work-factor against the proposed CFS parameters,
becomes 263 instead of 280.
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Parallel-CFS Because of the GBA potentialities, some years later the same author attempted to
improve the CFS security by using parallel CFS signatures [56]. Basically, the parallel-CFS strategy
against OMSD relies on the idea of generating i hashes for the same message M using different hashing
functions. Therefore, a forger can use the OMSD, but the two guessed error-patterns must be valid
for the same M , since the two SD instances are not independent. Furthermore, in order to link the
i signatures in a stronger way, the hashes are performed only on M , without appending a counter of
the attempt, like in CFS. With respect to the original CFS, the parallel-CFS algorithm is increasing
by i times the signature computational effort, the signature size, and the signature verification cost,
while maintaining the same key size.

The unique advantage of Parallel-CFS is in terms of security. A successful ISD attack requires
the same computational effort of CFS, while a successful GBA is made harder than in the CFS case.
It has been proved that the security level of a Parallel-CFS with i equal to 2 or 3 is asymptotically
approaching 2mt/2.

In Table 3.1 we list some interesting parameter settings of the algorithm. It is possible to see
that the signature size is compatible with the GNSS constrains. However, an aiding channel would be
almost compulsory for accomplishing the distribution of the public key in useful time intervals.

m t i ISD security
orig. CFS
security

security
against GBA

public key
size

sig. cost sig. size

20 8 3 281 266.4 282.5 20 MB 216.9 294 bit
18 9 3 284.5 269.5 283.4 5 MB 220 288 bit
19 9 3 288.5 272.5 287.7 10.7 MB 220 309 bit

Table 3.1: Parallel-CFS parameters size and corresponding security level.

Digital Signature based on LDGM codes In the State-Of-Art of code-based signatures, a more
recent proposal has arisen [57]. It aims at reducing the public key size, and the signing cost of CFS,
along with increasing the offered level of security. One of the main limitations of CFS lies in the
fact that it uses codes with high rates and low error correction capabilities, in order to reduce the
signing time. As a consequence, the scheme is vulnerable to GBA attacks (defeated by using parallel
signatures), and the code indistinguishability with respect to a random code is immaterial.

The novel scheme presented in [57] selects only those syndrome vectors with a certain density, and
uses the LDGM codes that allow a random-based design. These codes are well-known in the literature
for their good error-correcting capability. As is customary for linear codes, they are defined by a
generator matrix G, but they can also be constructed in a very simple way, by designing the rows as
k random, linearly independent, and n-bit long vectors, with Hamming weight w � n.

This scheme has the advantage of reducing the public key size with respect to the one of the CFS
scheme, at the price of increasing the signature size.

3.2.1.2 Multivariate polynomial cryptography

The Multivariate Public Key Cryptography (MPKC) has been previously tested in order to design
cipher algorithms, which have been broken [52]. However, as opposed to codes, these polynomials are
showing promising results if used as digital signatures.

The fundamental elements of a MPKC are: a multivariate system F made of quadratic polynomials,
which can be easily inverted; and two affine, linear and invertible maps S and T , which have to hide
F (or central map). The public key of the system is P = S ◦ F ◦ T that is difficult to invert, while
the private key is made of S, F and T , thus it can invert P . All the variables and coefficients are
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taken within a field a finite field K = GF (q). Depending on how F is defined, one can distinguish
three different approaches: the BigField (e.g., Matsumoto-Imai that has been the first work, and
Hidden Field Equations), the SingleField (e.g., Unbalanced Oil-and-Vinegar and Rainbow schemes),
and the MediumField (e.g., `− iC schemes). Their security relies on the difficulty of solving systems
of multivariate polynomial equations, that is proven to be NP-hard or NP-complete.

The Rainbow signature The Unbalanced Oil-and-Vinegar multivariate structure has been pro-
posed in 1999 [58], then repeated applications of the latter have led to define the Rainbow class of
signatures [59]. It is a good candidate as a signature scheme since it allows a fast procedure in both
signing and verification.

Several attacks against Rainbow signatures have been proposed. The most famous are the so-
called direct attacks, and rank attacks on which a lot of work has already been done. More recently,
differential attacks arose, which broke the SFLASH MPKC signature. In [60] their effect has been
studied on Rainbow signatures, showing that with the original parameters differential attacks were
improving the High-Rank attacks, and even brute-force searches. However, they proposed a novel
definition of the Rainbow signature, and an adjustment of its parameters, fixing the issue.

In [61] it is shown that the robustness against the Rainbow-Band-Separation (RBS) attack is
strictly related to the cardinality ofK, thus they have considered three typical dimensions, i.e., GF (16),
GF (31) and GF (256) and proposed varying the size of each parameters over the years depending on
the cardinality of K, and including the expected future evolution of key and signature size, based on
the Moore’s law, as summarized in Table 3.2. It is easy to see that GF (16) is the one that leads to
the shortest signature length, while GF (256) requires a small public key for the short term, but its
size will grow faster than GF (31) which requires a shorter public key size in the long term.

Depending on the application constraints, the designers can opt for distributing either a longer
public key or a longer signature. The signature size lies in the order of some hundreds of bits, while the
public key size requires some kB, i.e., [52] reports a signature size of 264 bits, a public key of 842400
bits and a 561352-bit private key for an equivalent 128 bit security level. Therefore, it is possible to
think about transmitting the Rainbow signature over the satellite channel in a nearly real-time way,
while the longer public key could be shared over a second channel (e.g., the terrestrial data network) in
a useful time interval. It must be noted that for a 128-bit security level traditional ECDSA signatures
are 512-bit long, thus rainbow signature allows a significant relaxing of the bandwidth requirement.

year signature (bits) public key (kB)
GF (16) GF (31) GF (256) GF (16) GF (31) GF (256)

2010 244 280 344 38.1 30.7 25.7
2020 292 312 424 65.0 44.9 47.5
2030 340 360 520 102.3 72.3 84.0
2040 376 408 592 138.0 99.7 122.6
2050 424 456 680 197.5 138.8 183.3

Table 3.2: Expected signature and public key size growth over years for Rainbow signatures [61].

3.2.2 TESLA-based authentication protocols

Timed Efficient Stream Loss-Tolerant Authentication (TESLA), a broadcast authentication protocol
proposed in [62], uses a delayed key disclosure scheme to provide authentication and cryptographic
integrity protection of messages on a uni-directional broadcast channel.

The legitimate sender of a message can compute a Message Authentication Code (MAC) at trans-
mission time, being the only entity with prior knowledge of the secret key. Once users have received
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a given message with the corresponding MAC, the sender can disclose the used key allowing users to
verify the previously received message.

The disclosed key needs to be authenticated, in turn, to ensure both the key and message originated
from the legitimate sender. This can be efficiently achieved by verifying the key against a previously
authenticated key, using iterations of one-way functions. These are functions that have the following
properties:

• Easy to compute: for any given input there exist an efficient method to compute the output.

• Hard to invert: it is hard to find any input that generates a given output. This is commonly
referred to as pre-image resistance, when searching exactly for one particular input value (given
F (m1) shall be difficult to find m1), and 2nd-preimage resistance when searching for any value
different from the actually used input, that produce the same output value (given m1 shall be
difficult to find any m2 6= m1 such that F (m2) = F (m1)).

The sender generates a key-chain of length L starting from a random secret kL (the initial key)
and recursively applying a one-way function F (·), until the last key k0 (root key) is obtained. The
generated key-chain is then used by the sender in the reverse order (Fig. 3.1). Due to the one-way
property of the chain, knowledge of key ki does not give any information on key ki+j ∀j > 0. The
receiver is able to authenticate the received key ki by applying the one-way function i times to ki and
verifying that the root key k0 is obtained. The root key must in turn previously be authenticated by
other means, such as a digital signature. More efficiently, the verifier can stop applying the one-way
function as soon as it reaches a key that he has already verified, that is if F i−j(ki) = kj with j < i.

TESLA uses the keys from the key-chain for computing MACs. For instance, denoting by Mi the
message that the transmitter wants to send at the time i, he uses the key ki to compute MACi =
S(Mi, ki) (where S is the MAC computation algorithm), and sends a packet Pi = [Mi,MACi, ki−d], with
d > 0. The receiver is not able to verify the received packet P ′i =

[
M ′i ,MAC′i, k

′
i−d
]

instantaneously,
because he does not know the value of ki used to compute MACi, and has to wait for its disclosure,
after d steps. When the user receives the key k′i he will first check its authenticity and if the result is
positive he will compute the MAC for the received data with that key and check if it is equal to the

received one: MACi = S(M ′i , k
′
i)

?
= MAC′i.
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Figure 3.1: TESLA-based authentication.

Various works [48, 49, 50, 51] have described different TESLA based NMA schemes, designed
to make use of the External Data Broadcast Service (EDBS) channel for the Galileo Open Service,
the reprofiling of the External Region Integrity Service (ERIS) channel once the SoL service was
discontinued. The main differences among their works are:
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• Key chain generation: In [48] it is proposed to build the key chain and the authentication
message as:

ki = trunc(hash(ki+1 xor wpad ‖ GSTi), `key) (3.2)

where wpad = 1010 . . . 10 is a 128-bit fixed sequence, GSTi is the Galileo System Time (GST),
`key = 128 represents the length in bits of ki and trunc(x, y) denotes the truncation of x to its
leftmost y bits.

In [49] it is proposed to build the key chain as:

ki = trunc(hash(ki+1 ‖ α), `key) (3.3)

where α is a binary sequence unique for every key chain that is disclosed at the beginning of the
key chain, and `key = 80 bits. Such construction was modified in [50] with the inclusion of the
GST in the computation:

ki = trunc(hash(ki+1 ‖ GSTi ‖ α), `key). (3.4)

• Number of keys used: In [48] it is proposed that all the SVs use the same key and that a key
is revealed every 30 seconds, allowing the verification of the corresponding MAC. In [49, 50, 63]
instead it is proposed that every SV uses a different key, but all taken from the same key chain.
The concept is to assign a new key to each SV so that even in the same authentication round
each SV could broadcast a different key. This was proposed in order to avoid the possibility that
an attacker could take advantage of the different propagation delays that could allow to derive
the secret key from high elevation SVs and replay it to the low elevation SVs. To prevent this,
40 keys from the same key chain are used in each round.

3.3 Analysis of state-of-the-art techniques

3.3.1 Discussion on TESLA-based authentication protocols

The main drawbacks and limitations of the current proposed approaches and variations are:

• Time synchronization requirement: TESLA is standardized for use in multicast applications
[64]. One of the requirements for the security of the scheme is a (loose) time synchronization
between the receiver and the sender. Indeed, after the disclosure of the key by the system, this
can be used to compute the MAC of any arbitrary message. For this reason, the receiver shall
check that the MAC is received before the disclosure of the corresponding key by the system,
but in order to perform this verification some synchronization is required. In the multicast over
bi-directional link context, such a requirement is easily fulfilled with traditional mechanisms.
However, when TESLA is applied to GNSS, that itself used as a time reference, this requirement
is far less obvious, especially for autonomous receivers at start-up after a long off period.

• Vulnerabilities to pre-computatation attacks: in the case of [49] where the padding is fixed for
the whole chain length. This vulnerability will be discussed in Section 3.3.2. This issue was
acknowledged and fixed in [50].

• Security of the key chain: the original TESLA scheme is considered secure, and various security
proofs were presented in literature [65, 66, 67]. A basic assumption to this security proofs is
the full entropy of each key and the time synchronization between transmitter and the receiver.
However, a common construction in the three proposals listed above is the truncation of the hash
output in the key chain in order to reduce the bandwidth requirements, and the subsequent
padding when used in the next iteration. The impact of this modification on the security of
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the scheme will be evaluated in Section 3.3.3, showing that the iterative operations of padding-
hashing-truncation leads to a reduction in the entropy of the chain itself. In order to reduce the
impact of this sub-optimal construction, a careful choice of the system parameters is needed,
preferring longer keys and fewer steps in the key chain.

• Security of the MAC: the MAC construction has been tuned as well, truncating it down to just
10 bits. However, any reduction on bandwidth comes at the cost of a reduction of the security of
the scheme. In TESLA, the authentication of data is provided by the MACs, and while a single
few bits long MAC is fine for providing an ephemeral authentication that last for few seconds, it
is not adequate for providing an authentication that last for several hours. This means that, in
order to achieve the desired security level, a receiver might be required to verify multiple MACs.

3.3.2 Security evaluation of ideal one-way chains

Two proposals for the construction of the key chain were introduced. One foresees the use of a time
dependent parameter (see Eq (3.2), (3.4)) in order to prevent the attacker from using precomputed
pieces of the key chain to perform attacks in later instants. In (3.3) instead this time varying padding
is not present.

In the following, a brute force attack will be formalized and its success probability will be computed.
We assume that the attacker has a finite memory that can fit B keys, he is able to compute RH

hashes per second, he wants to perform an attack that must last for D keys and he is willing to wait
up to T seconds to perform the attack. The system is using a key of k bits so the cardinality of the
key space is N = 2k, and the keys are disclosed by the system at the rate RK .

The attacker has a finite computational power and the computation of a chain of D keys takes

TKC =
D

RH
(3.5)

and his memory can fit

NKC = min

(⌊
B

D

⌋
,

⌊
T

TKC

⌋)
(3.6)

different chains. A smarter solution, that allows to increase the number of buffered chains, is to store
only the first and the last key of the each chain. If a buffered final key is reached the attacker knows
that he can compute the next piece of the key chain starting from the corresponding initial key. This
leads to a number of key chains buffered equal to

NKC = min

(⌊
B

2

⌋
,

⌊
T

TKC

⌋)
(3.7)

After computing a key chain, in the remaining time the system will disclose RK(T − TKC) keys and
thus the probability that one of the disclosed keys is equal to the first of the computed key chain is:

PS =
RK(T − TKC)

N
(3.8)

The number of keys disclosed after the computation of the second key chain is RK(T − 2TKC), after
the third is RK(T − 3TKC) and so on, thus we can write the success probability as the union bound

PS =
RK(T − TKC)

N
+
RK(T − 2TKC)

N
+ · · ·+ RK(T −NKCTKC)

N

=
RK
N

NKC∑
i=1

(T − iTKC) =
RKNKC

N

[
T − TKC

(NKC + 1)

2

]
(3.9)
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Using Intel R© optimized assembly code [68] on an Intel R© CoreTMi5-5257U CPU we obtained a hashing
rate of RH = 3.5 · 106 Secure Hash Algorithm (SHA)-256 hash/s. On the other hand SHA-256 is
also used by Bitcoin and specialized powerful and efficient hardware can be found in the market
for Bitcoin mining that use Application Specific Integrated Circuit (ASIC). As an example modern
hardware allow achieving hashing rates in the order to 1013 hash per seconds and costs around one
thousand US dollars [69]. Bitcoin user organized themselves in pools in order to cooperate. These
pools aggregate the computational power of many users and can reach a cumulative hashing rate in
the order of 490 · 1015 hash per second [70]. [71] reports the historic aggregate hashing rate of the
Bitcoin network.

Suppose that the attacker wants to perform an attack that lasts for 60 seconds and so he needs
to precompute key chains of D = 240 keys each if the system discloses RK = 40/10 keys per seconds.
Fig. 3.2a shows the success probability as a function of the available memory and of the elapsed time
from the start of the attack, against the time invariant construction (3.3) with key length of 82 bits.

It is important to note that the success probability is limited by the memory size rather than by
the computational power of the attacker.

In the time variant construction, (3.2)-(3.4), instead, the attacker can only fix the time interval in
which he wants to perform the attack and attempt to compute all the possible chains that his memory
can fit, that are NKC (3.7) so the success probability of an attack performed against a single key
release is,

PS =
NKC

N
(3.10)

because every computed chain has only one chance to be valid. It is possible to modify the attack
model as follows: the attacker is able to compute RH hash per second, thus he can compute

NKC =
RHTd
D

(3.11)

pieces of key chain between two key disclosures. At every release instant of keys if the attacker does
not find a collision, he can recompute NKC new key chains before the next key release. The success
probability of the attack is

PS(t) =
NKC

N
·
⌊
t

Td

⌋
, t ≤ duration of key chain (3.12)

and the attacker needs to store 2 ·NKC values in his memory. In this case the success probability is
rather limited by the attacker’s computational power than by the memory size.

Fig. 3.2b shows the success probability using the same attack parameters as before and 128-bit
keys disclosed with a rate RK = 1/30 key per second.

The above discussed attack is somehow similar to the time-memory trade-off introduced in [73]. In
that case the goal of the attack was to break Data Encryption Standard (DES) but it can be used to
invert one-way functions. A fundamental difference between the two attacks is that in [73] the event
of finding a second preimage (an input value different from the authentic one that leads to the same
output value) represents false alarm, and are a missed shot for the attacker, while here this becomes
a valid output of the attack and contribute to the success probability.

3.3.3 Security evaluation of one-way chains generation algorithm

In order to evaluate both the performance and the security of the key generation algorithm, this
was implemented and some experimentation was performed. An important result is that computing
the hash of all the possible 256 inputs of 8 bits, only 158 different outputs were reached. Clearly
this can not be representative of the implementation using much longer keys (i.e., 80-128 bits) and
it can be seen as a particular realization of the key generation algorithm in terms of padding used.
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Figure 3.2: Success probability of a brute force attack against the key chain with ideal hashing function.
The key generation algorithm is: (a) time invariant [72] and (b) time variant [48, 50].

Many investigations were performed, showing that the result is fundamentally not influenced by the
used hashing function (MD5 and SHA-1 perform only marginally worse than SHA-256) and that even
randomly selecting the output bits in the output words instead of the Most Significant Bits (MSBs)
does not solve the issue.

Moreover, at every performed iteration the output space keeps reducing. Indeed, by applying
again the SHA-256 hashing function to the 158 possible output obtained at the first iteration only 113
distinct values are obtained.

A pictorial representation of this problem is given in Fig. 3.3. In this example only N = 24 different
values are taken into account and the hashing function is replaced by a random function (this model
will be motivated in the next Section). Applying the random function to all the possible key kL the
set of the possible key kL−1 is obtained. It is easy to see that many of the starting values collide, and
that this repeats at every iteration, even if the random function is updated at every step emulating a
time varying key generation function.

Fig. 3.4 gives a pictorial representation of the padding-truncation construction. Assuming that key
generation starts from a completely random value with full entropy, the combination of the padding
and hash function is applied to it. The hash function is designed and generally used as a compression
function that, starting from an arbitrary length input produces a shorter, fixed length output uniformly
distributed in the output space. Instead, in the construction proposed in [48, 49, 50], the combination
of padding and hash function is used as an expansion function, that produces an output longer than
the input. No fresh entropy is included in the computation, because if some unpredictable information
is used in the computation, this information shall be transmitted and authenticated to the receiver in
order to replicate the computation, leading to a higher bandwidth requirement. It must be noted that
the inclusion of time-varying information such as the Galileo System Time (GST) does not increase
the entropy because this information is predictable. Due to the lack of new entropy, the padding-
hash operation works as an expansion function that spreads the entropy of the input values in the
output space. The following operation in the proposed construction is a truncation. This can be seen
as a deterministic compression function. Intuitively, this compression function, in general, does not
preserve all the entropy in the hash function output, and produce a key with a smaller entropy than
the previous one. Then, the process is iterated, leading to a progressive loss of entropy along the key
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Figure 3.4: Pictorial representation of the padding-truncation construction of the TESLA key chain.

3.3.3.1 Probabilistic model of the one-way key chain

The (possibly time varying) n-bit hash function in the TESLA key chain is built as illustrated in
Fig. 3.5a, by cascading

1. a possibly time-varying, yet deterministic padding to increase the length from n to m′ > n bits

2. a secure cryptographic hash function with m′-bit inputs and m-bit outputs, taken from a well
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Figure 3.5: (a) construction of a n → n bit hash function for the TESLA key chain starting from
a m′ → m secure hash function with m,m′ > n, as proposed in [50]; (b) probabilistic model for its
security analysis.

established cryptographic library

3. a truncation of the secure hash output to n bits

A security analysis of the hash chain would require to evaluate the effectiveness of the hash function,
in terms of uniformity of its output, by exhaustively generating all 2n input/output pairs, for each
possible value of the time varying parameter GST(t). Clearly this is not feasible even for moderate
values of n, so for the sake of tractability, we replace the explicit construction with a probabilistic
model.

In particular, we model the m′ → m bit secure hash function as a one-to-one function, thus
assuming m′ ≤ m. This represents an idealization of the actual hash function, in that we neglect
the possibility of having collisions, since we are interested in the additional collisions that may be
introduced by concatenation with padding and truncation. A more pessimistic choice would be to
model the hash function as a random oracle. On the other hand, since the m-bit secure hash function
was not designed to have a uniform output when truncated to n bits with arbitrarily padded n-
bit inputs, we consider that in this respect it is as good as any other m′-bit to m-bit, one-to-one,
map. Therefore, we model it as a random function h, uniformly drawn from the set of all one-to-one
functions with the same input and output sets. Correspondingly, the time-varying padding is modeled
as a deterministic one-to-one map, while the truncation is a many-to-one map. The resulting model
is represented in Fig. 3.5b.

Under the simplifying model assumptions that

• each gi : N → M′, i = 0, . . . , L − 1 is a one-to-one function with |N | = N = 2n and |M′| =
M ′ = 2m

′

• h : M′ →M is a random one-to-one function (uniformly chosen), with |M| = M = 2m

• ϕ : M→N is a balanced many-to-one function with
∣∣ϕ−1({b})

∣∣ = M/N = 2m−n � 1, ∀b

each fi : N → N , fi = ϕ ◦ h ◦ gi can be modeled as an independent random oracle, i.e., {fi(a)},
a ∈ N , i = 0, . . . , L− 1 are NL independent random variables, each uniformly distributed in N . This
holds even more if h is itself modeled as a random oracle.

For each b ∈ N , i = 0, . . . , L−1, let us denote by Ki(b) =
∣∣f−1
i ({b})

∣∣ the cardinality of the preimage

of b under fi, and by Ji,j(b) = |[f ji ]−1({b})|, that of the preimage of b under f ji = fi ◦ fi+1 ◦ . . . ◦ fj−1.
By natural extension, f ii is the identity map on N and Ji,i(b) = 1, ∀b.
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Modeling fi as a random oracle, the random vector Ki = [Ki(1), . . . ,Ki(N)] has the (N, 1
N )

multinomial distribution

pKi(c) =

 0 ,
∑

b∈N cb 6= N
N !∏

b∈N (cb!)

1

NN
,
∑

b∈N cb = N
(3.13)

and the marginal distribution of each Ki(b) is a (N, 1
N ) binomial

pKi(c) =

(
N

c

)
1

N c

(
1− 1

N

)N−c
(3.14)

For N � 1 the (N, 1
N ) binomial distribution can be approximated by a Poisson distribution with unit

mean

pKi(c) '
1

c!e
(3.15)

On the other hand, the random variable Ji,L(b) can be written through a backward recursion on i as

Ji,L(b) =
∑

a∈f−1
i ({b})

Ji+1,L(a) (3.16)

If the fi are also modeled as independent, and we take into account the fact that Ji,L(b),Ki(b)� N
with high probability, the Ki(b) random variables Ji+1,L(a) in the sum above can be viewed as inde-
pendent and identically distributed (i.i.d.) and independent of Ki(b), so that Ji,L(b) has a compound
Poisson distribution, with mean and power given by

E [Ji,L] = E [Ki] E [Ji+1,L] = E [Ji+1,L] (3.17)

E
[
J2
i,L

]
= E [Ki] (E

[
J2
i+1,L

]
+ E [Ji,L]) = E

[
J2
i+1,L

]
+ 1 (3.18)

Starting from JL,L(b) = 1, and by applying the recursive relations above, we obtain

E [Ji,L] = 1 , E
[
J2
i,L

]
= L− i+ 1 (3.19)

Conditioned on the actual realization of fLi , the distribution of ki, when kL is uniformly distributed
in N is given by

P
[
ki = b|fLi

]
=
Ji,L(b)

N
(3.20)

The corresponding collision probability at step i, that is the probability that for kL, k
′
L uniformly and

independently chosen in N , ki = fLi (kL) and k′i = fLi (k′L) coincide, is given by

pc = P
[
ki = k′i|fLi

]
=

1

N2

∑
b∈N

J2
i,L(b) (3.21)

and is itself a random variable. We then obtain its expected value

E [pc] =
1

N
E
[
J2
i,L

]
=
L− i+ 1

N
(3.22)

and observe that it increases linearly by each step of the chain, as long as L � N . Compare this to
the ideal case where pc = 1/N .

Another measure of how the key chain deviates from an ideal hashing distribution can be obtained
by looking at the number of possible values for ki, that is the cardinality of the image of N under fLi ,

Ni =
∣∣fLi (N )

∣∣ = |{b ∈ N : Ji,L(b) > 0}| (3.23)
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Under the above model, Ni is a random variable itself

Ni =
∑
b∈N

χ{Ji,L(b)>0} (3.24)

where χA denotes the indicator variable of event A. The mean of Ni is then

E [Ni] =
∑
b∈N

P [Ji,L(b) > 0] = N(1− pJi,L(0)) (3.25)

where one can again use the properties of the compound Poisson distribution to derive the recursive
relationship

pJi,L(0) = e
pJi+1,L

(0)−1
(3.26)

with the initial value pJL,L(0) = 0. From (3.25), and by Jensen inequality, one can also derive an
upper bound on the equivocation (conditional entropy) of each key ki given the hash functions

H(ki|fLi ) ≤ E [log2Ni] ≤ log2 E [Ni] (3.27)

A numerical evaluation of the collision probability (3.22) and the entropy bound (3.27) is shown in
Fig. 3.6 for the TESLA parameters proposed in [50] where n = 80 bit, m = 256 bit and key ki is
released at time ti = t0 + iTk, with Tk = 0.25 s the key release period (40 keys every 10 seconds).

0 10 20 30 40 50 60 70 80 90

Time to the end of the chain tL − ti [days]

55

60

65

70

75

80

E
n
tr
o
p
y
b
o
u
n
d
lo
g
2
E
[N

i]
[b
it
]

10−25

10−24

10−23

10−22

10−21

10−20

10−19

10−18

10−17

10−16

C
o
ll
is
io
n
p
ro
b
a
b
il
it
y
E
[p

c
]

Figure 3.6: Upper bound on the entropy (solid line) and expected collision probability (dashed lines)
after each iteration for 80-bit key chain.

3.3.3.2 Numerical validation of the model

This Section compares results from Section 3.3.3.1 with those obtained by a numerical implementation.

Due to computational burden only shorter key lengths (i.e., n = 16 and n = 24 bits) were evaluated,
using a standard SHA-256 as the internal secure hash function in Fig. 3.5a. The implementation
iteratively computes all the keys ki, i = L− 1, . . . , 0 starting from each possible value of the input kL.
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For example, for 24-bit key chain, the computation starts from all the 224 possible inputs, truncating
the output of the hash function to 24 bits for each iteration.

In Fig. 3.7a, a comparison of the predicted versus experimental collision probability is provided,
taking into account a truncation to n = 16 bits both with time-variant and time-invariant padding, and
to n = 24 bits with time-invariant padding only for computational limitations. The figure illustrates
a perfect correspondence between the predicted and experimental values for the 16-bits time-variant
key generation algorithm case. At the beginning of the key chain a good agreement can be observed
also for the versions with time-invariant padding, while a difference can be observed after 400 steps
for 16-bit keys, and after 2000 steps for 24-bit keys. This discrepancy is due to the fact that in this
case the hash function remains the same at each iteration and it is poorly modeled by the assumption
of independence between the fi. In fact, after a certain number of iterations the chain reaches a limit
cycle, the image fLi (N ) remains identical, and the output distribution with uniform input becomes
stationary. Clearly, the longer the key, the more iterations are needed to reach this situation, thus the
model remains valid for more iterations also in the presence of time-invariant padding.

Fig. 3.7b reports the comparison between the experimental and the theoretical numbers of distinct
outputs Ni after every iteration, for 24-bit time-invariant and 16-bit time-variant/invariant key chain,
respectively. Once again, the average results match the predicted ones when a time-variant function
is used, and the model is a good approximation for the initial iterations of the time-invariant key
generation algorithm.
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Figure 3.7: Comparison between predicted and experimental (a) collision probability; (b) number of
possible output after each iteration.

3.3.3.3 Attack model

We consider an attack that aims at spoofing the navigation message for a time duration TA = `Tk,
beginning at ti, i.e., at having the victim accept ` consecutive keys and the corresponding forged
messages and MACs as authentic.

To this purpose, the attacker tries to find k̂i+1, . . . , k̂i+` such that fi(k̂i+1) = ki, and fi+1(k̂i+2) =
k̂i+1, . . ., fi+`−1(k̂i+`) = k̂i+`−1.

He can pick NA random, and independent values within N as guesses for ki+`,

k̂ji+` ∼ U(N ) , j = 1, ..., NA (3.28)
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and recursively compute the chain of ` consecutive hashes up to

k̂ji = f i+`i (k̂ji+`) , j = 1, ..., NA (3.29)

For each guess, the attacker checks whether k̂ji coincides with the actual disclosed ki. If so, he can use

the values (k̂ji+1, . . . , k̂
j
i+`) as TESLA keys for his spoofed messages and have the victim accept them

as authentic, otherwise he goes on with the search, up to the NA-th attempt.

His choice of NA is constrained by the computational power that is available to him (in terms of
hashing rate Rh, i.e., the maximum number of hashes he can compute per unit time, and memory
required to buffer the precomputed values) and the amount of time T that he is willing to devote to
the attack computation.

Note that the key values k̂i+1, . . . , k̂i+` computed by the attacker may be different from the corre-
sponding ones computed by the system, and the attack would still be successful, as long as k̂i is equal
to ki. In fact the attacker aim is not to find the exact key sequence released by the system, but any
sequence that passes the verification.

The attack is represented in Fig. 3.8. Assuming that the system uses the legitimate key chain
colored in green and that the attacker aims at attacking the highlighted portion of the key chain
between the key ki and the key ki+`, he can pick a random staring point k̂i+` and apply ` times the
one-way function. For an ideal key chain generation function we expect that there is only one valid
guess, that is the key used by the system. It is evident from the figure that there are much more
valid starting points. For the particular realization of the example, 17 values out of the 24 possible
values lead to the correct key chain after 7 iterations. If the attacked interval was shorter the number
of valid key would be smaller: for a single key guessing, obviously, only one of the possible 24 keys
would be valid, for a sequence of 2 keys there would be 2 valid keys; for a series of 4 keys there
would be 4 possible keys; and for 5 consecutive keys the number of valid key would grow to 8. This
example shows that the success probability increases almost linearly with the number of iterations of
the key generation function attacked. In the following the success probability will be derived using
the probabilistic model.

The success event for this attack can be written as

S(i, `,NA) =

NA⋃
j=1

Sj(i, `) (3.30)

where the success event for a single guess i is

Sj(i, `) = {k̂ji = ki} . (3.31)

Similarly to the derivation of the collision probability in Section 3.3.3.1, we observe that, conditioned on
the actual realization of f i+`i , the k̂ji are i.i.d. and independent of ki with probability mass distribution
(pmd)

P
[
k̂ji = b|f i+`i

]
=
Ji,i+`(b)

N
(3.32)

Then we can evaluate the conditioned single attempt success probability

P
[
Sj(i, `)|fLi

]
=
∑
a∈N

P
[
ki = a|fLi

]
P
[
k̂ji = a|f i+`i

]
(3.33)

=
∑
a∈N

1

N2
Ji,L(a)Ji,i+`(a) (3.34)
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Figure 3.8: Pictorial representation of the attack against TESLA key chain.

On the other hand, one can recursively write the product as

Ji,L(b)Ji,i+`(b) =

(∑
a

Ji+1,L(a)

)(∑
a′
Ji+1,i+`(a

′)

)
(3.35)

=
∑
a

Ji+1,L(a)Ji+1,i+`(a) +
∑
a,a′ 6=a

Ji+1,L(a)Ji+1,i+`(a
′) (3.36)

where all the sum indices a, a′ run over f−1
i ({b}). The first sum in (3.36) yields again a compound

Poisson variable, whereas in each term of the second sum, Ji+1,L(a) and Ji+1,i+`(a
′) are independent,

so we obtain the recursion

E [Ji,L(b)Ji,i+`(b)] = E [Ki] E [Ji+1,L(a)Ji+1,i+`(a)]

+ E [Ki(Ki − 1)] E [Ji+1,L(a)] E [Ji+1,i+`(a)] (3.37)

= E [Ji+1,L(a)Ji+1,i+`(a)] + 1 (3.38)

which, together with the starting point Ji+`,i+`(b) = 1, ∀b, yields the result

E [Ji,L(b)Ji,i+`(b)] = `+ 1 (3.39)

We then obtain the average single attempt success probability as

P [Sj(i, `)] =
∑
a∈N

1

N2 E [Ji,L(a)Ji,i+`(a)] =
`+ 1

N
. (3.40)

Similarly, we can derive the joint success probability for two distinct guesses j and j′ on the same key
chain section ki, . . . , ki+`, that is P

[
Sj(i, `) ∩ Sj′(i, `)

]
. We start by conditioning on the realization of
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the sequence of hash functions fLi

P
[
Sj(i, `) ∩ Sj′(i, `)|fLi

]
= P

[
k̂ji = ki, k̂

j′
i = ki|fLi

]
(3.41)

=
∑
a∈N

P
[
ki = a, k̂ji = a, k̂j

′
i = a|fLi

]
(3.42)

=
∑
a∈N

P
[
fLi (kL) = a,f i+`i (k̂ji+`) = a,f i+`i (k̂j

′
i+`) = a|fLi

]
(3.43)

and by leveraging the fact that kL, k̂
j
i+`, k̂

j′
i+` are chosen independently and uniformly over N we get

P
[
Sj(i, `) ∩ Sj′(i, `)|fLi

]
=
∑
a∈N

P
[
fLi (kL) = a|fLi

]
· P
[
f i+`i (k̂ji+`) = a|f i+`i

]
· P
[
f i+`i (k̂j

′
i+`) = a|f i+`i

]
=
∑
a∈N

Ji,L(a)

N

Ji,i+`(a)

N

Ji,i+`(a)

N
(3.44)

=
1

N3

∑
a∈N

Ji,L(a)J2
i,i+`(a) (3.45)

Then, the overall probability can be obtained by averaging the above result over the distribution of
fLi . To this purpose we can recursively write the product as

Ji,L(a)J2
i,i+`(a) =

(∑
b

Ji+1,L(b)

)(∑
b′
Ji+1,i+`(b

′)

)(∑
b′′
Ji+1,i+`(b

′′)

)
(3.46)

=
∑
b

Ji+1,L(b)J2
i+1,i+`(b) +

∑
b

∑
b′ 6=b

Ji+1,L(b)J2
i+1,i+`(b

′)

+
∑
b

∑
b′ 6=b

Ji+1,L(b)Ji+1,i+`(b
′)Ji+1,i+`(b) +

∑
b

∑
b′ 6=b

Ji+1,L(b)Ji+1,i+`(b)Ji+1,i+`(b
′)

+
∑
b

∑
b′ 6=b

∑
b′′ 6=b,b′

Ji+1,L(b)Ji+1,i+`(b
′)Ji+1,i+`(b

′′)

(3.47)

where all the sum indices b, b′, b′′ run over the preimage f−1
i ({a}), whose (random) cardinality is

denoted by Ki(a). Since Ji,i′(b) are independent for distinct b, we obtain the recursion

E
[
Ji,LJ

2
i,i+`

]
= E [Ki] E

[
Ji+1,LJ

2
i+1,i+`

]
+ E [Ki(Ki − 1)] E [Ji+1,L] E

[
J2
i+1,i+`

]
+ 2 E [Ki(Ki − 1)] E [Ji+1,LJi+1,i+`] E [Ji+1,i+`]

+ E [Ki(Ki − 1)(Ki − 2)] E [Ji+1,L] E [Ji+1,i+`]
2

(3.48)

Given the distribution of fLi , the variable Ki is Poisson distributed with unit mean, hence we have

E [Ki] = E [Ki(Ki − 1)] = E [Ki(Ki − 1)(Ki − 2)] = 1 (3.49)

and from previous results

E
[
Ji,i′

]
= 1 , E

[
J2
i,i′
]

= i′ − i+ 1 , E
[
Ji,i′Ji,i′′

]
= min{i′, i′′} − i+ 1 (3.50)

The recursion above becomes therefore

E
[
Ji,LJ

2
i,i+`

]
= E

[
Ji+1,LJ

2
i+1,i+`

]
+ E [Ji+1,L] E

[
J2
i+1,i+`

]
+ 2 E [Ji+1,LJi+1,i+`] E [Ji+1,i+`] + E [Ji+1,L] E [Ji+1,i+`]

2 (3.51)

= E
[
Ji+1,LJ

2
i+1,i+`

]
+ 3`+ 1 (3.52)
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which, together with the starting point

Ji+`,i+`(a) = 1 , ∀a (3.53)

yields the result

E
[
Ji,LJ

2
i,i+`

]
=

3

2
`2 +

5

2
`+ 1 (3.54)

We then obtain the average pairwise joint success probability as

P
[
Sj(i, `) ∩ Sj′(i, `)

]
=

1

N3

∑
a∈N

E
[
Ji,L(a)J2

i,i+`(a)
]

=
3
2`

2 + 5
2`+ 1

N2
. (3.55)

The above result on the pairwise joint success probability for guesses can be used together with the
single success probabilities (3.40) to derive lower and upper bounds for the success probability of the
complete attack with NA independent guesses on the same chain section, as

NA∑
j=1

P [Sj(i, `)]−
NA∑
j=1

∑
j′<j

P
[
Sj(i, `) ∩ Sj′(i, `)

]
≤ P

[
∪NA
j=1Sj(i, `)

]
≤

NA∑
j=1

P [Sj(i, `)] (3.56)

NA(1 + `)

N
− NA(NA − 1)

(
3`2 + 5`+ 2

)
4N2

≤ Ps ≤ NA(1 + `)

N
(3.57)

Combining (3.57) with the constraint on computational power, NA = RhT/` and ` = RkTA, with
Rk = 1/Tk being the release rate for the keys, we can rewrite the above expression as

RhT

N

(
1− 1

RkTA

)
−
(
RhT

N

)2(
1 +

RkTA

RhT

)(
3

4
+

5

4RkTA
+

1

2R2
kT

2
A

)
≤ Ps ≤

RhT

N

(
1 +

1

RkTA

)
(3.58)

In the following range of values, which we consider plausible for the TESLA protocol in the GNSS OS
NMA scenario:

• key length n ≥ 80 bit;

• key release rate Rk between 0.1 and 10 key/s;

• chain duration between a few days and a few months;

and for the attack strategy:

• target attack interval TA between a few minutes and a few days

• attacker’s hashing rate Rh between 109 and 1015 hash/s

• attack computation time T between a few minutes and a few months (upper bounded by the
chain duration)

the inequalities 1 � RhT � N and 1 � RkTA � N hold, so that a much simpler expression and
significantly close approximation to the attack success probability can be obtained by neglecting higher
order terms

Ps ≈
(

1 +
1

`

)
RhT

N
≈ RhT

N
(3.59)

showing that the success probability of the attack is bounded away from zero as ` → ∞. On the
contrary, for an ideal key chain generation algorithm, where each fi is one-to-one (i.e., a permutation
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Figure 3.9: Success probability for an attack against a 80-bit key chain, with hashing rate Rh = 5 ·1013

hash/s, and attack duration T = 30 days.

of N ), the only possible success for the attacker is to correctly guess the exact key used by the system,
k̂ji+` = ki+`, which leads to a success probability

P [Sj(i, `)] =
1

N
, Ps =

1

`
· RhT

N
(3.60)

vanishing as `→∞. A comparison between (3.59) and (3.60) clearly shows that the use of long chains
has a severe impact on the security of the scheme. Note that this would not be the case if the one-way
function f was collision-free, i.e., would be modeled as a random permutation. However, this model
is not realistic for most hash functions including secure one such as SHA.

An important outcome of this work is that, from a sufficiently high value of `, attacking the system
for a longer time does not require more computational power to obtain the same success probability,
due to the non ideal key generation function. Therefore, with the same effort required to attack few
iterations, it is possible to compromise the entire key chain.

Fig. 3.9 reports the success probability computed using (3.59) for system parameters that match
the proposal in [50] (key length n = 80 bit, key release rate 1/Tk = 40 keys every 10 s) for an attack
computation time T = 30 days and a computational power Rh = 5 ·1013 hash/s. It is noteworthy that
such a computational power can be obtained for less than US$10,000 using Bitcoin mining hardware
(that it based on SHA-256) [69].

3.3.3.4 Frequency analysis

Our second analysis of the key generation function focuses on the empirical probability distribution of
the output values of fLi . Using the implementation discussed above, the number of occurrences of each
output were collected at every iteration. Note that the 8-bit case is illustrated in the figures below in
order to provide clarity for the reader; however, the same analysis was performed with similar results
for truncation length of up to 16 bits. In the ideal case, it is expected that, at every iteration, all the
values in the output space are equally probable. In Fig. 3.10a the time-invariant padding version is
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Figure 3.10: Frequency analysis of the key generated by a (a) time invariant and (b) time varying
algorithm.

presented. It is clear that after a few iterations, the results are no longer equally distributed, having
few states that are very likely and other that will not be reached. In Fig. 3.10b the analysis was
repeated with time-variant padding that change at every iteration. Also in this case the results are
not ideal, but the fact at every iteration the hashing function can be approximated by an independent
random permutation increase the uncertainty on the output space because of the time dependent
one-way function and makes difficult to predict the reachable set Ni. The Figure represents the key
chain of 1000 keys obtained starting from all the 28 8-bit possible starting values and for each of the
216 16-bit counter values. It is evident that, even in this case, some lines appears, showing that some
output values are more probable than the others.

Fig. 3.11 shows that, as the number of performed iterations grows, the probability density function
(pdf) of the output of the one-way function is less uniform. From comparison between Fig. 3.10a and
Fig. 3.10b clearly stands out the effect of the time-variant algorithm on the security level of the key
chain.

On the other hand, the idea outlined in [49, 50] about using 40 keys per time with the purpose
of increasing the security of each satellite, is instead harming the security of the key chain. Indeed,
after having iterated f for a certain number of times (which depends on the key length n) the outputs
are not even equally distributed (Fig. 3.10), and consequently the uncertainty about the output value
decreases considerably (Fig. 3.6). In the previous paragraph the success probability of a brute force
attack without no prior information on the output space Ni after the i-th iteration was derived, but
an attacker may be able to exploit this non uniformity, if a method to predict the pdf of Ni will be
found, mounting a much more effective attack. This investigation is left to future work.

3.3.3.5 Design recommendations

The probabilistic model presented provides the mean collision probability and an upper bound on the
expected entropy of keys generated using a key chain with padding and truncation at each iteration.
This model can be used by designers of NMA schemes as a tool to optimize parameters of a one-way
key chain generation algorithm for security.

The following recommendations are made for NMA schemes based on the use of one-way key chains
with padding and truncation.
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Figure 3.11: pdf of the output of the time-variant key generation algorithm for 8-bit keys with 16-bit
counter.

• Key size: the key size should take into consideration the loss of entropy caused by the truncation.
The model proposed can be used to find an adequate key size. Moreover, longer keys will be
less impacted. Another aspect that should be investigated is the use of cryptographic primitives
(e.g., hash function) carefully designed for smaller block size.

• Time-variant padding: the use of time-variant padding (e.g., GST) is strongly recommended as
the addition of a time varying component will change the output set and its distribution at every
iteration. This significantly limits the attacker’s ability to determine the probability distribution
of NL−i and therefore provides protection against pre-computation attacks.

• Use short chains: the more iterations performed, the greater the loss of entropy and the higher
can be the success probability of a brute force attack.

• Minimize the frequency of key disclosure: the beginning of the key chain (last value released) is
impacted by the largest reduction of entropy. This is evident in Fig. 3.6, which illustrates that
the most significant reduction occurs within 5 hours (i.e., starting from 80 bits, 15 bits of entropy
are lost after approximately 16,400 iterations). It should be noted that the 10 seconds time-slot
is constrained by the maximum verification delay, and ultimately by the target TTA. However,
releasing a single key instead of 40 keys every slot would result in this reduction occurring in 8
days instead of 5 hours. Observe that the chain is used in reverse order of generation, and keys
with much lower entropy than the ideal case are used for the majority of the chain duration.
Therefore, only the last few keys to be disclosed will approach the full entropy for the key size.

• Vary the padding at every iteration: the use of the same padding for more than one iteration
may not be ideal and could potentially lead to additional vulnerability.

• Randomize the parameters used: avoid the use of predictable parameters in the key chain gen-
eration algorithm. Varying parameters such as the start epoch and duration of key chains, can
provide additional protection against pre-computation attacks.
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• Disclose parameters for key chain generation as late as possible: delaying the disclosure of key
chain generation parameters can provide additional protection against pre-computation attacks.

A side effect of a successful attack as described in Section 3.3.3.3 is that, even if the attack itself
lasts for a limited time TA, the victim receiver will lose the capability to authenticate the legitimate
signal for the remaining duration of the key chain, since the receiver will verify received keys against
a forged key. In order to avoid this side effect and recover after the attack, it is necessary to design a
recovery procedure for the receiver. However, this is outside of the scope of the present work and it is
left for future investigation.

3.3.4 TESLA performance analysis

In this section an analytic performance evaluation of TESLA-based NMA proposals is presented.
Evaluating the actual performance achieved by an NMA scheme is a challenging task. In fact, this
evaluation is influenced both by environment and receiver dependent variables. The environment where
the performance are evaluated, e.g., urban or suburban, it is dependent on the particular realization
of the surrounding (buildings, trees, lamppost) but also by the constellation seen in the moment of the
evaluation (the GPS constellation has a periodicity of 12 hours, while the Galileo of 10 days). Hence,
in order to achieve a statistical validity of the analysis this should cover a time period long enough in
order to accommodate all the possible constellation combinations, and repeated in a sufficient number
of environment.

Moreover, the receiver processing logic can make a big difference in the performance achieved.
Indeed, it is possible to exploit NMA in different ways:

• if the receiver uses NMA only for authenticating the navigation message it can authenticate the
navigation message one time for IOD, then it can stop decoding the navigation message for a
certain period. This duration shall be defined based on the accepted performance degradation
due to the use of deprecated navigation messages. In this case the only protection is at the data
layer, so the receiver can use in the PVT computation every signal for which the authenticated
ephemeris and clock correction are known.

• if the receiver uses NMA to perform some signal layer techniques to achieve signal anti-replay the
receiver shall continuously decode the navigation message and shall compute the PVT using only
the authenticated signals. In this case the receiver shall use only the signals in an authenticated
state at the time of the PVT computation. The receiver logic shall define when the signal is
considered in the authenticated state. For instance, due to the difficult of mounting a fully
synchronized attack without cycle slip, a receiver could retain in the authenticated state a
previously authenticated signal until a loss of lock or cycle slip is detected even if a single
authentication verification fail, in order to increase the continuity, and to put the signal in the
non authenticated state only after a series of authentication fail. Clearly this allow the attacker
to influence the PVT computation up to a certain extent, that shall be adequate to the user
needs. While, for safety critical application the receiver may wants to compute the PVT only
with signals for which the last authentication verification was successful.

For these reasons a simplified performance assessment was performed. This analysis is not intended
for provide an absolute measure of the performance of a certain NMA proposal, instead to provide
a framework useful for performing a fair comparison of the techniques or to assess how the system
parameters affects the performance.
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Authentication Error Rate The Bit Error Rate (BER) for BPSK signals such as C/A and P(Y)
can be written as [11]:

Pb =
1

2
erfc

(√
C

N0Rb

)
(3.61)

where Rb is the bit rate, and

erfc(x) =
2√
π

∫ ∞
t=x

e−t
2
dt (3.62)

As Galileo uses a binary modulation, with FEC mechanism based on convolutional codes, assuming
soft decoding, in the Additive White Gaussian Noise (AWGN) channel, and presuming perfect PLL
tracking, the BER can be tightly upper-bounded by [11]:

Pb ≤
1

2

(
36D10 + 211D12 + 1404D14 + 11633D16

)
(3.63)

D = e
−

1

2Rb

C

N0 (3.64)

where Rb is the bit rate. Let us define Ld as the number of navigation data bits that the receiver
needs to correctly decode in order to perform an authentication verification. Assuming that the
authentication protects the Clock and Ephemeris Data (CED) of Galileo Integrity Navigation Message
(I/NAV) message, Ld = 436 bits for each scheme, and Lm, Lk are respectively the length of the MAC
and of the key for the TESLA scheme. We can write the Authentication Error Rate (AER) as:

AER =

{
1− (1− Pb)Ld+Lm+Lk with fresh data

1− (1− Pb)Lm+Lk with data reuse
(3.65)

where in the first case it is assumed that the receiver try to decode the navigation message at every
authentication verification; while in the second case, after having authenticated the navigation message
ones, the receiver stops decoding it, but just try to re-authenticate it with the new MAC. The schemes
which perform better are those which reduce the decoding error sending a lower amount of bit both
for authentication and information data, or reusing the latter.

If multiple SVs are considered, in the scheme presented in [51, 50] is proposed to use a different
key all taken from the same key chain, and to release 40 key every authentication round. This allows
to verify a received MAC using any of the key located before along the chain and sent from another
satellite in view. In this case the performance will also depend on the number of SVs in view from
the receiver, NSV , the geometry of the constellation and the specific environment. For simplicity, we
assume that all the SVs have a stable C/N0. A further issue is the key release scheduler adopted in
[51]. The necessary condition to have authentication is receiving at least a correct key among the
previous ones (plus obviously the correct MAC). However, due to the lack of a scheduler definition,
the keys assigning order within the satellite constellation is unspecified. Then, we assume that the
keys order has a uniformly distributed random order among the SVs in view, averaged on the number
of in view satellites (i.e., the factor 1/NSV ). Thus making the assumption of reusing data, the AER
can be written as:

AER = 1− (1− Pb)Lm
 1

NSV

1−
NSV∑
j=1

j∏
i=1

(1− Pbi)Lk
 (3.66)
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Authentication Rate Let us define x as a random variable that count the number of failures before
the first authentication success. For schemes that require checking only the authentication bits, after
the TTFAF, x is a geometric random variable with independent trials, each with success probability
1-AER, using Ld = 0. Then, the authentication rate is

AR =
1

E[x] · TBA
(3.67)

where Time Between Authentications (TBA) is the time between two possibilities of authentication.
If the scheme requires to decode not only the authentication data, but also the navigation data, then
x has to be properly rewritten. Let us start from the single authentication trial case, then we have
the probability of correctly decoding:
the navigation data

PD = (1− Pb)Ld (3.68)

and the authentication data

PA = (1− Pb)Lm+Lk (3.69)

Now, considering the option of sending 3 MACs per subframe and assuming that all the MACs
are relative to the same data, the probability of being able to perform at least one out of the 3
authentication chances within a subframe period is:

PF = PD
[
1− (1− PA)3

]
(3.70)

Let us define the probability PBnk that all the authentication checks performed from t = 0 up to the
k-th check in the n-th subframe fails. Combining the probabilities defined above, we have:

PBnk =

[
n∏
i=1

(1− PF )

]1− PD

1−
k∏
j=1

(1− PA)

 k = {1, 2, 3} n = 0, 1, . . . (3.71)

Finally, the Cumulative Distribution Function (CDF) of the random variable x is

CDF (x) = 1− PBnk (3.72)

and the corresponding AR is computed by substituting the relative E[x] in (3.67).

Time To First Authenticated Fix In order to analyze the TTFAF, a Markov model can be used
to describe the decoding procedure: when the receiver is turned on, or when the navigation message
is updated, the receiver starts decoding the message and the model keeps track of the probability
of correctly decoding every single word at every instant. We will refer to the time elapsed with t.
Now, defining Lwj as the number of useful bits in the navigation word j, and Nw the number of
authenticated words in the navigation message, it is possible to write the probability of have correctly
decoded the single word Wj from a SV at time t as

PWj (t) = 1− (1− (1− Pb)Lwj )bt/Tsc (3.73)

where Ts is the subframe period. While, the probability of being able to authenticate a single SVi at
time t is

PAuthi(t) = (1−AER)

Nw∏
j=1

PWj (t) (3.74)
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Let Nmin = 4, then the probability of being able to perform an authenticated fix at time t is

PAuthFix(t) = 1−
3∑
i=0

(
NSV

i

)
(1− PAuth(t))NSV −iPAuth(t)i (3.75)

and we can finally write the CDF of the TTFAF as

P [TTFAF < t] = 1−
t∏

j=0

(1− PAuthFix(j)) (3.76)

3.4 Other security aspects of NMA

Up to now the security of the NMA schemes was evaluated taking into account only the cryptographic
strength of the primitives used by the proposed protocol. In this Section a much broad view will be
adopted.

Beside the cryptographic algorithm analysis, a composable security analysis is missing. In TESLA
three cryptographic primitives are involved, and it was shown that one of the component, the key
generation function, is not ideal. The impact of this non-ideality on the security of the digital signature
and of the output of the HMAC has not been evaluated, yet. Moreover, it is missing also an end-to-end
security evaluation that takes into account also the receiver processing and the hardware requirements,
e.g., the oscillator stability required to ensure the time synchronization.

An important note is on the way NMA is transmitted. GNSS signals makes use of FEC coding
to reduce the BER. Various types of channel coding are used by the different signal component:
e.g., Galileo E1 OS makes use of convolutional code, while GPS L1C uses Low-Density Parity-Check
(LDPC), while GPS C/A do not use any channel coding. SBAS L1 uses the same convolutional code
of Galileo OS with different symbol rate and message length.

Hence, a certain amount of redundancy is added to the authentication message, that for its nature
is random and unpredictable, reducing the entropy of the resulting message. This redundancy can
be exploited by the attacker to guess part of the authentication message even prior to its actual
transmission. In [74, 75] it is shown that with this attack, referred as Forward Estimation Attack
(FEA), it is possible to generate a signal that will be correctly decoded by the victim receiver with
up to 116 ms of advance for Galileo OS and up to 100 ms for GPS L1C, inducing ranging errors
on the order of thousands of kilometers. This attack is harmless if the NMA scheme is not used
to protect the ranging, indeed it does not allow to modify the navigation message, but may impair
the security of the ranging protection. The detection strategies based on the symbol unpredictability
(e.g., SCER, 4.4) with the FEA attack will achieve lower performance in terms of detection capability.
If the authentication symbols are not directly used for spoofing detection, but rather it is used the
information carried by them (e.g., delayed disclosure of secret spreading code used), the FEA does not
affect the detection capability, as long as the disclosure delay is bigger than the maximum estimation
interval.

These works show that, in order to maximize the security of the scheme, the authentication message
should be broadcast without FEC and the receiver should use hard-decoding. On the other hand, this
will clearly reduce the performance in terms usability, increasing the AER.

Moreover, while for pseudo-packetized message format such as the GPS Civilian NAVigation
(CNAV) and the SBAS L1 message in which the order of the message is in general non predictable,
in the case of Galileo OS the transmission time of the authentication message is predetermined. Even
this information can be exploited by an attacker. [76] shows that it is possible to build a smart jammer
that, knowing the coding scheme used and the exact position of the authentication bits in the message,
minimize the amount of energy that must be transmitted in order to disrupt the correct reception of
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the authentication data. It is shown that this kind of smart jammer is not detected by traditional
metrics such as the C/N0 or AGC based, due to the short pulse duration and the effect of the channel
coding and interleaving. In this case, the attack is a DoS, where the goal is to prevent the victim
receiver from performing authentication, minimizing the probability of being detected.

The authentication provided by NMA can enable new services, such as pay per drive. In this
context, it is likely that the attacker will be the user itself trying to pay less for the road tolling or
to the insurance company. In this case the smart jammer can probably be the user that will render
useless the authentication scheme enforced by the authority or the service provider, without being
detected. To prevent this kind of attacks, smart detection strategies and signal layer mechanism
should be employed.

The case of the self spoofer is the most challenging one, because in this case the attacker can easily
have access to the receiver and the antenna. In order to prevent tampering of the receiver, a series of
countermeasure shall be put in place [31]. Any piece of the receiver shall be authenticated to prevent
that the attacker can alter the PVT reported: from the antenna, in order to prevent that the attacker
plug a signal generator; to the clock, to prevent trivial alteration of the oscillator frequency (e.g., due
to the temperature); and digitally signing each intermediate step in the software to avoid hacking.

Instead of building tamper resistant device, in [77] a way to fingerprint the receiver is discussed
without the use of cryptography. The technique proposed uses the characterization of the local oscil-
lator to detect the tampering or the replacement of the receiver. Heuristic detection scheme such this,
have the advantage of being simple to implement, but the actual performance against sophisticated
attack shall be evaluated.

From these analyses it appears clearly that the NMA alone is not able to protect the ranging level
and should be coupled with a signal layer technique. Conversely, ranging attacks such as meaconing,
do not affect message integrity, therefore the NMA verification can be successful even in presence of
attacks. Thus, it is not optimal to design a data authentication mechanism in order to provide signal
authentication, sacrificing the security of the mechanism itself. For this reason in the next Section a
novel NMA scheme designed with the main goal of providing data authentication will be presented.

3.5 SigAm: a digital signature amortization scheme for the GNSS
navigation message

In this Section a novel NMA scheme, named SigAm, will be presented that improves on both security
and bandwidth efficiency with respect to currently proposed NMA schemes and does not require time
synchronization.

As highlighted in the previous Section, chaining is a clever solution for the GNSS context, since
it mitigates the demand for communication and therefore, it is worth exploiting. Beside TESLA, one
way chains are exploited in a different way with a technique called digital signature amortization. This
technique exploits the one-way function not to generate a key chain, but to build a signature chain,
that provides the authentication of the message itself.

3.5.1 Classical digital signature amortization

The concept of digital signature amortization relies on extending the length of the message authenti-
cated by a digital signature, while allowing intermediate verification. The construction of the signature
chain can be summarized as:

The traditional version of digital signature amortization [78] is not adequate to the use in GNSS,
mainly for the lack of loss tolerance. Indeed, the loss of some packets in the signature chain may lead to
the inability to perform the authentication. A variant of this scheme, called EMSS [62], introduces loss
tolerance at the price of multiple digests being transmitted along the same message, and is therefore
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1: Initialize the authentication tag HM , where M is the length of the chain
2: Initialize m = M − 1
3: while m ≥ 1 do
4: Concatenate the message Dm with the authentication tag computed at the previous iteration
Hm+1

5: Compute the authentication tag Hm

6: m = m− 1
7: end while
8: Sign the digest H1 with the sender private key kpriv

9: Compute the signature of H1 to obtain the signature of the whole chain

Algorithm 1: Digital signature amortization algorithm.

itself not particularly suited to GNSS because of bandwidth limitations. In the following we introduce
several modifications to the basic scheme to suit the NMA problem.

3.5.2 Binding each chain to a single IOD

A defining characteristic of the GNSS navigation message is that it does not change frequently, e.g., the
ephemeris and clock correction data do not change for an Issue Of Data (IOD), that can last for several
hours. During this time, it is not necessary for GNSS receivers, once the data are correctly decoded, to
demodulate the navigation message again. The first proposed adaptation exploits this characteristic.
Binding the signature chain duration to the IOD duration, allows to demodulate the data only once
and achieve loss tolerance. An important property introduced by this modification is that messages in
each IOD are authenticated by a different digital signature. This allows to perform data authentication
relying on the security of standard, well known, cryptographic primitives that are considered secure
by the cryptography community. This is an advantage with respect to TESLA, where in order to save
bandwidth, the message is authenticated by a very short MAC, e.g. 10-30 bits.

3.5.3 Improving data anti-replay capability

The proposed scheme also offers a data anti-replay capability through the use of the one-way chain.
In fact, an attacker may replay expired authentic navigation message to degrade the accuracy of the
computed PVT in what is commonly referred to as data replay attack. The proposed concept has the
advantage that, after the first authentication, the receiver could check if the previously authenticated
navigation message is still valid, with the reception of a single authentication tag that is shorter than
a digital signature or the key/MAC pair for TESLA.

An additional protection can be achieved by introducing a time parameter in the signature compu-
tation. Ideally, this parameter should change at every signature repetition, but in this case the receiver
is not able to accumulate the signature chunks from different repetitions over multiple sub-frame. A
trade-off shall be found, and a possible solution can be to update the signature a few times within the
IOD validity, e.g., every 15-30 minutes.

Finally, note that although SigAm itself is not designed to provide signal anti-replay capability,
it can be coupled with a signal layer technique, in which the SigAm tags be used as an authenti-
cated source of entropy, such as SCER detection [30] or Spreading Code Encryption (SCE) [79] key
generation.
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3.5.4 Guaranteeing authentication continuity across IODs

When the navigation message changes, the receiver continues to compute the PVT using the old
authenticated ephemeris until it is able to verify the authenticity of the new one. In order to allow a
seamless handover between two IOD, thus increasing the continuity of the authentication, we introduce
the concept of overlapping authentication chains, as illustrated in Fig. 3.12.

When the IOD changes, the system can continue to broadcast the authentication tags taken from
the old signature chain, together with the new navigation message and the corresponding digital
signature. After a certain time, it can start broadcasting authentication tags taken from the new
chain. If the transmission of navigation data, signature and authentication tags starts synchronously,
after the chain transition the receiver will not be able to perform any verification, but it can still
navigate using the old authenticated navigation data. For the purpose of data authentication this is
fine. However, if SigAm is intended to be coupled with a signal layer technique for achieving signal
anti-replay capability, then this mechanism loses its authenticated source of entropy.

On the contrary, if the transmission of authentication tags taken from the new signature chain
is delayed with respect to the navigation message change, the signal level authentication technique
can continuously verify the authentication tags. From the data layer perspective, the receiver is able
to use the data-anti-replay capability, verifying the freshness of the past navigation data, while the
authentication of the new one is postponed.

In setting the overlapping time, a trade-off has to be sought. The later the first authentication tag
of the new chain is transmitted, the more probable the receiver is to perform a seamless handover in-
creasing the signal layer authentication continuity for receivers in challenging environments. However,
the delay will force all receivers, even those operating in good channel conditions, to extend the time
required to apply the new corrections. On the other side, the shorter the overlapping, the shorter the
Time To First Authentication Fix (TTFAF) will be as well. Indeed, if a receiver is turned on after
the IOD change, it will not be able to verify the navigation data until the system starts broadcasting
authentication tags taken from the new chain.

It is worth observing that shortening the overlapping time below the best case Time To First Fix
(TTFF) is useless, because the receiver will not be able to authenticate the data anyhow. The amount
of overlapping is a system parameter that can be configured finding a good trade-off between the
performance experienced by users in good conditions, those in challenging environment, and the user
requirements.

Di(2) · · · Di(2) Di(3) · · · Di(3)

si(2) · · · si(2) si(3) · · · si(3)

· · · Hi(1,M) Hi(2, 1) Hi(2, 2) · · · Hi(2,M) Hi(3, 1) Hi(3, 2) · · · Hi(3,M)

Nav data:

Signature:

Hash:

Di(4)

si(4)

To

Figure 3.12: Example of SigAm frame format for simultaneous broadcast of navigation data, signature
and hash digests.

3.5.5 Algorithm formulation

The proposed authentication scheme can be formalized by dividing it into four operations: computation
of the signature chain, transmission, reception and verification. Let us define the one-way function h
as:

h(D,H) , trunc(HASH(D ‖ H ‖ t), `H) (3.77)
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where HASH is a cryptographically secure hash function, e.g., SHA-224 or SHA-256, and t is the
system time, e.g., the Z-count or the GST, that is used as a counter to prevent pre-computation
attacks, and trunc denotes the truncation of x to `H bits. Note that the above definition of h(D,H)
is not the only possible solution and can be adapted using other formulations such as keyed hash
functions (e.g., HMAC [62]). Denoting the part of the navigation message that changes infrequently,
e.g., ephemeris and clock correction data, as Di(n) where i is the index of the SVi broadcasting the
message and n is the IOD, we can write the four operations as:

1. Signature:

Hi(n,M) : random and uniform (3.78)

Hi(n,m) = h(Di(n), Hi(n,m+ 1)) , 1 ≤ m < M (3.79)

si(n) = S(kprivi , [Di(n) ‖ Hi(n, 1) ‖ t]) (3.80)

2. Transmission:

Hi(n) = [Hi(n, 1), Hi(n, 2), . . . ,Hi(n,M)] (3.81)

xi(n) = [Di(n), si(n),Hi(n)] (3.82)

3. Reception:

Ĥi(n) =
[
Ĥi(n, 1), Ĥi(n, 2), . . . , Ĥi(n,M)

]
(3.83)

x̂i(n) =
[
D̂i(n), ŝi(n), Ĥi(n)

]
(3.84)

where the x̂(·) notation accounts for possible forging attacks, illegitimate modifications or channel
induced errors.

4. Verification: check if

u = V
(
Kpubli ,

[
D̂i(n) ‖ Ĥi(n, 1) ‖ t

]
, ŝi(n)

)
(3.85)

Ĥi(n,m− 1) = h(D̂i(n), Ĥi(n,m)) , 2 ≤ m ≤M (3.86)

Accept the signature if u = true otherwise reject. Accept Ĥi(n,m) only if applying the one-way
function Ĥi(n,m− 1) is obtained.

Hi(n,M)h

Di(n)

Hi(n,M)

Hi(n,M − 1)h

Di(n)

Hi(n,M − 1)

Hi(n, 1)S

Di(n)

Hi(n, 1)Di(n)

si(n)

si(n)

· · ·

· · ·

Generation

Transmission

Figure 3.13: NMA based on signature amortization.
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3.5.6 Attestation to third party

Observe that, being entirely based on asymmetric cryptography, SigAm can enable attestation to third
party, for instance service providers. This is the security service that allows a receiver to prove the
authenticity of a message to a third entity, and it can only be provided by asymmetric cryptography.
Indeed, in symmetric cryptography, the secret key is shared by both transmitter and receiver, thus
both can sign a message. Instead, in the asymmetric paradigm, only the sender knows the private key
that allows to compute the signature.

In fact, the authentication provided by NMA can enable new services, such as pay per drive. In
this context, it is likely that the attacker will be the user itself trying to pay less for road tolling or
insurance fees. Service provider may require the user to attest that the reported PVT was computed
using the authentic navigation message broadcast by the system. For this reason, attestation shall be
a feature of the NMA scheme. SigAm, just as other digital signature based NMA schemes, offers the
attestation capability, while this is not possible with TESLA based NMA schemes, due to the use of
symmetric cryptographic primitives to authenticate the navigation message.

3.5.7 Comparison with other schemes

With SigAm, when a receiver is switched on, in order to perform the first authentication, it needs
to demodulate the navigation data plus the digital signature of the chain and at least one of the
authentication tags. This represents a disadvantage, as it may increase the TTFAF, with respect
to both plain digital signature, requiring the additional reception of the authentication tag; and to
TESLA where due to the long key chain (i.e., the chain handover process is not frequent), usually
the receiver needs just a MAC and a key in addition to the navigation message to perform the first
authentication.

However, with respect to TESLA, SigAm has the advantage of immediate authentication: in
TESLA after the reception of a MAC, the receiver needs to wait for the reception of the corresponding
key, while in SigAm when an authentication tag is received it can be immediately verified. This
is because the values from the one-way chain are not keys used to compute authentication tags,
but authentication tags themselves. For this reason, there is also no need for time synchronization
between the receiver and the system. Indeed, even if the clock bias of the receiver is large enough
to allow the attacker to get the authentication tag before the victim receiver expects it, this could
only be used to modulate a spoofed signal, potentially changing the ranging. However, as already
discussed, protecting the ranging is not a target of NMA. Due to the lack of time synchronization
requirement, SigAm results in a more flexible scheme with respect to TESLA, allowing more freedom in
the configuration of the system parameters, without imposing delay in order to maintain the security
of the scheme. Furthermore, there is no need to have slow authentication MACs [50] in order to
support a secure initialization of receivers at start-up, that might have a significant clock uncertainty.

The removal of the time synchronization constraint, together with self-authenticating tags and
standard digital signatures, results in a much simpler receiver state machine with respect to TESLA,
leading to an easier receiver implementation and validation.

3.5.8 System parameters

The proposed scheme has many degrees of freedom that can be tuned by the system designers to find
the optimal trade-off. Precisely, the main system parameters are:

• Signature scheme: the algorithm used for the computation of the digital signature. Due to
the limited bandwidth available, the EC variants of digital signature schemes such as DSA and
Schnorr should be preferred. These schemes, for a security level of 80 bits, require a signature
length of 320 bits and a public key size of 160 bits. If it is acceptable by the use case to update
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the public key through an aiding channel once every several months or years, an interesting
alternative is ETA, that for the same security level yields a shorter 240-bit signature.

• Security level of the signature: based on the desired level of security and the selected signature
scheme different signature length and key size are obtained.

• Signature refresh time: validity period of a digital signature. In order to protect from data-replay
attacks the digital signature can be periodically updated.

• Signature repetition rate: the digital signature shall be repeatedly broadcast in order to allow
receivers to switch on at any time and to collect it, possibly over multiple repetitions in case of
decoding errors. The repetition rate will influence the minimum time required for a receiver to
perform the first authenticated fix (TTFAF). Moreover, will influence the continuity of authen-
tication in the transition between different IODs.

• One-way function: the function used to generate the one-way chain, e.g., a cryptographic hash
function. Different functions can be used and could have different performance.

• Authentication tag length: in order to reduce the bandwidth requirement, it is possible to trun-
cate the output of the one-way function in a similar way as is done with TESLA. Although this
construction potentially suffers from the same entropy reduction of TESLA, see Section 3.3.3,
in SigAm the effect is less pronounced due to the short chain length (one IOD) and the lower
authentication tag refresh rate.

• Update rate of the authentication tag: the time between the broadcast of two consecutive au-
thentication tags determines the TBA that is the minimum time required by the receiver to
perform a new authentication verification. If the scheme is intended to provide only authen-
tication of the navigation message, this update rate can be low (e.g., one new authentication
tag each sub-frame). Lower update rate will increase the TTFAF. If the scheme is intended
to provide a source of unpredictability to enable anti-replay capability at the signal level, it is
possible to increase the update rate. An advantage with respect to TESLA is that, being more
bandwidth efficient and not requiring time synchronization, it is possible to achieve a shorter
TBA. The smaller the update rate, the smaller is the bandwidth requirement.

• Overlapping time: a longer overlap interval increases the continuity of the authentication service,
but limits the TTFAF.

• Channel coding: it is possible to exploit channel coding techniques applied directly to the au-
thentication data in order to reduce the BER. The use of FEC and interleaving shall be evaluated
based on [74] and the security assumptions used in the design of the NMA scheme.

• Key management scheme: beside the NMA scheme, a key management scheme is required.
The rekeying rate and key revocation procedure shall be designed in accordance with the desired
security level and shall be fit within the bandwidth devoted to authentication for key management
purposes.

• Number of SVs authenticated by a signature chain: the navigation data authenticated by the
signature chain can belong to a single SV or to a group of SVs. The former choice yield a higher
security due to the independence among different chains. It is also possible to cluster a group
of SVs, e.g., that serves geographically the same area, and to compute a group signature chain.

In the following, three example configurations of SigAm will be presented. All these configurations
are making use of the EDBS channel of Galileo E1B service, only for the sake of comparison with the
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(c)

Figure 3.14: Three possible subframe allocations for SigAm in the EDBS Galileo OS channel. The 240-
bit ETA signature is split into six 40-bit words si(n) = [si(n, 1), . . . , si(n, 6)], repeatedly transmitted
and interleaved with 80-bit digests, which take two words each: (a) version 1, with 2.7 bit/s devoted
to digest transmission and 8 bit/s for the signature; (b) version 2, with 16 bit/s for digests and 4 bit/s
for the signature; (c) version 3, with 10.7 bit/s for digests and 8 bit/s for the signature.

current TESLA proposals, but can be trivially adapted to other sub-frame structures. In addition,
80-bit authentication tags are assumed. The three variants are illustrated in Fig. 3.14. The first
variant (v1), Fig. 3.14a, intended for pure NMA service leads to the minimal bandwidth requirement.
In this case a single authentication tag is broadcast every sub-frame together with the repetition of a
full digital signature.

The second variant (v2), Fig. 3.14b, is intended to be coupled with a signal layer mechanism
to enable signal anti-replay capability, and aims to minimize the TBA and maximize the symbol
unpredictability. For this reason, the digital signature spans two consecutive sub-frames, and all the
remaining bandwidth is devoted to the broadcast of authentication tags. Assuming the use of ETA
signature, this leads to a bandwidth requirement of 4 bps for the signature broadcast. As an example,
in the case of the EDBS channel, that has an equivalent bandwidth of 20 bps, this configuration allows
to broadcast up to 6 authentication tags per sub-frame achieving a TBA of 5 seconds.

The third variant (v3), Fig. 3.14c, represents a trade-off between the previous two, and aims
to minimize the TTFAF. The digital signature is broadcast every sub-frame, and all the remaining
bandwidth is devoted to the broadcast of authentication tags. Again, by assuming ETA signatures and
the EDBS channel, this configuration allows to broadcast up to 4 authentication tag per sub-frame
achieving a TBA of 7.5 seconds and leaving 40 spare bits that can be used for service information such
as parameters reconfiguration and key management/revocation.

3.5.9 SigAm security analysis

SigAm is designed to be a NMA scheme, thus its security shall be evaluated in term of ability to
provide data authentication and integrity protection. Ranging protection is not one of the main goals
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of NMA, so attacks that are trying to modify the ranging measurement are not considered. NMA can
be useful in two different scenarios. In one case the user itself may attack his own receiver, wishing to
report a wrong PVT solution to a third entity. As already discussed, a NMA mechanism shall allow
to prove to this third party that the navigation message was originated by the system, and this can
only be achieved through asymmetric schemes, with SigAm meeting this requirement. In the second
scenario the attack model foresees an attacker that is trying to have the victim receiver accept a forged
navigation message as authentic, or to replay expired data in order to degrade the performance of the
victim receiver. In the following we discuss how SigAm is robust against this class of attack.

SigAm is based on the composition of two cryptographic primitives: digital signature and one-way
function. Each navigation message is authenticated by a digital signature, so an attacker that aims
at modifying the navigation message shall compute a new digital signature. If the digital signature
scheme used is secure, SigAm achieves data authentication. On the other hand, the one-way chain is
only used to provide the ability to re-authenticate the data after the first verification with the digital
signature. The attacker that tries to perform a replay of the data must be able to find a one-way
chain of authentication tags that leads to the root tag, authenticated by the digital signature.

The security evaluation of one-way chains presented in Section 3.3.3 remains valid even for SigAm.
The authentication tag size and its refresh rate shall be dimensioned accordingly. The low hashing rate
proposed (from 2 authentication tags per minute up to 12 authentication tags per minute depending
on the configuration) and the short chain length (limited to one IOD) lead to a much smaller entropy
reduction with respect to the proposal in [50]. This makes it more difficult to attack the SigAm
one-way chain with respect to the TESLA key chain with the currently proposed parameters (240
key per minute and chain that last for months) [50]. This justifies the use of 80-bit authentication
tags. Depending on the scheme configuration and on whether it is used in combination with a signal
anti-reply mechanism, the tag length can be tuned. Indeed, if SigAm is only used as an NMA scheme
the 80-bit length represents a conservative choice and it may be possible to shorten it in accordance
with the maximum allowed success probability of data-replay attacks.

Irrespectively of the tag length, the maximum continuous attack time is upper-bounded by the
signature chain length plus a signature refresh time. The attack can be divided in two phases, based on
whether it is taking place during the validity period of the navigation message or after its expiration.
In the first phase, the attack is not directed against data layer but rather freely modify the ranging;
and he is able to also deceive any authentication mechanism working at signal layer, that makes use
of SigAm as a source of entropy. After the expiration of the IOD, the attack becomes a data replay.
The maximum duration of this attack is the signature update time. Indeed, if the attacker is able to
find a one-way chain that lasts for more than this time, he will not be able to compute a valid digital
signature to extend the validity, and the lack of its reception will result in the dropping of the signal
by the receiver.

It is worth noting that the security of the scheme is not dependent on the time synchronization,
as the digital signature is completely independent of the time, while the authentication tags shall be
considered unpredictable only before their transmission, but after being broadcast they cannot be
used to sign arbitrary navigation messages, as happens for TESLA key chain.

Another difference with the current TESLA proposals is that in SigAm, due to its bandwidth
efficiency, it is possible to use a different signature chain for each SV. This allows to introduce inde-
pendence between the SVs, and an attacker that aims at modifying the navigation message of multiple
SVs at the same time, is required to simultaneously compromise multiple private keys.

Finally, the security analysis of the scheme shall also take into account a key management scheme.
For instance, more frequent updates of the public key used for verify the signatures, allows to shorten
the keys to be used guaranteeing the same security level.
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Figure 3.15: AER comparison in (a) AWGN channel and (b) 2-state suburban LMS channel model.

3.5.10 SigAm performance evaluation

The robustness of the NMA scheme against channel errors, in the absence of malicious threats, is
a critical point. This is usually measured in terms of AER, which is the probability of failures in
authenticity verification due to channel impairments.

The scheme performance depends on the amount of data that have to be correctly received in order
to verify message authenticity. Digital Signature based schemes requires the navigation message and
its signature. TESLA based NMA requires the navigation message, root key and its signature, and
at least one MAC and the key used by the sender to compute it. In order to increase the efficiency,
usually TESLA based NMA makes use of long key chains. In this way, receivers are very likely to
already hold the root key and its signature at the time of switching on. SigAm requires the navigation
message, the signature and at least one authentication tag. In SigAm the signature chain lasts for one
IOD, thus it is more likely that receivers do not have the current signature at start up.

The AER can be computed as:

AER = 1− (1− Pb)Ld+La (3.87)

where Ld is the number of navigation bits (we have assumed four Galileo I/NAV words), La is the
amount of bits required the specific NMA scheme, and Pb is the bit error probability. For Galileo E1B
signal Pb in the AWGN channel can be computed using (3.63). In order to assess a more realistic
scenario, a sub-urban 2-state LMS model with user velocity of 50 km/h and satellite elevation of 40
degrees [80] is considered. The results are shown in Fig. 3.15a and Fig. 3.15b respectively. The dashed
line represents the Clock and Ephemeris Data (CED) error rate, which can be seen as a baseline
in terms of Carrier to Noise (C/N0) ratio required to meet the desired BER. We use this line as
a reference in the comparison with NMA schemes. It is possible to see that all the authentication
schemes lie below the CED curve. Thus, this is the dominant term in the C/N0 requirement to enable
authenticated navigation for autonomous users.

SigAm is assumed to use 80-bit authentication tag and 240-bit ETA signature; and it is compared
with:

• TESLA using 80-bit keys and 10-bit MACs (plus 16 bit of MAC header) [50] and 320-bit ECDSA
signature.

• Plain 240-bit ETA signature.
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Figure 3.16: Authentication Rate comparison in (a) AWGN channel and (b) 2-state suburban LMS
channel model.

• Plain 320-bit ECDSA signature.

The size of the parameters above is chosen to approximately match the same 80-bit security level
of the cryptographic primitives. It can be seen that the best performing scheme is TESLA when the
root key is already known, while in the case that it needs to be acquired the scheme becomes the least
performing. ETA signature is the second performing scheme on this performance indicator. SigAm
and ECDSA perform equally for the proposed parameters. Indeed, the amount of authentication bits
required by ETA plus an authentication tag equals an ECDSA signature. Nevertheless, it can be seen
that for re-authentication of a navigation message, for which the digital signature is already known,
SigAm outperforms also TESLA based NMA schemes (Fig. 3.15a, Fig. 3.15b).

The second performance indicator analyzed is the Authentication Rate (AR) that is the number
of successful authentication that a receiver is able to perform per unit time, and is the reciprocal of
the Mean Time Between Authentications (MTBA). The AR can be computed as:

MTBA =
TBA

1−AER
=

1

AR
(3.88)

Note that AR evaluates the performance after the first authenticated fix, when the receiver has already
received the navigation message and the digital signature of the root authentication tag or the root
key, in SigAm and TESLA respectively, so the AER in the above equation is defined accordingly. In
this metric ECDSA is the less performing scheme, due to the higher bandwidth requirement. Indeed,
the 320-bit signature limits the number of signatures broadcast over the EDBS channel to less than 4
per minute. ETA with its shorter signature is able to raise this rate to 5 authentications per minute.
TESLA when using 80-bit keys plus 10-bit MACs can achieve 6 authentications per minute. Due to
its bandwidth efficiency, SigAm is able to achieve 8 or 12 authentications per minute in the second
and third proposed variants for the sub-frame configuration, respectively.

3.6 Application of joint cryptographic verification and channel de-
coding to GNSS

In order to limit the AER, apart from inserting redundancy or using FEC, it is also possible to use
some special verification strategy. In [81, 82] it is proposed a technique that makes uses of soft output
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decoding to reduce the AER.
Suppose that the transmitter sends a message m = (m1,m2, . . . ,mn) and an authentication tag

a = (a1, a2, . . . , ak), like a MAC. A soft output decoder produce as output the Log-Likelihood Ratios
(LLRs) λ(mi) and λ(ai), defined as follows:

λ(mi) = log

(
P (mi = 1)

P (mi = 0)

)
, i = 1, 2, . . . , n (3.89)

The decoder is followed by a Maximum Likelihood (ML) decision performed bit by bit, assuming

m̂i =

{
1 if λ(mi) ≥ 0

0 if λ(mi) < 0
(3.90)

and the same for the MAC part. Let we define the subset Sj with j = 0, 1, 2, . . . , imax, as the subset of
the j bits whose LLRs are closer to 0. Defining a valid pair as a pair which satisfy a = MAC(m), the
maximum likelihood of a valid pair is the one that minimize f(m,a) =

∑
i |λ(mi)|+

∑
j |λ(aj)|. The

receiver shall set a threshold fth and accept only the messages that lead the cost function f(m,a) to
exceed this threshold. The algorithm is detailed in Algorithm 2.

1: Compute the LLRs
2: Set i = 0
3: if i > imax then
4: Output = FAILURE
5: end if
6: Generate m̃ from m̂ by flipping the bits in Si
7: if ã = MAC(m̃) then
8: Compute f̃ = f(m̃, ã)
9: if f̃ > fth then

10: i = i+ 1
11: goto 4
12: else
13: Output = m̃ and the reliability value f̃
14: end if
15: end if

Algorithm 2: Joint decoding and MAC verification.

It is worth nothing that this algorithm reduces the security level offered by the MAC for the same
length [83]. This is because the algorithm will accept also message with at most imax incorrect bits,
if the wrong bits are those with the lower LLRs. Furthermore, if an adversary can inject noise in the
transmission can lower the SNR on a set of bits of the message, those bits that the algorithm will try
to flip due to the lower LLRs. Suppose that the maximum number of iteration is imax = 2L − 1, the
attacker can degrade the SNR of L bits and eliminate 2L possible pairs with a single incorrect guess.
For this reason, if this scheme is used the MAC should be longer of L bits.

Fig. 3.17 shows a performance evaluation performed simulating a BPSK modulation over AWGN
channel and comparing the AER achieved by traditional hard decoding and by joint decoding. The
message length n was assumed as 500 bits and the tag length k = 80 bits. The maximum number of
errors accepted was set to 5, thus the comparison was made with a tag length of k′ = 85 bits when joint
decoding is used. It is possible to see that joint decoding can achieve better decoding performance.
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Figure 3.17: Comparison of AER of conventional and joint decoding and verification.

3.7 Data authentication for SBAS

The European Commission has launched a specific action to develop SBAS authentication solutions,
the EAST (EGNOS Authentication Security Testbed) Project for the European Commission, per-
formed by Qascom, GMV and University of Padova.

To date, the SBAS service is available as a data stream modulated with a Coarse/Acquisition
Pseudo-Random Noise (PRN) at 1575.42 MHz in the L1 band. The service transmits 500 symbols per
second, obtained by the convolutional encoding of 250 data bits. In the near future, a new generation
of SBAS navigation payloads will be operative, and the SBAS providers are developing a new Dual
Frequency Multi Constellation (DFMC) standard. In this standard, a new SBAS signal in L5 could
incorporate additional data that will be available to dual-frequency users. From a signal component
perspective, the current configuration and the future improvements indicate four candidates for the
implementation of SBAS authentication: SBAS L1 I-channel, L1 Q-channel, L5 I-channel and L5
Q-channel [84, 85].

• SBAS L1 I-channel indicates the current L1 SBAS service. The implementation of a new service
within the consolidated configuration is easily accessible to legacy uses; however, it could face
backward compatibility issues.

• SBAS L1 Q-channel indicates an additional SBAS signal transmitted in quadrature with the
current L1 SBAS signal (not available today). The Q component could carry the authentication
service, ensuring compatibility with L1 legacy users, with no impact on the message flow. The
In-Phase signal power would be reduced in case it is not possible to increase the transmitted
power and the new channel have to share the power with the current signal component.

• SBAS L5 I-channel indicates the signal component that will carry the future dual frequency SBAS
service. This option could be a promising way of implementing authentication since SBAS L5
standards are being developed at the moment and then there is a window of opportunity to
consider the standardization of authentication in SBAS L5 I-channel at international level.

• SBAS L5 Q-channel indicates an additional SBAS signal transmitted in quadrature with the
future L5 SBAS signal. Compared to the L1-Q, the limitations can be relaxed as it can rely on
new devices at the space segment.
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As already discussed, cryptographic authentication schemes can be divided into two main classes:
symmetric or asymmetric. In symmetric schemes, the same key is shared between sender and receiver,
and both of them can perform the same operation. Low computational effort and smaller key size
are the main benefits of the symmetric schemes: however, the key must be kept secret and this has a
significant impact on the receiver design (requires tamper resistance [31] to protect from key leakage)
and on the key management.

Thus, many of the protocols taken into account in the scope of the SBAS authentication are based
on asymmetric crytpoprimitives. According to the ENISA report [36], a good candidate is the Elliptic
Curve (EC) variant of the Schnorr signature. Due to the high level of maturity and the widespread
use of DSA, the ECDSA algorithm is considered. DSA is considered due to its short signature length,
but has the drawback of a much longer public key than ECDSA, so its use is expensive in terms of
key management. As contrary, even if recommended by ENISA, schemes such RSA-based signatures,
have been discarded due to their long signature and public key length.

A more recent proposal, Efficient and Tiny Authentication (ETA) [47], has been also considered.

Beside digital signatures, approaches based on one-way functions that are currently being consid-
ered for GNSS NMA have been considered. In this class lay both TESLA (Section 3.2.2) and SigAm
(Section 3.5), which was discarded since it requires previous knowledge of the message to compute the
signature chain and this is not feasible in SBAS context.

Once the selection of the cryptographic schemes has been performed, the design process moves to
identify how to broadcast the authentication data. The most intuitive solution would be to insert the
authentication data in the spare bits of the current SBAS messages. However, the SBAS ICDs, both the
standardized L1 and future L5, do not leave enough space available. There are then two possibilities:
dedicating a new Message Type (MT), e.g., MT 63, for authentication purposes or introducing a new
signal component. The former approach has the advantage of not requiring hardware modifications
on the receiver side, but it is likely to affect the actual system performance and may require a new
certification of SBAS for the use in aviation. Furthermore, the performance of the authentication
service itself may not be able to cope with stringent requirements such as those for aviation. The
latter approach is an attractive solution due to higher freedom left in the design of the authentication
mechanism, without degrading the SBAS operations. Indeed, it is possible to completely design the
new component from the modulation to the message format. The only constraint is to minimize
the effect of the new component on the current one. For instance, a viable solution – typical in
the GNSS field – could be to add an in quadrature signal component. As a consequence, based on
the power splitting between the two components and without increasing the transmitted power, this
approach will reduce the useful received power for current users, and this in turn may increase the
BER, degrading the system performance. A pictorial representation of the two solutions is given in
Fig. 3.18.

The authentication messages shall carry not only the authentication of the SBAS message, but also
ancillary information required in order to support autonomous users. These data shall include messages
related to the key management service and information on the status of the authentication service.
The key management requires a Public Key Infrastructure (PKI) used for regulate the key distribution,
lifetime, renewal and, in case, revocation. Therefore, part of the authentication bandwidth shall be
devoted to key management data, that in turn shall be authenticated through a signature computed
with a key belonging to a higher hierarchical level. The authentication status report can be done
in a similar way: if the authentication service, for any reason, is not available, the authentication
message shall be substituted by a dummy message, signed using a backup key, still provided by the
key management service.

An important feature of the SBAS message is its stringent time validity. Indeed, the corrections,
and even more the alarms, shall be applied only during the intended time window. For this reason,
the authentication mechanism shall prevent replay of the SBAS message. This can be achieved by
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high freedom in the design of the authentication scheme. In 
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applicable for the L1 SBAS service that would suffer the 
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insertion of new information within the consolidated 
messages would require a revisions and tests, and this is an 
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authentication service. The additional bandwidth usage due 
to the SBAS authentication data could imply that 
information is broadcast less frequently, thus affecting the 
performance. Several factors contribute to the definition of 
the number of different messages to be broadcasted, such as: 

x The standard: SBAS L1 and SBAS L5 Draft 
ICDs [1] [21] define different update rates and 
timeouts; 

x The number of satellites monitored; 
x The size of service area (in this case it is useful 

to recall that L1/L5 SBAS does not deliver 
ionospheric correction, so it has a lower load); 

x Alternatives of SBAS message generation (e.g.: 
SBAS L1 ICD allows to choose between MT28 
(used in WAAS) and MT27 (used in EGNOS). 
With MT27, only one MT27 message shall be 
broadcast every 120 seconds. With MT28, at 
least one MT28 message per each two monitored 
SV needs to be broadcast every 120 second); 

x Presence of non-scheduled messages such as 
integrity alerts; 

x In this context: presence or not of authentication 
messages. 

 

Figure 1: Data broadcast options, over the In-Phase channel I (a) and the Quadrature Channel (b). 
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Figure 3.18: SBAS data broadcast options. The in-phase option (a) forces to insert the authentication
message in the SBAS message flow, while the in-quadrature component (b) allows the broadcast of a
parallel authentication data stream.

including a timestamp in the signature. This is required both for valid and dummy SBAS messages.
A generic form for the digital signature can be:

s = S(kpriv, [M ‖ t]) (3.91)

where M is the SBAS data to be authenticated and t is the timestamp of the signature transmission
time. This construction can also be used in TESLA, with the difference that a MAC is computed
instead of a digital signature. Moreover, in TESLA a key from the key chain shall be used and later
disclosed.

For the in-quadrature solution, ideally, the modulation, the FEC encoding and the message format
are designed in such a way that a signature (depending on the particular chosen scheme) can be
transmitted with the same rate of SBAS messages, i.e., one signature per second. This allows to
independently authenticate each SBAS message at the time of its reception, without introducing an
authentication delay. This is not the case of TESLA, where a delay between the MAC and key
disclosure shall be maintained for security purposes. In this case we propose that the authentication
packet include the MAC of the current SBAS message, and the key used in the computation of the
previous one.

In the in-phase solution, due to the bandwidth constraint, it is not possible to insert an authentica-
tion packet after every SBAS message. For this reason, we propose that each broadcast authentication
message, authenticates all the SBAS messages transmitted since the previous authentication. In this
case in (3.91) M becomes M1 ‖ . . . ‖ MN , the concatenation of the not-yet-authenticated SBAS
messages. This can be applied analogously to TESLA.

The in-phase solution has several drawbacks:

• the authentication delay can be considerable, e.g., a few seconds

• the authentication delay is not fixed, nor predictable, but can only be upper bounded imposing
a minimum update rate to the scheduler

• the SBAS corrections should be applied after their verification, and due to the delay, this can
degrade the system performance

Based on these observations we can provide some high level design recommendations:

• The introduction of a quadrature component for authentication, with an ad-hoc design, has
some advantages. This is largely motivated by the expected performance, and by the fact that
minimize the impact on current service.
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• It is preferable to choose authentication schemes that minimize the amount of data required for
authentication, to achieve fast authentication and to minimize errors.

• It is important to design an ad-hoc key management scheme that minimizes the overhead,
maintaining the service open, (possibly) without aiding channels.

• Perform a risk analysis in order to optimize the scheme with respect to the user needs

3.8 Key management

Cryptography can provide many services to a communication system as confidentiality; non repudia-
tion; integrity protection and authentication. Every system making use of cryptography shall support
key management to regulate the use of cryptographic keys throughout their lifetime. In the design
of a data authentication scheme the choice of parameters and the key management rules shall aim at
preserving confidentiality and authenticity of the secret keys, protecting them from unauthorized use.

A key generation algorithm should be carefully designed in order to ensure independence between
the generated instances: the leakage of a key won’t compromise past or future keys. This is achieved
by using fresh randomness for the generation of each new key and it is vital for the system to keep
such randomness secret.

It is best practice to protect the keys by minimizing their cryptoperiod, the time during which
a key is used before a new one is issued. A shorter cryptoperiod limits the amount of information
that is protected by the same key, the time available for cryptanalytic attacks and the exposure
time of the system in case of key compromise. Nevertheless, the frequency of key update impacts on
communication overhead, since the system must broadcast key management messages. This tradeoff
between bandwidth and security is a critical driver in the choice of a data authentication scheme in
resource constrained systems, as security shall be maximized taking into account the limitations of
the application environment.

The key distribution mechanism shall enable the users to receive the keys with a reasonable delay
with respect to the application, and verify that they come unmodified from the intended source. A
public key infrastructure (PKI) can be used for this purpose. The system uses a private key to sign
messages, which shall be kept secret, whereas the corresponding public key can be published and used
for verification.

Multiple asymmetric key pairs can be organized hierarchically: messages containing lower layer
keying material shall be signed by the system with an upper layer private key; in turn, when this key
needs to be updated, a key from the external layer will be used. This key layering structure, creates
a chain of trust: each layer inherits the trust from the above layer, therefore the external layer shall
be the strongest and most resistant to attacks.

This concept allows to build a key revocation mechanism. In case of a key compromise the system
should have the possibility to prematurely end the lifetime of the current key. If the system detects
such a situation, it will notify the users of the corruption and revocation of the key. For this purpose
an alert message shall be broadcast and a new key be issued, and they shall be authenticated with
another previously established secret key, of a higher layer in the chain of trust.

Additional services might also be offered, such as a group management mechanism to take care of
different user categories, and a user revocation mechanism to allow the exclusion of subsets of users.
The challenge is to provide a key management system which is able to integrate multiple services
under its structure, accounting for diverse needs and service requirements.

As discussed before, revocation and renewal of asymmetric key pairs are fundamental functions
in a key management system. In NMA the risk of key compromise can be reduced by introducing
deterministic expiration times in order to limit the cryptoperiod, as in [49, 50]. A different problem is
that of providing a method to revoke keys at random times, when there is evidence of key compromise.
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Straightforward solutions exist if users are assumed to have access to the network, while this becomes a
challenging problem for what concerns autonomous users, which rely on the uni-directional broadcast
channel.

3.8.1 Proposal for efficient key management

In order to provide also a key management service, a hierarchical PKI can be envisioned. An example
can be a three layer structure:

• CA root certificate, installed in the receiver memory, e.g., RSA with long key

• level 2, medium-term public key, used for key update/revocation, e.g., ECDSA

• level 1, short-term public key, used for NMA verification

In order to minimize the bandwidth requirement, the public keys can be preinstalled in the receiver
memory. This is convenient especially for level 1 signature schemes that have short signature and long
public key such as ETA, but also for using a short level 1 key size for scheme such as ECDSA reducing
the level 1 cryptoperiod. In order not to leave the keys exposed for a long time, even before their
entry in service, it is possible to store them encrypted. For instance, it is possible to store them in a
table format that includes the key ID, the key itself and its certificate. The certificate is the signature
of the public key and of some service information that bind the key to a certain context, e.g., the key
ID, the SV ID and its expiration time, computed with the CA key.

When the system imposes a public key change, either due to scheduled expiration or due to
revocation, it can broadcast the decryption key for the table entry corresponding to the next level
1 public key, signed with the level 2 private key currently in effect. After the demodulation and
verification of the decryption key, the receiver can use it for retrieving the level 1 public key and its
certificate. This solution retains the security of the long CA signatures, while minimizing the amount
of data to be broadcast, transmitting only level 2 signatures.

The level 2 public key shall be updated through an aiding channel, e.g., a network link. The
advantage with respect to updating directly level 1 public keys through the aiding channel, is that it
is possible to reduce the level 1 cryptoperiod without forcing the receiver to frequently connect to the
network.

In order to ensure service continuity the key management information must be continuously broad-
cast, allowing receivers to get the needed information at any time during the key validity period. This
continuous broadcast of the level 2 signature also allows addressing the problem of key revocation.
If each level 2 signature contains the ID of the current public key and a timestamp (e.g., the TOW)
that prevents it from being replayed by an attacker, it is not possible for an attacker to intercept and
exclude key revocation messages, and force the receivers to use expired (or corrupted) keys.

If we assume to use the parameters described in Section 3.5 for NMA dimensioning, recalling that
the third subframe allocation was leaving 40 spare bits per subframe, it is possible to use them for the
periodical transmission of level 2 signatures with low update rate.

A pictorial representation of the proposed scheme is shown in Fig. 3.19. Fig. 3.20 shows the chain
of trust. The CA public key is used to verify both level 1 and 2 public key though CA certificates.
The level 1 public key and its certificate are available only after the reception of the corresponding
decryption key and its signature verification using the level 2 public key. The level 2 signature moreover
authenticates the current level 1 key ID and a timestamp. The white blocks are stored in internal
memory, while the gray blocks are broadcast by the SVs. The dashed area corresponds to encrypted
storage area. It is possible to notice how this key management scheme offloads a significant part of
the key management data from the broadcast channel to the internal storage.
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Figure 3.19: Proposed key management scheme. It is shown the subdivision between in clear and
encrypted storage, and between information stored and broadcast.
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Figure 3.20: Proposed key management scheme chain of trust. The white blocks are stored in internal
memory, while the gray blocks are broadcast by the SVs. The dashed area corresponds to encrypted
storage area. The CA public key is used to verify both level 1 and 2 public key. The level 1 public
key and its certificate are available only after the reception of the corresponding decryption key and
its signature verification using the level 2 public key.
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3.9 Discussion on data level authentication

Each of the schemes mentioned so far provides a different tradeoff among the design drivers highlighted
in Section 3.1. A pictorial representation of this tradeoff is provided in Fig. 3.21.

In general symmetric key based schemes offer very good overall performance at the price of a
poor key management scalability. This is a major issue, that can be solved only by requiring tamper
resistant security modules (Fig. 3.21a, in blue). If these devices are not an option, a different approach
should be considered. Asymmetric key based schemes solve this issue providing an optimal solution
in terms of key management and security, but reducing the performance in all the other requirements
(Fig. 3.21a, in green). One time signatures can achieve good performance in terms of computational
complexity, with no other outstanding point of merit, and major drawbacks in terms of memory
and communication overhead (Fig. 3.21b, in gray). Post-quantum signatures, such as code-based or
Rainbow signatures, are believed to be secure against quantum computer attacks and can produce
short digital signature, but requires very big public key, that might render unfeasible the Over-The-Air
Rekeying (OTAR) and require more storage space in the receiver (Fig. 3.21b, in orange).

The performance of NMA schemes based on one-way chains lies in the middle, achieving more
balanced performance in all the requirements. The various adaptations of TESLA to GNSS achieve
good overall performance, but require trading security for communication overhead in a delicate design
choice since optimality can not be achieved for both (Fig. 3.21c). Moreover, the use of TESLA
requires security critical assumption on the receiver such as time synchronization and processing logic.
Rather than compromising on security to achieve desirable performance, SigAm could be a promising
alternative allowing gains in security and communication overhead at the cost of a longer TTFAF
(Fig. 3.21d).

Table 3.3 provides the rationale for the qualitative comparison.
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Figure 3.21: Performance comparison of different classes of data level authentication schemes. In (a)
symmetric based (blue) and asymmetric based (green), in (b) one time signature (gray) and post-
quantum signatures (orange), in (c) TESLA based, in (d) SigAm based. The performance are ex-
pressed in terms of: Security (S); TTFAF; Memory and Computational complexity (MC); Bandwidth
requirements (B); Key Management (KM); and AER.
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digital signature
+ public key

renewal

digital signature
+ very long
public key

renewal

short digital
signature + very
long public key

renewal

MAC, delayed
key + signature
of root key +

public key
renewal

digest +
signature of root
authentication

tag + public key
renewal

Scalability in
terms of Key
Management

(KM)

less desirable
situation, where

all the users
shares the same

secret key
(requires tamper

resistant
module)

ideal situation,
in which a single

key can be
shared safely
among all the

users

the
public/private

key pairs can be
used for a

limited number
of message, and
their size grows
with the number
of message. Very
big public key,

difficult to
perform OTAR

Very big public
key, difficult to
perform OTAR

similar to the
asymmetric case
concerning the
public key for

the digital
signature of the
root key, but it
requires also the
generation of the

key chain

similar to the
asymmetric case
concerning the
public key for

the digital
signature of the

chain. The
generation of the

digest chain is
less security

critical than the
key chain of

TESLA

Memory and
Computa-

tional
requirements for

the receiver
(MC)

lightweight and
efficient

functions, short
keys to be stored

intense
computational
requirements

lightweight
functions but

long public key
needs to be

stored

intense
computational
requirements,
especially for

generation of the
signature, very

big public key to
be stored

intense
computational
requirement at

the beginning of
the chain

(signature of the
root key) and

more lightweight
functions for

successive
authentication

check

intense
computational
requirement at

the beginning of
the chain

(signature of the
root digest) and
more lightweight

functions for
successive

authentication
check

Time To First
Authenticated
Fix (TTFAF),

additional
information

aside from the
navigation

message needed
for the first

authentication

MAC only
digital signature

only

only digital
signature, but

longer

short digital
signature only

MAC and
delayed key +

current root key
and its signature
if they are not

known

digest + current
root digest and
its signature if
they are not
known. They

are more
probably needed

than what
happens in

TESLA, due to
the shorter chain

duration

Table 3.3: Performance comparison among the different NMA candidate schemes.
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Chapter 4

Authentication at Signal level

This Chapter will discuss authentication at the signal layer in both GNSS and SBAS. The results on
this topic were published in [6, 7, 33].

4.1 Introduction to signal level authentication

This Chapter will discuss authentication and integrity protection at the signal layer in GNSS. Many
works have investigated the possibility of achieving authentication through the use of cryptography
directly at the spreading code level. In military services, such as GPS P(Y), the public spreading code
is encrypted with a secret spreading code. This is referred to as Spreading Code Encryption (SCE).
This offers two advantages: first, it operates as access control mechanism, because only authorized
users provided with the secret keys can have access to the high precision positioning service; second,
it protects users from spoofing, because an attacker needs the secret key to generate a spoofing signal.
SCE is usually based on symmetric cryptographic primitives, therefore the key used for generate the
encryption sequence must be kept in a tamper resistant module, to avoid key leakage.

Signal layer authentication mechanisms need to achieve an optimal tradeoff between:

• Security: maximizing robustness against attacks, including the choice of parameters such as: size
of keys; entropy of the transmitted signal; security of algorithms; and security of key management
functions such as key establishment.

• Communications overhead: minimizing the bandwidth requirements of key management mes-
sages, e.g., for the renewal of cryptographic keys.

• Robustness to channel effects: maximizing tolerance against modification of the signal induced
by the channel, especially in challenging environments.

• Scalability of key management: suitability of the scheme for large groups of users, particularly
in relation to distribution and management of cryptographic keys.

• Requirements of the receiver: minimizing the hardware requirements of the receiver, in terms of
processing power, buffer memory and antenna gain.

• Authentication performance: maximizing performance in terms of probability of detection while
minimizing the false alarm probability.
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4.2 Review of proposals from the literature

4.2.1 Spreading code encryption

Spreading Code Encryption (SCE) relies on the use of a reserved spreading code. This is usually
obtained through the modulo-2 sum of a cryptographically secure pseudo-random sequence and a
PRN sequence with good auto and cross correlation characteristics. The main purpose of using SCE
may be to deny access to navigation signals by unauthorized users, as in the case of military services;
but it is also possible to leverage the unpredictability of the spreading sequence to ensure that the
received signal is authentic and has been originated by the claimed source. SCE is a solution that is
foreseen to be used in Galileo Commercial Service (CS) [86, 87].

A possible way to exploit collaboration among multiple signal components is depicted in [79], where
it was proposed that the key material needed to generate the local replica of the secret spreading code
for the Galileo E6 pilot channel, namely E6C, is sent on the E1B OS signal component. The same
work states that in order to preserve the maximum correlation gain, cryptographic algorithms must
be restricted to GF(2) arithmetics, and thus the optimal choice is some kind of stream cipher, like the
Advanced Encryption Standard (AES) in counter-mode [36], but suggest the use of a candidate solution
for the eSTREAM project under profile 2 that is designed as “Stream cipher for hardware applications
with restricted resources such as limited storage, gate count, or power consumption”. Grain-128a
[88], is based on the combination of linear and non-linear feed-back shift registers, initialized with
an Initialization Vector (IV) and a cryptographic key kSCEi , usually referred to as NAVSEC key,
respectively. In [89] it is shown that there are 296 weak key-IV pairs in Grain-128, each leading to an
all-zero Linear Feedback Shift Registers (LFSR) after the initialization phase. [89] demonstrates how
to distinguish such key-stream, and how to recover the initial state.

In order to allow the delayed disclosure, in [48] the use of TESLA (Section 3.2.2) is proposed. The
same work proposed to use a new IV at the beginning of each sub-frame made from the concatenation
of the SVid and the GST of the beginning of the subframe, zero-padded:

IVSVid = [SVid ‖WN ‖ TOW ‖ 01×60] (4.1)

while the key kSCEi is derived from the TESLA key ki through an intermediate variable si, named
short chain, of length m:

si =

{
H1(ki) if i = m, 2m, . . .

H(si+1) otherwise
(4.2)

kSCEi = H2(si) (4.3)

where H, H1 and H2 are one-way functions. This is graphically explained in Fig. 4.1. Several
possibilities to distribute the key kSCEi were identified: suppose to classify the user based on the level
of trust and on the kind of equipment, it is possible to allow the privileged user to know the key kSCEi
in advance so that they can generate a local replica of the spreading sequence and perform tracking
of E6C in real time. On the other hand, a standard user can only verify the signal authenticity once
the key kSCEi is publicly disclosed, by comparing the sampled version of the signal stored in a buffer
with the local replica. In order to allow a user to work in real time it is possible to provide him,
through a secure channel, either with a TESLA key ki or an element of the short chain si, through a
secure channel. This will allow the user to have real time access to the E6C signal, but at the price
of introducing a potential vulnerability in the system: if for some reason the TESLA key kj , with
j > i, that is stored in the memory of some user is compromised, e.g., by tampering of the receiver,
both the signals E1 and E6C can be counterfeit by the attacker for the time interval [i, j], while if the
only short chain element sj , with j > i, is disclosed to users the E1 signal remains secure even after
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the tampering of a receiver. The only protection against this kind of attacks is to store the key in an
anti-tampering module and use a secure channel to deliver the keys.

The advantage of this layered structure is that it allows to directly distribute the NAVSEC key or
the intermediate value without exposing the key of the higher layer. This means that if a NAVSEC
key is compromised, neither the intermediate short chain nor the TESLA key chain are compromised
and thus the complete rekeying of the system is not required.

kmkm−1
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k1k0 H H

sm

sm−1

...
s1s0

H1

H H

kSCEmkSCEm−1

...

kSCE1
kSCE0

H2H2H2H2

km+1 km+2

...

k2m−1 k2mH H H

sm+1 sm+2
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s2m−1

s2m

H1
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kSCEm+1
kSCEm+2
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kSCE2m−1
kSCE2m

H2 H2 H2 H2
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Use

Figure 4.1: Generation of the keys used for spreading code encryption.

4.2.2 Signal watermarking

A possible solution for signal authentication is to use some form of watermarking: the transmitter
includes some kind of information into the signal that is difficult for an attacker to predict or detect
without the knowledge of a secret key. In this way the receiver, having some information on the
watermark can check whether the received signal has it, and thus verify if the signal comes from the
legitimate source.

[90] proposes an approach of this kind for GNSS. It is proposed to transmit at regular times tm
a so called hidden marker : a rectangular pulse of duration δ broadcast with DS-SS modulation using
an unpublished spreading sequence and power spectral density chosen such that it is at least 20 dB
below the thermal noise when received. The receiver is not able to verify the presence of the marker
directly, but he can sample the signal and keep it in a buffer until the spreading sequence is revealed.
The algorithm at the transmitter works as follows:

1. The sender, SVid, generates a number Nid,m using a secure random-number generator

2. UsesNid,m as seed in a cryptographically secure pseudo-random bit-sequence generator P (Nid,m, j) ∈
{−1,+1} that outputs a sequence of bits with indices j = {0, 1, 2, . . .}

3. From time tm to tm + δ, the SVid transmits the hidden marker s(t) built as the DS-SS signal
modulated by the pseudo-random sequence generated at the previous step

4. At time tm + ρ, with ρ � δ, SVid broadcast a digital signature of the seed used for computing
the secret spreading sequence:

Signaturem = Signkpriv([tm ‖ SVid ‖ Did ‖ Nid,m]) (4.4)

where Did are the navigation data relative to the SVid

The algorithm for the receiver is:
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Fig. 2. In the proposed navigation-signal structure, first each transmitter Xi

emits simultaneously from time tm to tm + δ its hidden marker si(t). These
pseudo-random waveforms overlap in the time and frequency domain. Their
power is reduced significantly below the receiver noise level. The waveforms si(t)
are kept secret until time tm + ρ (typically a few seconds later). Then, signed
information packets Mi,m that describe the hidden markers are broadcast at
normal power. Only after receiving these can receivers separate the markers from
the recorded radio signal and determine their exact arrival times by detecting
peaks in the cross-correlation function.

Here fc is the chosen center frequency of the resulting signal and fs is the
bit rate of the spreading sequence, which is equivalent to half the mainlobe
bandwidth of the resulting spectral power-density distribution

|S(f)|2 = (A/fs)
2 · sin2[π(f − fc)/fs]

[π(f − fc)/fs]2
(10)

The parameters tm, fc and fs are identical for all transmitters (in other
words, this is CDMA, not FDMA or TDMA), and the amplitude A is chosen
low enough to bring the received signal well below the noise level.

4. At time tm + ρ (where ρ � δ), Xi broadcasts a data packet of the form

Mi,m = SignK−1 [tm, Xi,xi(tm), Ni,m] , (11)

which is a message that is cryptographically signed with the private key
K−1 of the navigation system and that reveals a full description of the
previously transmitted hidden marker, including its transmission time tm,
the identifier Xi and exact location xi(tm) of the transmitter, and finally the
unpredictable number Ni,m used by that transmitter to spread the spectrum
of this particular marker signal. Parts of this message may be transmitted
earlier, as long as no information about Ni,m is revealed until the nonce-
release time tm + ρ has been reached.

5.3 Verification at the Receiver

By going through the following steps, each receiver R can use the hidden marker
scheme to determine its position in a way that is robust against signal-synthesis
and selective-delay attacks:

Figure 4.2: Signal authentication through watermarking as proposed by [90].

1. During a period larger that [tm, tm + δ] the receiver samples the frequency band [fc− fs, fc + fs]
with a sampling frequency of at least 4fs and stores the samples in a buffer.

2. Waits for the Signaturem and discards those which signature cannot be verified or whose tm is
not the one expected

3. Extracts from the Signaturem the seed Nid,m, generates the secret spreading sequence and
correlates it with the samples in buffer

4. Finds the position τ̂id,m of the largest correlation peak and the relative amplitude ωid,m of any
secondary peaks

5. Among the tuples (id, τ̂id,m, ωid,m) discards all those where the ratio between the second-largest
peak and the main one is above a certain threshold

6. Uses the remaining peak-positions τ̂id,m as pseudoranges and computes the PVT

7. Accepts the result only if the time error is smaller than the clock uncertainty and than the time
delay ρ

In [90] it is also proposed a modified version of this mechanism that integrates TESLA (§3.2.2)
in replacement of the digital signature, suggesting the use of the values Nid,m as part of the one-way
chain.

An attacker can perform a meaconing attack, by sampling and replaying the entire GNSS’s RF
spectrum after some delay. The spoofed signal will contain not only the ranging signal and the
watermarking, but also the attacker’s receiver noise. The received power shall be designed in such a
way that in order to separate the useful signal component from noise the attacker will need a high
gain directional antenna. If the attacker desires to mount selective delay attacks, he can use multiple
high gain antennas. If the antenna gain is not high enough to allow separating the watermarking from
the noise, the attacker could delay raw RF samples coming from each antenna and rebroadcast the
resulting signal. In this case when computing the correlation with the spreading sequence the receiver
will notice a presence of a secondary peak due to the legitimate signal. For this reason he must only
accept signals with a secondary correlation peak that is significantly lower than the main one. Note
that there are also some secondary peaks due to multipath, thus the acceptance strategy must be
carefully evaluated. For instance, it is possible to use a threshold dependent on the time distance from
the main peak, in order to have a good performance in terms of Receiver Operating Characteristic
(ROC).

A drawback of this concept is the need of a buffer in which the receiver stores the sampled data
until the disclosure of the data required to compute the secret spreading sequence. The design of
the hidden marker (the time duration, the rate of the spreading code, the disclosure delay) defines
the requirements for this buffer, which can easily be of a few megabytes, and may be impractical for
low-end devices. Another drawback is that multiplexing another signal to the legacy signals leads to
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a multiplexing loss, and so it can impact on the performance of the navigation signals and also on the
performance of receivers that do not perform authentication.

4.2.3 Spread spectrum security codes

In [91] a similar approach to the watermarking for the GPS L5 signal, called Spread Spectrum Security
Codes (SSSC), is proposed. The idea is to use a stream cipher to generate a spread spectrum sequence
that is interleaved with the normal spreading sequence as shown in Fig. 4.3. The receiver knows when
the SSSC is being received and stores the sample in a buffer until the reception of the authentication
message. Once it receives the authentication message containing the secret spreading sequence, it
can despread the sampled sequence and verify whether it correlates with the digitally signed version
received with the message. If not, the signal must be considered as non authentic.

This architecture exhibits the same vulnerabilities and drawbacks of the Hidden Marker (Section
4.2.2) proposal. The results in [91] show that with a spoofer receive antenna gain of 20 dB the
median correlation of a spoofed SSSC is 4 dB lower than the one the true SSSC. Another drawback
of this scheme is that interleaving the SSSCs with the unencrypted PRN sequence can impact the
performance of signal acquisition/tracking in some DLL and PLL design [92].

A revised version of SSSC targets the data component of the GPS L1C signal. In this way the
receiver is able to perform a continuous tracking of the pilot component without the inconvenience of
the interleaved unknown code, providing better navigation performance.

PRN... SSSC PRN SSSC ...

10 ms

1 second

10 ms

1 second

Figure 4.3: SSSC interleaved with the normal spreading code.

4.2.4 Schemes that leverage aid from Galileo CS/PRS or GPS P(Y)

In this section we introduce protocols that require interaction between the receiver and a third party
server. This family of protocols requires a network link so it is not possible to use them on standalone
receivers.

The main idea behind this approach is that a spoofer can easily generate the civilian navigation
signal but not the encrypted signal used for military or commercial service. Several solutions have
been proposed that suggest using such controlled access services in order to verify whether the received
open service signal is authentic or not.

[93] proposes to use a combination between the Galileo E1 OS and E6 CS signals. The receiver can
process the E1 signal as usual but it does not have access to the NAVSEC key for CS. The receiver
samples the E6 band and transmits the samples to a remote server that has access to the CS service
and can compute a secure PVT solution that will be checked against the one computed at the receiver.

[94] makes a similar proposal that applies to GPS. The idea is to keep a reference receiver in a
secure location and correlate the sampled P(Y) signal with the one that is received by an insecure
receiver. If the correlation is large enough the signal received by the second receiver is considered
authentic, otherwise an alert is issued. A benefit of this solution is that the system does not require
getting access to restricted service, and moreover was demonstrated that this approach also works with
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narrowband C/A receivers with a RF front-end bandwidth of approximately 2 MHz, hence expensive
wideband receivers are not needed.

These systems are mainly vulnerable to the following threats:

• SCER attack: as we will see in Section 4.4, the attacker can try to estimate the secret W code
on the fly and use this estimated version for his replica. Depending on the capability of the
attacker, like the C/N0 and the estimation strategy used, he can correctly guess the secret chips
with a certain probability.

• Multiple spoofer devices: if the attacker can use two spoofer devices, one close to the victim
receiver and another close to the reference receiver, the received P(Y) code will correctly correlate
even if it is not authentic. In this case the system is not giving any defense.

• Meaconing attack: in order to compute the correlation between the two receivers the samples
must be aligned, it is proposed to map the inter-receiver time using the C/A code start/stop
times. If an attacker can sample the entire authentic signal (open + military service) with a
high end device with large bandwidth frontend, the resulting signal will correctly correlate as
the original one.

A slightly different approach is presented in [95] that proposes to leave only the job of sampling
the signals to the receiver and send this to a server that has access to the PRS and will return the
computed PVT solution to the user. In order to reduce the amount of data that must be exchanged
the navigation data will not be obtained from the signal itself because they are already known to the
server, allowing the use of a short signal snapshot.

4.2.5 Physical layer authentication

Physical layer authentication is a class of authentication mechanisms that exploits some physical
characteristics that are difficult to be falsified. These features can be for instance some physical non-
ideality of the devices or the channel response. A way to exploit the feature related to the devices
is the device fingerprinting, already discussed in Section 3.4. In [77] fingerprint was used to identify
the receiver by a third party. If the receiver itself wants to authenticate the source of the received
ranging signal, it should fingerprint the SV itself. Features commonly used as fingerprint are the local
oscillator, non-ideality in the off-on transient, modulation errors, and the non-linearity of the power
amplifier [96, 97].

Beside the transmitter characterization, it is possible to evaluate the channel response and compare
the actual estimation with a previous known estimation. The basic idea in which a transmitter and a
receiver, that share a secret key, use a statistical hypothesis testing was introduced by [98], and the
idea was improved in [99] taking into account also a noisy channel. In [100] a strategy which takes into
account also the possibility that the attacker tries to influence the channel estimation of the receiver
in a Multiple-Input and Multiple-Output (MIMO) environment was introduced. The scheme is based
on two phases: in the first the receiver builds its reference channel estimation and in the second it
performs the detection in real-time, where the channel estimation of the current packet is compared
to the previously authenticated one.

In the GNSS context the fingerprinting of the transmitter is difficult due its peculiarities: the
transmission is continuous, so it is not possible to evaluate the transient, and due to the high amount
of noise it is difficult to evaluate characteristics such as modulation error. Also the channel estimation
is difficult to be used in the GNSS environment, especially in the open field this solution because
the channel estimation seen by an attacker on ground is typically very close to the channel seen by
the receiver, and so the attacker can mimic the latter very well. This may be not true in an urban
environment in which the estimation made by the attacker can be different that the receiver’s one, but
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in this case the problem can be the short coherence time and the device mobility. For these reasons,
the investigations of these techniques in the GNSS context is left for future work, and the use of
channel estimation has instead been applied to the IoT context, which will be discussed in Chapter 5.

4.3 Analysis of state-of-the-art techniques

In general terms encryption does not provide authentication, e.g., One Time Pad (OTP) is the optimal
encryption scheme providing perfect confidentiality but does not protect against data modification.
The reason why it is generally assumed that SCE, either in its direct form or as proposed in SSSC or
hidden markers, offer a form of signal authentication is that, due to the long spreading sequence used,
the signal reaches the receiver antenna with a power spectral density that is lower than the noise floor.
Since the spreading code is unpredictable, it can not be used to obtain the processing gain and recover
the original signal. In order to recover the secret spreading code a high gain antenna, e.g., big dish
antenna, is needed, making intractable for an attacker to obtain a noiseless replica of the spreading
code used. If a naive noisy estimation is performed by the attacker and it is used to generate a spoofing
signal, this will, in general, correlate poorly with the local replica of the receiver that has access to
the cryptographic material used to generate the secret spreading code. This kind of security can be
seen as a traditional computational security paradigm, where the system is secure due to the limited
resources available to the attacker. In this case, instead of the computational power, the resources
are represented by the number of antennas and their gain. Indeed, if the attacker has many high gain
dish antennas, each pointing to a SV, it can extract a sufficiently clean signal to be used to spoof the
target device. On the other hand, this high gain antennas are expensive and non portable, thus it is
intractable for non sophisticated attackers to have access to a clean signal estimation, guaranteeing a
certain security level to the scheme.

However, signal authentication can be achieved through signal encryption only when additional
constraints are used to restrict the attacker freedom. For instance, the receiver shall be tamper
resistant, avoiding the possibility that the attacker have access to the antenna connector or influence
the local oscillator. Otherwise, a trivial attack is as easy as inserting some extra wiring between the
antenna and the receiver. Clearly this attack has a limited utility, but allows the attacker to influence
the PVT computation without failing the signal layer authentication checks. This toy example shows
that it is not correct to assume that a single signal feature or a single technique is able to provide an
authenticated PVT.

SigAm, the proposed NMA scheme (Section 3.5), can be used as alternative to TESLA in the
context of signal layer authentication. For instance, in [79], the authentication tags Hi(n) of SigAm
can be used in place of the TESLA key kn and, since SigAm is more bandwidth efficient with respect
to TESLA, the NAVSEC key can be easily fitted in the subframe. SigAm can bring all the security
benefit discussed above, such as shorter multiple chains and lack of time synchronization requirement,
with the drawback that it is not possible to distribute keys for real time generation of the spreading
codes, thus the trusted receiver shall be re-keyed more frequently through the aiding channel.

An even more interesting combination between signal and data level techniques is the use of SigAm
authentication tag as seed for the generation of the secret spreading code used for the watermarking
or in SSSC. Even in this case, as SigAm is more bandwidth efficient than TESLA, it allows achieving
a shorter TBA, but the main addition to the original watermarking concept in [90] is that the RNG
seed depends on both the signing key and the message instead of an independent key. This adds a
link between the authentication at the navigation message and at the one at signal layer in an efficient
way. As happens with the TMBOC, the inserted watermark can also have a higher chipping rate than
the normal one, thus increasing the required antenna gain for a successful attack.

It is noteworthy that this solution allows scalability: low-end devices not interested in authentica-
tion can process the ranging signal only, while receivers that require authentication can demodulate
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the navigation message authentication and can check the presence of the watermark with the desired
authentication rate. Thus, it allows the receiver manufacturer to design the receiver based on the user
requirements, without forcing them to implement unnecessary verification features or to perform it
more often than needed.

4.4 Security code estimation and replay attack

The SCER attack was introduced in [30] as a possible threat for all the schemes that use cryptographic
protection of the GNSS signal.

The goal of a SCER attack [30, 6] is to estimate a legitimate signal in order to generate a spoofed
signal with minimal delay (if any). It is important to note that the estimation need not be perfect,
only good enough so that the reproduced signal is indistinguishable from the authentic one, when
corrupted by channel and noise at the receiver.

This type of attack represents a general threat that can be carried out irrespective of the particular
cryptographic schemes employed in the signal (be it data layer schemes: e.g., NMA; or signal layer
schemes: e.g., SCE, SSSC). The victim will receive both the authentic and spoofed signals below
the noise floor; only after correlation, and by exploiting the processing gain, does the SNR become
sufficiently good to reliably process the signal.

If the SNR of the attacker is significantly lower than the victim’s, he’s estimation error will intro-
duce noticeable effects on the spoofed signal as seen by the victim receiver. If, on the opposite, the
attacker is in better conditions than the victim, such effects will be hidden by the receiver noise.

In order to maximize the information obtained from the received signals, the detection statistic
is taken in principle before the correlation. Indeed, the correlation process increases the SNR thus
reducing the noise contribution, and hence the detection capability.

The attacker’s estimation will improve over time with the accumulated energy in the symbol (data
level) or chip (signal level). Thus, after an initial transient, the attacker estimation becomes reliable
and the difference between the legitimate and estimated signals tends to vanish, as we will see in the
following.

4.4.1 System model

Similarly to [30], we assume a GNSS signal equipped with some security code such as SSSC [91] or
NMA [32], and some public spreading code and data, that is

x0(t) = wncm cos(2πf0t+ ϕ0) , t ∈ [nTw, (n+ 1)Tw] ∩ [mTc, (m+ 1)Tc], (4.5)

where:

• wn is the security code (Tw being its symbol period) that is unknown to the attacker,

• cm is the combination of navigation data, PRN codes and every other transmitted data that is
publicly known or predictable, with symbol interval Tc,

• f0 and ϕ0 are the carrier frequency and phase, respectively.

We observe that not only does this model encompass all the techniques in which signal authentication
is provided by means of spreading codes such as the P(Y) [11], Signal Authentication Sequence (SAS)
[92], supersonic codes [101], etc., but also those in which the navigation message is protected by some
symmetric MAC [48, 49, 79] or by a digital signature scheme [32], with {wn} representing the MAC
or the signature that is unknown to the attacker prior to transmission.
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Figure 4.4: Block-diagram of the system model for SCER.

As shown in Fig. 4.4, we consider a spoofing attacker that upon receiving the signal

ys(t) = x0(t) + ηs(t) (4.6)

where η(t) is the additive noise (assumed white and Gaussian) at the spoofer side, aims at forging the
victim’s position and timing fix, by carrying out either of the following attacks, or both

1. replacing the true navigation data in {cm} by a forged or modified {c̃m}

2. selectively delaying the signal x0(t) by some Td

and having the victim accept the illegitimately modified signal x̃(t) as if it were the following authentic
signal

x̃(t) = wnc̃m cos(2πf0(t−Td)+ϕ0) , t ∈ [nTw+Td, (n+1)Tw+Td]∩[mTc+Td, (m+1)Tc+Td] . (4.7)

Since the actual value of wn is not known to the attacker, in carrying out the above attack he must
transmit some signal x̃(t) that resembles x(t) as much as possible, and that is based on what is publicly
known (or predictable) and what he has so far observed from his received signal ys. In particular, at
any instant t, he can build the value x̃(t) by making use of past and current samples {ys(u), u ≤ t}.
The choice of how to make x̃(t) depend on {ys(u), u ≤ t} represents the attacker strategy.

On the contrary, the receiver aims to discriminate the forged or artificially delayed signal from the
authentic one. To this purpose, he applies a binary hypothesis testing to the received signal in an
interval of duration Tf , given by

y(t) =
x(t)√

E [x2(t)]
+ η(t) or ỹ(t) =

x̃(t)√
E [x̃2(t)]

+ η(t) , t ∈ [t0, t0 + Tf ] (4.8)

where the effect of the input scaling performed by the automatic gain control is explicitly shown
and η(t) denotes additive white Gaussian noise. In doing so, the receiver aims at keeping both the
probability of not detecting a forged signal (type II error, or missed detection, probability pmd) and
that of erroneously marking a legitimate signal as spoofed (type I error, or false alarm, probability
pfa) below an acceptable level. Clearly, a tradeoff must be sought between minimizing pmd and pfa,
as, for instance, rejecting all messages as spoofed allows to have pmd = 0 at the cost of having pfa = 1.
However, from the theory of binary hypothesis testing, we know that the optimal test (that is the one
that yields the minimum pmd for any given constraint on pfa, and vice versa) is given by the Likelihood
Ratio Test (LRT), also known as Neyman-Pearson criterion [102, §3.3][98] if both the statistics of the
legitimate and spoofed signal are known (that is if the victim is aware of the particular strategy adopted
by the spoofer). Thus, given a Ts-sampled version y = [y(t0), y(t0 + Ts), y(t0 + 2Ts), . . . , y(t0 + Tf)] of
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x̃(t)

Figure 4.5: Block diagram representation of the SCER attack. The signal s̃(t) = c̃m cos(2πf0(t−Td)+
ϕ0) represents the signal that the attacker wants to forge, while α(t) is a spoofer-controlled (possibly
time-varying) gain.

the received signal in the observation window, and denoting by py(·) and pỹ(·) the pdf of the authentic
and illegitimate signal, respectively, the detector deems it legitimate if

L(y) = ln
py(y)

pỹ(y)
≥ ϑ (4.9)

for some particular value of the threshold ϑ, the choice of which governs the tradeoff between false
alarm and missed detection probabilities. In fact, pfa increases with ϑ, while pmd decreases as ϑ
increases.

On the other hand, it is reasonable to assume that the victim is unaware of the particular attack
strategy employed by the spoofer. Hence, only the statistics py(·) of the authentic signal are known
at the receiver, while a whole set of possible distributions

{
pỹ(·)

}
must be considered for the spoofed

signal. In this case the LRT no longer applies, and a quite effective solution is to use the Generalized
LRT (GLRT) [102, §6.4], (although its optimality has only been proven in particular cases [103]), that
is done by deeming y(t) legitimate if

G(y) = ln
py(y)

maxỹ pỹ(y)
≥ ϑ (4.10)

where the maximum in the denominator of G(y) is taken over all possible attack statistics.

In the following sections we detail the possible attacks and derive detection strategies, aiming to
optimize both sides.

4.4.2 Attack strategies

In order to make the spoofed signal x̃(t) mimic the authentic x(t) as much as possible, the attacker
should guess the secret code wn. This can be done at the data level, by attempting at breaking the
cryptographic scheme that generates the secure code. However, the SCER attack takes a different
route, operating at the physical layer. By considering wn as a sequence of i.i.d. random (binary1)
symbols, it aims at continuously estimating a likely value for each wn from the observation of the
received signal in the corresponding symbol interval. Such an attack represents a very general threat,
that is completely agnostic with respect to the particular cryptographic mechanism employed by the
transmitter to authenticate the data.

In general, deriving an efficient estimate ŵn(t) requires processing the incoming signal ys(t) with
non linear, non memoryless, and time-varying transformations, the optimization of which is a difficult
problem. A clever idea in [30] is to split the estimation problem into the (possibly suboptimal) scheme
illustrated in Fig. 4.5, as the cascade of a matched filter (linear, with memory) and a nonlinear,
instantaneous, possibly time-varying estimator.

1although the same technique can be easily adapted to higher symbol cardinalities

84



The matched filter has input-output relationship

z(t) =
1

2(t̄− nTw)

∫ t̄

nTw

ys(u) s(u) du , t ∈ [nTw + Td, (n+ 1)Tw + Td] (4.11)

with

t̄ = min {t, (n+ 1)Tw} , s(u) = cm cos(2πf0u+ ϕ0) (4.12)

and collects the useful contribution of the received signal up to t̄, at the same time reducing the effect
of noise. Thus, conditioning on the true value wn of the secret sample, z(t) is Gaussian distributed,
with mean wn and variance that decreases in an inverse proportional fashion to t̄−nTw. Observe that,
for Td < Tw, increasing Td allows to reduce the variance of z(t). This is consistent with the intuitive
notion that the attacker can leverage the artificially created delay to observe a larger portion of the
signal and get a more reliable guess of each secret code symbol. However, it should be noted that Td

can not be increased at will, as a large delay will alert the receiver2.
The instantaneous estimator can be designed as a deterministic real function of a single real

variable, mapping z(t) to the estimate ŵn(t). In [30] three cases are considered for the estimator
function µ[·; t], two time-invariant, the ML and Maximum A Posteriori (MAP) estimators, and one
time-varying, the Minimum Mean Square Error (MMSE) estimator:

µML[z] = z , µMAP[z] = sgn(z) , µMMSE[z; t] = tanh

(
z

σ2
z(t)

)
. (4.13)

In fact, although the MAP estimator is optimal for the purpose of minimizing the estimate error
probability P [ŵn(t) 6= wn], nothing can be stated about optimality in providing a signal x̃(t) that is
hardly distinguishable from x(t) (e.g., close in terms of some statistical distance). Indeed, it was shown
in [30] that, in terms of probability of missed detection by the victim, each of the three estimators
considered there, outperforms the remaining two in some cases, depending on the system parameters.
As regards the scaling factor α, in [29] it was considered constant and arbitrarily chosen.

With the aim of deriving an optimal estimator, and hence a more consistent worst-case scenario
from the point of view of the detector, we consider a more general

µ[z; t] =

{
ρ(t)z , |z| < 1/ρ(t)
sgn(z) , |z| ≥ 1/ρ(t)

(4.14)

and choose ρ(t) jointly with α(t) in order to minimize the Kullback-Leibler (K-L) divergence3 between
the authentic and the forged signal. Observe that our choice clearly generalizes that in [30], as it can
be easily shown that

lim
ρ→0

1

ρ
µ[z; t] = µML[z] , lim

ρ→∞
µ[z] = µMAP[z] , ρ(t) =

1

σ2
z(t)
⇒ µ[z; t] ' µMMSE[z; t] . (4.15)

The different estimation strategies are shown in Fig. 4.6, where Fig. 4.6a shows the detection strategies
from (4.13), and Fig. 4.6b shows some possible realizations chosen in the class described by (4.14).

This choice is motivated by the fact that the K-L divergence is a well established measure of
statistical distance and that it allows to set a lower bound to the ROC of any binary hypothesis
testing scheme. Although such bounds turn out to be rather loose for Gaussian variables, we shall see
in Section 4.4.4 that attacks chosen according to this criterion actually yield higher values of pmd and
pfa.

2Roughly speaking, a GNSS receiver that has a relative clock stability of δ has to be blinded for a time interval Td/δ
in order to prevent it from reliably detecting a spurious delay Td.

3The K-L divergence between two probability density functions p and q is defined as D(p||q) =
∫
p(u) log2

p(u)
q(u)
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Figure 4.6: SCER detection strategies: Humphreys’ in (a) and ours proposed in (b).

Ideally we would aim to minimize the K-L divergence D(py||pỹ) between the random vectors
representing the sampled received signal over all possible time-varying strategies (ρ(t), α(t)). However,
such optimization is exceedingly complex for typical values of Tw and Ts. Therefore, we consider two
intermediate choices:

• a time-invariant scheme obtained from the minimization of the divergence between vectors

(ρ?, α?) = arg min
ρ,α

D(py||pỹ) (4.16)

• a time-varying minimization of the divergence between corresponding pairs of single samples

(ρ?(t), α?(t)) = arg min
ρ,α

D(py(t)||pỹ(t)) (4.17)

4.4.3 Detection scheme

In order to derive the explicit expression of the LRT detection scheme, we consider that, once the
secure code wn is known (as is assumed for the legitimate receiver), the received authentic signal y(t)
is Gaussian distributed with mean x(t)/

√
E [x2(t)] and independent samples with the same variance

σ2
η as the additive noise. As such, the authentic y is a Gaussian vector with mean vector m =

[x(t0), ·, x(t0 + Tf)]/
√

E [x2(t)], and covariance matrix K = σ2
ηI, with I denoting the identity matrix.

The above derivation can not be repeated for the spoofed signal, and Gaussianity cannot be
straightforwardly assumed due to the estimator nonlinearity. However, we approximate it with a
Gaussian distribution, as well, under the justification that the AWGN noise at both receivers (the
spoofer and the victim) makes up for a large component of the signal statistics. Moreover, in the
spoofed case samples are correlated, due to the correlation between estimates ŵn(t) at different t of
the same symbol wn, and the covariance matrix K̃ is no longer diagonal. Yet, since the attack strategy
estimates each wn independently, K̃ is block diagonal, with each block corresponding to the samples
in the same symbol interval of the secret code.

For Gaussian vectors y ∼ N (m,K), ỹ ∼ N (m̃, K̃) the LRT criterion (4.9) can be stated as

L(y) = (y −m)TK−1(y −m)− (y − m̃)T K̃−1(y − m̃) (4.18)

In [30] the above expression is simplified, for the sake of a lower computational complexity, by neglect-
ing the fact that K 6= K̃, and hence use is made only of the different means m 6= m̃ in discriminating
the two signals. It should be noted that such simplification does not remove the need for the victim
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to know the attack strategy, as m̃ depends on it. We shall also see in Section 4.4.4 that such sim-
plification leads to an important performance loss in terms of the detector ROC, especially against
time-varying attacks.

On the other hand, it is particularly interesting to consider the supposedly more realistic case,
in which the detector has no information on the attack strategy, and hence of the particular values
of (ρ, α) chosen by the spoofer. Hence, he must revert to the GLRT (4.10), which, again under the
hypothesis of approximate Gaussianity, yields

G(y) = (y −m)TK−1(y −m)−min
ρ,α

[(y − m̃)T K̃−1(y − m̃)] (4.19)

4.4.4 Numerical results

In this section we present simulation results to illustrate the performance of the proposed detection
schemes in the presence of different attacks.

Fig. 4.7a shows the performance of both the proposed LRT and the simplified version of [30] against
attacks with no delay (Td = 0). Although the signal observation period Tf has been chosen rather
small and hence pfa and pmd have impractically high values (to ease visualization of results), it is
clearly seen that:

• the proposed attack, with optimal choice of (ρ?, α?), is most effective in increasing the ROC of
both detection schemes;

• the proposed LRT detection scheme performs better than the approximate one against all the
attacks considered

When the spoofer is allowed to inject a large delay into the signal, as shown in Fig. 4.7b, his estimate of
the secret code can be very reliable, and it is very hard for the victim to distinguish an authentic signal
from a spoofed one. Therefore, the values of pfa and pmd further increase with respect to Fig. 4.7a.
Moreover, the advantage of LRT over the approximate version nearly vanishes, as does the gain of the
optimal attack over the MMSE and MAP.

In Fig. 4.7c, we show the detection performance with time-varying attacks, where coefficients (α?(t)
for all attacks, and ρ?(t) for the proposed attack) are chosen to minimize the K-L divergence at the
single sample level. The system parameters are as in Fig. 4.7a, and again no delay is allowed. It is clear
from the plots that in this case the performance gap between the proposed LRT and the approximate
one has largely increased. This is due to the fact that the approximate LRT only distinguishes the
authentic signal from the spoofed one based on their time-varying statistical mean, which is a first order
statistical parameter that can be easily mimicked with a time-varying coefficient. On the contrary,
the proposed LRT makes use of cross correlations between samples and hence it can better distinguish
an attack that does not imitate the joint distribution of samples, only their marginals.

Fig. 4.7d shows the performance of the GLRT detection scheme. Although the error probability
ROC increases in general with respect to the LRT case, it is seen that such a solution can still work
in detecting spoofing, without any knowledge of the spoofer strategy.

In order to observe practically meaningful values for pfa and pmd, one has to consider longer signal
observation period Tf . Clearly, by observing more samples before taking his decision, the receiver will
base it on more information, and the decision will be more accurate, but this requires to buffer and
process more data. Furthermore, this leads to a longer TTA. Thus, the observation period must be
chosen as a trade off between the computational resources of the device, the desired TTA and the
desired performance in terms of ROC.

In the following we will compute the detection metric over 400 secret chips, thus using Tf = 0.8 ms
for GPS P(Y) scenario and Tf = 1.6 s for Galileo E1 OS scenario. For the LRT detection, Fig. 4.8 shows
the performance achieved on a SCE scheme with system parameters compliant with GPS P(Y) signal
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Figure 4.7: (a) – (c): ROCs for the LRT detection method proposed in this paper and the one in
[30], with the optimal SCER attack proposed here and those considered in [30]. System parameters
for all three plots are: (C/N0)att = 54 dB, (C/N0)rec = 48 dB, Tc = 0.98µs, Tw = 4 ms, Ts = 18 ns,
Tf = 160 ms. In particular, the values for Tw, Tc are consistent with NMA on Galileo E1 signal. In
(a) and (c), Td = 0, while in (b), Td = 4.9µs. In (c), time-varying attack strategies are considered.
(d): ROCs for the GLRT detection method proposed, system parameters and attack strategies are as
in (a).
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Figure 4.8: ROCs for the LRT detection method proposed in this paper and the one in [30], with the
optimal SCER attack proposed here and those considered in [30]. System parameters are consistent
with SCE on GPS P(Y): (C/N0)rec = 48 dB, Td = 0µs, Tw = 2µs, Tf = 0.8 ms. In (a) (C/N0)att =
51 dB, while in (b) (C/N0)att = 54 dB.

characteristics and a C/N0 advantage of 3 dB and 6 dB, respectively, for the attacker. On the other
hand, Fig. 4.9 shows the performance achieved on a NMA scheme with system parameters compliant
with E1 OS. Here, the advantage of both the proposed attack strategy, and detection scheme is again
quite self-evident.

Moving to the GLRT detection, Fig. 4.10 shows the ROCs for the GPS P(Y) scenario with a
C/N0 advantage of 3 dB for the attacker. Fig. 4.11 shows how the ROC varies as function of the
C/N0 advantage for the attacker and delay. We can see that the ROC moves quickly towards the gray
dotted line that represent the trivial limit case in which the decision is taken without looking at the
signal, but tossing a biased coin.

The same analysis is generalized in Fig. 4.12 and Fig. 4.13 for the LRT detection respectively for
the GPS P(Y) and the Galileo E1 OS, for a fixed pfa = 10−2. We see that if the attacker has a
significant advantage over the user the detection of the attack becomes way more difficult, especially
for a significant delay advantage. In order to protect against this the receiver should have a small
uncertainty on the clock, so that for the attacker is not feasible to obtain a big advantage.

Another aspect that arise form these figures is the fact that the gain of the proposed LRT scheme
is maximum for the zero delay attack and decrease when the delay increase. This is due to the fact
that increasing the delay reduce the difference of the covariance matrix from the approximate value
used in [30].

4.4.5 Results on realistic signals

In order to assess the effectiveness of the SCER attach, an experiment was devised involving the use
of real signals. Two scenarios were investigated:

1. Static scenario: in this case the signal was acquired through an omni-directional roof antenna
equipped with a Low Noise Amplifier (LNA) with 30 dB gain and 1 dB Noise Figure (NF). The
device used for sampling and replaying the signal was a HackRF One, an open source inexpensive
SDR device [104]. The signal was sampled at 8 MHz with 8-bit I/Q quantization.
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Figure 4.9: ROCs for the LRT detection method proposed in this paper and the one in [30], with the
optimal SCER attack proposed here and those considered in [30]. System parameters are consistent
with NMA on Galileo E1 OS: (C/N0)rec = 48 dB, Td = 0µs, Tw = 4 ms, Tf = 1.6 s. In (a) (C/N0)att =
51 dB, while in (b) (C/N0)att = 54 dB.
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Figure 4.10: ROCs for the GLRT detection method proposed in this paper, with the optimal SCER
attack proposed here and those considered in [30]. System parameters are consistent with SCE on
GPS P(Y): (C/N0)att = 51 dB, (C/N0)rec = 48 dB, Tw = 2µs, Tf = 0.8 ms, Td = 0µ s.
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Figure 4.11: ROCs for the GLRT detection method proposed in this paper, with the optimal SCER
attack proposed here and those considered in [30]. System parameters are consistent with NMA on
Galileo E1 OS: (C/N0)rec = 48 dB, Tw = 4 ms, Tf = 1.6 s.
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Figure 4.12: Probability of missed detection as function of (C/N0)att for the LRT detection method
proposed in this paper and the one in [30], for fixed pfa = 10−2, with the optimal SCER attack proposed
here. System parameters are consistent with SCE on GPS P(Y): (C/N0)rec = 48 dB, Tw = 2µs,
Tf = 0.8 ms.
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Figure 4.13: Probability of missed detection as function of (C/N0)att for the LRT detection method
proposed in this paper and the one in [30], for fixed pfa = 10−2, with the optimal SCER attack
proposed here. System parameters are consistent with NMA on Galileo E1 OS: (C/N0)rec = 48 dB,
Tw = 4 ms, Tf = 1.6 s.

2. Dynamic scenario: in this case the signal is the clean dynamic acquisition of the Texas Spoofing
Test Battery (TEXBAT) dataset [105]. This signal was acquired with a sampling rate of 25 MHz
and 16 bit I/Q quantization, using a National Instruments PXIe-5663 Vector Signal Analyzer
(VSA). The replay was performed using the HackRF One SDR.

Both the clean signal recorded from the antenna and the generated spoofed signals were replayed to
a Septentrio PolaRx4 PRO with standard configuration.

For the sake of simplicity, when replaying the SCER signal, no authentic signal was present. The
goal of the experiment was to verify whether the increase in the noise introduced by the attack was
enough to prevent a professional receiver from decoding the navigation data and tracking the signal.
The capture of the tracking loop was not implemented, since this would increase the complexity of
the attack with respect to timing issues and power levels, but would not affect the attack strategy.

The employed estimator was the MAP (4.13). A zero delay attack was implemented, i.e., with
Td = 0 in (4.7), such that the attacker starts replaying the signal immediately after receiving the first
sample of the authentic signal. Clearly, this initial estimation is rather poor and introduces a large
amount of noise after the bit transition; however, this was used to evaluate the performance in the
most challenging setting for the attacker. For the same reason, all 20 PRN repetitions of the C/A
symbol were treated as independent in order to maximize the uncertainty for the attacker and the
introduced noise. Due to the unreliable estimation of the first samples, a trivial extension of the attack
is to start by using a few random samples, in order to generate a signal that arrives in phase at the
correlation peak, producing a completely synchronized attack. In both experiments, the receiver was
able to decode the navigation data and compute the PVT solution with the spoofed signal.

Two measures were defined to quantify the effectiveness of the attack:

• Convergence time: the time needed for the attacker estimation to stably reach the correct value,
which can be written as:

Ct(n) = max{t ∈ [nTw, (n+ 1)Tw], s.t. ŵn(t) 6= wn} − nTw (4.20)
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In Fig. 4.14a the CDF of Ct is reported for different elevation angles in the two scenarios
considered.

• Correlation reduction: due to the initial uncertainty in the attack estimate, the victim receiver
will observe a normalized reduction in the correlation peak:

∆C(n) =

∣∣∣∫ (n+1)Tw
nTw

ỹ(t)s̃(t) dt−
∫ (n+1)Tw
nTw

y(t)s̃(t) dt
∣∣∣∣∣∣∫ (n+1)Tw

nTw
y(t)s̃(t) dt

∣∣∣ (4.21)

=

∣∣∣∫ (n+1)Tw
nTw

ŵn(t)s̃2(t) dt−
∫ (n+1)Tw
nTw

wn(t)s̃2(t) dt
∣∣∣∣∣∣∫ (n+1)Tw

nTw
wn(t)s̃2(t) dt

∣∣∣ (4.22)

=

∣∣∣∫ (n+1)Tw
nTw

(ŵn(t)− wn(t)) s̃2(t) dt
∣∣∣∣∣∣∫ (n+1)Tw

nTw
wn(t)s̃2(t) dt

∣∣∣ (4.23)

In Fig. 4.14b the CDF of ∆C(n) is reported for different elevation angles in the two scenarios
considered.

It can be seen from Fig. 4.14a that the time required to achieve the correct estimation with high
probability (e.g., > 95%) is in the order of 50 µs, which is only a small fraction of the symbol period
for GPS C/A (20 ms) or Galileo E1B (4 ms). Therefore, the detection strategy should focus on this
small fraction of each unpredictable symbol. Similar results were obtained in the dynamic scenario.
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Figure 4.14: CDF of (a) convergence time of SCER estimation and (b) the correlation reduction due
to SCER attack in the static scenario, using MAP estimator.

4.4.6 Suboptimal detection scheme

During the implementation of the SCER attack discussed in the previous section, the difficulty of
implementing the optimal LRT/GLRT was assessed. This difficulty comes from various sources,
mainly, information of the received signal, which cannot be known unambiguously, is required. This
information includes the noise variance of the signal. The receiver only has access to an estimation of
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the carrier to noise ratio, which to a certain extent can be influenced by the attacker without being
detected. In order to obtain sufficient information from the noisy signal, the receiver shall accumulate
energy for a long period. This becomes increasingly difficult in an environment where measurements of
the signal can change rapidly (e.g., due to multipath or receiver dynamics, especially for low elevation
satellites). This makes it hard to use the correct average value and covariance matrix [30] in the
computation and renders infeasible to precompute the covariance matrix for all the possible cases of
interest. These issues significantly complicate the use of the optimal SCER detection strategy in the
real world and motivates for a suboptimal detection strategy that is more robust and practical.

A simpler detection strategy is presented in [106], requiring less information on the received signal
but achieving suboptimal performance. This proposal stores the first samples of each unpredictable
symbol and evaluates the correlation with a local replica computed after the demodulation of the
NMA This proposal demonstrates the feasibility of detecting SCER attacks in an AWGN channel;
however, performance in realistic conditions were not evaluated.

An extension of this detection strategy includes dividing the symbols into bins and computing the
correlation for each bin in addition to the evaluation of the accumulated correlation on the first part of
the unpredictable symbols. If the signal is authentic, every bin will have the same average correlation
value, while if the signal is generated by a SCER attack a smaller correlation for the initial bins is
expected.

An example of the result of the suboptimal detection strategy, computed in the dynamic scenario
discussed above and with the corresponding zero-delay SCER generated signal with MAP estimator,
is reported in Fig. 4.15. The left column represents the case in which a bin width of 10 µs is used,
while in the right column the bin width is set to 100 µs. Fig. 4.15a-Fig. 4.15b show that for authentic
signals all the bins have similar correlations. In Fig. 4.15c-Fig. 4.15d the spoofed signal was used and
the tracked SV signal had a high C/N0. Fig. 4.15e-Fig. 4.15f illustrate the case when the tracked SV
signal has a low C/N0. As expected, the shorter the bin, the more evident the loss of correlation on
the initial bins; however, the estimate also becomes noisier. For this reason a trade-off shall be found.

If instead of a zero-delay attack the attacker is able to gain even a little time advantage by exploiting
the receiver clock uncertainty, then the situation dramatically worsens for the receiver, which quickly
loses the ability to detect the initial attacker uncertainty at all.

It is also clear from Fig. 4.15 that it is hard to define an optimal spoofing detection threshold for
the receiver. Indeed, the correlation level heavily depends on the C/N0 and thus on the noise variance
of the received signal. As already discussed, the receiver cannot reliably determine his actual C/N0

nor check if the estimated value corresponds to the expected one, predominantly due to effects linked
to the environment. While it might be possible for a static receiver to do this in open sky conditions
(e.g., where historical values or a model of the average C/N0 based on the SV elevation could be used),
it is not considered feasible for dynamic receivers. Furthermore, an attacker could easily influence the
C/N0 estimation by artificially introducing noise in the generated signal or intentionally flip (invert
the phase) the generated signal for a fraction of the bin duration, to lower the measured correlation
at the receiver side. In this way, the attacker could reduce the distance between the first bins and the
rest of the symbol, relaxing the need for a perfect estimation since the beginning.

It is possible to formulate this attack as follows: the victim receiver makes use of the correla-
tion based detection strategy, using N bins. Let Cn be the correlation value in the n-th bin and
C = [C1, . . . , CN ]. The detection strategy is to accept the signal as authentic if C lies within some
predetermined set C0. The attacker, that is supposed to know N , aims at inducing a flat correlation
observed by the receiver for each bin. In order to do this he can perform a training phase in which
he obtains an estimation of the typical correlation shape by performing a dry run of the SCER attack
and of the detection strategy. In this way he can achieve an estimation similar to the one in Fig. 4.15c.
Now the attacker can balance the effect of the attack. Let us define Ns as the number of samples
contained in each bin, As as the sample amplitude corresponding to the PRN processed, C1 as the
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Figure 4.15: Suboptimal SCER detection output for the dynamic scenario. The bins width is 10 and
100 µs respectively in the left and right column. The signal used was: authentic signals with high
C/N0 in (a) - (b); spoofed signal with high C/N0 in (c) - (d); spoofed signal with low C/N0 in (e) -
(f).

correlation value of the first bin and Cn as the correlation obtained in the n-th bin. The goal of the
attacker is to reduce the average correlation obtained in the bin n ≥ 2 to C1. The number of samples

95



that must be flipped, Nflipn , can be computed as:

Nflipn =
Cn − C1

2C1
(4.24)

The generated signal presents a flat correlation over all the bins when transmitted; the knowledge of
the receiver noise statistic is not needed, because this will be equally distributed over all the bins.

Table 4.1 details synthetic results and the corresponding parameters of the attack used to obtain
the flat correlation shown in Fig. 4.16 in the previously described dynamic scenario. It is possible to
see that artificially flipping only few µs of signal for each bin it is possible to obtain a flat correlation,
aligned with the first bin. The small number of flipped chips makes detection very challenging, as the
attack cannot be easily differentiated from effects linked to the environment (e.g., multipath).

C/N0 Tbin [µs] ns As C1 Cn Nflipn
Tflip
[µs]

%

high 100 2500 27.6 58750 69000 185 7.4 7.4%
high 10 250 27.6 3145 6900 68 2.7 27%
low 100 2500 4 8750 10000 157 6.24 6.2%
low 10 250 4 58750 69000 68 2.7 27%

Table 4.1: Summary of the parameters used to balance the effect of the SCER attack.

C/N0
Tbin
[µs]

Nflip1 Nflip2 Nflip3 Nflip4 Nflip5 Nflip6 Nflip7 Nflip8 Nflip9 Nflip10 Nflip11 · · ·

low 10 0 48 55 63 64 67 67 67 67 67 67 · · ·
high 10 0 46 55 59 62 64 65 66 66 66 67 · · ·
low 100 0 157 157 157 157 157 157 157 157 - - -
high 100 0 185 185 185 185 185 185 185 185 - - -

Table 4.2: Number of samples flipped in the n-th bin in order to balance the SCER attack. The result
is shown in Fig. 4.16.

The drawback of this attack strategy is the degradation of the C/N0. In order to reduce this effect,
the attacker can attempt to maximize the average correlation of the first bin C1, for example, using
a time-varying strategy that reduces the power level of the first samples where he has the maximum
uncertainty, and transmitting the last samples of the first bin at a higher power. A pictorial example
is reported in Fig. 4.17, where the power level in the first bin starts at zero and increases over the
time. After the first bin, in the bin 2, 3 and 4 the power level is set to a stable value that should match
the expected value of the correlation of the first bin. Clearly the attacker has some constraint on the
power level used, both for hardware limitations and to avoid being easily detected. Indeed, several
anti-spoofing techniques make use of the received power, for instance monitoring the AGC level [14].

The long symbol periods of open service GNSS signals, yield a significant opportunity for the
attacker. After reaching a reliable estimate ŵn(t), the attacker can generate a signal that almost
perfectly resembles the legitimate signal. The attacker is able to exploit the long integration time
at the receiver side to hide the initial uncertainty. Moreover, the noise level in the signal can be
artificially increased in order to hide the initial uncertainty and make it comparable to the noise of
the signal. Due to the long symbol period, the receiver will still track and demodulate the symbol
correctly.

It is worth noting that with more recent signals such as the Galileo E1B or GPS L1C, which
make use of channel coding to reduce the BER, the attacker may even have his incorrect estimations
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Figure 4.16: Suboptimal SCER detection output for the dynamic scenario with balance attack.
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Figure 4.17: Example of time-varying power level for SCER attack against correlation based detection
strategy.

corrected by the victim decoder itself and the FEC redundancy can be leveraged to mount a FEA
attack [74].

A method to limit the effectiveness of the attack is to increase the difficulty of estimating un-
predictable symbols. This can be done by reducing the per symbol energy, either by reducing the
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transmission power or the symbol length.

Use of GNSS signals with much lower energy per symbol (higher chipping rate) can significantly
increase the difficulty of an attack. For example the GPS P(Y) signal, with a chipping rate 10 times
higher than the C/A code. The fact that the P(Y) spreading code is not public (i.e. modulo-2 sum of
P-code and encrypting code), thus an attacker cannot exploit the processing gain, and the observed
energy per symbol is significantly reduced. This, coupled with higher chipping rate, significantly
increases the difficulty of the attack.

In the next section, a technique is presented that exploits the characteristics of the GPS P(Y)
signal to restrict the opportunities for the attacker.

Future investigation on this topic may concern the use of quickest detection theory [107] for SCER
detection. Quickest detection is a statistical framework that aim at minimize the time between the
change in the statistical distribution of a signal or of a time series under analysis. The cumulative sum
(CUSUM) is one of the most popular test in this class. Its use was already investigated in the GNSS
context for both interference detection [108], and spoofing detection [109] using multiple antennas.

4.5 Semi-codeless techniques for anti-spoofing

The GPS C/A code is the most widely used signal by civilian GNSS receivers today. Historically,
this signal was used to facilitate the handover process from C/A to P(Y) code tracking, allowing the
receiver to determine the correct P-code setup parameters and whether spreading code encryption
was active. Today direct acquisition is possible for military users; however, the handover process is
still used by some semi-codeless receivers in order to obtain multi-frequency measurements for high-
precision applications. The P(Y) code is a modulo-2 sum of the P-code and W-code, an encrypting
code which is not known to unauthorized users. The P code chipping rate is 10.23 Mchip/s and the
W chipping rate is 20 times lower, 511.5 Kchip/s.

The GPS anti-spoofing mechanism not only limited the access to the higher-precision precision
signal, but also to the L2 frequency where only the P(Y) signal was transmitted.

In order to have access to a second frequency, providing the possibility to correct errors induced
by the ionosphere, semi-codeless techniques allowed carrier phase measurements to be made on the
L2 frequency without knowledge of the secret W code [110]. Simpler techniques (codeless), involved
squaring of the received signal; however, the squaring operation also increases the noise (reducing the
signal to noise ratio). More sophisticated techniques exploited knowledge of the public P-code before
squaring, maintaining uncertainty on the W-code. By wiping off the P-code, a 20 times reduction
of the signal bandwidth was obtained. Thus by filtering the signal with a bandpass filter before the
squaring operation, the noise could be reduced by 13 dB. These techniques are commonly referred to
as P-code aided squaring.

Several additional techniques were proposed in the literature for combining the P(Y) signal trans-
mitted in both the L1 and L2 frequency, allowing a further performance improvement. An interesting
feature of these techniques is that instead of simply squaring the W code, they perform an estimation
of the W-code, using a range of different estimator techniques.

Our work focuses on the first two techniques discussed as they only require the L1 signal component.
We propose to exploit semi-codeless techniques for the purpose of anti-spoofing. Extension to multi-
frequency receivers is trivial and may allow to achieve better performance.

The following assumptions are made for the anti-spoofing technique presented in this Section:

• The receiver is static, in an open-sky environment tracking high-elevation satellites. It is assumed
that the C/N0 is relatively stable and that the variations due to effects of the local environment
such as multipath are limited.
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• The receiver may be under attack by a spoofer. The task of the receiver is to determine whether
it is under attack and to provide the capability to distinguish between authentic and spoofed
signals.

• It is assumed that the attacker is not able to block legitimate signals (e.g., by unplugging the vic-
tim receiver antenna and connecting it directly to the spoofer). As a consequence, the technique
may not be suitable for applications where the user himself is the attacker (i.e., self-spoofing).

• It is assumed the signal is unpredictable, such that an attacker is not able to generate a valid
signal before the transmission of the authentic one from the satellite.

A high-level overview of attack strategies is described below:

• Simple signal generation: a non-sophisticated attacker may generate the C/A signal component
only. The use of semi-codeless techniques allows the receiver to detect the absence of the P(Y)
component or whether the fixed power ratio between the component is verified.

• Complex signal generation: a sophisticated attacker may generate both C/A and P(Y) compo-
nents as per the Interface Control Document (ICD). Because the W code is not public, the victim
is unable to directly check if the received signal is modulated by the correct W code. There are
some techniques that attempt a cross-check between receivers [94] or send the sampled RF signal
to a secure server, which has access to the military code to perform the PVT computation. If
the generated signals can reach the receiver antenna synchronized with the authentic signals,
the detection would be based on the difference of the W-code. In [94] the idea of extracting the
W-code through a semi-codeless receiver and the comparison with an estimation coming from a
ground infrastructure equipped with a high gain antenna is presented.

• Meaconing: the simplest way to spoof the signal with the authentic W code is to perform a
meaconing attack. The attacker receives the signal, waits for a desired delay, and then re-
transmits the signal towards the victim receiver. The signals will not be aligned at the receiver
antenna, thus at least two correlation peaks (both on C/A and P(Y)) would be found in the
acquisition, both with the correct W-code. In the case of meaconing, ranges can only be delayed
(not anticipated). Furthermore, this type of attack would result in a spoofed signal that is noisier
than the authentic one.

• SCER: a sophisticated attacker may try to reduce the noise on the spoofed signal by performing
an estimation of the W-code as described in Section 4.4. Even with this type of attack, a
delay in the generation of the spoofing signal is introduced. Due to the very short bit duration
(about 2µs), the attacker is constrained in the amount of energy that can be accumulated in
this duration without significant antenna gain (e.g., steerable dish antennas), see Fig. 4.14a. The
difference with the SCER attack on the C/A is the symbol duration and therefore the amount
of energy that can be accumulated. This permits a synchronized attack by generating random
samples before sufficient energy has been accumulated and hiding this by adding noise once a
reliable estimate has been obtained so that this type of attack cannot be easily differentiated
from noise induced from the environment. Due to the limited energy that can be accumulated
for a short P(Y) chip duration, techniques for hiding the attack strategy are very limited. The
short bit duration therefore significantly reduces the effectiveness of a SCER attack, where the
need for a higher antenna gain would make an attack more expensive and possibly visible (less
covert).

Considering a signal with an unknown code and very short bit duration (e.g. W-code bit), the
degrees of freedom for the attacker to be able to generate an undetectable aligned spoofing signal with
the correct code are very limited.
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Figure 4.18: Proposed autonomous anti-spoofing scheme.

4.5.1 P(Y) acquisition with reduced search space

The first technique we propose consists in exploiting the semi-codeless tracking methods to obtain an
estimate of the received W code, and to verify the consistency of the P(Y) code phase and carrier
frequency with the C/A one. The concept is shown in Fig. 4.18. The digitized signal is acquired and
tracked using the C/A component. The output of the tracking loop is used to wipe-off both ranging
codes (C/A and P) and the result is filtered to reduce noise. Then, the carrier phase is removed
using the PLL output. The only component left in the signal is the W code. Integrating at the W
code rate and using an estimator (e.g., the MAP estimator discussed in the SCER section) allows to
recover the secret W bits. Due to the independence of the cryptographical bits, no processing gain
can be leveraged and thus there is no advantage in using longer integration time, thus each bit can
be estimated independently. The probability of correct bit estimation will degrade sharply below a
certain C/N0. If the estimation is performed independently for each W chip, selecting the combination
with the maximum energy detected among all the combinations used, this becomes a semi-coherent
integration that provides advantage over a non-coherent integration [18]. Clearly, the reliability of the
estimation depends on the C/N0, the antenna gain, the estimator used and the noise figure of the
receiver.

4.5.1.1 W code coherence

When a W bit sequence estimation is available, it is passed to a detector that compares the estimation
coming from different tracking loops locked on different correlation peaks in order to verify if all the
tracked replicas are modulated by the same secret spreading code for that PRN. In order to compare
between two estimations the cross-correlation is computed. We can distinguish three cases:

(a) both the signals are authentic, e.g., LOS and multipath of the authentic signal: in this case the
cross-correlation should show a correlation peak.

(b) both the signals are spoofed, e.g., LOS and multipath of the spoofed signal: even in this case
the cross-correlation should show a correlation peak, rendering the detection ineffective. For this
reason we assume that at least one of the peak corresponds to an authentic signal.

(c) one signal is authentic and the other is spoofed.
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In order to discriminate between case (a) and (c), a characterization of the cross-correlation result
is needed. Due to the independence of the W bits, a multibit statistic is just an extension of the single
bit one. Let us denote by p the equivalent BER of the receiver, and by q the equivalent BER of the
attacker. These include the channel effects, the antenna gain and the estimation strategy.

Let x be the random variable that represents the product of two W bit estimations. For the sake
of simplicity we can assume a hard detection estimation that represents a pessimistic assumption for
the performance. The pmd of x when both the signals are legitimate px|ll(a) and when a signal is
legitimate and the other one is spoofed px|ls(a) can be written as:

px|ll(a) =

{
p2 + (1− p)2 a = 1

2p(1− p) a = −1
(4.25)

px|ls(a) =

{
p2q + q(p− 1)2 + 2p(p− 1)(q − 1) a = 1

(p− 1)2(1− q) + p2(1− q) + 2pq(1− p) a = −1
(4.26)

The detection strategy for determining between the two cases is a hypothesis testing problem based
on the cross-correlation of the two estimations:

y =

N∑
n=1

xn (4.27)

This sum is a random variable itself and it is possible to write it as the sum of two Gaussian variables:

N+ =
N∑
n=1

χ{xn = 1}

∼ N
(
Npx|z(1), Npx|z(1)px|z(−1)

) (4.28)

N− =
N∑
n=1

χ{xn = −1}

∼ N
(
Npx|z(−1), Npx|z(−1)px|z(1)

) (4.29)

py|z(a) ' N+ −N− = N − 2N− (4.30)

where z can be ll or ls. The K-L divergence between two Gaussian distributions N (νa, σ
2
a) and

N (νb, σ
2
b ) is given by

D(a, b) = log

(
σa
σb

)
+

(
σ2
a + (µa − µb)2

2σ2
b

)
− 1

2
(4.31)

When deriving D(py|ll, py|ls) and D(py|ls, py|ll) (see Fig. 4.19), is seen that as p→ 0.5 both divergences
are close to 0 irrespective of q. For p→ 1, the distinguishability depends on q: for q close to 0.5 it is
very easy to detect the attack, while for q close to 1 it is more difficult.

It is possible to select the target p, q and compute the outer bound in the detection probability
using the LRT, that is the strategy that yields the minimum pmd for any given constraint on pfa, and
vice versa [102, §3.3][98] if both the statistics of the legitimate and spoofed signal are known (i.e., if
the victim is aware of the particular strategy adopted by the spoofer). If the spoofer strategy is not
known, a GLRT strategy shall be used but will lead to worse results.

Based on the BER of both the attacker and the receiver, it is possible to find the minimum
observation time to achieve the desired performance in terms of false alarm probability pfa and of
missed detection probability pmd. The bigger the attacker advantage over the victim receiver, the
longer the necessary minimum observation time, which in turn leads to a longer TBA.
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Figure 4.19: K-L divergence for 1 ms of W bit sequence observation.

An example is reported in Fig. 4.20, for (a) p = 0.75, q = 0.9 and (b) p = 0.55, q = 0.9. It is evident
that when the attacker advantage is limited, the detection mechanism requires a short observation
time; while as his advantage increases the receiver needs to accumulate more W chips, requiring a
much longer time before being able to distinguish between the authentic and spoofed signals. An
advantage of working with the W secret code is that due to its high rate of 511,5 Kbit/s, the 6 Mbit
taken into account correspond to an observation period slightly shorter than 12 seconds.

In this section a detection statistic between two peaks was presented. The extension to a detection
statistic that takes into account distorted (or multiple) auto-correlation peaks, possibly achieving
better results by leveraging more signal features (e.g., correspondence to a multipath model), is left
for future work.

4.5.1.2 P(Y) Acquisition

When a sufficiently long W sequence is estimated (in the order of tens of milliseconds), a second check
can be performed. This check is a direct P(Y) acquisition. At this stage, the receiver has achieved a
good time synchronization and knows which W sequence shall be used to build the local replica, thus
there is no need to perform the acquisition over a big search space, and the computational complexity
can be reduced. On the other hand, a larger search space, improves the anti-spoofing performance. A
tradeoff between the search space dimension and the search resolution shall be found. Moreover, the
time required to perform this acquisition is not critical and can take up to some seconds, alleviating the
computational requirement. Clearly, the performance depends on the BER on the W code estimation,
and the worse the estimation performance, the longer the required integration time to achieve the
desired detection capability.

The output of the acquisition stage are three measures: estimated carrier frequency, estimated code
phase, and the number of correlation peaks. Two types of checks can be performed on these outputs.
The first check is on the number of correlation peaks and on their relative position. If the signal is
LOS, only one peak should be found. If LOS and multipath are present, a distorted correlation peak
or secondary smaller delayed peaks can be found. The presence of two strong peaks very distant from
each other, may indicate a meaconing attack. The estimated code phase and carrier frequency can
be compared with the ones obtained from the C/A acquisition in order to check the coherence of the
measures. A mismatch may also indicate a spoofing attack. The value of the correlation peak can also
be compared to that of the C/A in order to check the coherence with the fixed power relationship.
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Figure 4.20: Outer bound of achievable performance for different p, q and observation time. q = 0.9,
while p = 0.55 for solid lines and p = 0.75 for dashed lines.

4.5.2 Estimation of residual energy

A second way to exploit semi-codeless tracking techniques is an iterative estimation and removal
process.

The carrier-phase measurements are typically used in surveying applications due to the improved
accuracy that they achieve with respect to code-phase measurements. Indeed, code-phase measure-
ments are more affected by multipath and are in general much noisier.

For these reasons, a second integrity check can be performed comparing carrier-phase measurements
obtained from a different iteration of the processing.

The scheme is shown in Fig. 4.21. The initial part of the processing is equivalent to the one
proposed in Fig. 4.18. After the carrier wipe-off, besides the W code, other terms such as multipath
or a spoofed signal are also present in the signal. Recognizing this, the processing is repeated on this
residual energy. If the receiver is tracking a spoofed C/A signal, the residual energy will contain the
non spoofed C/A and P(Y), which will be coherent between them. As an example, we can think of
a P code aided squaring (also known as semi-codeless squaring) and to use long coherent integration
time to obtain a low noise estimation of the Doppler frequency.

In the ideal case of LOS and of perfect tracking by the first tracking loop, no signal is present
after the wipe-off, so the second tracking loop should not be able to acquire and track the signal. If
the receiver is under spoofing attack, the second tracking loop should acquire and track a signal. The
estimated Doppler frequency shall be different form the first one, as indeed the spoofed is trying to
influence the PVT computation of the receiver by changing the ranging. If there is multipath, the
second tracking loop should be able to acquire and track a signal.

This approach suffers from an important drawback: the estimation (even more in the case of
squaring) introduces some interference into the remaining part of the signal. These terms will also
include cross-correlation terms, and this may degrade the sensitivity of the scheme. This issue is even
more evident if a codeless technique is applied, because the goal of the detection is to distinguish the
Doppler frequency of all the legitimate SVs in view from possible unknown spoofing terms.

On the other hand, even if suffering from squaring losses, the receiver complexity is reduced with
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Figure 4.21: Proposed autonomous anti-spoofing scheme.

respect to relative to the semi-coherent estimation of the W code presented in the Section 4.4. For
these reasons the determination of an optimal detection strategy is postponed to future work.

4.6 A signal level scheme based on integrity codes

Integrity Codes (I-code) are a mechanism to protect the integrity of broadcast messages without re-
quiring a prior shared secret, that was proposed in [111]. The mechanism operates at the physical layer
allowing detecting inconsistencies in the message received due to transmission of malicious message
from an attacker. Let the transmitted signal x(t) carry the legitimate navigation message m. The
attacker sends out a signal z(t) such that the received signal y(t) = x(t) + z(t) will be decoded to a
false message m′ 6= m. A first use in GNSS proposed in [112] leverages

• on/off binary modulation with ‘1’ being encoded to some waveform x1(t)

• unidirectional error detecting codes (e.g., Manchester) so that any ‘0’ → ‘1’ modification can be
detected

• a randomized waveform x1(t) to avoid ‘1’ → ‘0’ modification through cancellation with z(t) =
−x1(t)

• a simple energy detection receiver, no need to share randomness

4.6.1 Unidirectional error detecting code

The unidirectional error detecting code proposed in [111] is the Manchester coding, that encodes a
message of length k bit to a sequence of length 2k. In [113] a more efficient unidirectional coding
is proposed, that outputs sequences of k + O(log2 k) bit. The coded message consists of the original
message, denoted by S0, with the appendix of a series of segments S1, S2, . . . , S`. Each segment Si
have lengths ki defined as:

ki =


k i = 0

blog ki−1c+ 1 1 ≤ i ≤ `− 2

2 `− 1 ≤ i ≤ `
(4.32)

The segment Si is the binary representation of the number of ‘1’ bits in the preceding segment Si−1.
The receiver can check the integrity of the message by comparing the number of ‘1’ in each segment
with the number reported in the next segment. Since the adversary is only able to change ‘0’ to ‘1’,
any modification will result inconsistent with the coding.
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4.6.2 Randomization of the waveform

The use of I-code in GNSS is not straightforward due to the randomization process of the waveform.
Indeed, this shall not destroy the orthogonality between PRNs for different SVs and affect the receiver
design increasing the complexity.

The original concept [111] achieves randomization of the waveform by randomly changing the
carrier phase multiple times in each symbol period. On one side, this makes it difficult for an attacker
to guess the actual phase shifts and to generate a signal that arrives in anti-phase at the receiver
antenna, but it is difficult to be tracked by a traditional PLL architecture. To simplify the receiver
design, it is proposed to randomize the waveform by flipping some chips in the PRN code. More
precisely, each chip is independently flipped with probability p < 1/2.

The signal generation is depicted in Fig. 4.22. The message (Fig. 4.22a) is first encoded using the
unidirectional code (Fig. 4.22b), then each ‘1’ bit is multiplied by the spreading code (Fig. 4.22c) while
the ‘0’ bit is left as a radio silence. In order to achieve randomization, some chips of the PRN are
randomly flipped (Fig. 4.22d). Finally, the generated message is transmitted between two consecutive
I-delimiters (Fig. 4.22e), bit sequences that violate the coding rule, in order to allow message synchro-
nization. For the Manchester coding a simple I-delimiter is represented by the sequence ‘111000’ that
violates the maximum consecutive number of ‘0’s and ‘1’s that is two.

1 0 1 1 0
message

(a)

1 0 0 1 1 0 1 0 0 1
I-code

(b)

PRN

(c)

tx signal

(d)

· · · 111000︸ ︷︷ ︸
I-delimiter

I-code︷ ︸︸ ︷
1001101001 111000︸ ︷︷ ︸

I-delimiter

I-code︷ ︸︸ ︷
0110101001 111000︸ ︷︷ ︸

I-delimiter

· · ·

(e)

Figure 4.22: I-codes generation and transmission.
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Figure 4.23: Randomization of the I-codes waveform through chip flipping.
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Let us define ci(n) as the n-th chip of the spreading code associated to the SVi. Every chip ci(n)
of the spreading code ci is flipped in accordance to a random variable δi(n) ∈ {±1} with probability

P [δi(n) = −1] = p (4.33)

The SV sends the sequence xi(n) = δi(n)ci(n). The spoofer decide whether to flip or not the chips of
ci(n) according to a random variable εi(n) ∈ {±1} with probability

P [εi(n) = −1] = q (4.34)

and broadcast the resulting sequence zi(n) = εi(n)ci(n). The received signal is{
yi = xi +w , for the legitimate signal
ui = xi − zi +w , for the cancelled signal

(4.35)

where w is the receiver noise. It is possible to rewrite ui(n) as

ui(n) = δi(n)ci(n)− ε(n)ci(n) + wi(n) = (δi(n)− εi(n))ci(n) + wi(n) = αi(n)ci(n) + wi(n) (4.36)

where αi(n) becomes a random variable that takes values in {−2, 0, 2} with pmd:

pαi(n)(a) =


p(1− q) a = 2

1− (p+ q) + 2pq a = 0

q(1− p) a = −2

(4.37)

Intuitively, a lower probability of flipping the chip p leads to a better distinguishability among different
PRNs but eases the prediction and the cancellation of the legitimate navigation signal by an attacker.
Thus, on the one hand p→ 0 is the optimal case for the usability, while on the other hand p→ 0.5 is
the optimal case for the security. In the following Section a security analysis will be presented, that
can be used to design the system according to the desired performance.

4.6.3 Attack model and success probability

The attacker attempts to cancel xi(t) (randomized) by transmitting a randomized waveform zi(t)
opposite to the PRN code where each chip is independently flipped with probability q < 1/2. The K-
L divergence between the legitimate and the canceled signal D(yi||ui) due to the independent flipping
process can be written as LD(yi||ui) where L is the number of chip considered. The pdf of the received
signal canceled by the attacker can be written as:

fu(a) =
∑
m∈Aα

pα(m)fw(a−m) (4.38)

=
∑
m∈Aα

pα(m)e

2am−m2

2σ2 (4.39)

the per-chip K-L divergence between the canceled signal and the noise can be computed as:

D(ui||wi) =

∫
fu(a) log2

fu(a)

fw(a)
da (4.40)

=
∑
m∈Aα

pα(m)

∫
fw(a−m) log2

 ∑
n∈Aα

pα(n)e

2am−m2

2σ2

 da (4.41)
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D(wi||ui) can be derived analogously. The results, computed for p = q are shown in Fig. 4.24. As
expected, for p = 0.5 it is not possible to distinguish among different PRNs, destroying the CDMA
concept. On the other end of the range, for p = 0 the attacker is able to perfectly cancel the transmitted
signal, making it impossible to detect the attack. Thus, the working point shall have 0 < p < 1/2.
Clearly the behavior is symmetric with respect to 0.5.

0 0.3 0.5 0.7 1
0

0.5

1

p = q

SNR = −5 dB

(a)

0 0.3 0.5 0.7 1

10−7

10−5

10−3

p = q

SNR = −25 dB
(C/N0 = 44 dB/Hz, B = 8 MHz)

(b)

Figure 4.24: Per-chip K-L divergence between signals from different SVs (in blue); authentic bit ‘0’
and bit ‘1’ erased by the attacker (in red); and bit ‘1’ erased by the attacker and authentic bit ‘0’ (in
green).

The optimal attack strategy is the one that minimizes the per-chip K-L divergence. From Fig. 4.25
it can be seen that the divergence is dependent on the SNR, so the attack strategy should be too.

The optimal attack has 0 ≤ q ≤ p with{
q → 0 , for SNR→∞
q → p , for SNR→ 0

(4.42)

as shown in Fig. 4.26, where it can be seen that for low SNR the optimal attack strategy is to match
the flipping probability of the legitimate signal δi. When the SNR increases, the optimal chip-flipping
probability of the attacker εi decrease and tends to 0. It should be noted that for GNSS signals the
usual SNR for LOS signals received with a low gain antenna is around -25dB, and can be much lower
for non LOS signals. In this SNR region the attacker is not required to know anything other than the
exact position of the victim receiver antenna. On the other hand high gain antennas with 30+ dB
gain are available on the market, which move the working point to a region where the attacker should
also know the SNR at the receiver antenna.

As the SNR increases, also the ability to distinguish between the noise and a canceled signal
increase, giving to the receiver the ability to detect much easily an attack. Based on the divergence
for the target receiver’ SNR, it is possible to select the chip flipping probability p in order to match the
desired performance in terms of false alarm and missed detection probability. Moreover, it is possible
to trade the ability to detect an attacker on a per-chip basis in order to reduce the cross-correlation
problem, balancing this with a longer observation time.

An implementation issue comes with the signal and modulation requirements. Indeed, in order to
maximize the efficiency of the high power amplifier the multiplexed signal shall have constant-envelope
[114]. Clearly the pulsed nature of the on/off binary modulation is not offering a constant-envelope,
so an optimal modulation scheme that accommodates pulsed signals shall be designed. This is left to
future work.
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Figure 4.25: Per-chip K-L divergence: in (a),(b) the SNR is set to -5dB , in (c),(d) to -25dB. Figures
(a) and (c) represent the divergence between the noise and canceled signal, while (b),(d) between the
cancelled signal and noise.
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Figure 4.26: Optimal attack strategy against I-code. The dashed line is for SNR = 5 dB, the dotted
dashed line for SNR = −5 dB, and the solid line for SNR = −25 dB. The red line is the chip flipping
probability that minimize the divergence between the noise and the canceled signal, while in blue line
the attack strategy that minimize the divergence between the canceled and the noise.
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4.7 Joint data and signal layer authentication

The requirements of a signal layer authentication mechanism can be summarize as:

• shall prevent signal generation attack, it should be hard for an attacker to generate a GNSS like
signal that pass the verification and it is used in the PVT computation

• shall provide the capability to distinguish between legitimate signals and intentionally delayed
replicas (meaconing, selective delay attacks)

A viable solution to achieve signal layer authentication is the use of SCE. The secret spreading code
shall be:

• hard to predict

• reliably reconstructed by a key/seed

• require small bandwidth for the broadcast of the key/seed

• efficiently generated, without requiring computationally intense operations

4.7.1 Detection strategy

Spoofing detection strategy can be classified by where it takes places:

• before correlation, e.g., SCER detection, optimal from the theoretical point of view but requires
the knowledge of the attack strategy and of the receiver condition

• after correlation, e.g., detection based on hypothesis testing on the correlation amplitude, are
easier to be implemented but achieve suboptimal performance and still requires the knowledge
of the attack strategy and of the receiver condition

Many of the detection strategies present in the literature are based on the statistics of the received
signals, e.g., SCER see Section 4.4, or on the presence/amplitude of a correlation peak due to the secret
spreading code [91, 106]. In Section 4.4 it is shown that correlation amplitude based techniques could
be easily influenced by the attacker when applied to NMA. By applying a similar detection strategy
to SCE, we can write x as the product of the received signal, s̃, with the reconstructed reliable replica
of the secret spreading code, s, after having received and authenticated the key/seed. The pmd of x
in the legitimate and spoofed case respectively can be written as:

px|l(a) =

{
p a = 1

1− p a = −1
(4.43)

px|s(a) =

{
qp+ (1− q)(1− p) a = 1

q(1− p) + p(1− q) a = −1
(4.44)

It is important to note that the same correlation value can be either obtained due to poor SV visibility
(low p) or due to highly reliable spoofer estimation (high q). In order to discriminate between the two
cases the knowledge of both p and q is needed.

Readers can note that detection strategy based either on the statistics of the received signal or
on the correlation amplitude, requires some knowledge of the instantaneous attacker’s and receiver
conditions.

A different approach is a detection mechanism based on the time of arrival. Similarly to what was
discussed in Section 4.5, the unpredictability of the secret spreading code does not allow to generate a
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valid signal prior to the transmission of the legitimate signal from the SV. This force the spoofed signal
to arrive at the receiver antenna delayed with respect to the legitimate signal. Under the hypothesis
that the attacker is not able to block or cancel the legitimate signal, e.g., unplugging the receiver
antenna and plugging it to a signal generator, the first identified correlation peak corresponds to the
legitimate signal.

4.7.2 Spreading code encryption and NMA integration

Assuming that NMA data are provided by SigAm, see Section 3.5 or TESLA, see Section 3.2.2,
the values taken from the one-way chain can be used as a seed for generating the secret spreading
code similarly to what proposed in [79]. An advantage of the use of SigAm over TESLA is that it
results in a simpler receiver without requiring the implementation of MAC algorithms and that the
authentication tags jointly authenticates the navigation message and generates the secret spreading
code. To generate the spreading code any stream cipher can be used, e.g., AES or Grain 128a [88].
Being the seed smaller than the produced spreading sequence, it shall be dimensioned to fulfill the
desired guessing probability. Depending on the modulation, SCE might be either interleaved with the
open spreading code or multiplexed with it. In the former case the secret part shall be allocated over
spare symbols, because the receiver will not be able to demodulate the symbols until the reception
of the seed; while in the latter approach the secret spreading sequence might be even continuously
multiplexed. The interleaving approach could result in some issues for some tracking loop design [115],
while the multiplexed approach results in a correlation loss and could increase cross correlation.

Assuming that the secret spreading code is only partially encrypted, e.g., SSSC [91], the receiver
can operate on the open part of the spreading code with limited performance degradation. This
degradation affects equally all the receivers, independently on whether they are interested or not in
authentication. After the acquisition, tracking and data demodulation using the open component,
the receiver obtains the navigation message and NMA data. After verifying their authenticity, the
authentication tags can be used as seed to generate a local replica of the secret spreading code. During
the tracking, the receiver buffers the raw RF samples corresponding to the search window where it
is expected the presence of the SCE. At this point the receiver can perform an acquisition using the
secret portion of the code on the buffered samples. Three cases can be observed:

• no correlation peak: corresponds to a signal forging attack

• one correlation peak: corresponds either to the normal situation, or corresponds to a meaconing
attack or signal blocking (exclude by hypothesis). This can also correspond to a meaconing
attack with a longer delay that the observed time windows

• two correaltion peaks: corresponds to a multipath or meaconing/selective delay attack

In order to avoid multiple correlation peaks an opportunity for the attacker is to cancel the legit-
imate signal. This can be accomplished by generating a replica of the signal that arrives at the
receiver antenna exactly the same amplitude of the legitimate signal but with opposite phase. The
unpredictability of the signal, guaranteed by the hypothesis on the secret spreading code, forces the
attacker to estimate and replay the signal on the fly, mounting a SCER like attack. This attack
can be limited by increasing the chipping rate. Moreover, simply estimating the chip is not enough,
the attacker shall also know with very high precision the distance between its transmitting antenna
and the receiver one, and shall be able to predict the effect of the channel on the transmitted signal
(amplitude and phase) [111]. Therefore, mounting a successful signal cancellation attack is highly
challenging.

The position of the SCE correlation peak obtained is compared with the one of the open code. If
inconsistency are observed, spoofing is declared. The spoofing detection mechanism shall accept all
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the signals that shown a single correlation peak or multiple peaks that lie in the expected multipath
envelope. This might result in accepting spoofing signal as valid if their impact on the PVT is
comparable to that of multipath, while those spoofing attacks that aim at inducing a considerable
PVT error will be detected.

The receiver will be able to detect attacks that impose a delay that falls in the search window.
Therefore, the definition of the search window is at the same time a degree of freedom of the design,
both at the system level (seed disclosure rate), and at the receiver level (storage capacity) and a critical
point for the security of the scheme. Similar to the delayed key disclosure for TESLA, a lower seed
disclosure rate requires a looser receiver time synchronization. Indeed, an attacker shall obtain a bigger
time advantage in order to get the seed from the SIS before generating and transmitting to the victim
a valid ranging signal. On the other hand wider search windows requires larger storage capacity and
leads to higher computational burden in the SCE acquisition, but allows detecting spoofing attacks
with larger ranging difference.

The most critical phase is the cold start acquisition, where the receiver may have a poor time
synchronization. It is important to have a good local oscillator that reduces the time uncertainty
window at startup. During the acquisition of open code, the receiver shall reject any ranging signal
that does not agree with the time uncertainty. If the acquisition can not be performed because for
any reason the receiver has a clock error, it shall not update the local clock using GNSS but a secure
time transfer, e.g., secure Network Time Protocol (NTP) trough terrestrial data link, is required.

The signal modulation is another system parameter. The SCE signal can be modulated either
using the same modulation of the open signal or a specialized one. In the former case the open and
the SCE component are subject to the same group delay and mulitpath envelope, thus it is easier to
compare the pseudoranges computed on the two component, while in the latter the receiver may not
be able to distinguish among different group delay and spoofing with small ranging error. On the other
hand signals designing a specialized signal may allow to improve the anti-spoofing capability using
higher chipping rate, that are useful to make harder the capture of the tracking loop. Higher chipping
rate signals must also be sampled at higher frequency, leading to a higher storage capacity and to more
computational intensive operations. A viable solution that lies in between the two approaches may
be the use of a CBOC modulation with an open BOC(1,1) component and an encrypted BOC(6,1)
component.

4.8 Signal authentication for SBAS

Currently, SBAS is used only for receiving integrity messages, but its signal may also be used for
ranging in a similar way to the GNSS one. Thus, at the moment, it is sufficient to protect the SBAS
data, as discussed in Section 3.7, but in the future also SBAS ranging protection may be interesting.

In the context of the EAST project, SBAS signal layer authentication was evaluated with the main
goal of protecting the SBAS messages. The techniques evaluated are forms of watermarking, where
part of the spreading code is overwritten by a cryptographic sequence. One approach is SSSC, see
Section 4.2.3, while the second approach does not keep fixed the position of the code overwritten, but
a second cryptographic function generates the index of the chips that will be substituted by the secret
sequence. It should be noted that, in general, a signal layer verification does not directly imply data
authentication. Indeed, SCE protects only the data carried by the encrypted portion of the signal,
against an attacker with a limited advantage in terms of antenna gain. Moreover, data authentica-
tion through signal level technique is achieved by a hypothesis testing approach and the minimum
detectable duration of the attack depends on both the receiver’s and attacker’ SNR. This means that
it is possible that some bit of the SBAS message are altered without failing the authentication veri-
fication, in contrast with respect to data level authentication, where a single bit corrupted lead to a
failure in the verification. However, for an attacker modify the data while maintaining the consistency
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with the signal layer authentication check, it becomes a much more challenging task.
Two approaches are possible:

• real time authentication, will require the adoption of security modules, for preventing the user
to use the secret cryptographic material to spoof other receivers

• delayed key disclosure, will avoid security modules, being suitable for open service

Unfortunately the delayed key disclosure will require a constant data exchange. Data that, in
turn, shall be authenticated, thus all the consideration of data layer authentication applies also to
signal layer authentication with delayed key disclosure. Moreover, the signal layer authentication
require overriding at least part of the public spreading code with a secret spreading code that it is
not available to open service users that doesn’t have access to the cryptographic material for the
verification. This cause an auto-correlation loss and increase the BER and might increase the cross-
correlation, degrading the performance of users not interested in authentication.

Therefore, the data layer authentication seems to be the most affordable solution, while the signal
layer authentication techniques should be taken into account only if providing ranging through GEO
satellites is considered an interesting feature of the system.
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Chapter 5

Physical layer authentication for IoT

This Chapter will discuss message authentication though physical layer authentication in a IoT envi-
ronment. The results on this topic were published in [8, 9].

Message authentication is an important feature of communications systems, and it will become
more and more important as multiple devices will autonomously communicate without much user in-
tervention in IoT scenarios. Moreover, in this pervasive context many devices will include very simple
capabilities, will communicate in a wireless fashion, and will be significantly limited by energy con-
straints. Therefore, new authentication schemes that do not require heavy exchange of cryptographic
keys and use of security protocols may be extremely useful. Currently, authentication mechanisms are
already deployed in Wireless Sensors and Actuators Networks (WSAN) and operate at the Medium
Access Control or higher layers using cryptographic approaches: for example, the IEEE 802.15.4
standard encompasses the extension of counter mode encryption and cipher block chaining message
authentication code [116] algorithm.

A possible solution to ease authentication is provided by physical layer authentication mechanisms,
where the features of the channel over which transmission occurs are exploited. As described in the
survey paper [117] the physical layer authentication mechanisms can be divided into two categories: one
using keys for the authentication and the other not requiring keys. Key-based authentication schemes
have been extensively studied in the ’80s [118, 119]. In [98] message authentication is interpreted as
a hypothesis testing problem, thus extending the previous scenarios. More recently, the presence of
noise in the authentication procedure (still based on keys) has been considered in [120, 121]. Recent
studies have been focused on joint channel and authentication coding [99]. The problem of key-
based authentication schemes, however, is that a shared key is needed, having in turn the problem
of generating and managing the key, which can be particularly difficult for non-controlled devices
with constrained computation capabilities. Therefore, we focus on key-less authentication that only
relies on the characteristics of the channel over which the communication occurs. In particular, it is
exploited the fact that the legitimate receiver knows the channel, while the eavesdropper sees another
channel due to a different position with respect to the legitimate receiver. In this case, the receiver
can perform a two-stage authentication by which it first estimates the channel using a message that
has been authenticated by some other means and, for forthcoming messages, it checks if the channel
is the same of the first transmission. The attacker can suitably process the transmitted signal in order
to let the receiver estimate a different channel, and various deterministic attack strategies have been
considered in [122, 100]. A statistical attack strategy has been investigated in [123], while in [124] it
has been proved that secure authentication is possible when the legitimate transmitter has a noisy
channel to the receiver whose behavior cannot be completely simulated by the attacker.

In this work, it is considered an IoT network where many source nodes aim at exchanging messages
with a single concentrator node, i.e., a Cellular Internet of things (CIoT) network [125, Sec. I]. To this
end, they are assisted by anchor nodes that are trusted and connected securely with the concentrator
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node. Let us define the set of the anchor nodes as anchor network. In this context, the aim is to
provide a message authentication scheme based on the channel characteristics between the source nodes
and the anchor nodes. Assuming that the anchor nodes have a limited energy availability, suitable
scheduling policies for the activation of the anchor nodes for authentication purposes to maximize
the anchor network lifespan while guaranteeing given False Alarm (FA) and Missed Detection (MD)
probabilities of the authentication process will be proposed.

5.1 Physical layer authentication

Let us consider an IoT network with M legitimate sources and N anchor nodes (with indices i =
1, . . . , N) and one concentrator node c. In the IoT scenario, where devices transmit at a low rate, we
assume that the communication channel between each source s and each anchor node i is narrowband
and can be represented by a single complex coefficient. We suppose that the communication between
the anchor nodes and the concentrator node c is secure, either by some additional communication
feature or also because these nodes are connected to node c by a wired network. The anchor nodes are
battery-powered and we assume that for each transmission a fixed amount of energy E0 is consumed
so that each anchor node is able to perform at most Q message authentications.

Let hi(s) be the channel gain from the generic source node s to anchor node i = 1, . . . , N . hi(s) in-
cludes the effects of path loss, typically deterministic given the node positions, and those of shadowing
and fading, modeled as random. The channel power gain is

E[|hi(s)|2] = λi , i = 1, . . . , N. (5.1)

In the following we will assume independent fading over each source-anchor link and for each trans-
mission, thus

E[hi(s)h∗j (s)] = 0 , ∀i 6= j (5.2)

where ·∗ denotes the complex conjugate operator. Let λi be the path loss value of the link between
anchor node i and the source node s. We collect the channel gains into the N -size row vector h(s),
i.e.,

h(s) = [h1(s), . . . , hN (s)] . (5.3)

5.1.1 Attacker model

The attacker node a aims at transmitting a message by impersonating a legitimate source node. The
attacker is able to both listen to ongoing transmissions and transmit signals. Moreover, we assume
that the attacker may be equipped with multiple antennas, in order to be able to beamform signals,
conveying messages with different gains to the various anchor nodes.

We indicate by z the random vector of observations available to the attacker, (e.g., the channel
gains from s and c to a and/or the channel gains from a to the N anchor nodes) that we assume
to be somewhat correlated with h(s). In particular, if z = [z1, . . . , zN ] is a vector of N independent
observations, we assume that each one is correlated only with the channel from s to a single anchor
node or the concentrator node, with

E[zih
∗
i (s)]

E[|zi|2]
= ρ , i = 1, . . . , N , (5.4)

E[zih
∗
j (s)] = E[ziz

∗
j ] = 0 , ∀i 6= j. (5.5)

Note that (5.4) establishes that the correlation coefficient is the same for all anchor nodes and (5.5)
yields that only source-anchor and attacker-anchor channels relative to the same anchor are correlated.
However, we will assume that the attacker does neither know vector h(s) nor has access to its estimate.
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This is reasonable since the only way to have access to this estimate is to place spoofing nodes very
close to each anchor node in order to estimate the same channel. The only knowledge available to the
attacker on channel h(s) is its joint statistics with the observations z.

We denote by g = [g1, . . . , gN ] the vector containing the forged channel gains from the attacker to
c and the N anchor nodes. We also assume that both the source nodes and the concentrator do not
know about the presence of the attacker, thus, they do not have an estimate of z or g available.

5.1.2 Authentication protocol

We assume now that all N anchor nodes cooperate for authentication purposes, although in the
following of this Chapter the case in which a subset of anchor nodes is active in the authentication
process will also be considered . We observe that c is empowered by the N assisting nodes for the
authentication procedure, thus it can be seen c as a receiver with N distributed antennas. The
authentication procedure then operates into two phases.

Phase 1: by some secure pairing procedure it is assumed that the message transmitted in this phase
is truly originated by s. The N anchor nodes listen to the transmission and estimate the channel

to s (which by reciprocity is assumed as that from s to the anchor nodes). Let ĥ
(0)
i (s) be the

channel estimate at anchor node i = 1, . . . , N . This estimate is reported to c.

Phase 2: forthcoming messages transmitted by s contain an unencrypted header that indicates the
message source. Whenever the anchor nodes detect the s transmission header, they estimate

the channel. Upon transmission of the k-th message (k ≥ 1) with s’s header, let ĥ
(k)
i (s) be the

estimated channel at anchor node i, which is forwarded to c through an authentication packet
over a secure channel. We collect all channel estimates relative to packet k into the row vector

ĥ(k)(s) = [ĥ
(k)
1 (s), . . . , ĥ

(k)
N (s)] k ≥ 1 . (5.6)

c will take a decision about the message’s authenticity on the base of the obtained channel

estimates. If the actual transmitter is s, ĥ
(k)
i (s) will be an estimate of hi(s), i = 1, . . . , N .

Instead, if the actual transmitter is the attacker, since it can induce any channel g to the anchor

and concentrator nodes, ĥ
(k)
i (s) will be an estimate of gi, i = 1, . . . , N .

The authentication performed by c on ĥ(k)(s) must discern between two hypotheses

• H0: packet k comes from s,

• H1: packet k has been transmitted by the attacker a.

The decision between the two hypotheses is taken by comparing estimates ĥ(k)(s), k > 0 with estimates
ĥ(0)(s).

In the following we assume that the channel realization in two subsequent phases is subject to
different fading (while still correlated), while sources do not move over the phases, so that the path
loss for each node remains constant. Once a packet is deemed as authentic, the estimate ĥ(0)(s) is
updated with the estimate ĥ(k)(s) in order to track channel variations over time. Moreover, we assume
AWGN.

5.1.3 Decision process

When the transmission is not performed by s, it is expected that the channel estimates of Phase 2
significantly differ from those of Phase 1. However, even when the transmission is actually performed
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by s, the estimates in the two phases may differ due to occurred channel variations, noise and inter-
ference. Therefore, the decision process is prone to two well known types of errors: a) False Alarms
(FAs), occurring when a legitimate packet is deemed as not being transmitted by s, and b) Missed
Detections (MDs), occurring when the impersonation attack succeeds, and the message coming from
the attacker a is accepted as authentic. The quality of the detection process is determined by the
probabilities of these two events, and in general a lower value of one yields a higher value of the other.

The detection procedure that, for a given FA probability, minimizes the MD probability is the
LRT. However, this approach requires the knowledge of the statistics of the channel of the attacker
node. Moreover, if a is able to forge the channels to the anchor nodes, the LRT technique requires
the knowledge of the attacking strategy, i.e., vector g. Therefore, it is unrealistic to have all this
knowledge, and LRT must be dropped in favor of the GLRT [102]. In GLRT the knowledge of g is
replaced by its maximum likelihood (ML) estimate, i.e., ĥ(k)(s).

This test works as follows. Let fĥ(k)(s)|H0
(a) be the pdf of ĥ(k)(s) under hypothesis H0. Similarly,

let fĥ(k)(s)|H1,g
(a|b) be the pdf of ĥ(k)(s) under hypothesis H1 and given that g = b. Then the LLR

of the estimated channel ĥ(k)(s) is defined as1

log
fĥ(k)(s)|H1,g

(ĥ(k)(s)|ĥ(k)(s))

fĥ(k)|H0
(ĥ(k)(s))

∝ 2

σ2
‖ĥ(k)(s)− ĥ(0)(s)‖2 = Ψ . (5.7)

where σ2 = E[‖ĥ(k)(s) − ĥ(0)(s)‖2]. According to the GLRT, the authenticity is established by
comparing the LLR (5.7) (or its proportional variable Ψ) with a threshold (ϑ), i.e.,{

Ψ ≤ ϑ , decide for H0

Ψ > ϑ , decide for H1
(5.8)

We note from (5.7) that Ψ is a random variable depending both on the estimate accuracy and on
the fact that the transmitting node is either s or a. In particular, conditioned on H0 and for any
realization of h(s), as shown in [100], Ψ is a central chi-square distributed random variable with 2N
degrees of freedom, yielding the FA probability

PFA = P[Ψ > ϑ|H0] = 1− F2N,0(ϑ) , (5.9)

where Fz,y(x) is the CDF of a non-central chi-square random variable with z degrees of freedom and
non-centrality parameter y. On the other hand, conditioned on H0, specific realizations of h(s) and
the forged vector g, Ψ is a noncentral chi-square distributed random variable with 2N degrees of
freedom and noncentrality parameter

β =
2

σ2
‖g − h(s)‖2 , (5.10)

yielding the MD probability

PMD(h(s), g) = P[Ψ ≤ ϑ|H1,h(s), g] = F2N,β(ϑ) . (5.11)

We observe that the MD probability depends on the attack channel vector g, which is random because
it depends on the attacker observations and on its attack strategy. For instance, if Rayleigh fading
is assumed and h(s), z jointly circularly symmetric complex Gaussian (CSCG) vectors, the optimal
attack – both in the maximum MD probability sense of [100] and in the minimum divergence sense of
[123] – is itself jointly CSCG with h(s) and z and can be written as

g = Ξz = Ωh(s) + ε (5.12)

1We use log for the natural (base-e) logarithm.
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with Ξ and Ω complex matrices, and ε a zero mean CSCG vector independent of h(s).
Under the assumption of (5.5) both the matrices Ξ and Ω in (5.12) as well as the covariance

matrices of z and ε are diagonal, see [100, App. A] or [123, Sect. V], so that we can write

gi = λizi = ωihi(s) + εi (5.13)

where ωi = λiρzihi(s)σzi/σhi(s) and σ2
εi = |λi|2σ2

zi(1 − |ρzihi(s)|2), while σhi(s) and σzi represent the
standard deviations of hi(s) and zi, respectively.

It is worth to assess the average MD probability when the optimal attack is performed and the
channel h(s) is Gaussian distributed with i.i.d. entries, i.e., PMD = P[Ψ ≤ ϑ|H1]. This measure is
relevant when the sequence of transmitted messages is long enough to span a significant portion of the
channel fading statistics2. In the case of N independent observations, β = 2

∑
i |(1−ωi)hi(s)+εi|2/σ2

becomes the sum of N independent exponentially distributed random variables, each with mean (see
also [100, App. A])

1

ζi
=

2

σ2
(|1− bi|2λi + σ2

εi) =
2

σ2
(1− |ρzihi(s)|2)λi . (5.14)

Then, under the simplifying assumption3 that the ζi are all distinct, the average MD probability is

PMD = 2

N∑
i=1

ζi

∏
j 6=i

1

1− ζi/ζj

( ∞∑
m=0

γ̄(N +m+ 1;ϑ/2)

(2ζi + 1)m+1

)
(5.15)

where γ̄(r; a) = 1
Γ(r)

∫ a
0 x

r−1e−x dx denotes the normalized lower incomplete Gamma function.

Observe that, since F2N,x(ϑ) is a decreasing function of x for every ϑ, and the CDF of β is a
decreasing function of each λi once ρzihi(s) = ρ is kept fixed, PMD is itself a decreasing function of each
λi for a fixed ρ. In other words, better legitimate channel gains yield a lower probability of confusing
an attacker as a legitimate source.

5.1.4 Efficient admissible configurations

Until now the case in which all anchor nodes provide the channel gain estimate to the concentrator
node c for each data packet was considered. It is reasonable to assume that most of the energy cost
of the anchor nodes comes from their transmission of the authentication packets to the concentrator
node c. From (5.15) we observe that nodes having a better channel estimation can better contribute
to the authentication as they provide a lower MD probability, once the FA probability and hence the
decision threshold, is fixed. On the other hand, in a scenario in which the anchor nodes are battery-
powered wireless devices with limited energy storage capabilities, it is important to optimize the use
of the anchor nodes. The optimization procedure must on the one hand ensure an accurate message
authentication, and on the other hand reduce the power consumption of the anchor nodes.

In the following some definitions that will be useful for the optimization procedure are given.

Configuration

We indicate as configuration a set of anchor nodes that are active in authenticating a message presum-
ably coming from source s. Clearly, with N anchor nodes 2N configurations are possible, and each
configuration can be described by a N -size binary vector, where the n-th entry is set to one if anchor
node n is active in the authentication process, and zero otherwise. Therefore, the `-th configuration

2We remark that fading is independent on each phase, therefore MD is averaged over the fading. The case of constant
fading over the phases can be addressed by a similar approach but leads to intractable expressions.

3This assumption in only made here for the sake of obtaining a more compact expression in (5.15). In case it does
not hold, the pdf of β can be derived with only a slight complication as described in [126].
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is that having a vector representation c`(s) being the binary representation of `. For example, for
N = 9, vector c26(s) = [0 1 0 1 1 0 0 0 0]T denotes the twenty-sixth configuration for the authentication
of node s, where anchor nodes 2, 4 and 5 are active (in red), while anchor nodes 1, 3, 6, 7, 8 and 9 are
not active (in blue), as shown in Fig. 5.1. For a selected configuration `, the authentication procedure
is carried out as described in the previous section, where the channel vector h(k)(s) has now length

L`(s) =

N∑
i=1

[c`(s)]i , (5.16)

i.e., the Hamming weight of vector c`(s).

s

1 2 3

4 5 6

7 8 9

Figure 5.1: Configuration example corresponding to c26(s) = [0 1 0 1 1 0 0 0 0]T , where only the anchor
nodes 2, 4 and 5 are active (in red).

Admissible configurations

Not all configurations allow to achieve target FA and MD probabilities, therefore these configurations
must be discarded in the optimization process. The configurations that provide at most the target
MD and FA probabilities, will be denoted as admissible configurations. In particular, configuration
c`(s) is admissible if exists a ϑ such that both the constraints on FA and MD probabilities, adapted
to the configuration c`(s), are satisfied, that is

PFA = 1− F2L`(s),0(ϑ) , (5.17)

and

PMD = 2
N∑
i=1

[c`(s)]iζi

∏
j 6=i

1

(1− ζi/ζj)[c`(s)]i

 ∞∑
m=0

γ̄(L`(s) +m;ϑ/2)

(2ζi + 1)m+1
(5.18)

are not higher than their respective target values.

Efficient configuration

Since in the following we aim at selecting the admissible configurations that yield longer network
lifespan, which is related to the usage of anchor nodes in the network, we observe that if a configu-
ration c`(s) is admissible in which anchor node i is not active ([c`(s)]i = 0), the configuration c′`(s)
obtained by activating node i ([c′`(s)]i = 1, and [c′`(s)]j = [c`(s)]j ∀q 6= i) yields additional power
consumption while still being admissible. Therefore, the newly obtained configuration c′`(s) is worse
than the original c`(s) in terms of energy consumption. On these grounds, only efficient admissible
configurations those with a minimal set of active nodes is considered.
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Let as be the number of efficient admissible configurations for source node s, and denote each
configuration as c`(s), ` = 1 . . . as . We can collect all efficient admissible configurations into the
N ×A binary matrix

C = [ c1(1) · · · ca1(1) · · · c1(M) · · · caM (M) ] , (5.19)

where

A =
M∑
m=1

am (5.20)

is the total number of efficient admissible configurations.

5.2 Network lifespan

As a metric to assess the performance of the proposed methods, we consider the anchor network
lifespan, defined as the smallest number of authentication processes after which at least one anchor
node runs out of power. The underlying assumption is that if any anchor node is no longer available,
there will be some source position for which no efficient admissible configuration exists, therefore, no
reliable authentication can be performed.

Since the choice of the configuration is random, the network lifespan is a random variable, too. In
order to derive its statistical description, let us denote with yi(k), i = 1, . . . , N , k ≥ 1, the number
of message authentications performed by anchor node i out of the first k authentications performed
by the network. Recalling that Q denotes the maximum number authentication process to which an
anchor node can take part due to the finite battery capacity, the CDF of the random lifespan L of the
anchor network can be written as

FL(k) , P[L ≤ k] = P[max
i
yi(k) > Q] . (5.21)

The evaluation of the above expression requires the joint distribution of yi(k), which is fairly compli-
cated by the correlations introduced by the specific set of efficient admissible configurations. However,
denoting with ui the probability of using anchor node n, one can easily see that the marginal distri-
bution of each yi(k) is binomial with parameters (k, ui). Then, we can upper and lower bound the
CDF in (5.21) as

max
i

P[yi(k) > Q] ≤ P[max
i
yi(k) > Q] ≤

∑
i

P[yi(k) > Q] (5.22)

and hence
Imaxi ui(Q+ 1, k −Q) ≤ FL(k) ≤

∑
i

Iui(Q+ 1, k −Q) , (5.23)

where Ix(a, b) , B(x; a, b)/B(1, a, b) is the regularized incomplete beta function, B(x; a, b) =
∫ x

0 t
a−1(1−

t)b−1dt.
Observe that the term on the left is the CDF of a negative binomial random variable, so that an

upper bound on the expected network lifespan can be obtained by integrating the Complementary
CDF (CCDF) of its upper bound as

E[L] =
∑
k

[1− FL(k)]

≤
∑
k

[1− Imaxi ui(Q+ 1, k −Q)]

=
Q+ 1

maxi ui
,

(5.24)
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where the last equality is given by the mean of the negative binomial random variable.
However, the bounds in (5.23)–(5.24) may be rather loose, as will be seen by the numerical results

in Section 5.4, so we will also resort to the approximation of FL(k) that can be obtained by neglecting
the statistical dependence among y1(k), . . . , yN (k), that is

FL(k) ' 1−
N∏
n=1

P[yi(k) > Q]

= 1−
N∏
n=1

[1− Iui(Q+ 1, k −Q)] .

(5.25)

Although not justified, the above approximation is seen to be quite good from the numerical results
in Section 5.4.

5.3 Anchor Node Selection Criteria

Since the anchor devices have a limited energy budget, the choice of the configuration used for au-
thentication becomes critical for the ability of the CIoT to continue performing the authentication
operations. The optimization process will select, among the admissible configurations, those that will
minimize the average energy consumption of the most used anchor node. Instead of selecting a single
configuration and always using it, we allow for a mixed utilization of configurations, where each con-
figuration is used for a fraction of the times in which a message coming (presumably) from source s

must be authenticated. In practice, this mixed use of configurations can be implemented by picking
at random the configuration to be used according to specific probability distribution. Therefore, the
optimization process aims at selecting the usage probability distribution in order to maximize the
anchor network lifespan.

Let p`(m) be the probability (or the fraction times) of using the configuration c`(m) and let us
stack the probability mass function (PMF) of configurations into the A-size column vector

π =
[
p1(1) · · · pa1(1) p1(2) · · · p1(M) · · · paM (M)

]T
(5.26)

where ·T denotes the transpose operator. Define u as the N -size column vector having as entry n the
probability that anchor node n is used for authentication (anchor utilization probability), irrespective
of the used source node. Assume that ϕm is the probability that source node m ∈ {1, . . . ,M} is
transmitting, therefore

∑M
m=1 ϕm = 1. Let us define the A × A diagonal matrix Φ that weights the

admissible configurations by the probabilities that the corresponding transmitter is active, i.e.,

Φ =


ϕ1 · Ia1 0 0 0

0 ϕ2 · Ia2 0 0

0 0
. . . 0

0 0 0 ϕM · IaM

 (5.27)

where In is the identity matrix of size n× n. Then u can be written as

u = CΦπ . (5.28)

In most cases it is reasonable to assume that each source is transmitting with the same probability
ϕm = 1/M ∀m, and in this case we have

u =
1

M
Cπ . (5.29)
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5.3.1 Upper bound maximization

Since the upper bound on the expected lifespan (5.24) is inversely proportional to the maximum value
of ui, a first approach for the optimization of π is the minimization of maxi ui, under the constraint
that only efficient admissible configurations are used each time. The optimization problem can then
be written as follows:

min
π

max
i
ui (5.30a)

subject to (5.26), (5.28) and

0 ≤ π`(s) ≤ 1 , ` = 1, . . . , as , s = 1, . . . ,M , (5.30b)

as∑
`=1

π`(s) = 1 , s = 1, . . . ,M . (5.30c)

We remark that the constraint (5.30c) ensures that for each source node to be authenticated there
is always a configuration to be used when requested. If by taking off some node there still exists an
efficient admissible configuration, the optimization problem can be easily fixed by ignoring the index
of that node in the maximization.

The min-max problem (5.30) can be solved as a linear programming problem

min
π,t

t (5.31a)

subject to (5.26), (5.28), (5.30b), (5.30c) and

1

M
Cπ ≤ t1N×1 . (5.31b)

where 1N×1 is an N -size column vector with entries all equal to 1.
We must observe that by solving the min-max problem we are maximizing an upper bound on the

average anchor network lifetime, or its complementary CDF; however, maximizing the bound does not
necessary correspond to maximize the bounded value (average or complementary CDF). Therefore, we
explore two other possible methods to choose the configuration probability, based on the minimization
of the variance of ui or on the minimization of their power, respectively.

5.3.2 Minimum variance optimization

By solving the min-max problem for the relevant scenario described in the next section, we have
noticed that in most cases the optimized node utilization ui are almost constant, i.e., ui ≈ uj ∀i, j.
This is also intuitive if one thinks that, starting from a feasible solution, the utilization of the most
used node can be reduced by increasing the probability of efficient admissible configurations that do
not contain that node, thus increasing the utilization of other anchor nodes. Therefore, let us choose
π in order to minimize the variance of ui

f(π) =

N∑
i=1

ui − 1

N

N∑
j=1

uj

2

. (5.32)

Denoting by 1N×N the N × N matrix containing all entries equal to 1, f(π) can be expressed in
matrix form as follows:

f(π) = ||Cπ − 1

N
1N×NCπ||2

= ||CAπ||2

= πTCTATACπ

= πTCTACπ ,

(5.33)
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where A , IN − 1
N 1N×N with IN the N ×N identity matrix, is a symmetric and idempotent matrix.

The problem of minimizing (5.32) can now be written as

min
π
πTCTACπ (5.34)

subject to (5.26), (5.28), (5.30b), and (5.30c). Note that the objective function of problem (5.34) is
convex and constraints (5.26), (5.28), (5.30b), and (5.30c) are affine transformations. The optimization
problem is convex and can be solved using well-known techniques such as the interior point method.

5.3.3 Least squares optimization

The minimum variance optimization aims at making all utilization probabilities similar to each other,
however, do not explicitly minimize the average node utilization probabilities. Therefore, as a third
optimization method is considered the minimization of the sum of the square probabilities of utilization
across the anchor nodes, i.e.,

min
π

∑
i

u2
i = min

π
πTCTCπ (5.35)

subject to (5.26), (5.28), (5.30b), and (5.30c). Also in this case the convexity of the objective function
and the affine nature of the constraints make the problem easily solvable.

5.4 Numerical Results

In the following we will reference to a CIoT scenario, where the IoT is deployed in the Global System for
Mobile communications (GSM) frequency bands, which has been standardized by the 3rd generation
partnership project (3GPP) [125]. Let us consider a CIoT for a campus, extending over a circular
area with a radius of 500 m. The anchor nodes and the concentrator node are placed on a square
grid inside the circle; the number of anchor nodes is in the set {4, 9, 16, 25, 36}. We assume a unitary
transmit power. The deterministic component of the wireless channel, i.e., the path loss, is computed
as (in dB)

(Γ(η, d))dB , −10 · η · log10

(
4πd

Λ

)
, (5.36)

where η is the Path Loss Exponent (PLE), d is the distance between the transmitter and the receiver,
Λ is the wavelength, defined as the ratio between the speed of light and the carrier frequency f . We
assume that f = 900 MHz, which is the typical carrier frequency value considered in the context of
CIoT. The parameter η is in the interval [2, 3], which is a reasonable assumption for the radio-wave
propagation in an urban scenario. We recall that as the Path Loss Exponent (PLE) η increases, the
propagation environment becomes harsher.

5.4.1 Missed detection probability

The performance will be assessed choosing the detection threshold that ensures a FA probability
PFA = 10−4.

Fig. 5.2 shows (in log scale) the average (with respect to noise and channel realization) MD
probability as a function of the legitimate source node position, with N = 9 anchor nodes and a
correlation factor for the attacker node ρ ∈ {0.1, 0.5} in Fig. 5.2a.-Fig. 5.2b and N = 16 anchor nodes
and a correlation factor for the attacker node ρ = 0.2 in Fig. 5.2c. The PLE is set to η = 2 in Fig. 5.2a
and Fig. 5.2b, while η = 2.5 in Fig. 5.2c. The SNR, defined as the average (over fading) power ratio
for a sensor-anchor distance of 250 meters, is 15 dB. We observe that the positions at the center of the
circle provide a lower MD probability, since the average channel gain sensed by the anchor nodes is
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Parameter Value

f 900 MHz
η 2
ρ 0.1

Cell radius 500 m
SNR 30 dB (at 250 m)
N 9
M 10

Table 5.1: Simulation parameters for the anchor network lifespan evaluation.

higher than for external positions, especially as the source node moves to the circle border. The same
scenario is considered for Fig. 5.3, that report the CCDF of the MD probability for different values of
N and PLE, with SNR = 8 dB at 250 m and ρ = 0.1. It can easily be seen that an increasing value
of η impacts the performance of the proposed authentication protocol much more than an increasing
number of anchor nodes N .
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Figure 5.2: Logarithm of the MD probability as a function of legitimate source node position for (a)
ρ = 0.1 and (b) ρ = 0.5, N = 9, SNR = 15 dB at a distance of 250 m; (c) N = 16 anchor nodes, and
a correlation factor ρ = 0.2. The PLE is set to η = 2 in (a)-(b) and to η = 2.5 in (c).

5.4.2 Anchor network lifespan

The performance of the proposed authentication method and the various approaches for the choice
of the configuration probabilities will now be assessed in terms of the anchor network lifespan. The
system parameters used in the simulation are summarized in Table 5.1.

Fig. 5.4 shows the CDF of the network lifespan L for the min-max, the minimum variance and
the minimum power methods of Section 5.3. We report the CDF of the empirical lifespan obtained
by Monte Carlo simulation, together with the upper and lower bound of the CDF (see (5.23)–(5.24)).
Moreover, the approximation of the CDF obtained by assuming independent anchor node usage
(see (5.25)) is reported, indicated with label “independent” in the figures. It can be observed that the
lower bound has a quite loose performance, while both the independent approximation and the upper
bound are quite close to the empirical CDF. When comparing the various optimization methods, we
observe that they perform approximately the same. In order to better assess the differences among the
methods, Fig. 5.5 reports the empirical CDF for the various optimization methods. We observe that
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Figure 5.3: CCDF of MD probability in the case of fixed number of anchor nodes and PLE, with
SNR = 8 dB at 250 m, ρ = 0.1 and N = 16 in (a), N = 25 in (c) and PLE = 2.1 in (b), PLE = 2.0
(d).

the min-max optimization provides the highest anchor network lifespan, while the minimum variance
and minimum power approaches have different behaviors at different outage probabilities.
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Figure 5.4: Empirical CDF and bounds of the anchor network lifespan L using the configuration
probability vector π obtained solving the min-max problem (a), the minimum variance problem (b),
and the least squares problem (c).
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Chapter 6

Conclusions and Recommendations

6.1 Conclusions

This chapter concludes the thesis presenting the conclusions from the discussed research activity. This
thesis focused on the authentication and cryptographical integrity protection for critical infrastruc-
tures. The focus was on the Global Navigation Satellite Systems (GNSS) and Internet of Things
(IoT). The security of the satellite navigation was analyzed at different levels. At the data level the
current authentication schemes presented in the literature were analyzed both from the security and
the performance point of view. An outcome of these analyses is that one-way chain computed using it-
erative padding and truncation of a secure hashing function are not ideal and allow brute force attacks
that leverage the increasing collision probability with the number of steps attacked. From the lessons
learned by these analyses a novel authentication scheme, SigAm, was designed to be cryptographically
secure and to achieve good performance. Moreover, the scheme was designed to be complemented with
a signal level mechanism that aims at protecting the ranging. Satellite-Based Augmentation System
(SBAS) authentication was taken into account, identifying the more suitable data layer authentication
schemes for the context.

At the signal level, the SCER estimation strategy was generalized, allowing the selection of the
attack parameters in order to minimize the detection probability. At the same time, it was shown
that the optimal detection strategy is based on the complete LRT detection. The latter requires the
knowledge of the attack parameters, that is a non realistic assumption, thus the GLRT detection
strategy was introduced. The reported experimental analysis on SCER detection revealed that this
attack is a concrete threat, being easy to mount and hard to detect. Alternatives mechanism at signal
level was developed: an autonomous anti-spoofing mechanism that exploits semi-codeless tracking and
the encrypted military service was proposed, and an adaptation of the I-code modulation to the GNSS
context was made.

In the IoT context a physical layer authentication mechanism was evaluated. Due to the resource
constrained devices, different node activation polices were evaluated, in order to minimize the energy
consumption and maximize the network lifespan, defining an optimal energy efficient strategy.

6.2 Recommendations for future work

In order to achieve a resilient PNT service, the data layer authentication of GNSS signal is not
enough. Future research activity should integrate the design of data and signal layer authentication
mechanism in a single authentication scheme. This can be performed on the existing ranging signals
or, alternatively, a dedicated authentication component can be designed. In the latter case, the system
designer could have more freedom in the design, jointly designing not only the authentication scheme
but also other aspects such as the modulation and the FEC scheme.
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Beside the activity on the system side, the development of optimal receiver-based techniques
that exploit the authentication features provided by the SIS, will be needed. With the increase of
complexity of the receivers, these receiver-based mechanisms might also include input from other
sensors or systems, allowing authenticated hybrid position.
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