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ABSTRACT 

 

As for the problem that ElGamal digital signature scheme’s security is constantly 

being challenged and is becoming more and more serious, an improved ElGamal 

digital signature algorithm was proposed. As the original ElGamal algorithm has 

its own security disadvantages that only one random number is used, in order to 

improve its security, the proposed scheme improved this demerit by adding a 

random number to the original one and increasing difficulty of deciphering key. 

The security of the improved signature scheme is the same with the ElGamal 

signature scheme which is based on the difficult computable nature of discrete 

logarithm over finite fields. Its time complexity is better than the original one but 

the issue is about the time complexity which is still high. So in order to improve 

the time complexity another improved ElGamal digital signature algorithm is 

proposed. The scheme presented in this paper after analysis showed that the 

security level is kept high by using two random numbers and the time complexity 

is reduced. 
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1. INTRODUCTION 

1.1 Digital Signature 

We all are familiar with the concept of signature. A person signs a document to show that it 

originated from her or was approved by her. In other words, signature is a method to authenticate 

any document. It is a proof to the recipient that the document comes from the correct entity 

(sender). In the present world most of the documents are electronic due to the cult usage of the 

computer and its applications like email, e-banking, e-voting, etc. Thus the message, data, 

documents or any other materials in electronic format has to be signed electronically. This 

signature that is done electronically is known as Digital Signature. 

1.1.1  Why Digital Signature Is Required? 

When B sends a message to P, P needs to check the authenticity of the sender. He needs 

to be sure that the message comes from B and not S. It may happen that P modifies the 

message and claims that the message came from B, or B denies that the message was sent 

by him. To avoid all these things P needs to sign the message electronically. Hence, 

digital signature is required. 

1.1.2  Services of Digital Signature 

A digital signature provides: 

 Message Authentication 

 Message Integrity 

 Non-repudiation 

Non-repudiation can be provided using a trusted party. A digital signature does not 

provide privacy. If there is a need for privacy, another layer of encryption/decryption 

must be applied. 

1.1.3 Digital Signature Schemes 

A digital signature is a mathematical scheme for demonstrating the authenticity of a digital 

message or document. A valid digital signature gives a recipient reason to believe that the 



3 
 

message was created by a known sender, and that it was not altered in transit. Digital signatures 

are used for software distribution, financial transactions, and in other cases where it is important 

to detect forgery or tampering.  The various digital signature schemes are RSA digital signature 

scheme, ElGamal digital signature scheme, Schnorr digital signature scheme, Digital Signature 

Standard (DSS) scheme and elliptic curve digital signature scheme. 
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2. OBJECTIVE 

The objective of the proposed project is to design an ElGamal digital signature algorithm such 

that the time complexity of the algorithm is reduced and the security is kept high. Earlier 

improvement was made by adding a random number to the original algorithm because of which 

security was increased. But time complexity was still high. 
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3. CRYPTOGRAPHY 

Cryptography (covered text) is a technique of converting ordinary or plain text to cipher text. 

This is also called as encryption. In decryption the cipher text is converted back to the plain text. 

In earlier days cryptography referred to message encryption and decryption by using a common 

secret key. But in modern times the following mechanisms are proposed. They are  

 Symmetric Key cryptography 

 Asymmetric Key cryptography 

 Hashing 

 

3.1 Cryptographic Techniques 

3.1.1 Symmetric Key Cryptography 

In this technique, the sender uses an encryption algorithm and a secret key known to both sender 

and receiver to encrypt the message. Then the receiver after receiving the message uses the 

decryption algorithm and the shared secret key to decrypt the message. 

 

3.1.2 Asymmetric Key Cryptography 

This technique also known as public-key-cryptography involves the use of 2 keys - public key 

and private key. By using the public key the sender first encrypts the message and the receiver 

uses its private key to decrypt the message. 

 

3.1.3 Hashing 

A fixed length message digest is created out of the variable length message in hashing. The 

digest is of very small size than that of the message(if the message is very large). Usually both 

the message and the digest are sent to the receiver. Hashing helps in providing check values for 

the message integrity. The hardware requirement for hashing is more than any operation. 

Compression function may be used by a set of cryptographic hash functions. These hash 
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functions include RSA, MD etc the most popular being MD5/SHA-1 algorithm for message 

compression which converts a message to a 128 bit/512 bit hexadecimal form. 

 

3.2 Cryptanalysis 

Cryptanalysis is the study of methods to obtain the meaning of encrypted information (cipher 

text), without requiring the access to the private parameters. Usually, this involves a pattern 

study of the working methodology of the system and hence deriving the secret key. 

"Cryptanalysis" is also used to refer to any attempt to overcome the security of any cryptographic 

algorithm and protocol in general, and not only encryption. However, cryptanalysis does not 

involve methods of attack that do not primarily target weaknesses in the actual cryptography. But 

these types of attack pose an important concern and often are more effective than traditional 

cryptanalysis. 

3.3 Security Services 

Some security services and some mechanism to implement those services are provided by the 

International Telecommunication union-Telecommunication standardization Sector. The security 

services include:  

 Authentication 

 Non repudiation 

 Access Control 

 Data Confidentiality 

 Data Integrity 

 

3.3.1 Authentication 

This service gives a proof of authentication of the sender to the receiver or vice-versa. In peer 

entity authentication, during the connection establishment phase of connection oriented 

communication it provides the authentication of the sender or receiver. In data origin 

authentication i.e. in connectionless communication it authenticates the source of data. 

 



9 
 

3.3.2 Non-repudiation 

To avoid repudiation (denial) by either the sender or the receiver of the data non-repudiation 

service is advisable. The receiver of the data can later prove the identity of the sender along with 

help of the proof of origin in case of denial of service. In non-repudiation, the sender can confirm 

the delivery to the receiver with the real proof of delivery. This security service is extensively 

used in the verification phase of digital signatures. 

 

3.3.3 Access Control 

Access control enables an authority to gain control and access to areas and resources in an 

information system. An access control system provides security against unauthorized access and 

usage of data. The term access in this context can mean reading, writing, modification or 

execution of programs. 

 

3.3.4 Data Confidentiality 

International Organization for Standardization (ISO) in ISO-17799 defined confidentiality as 

"ensuring that information is accessible only to those authorized to have access" .In many 

cryptosystems confidentiality is one of the major design goals to protect data from disclosure 

attack. As defined by X.800 the service is very broad and includes confidentiality of the total 

message or part of a message and also ensures protection against traffic analysis. In other words 

it prevents traffic analysis and snooping. 

 

3.3.5 Data Integrity 

Data integrity is required to protect data from unauthorized insertion, deletion, modification and 

replaying by an attacker. It can protect the total message or the part of message. 

 

3.4 Security Mechanism 

Security mechanisms include: 

 Encipherment 
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 Data Integrity 

 Authentication exchange 

 Traffic padding 

 Routing control 

 Notarization 

 Access Control 

 Digital Signature 
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4. ELGAMAL DIGITAL SIGNATURE SCHEME 

4.1 Description 

ElGamal signature scheme was first introduced in 1985. In this signature scheme the public key 

is used for encryption and signature verification. For each user, there is a secret key x, and public 

keys α, β, p where: 

β = α
x 
mod p   

The public keys α, β, p are published in a public file and  is known to everybody while the secret 

key x is kept secret.   
  
 

α
x 
= β mod p --------> DLP equation 

(α,β,p) - public key 

x - private key 

The above things are performed once by the signer. 

p is a large prime. 

Choose a random number k such that 0<k<p-1 and gcd(k,p-1)=1. 

γ=α
k
 mod p 

Signature of m is a pair (γ, δ) where 0<= γ, δ<=p-1, chosen such that 

α
m

=β
γ
γ

δ
 mod p ------- (1) 

α
m

=(α
x
)
γ
(α

k
)
δ 
mod p 

=α
xγ 

α
kδ  

mod p 

=α
xγ+kδ  

mod p 

m=( xγ+kδ  ) mod (p-1) 

δ=(m-xγ)k
-1

 mod (p-1) 
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Given m, γ and δ, it is easy to verify the authenticity of the signature by computing both sides of 

(1) and checking that they are equal. 

4.2 Attacks on ElGamal Digital Signature Scheme 

Main ways of attacks are: 

1. A direct hack on the private key 

2. Arbitrary forged signature attack 

3. Substitution attack according to known signatures 

4. The assault is homomorphism 

a. Using the same random number k 

b. To use the relevant random numbers k1, k2, k3. 
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5. ELGAMAL DIGITAL SIGNATURE ALGORITHM OF 

ADDING A RANDOM NUMBER 

5.1 Description 

Original Elgamal algorithm has its own security disadvantages, that is, only one random 

number is used. So in order to improve its security, one more random number is used due to 

which the difficulty of deciphering key increases. 

5.1.1 Setup 

For each user, there is a secret key x which is selected by the signer, and public keys α, β, p 

where: 

β = α
x 
mod p   

The public keys α, β, p are published in a public file and  is known to everybody while the secret 

key x is kept secret.   
  
 

α
x 
= β mod p --------> DLP equation 

(α,β,p) - public key 

x(1< x <ϕ( p) ) is the signer's private key. 

The above things are performed once by the signer. 

p is a large prime. 

5.1.2 Signature Generation 

Choose a random number k such that 0<k<p-1 and gcd(k,p-1)=1. 

γ=α
k
 mod p 

Choose a random number k such that 0<t<p-1 and gcd(t,p-1)=1. 

λ=α
t
 mod p 
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m=(x γ + k λ + t δ) mod (p-1) 

Signature of m is (γ,λ,δ).  

5.1.3 Signature Verification 

α
m 

= β
γ 
γ

λ
 λ

δ
 mod p 

Using this equation the receiver verifies the authenticity of the signature by computing both sides 

of the equation. 

 

Fig. 1 Algorithm Flow Chart 
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5.2 Other Algorithms Used In This Scheme 

In this algorithm, first of all a prime number is generated. Then to check whether it is prime or 

not, Miller-Rabin primality test is done. Calculation of β,
 

γ, λ is done by using fast 

exponentiation method. 

Miller-Rabin algorithm: 

Miller-Rabin(n) 

n-1 =2
k
m, where m is odd (note that n-1 is even) 

choose a random number a, 1 ≤ a ≤ n-1 

b=a
m 

mod n 

if b≡1 (mod n) 

 then return (“n is prime”) 

for i=0 to k-1 

{ 

 If b≡-1 (mod n) 

 then return (“n is prime”) 

 else b=b
2
 mod n 

} 

Return (“n is composite”) 

 

Fast Exponentiation: 

 It is possible using the square-and-multiply method. Main idea behind this algorithm is to 

treat exponent as a binary number of nb bits (x0 to xnb -1). E.g. x=22=(10110)2 

y=a
x
 

where  x=xnb-1*2
nb-1

 + xnb-2 * 2
nb-2

 +…+ x1 * 2
1
 + x0 * 2

0
 

E.g. y=a
9
 = a

1001
 = a

8
 * 1 * 1 * a 

Square_and_Multiply(a,x,n) 

{ 

 y ← 1 
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 for(i←0 to nb-1)  

 { 

  If(xi=1) y ← a * y mod n 

  a← a
2
 mod n 

 } 

 Return y 

} 

 

5.3 Demerit of this algorithm 

The complexity of this algorithm is high and there are some transmission errors due to which the 

signature obtained is incorrect. Because of the demerits, the verification equation and signature 

equation needs to be modified such that the time complexity will decrease and transmission 

errors will be reduced. 
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6. PROPOSED SCHEME 

6.1 Description 

6.1.1 Setup 

Here p and q are large primes,   Compute n=pq such that 

p=2p’+1 and 

q=2q’+1 

where p’,q’,p and q are distinct primes. 

Compute d such that ed≡1mod φ(n ) where e is co-prime to φ(n ). 

g is a generator, gɛZ
*
q    

 Public parameter: n, g, h (m)       

6.1.2 Signature Generation 

Here the signer select a random number sa ɛ Z
*

n and computes.   

ya = g
Sₐ

  mod n 

x=ID.(ya )
d
 

 
 Where ID is the identity of the signer (public) . 

The signer choose a random number k ɛ Z
*

n and computes, 

r= g
k 

 mod n 

s= k+r.x. ya
-d

  - sa mod n 

t= H (m, yr
s+

 
sₐ

 mod n) 

yr  is the public key of receiver.  
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The signature of the message m is  

σ= (r, t) 

6.1.3 Signature Verification 

After receiving m and σ the verifier (R) checks the validity of the signature as  

t= H[m, (r.g
r. ID

)
x ᵣ

 mod n] 

If the above satisfies, the signature is a valid one.  

The receiver choose x r ɛ Z
*

n in random and computes its public key,  

yr  =g
x ᵣ

  mod n 

6.2 Correctness 

s= k + r.x.ya
-d

  - sa mod n 

s+ sa = k + r.ID mod n;    (since x=ID. y
dₐ

) 

So now, yᵣ
s+sₐ

(mod n) =  g
x ᵣ (s+sₐ)

      mod n 

=  g
x ᵣ(k+r. ID)

    mod n 

=  g
x ᵣk

.g
r. ID.x ᵣ

  mod n 

= (g
k
)

x ᵣ
.g

r. ID.x ᵣ
 mod n 

= r
x ᵣ

.g
r. ID.x ᵣ       

 mod n 

= (r. g
r. ID

)
 x ᵣ      

mod n 

Hence, H[m,(yᵣ
s+sₐ

) mod n]=H[m,((r. g
r. ID

)
 x ᵣ     

mod n] 
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7. RESULTS AND ANALYSIS 

7.1 Implementation Screenshot 

 

Fig.2 Output of existing algorithm 
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Fig. 3 Output of Proposed algorithm 
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8. CONCLUSION 

After analysis, we can conclude that the time complexity of the proposed algorithm 

is better than that of the existing algorithm.  
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