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Abstract—Ensuring physical layer security is a crucial task in conventional and emerging communication systems, which are typically
characterized by stringent quality of service and security requirements. This also accounts for wireless technologies in the context of the
Internet of Things paradigm, which are expected to exhibit considerably increased computational complexity. Based on this, the present
contribution investigates the secrecy outage performance of a dual-hop decode-and-forward (DF) mixed radio-frequency/underwater
optical wireless communication (RF/UOWC) system. Such wireless network configurations are particularly useful in efficient and
demanding scenarios, such as military communications. Therefore, our analysis considers one single-antenna source node (S)
communicating with one legitimate destination node (D) via a DF relay node (R) equipped with multiple antennas for reception.
Particularly, the relay receives the incoming signal from S via an RF link, applies selection-combining (SC) technique, fully decodes
it, encodes it again and then forwards it to the destination via a UOWC link. The communication is performed under the eavesdropper’s
attempt to intercept the S — R hop (RF side). In this context, a closed-form expression for the secrecy outage probability is derived along
with a thorough asymptotic analysis in high SNR regime, based on which the achievable diversity order is provided. The offered results
provide useful insights on the impact of some key system and channel parameters on the secrecy outage performance, such as the
number of eavesdroppers, the number of relay antennas, fading severity parameters of RF links, and water turbulence severity of the
UOWC link. The conducted analysis shows that the secrecy outage probability is dominated only by the R-D link in high SNR regime,
regardless of the S-R parameters, such as the number of relay antennas and the average SNR at the relay branches. The offered
analytic results are corroborated with respective results from computer simulations. Since these parameters are closely related with the

computational complexity at the involved terminals, the offered insights are useful for the design and deployment of such systems.

Index Terms—Dual-hop relaying, performance analysis, physical layer security, secrecy outage probability, selection combining,

underwater optical wireless communication (UOWC).
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1 INTRODUCTION

With the tremendous evolution of wireless communication
systems in the recent era, security and privacy concerns in
wireless networks have attracted a considerable attention
from the research community, as the wireless communica-
tion industry keeps prospering worldwide. Such interests
are increasing due to the broadcast nature of the wireless
RF link, rendering it vulnerable to intrusion threats of
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potential eavesdropping devices, which aim at overhearing
the legitimate communication channel [1]. The traditional
security practice in most current communication networks
is viewed as implementing authentication and encryption
protocols at higher layers. By doing so, these security de-
signs are performed assuming ideal security at the physical
layer (PHY) and error-free wireless transmission. Based on
this, quantifying the physical layer security in emerging
wireless communication systems has been a research theme
of paramount importance in information security and wire-
less communication [2]. Interestingly, while higher layers
consider the security aspect as an implementation of cryp-
tographic protocols, the physical layer security paradigm,
introduced pioneeringly by Wyner in [3], aims at estab-
lishing perfectly secure communication, by exploiting the
random characteristics of the wireless channel, alongside
with channel coding as well as spatial diversity [2], [4], [5],
[6]. Nevertheless, this process increases the required com-
putation complexity, which is critical in large-scale systems
and autonomous devices and terminals. As a result, precise
determination of physical layer security is essential in or-
der to subsequently allow the quantification of the overall
computational requirements of future wireless technologies
and ensure that these are maintained within realistic and
sustainable levels.

With the dramatic increase of human activities in the
underwater environments [7] in the last two decades, un-
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derwater wireless communication technology has gained a
great interest as it enables the realization of several poten-
tial applications, e.g., oil production and control, ecological
monitoring, climate recording, and military surveillance [8].
Yet, neither the traditional acoustic nor radio-frequency
(RF) technologies seem capable of providing high-speed
underwater communications [9], because of their limited
bandwidth. Moreover, the acoustic link suffers from com-
munication delays; as a result, deploying real-time high-
speed underwater applications via acoustic technology re-
mains a challenging objective to achieve [7]. From another
front, underwater optical wireless communication (UOWC)
technology has also received considerable attention, as a
promising key-enabling technology for large volume high-
speed underwater communications [10]. While acoustic
communication provides a very low data rate and serious
communication delays, UOWC technology may offer a data
rate up to tens of Gbps at moderate propagation distance
(tens of meters) [9]. Additionally, high communication se-
curity, low latency, and energy efficiency endorse optical
communication as a widely accepted and appropriate com-
munication solution in the underwater medium [8]- [10] and
the references therein.

It is recalled that relaying technology has been widely
advocated as a practical solution for long-range communi-
cations, as it provides wider network coverage as well as
increased communication system'’s capacity [11]. As such,
significant research attention has been devoted to the anal-
ysis of dual-hop and multi-hop relaying communication
systems. The main principle in these cooperative wireless
network architectures is to place one or multiple relay
node(s), in order to forward the transmitted information
signal from the source to the destination, over two or several
time slots. The transmission protocol can be performed with
either regenerative or non-regenerative relaying scheme.
The latter, known also as amplify-and-forward (AF), is less
complex as it is based on amplifying the signal at the
relay with either a fixed gain or a variable gain prior to
forwarding it to the destination, while regenerative decode-
and-forward (DF) scheme lies on fully decoding and pro-
cessing the received signal, before handing it on to the
destination node [12]. In contrast to AF which amplifies the
received signal, in the analog domain, DF based-relaying
aims at mitigating the noise effect by decoding the received
binary signal, re-encoding it, and then forwarding it to the
end receiver [13]. Additionally, AF does not achieve good
performance in low SNR regimes due to noise amplification.
Interestingly, selective DF (SDF) protocol is more robust
compared to the AF one. Particularly, the relay node in SDF
relaying protocol forwards the received sequence or keep
silence based on a certain criterion, such as error detec-
tion codes based criterion [14]. Furthermore, conventional
DF relay-based protocol is more energy efficient than its
AF counterpart [15]. However, practically, hardware suffers
from several types of impairments, such as phase noise, I/Q
imbalance, as well as high power amplifier nonlinearities
among others [16].

Due to the limitations of terrestrial free-space-optical
(FSO) links caused by atmospheric turbulence, mixed dual-
hop RE/FSO systems have been widely investigated in
the literature as an effective solution to mitigate optical
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channel’s limitations. In this mixed configuration, the source
node communicates through an RF link with the relay,
which by its turn, converts the received signal into an
optical light wave and delivers it through an FSO link to the
destination. In this context, the authors in [17] conducted a
performance analysis of a dual-hop mixed RF/FSO system,
where the respective links were subject to Nakagami-m and
Gamma-Gamma fading conditions. Likewise, similar analy-
ses were conducted in [18], [19], taking into consideration
the realistic Malaga-M and Double Generalized-Gamma
FSO turbulence fading conditions, respectively.

As aforementioned, there has been an increasing interest
currently in the security investigation of communication
systems over fading channels. This topic is critical because
different fading conditions between the involved terminals
in a wireless network result to variations of the achieved
security levels.

Therefore, it is essential to provide accurate quantifica-
tion of the achievable physical layer security in order to
design and deploy such systems efficiently. Importantly, this
also concerns the corresponding computational complexity
associated with the estimation of the fading parameters and
the determination of the security levels. This complexity
has to be within tolerable and sustainable limits, which is
a key challenge in modern and versatile wireless systems
and networks. For that purpose, the authors in [20] ana-
lyzed the secrecy performance of a multiple-input multiple-
output (MIMO) system, subject to Nakagami-m fading, with
the presence of a multiple-antenna eavesdropper, while
in [21], [22], the secrecy performance in a multi-user and
multi-eavesdropper cellular network was investigated. In
addition, the work in [23] dealt with the secrecy analysis
of a land mobile satellite communication system. Besides,
several contributions, such as in [24], [25], and [26], dealt
with the secrecy performance of FSO links. In contrast to
the RF link that is vulnerable to eavesdropping attack due
to its broadcast nature, wireless optical links (FSO/UOW)
provide higher security due to their highly directional light
beam. As such, analyzing the physical layer security of
the mixed RF/FSO and RF/UOWC systems is necessary,
since the RF hop can be easily attacked. Based on this, the
authors in [27] analyzed the secrecy performance in terms
of average secrecy rate and secrecy outage probability of
the mixed system proposed in [17], while [28], addressed
the secrecy analysis for a multi-user multi-eavesdropper
RE/FSO system. Moreover, in [29], a secrecy analysis of a
mixed RF/UOWC system was performed, where closed-
form expressions for the intercept probability and average
secrecy capacity were derived, for both fixed and variable
gain relay schemes.

Motivation and contributions

The secrecy performance of mixed RF-optical links is still
in its infancy, as there are only a few contributions that
have addressed the secrecy analysis of these systems. In
the open literature, the vast majority of the works analyzed
exclusively mixed RF/FSO systems. Owing to this fact,
herein we aim to determine the secrecy outage probability
performance of an RF/UOWC system configuration with a
multiple-antenna DF relay and in the presence of multiple
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eavesdroppers. In the considered setup, the source node
which consists of a distant terrestrial control station, a ship
on sea, or a satellite communicates with an underwater
destination node (e.g., submarine, sensor) through a moving
relay node. The relay forwards to the destination node
through a UOW link the broadcasted signal from the source,
after decoding and re-encoding it. The adopted configu-
ration is of practical use in relay-based wireless sensors
networks in commercial as well as military applications [30],
[31]. In the considered analysis, we have opted for using
SC receiver. Indeed, SC combiner selects among its receive
branches the one with strongest received power, while MRC
receiver aims at optimally combining the received signals
by employing channel state information (CSI). Even though
MRC technique outperforms the SC one in terms of perfor-
mance, its post detection combining requires all of RF chains
at the receiver to be active always [32]. For these reasons, SC
post processing remains less complex, as only a single RF
chain is used. Furthermore, previous related works in [29],
[33] dealt only with MRC receiver. Owing to this fact, this
work aims to fill partly the gap that exists in the literature
by investigating the secrecy performance of the considered
system using SC technique alongside with DF relaying.

Since UOWC often requires a direct line of sight (LOS)
link, the relay node moves along the sea surface in order
to track continuously the destination node, thus ensuring
a LOS link. In this conducted analysis, channel turbulence
parameters, the number of antennas, detection technique
type as well as the number of eavesdroppers are taken into
account.

The main contributions of this paper are summarized
below:

o Derivation of the statistics of the end-to-end signal-
to-noise ratio (SNR) of the legitimate link as well as
the overall wiretap channel SNR.

e The secrecy outage probability performance of the
considered network is evaluated as a function of
the system and channel’s parameters. Specifically, in
contrast to [29] and [33] where average secrecy ca-
pacity and intercept probability were derived for AF
relaying scheme with consideration of MRC scheme
at the relay, herein an exact closed-form expression
for secrecy outage probability (SOP) of the DF proto-
col and assuming selection combining (SC) scheme is
provided, in terms of the hypergeometric incomplete
Fox’s H-function.

e Relying on the residues theorem, an alternative exact
closed-form expression for the SOP is provided, by
expressing the Fox’s H-function as a sum of elemen-
tary functions.

e An asymptotic analysis of the derived SOP expres-
sion is carried out at high SNR regime, based on
which the achievable diversity order is provided.

e The derived analytical results quantify the effect of
key system parameters on the secrecy performance,
such as the number of relay antennas, RF fading
severity parameter of the legitimate and the wiretap
links, eavesdroppers received power, as well as water
turbulence severity parameters of the UOWC link.

The offered results are expected to provide useful in-
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sights on the design and deployment of future systems. The
remainder of this paper is organized as follows. Section 2
introduces the system and channel models, while in Section
3, statistical properties for the considered communication
network are derived. In Section 4, analytical expression
for the SOP alongside with its asymptotic expansion are
derived, whereas Section 5 shows some illustrative numer-
ical examples, followed by insightful discussions. Finally
Section 6 concludes the paper with perspectives for future
work.

2 SYSTEM AND CHANNEL MODELS

A dual-hop mixed communication system operating under
mixed RF and UOWC technologies is considered. As shown
in Fig. 1, the information signal is transmitted from the
source node S (e.g., ground control station, boat), via an
RF link, through a DF relay node R (e.g., floating buoy),
that combines the received signal copies at its N, receive
antennas using selection combining (SC) technique. After
fully decoding the combined signal, the relay forwards it to
the legitimate underwater destination node D (e.g., subma-
rine) via a UOWC link. The transmission is performed in the
presence of multiple eavesdroppers attackers attempting to
overhear the RF side of the communication link. Since the
S-R link (e.g., ground station to floating buoy) is an RF link,
the source broadcast the information signal so as to reach
the distant relay node. Interestingly, Nakagami-m fading
is a more convenient distribution for modeling the fading
amplitude in a land-mobile channel as well as scintillating
ionospheric radio links. Moreover, it includes some well-
known fading distributions, namely Rayleigh and Rician as
special cases, and AWGN as a limit case [34].

2.1

The S — R link’s signal envelope is modeled by a Nakagami-
m flat fading model. As a result, the SNR ~; received at
ith antenna A; of R is Gamma distributed with probability
density function (PDF) given by [34]

Source-Relay hop

ij,—l

fri (2) T (mi)

where I (.) denotes the Gamma function [35, Eq. (8.310.1)],
o, = 24 and m; > % and 7; > 0 denote the Nakagami-
m fading parameter and the average SNR of the S — A;
link, respectively. The case of independent and identically
distributed (i.i.d) diversity branches, that is m; = m and
%; =7, is considered.

Based on this, the relay node combines the received
signal from S by using its [V, antennas and the selection
combining (SC) diversity technique. The total SNR ~ysr at
the output of the SC combiner is expressed as

=o" exp(—0iz),z2>0,i=1,.,N., (1)

max
1<i<N,

@

VSR =

Furthermore, the PDF of the SNR vgr, are given by [36]
Nr m _ )
o - ,yZ]X,C 1 (m’ O'Z) Zrn—l

(I (m))™

®)

exp (—o0z),

f’YSR (Z) =
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Fig. 1: System model.

where Vinc(., .) denotes the lower incomplete Gamma func-
tion [35, Eq. (8.350.1)], and 0 = %

Consequently, the CDF of ygr can be derived readily by
integrating the PDF (3) as follows

Fran (2) = (””’?EZ;;{’”)NT, @

2.2 Source-Eavesdropper hop

The wiretap link consists of L > 1 eavesdroppers
(Ei)y<;<y- Similarly, the links S — E; are supposed to
undergo i.i.d Nakagami-m fading with PDF given by

Zmefl
=gt exp (— ,2 >0, 5
f"/SE1 (Z) Ue F(me) Xp( UeZ) z ()
where 0, = 2=, and m, > 1 and 7, > 0 denote the

Nakagami-m fading parameter and the average SNR of
the wiretap link between .S and the eavesdropper node E;,
respectively.

Similarly to (4), the CDF of the S-E; link between
the source node and an eavesdropper FE; among the
L eavesdroppers is given by

_ Yinc (me, 0ct)

F t) =
YSE; ( ) T (me) (6)
2.3 Relay-Destination hop

As already mentioned, the R — D hop is a UOWC link,
modeled by the mixture Exponential-Gamma model, where
the PDF of the received light irradiance Irp is given by [8]

P (_é>,1> 0,

w 1 o
frn (1= S o (=5) + 1 =t S %

with w denoting the mixture weight factor, such that w €
[0,1], @ > 0 and 8 > 0 represent Gamma distribution’s
shape and scale parameters, respectively, and A > 0 ac-
counts for the Exponential distribution’s mean.

The relationship between the irradiance and the SNR can
be expressed as [11]

(nIrp)"

No
where 0 < 1 < 1 refers to the photodetector efficiency,
is a detection technique-dependent parameter (e.g., r = 1
refers to coherent detection, while » = 2 stands for inten-
sity modulation/direct detection (IM/DD) technique), and
Ny > 0 denotes additive white Gaussian noise’s (AWGN)
power spectral density.

By applying the Jacobi transform on the PDF of Irp
expressed in (7), and after some algebraic manipulations,
we obtain the PDF of the SNR vyrp, namely

®)

YRD =

frap (2) =wU (LA + (1 =w)U (a, 5),2> 0, 9)

with
1 r\" 24 Kr 1
U(x,y) = (—) 2T exp (——zr) , (10)
O y
where k, = 2 with E[J] denoting the average value of

the received light irradiance defined as

E[I] =wl+ (1 —w)ap, (11)
and (1, > 0 stands for the average electrical SNR, which is
given by

(12)
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3 USEFUL STATISTICAL PROPERTIES

A closed-form expression for the CDF of the total end-
to-end SNR of the considered mixed RF/UOWC system is
presented in this section.

Since the relay node performs a decode-and-forward
relaying, the total received SNR at D is expressed as [12]

Veq = Min (Ysr, YrRD) - (13)

Given the above expression, the CDF of the SNR 7., can
be expressed as follows

F,., (t) = Pr[min (ysr, yrp) < 1],
=1= (1= Fgn (1) (1= Fypp (1))
= Fysn () + Fopp (1) = Fyon (8) Fonp (1), (14)
where F, . (t) is given in (4), and F,,, (t) can be readily

determined as follows:

F’YRD (t) = /0 f’YRD (Z) dz,

Vine (04 %t%)
I (a) '
(15)

=w (1 — exp (—%t%)> +(1-w)

It is noted that (14) depicts an exact analytical expression
for the CDF of the total end-to-end SNR assuming a DF re-
laying scheme. This allows us to evaluate the system outage
probability, without considering the wiretap link, in terms
of key system parameters, such as an arbitrary number of
relay antennas, integer fading parameter of the RF hop (i.e.,
(m,m.) € N?), water turbulence severity parameters, and
average SNR per-hop.

4 SECRECY ANALYSIS

The exact SOP of the considered RF/UOWC system is
derived in this section along with its asymptotic expansion
at the high SNR regime.

4.1 Secrecy outage probability

This security metric is defined as the probability that the se-
crecy capacity, which is the difference between the capacity
of the main link (i.e., S — R — D link) and that of the wiretap
link, falls below a certain threshold rate R. In this case,
the eavesdropper most likely achieves interception of the
confidential message. SOP corresponds mathematically to
an event where the difference between the main and wiretap
link secrecies is in outage, being namely expressed as

Psop =Pr (CR — CE < R) s (16)

where

Cr =logy (1 +7eq), 17)

and Cg denote, the channel capacities of the S — R — D and
S — E links, respectively.

To this effect, we consider a scenario composed by
L independent and non-coordinating eavesdroppers. The
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eavesdroppers aim to intercept independently the trans-
mitted signal from S via an RF link. Consequently, the
overall capacity of the wiretap channel from S to E is the
maximum of the achievable individual capacities by the L
eavesdroppers, i.e.,

Cg = ma ,L(CSEJ, (18)

i=1,..

where Csg, denotes the S — Ej; link capacity.

Since the maximum of the individual capacities
(CsEg, )1<i<r corresponds to the maximum SNR of the links
S — E;, it follows that

= . . 1
Ysp = Ma (ysE:) (19)

From above, the CDF of the overall wiretap link’s SNR
vsE can be expressed as
max (Ysg,) < Z}

) =P
_ (%m (me, 062)>L
I (me)
By plugging (17) and (18) into (16), and by making some
algebraic manipulations, we obtain

Py, = Pr (%q <(2%(vsp+1) - 1)‘ 'YSE)
= [P (2740 -1) el

with f,, () denoting the PDF of the overall wiretap link,
obtained by differentiating (20) with respect to z as

F

YSE

(20)

21

m
Lol

'L (me)

L—-1 —0.2z_me—1

h/inc (me 9 Uez)] € z (22)

f’YSE (Z)

Proposition 1. For integer values of m and me, the SOP of the
considered communication system employing DF relaying scheme
is given as

L—1 ul Ume—1
Lot L-1
Pop = o= 37 RACS NI DN
P F(me) w1 =0 ( U > ¢ ( ) us=0 u —0

e

Uh+1
Uh 42

me—1 10\ Wit1—Wit2 s
mn)E
h=0

Sut+me—1 R\Outme—1—i
0y +me — 1) (1—2%)
X E - ( i ) QR(6u+me)
i=

(i) (4)
@) ) B W, 13 —T5~
’ (‘” (17 +m) (=) (T1 T ))
(23)
with
. N/ N v terme g
=S (N e L ST ()
v1=0 ! v2=0 vm=0 p=0 e
1 Ypt1—Vp+2 0, I (l + 6, + 17 (2R — 1) 6)
‘ . R _

QDiJrl
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pl 59,U+i+l ’

o= S (N Y ST ()

v1=0 v2=0 v,,=0 p=0 Up+2
1 Up+1—Up42 0, \112 (6, gv)
X (g) M (28)
1,1 A;—
‘Ijl (7—7 C) = Ml,l <g (7—7 )‘) ‘ (0’ 1’0); _ ) ) (29)
A, (1,1,0); —
v2n0) =383 (90| o 170y 0oy ) @
A= (=C—i,1/r,m(2% 1)), (31)
1
p=0c(ur +1) (273*1), (32)
oo (u1 +1

p= el rl) on 3 (33)
€ =@ +uv0, (34)

with .
Oy = > k(vkt1 — veta), (35)

k=1

me—1
Su= Y k(urs1 — tpsa), (36)

k=1

Ry _1

g(Z,t) = ? zZT, (37)

where z and t can take two possible values as z = {e, ¢} and

t = {\ B}, and M) <Q‘ gl ) is the upper incomplete
’ 2

Fox’s H-function defined as [37]

m

I1 T (bx + Bxs, Bk)
Mm,n (Q' 91 > _ 1 k=1

p.q e — o5 q

2 2ng Je
H I'(1—0bx— Bks,ﬂk)
k=m+1

H I (1 — Q; — AiS,Oéi)

X Zle O %ds,

(38)

with @1 = (ai,Ai7ai)i:1:p ’ @2 = (bkakaBk)k:Lq ,j =
V=1, and C is a complex contour of integration ensuring the
convergence of the generalized hypergeometric function.

Proof: By plugging (4) and (15) into (14), and by mak-
ing some algebraic manipulations, we obtain the following
equation

=T (50) + 1T (5+)

Yine (m,02) \ " (1—w)(1—
+< e > +w Ty (%27)

(39)

where T;(¢), i = 1,2 can be expressed using egs.
(07.34.03.0228.01)-(06.06.26.0004.01) of [38] as

1= (1] 57 )

1;—
a;0 )7

Then, by performing the appropriate substitutions in (21)
yields

(40)

Yo (t) =G1y <t (41)

Me

Lo}t
TZ (;ne) (D1 + Dy + D3 + Dy — Ds),

where D; (1 < j < 5) are defined as

D= [ (%nc<m’0<2R<z+1>—1>>> T

Psop = (42)

L' (m)
X [Yine (me,aez)]L_1 e 77 me 1z, (43)
Y b Kr (R Y
szw/o (1 T1<)\(2 (z+1) 1) ))
X [Yine (m&crez)]lﬁ1 e oeF Mme T, (44)
1w o0 K 1
D3 = —— Ty (= (2B(z4+1)—1)~
o= (5t -))
X [Yine (17’Le,cr(,,z)]L_1 e o7 me . (45)

I'(m)

% (Yime (o 2R+ 1)\
el | X

1
x ZMe Ty (F;\T (QR(z +1)— 1) T) [Vine (me,aez)]L_l dz,
(46)

I'(«) T (m)

—w [ ine (m, o (28(z — N
D5: L /O <’7®nc( ? (2 ( +1) 1))> e TeZ

% 2™ e (Mo, 002)]F 1 T (% (2f+1)-1) %> dz.
(47)

Making use of [35, Eq. (8.352.1)] alongside with the
multinomial theorem, using the change of variable such
as t = 2z + 2% — 1, and with the help of the identity
[38, Eq. (06.06.02.0001.01)] alongside with some algebraic
manipulations, we obtain
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where p, @, 0,, 6,, and the terms Tl(z) and TQ(Z) are defined
in Proposition 1. In a similar manner, the remaining terms
can be evaluated, which concludes the proof of Proposition
1. O

Given the incomplete Fox’s H-function implementation
in [37] and [39] and the SOP formula in (23), one can ascer-
tain the practicality of this expression for exact evaluation
of the considered system’s SOP as a function of different
values of relay antennas number, integer fading parameters,
real turbulence parameters values, and average S — R and
S—E SNRs. Furthermore, it is noteworthy that at R = 0, this
SOP formula corresponds to the intercept probability (IP)
metric. Even though this formula is expressed in terms of
non-elementary functions, it can be efficiently implemented
in most common computing software such as Matlab or
Mathematica through numerical integration over a com-
plex contour, using the built-in "integral" or "NIntegrate"
functions, respectively. For instance, the authors in [37] pro-
vided an implemented Mathematica script for computing
such function. Furthermore, the analytical evaluation of this
expression is significantly less complex compared to Monte
Carlo simulation method. While the latter, performed on a
2.5 GHz core i7 computer, needs around two minutes per
SNR value for a number of random values N = 106, the
analytical evaluation’s time consumption is around 15-20
seconds per SNR value, which depicts again its usefulness
in terms of complexity.

4.2 Asymptotic SOP

An equivalent closed-form expression for the Incomplete
Fox’s H-function in (25)-(28) is given in this section, based
on which, an asymptotic expansion of the derived SOP for-
mula is provided at high SNR regime in terms of elementary
functions.

4.2.1 Alternative representation

Proposition 2. The Incomplete Fox's H-functions in (25)-(28)
can be expressed as in (51) and (52), shown at the top of the next

page, where ng') (x,y) and S;i)(x, y) (j = 1,2) are defined as

7

; Z (—DIT (141 La(2F -1
6 ey = 3 IOt e BT ) ey

(9@, )™

(DT (r(i+y+1+1)
I (g, 2t

(54)

. X (1)
S (z,y) :l;( “1) F<1+i+y+ l,x(2R—1))
I'(a+1) a+l
X TlatitD) (9(z,B))" ", (55)

0 2r(z+y+l+1) 1( 1)l
; r(i+y+ 1+ 1)
F'a+r@E+y+1+1))

X (g(, B)) D

+F(1+i+y,x(2Rfl))F(a), (56)

with the couple (x,y) denotes either (¢, 0) or (£,0,).

Proof: The Fox’s H-function in (25) and (27) is ex-
pressed in terms of a complex integral as depicted in
equation (57) at the top of the next page, where the couple
(z, y)denotes either (¢, 0)or (g,6,) .

Since the integrand function contains only simple poles
of Gamma, the integral in (57) can be expressed through
residues theorem as formulated in (51) [40, Theorem 1.2,
Egs. (1.2.22), (1.2.23)]. Applying this theorem, the left half
plane residues can be computed as

s P(l+it+y—2z

2 Jim, ' (s) (9@ N

(2% - 1))
(59)
On the contrary, and as mentioned in Remark 1, the
residues theorem [40, Theorem 1.2] applies only to complete
Gamma functions. Thus, in order to compute the right half
plane residues, we consider the particular case of Intercept
probability (IP), that is R = 0. As a result, we have

F(1+i—§,<p(2R—1)):F(l—i—i—;).

Consequently, the right poles residues can be expressed
for R =0as

G (z,y) =

(60)

o0

-2

=0
T (1+y+i—=)T(s) (gl )"

By using the identities [40, Theorem 1.3, Eqgs. (1.3.5)-
(1.3.9)] and by making some algebraic manipulations, we
obtain (53) and (54) which are shown in Proposition 2.

In a similar manner, the incomplete Fox’s H-function in
(26) and (28) glven in (58) can be expressed by either the
functions S or 52 D, representing the sum on the residues
on the left and right half plane poles, respectively, as shown
in (52). The integral in (58) can be computed by summing
on the residues at the left half plane simple poles, that is
computing on residues of I" (o + s) using [40, Theorem 1.3,
Eq. (1.3.5)] as shown in (55).

G (z,y) = (s—r(i+y+1+1))

lim
s—r(i+1+y+l)

(61)
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i R _ . (4) .3 _ _
M1111 (g(x, )\)‘ (—i—y,1/rz (2 1)); ) _ G(li) (z,y) ;if (g(z,\) < land r = 1) or (r = 2), 51)
’ (0,1,0); — G5y’ (z,y) ;if (9(x,A\) >land r = 1and R = 0).

1,2 (=i —y,1/r,z (2% —1)),(1,1,0); — S%i) (z,y) ;if (g(z,8) <landr =1)or (r = 2),
M2,2 g(mvﬁ) (a 1 0)(0 1 O) = S(z) s _ _ (52)

» 1,0)5(0, 1, 5 (z,y) ;if (g(z,8) >1and r = 1and R =0).

1,1 (—i—y,l/r,x(ZR—l));— 7i . s R _ —s

My <g(z,)\) ‘ (0,1,0): = 2 CF(S)F (1+2+y r,x(? 1)) (g(x,\) " ds. (57)

—i—y,1/rz (28 -1)),(1,1,0); — 1 [T(=s)P(1+i4+y—2,2(2%-1))T(a+s)

M1,2 ( z, ‘ ( =Y, s Ly LY, = r 3 ds. (58
22 {9(6) (o 1,0):0,1,0) 27j Je T —5) (902, 9) oY
Interestingly, one can notice that the Fox’s H-function

in (58) admits simple poles as well as double poles on the (4) e s 2
right half plane. Making use of [38, Eq. (06.05.17.0002.01)], Hi(smy) = (s =rlity+1+1))T(=s)
the right half plane residues on simple poles of I' (—s) might x I (1 +it+y— f) , (68)
be computed as [40, Theorem 1.3, Eq. (1.3.9)] "
rlity+1)—1 (@, T(a+s)
) r H'(s) = ———. 69
Sy = Y tims-nter) A ©
) s5—
1=0 By carrying out some algebraic manipulations, we obtain
><F(1+i+y—f x(2R—1))(g(z ) (@) —s
7'7 ’ Q (s,x,y):(g(x,ﬂ))
(62) (s—r(i+y+1+1)2T (1+ity—2)
We distinguish two cases x Heslllate)[=In(g (.00 30 (ats) 0 (=0
for I — 0 X | +(s—rli+y+1+ 1)) (=s)T (1+i+y—2)
o forl=0:  Llats) [2—(s—r1(i+y+l+1)) ]
. . s F(a+s) L(1-s) X |U(=s)+ V(1 +i4+y— 2)
lim I" (1 -2z (2f-1 i i
lm ( +i1+y r’x< )) (9(z, B)° (70)
=T (1 +i+ty,x (2R — 1)) I'(«a). (63) By taking the first term of (70), we have

e forl>0:
r(i+y+1)—1

>

—1 .
CDp (it -2 e (28 1))

< T (a+s)(g(x,B))°
=0.

lim
s—l

(64)

Consequently, the function defined in (62) is expressed
as

Si(@,y) =T (1+i+yz (2" =1))T (). (65

The integrand function (58) admits also double poles of
I(—s)and I' (14i— 2 (2F — 1)) . As discussed in Re-
mark 1, and similarly to the simple poles case, the residues
theorem for poles of order N > 1 applies only for complete
Gamma functions. That is, we consider the case of R = 0
(IP).

Using [40, Theorem 1.4, Eq. (1.4.2)], the residues at poles
of order N = 2 are calculated as

_ li (@) .z, 66
e s%r(iirg?quJrl)Q (S v y) ( )
with
. - . I
QW (s, ) = (H (s, 0, 9) HY (s,2,9)27") . (67)

(i) N . : 2
Sy(w,y) = — ; s—>r(i1—1i-IgI/1+l+1)(S —r(i+y+1+1)T(-s)
Dlats)[=In(g(@,f) + ¥ (ats)+P(1—s)

L(l-s)

xr(1+y+z’—f). 71)
r

By putting the following change of variable s — r(i +
y+l+l)—eecl—s—>1—r(i+y+l+1)+¢ withe =0,
we obtain

Spn(@y) = =D Hm T (—r(i+y+1+1)+&)T
=0

x W (s,2,y)(g(x, B)) v,

(=1+7)
72)

where W) (s, 2, ) is given as

C(a+rii+y+l+1)—e)
FrA—-r(i+y+i+1)+e)
V(a+r@i+y+l+1)—¢)
FY (A —r@i+y+Il+1)+e)
—In(g(z,B))

WO (s,2,y) =

X (73)

By using eqs. (06.14.06.0024.01) and (06.05.17.0003.01)]
of [38], and [40, Theorem 1.3, Eq. (1.3.9)], and after some
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algebraic manipulations, we obtain the equation (74) at the
top of this next page.
Similarly, the second term is calculated as

- Y lmer (-

ri+y+1+1)+

4.2.2 Asymptotic expression

Corollary 1. The asymptotic expansion of the secrecy out-
age probability expression at high average SNR wvalues, when
Wy = &5, with & > 0, is given as
Lo™me
P, ~ e~ By,

o ™ L () 78)

I‘(l—r(z+y+l+1)+5) Bl I—1
T(a+rii+y+l+1)—e) By = P2 (T (me)) ™" Y Fol ) ey
x (g, B)) FUTTED (75) A o\ m
Ume—1 Me— Upi1 10\ Wit1—Wit2 P
Involving egs. (06.14.06.0024.01) and (06.05.17.0003.01) of x Z > H ey )\ oore !
u2=0  Um,=0 h=0 :

[38] into (75) yields

Z hm el (—

x (1— T(Z +y+l+1)+ 8)r(i+y+l+1)
L E (W(r(i+y+1+1)+ LU +1)]
IF'(l+e¢)
Fla+rii+y+1+1)—¢)
(g(-’E,B )T(z+y+l+1) €

ri+y+1+1)+

X

=0. (76)

where (a), denotes the Pochhammer symbol [38, Eq.
(06 10.02. 0001 01)] Fmally, by summing up the terms

SQO(x Y), S2 1(x y) and 82 )2(90 y), given in (65), (74), and
(76), respectively, 52 (z,y) is expressed as

)2r(z+u+l+l) 1 ( 1)1

= (
ZZ
I'(« +r(z+y+l+ 1))
F'(a)T (1+z+y,go<2 —1)),

) R (1 (i oy 4+ L+ 1)

77)

which concludes the result provided in Proposition 2. O

Remark 1. Thus, equations (51)-(56) depict an alternative
analytical closed-form expressions of the incomplete Fox’s H-
functions given in (23). These expressions are calculated based on
the residues theorem, where the Fox's H-function equals either the
sum on the residues of the left half plane poles or right half plane
ones, depending on the value of its argument (e.g, z = 5 -,
defined in (37), with t equals either X or 3.

From another front, it is worth noting that the computation
on left half plane through residues theorem can be applied when
the conditions %x_% < 1and r = 1 (i.e., coherent detection),
or r = 2 (i.e., IM/DD) are satisfied. However, when %x_% >
1 and r = 1, the residues theorem [40, Theorem 1.2] does not
apply straightforwardly for the incomplete Gamma function (e.g.,
D(14+i+y— 2,2 (2" —1)). Given this fact, the computation
in the right half plane through the abovementioned theorem will
be restricted in this paper only for the complete Gamma function
(i.e., R = 0). That is only Intercept Probability expression can be
computed in this regard.

)P(—Z+§)

X

Sutme—1 S +me — 1 (1 . 2R>5u,+me—1—7’
pz:;) P @p+%+12R(6u+me)

xF(p—i—%-i—l,go(ZR—l)).

Remark 2. From (78), one can notice evidently that the achiev-
able diversity order of the SOP expression is Gq = 1.

Proof: Each term Dy, k = 1,..,5, given in (43)-(47),

79)

can be asymptotically written as

B
Dy~ Ap+ —4 k=1,.5, (80)
ol

where C}, denotes the asymptotic order of the term.

e Term D; :
One can notice that A can be obtained by comput-
ing lim~_, o Dy So, to compute the abovementioned
three constants, it is sufficient to evaluate the limit
lim~_ o0 D7, fori =0, Cy.

By computing the limit of the term D17¥*, with i > 0 and
D, given in (43), when 7 — o0, one obtains

lim D7° = (1 fw)/ [Yine (mg,aez)}L_l O yMme—1
0

’Y*}OO
m(2%(2+1)-1) N
Yinc | M, 5
=1

T (m) y b dz.

x lim
y—00

(81)

n

AS Yine (M, x) approximately equals 2™ near x = 0, it

follows that

By; if i = mN,
oo; if i > mN,

lim D7’ =

Fy—o0o

0;if © < mN,
(82)

where

mN,. 1— ] mN,.
By = m ( UJ) / <2R(2 + 1) . 1) e—nezzme—l
0

TN (m)
X [ine (Me, 002)]* " dz. (83)

Consequently, in high SNR regime (i.e., 7 — o), D; can
be asymptotically expressed as
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o0

. _1)r(i+y+l+1)(_1)l
S$) — Y i ¢ r
21(7,9) ;13% (r(i+y+1+ 1)U

y n(g(z,B)+¥(a+s)— L+ U (r(i+y+1+1))

IF'(l1+e)
0 (71)2T(i+y+l+1)71(71)l r
=0

: (ri+y+ 1+ 1)

(a+r(i+y+1+1))(g(z,p))

10
(a+r(i+y+1+1) (=)= 06 Ly 4 14 1) —1)le
(9(1'7 ﬁ))fr(i+y+l+1)+s 7
—r(i+y+i+l) (74)

Dy ~ By~ "N, (84)

e Term D5 :

The limit of Do7*, with Dy given in (44), when 7 —
oo can be expressed as

o
lim D271 = w/ [Vinc (mea UCZ)]L_l e_a“zzme_ldz

y—o0o 0
x lim. (1= (5 R+ -1)7))
X 7. (85)
where
T (t) = exp(-1). (86)

At high SNR values, exp(—z) approximately equals 1 —
x. It follows that equation (85) can be written as

. . I o0
lim Dyy" = w lim {’Yliug’l”}/ e TeZyme !
yY—ro0 )\ 0

y—00

X [Yine (Me, aez)]if1 (2R(z +1)— 1) B dz,

87)
or equivalently to
‘ 0;ifi <t
lim Doy’ ={ B ifi=1 (88)
e oo; if 7 > %

Consequently, D, is asymptotically expressed at high
SNR as

1

Dy =By~ 7, (89)
with
o (.UE [I] _ 1 o0 R %
By = “=¢ /0 (2f+1)-1)
></ [Vine (me,aez)]Lf1 e o e, (90)
0

Using the change of variable such as t = 2ftz + 2% — 1,
and with the help of the identity [38, Eq. (06.06.02.0001.01)]
alongside with some algebraic manipulations, (79) is at-
tained.

e Term D3 :

The limit of D37¥*, with Dy given in (45), when 7 —
0o can be expressed as

. i l—w [ Lo 2!
1 “_ - .
. M (9R _ ) &
o (5 (e 7)
(91)
where
T (t) = Yine (a, 1) . 92)

At high SNR values, it follows that equation (91) can be
written as

lim D37 = € lim {7’*% (2R(z +1)— 1)7}
’Y‘)OC ’Y*)OO

X/ [’Vznc (meaaez)]Lil e—aezzme—ldz’ (93)
0

with € = 111(;0‘3 (%f _%)a, or equivalently to
. 0;if ¢ <
lim D35" = Bs;ifi= < (94)
el oo; ifi > %
with
N g L-1
Bi=e [ (27G+1=1)" Bine(meoo2)

0

X €772 Me Ty, 95)

Consequently, D3 is asymptotically expressed at high
NR Sas

o
T

D3 = B35 (96)

o Term Dy : ‘
In a similar manner, the limit of D,%*, with D, given
in (46), when 7 — oo can be expressed as

[ﬁYinc (me7 o'ez)]Lil dZ

5 (wm<mr:<2R<z+1>—1>>)1“
x lim '(m) i
TR k(5 @R+ 1))
(97)

o0
lim D4%* :w/ e TR yme !
0

y—ro0

It follows that for high SNR values, (97) can be written
as
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L-1 —o.z_me—1

oo
Jlm D471 = (-U/ [’Y’in(z (mea 062)] e z
Y0 0

m(2%(z+1)-1) Ne
Yine | — = »
1. = d

8 00 T (m) T

(98)
or equivalently to
‘ 0;if i < mN,
lim Dy = - B1; if i = mN, (99)
y—00

oo; if © > mN,

That is, for high SNR values, D, can be approximately
expressed as
(100)

Dy~ —2 By,
1-w

e Term Dy :

In a similar manner, the limit of D55 when %7 — oo can
be expressed as

lim D57i = UJ/ e Tezyme! [Yine (e, JGZ)}Lil dz
Y—0o0 0
m(2B (= - NT
x lim (m) dz.
Y— 00
Ty (2 (2B(z+1)—1) 7 )7
XYz (5 (2R(z+1) = 1) 7) 7
(101)
At high SNR values, we have
mN,. Ca
lim D57y = e~ lim FimrTmNe

TN (m) 500
0o
% / <2R(Z 4 1) _ 1) ’rrLN,\-l-%e—oezZ’m,g—l
0

X [’Yinc (mm UeZ)]L_l dz. (102)

Y—o0

Or equivalently

‘ 0;if i < mN,
lim Ds¥y* = Bs; if i = mN, (103)
e oo; if © > mN,
with
TTLmNT [e%S) L1
Bs = EFT(W)/O [’Ymc (me,Uez)]

X (ZR(Z +1)— 1) mNe 5 gm0z yme=1 gy,

From the above, one can notice clearly that the asymp-
totic order of the terms D;, 1 < i < 5, equals mN,, +, %, 14
mN,, and < + mN,, respectively. Given that mN, > 1,
a > 1[8], and r equals either 1 or 2, the terms D1, D3, Dy,
and D; will be neglected compared to D5 as it is the term
with least order, that is % Consequently, the achievable

diversity order is Gq = 1 O

e
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5 NUMERICAL RESULTS

The derived analytic results, which are corroborated with
respective Monte Carlo results, are employed in this section
to analyze the performance of the considered set up. Some
illustrative numerical examples are depicted to examine the
effects of the key system parameters on the overall secrecy
performance of the considered mixed RF/UOWC system.
To this end, the system and channel parameters are set
as m = m, = 2 for the S — R and S — E links fading
severity, 7, = {0 dB,5 dB,10 dB}, and L = {1,2,3}
denotes the number of eavesdroppers for the wiretap link,
while the number of antennas at the relay is considered as
N, = {1,2,3}, and o = 6.7615,8 = 0.3059, A = 0.1992,
w = 0.5717, and n = 0.7 for the R — D link turbulence
severity. In addition, the simulation is performed by gener-
ating 5 x 10° random samples, while we fixed the threshold
rate to R = 1 bps/Hz.

1.0 - B

091 \ Simulation * 1
Analytical (N,=3)
Analytical (N,=2) B —
Qé 0sl Analytical (N,=1) 1
%
0.7 |

0 5 10 15 20
v dB]

Fig. 2: SOP of the mixed RF/UOWC system versus average
S-R SNR for coherent detection.

Fig. 2 shows the SOP given in (23) as a function of the
S-R average SNR per branch 7. The average R-D SNR is
fixed to p, = 3 dB, the number of eavesdroppers to L = 2,
and eavesdropper’s average SNR 7, = 0 dB. Furthermore,
relay’s receive antennas number is varied and coherent
detection technique is assumed. One can ascertain obviously
from the figure that the analytical curves match with the
simulation results in starred markers. From another front,
we notice that the system’s SOP decreases as a function of 7,
for a fixed number of relay antennas N, and eavesdroppers’
received SNR 7,. Actually, increasing the legitimate link’s
SNR 7 while keeping the wiretap link SNR 7, fixed, results
in increasing the main link’s capacity, and consequently
the secrecy capacity increases. As a result, this increasing
capacity will most unlikely fall below a certain threshold
R, achieving a better secrecy performance. For example, the
greater is the number of receive antennas NN,, the higher
is the average secrecy capacity, and consequently the more
reliable is the wireless communication.

In Figs. 3 and 4, the impact of the detection technique
type, the eavesdropper’s received SNR, as well as the num-
ber of eavesdropping nodes L on the system’s SOP perfor-
mance is illustrated. It can be clearly noticed in Fig. 3 that
the system’s secrecy outage performance deteriorates in the
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Fig. 3: SOP of the mixed RF/UOWC system versus average
S-R SNR.

case of coherent technique, compared to IM/DD detection.
In fact, IM/DD technique is the simplest and widely used
technique, since it is based on amplifying the incoming light
intensity and then demodulating it, while coherent detection
is based on restoring the wave’s carrier phase [41]. Conse-
quently, in addition to its complexity, coherent technique
results also in a worse secrecy performance compared to
its IM/DD counterpart. On the other hand, it is clearly
observed that the SOP curves admit a certain limit at high
SNR regime, where the curves justify to a certain limit value
despite increasing 7 and [V, values. This is due to the fact
that at higher 7 values (e.g., ysg — 00) or greater number
of relay antennas values (IV,), the end-to-end SNR at the
destination, given in (13) as the minimum of ysr and R-D
SNR vgrp, will be always equal to ygrp, and consequently,
the system’s secrecy performance is dominated by the worst
hop, that is R-D. Furthermore, one can notice also the
impact of the number of eavesdroppers L. The higher L
is, the greater is the SOP, and consequently, the secrecy
performance of the system deteriorates.

1.0 b % * * :
* * * *
0.9 B
0.8 |- i
& * * *
a
07+t ]
Simulation *
Analytical (y,=0 dB)
0.6 Analytical (¥,=5 dB) 1
Analytical (y,=10 dB)
1 L L L L 1 L L L L 1 L L L L 1 L L L L 1 L
0 5 10 15 20

v[dB]

Fig. 4: SOP of the mixed RF/UOWC system versus average
S-R SNR for coherent detection.

It is also noticed in Fig. 4 the impact of varying S-E
average SNR (¥,) on the SOP for a fixed legitimate link

12

SNR. For instance, the secrecy performance of the system
for an SNR per eavesdropper 7, = 10 dB is worse than
the cases of lower eavesdropper SNR, that are 7, = 5
dB and 7, = 0 dB, respectively. Thus, the more powerful
is the wiretap link in terms of nodes” number (greater L)
and/or eavesdroppers received signal power, the greater is
the wiretap link capacity, and consequently, the more likely
the legitimate communication is overheard.

1w S S S -]
08+t ]
y * *
06| R
5 * *
o *
041 * * * ]
Simulation *
Analytical (u,=3 dB)
Analytical (u,=7dB) ——
Analytical (u,=10 dB)
o s 10 1 20
v [dB]

Fig. 5: SOP of the mixed RF/UOWC system versus average
S-R SNR for coherent detection and different p,. values.

Fig. 6: SOP of the mixed RF/UOWC system versus 7y and
-

Fig. 5 and Fig. 6 show the SOP evolution versus both
hops SNRs (¥ and p,), in 2D and 3D, respectively. It is
obviously seen that the greater the R-D average SNR (u,)
is, the lower is the SOP value, and consequently, the better
is the achievable secrecy performance. Moreover, similarly
to previous figures, we can clearly ascertain that the SOP
admits a limit at higher pu, values, that is @, — 0o, where
the secrecy performance of the system remains steady. As
mentioned above, since from (13) that the total SNR is the
minimum of ysg and yrp, despite increasing i, to higher
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values, the system’s secrecy performance is dominated by
the worst hop, that is S-R in this case.

1.0 - * * 1

09} v ]

Simulation *
Analytical (L=2)
Analytical (L=3)

Pin(

06+ 7=15dB

0.5 B

L L L L L L L L 1 L L L L L L
0 5 10 15 20
Ve [dB]

Fig. 7: Intercept probability of the mixed RF/UOWC system
versus average S-E SNR for coherent detection and differ-
ent L values.

Fig. 7 depicts the intercept probability (IP) metric, which
is the SOP evaluated at a threshold rate R = 0, versus S-F
SNR 7, for L = 2,3 as the number of eavesdroppers. In
fact, IP depicts the scenario where the main link capacity is
less than that of the wiretap channel. In fact, from the SOP
definition provided in (16), one can obviously notice that
the greater the threshold rate R is, the higher is the SOP.
Consequently, the system’s security becomes less reliable.
As discussed in the previous figure, it can be clearly viewed
that the intercept probability increases as a function of the
wiretap channel SNR 7., and the number of eavesdropping
nodes. In fact, the more dominant the wiretap link is, in
terms of number of wiretappers (higher L) and/or eaves-
droppers received signal power, the greater is the wiretap
link capacity, and consequently, it is more likely that the
legitimate communication is overheard. In addition, we as-
certain that the 2 curves’ cluster on the right corresponding
to an S-R SNR of 15 dB shows a better secrecy performance
compared to other clusters (e.g., 0 dB, and 5 dB cases), thus,
it corroborates again that a higher transmit power impacts
positively the communication reliability. Furthermore, one
can notice also that for higher values of 7, (e.g., 7, — o),
the IP tends to be 1, that is a certain eavesdropping scenario.
Also, the wiretap link capacity will certainly surpass the
main link’s one when the wiretap link average SNR 7,
exceeds a certain threshold, that is IP tends to 1.

Fig. 8 depicts the SOP versus 7 alongside with the cor-
responding asymptotic result in (78) for varying p,. values,
Y. = 10dB, m = 2, N, = 2, and considering both detection
techniques. In particular, we depict three scenarios, namely
pr =7, pr = 27, and p, = 3. Distinctly from previous
figures, it can be remarkably seen that the higher the average
R-D SNR (p,) is, the greater is the secrecy capacity, and
consequently, the SOP tends to zero at higher SNR values.
Furthermore, the results shows that the asymptotic SOP
curves converge to the respective exact derived results at
high SNR regime.
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Fig. 8: SOP of the mixed RF/UOWC system versus 7 for
7. = 10 dB.

6 CONCLUSION

The secrecy outage probability of a dual-hop DF mixed
RF/UOWC system is investigated in this work. An exact
closed-form expression for the secrecy outage probability
is derived, in terms of the incomplete Fox’s H-function,
based on which the impact of key system parameters on the
overall secrecy performance was investigated. In addition,
we provided an alternative expression of the derived SOP
metric by invoking the residues theorem to express the
hypergeometric incomplete Fox’s H-function through the
sum of residues, in terms of elementary functions. Based on
this result, an asymptotic analysis of the SOP expression at
high SNR regime is performed.

It is shown that the secrecy performance of the sys-
tem improves significantly by increasing the legitimate link
parameters (i.e., average S and R transmit powers (ie.,
average S-R and R-D SNRs) and the number of relay an-
tennas). However, the secrecy performance get worse when
the wiretap link is dominating in terms of received SNR
and/or number of eavesdroppers L. Moreover, the asymp-
totic behavior of the SOP metric shows that at high S — R
average SNR, the system’s secrecy outage performance is
dominated only by the R-D link despite increasing S-R link
parameters, such as the number of relay antennas and the
average received SNR at the relay branches. It is shown also
that varying R-D average SNR with respect to the S-R one
yields a better secrecy performance, compared to the case of
fixing it to a certain value, that is resulting in steady secrecy
performance. Moreover, the achieved diversity order equals
1/r, despite the value of the fading parameter m or the
number of antennas at the relay.

A potential extension of this work is the consideration
of multiple source nodes equipped with multiple antennas.
In addition, the consideration of friendly jammers and/or
artificial noise to increase security arise as an interesting
issue to be investigated. This is expected to give useful in-
sights on the computational requirements and sustainability
of practical deployments.
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