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The purpose of the thesis was to find out how the production processes of a com-
pany that manufactures medical devices can be improved by measuring. Unambiguity,
usefulness, and ease of use were important features of the indicators for the company.
These goals were answered with the following research questions: which of the com-
pany’s functions are significant for improving production processes, what important indi-
cators are available for the significant functions, and which important indicators can be
reported automatically.

The research material was compiled by literature review and observation. The lit-
erature review presented background theory of research methods, economical manufac-
turing, management information systems, and databases. Information on the company's
production processes, information systems and the indicators in use was collected
through observation.

The research material was analyzed by correlation analysis, thematic analysis, and
classification. Correlation analysis was used to determine which departments and func-
tions are relevant for improving production processes. Correlation analysis was also
used to find causal links between existing indicators and their benefits in order to find
new indicators for the company and automation opportunities for reporting the indicators.
Thematic analysis examined the relevance of all the indicators found at a general level.
Finally, classification was used to examine the relevance of the indicators to the compa-
ny's strategy.

The study found that the company’s most significant functions in improving pro-
duction processes are quality assurance, production, and maintenance and technology
development. A total of 30 important indicators were discovered, of which 24 were found
to be suitable for automated reporting. The resulting indicators were found to be reliable
at three different levels: the reliability of the data sources, the general relevance, and the
relevance to the company's strategy. Six of the indicators found were highlighted in terms
of general relevance and ten in terms of business strategy.

Of all the indicators found, OEE and inventory turnover, which were not yet used
by the company, were particularly prominent in terms of general relevance. The most
relevant indicators for the company's strategy were energy efficiency, resolved CAPA
cases in relation to all cases, production profit, and net profit or loss on investment. It
was also seen as useful for the strategy to derive efficiency indices from the above-
mentioned indicators and the costs of each significant function, so that the efficiency of
each function can be measured in a comparable way.

Keywords: measurement, KPI, economy, lean, six sigma, manufacturing industry,
quality assurance, production, maintenance, technology development, information
system, security, database, data warehouse, automated reporting
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Diplomityon tarkoituksena oli selvittda, kuinka eraan laakinnallisia laitteita
valmistavan  yrityksen  tuotantoprosesseja voidaan parantaa  mittaamalla.
Yksiselitteisyys, hyodyllisyys ja helppokayttdisyys olivat yritykselle tarkeita
ominaisuuksia mittareissa. Naihin tavoitteisiin vastattiin seuraavilla
tutkimuskysymyksilla: mitka yrityksen toiminnoista ovat merkittavia tuotantoprosessien
parantamisen kannalta, mita tarkeita mittareita on saatavilla merkittaville toiminnoille ja
mitka tarkeat mittarit voidaan raportoida automaattisesti.

Tutkimusaineisto  koostettiin  kirjallisuuskatsauksella ja  havainnoimalla.
Kirjallisuuskatsauksessa esiteltiin taustateoriaa tutkimusmenetelmista, taloudellisesta
valmistuksesta, johtamisen tietojarjestelmistda ja tietokannoista. Yrityksen
tuotantoprosesseista, tietojarjestelmista ja kaytdssa olevista mittareista kerattiin tietoa
havainnoimalla.

Tutkimusaineistoa analysoitiin korrelaatioanalyysilla, temaattisella analyysilla ja
luokittelulla. Korrelaatioanalyysin avulla selvitettin mitkd osastot ja toiminnot ovat
merkityksellisid tuotantoprosessien parantamisen kannalta. Korrelaatioanalyysin avulla
etsittiin myods syy-yhteyksia kaytdssa olevien mittareiden ja niiden hyotyjen valilla pyrkien
I6ytdmaan uusia mittareita yritykselle sekd automatisointimahdollisuuksia mittareiden
raportoinnille. Temaattisella analyysilla tutkittin kaikkien 16ydettyjen mittareiden
merkityksellisyyttd yleiselld tasolla. Luokittelulla tutkittin lopuksi mittareiden
merkityksellisyytta yrityksen strategian kannalta.

Tutkimuksessa todettiin, ettd yrityksen tarkeimmat toiminnot tuotantoprosessien
parantamisessa ovat laadunvarmistus, tuotanto sekd kunnossapito ja teknologian
kehitys. Tarkeitda mittareita [Oydettin yhteensd 30, joista 24 havaittin olevan
automatisoituun raportointiin soveltuvia. Tuloksena saadut mittarit todettiin luotettaviksi
kolmella eri tasolla: tietoldhteiden luotettavuus, yleinen merkityksellisyys ja
merkityksellisyys yrityksen strategian kannalta. Loydetyista mittareista korostui yleiselta
merkityksellisyydelta kuusi ja liiketoimintastrategian kannalta kymmenen mittaria.

Kaikista 10ydetyistd mittareista OEE ja varaston liikevaihto, jotka eivat olleet viela
yrityksen kaytdssa, korostuivat erityisesti yleiselta merkityksellisyydeltaan. Yrityksen
strategian kannalta merkityksellisimmiksi mittareiksi osoittautuivat energiatehokkuus,
ratkaistut CAPA-tapaukset suhteessa kaikkiin tapauksiin, tuotannon liikevoitto ja
investointien nettovoitto tai -tappio. Strategian kannalta hyddylliseksi nahtiin myods johtaa
tehokkuusindeksit edella mainituista mittareista ja merkittavien toimintojen
kustannuksista, jotta kunkin toiminnon tehokkuutta voidaan mitata vertailukelpoisesti.

Avainsanat: mittaus, KPI, taloudellisuus, lean, six sigma, valmistusteollisuus,
laadunvarmistus, tuotanto, kunnossapito, teknologian kehitys, tietojarjestelma,
tietoturva, tietokanta, tietovarasto, automatisoitu raportointi

Taman julkaisun alkuperaisyys on tarkastettu Turnitin OriginalityCheck —
ohjelmalla.
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S, min, h Time, short interval; second, minute (60 s), hour (3600 s)
W, kW, MW Energy; watt, kilowatt (10 W), megawatt (10° W)

' This abbreviation was invented to reduce repetition in this report and is not gen-
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1.INTRODUCTION

Measurement is a broad concept and has become increasingly important both in the
management of companies and in the performance of individual tasks. The reason for
this is that measurement-based decisions are based on facts and finding the facts out of
the mass of data available in today’s world is otherwise challenging. Measurement is
usually meant either to find out the unknown magnitude of an object or to confirm the
supposedly known magnitude of an object. In addition to these, a change in one meas-
urand relative to another can also be determined by measurement. Practical examples
of these applications in working life are the measurement of production volume, the in-
spection of manufactured products, and the monitoring of changes in production effi-

ciency over time.

This thesis presents a study on improving production processes by measurement.
The company under investigation, referred to in the thesis as the Customer Company,
operates in the field of medical devices and has been in business for a long time. The
main products are delivered worldwide, which means that their production volumes are
high and the processes involve a lot of automation. In the market of this industry, com-
petition is particularly fierce and international regulations are constantly intensifying,
which means that running a business requires constant investment and starting new
businesses is almost impossible unless the product to be manufactured is a world-chang-

ing innovation.
The study is reported in the thesis with the following structure:

- Introduction

- Presentation of the research material and methods
= Literature review
= Observation
= Data-analysis

- Results

- Reflections

- Summary



The goal of the study was to find out which of the company's functions are important
for the improvement of production processes, how these functions can be measured and
how the indicators can be best utilized. It was important for the Customer Company that
the resulting indicators are unambiguous, useful, and easy to use. Three research ques-

tions were derived from these goals:

1. Which of the company’s functions are significant for improving production pro-
cesses?
What important indicators are available for the significant functions?

Which important indicators can be reported automatically?

The three research methods used to solve the above questions were literature review,
observation, and data analysis. The literary review focused on the research methods,
economical manufacturing, management information systems, and databases. The pur-
pose of the literature review was to get acquainted with the background theory relevant
to the study. Sources for the literature review were selected on the assumption that pub-
lished peer reviewed scientific articles and non-fiction books are, as such, reliable
sources. Other sources, such as websites and training materials, were used as support,
when it was deemed necessary to consider alternative perspectives. The actual produc-
tion processes, management information systems and important indicators in use were
examined by observation to gain knowledge of the research subjects. Finally, data anal-
ysis was used to find connections in the data collected by literature review and observa-
tion. In this case, the data analysis was qualitative research, and it combined the meth-
ods of correlation analysis, thematic analysis, and classification. The purpose of the data
analysis was to provide a deeper understanding of the strategies involved in the produc-
tion processes, to identify other potential indicators in addition to those already in use,

and to evaluate the reliability of the indicators discovered by this research.

The knowledge gained from the above research methods was used to summarize the
important indicators found, which is the main result of the study. Each indicator included
in the summary was presented with its rationale, application, and calculation formula in
the observation and data analysis sections of the thesis so that the Customer Company
can easily utilize them as desired. The reflections at the end of the thesis assessed the

importance, overall reliability, reproducibility, generalizability and follow-up of the study.



The whole research process is illustrated in Figure 1.
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2. LITERATURE REVIEW

The literature review of this thesis includes the following topics: Research methods,
economical manufacturing, management information systems and databases. The un-
derlying philosophies, available options, and generally accepted practices are presented
for each subject. Related advantages, possible disadvantages, and illustrative examples
are also highlighted on a case-by-case basis. Familiarity with these topics provides com-
prehensive background information and the prerequisites for conducting this type of re-
search. Due to the holistic nature of the research problem, theories related to the practi-
cal implementation of measurement are not of great importance. Thus, hands-on topics
such as programming and computation are kept to a minimum and are highlighted only

in situations where they add value to illustrate research findings.

2.1 Research methods

The ultimate goal of research is for people to understand the world more broadly.
Research can be done in many different ways, but usually the process is carried out in
a planned, ethical, reliable manner and by presenting the results objectively. Typically, a
research strategy follows some branch of either rationalist or empirical philosophy [64]
[68].

Understanding the nature of the data is crucial to the validity of the research. For the
researcher, the underlying data is always either primary or secondary in nature. Primary
data is information that the researcher receives firsthand and secondary data is infor-
mation that has already been recorded or interpreted. In principle, primary data sources
are more reliable than secondary data sources if the same amount of data is available.
However, it is important to note that primary data sources are prone to misinterpretations
by the researcher. For this reason, secondary data sources should also be used when-
ever possible. [64] [68].

A research project should always start with a plan. The research plan sets out the
research questions that are essentially related to the problem to be solved, on the basis
of which the data collection and data analysis methods are selected. The researcher
collects data from either existing or self-produced material and analyzes it using either
qualitative or quantitative methods, depending on what is best suited to the research
strategy. The final results of the study are compiled from the partial results obtained

through data analysis [68].



2.1.1 Literature review

The literature review presents the theoretical background relevant to the research
from several different secondary data sources. By conducting a literature review, the
researcher becomes acquainted with previous research that is in some way related to
the new research. The purpose of the literature review is to validate the researcher’s
viewpoints and the importance of the study, as well as to serve as a reference for possi-
ble new research. The scope of the literature review is based on the research plan, which
includes key research questions, research strategies, and research methods. During the
research, the content of the literature review may expand or shrink compared to the initial
situation as the topic becomes more familiar to the researcher. However, regardless of
the scope of the literature review, it should never present topics that the researcher has
become familiar with during the research but that are not relevant to the study [12] [66]
[68].

2.1.2 Observation

Observation is a method of collecting primary data in which the researcher tracks an
object or phenomenon and documents the findings for later analysis. While performing
observation the researcher takes an outsider or insider point of view depending on which
one is expected to produce better results. The outsider tries to stay away from the object
and not influence its activities, while the insider, in turn, tries to actively participate in the
activities of the object, for example in the form of field work. Observation is very versatile
and efficient method for collecting preliminary and explorational data, and it is suitable
method for both qualitative and quantitative research methods. However, if the observed
activity is not constant, observation may become very time consuming and difficult. If
observation proves to be ineffective, asking questions or doing experiments should be
considered instead [64] [65] [68].

2.1.3 Data-analysis

Data-analysis can be categorized as either quantitative or qualitative. Quantitative
analysis is a straightforward approach which deals with numerical data and statistics,
while qualitative analysis is more abstract and examines the research subject holistically
to find new dependencies, traits, meanings, and themes. This study is qualitative and
makes particular use of correlation analysis, thematic analysis, and classification [64]
[68].



Correlation analysis seeks to find relations between two or more variables. In addition
to finding relations, correlation analysis may also indicate the intensity of the relationship.
Pure correlation analysis does not require experiments as it does not measure causality.
Thematic analysis seeks to identify themes from the data. Themes are topics that appear
in some form repeatedly in the source material. Once the themes have been identified,
they can be categorized, allowing the data to be utilized in more detail in the study. Clas-
sification aims to divide a large group of data into smaller classes in which the objects
share similar properties between each other but differ collectively from the main group.
The purpose of classification is to highlight patterns and differences between objects that

are otherwise difficult to detect from the main group [64] [68].

2.2 Economical manufacturing

Economical manufacturing is a practice in which a business strives to maximize its
productivity with the available resources. This results in a number of benefits, such as
shorter delivery times, lower payback times, and lower fixed operating costs. All these
benefits are cumulative and contribute to the profitability of the business. Since econom-
ical manufacturing provides significant competitive advantage and growth potential, it
should be pursued by every manufacturing company. The best-known philosophical ap-
proaches to economical manufacturing are six sigma and lean manufacturing. These
philosophies define certain goals, which are important for economics, as well as prac-
tices for reaching them. Six sigma and lean manufacturing can be applied as such or
together as a so called lean six sigma method. It is also important to establish indicators
to monitor progress towards strategic goals. Otherwise, the progress cannot be objec-
tively proven to be due to the actions taken. The most important economic indicators are
known as KPIs (Key Performance Indicator). Out of all different KPIs, OEE (Overall
Equipment Efficiency) is particularly good, because it serves as a summary of overall

productivity and is suitable for many different applications and industries [7] [29] [42].

2.2.1 Six sigma

Six sigma means striving to manufacture products with minimal variation in quality.
Six sigma was developed and introduced by the mobile phone manufacturer Motorola in
1986. Since then, it has been adopted by many other companies. The name six sigma
is derived from statistics in which the standard deviation is denoted by the Greek letter
sigma (o). Large standard deviation implies that the data is further away from the mean

and vice versa. If the number of valid manufactured products follows a normal distribution



within six sigma, virtually no defective products are produced. This level of quality is an

ideal goal for any manufacturing company [29].

The premise of six sigma is that all errors should be measurable. If a measurement
method does not yet exist, a new method must first be defined. Once the measurement
data is made available, the standard deviation of the error can be reduced. After reducing
the standard deviation, the next step is to reduce the incidence of errors. After these
actions the only remaining task it to determine the root cause of the quality problems.
Once the root cause is finally determined, the error can be completely eliminated. Ad-
justing the sight of a firearm is a good analogy for this process. To do this, the firearm
must first be placed in a fixed position so that multiple bullets can be fired at the center
of the target. The fixed position eliminates the human error during firing and minimizes
the scatter of the hits. The visible bullet holes then reveal the error between the concen-
tration of the hits and the center of the target. Once the error has been measured and
compensated for with the sight adjustments, the process is repeated until the concentra-

tion of hits matches the center of the target [20].

Six sigma is a continuous process of improving product quality and is usually done
after production has started. However, six sigma can also be taken into account already
during the product development stage. This process is called DFSS (Design for Six
Sigma). In DFSS, potential quality problems are identified and analyzed in advance be-
fore the product goes into production. Product design and production methods are then
optimized to proactively minimize the identified errors. DFSS offers all six sigma benefits,
but at a lower cost because there is likely no need to significantly change the chosen

production methods or product design afterwards to improve quality [29].

The benefits of six sigma are realized through manufacturing cost savings and cus-
tomer satisfaction. Because fewer of the manufactured products are defective, the
amount of remanufacturing is also minimized. Remanufacturing in this context means
additional costs in the form of warranty service or other compensations for faulty prod-
ucts. Poor customer satisfaction can also lead to even greater problems as negative
customer experiences spread very effectively and can develop into, for example, boycott
campaigns. Cleaning up a bad reputation will always cost more than gaining a reputation
from the start [29].

2.2.2 Lean manufacturing

Lean manufacturing, lean thinking or simply lean is the principle of manufacturing

products in such a way that activities that do not add value from the customer’s point of



view use as few resources as possible. The lean manufacturing practices evolved over
the last century in mass-production facilities looking for new ways to increase productiv-
ity. The early forms of lean date back to the early days of Ford Motor Company in the
1910s. However, the most significant organization in the development of lean has been
Toyota with their original Toyota Production System, which can be considered the pre-
decessor of lean. The general lean mindset, as the concept is known today and unrelated
to the practices of any single company, was described in the 1990s when James Wom-
ack and Daniel Jones compiled the ideas of Toyota Production System and other similar

systems into books in which the term lean manufacturing was first introduced [29] [40].

In lean thinking, everything that does not add value to the product from the customer’s
perspective is considered waste. There are seven main categories of waste, which can
be remembered by the acronym TIMWOOD: Transportation, Inventory, Motion, Waiting,
Overproduction, Overprocessing and Defects. These categories describe waste that

forms when products are either overworked, defective or not processed at all [20].

The products are not processed when they need to be moved or stored. While trans-
portation of products and parts is often necessary, its effective arrangement is easily
overlooked especially in the early stages of production start-up. Ideally, transports should
be carried out at the shortest possible distances and in parallel flow to avoid back and
forth movement and detours. Similar to transportation, some form of inventory is neces-
sary for warehouse-driven businesses to ensure that the products sold are delivered on
time. However, excessive storage is only an unintentional investment of capital and an
indication of a lack of knowledge of the market and supply chains. Motion related waste,
which is similar to transportation, forms when people or equipment move on to the prod-
ucts rather than products moving on to them. Motion is not limited to moving from one
place to another inside the production facilities but also includes unnecessary move-
ments from an ergonomic point of view. Basically, any extra movement is a waste of time
and energy. Finally, waiting is a waste of the opportunity to work. In manufacturing there
are many reasons for waiting, such as waiting for materials to arrive, waiting for the ma-
chine cycles to end, waiting for service personnel in a problem situation, etc., but none
of these adds value to the product. It is important to also notice that the only party that
has to wait constantly is the customer. In order for production to be smooth and delivery

times short, waiting must be kept to a minimum [20].

Waste by overworking is made either by overproduction or overprocessing. Overpro-
duction is the excessive use of resources in manufacturing. There are many forms of
overproduction and detecting them can be challenging. For example, ordering more

spare parts because the existing ones cannot be found in a cluttered warehouse, and



filling the raw material feeding hoppers before they are empty, are both overproduction
but for different reasons. When resources are used in the right place, at the right time
and in the right amount, less waste is generated. Overprocessing, on the other hand, is
waste by delivering additional or higher quality products than the customer wants. While
customers are generally happy to receive any additional products, they do not pay for
them. Overprocessing not only produces waste in the final products, but also at all stages

of production [20].

The final category of waste, defects, are incomplete products delivered to customers.
While some customers may overlook defects, it is safe to assume that the majority will
make complaints sooner or later and expect compensation. Complaint handling is im-
portant to ensure customer satisfaction, but it is also a significant waste because the
process is very laborious and time consuming. There are various ways to reduce defects,

such as root cause analysis or utilizing statistics as in six sigma method [20].

Unlike six sigma, lean does not rely solely on statistics and problem solving as the
tools of waste reduction, but rather on continuous improvement and transparency. Tools
such as 5s, Heijunka, Jidoka, Kaizen, Kamishibai, Kanban, Standardized work, Single
Minute Die Exhance, Total Productive Maintenance, and Value Stream Mapping are
commonly used in lean manufacturing and many of them were also part of the original
Toyota Production System. Typical lean measures to reduce waste usually begin with a
thorough mapping of the processes to make the problem areas more visible. Appropriate
targets are then set for waste reduction and methods are introduced to achieve the tar-
gets. It is particularly important that the results are monitored, updated regularly, and
visible to everyone. In addition, the sponsor or the person responsible for waste reduction
must always be strongly involved to keep the other participants motivated. If good results
are observed, the measures should then become a well-established approach in order
for the reduction in waste to become a permanent benefit. This can also be called the
development of a work culture. If no progress is made, it is worth considering whether

the measures have been correct and sufficient, and then retrying [20] [29].

Properly applied, lean always increases a company’s profitability. Even if there is
no urgent need to increase productivity, cutting costs without compromising performance
is always beneficial. If the company has benefited from six sigma or lean, extending the
work culture to lean six sigma is a worthwhile option because it combines the methods
and benefits of both mindsets. However, because lean methods require precision and
perseverance, their application can easily fail. Typical pitfalls for lean experiments and
projects include strong resistance to change in the work environment, poor sponsor in-

volvement and impatience in getting results. It is also important to understand that lean
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is the sum of its parts. Failure to reduce one loss can easily render other measures
irrelevant [20] [29].

2.2.3 Good general practices for measurement

Measurement becomes an effective tool for improving production processes when the
indicators are chosen judiciously and on good grounds. In order to succeed in this, the

following points should be considered on a case-by-case basis [42]:

- What are the reasons for measuring?
- What are the measurement methods?
- What type of measurement is being made?

- What is the measurement quality?

Reasons for measuring

The initiator of measuring a company’s production processes is either external pres-
sure, such as market regulations, or self-initiative to develop the profitability of opera-
tions. In the case of the Customer Company, both factors motivate to measure produc-
tion processes. As competition in the medical device market is fierce, increasing profita-
bility is vital for business. Measurement is a great way to find opportunities to increase
efficiency. With regard to external pressure, the widely applied /ISO 13485:2016 (Medical
devices — Quality management systems — requirements for regulatory purposes) stand-
ard requires companies to continuously measure production and QMS (Quality Manage-
ment System) performance. The purpose of these requirements is to determine whether
the company has a well-managed manufacturing process and does it invest in improving
operations. These indicators, or the absence of them, make it clear whether a company
is eligible for ISO 13485 certification and can be considered to be in the public interest
in the medical field [8] [32] [42].

Measurement methods

The minimal requirements for measuring a production process are the definition of
measurement points and methods. The measurement points can be either inside or out-
side the process. For example, sensors and counters are internal measurement points,
but visually determined observation points are external. Furthermore, measurement

points may be mere indicators for operators, or they could be continuously saving data
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for later use. Production processes can be measured both manually and to varying de-
grees automatically. In manual measurement, all types of measurement points can be
used to collect data. Automatic measurement, on the other hand, requires in-process
measurement points and a system that stores measurement data. At its simplest, manual
measurement can be done with a spreadsheet. However, the ideal data sources for both
manual and automatic methods are information systems and databases. Measurements
can also be made in real time or with a delay, as well as at different intervals, depending
on the availability of data and the resources used for the measurement. In principle, real-
time measurement and long intervals require more robust systems, and are also more
cumbersome and expensive to implement compared to processing the data at short in-

tervals or with a delay [42].

Measurement types

As with research methods and the nature of data in general, measurements can also
be broken down to either quantitative or qualitative types. Quantitative measuring in-
volves numerical data and drawing conclusions based on calculations. Qualitative meas-
uring, on the other hand, involves contextual data and drawing conclusions based on
abstract concepts. Continuous improvement of production processes requires both types
of measurements. First, several qualitative measurements need to be used together to
gain an understanding of the context of production efficiency. Factors that reduce pro-
duction efficiency can then be identified through root cause analysis and eventually elim-
inated. Next, quantitative measurements are used to determine whether production effi-
ciency has improved, i.e., whether the measures were sufficient. This process is contin-
ued cyclically to maintain and improve the level of production efficiency. Finally, qualita-
tive measurements are applied recursively to the previously described process in order
to improve the process as a whole. For example, if the root cause analysis fails repeat-
edly or the problem-solving time is increasing, further training of staff should be consid-
ered [20] [42].

Measurement quality

The quality of measurement is the last important aspect in terms of general measure-
ment practices. High-quality measurement processes are reliable, timely and valid. Re-
liability indicates that the measurement is reproducible, timeliness indicates that the
measurement is performed at the appropriate frequency, and validity indicated how ac-

curately the data reflects the phenomenon under study. Quality is a particularly important
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factor when measurement results are used as a direct source for drawing conclusions or
calculating derived indicators. However, if this is not the case, then quality may not be
very important. For example, if measurement results are used only for rough estimates,

then quality is not an important priority [63] [70].

2.2.4 Key Performance Indicator

KPI (Key Performance Indicator) is a term that refers to the indicators that provide an
organization with the most information about its progress toward its goals. Although KPIs
have mostly been used in business finances, they are also suitable for operational activ-
ities such as production and maintenance. KPIs are designed to simplify complex per-
formance data into small manageable numbers that are relevant and easy to use in de-
cision making. Therefore, when defining KPls, an organization should focus on objec-
tively identifying the necessary data, how it can be measured, and how it should be pre-
sented. A common pitfall in the implementation of KPls is to focus on collecting data that

is readily available, as it is might not be relevant to improving performance [42].

There are several benefits to using KPIs in operational decision making. Most im-
portantly, KPIs present facts, that change the nature of decision-making from opinion-
based to logical. This greatly reduces the risk of making bad decisions. KPls also provide
information on the company’s most critical topics. Therefore, decisions are made effi-
ciently and focus on the most advantageous areas for development. KPIs are also great
for measuring improvement. When the same indicators are monitored over the long term,
the direction of development is easily seen from the trend. This can be useful in as-
sessing whether the current strategy should be continued or changed. This type of his-
torical data is also very useful for communicating outside the organization, for example,
when reporting to external stakeholders or when it is necessary to demonstrate compli-

ance with certain standards [42].

There are virtually no disadvantages in using KPIs in decision-making but defining
and implementing appropriate metrics can prove challenging. If the metrics do not sup-
port the strategy or give a misleading impression of achieving the objectives, KPIs will in
fact become disruptive to the decision-making process. Resistance to change is also
common, as data collection may be considered irrelevant because the benefits are not
immediately apparent. Data collection also requires additional work, which can be con-
siderably burdensome at first because the data collection tools are either rudimentary or

non-existent [42].
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It is very important to use only KPIs that support the company’s strategy. Copying
KPlIs directly from another company is not useful because the metrics are based on dif-
ferent goals. However, if a company has never used KPIs before, it may be helpful to
look at which metrics have typically been selected for different uses. A good starting
point for brainstorming is to get to know the different application areas in general. An
example of the classification of indicators by application area can be found in Table 1
[42] [57].

Table 1: Suitable KPI types by application area

APPLICATION AREA SUITABLE KPI TYPES
KPls that measure costs of production equipment in
Investments ) )
relation to profits.
KPIs that measure utilization, losses and costs by
Improvements product, process, location, time, or date in a way that
the effects of improvements made are visible.
. KPls that measure the general utilization of production
Efficiency _
and maintenance resources.
_ KPIs that measure the quality of products manufac-
Quality
tured and marketed.
Customer satisfaction KPIs that measure customer satisfaction.

When choosing KPls it is important to focus only on the information that is important
to the decision makers of the organization. It is also worth noting that different depart-
ments are likely to have a number of useful KPls, but at higher management levels the
number of useful indicators is much smaller. For example, a shift manager may want to
see several different KPIs during a shift, but the production manager is only interested in
a few KPIs that show the overall production situation during a week or month. Similarly,
the CEO probably wants to see only one KPI per function to get an idea of how well each

department has achieved its goals during a quarter or year [42] [57].
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As the use or absence of KPIs in business does not have adverse effects on, for
example, the environment, there has been no need to develop a standard for defining
KPls. However, in a well-organized, large-scale, and highly automated business it is
worth striving for a hierarchical pyramid-like implementation. In a hierarchical KPI struc-
ture, entry-level KPIs are calculated from data that is important to a particular business
function. These KPlIs are then summarized by compiling them into higher-level derivate
KPlIs that represent specific functions or results areas as a whole. The higher-level KPls
will continue to be derived when moving to a higher level of management. Ideally, each
decision maker will see only one KPI that summarizes the performance of their entire
area of responsibility [3] [36] [42].

There are several advantages to the hierarchical approach. Since summaries of the
lower management level activities are built into the higher-level derivate KPlIs, there is
no need to produce additional one-time reports. This will allow experts to focus fully on
ensuring that the quality of entry-level data and accounting functions remains high. In
addition, experts will have more time for routine tasks and general operational develop-
ment in the future. At the management level, it is also immediately apparent that if the
key figures look good, everything can be assumed to be in order on the field as well.
Similarly, if even one area fails to reach the targets, it will show up immediately. Man-
agement can then locate the problem directly by drilling down to lower-level KPls. When
the root cause of the problem is resolved quickly, there is more time to determine the
upcoming corrective and preventive actions. Hierarchy can also be used as a visualiza-
tion tool, for example in the design of KPI dashboards. In that case, the KPIs should also
be classified according to the roles of each target group in the company. Each class gets
its own dashboard to which all KPIs are allocated. Operational KPIs are placed at the
lowest level of the hierarchy, tactical KPIs at the middle level and strategic KPIs at the
highest level. Operational dashboard is monitored by workers, tactical dashboard by de-
partment managers, and strategical dashboard by executives. In very large organiza-

tions, additional levels can be formed as needed [3] [36] [60].

Despite the advantages mentioned above, it is important to understand that the KPI
hierarchy should not be applied to small and low-automation companies, as the hierarchy
would only cause extra work with little benefit. In such companies, the best results are
obtained by focusing on the basics, i.e., selecting a few strategically important KPIs and

using them as the primary decision-making tools [42].
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Overall Equipment Efficiency (OEE)

OEE (Overall Equipment Efficiency) is an indicator that expresses the performance of
the equipment or process being measured as a single numerical value. OEE is a suitable
KPI for many different industries and is especially popular among manufacturing compa-
nies. Due to its popularity, OEE is often included in the systems that are closely inte-

grated to the production equipment [13].

OEE is calculated by multiplying the factors of usability, speed, and quality. Each of
these factors gets values between 0-100 % and represents a specific key feature that
increases equipment efficiency. Usability indicates the proportion of actual operating
time of all planned production time, speed indicates how close the actual production
speed is to the theoretical maximum, and quality indicates the share of good products in
all products produced. Since OEE is calculated in this way, it only gets high values if
each coefficient is at a high level. The measurement accuracy of OEE is thus only suffi-
cient to show that the efficiency of the equipment is either good in all respects or that
there is waste somewhere. In order to determine the actual cause of the waste, each

factor must be inspected separately [13].

Monitoring OEE is useful in maintaining efficiency, but for that purpose alone its ben-
efits remain limited. First and foremost, OEE should be used as a tool for continuous
improvement, which means that the values are continuously recorded to represent the
baseline state of production. After the improvements, the new recorded values are com-

pared to the baseline to see the real effect on efficiency [13].

There are several methods to increase OEE. Waterfall analysis is very effective for
continuous improvement of usability. To perform this type of analysis, the reasons for
failures or stoppage, as well their incidence and duration should be recorded first. Then,
on the basis of this information, usability development activities should be targeted at the
biggest cause of losses, followed by the next largest, and so on. This process is repeated
until usability is at the desired level. The most effective way to increase speed is to bal-
ance the production line, as delays are usually caused by bottlenecks. After the produc-
tion process is balanced, lean manufacturing methods and preventive maintenance work
best when the goal is to achieve the highest possible manufacturing speed. Finally, qual-
ity can be improved with both six sigma and lean manufacturing methods. It is also im-
portant to note that poor quality can also be a by-product of the same factors that result

in poor manufacturing speed or usability [13].
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The downsides of OEE are that it is laborious, somewhat inaccurate and error prone
to calculate manually. Inaccurate OEE will eventually cause bigger problems, for exam-
ple if it was used as a basis for an investment decision. In addition to these, OEE users
may face the same challenges as with the six sigma and lean methods, because improv-
ing OEE also aims to minimize losses. However, since OEE can also be calculated au-
tomatically with a proper information system, the above-mentioned disadvantages can
be eliminated [57].

2.3 Management Information Systems

MIS (Management Information System) is a computerized system in which a company
stores business information. The early computerized systems were developed in the
1950s and 1960s to assist various individual business processes, such as accounting.
The development progressed from the mid-1960s to the late 1980s into larger systems
that could handle larger entities such as inventory management and production sched-
uling. These systems were called Material Requirements Planning and Manufacturing
Resource Planning. In the early 1990s the trend to integrate financial and operational
management began to surface, resulting in the development of ERP (Enterprise Re-
source Planning). Since then, ERP has continued to become more widespread and has
come to be seen as a basic tool for managing large companies. Today, there are count-
less different MISs, but most are still based on ERP or support it in some way [50] [53]
[69].

2.3.1 ISA-95 standard

Due to the growing number of MISs, the varying scope, and the level of integration
between them can easily confuse companies looking to upgrade. Functional overlaps
and incompatibilities between systems make cost-effective expansion very difficult. Be-
cause of these problems, the International Society of Automation developed a framework
for integrating MISs, known as the ISA-95 standard [23].
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According to ISA-95, there is a five-level hierarchy between different MISs according

to their scope and purpose. This hierarchy is visualized in Figure 2 [23] [44].

Level 4 CRM, DPS,
(Enterprise Level) ERP, SCM

Level 3 APS, CMMS,
(Management Level) 0 HRMS, KM,
\ MES, PLM

Level 2 SCADA
(Supervision Level)

Level 1 PLC/DCS
(Control Level) §

Level 0 Sensors,

(Field Level) <o Actuators,
»7\;4‘ ' etc.
S of

Figure 2: ISA-95 hierarchy levels

The top two levels focus on the management of the upper level. Level four deals with
business planning and external stakeholders, while level three deals with the integral
management of the company. The three lowest levels focus on process management.
Level two deals with monitoring, level one with sensing, and level zero with individual
processes. In addition to the management scale, the ISA-95 hierarchy levels also repre-
sent the time horizon of plans and controls. Level four deals with long-term plans
(months, weeks), level three with medium-term plans (days, working shifts), level two
with short-term monitoring (hours, minutes), and levels one and zero with real-time pro-

cess controlling (seconds) [23] [37].

2.3.2 Enterprise Resource Planning

The main benefit and driving force in the development of ERP was the need for busi-
ness decision makers to get the information they needed in real time. Prior to ERP, man-
agers had to consult with different departments to get information. Since all of this was

done manually, data collection was very slow and expensive. The right and fast business
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decisions made possible by ERP meant a significant competitive advantage in the mar-

ket, which attracted more and more companies to acquire ERP [50].

The evolution of information systems in general is also reflected in the different ways
of implementing ERP. The first implementations were fully integrated into the computers
running the systems. The implementation gradually shifted to a distributed client-server
environment where the server maintained all data processing and provided data to cli-
ents upon request. However, specific computers running the client software and data-
base were still required. The current trend is to decentralize the information system with
a virtual cloud service and provide a user interface via an Internet browser. When the
information system is implemented virtually, it is no longer bound to a single server. This
allows for scalable data processing and better reliability. The browser-based interface,
in turn, makes it easier to access the data because a specific client application is no
longer needed. Because ERP is so widely used, the important issues to consider when
purchasing a system are well established and should always be considered when plan-
ning a major upgrade to an existing system or switching to a completely new system.
The same principles can be applied to some extent in other subsystems supporting ERP
[15] [50] [53].

The basic requirements for an effective ERP system are unique item identification, as
well as information on supply, demand, and material dependencies. Unique item identi-
fication is the practice of giving each item in the system a different identifier, which en-
sures data integrity and prevents confusion. Supply indicates the quantity of goods avail-
able for use and demand, respectively, the need for products or components. Material
dependencies describe the amount of supplies required to make each product. This in-
terdependency between products and supplies is typically described in the form of BOM
(Bill of Materials) documents. The data for each of these basic elements must be accu-
rate for ERP to work. Data accuracy is crucial for ERP because if the users cannot trust
the system in decision making, they will shift towards using other more reliable data
sources for the problematic purposes and eventually stop using the ERP completely,
making it an unnecessary and costly acquisition. Thus, the data accuracy of inventory
records, BOMs, routing, sales orders, work orders, purchase orders, and all transactions
must be validated. It should also be noted that one-off verification is not sufficient to
ensure consistent data accuracy. The accuracy of the data should be tested and im-

proved regularly, especially if changes have been made to the system [50].

The goal of implementing ERP should always be to improve the overall performance
of the company. It is important to notice that in this sense, ERP is basically just a software

tool and does not in itself improve anything. Thus, improvement can only be achieved by
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first acknowledging the existing performance constraints and then attempting to remove
them through ERP. A constraint might be, for example, a bottleneck in an important pro-
cess or a new resource that has not yet been discovered. An open attitude to reform
work practices is also important. It is very common that people do not change their be-
havior on their own initiative, even if there is a significant benefit to the change. There-
fore, companies using ERP should periodically analyze their existing processes to see if
there are any practices that have become obsolete but are still used out of habit. An
example of this could be a company that has ERP in use, but whose management still
instructs to end every work card at the end of the month to ease monthly manual report-

ing, even though the same information has become available from ERP in real time [50].

First step in choosing the most suitable ERP is to be aware of the type of business
the company is doing. ERP made for use by make-to-order companies is not well suited
to make-to-stock companies and vice versa. It should also be noted that off-the-shelf
software rarely meets all the requirements of a company, even if they are the right type.
In addition to choosing the right type, it is also necessary to prepare for customization
and make a plan for the implementation of all important functions already at the software

acquisition stage [50].

Important aspects to consider in ERP implementation are the level of control, system
structure and the database specifications. The level of control is defined by various user
and legal requirements. Users may, for example, require drill-down capabilities in the
system, which means that data processing capabilities need to be further defined. A legal
requirement, on the other hand, is a feature that users may not need at all, but that is
required by the authorities. For example, the continuous availability of information related
to process approval chains from the system is one such requirement. The structure of
ERP may not be relevant for small businesses, but it is an important factor for large
international companies. This is because if a large global company wants to integrate its
operations tightly, it must take into account structural factors, such as different lan-
guages, number formats, currencies, tax policies, and time zones, when deploying ERP
[50].

The last consideration, database specifications, includes selecting the database type,
the level of detail in which the data is stored, and how often the data must be available.
The standard in modern ERP systems is to use a relational database. This allows quick
access to information by making direct queries to the database in addition to a dedicated
software user interface. Data transfer between other relational databases is also possible
if there is, for example, a need to transfer information automatically out of ERP or from

other systems to ERP. The level of detail in which the data is stored is important, because
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if a certain level is sufficient, implementing more detailed data storage is extra work. On
the other hand, if the future uses of the data are not fully considered, important data may
be left out of the database, in which case the whole implementation process would have
to be repeated. If there are time slots when data does not need to be accessed, large
batch operations, such as database synchronization, can be scheduled there. However,
if data availability is always required, the ERP platform must be mirrored so that it can
also be used during maintenance. Mirrored systems are not technically challenging to

implement, but they are remarkably expensive [50].

2.3.3 Information systems supporting ERP

Subsystems supporting ERP have also been developed. These systems both facili-
tate certain operations and provide information to the ERP when needed. Common sub-
systems that deal with higher level management include CMMS (Computerized Mainte-
nance Management System), CRM (Customer Relationship Management, DPS (De-
mand Planning System), HRMS (Human Resource Management System), KM
(Knowledge Management), PLM (Product Lifecycle Management), and SCM (Supply
Chain Management). Each of these systems is very distinctive but they share common
goals of either optimizing resource management, seizing opportunities, or streamlining

access to business-related information [16] [33] [49] [67].

The main supporting information systems for optimizing resource management within
businesses are CMMS, DPS, and HRMS. CMMS is a computerized system for managing
the key tasks of maintenance, such as equipment register, inspections, repairs, service
documentation, and spare parts. By integrating these tasks to a single system, mainte-
nance management requires less time and is significantly simplified. In addition, it is also
possible to save on costs incurred due to poor communication. For example, the absence
of a critical spare part or the failure to carry out scheduled maintenance are additional
costs of this type. DPS, on the other hand, is a tool for evaluating sales volumes which
in turn is essential information for planning the resources allocated to manufacturing and
inventory management. Without DPS, a company may have a lot of inventory and pro-
duction staff in times of poor demand or little in times of good demand, leading to costs
due to either overcapacity or loss of sales. Finally, HRMS is an information system for
human resource management. Typical information stored in HRMS includes basic staff
information, training register, hours worked, and payroll. HRMS is a powerful tool for
harnessing the full potential of staff and preventing latent problems such as inequality
and skill gaps [33] [49] [67].
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Information systems that seek to seize opportunities are CRM and SCM. CRM is a
system that manages customer information, such as trade agreements, product catalogs
and service tasks. The purpose of CRM is to integrate market intelligence with business
management. By identifying the needs, loyalty and value of each customer, a company
can prioritize important customers and maximize the profits available through the de-
mand chain. The other information system, SCM, is for managing the supply chain of the
materials and components needed in manufacturing. In principle, SCM is very similar to
CRM, but instead of maximizing profits at the customer interface, the system operates

at the vendor interface in an effort to find the most reliable and affordable suppliers [16].

The systems that focus primarily on providing access to business-relevant information
for various function of the company are PLM and KM. PLM is an information system that
centralizes all product lifecycle related processes. The purpose of PLM is to streamline
the management of product information and simplify its use in other systems and appli-
cations. Key processes managed with PLM include product development, design, defi-
nition, manufacturing planning, quality management, customer support, service, and re-
cycling. The remaining system, KM, is otherwise similar in operation to PLM, but there
are no clear restrictions on the data that can be stored there. Typically, KM is used to
bridge together different operations and knowledge related to all other information sys-
tems used in the business. However, it is recommended that the data be unique to KM
and not managed in other information systems. This prevents duplication of data. Typical
examples of data managed in KM are quality management system guidelines and in-

structions for using other information systems [16].

In addition to all the above information systems supporting ERP, there are also three
nested subsystems that gradually facilitate production management. These are generally
known as APS (Advanced Planning & Scheduling), MES (Manufacturing Execution Sys-
tem), and SCADA (Supervisory Control and Data Acquisition), each of which involves
managing a smaller entity at a more detailed level. Briefly explained, MES monitors the
progress of manufacturing, APS works as the interface between ERP and MES and
SCADA works as the interface between MES and production automation [4] [25] [37]
[50].

2.3.4 Advanced Scheduled Planning

APS is an information system with a built-in planning engine that is specifically used

for production planning. Unlike ERP or MES, APS does not have any other uses, such
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as staff or quality assurance management. Reliable production planning requires accu-
rate data of capacity and constraints to be entered into the system. Ideally, this is ac-
complished through integration between ERP and MES, as all the necessary information
is already recorded in these systems. The planning engine of APS is based on complex
mathematical optimization and constraint-based algorithms. When drawing up the pro-
duction plan, APS proposes an optimal solution based on the available resources and
defined constraints. The initial plan can be further optimized manually, if there are for
example, some strategic objectives that require higher prioritization. In addition to plan-
ning, APS can also be used to simulate the production plan before it is launched. The
biggest benefit of simulation is the increase in the transparency of the production pro-
cess, which in turn significantly helps to identify production problems and areas for de-
velopment. Simulation also helps to refine the accuracy of the data entered into the sys-

tem, as the simulation can afterwards be compared to the realized production plan [25].

Unfortunately, there is no standardized framework that defines the scope of APS.
However, it can be argued that based on the functionality of APS, it acts at the interface
between ISA-95 hierarchy levels four and three, or pragmatically, between ERP and
MES [37]. Due to the lack of standards, systems from various software vendors may vary
considerably. For example, one system might have a planning range that covers every-
thing from sourcing to logistics, while another system might only be capable of production
equipment scheduling. In addition, it is also possible to embed the APS planning engine
in another larger system, such as MES. Therefore, when purchasing APS or MES, it is
important to find out exactly how extensive the system is to best meet the needs of the

company [11] [25].

The most significant benefits of APS are typically an increase in manufacturing speed,
resource utilization, and inventory efficiency. With these benefits combined, the system
can potentially pay for itself many times over in a relatively short period of time. However,
this is only possible if the system has been successfully implemented. The complexity of
the software, the challenges of data accuracy, or the lack of training, information, or sup-

port from the software vendor easily lead to the desired benefits not being achieved [25].

2.3.5 Manufacturing Execution System

MES is a networked data collection system which combines data elements of produc-
tion management, personnel management, and quality assurance. The role of MES is to
exchange data between business management and production automation. In this case,

business management refers to ERP and production automation to control systems and
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field equipment. As with APS, MES also lacks standardized framework. As a result, sys-
tems designed by different vendors may have functional overlaps with APS and ERP.
The purpose of MES is to ensure that production is managed as economically as possi-
ble. This is realized when MES complies with the so called 6-R rule: “The Right resources
are available at the Right time, in the Right place, in the Right quantity, with the Right
quality, and with the Right costs” [37].

The operation of MES is based on finite schedulers, of which there are three basic
types: event-based, job-based, and resource-based scheduling. The event-based
scheduler reserves the immediately available resources to upcoming work orders in a
best possible sequence. The purpose of the event-based scheduler is to utilize all avail-
able capacity. The downside to this scheduler is that it does not conserve resources for
high priority work orders, which can extend lead times in unpredictable situations. The
job-based scheduler, in turn, allocates resources based entirely on work priority. The
purpose of the job-based scheduler is to ensure that prioritized work orders are com-
pleted on time. Typically, the priority of work orders is defined by their impact to the
business. Finally, the resource-based scheduler organizes work orders based on their
due dates. The purpose of the resource-based scheduler is to minimize overall lead time.
Resource-based scheduling is important when the resources are strictly limited and mul-
tiple work orders require same resources at the same time. Using the best suited sched-

uling function to each situation makes MES a very powerful production planning tool [50].

The main benefit of MES is that it helps to predict production problems and find coun-
ter measures in real time. This means that if changes are required in the production plan,
it is possible to make them much closer to the delivery date than with ERP alone. In
addition to the increased reliability of production plans, MES can be also used to increase
machine utilization, as it records unscheduled downtime with much greater accuracy
than manual recording and makes production process more transparent. This will help
identify and eliminate the root causes of downtime or identify other latent opportunities
to reduce production costs. Even the slightest improvement in machine utilization may in

itself be enough to repay the system [37].

2.3.6 Supervisory Control and Data Acquisition

SCADA is a system that combines telemetry, data acquisition, and software for indus-
trial process monitoring and control. SCADA evolved from centralized management and
control systems used in large industrial facilities such as power plants. The initial moni-

toring systems were control rooms filled with analog devices, such as lights and gauges
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wired directly into sensors that monitor the important processes. While this implementa-
tion was simple and reliable, it had serious drawbacks because wire management, re-
configuration, and simulations were not possible. The system also required operators to
be always present as off-site monitoring or alarms were not feasible. As significant cost
savings could be achieved with IT-based solutions, the trend towards modern SCADA
systems proceeded practically at the same pace as the necessary technology became

available [4].

SCADA enables supervising large industrial plants in the same way as a directly wired
control room, but with more advantages as the operator can now monitor, control, or
simulate processes remotely. Since the overall system can get quite complex, hierarchy
levels are used to outline the structure of SCADA. The levels listed from top to bottom
are commercial data processing, master stations, communications, marshalling termi-
nals, and field level instruments. In terms of technology, either a PLC (Programmable
Control Logic) or DCS (Distributed Control System) is typically used to centralize sensor
data in the field. If there are many sensors and they are scattered, RTUs (Remote Ter-
minal Unit) may be used to further bundle sensor data into logical entities. The PLC or
DCS is then connected to other external systems via fieldbus or local area network.
Wireless network solutions for PLCs also exist and are convenient for monitoring pur-
poses, but their availability in the market is still quite limited. MTU (Master Terminal Unit)
is the final device that connects the field devices to the SCADA network [4] [46].

PLC and DCS are limited in terms of monitoring because the network users only see
these units, but not the devices connected to them. If the operator needs to see up to
individual sensor level, for example to remotely retrieve the serial number or installation
date, SCADA should be implemented using IED (Intelligent Electronic Device) sensors,
that include memory, basic control, and communication functions. It is also worth noting
that if the implementation with the IED is simple enough, a PLC or DCS may not be
needed at all. Because the benefits of these implementation options do not differ signif-
icantly on a large scale, the decision is often made on the basis of total cost, complexity,

and available space [4].

To ensure proper data transmission, SCADA systems must be wired with properly
shielded cables, as the cables may need to be routed in the vicinity of high voltage elec-
tric equipment, which increases risks of interference. Shielding also works against other
sources of interference, such as temperature and stray signals. In addition to shielding,
losses due to cable length must also be taken into account. If the distance to cover is
considerably large, signal amplifiers or repeaters should be placed at sufficient intervals.

This is especially true for implementations that include wireless communication, such as
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radio transmitters. Another reason to use signal amplification is to match input ranges

during conversion, such as from analog to digital [4].

A separate SCADA network is used to transfer data from field devices to the control
room. In addition to the analytic computers in the control room, data often needs to be
transferred to external servers, such as a historian or data warehouse. As a general rule,
the SCADA network may not be used for any other purposes, such as an office network.
This is because network management is challenging in itself and adding network policies
to different uses would make management even more challenging. If access to SCADA
from an office network is necessary, the connection should preferably be established

with special firewall rules from one network to another [59].
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The structure of a typical SCADA network is illustrated in Figure 3 [59].
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Figure 3: SCADA network

Security and reliability of SCADA systems

The disadvantage of SCADA is that it is a significant security risk for companies. Be-
cause most of the devices are interconnected, one breach is enough for an intruder to
potentially gain access to any device and data in the system. Depending on the extent
of the breach, an intruder can cause a variety of damages, such as data leakage, equip-
ment failures, prolonged plant shutdowns, and in some cases, even significant environ-
mental damage. This is why SCADA systems are valuable targets for terrorist and mili-
tary organizations. In recent history, there have been several cases of attacks on large
facilities, such as oil refineries, power plants and chemical factories, by breaking into
their control systems through SCADA. Primarily targets for hacking are systems that
contain outdated security protocols. This is because security protocols that are several
months old have some vulnerabilities that have been fixed in the latest versions, and
protocols that are several years old have even more of these vulnerabilities. Some vul-

nerabilities, also known as zero-day vulnerabilities, go unnoticed by system developers
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even in the latest versions. While zero-day attacks are very rare, they are also the most
dangerous, because maintaining a security system never eliminates the threat. A notable
example of zero-day exploitation is the Stuxnet virus discovered in 2010, which targeted
certain carefully selected PLC models. Stuxnet operated by autonomously modifying the
program code contained in a PLC. After infecting one device, it could potentially spread
to all other similar devices unnoticed. After the infection phase, Stuxnet could help the

intruder to spy on or damage the processes at the target facility [9] [24] [27] [28] [59].

To increase the security of SCADA, several features have been added over time.
Communication between devices based on the latest protocols enables message au-
thentication, which significantly increases security. It is also considered a good rule of
thumb that all systems should have strict user access control. This allows access to
different parts of the system to be restricted according to user roles. The purpose of user
access control is primarily to combat external threats, but it also protects against internal
threats, such as damage caused by an inexperienced user. Restricting external access
points with a firewall is also an effective way to improve security. A firewall protects the
network from all unauthorized traffic and allows access only through certain ports. Alter-
natively, the system can also be completely disconnected from the Internet if there is no
need for remote access. A security breach to an isolated system can only occur if an
intruder makes a physical connection to the network from within the facility. As a last
resort, a separate intrusion detection system that detects anomalies in network traffic
can be used to ensure security [9] [24] [27] [28] [59].

In addition to SCADA’s security risks, the system also involves risks in terms of relia-
bility. As SCADA is often used as the main source of information for rapid decision-mak-
ing on the operation of a facility, the information transmitted to the control room must be
accurate. The control commands transmitted to the field devices must also remain oper-
ational at all times in order to avoid dangerous situations that may arise, for example, in
high-energy processes. Reliability can be increased through regular inspections, mainte-
nance, and backup systems. Typically, backup systems are at least in place to secure
power supply and important process controls. In addition, some advanced SCADA sys-
tems, used especially in power plants, have a separate energy management system that
focuses on maintaining energy balance. It is also important to prepare for emergencies
such as fire when planning security measures. Emergency and security plans are usually

a good starting point for preparation [9].

Although effective measures to ensure security and reliability are available, the mas-
sive scale of SCADA may obscure the division of responsibilities, which in turn increases

the likelihood of some form of negligence. The security issues may often appear to be at
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a good level on the surface, but a single repeated omission is enough to jeopardize the
entire system. It is not uncommon to find guest accounts with default passwords, unclear
firewall rules, and unlocked control cabinets in otherwise highly secure industrial facili-
ties. Regular security checks and audits are effective ways to detect these types of errors

before they cause problems [27].

2.4 Databases

Databases are systematic collections of electronic information maintained and used
by computer systems. The purpose of databases is to store large amounts of data and
predefined dependencies between data elements so that all data is easily accessible
afterwards. The software used as the main database management tool is called DBMS
(Database Management System). DBMSs allow users to create, edit, and access data-
bases regardless of where and how the data is physically stored. Although some DBMSs
have graphic user interfaces and introductory tools, the most common and widely sup-
ported way to manage databases is by using query languages, such as SQL (Structured

Query Language) [21].

The database architecture can be either centralized, client-server-based, distributed,
or web-based. The centralized database is the original architecture, where all processing
and user interaction is done on the same computer. Currently, this implementation is rare
because other options, especially client-server architecture, are significantly better in
terms of performance and usability. In the client-server architecture, data processing and
user interaction are decentralized to separate computers, making computing much more
efficient and allowing multiple users to connect to the database simultaneously. The dis-
tributed and web-based architectures operate on the same principle, but on a larger
scale. In terms of user interaction, there are virtually no differences between the archi-
tectures. However, the servers differ in that the distributed database is shared between
multiple computers locally and the web-based database virtually. Due to the virtual server
structure, the web-based architecture is also known as cloud database. All three of the
above architectures are highly efficient, reliable and user-friendly. However, the distrib-
uted and web-based implementations are much more expensive options. Unless there
is a specific risk- or capacity-based reason for decentralizing the servers, the client-
server architecture is the most cost-effective solution for simple and lightweight data-
bases [21].
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2.4.1 Structured Query Language

SQL is a query language developed by IBM in the early 1970s. SQL was ANS/ and
ISO standardized in 1986 and has been widely supported ever since. Based on its main
function, SQL is divided into three language groups known as data definition, data ma-
nipulation, and data control languages. The data definition language is used to define
the database schema, the data manipulation language for queries and editing data, and
finally the data control language for controlling permissions and managing transactions.
SQL is simple yet versatile in nature, making it a very powerful tool for database man-
agement. The SQL queries consist of statements, clauses, predicates, and expressions.
A statement retrieves data based on the criteria defined in clauses that refer to specific
database elements. Clauses may include predicates that are logical conditions for de-
limiting the results of a query. Furthermore, predicates may contain expressions that
produce certain values or sets of values from the referred database elements. The ele-

ments of SQL queries are illustrated in Figure 4 [5].

SELECT column_1 Expression
Clauses - FROM table —L—
WHERE column_2 = ‘value’

|
Predicate

Figure 4: An example of a SQL statement

2.4.2 Data models

Based on the data model, databases belong to either relational or multidimensional
databases. Relational databases, which were developed alongside SQL in the 1970s,
can be considered the basic form of databases. Relational databases are simple and
suitable for many uses, such as maintaining transactions, archiving data, and generating
reports on recorded data. In the 1990s multidimensional databases were developed as
an extension of relational databases. Multidimensional databases are more complex and

their sole purpose is to analyze data [17] [34].

Relational databases

The basic structure of a relational database is a table. The columns in the table are
used to specify data types and the rows to record data. The intersection of a column and

a row is called a field and it represents a single data point or a value. Each table in a
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database has a specific purpose. Typically, tables are used either to record data or cre-
ate dependencies with other tables. When designing relational databases, enforcing data
integrity is an essential practice to ensure that the data is accurate and consistent. Oth-
erwise, the database records cannot be trusted. Data integrity is an important consider-
ation right from the start of database design, as it cannot be corrected retrospectively
without losing data. Typical methods of enforcement include guidelines, procedures, and
constraints, such as DBMS keys. Keys are constraints that only allow certain types of
values to be recorded in the database. The most common ways to use keys are to set
value ranges, prevent duplicate or null values, and maintain relationships between linked

columns in tables [5].

The system that manages relational databases is called RDMS (Relational Database
Management System). The most commonly used RDMSs are Oracle, MySQL, Microsoft
SQL Server, and PostgreSQL. There are various differences between RDMSs in terms
of pricing, usability, functionality, and connectivity to different operating systems or soft-
ware. It is also important to note that although SQL is a standardized query language,
there are some differences between RDMSs in query language commands as well. How-
ever, the query language is usually applied so that the basic functions correspond to the
standard and the differences only become apparent when using the special features of
the RDMSs. In order for a company to choose the system that best suits its information
systems management strategy, it is a good idea to carefully study all the available op-
tions [9].

Multidimensional databases

The multidimensional data model utilizes the data in relational databases to find new
information, such as causal relationships. The definition of a multidimensional database
begins with the classification of the data found in the relational databases connected to
it. All relevant data is classified as belonging to either facts, measures, or dimensions.
Facts represent items, measures represent the quantity of items, and dimensions repre-
sent the context of items in a database. For example, a table containing a bank transac-
tion log can be converted to the following multidimensional data: The transaction is a
fact, the number of transactions is a measure, and a sample for one year is a dimension
[21] [34].

A Multidimensional database is a logical entity combined from one or more relational
databases utilizing the above classification. The combination of facts, measures and di-

mensions in the same context is known as a cube, which is the basic structure of the
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multidimensional data model, similar to the two-dimensional table of the relational model.
As the name suggests, a cube contains at least three elements: fact, measure, and di-
mension. However, there is no upper limit to the number of dimensions of a cube. A cube
with multiple dimensions is sometimes called a hypercube to distinguish it from the sim-

ple three-dimensional cubes [21] [34].

Systems that manage multidimensional databases are called MDBMSs (Multidimen-
sional Database Management System). Many software vendors whose products include
RDMS, such as Microsoft SQL Server and Oracle Database, also offer MDBMS. In other
respects, the same considerations apply to MDBMSs as to RDMSs [34].

The multidimensional data model has three important application areas in data ana-
lytics. The first is data warehousing, the second is OLAP (On-Line Analytical Pro-
cessing), and the third is data mining. Data warehousing is the practice of forming new
multidimensional databases from multiple data sources by modifying the existing struc-
ture and relationships to make the data more suitable for analytical purposes. Data ware-
houses are created and maintained by a predefined three-step process known as ETL
(Extract-Transform-Load). ETL extracts data from sources such as relational databases,
cleans it, converts and integrates it, and finally uploads the data to the data warehouse.
A particular benefit of the ETL is that the process is automated. As a result, analytics
based on the data warehouse, such as reports, are updated simultaneously. Therefore,
there is no need to manually change or update the report templates, unless the structure
of the data warehouse changes. This feature is typically included in all modern RDMSs.
It should also be noted that ETL is a cumbersome process, as a result of which data

warehouses are usually updated much less frequently than their sources [21] [34].

The second application area, OLAP, provides quick responses to queries that look for
trends in stored data. The use of OLAP requires that the data warehouse is also imple-
mented, as the query structure between multiple relational databases would otherwise
be very complex and slow to process. Queries in OLAP applications can be performed
using either extended SQL or multidimensional query languages developed specifically
for this purpose. Because trends are difficult to understand without a visual representa-
tion, many OLAP applications include a graphical user interface for presenting diagrams
[21] [34].

The third main application is data mining, which aims to explore the multidimensional
database and find new data or causal relationships that would be difficult, incomplete, or
impossible to detect using a relational database alone. Data warehousing is not essential

for data mining, but its deployment prior to mining is recommended, especially in large
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multidimensional databases, as processing speeds would otherwise be significantly
slower. In data mining, a base data set is grouped by attributes, properties, or variables
of interest. Similarities or differences between groups can then be found by binning or
discretizing attributes. For example, cars could be grouped by manufacturer, and further
sub-grouped at 10-year intervals by year of manufacture. Mathematical formulas and
algebra can also be used to find patterns that reveal underlying similarities or differences
between groups. Patterns that reveal significant differences between groups or highlight
a particular group are known as emerging patterns. Emerging patterns are solutions to
specific data mining problems and can be used to find more corresponding patterns. A
very useful and simple way to present data mining results is a 2-dimensional pivot table.
Pivot table is very versatile, as it is suitable for presenting truth tables or tables with
numerical results. Pivot tables can also be easily transposed or divided into rows and
columns in different order. In addition, if the results need to be further clarified, they can

also be presented graphically [14] [34].

2.4.3 OPC UA

OPC UA (Open Process Communications Unified Architecture) is a cross-platform
communication protocol for machines and information systems. It is developed and main-
tained by the organization Open Platform Communications, formerly known as the OPC
Foundation. The development of OPC UA began in the 1990s with the goal of standard-
izing data exchange between information systems in industrial environments. However,
the first published version turned out to be limited, because it was based on Microsoft's
Distributed Component Object Model, which was incompatible with firewall and depend-
ent on Microsoft platforms. In the early 2000s, the availability of XML (Extensive Markup
Language) and web service technologies opened up new opportunities and led to the

development of the truly platform- and technology-independent OPC UA [6] [43].

In principle, OPC UA acts as a client-server application. The application can operate
either by the server sending scheduled update requests to the client, or by the client
sending data to the server when the content of the data, such as the value of a variable,
changes. OPC UA messages are delivered in a structured Object Meta Model format
similar to XML. The most common data types are built into the model, which means that
variable data can be included in messages without the need to specify data types or
constraints. In addition, OPC UA has a layered architecture that allows compatibility with

new technologies by simply mapping the outermost layers [6] [43].
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OPC UA has several uses and can be applied in many different industries, such as
building automation and manufacturing. The most common use of OPC UA is to transfer
and store data from field devices to a database for later analysis or reporting. The com-
munication standard also works the other way around if, for example, it is necessary to
parameterize field devices using a database as the source of parameters. In addition to
these, OPC UA is well suited for applications that monitor field devices in real time, as
well as for troubleshooting, as it is possible to compile an event log of the transmitted
messages. In terms of security, OPC UA has a security model that allows the use of
encrypted or signed messages, client-server authentication, and user access control as
needed. However, it should be noted that increasing security measures will degrade
communication performance. For this reason, security or performance is given priority
depending on the application. For example, a connection to ERP may not require a fre-
quent update interval, but is highly critical for security, while the prioritization may be

reversed in an application that monitors field devices [6] [22] [43].

2.4.4 Security and reliability of databases

Security is crucial in database management as it is the only way to ensure the confi-
dentiality, integrity, and availability of data. In terms of security threats, their manage-
ment, and prevention, databases are very similar to SCADA systems. The difference is
mainly due to the consequences of the security breach, which in the case of databases
can cause serious, indirect, inconspicuous, and long-term harm. For this reason, security
should always be treated as an essential resource for databases. Typical internal secu-
rity threats include hardware damage and accidental or intentional deletion of data by an
employee. Effective ways to prepare for hardware failure or theft include encrypting and
mirroring hard drives and keeping servers in locked and well-ventilated facilities. Pass-
word protection, user access control, and systematic backups are effective ways to pre-

vent unintentional and intentional harm caused by users [1] [18] [21].

In addition to insider threats there is a growing need to prepare for external security
threats as well. Because databases often contain information, such as trade secrets, that
are not intended to be leaked to outsiders, external threats should always be taken seri-
ously. It should also be noted that many government regulations rule the administrators
or owners of the database responsible for the confidentiality of sensitive information. This
means that a security breach could result in severe penalty, such as imprisonment. Ex-
ternal security threats to databases are usually prevented in a layered fashion. The first

step is to prevent unauthorized connections to the network. This is ensured by using an
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encrypted connection, such as VPN (Virtual Private Network), a firewall, or an authenti-
cation server. The second step is to ensure that unauthorized personnel cannot access
any network devices. Anti-malware applications and intrusion detection systems can be
used to prevent this. The third step is the prevent unauthorized access to the data. This
is handled by access control, i.e., granting access only to the specific data the user
needs. Finally, password protection and regular hardware and software updates are ef-
fective additional measures that can be applied at all three layers to increase security.
Because database servers operate on the same principle as other computerized sys-

tems, the above measures can also be applied elsewhere in the organization [1] [21].

The most significant problem for the reliability of databases is that companies usually
have an interest in retaining all recorded data, but due to the aging of technology, sys-
tems will sooner or later have to be completely overhauled. However, transferring data
from legacy systems is an expensive and difficult process, which is why especially grow-
ing businesses often use legacy systems as long as they are operational. As this situa-
tion continues, the option to transfer all data as such becomes increasingly unprofitable
and more difficult to implement. Eventually, when the old hardware stops working, the
only option left is to archive the salvageable data to a middleware as a compromise.
Archiving saves the legacy data to some extent, but it will be hard to access and there is
a risk of data integrity being compromised. To prevent these problems, companies
should consider migrating data to a new platform before the technology in use becomes
obsolete [21].

It is also important to note that attitudes towards security threats also play an im-
portant role in the quality of preparedness. If management support, budget, or expertise
is lacking in terms of security, the level of preparedness will naturally decrease. These
factors must be in place to ensure a good security framework in the organization. In
addition, it is important to be aware that security threats are constantly evolving, which
is why security systems also need to be regularly updated. Awareness of potential
threats, identification of realized threats and adherence to security policies, as well as
testing the effectiveness of countermeasures, are good ways to continuously improve

security [1].
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3.OBSERVATION

This section presents observations on the Customer Company’s production pro-
cesses, MISs, and measurement methods in use. The purpose of observation is to col-
lect primary data on which functions of the company’s main manufacturing process are
relevant to improving production and which KPIs are currently used by the departments

responsible for these functions.

3.1 Production processes

The manufactured products have been on the market for more than 20 years, which
puts the production process at a mature stage in its life cycle. This means that major
changes in manufacturing methods are no longer likely to occur, but small improvements
can be found by experimenting with different approaches and taking advantage of tech-
nological advances. The market demands high quality products, which is why product
quality is constantly monitored. High volume sales require that production lines operate
at the planned speed and for as much of the planned production time as possible. Due
to the above requirements, maintenance plays an important role, as critical spare parts

and service personnel must be immediately available in case of problems.
The main stages of the manufacturing process are:

- procurement of materials

- manufacture of semi-finished products
- product assembly

- inspection

- packaging

- warehouse

- customer deliveries

The first step in the production process is the procurement of materials, which ensures
that all the materials needed for the planned production batches are available. The prod-
ucts are completed either during the manufacture of semi-finished products or product
assembly. This is because some products are so simple that they consist of only one
component and thus do not require a separate assembly step. Each finished product
then goes through inspection. Products that pass the inspection proceed to packaging,
while defective products are discarded. Discarded products are not reprocessed on the

production line because it is not profitable. However, the scrapped material is sorted
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because some of the components can be recycled. Finally, the products are transferred
to the warehouse and from there to customer deliveries after the production batch is

approved.

The production lines have been implemented mainly with technologies related to in-
jection molding, heating, welding, feeding, conveying, robotics, linear motion, and sens-
ing. Machine vision has also been utilized on newer production lines. The devices are
controlled by several PLCs, which are operated centrally from separate control panels.
In addition to the operating functions, the control panels have various monitoring views
that can be used to check, for example, counters or log data. Most of the production
process involves automatic assembly of products on a production line. However, product

inspection, packaging, and filling of material feeders are done manually.

Manufacturing is part of global operations management, which is divided into produc-
tion planning, plant management and shift supervising. These are the main functions of
production and are managed by the Production department. The following support pro-
cesses, managed by their own departments, also operate around global operations man-

agement:

- Sourcing (Supply Chain department)

- Quality assurance (Quality and Regulatory Affairs department)

- Maintenance (Operative Maintenance department)

- Technology development (Technology Development department)
- Product development (Research and Development department)

- Innovation (Product Group and Innovation department)

- Sales (Sales Operations department)

- Marketing (Marketing and Digitalization department)

All of the above departments report to the business management. The Production
department has the biggest impact on production efficiency. The next most important
support processes regarding opportunities to improve efficiency are quality assurance,
maintenance, and technology development. For the managers of these processes, mon-
itoring productivity with KPI measurement is somewhat familiar. It should be noted that
for new products, innovation, and product development play very important roles in man-
ufacturing efficiency, as products have to be designed to be assembled. However, as
the product design in this case is at the mature stage of its life cycle, the need for further
product development is very low. For this reason, the KPIs for these two supporting pro-

cesses are not reviewed.
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The observed main manufacturing process and related key stakeholders are illus-
trated in Figure 5. The background color highlights the main manufacturing steps and

supporting processes that are explored in this thesis.
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Figure 5: Observed main manufacturing process and key stakeholders

3.2 Management Information Systems

Many of the common MISs are used by the Customer Company. Manufacturing pro-
cesses are mainly managed through ERP and APS, and are supported by CMMS, CRM,
DPS, HRMS, KM and PLM. In addition to the above, there is also a special information
system called MTS (Machine Tracking System) that combines some of the functions of
MES and SCADA. ERP and DPS make it possible to measure many factors related to
production and sales, as the systems provide a lot of general information about produc-
tion batches, inventory, and deliveries. CRM and KM are used to report quality assurance
issues, such as complaints and audit findings. CMMS and MTS provide maintenance-
related information such as maintenance orders, spare parts, and production line perfor-
mance. Finally, HRMS provides information on human resources, such as hours worked
and payroll, that are essential for all major departments. Of the MISs in use, PLM and
APS are not used for measurement. PLM is excluded because it is primarily a product

development tool and product development is not a target group of this study. APS, on
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the other hand, is excluded because it is used to schedule work orders and not as a

system for storing permanent production data.

All of the above MISs store data in relational databases. All servers are distributed as
either locally hosted virtual servers or external cloud servers. In addition, the Customer
Company has experience in data warehousing and multidimensional databases, which
have been used to analyze production volume data found in ERP, for example. Experi-
ence in information systems management and data warehousing provides an excellent

framework for automated reporting.

3.2.1 Security and reliability of information systems

The Customer Company is well prepared for a variety of security threats and reliability
issues. All MIS servers are stored in locked spaces, have backup power supplies, and
are automatically backed up. These measures are very effective in preventing the loss
of data due to hardware failure. All MISs also operate in separate networks that are not
directly connected to the office network. In addition to improved security, a distributed
network architecture also prevents large-scale connectivity issues. All networks are pro-
tected by a firewall and external connections are made via an encrypted VPN. With these
tools, the Customer Company prepares for external security threats. The company is
also well prepared for internal security threats. Every server and workstation in use is
password protected and the passwords must be changed regularly. User access control

has also been widely applied on workstations and databases.

As an additional security note, the MTS server combining the functions of MES and
SCADA is constantly connected to the control unit of each production line, which exposes
the production lines to external attacks in the same way as in traditional SCADA systems.
This threat has been addressed by establishing connections between the server and the
hardware using the OPC-UA protocol. The OPC-UA connection is configured to allow
data transfer only from the PLCs to the server. Thus, a security breach can, in the worst
case, lead to a data leak, but it is not possible to hijack production line controllers through
this connection. Although data leakage can be a serious threat, it should be noted that
in this case, the PLCs or the MTS server database do not contain personal information
or easily identifiable trade secrets. Thus, the data is virtually useless to a third party

without context.

In terms of data accuracy, all MISs used by the company to demonstrate the quality,
or traceability of medical devices or competence of personnel involved in production
have been validated. These systems include ERP, CRM, HRMS and KM. Validation is
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generally considered to be strong evidence of the accuracy of the data stored in the
systems. For non-validated systems CMMS, DPS and MTS, the accuracy of the data
has been roughly checked during implementation. In addition, problems later encoun-
tered by users have also typically been fixed over time. However, these measures are
not sufficient to unequivocally prove the accuracy of the data. It is therefore recom-
mended that the systems listed above be validated if the data collected from them will

be used to measure production processes.

3.3 Current state of measurement and important indicators

The Customer Company uses KPls at different management levels and there are var-
ious indicators for each function. The functions most strongly related to the production
processes under study are quality assurance, maintenance, technology development,
and production. Therefore, in order to improve the main production process, it is appro-
priate to start by observing the KPIs already used by the departments responsible for
these functions, analyze their benefits, and propose potentially useful additional or alter-
native indicators. Based on these findings, it is possible to draw conclusions about what
can be measured with existing MISs and how the systems should be developed to sim-
plify measurement, for example through automation. The observed KPIs are referred to
by the initials of each significant function (Quality assurance, Production, and Mainte-
nance and technology development) and sequential numbering. The units of each indi-
cator are marked in square brackets. Note that because maintenance and technological
development have much in common, they are treated as a whole in terms of measure-

ment.

3.3.1 Quality assurance

The KPIs of Quality and Regulatory Affairs department are included in the annual
Quality Management Review report, which is presented to the business management.
This report summarizes the most important issues related to quality assurance, regula-

tions, and the environment. The report currently includes the following KPlIs:

- Q1 Complaints (external nonconformities) in relation to the products delivered [%
or ppm]
- Q2 Internal nonconformities in relation to the products manufactured [% or ppm]

The number of complaints is measured in relation to sales volumes and internal non-

conformities in relation to production volumes so that the KPIs can be scaled to changes
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in the market situation or production capacity. This is a very good implementation be-
cause there is no need to readjust the indicators to changing situations. The purpose of
these KPlIs is to monitor and ensure that the ratios remain as low as possible. If the trend
of nonconforming products starts to grow, action must be taken. The reasons for intro-
ducing these indicators were not necessarily directly based on any general principle of
economical manufacturing, but it can be argued that such a systematic minimization of

deviating products is clearly in line with the six sigma principles.

The Quality and Regulatory Affairs department also reports to the business manage-

ment on the following environmental indicators:

- Q3 The share of waste in the total material used in manufacture [%]
- Q4 The share of recyclable material in the waste [%]
- Qb5 Energy efficiency [MWh per Mg]

* Q5.1 Energy consumption [MWh]

- Q6 The share of renewable energy in total energy used [%]

Waste minimization, recycling, energy efficiency, and the use of renewable energy
are all related to compliance with ISO 14001:2015 (Environmental management sys-
tems) standard, which in turn guarantees compliance with international agreements on
minimizing emissions and pollution. Sustainability is also good for the brand of a globally
operating company. In addition, all of these factors affect production efficiency and busi-
ness profitability but this may not be self-evident. The lower the energy requirement and
the amount of waste in the manufacturing process, the cheaper it is to manufacture.
Recycling of materials and renewable energy are also somewhat cheaper than the use
of non-renewable resources. If not as such, then at least because of the higher taxation

imposed by the country of manufacture.

All of the above KPIs have annual targets and their development is monitored. In
principle, the business goal for the environmental system is to make manufacturing as
sustainable as possible. In addition, the management report includes a summary of the
audit results and CAPA (Corrective and Preventive Action) reports at a general level, but

there are no indicators or well-defined targets for these items.



41

Below are examples of formulas for calculating KPIs Q71 to Q6:

Complaints [pcs]

1 =
¢ Products delivered [pcs]
5 Internal nonconformities [pcs]
ez = Products manufactured [pcs]
3 = Waste [Mg]
Q3 = Material used in manufacture [Mg|
4= Recyclable material [Mg]
o4 = Waste [Mg]
. Q5.1 [MWh]
o5 = Materials used in manufacture [Mg|
Q5.1 = Instantaneous energy demand in manufacturing [MW]
* Energy use time [h]
06 = Renewable energy provided [MWh]

Q5.1 [MWh]
The data used to calculate the above KPIs are available from the following sources:

- KM — Complaints (Q7) and Internal nonconformities (Q2)

- ERP — Products delivered (Q7), Products manufactured Q2), Waste (Q3 and
Q4), and Materials used in manufacture (Q3 to Q5),

- Energy bills and information provided by the energy supplier — Energy consump-

tion (Q5.7) and Renewable energy provided (Q6)
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3.3.2 Production

The Production department uses KPIs that measure efficiency and reliability to de-
velop its own operations. These KPIs are presented to the business management upon
request or to other personnel at monthly staff meetings. However, the indicators are not
compiled in a single report, as Quality and Regulatory Affairs has done. Currently, the

following KPIs are established as content for staff briefing materials:

- P1 Labor efficiency [pcs per h]
= P1.1 Net production [pcs]
= P1.2 Hours worked in payroll [h]
- P2 Production profit [M€]
= P2.1 Production gross income [M€]
= P2.2 Deducted from production gross income [M€]
- P3 Sales forecast [pcs per m]
- P4 Warehouse levels [pcs per m]
- P5 Deliveries on time [%]

- P6 Supplies delivered on time [%]

The purpose of labor efficiency is to monitor the development of labor input regardless
of the variation in the number of hours worked or the number of products produced due
to the world market situation. As the labor efficiency increases, work becomes more prof-
itable for the company and it increases competitiveness. The disadvantage of the indi-
cator is that it does not state unambiguously whether the change in efficiency is due to
the operation of the equipment or its use. It is also important to note that, for practical
reasons, labor efficiency is calculated from the total labor input of all employees involved
in operational work. Therefore, the KPI is not only for Production, but also for the Oper-

ative Maintenance department.

Production profit is a measure of business profitability and particularly important infor-
mation for the business management, as the Production department has the greatest
impact on the company's turnover. Production profit can be used to measure the devel-
opment of overall efficiency over time similar to labor efficiency, but it also directly shows
the amount of cash flow from the Production department’s activities, which is useful in
planning business strategies and investments. It should be noted, however, that this in-

dicator is not the same thing as the profitability of the business as a whole.

The sales forecast shows what deliveries are expected from the Production depart-
ment over a given period of time. In general, forecasts are presented on a monthly basis

for the current and subsequent calendar years. Forecasts will be updated over time as
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new market information becomes available. The direct purpose of the sales forecast is
to serve as a tool for determining the required production capacity. Sales forecasts can
also be used to measure a company’s market knowledge by comparing projected sales
volumes with actual sales. The interpretation of this KPI is straightforward: The more
accurate the forecasts, the better the conditions for the business to succeed in a chang-

ing market.

Warehouse levels indicates the number of finished products that have been taken into
storage but have not yet been sold to customers. The purpose of the warehouse is to
ensure the security of supply to customers. By monitoring warehouse levels, the produc-
tion planner gets a better idea of how the available capacity can be utilized in the most
efficient way. If the warehouse starts to fill up on certain products, capacity can be di-
verted elsewhere. Correspondingly, when the warehouse runs out, manufacturing of

these products will start again, regardless of the number of confirmed deliveries.

Security of supply and delivery indicates the reliability of production planning, sourc-
ing, and the entire production process. The ideal goal is that all deliveries are made on
time, because then the business is as smooth as possible. Delays in sourcing slow down
production and late deliveries to customers reduce customer satisfaction. Negative cus-
tomer satisfaction can then lead to the loss of existing customers and reduces the
chances of acquiring new partners if the company’s reputation is damaged. Alternative
suppliers and emergency stocks are effective ways to reduce the risk of delivery delays.
However, these security measures are a major additional cost to the company, which is
why these KPIs should be used to find cost-effective and optimal solutions to the prob-
lem. The need to increase security is easy to see from the deteriorating ratios of these
KPIs. However, if the situation is such that a perfect ratio has been achieved, then po-
tentially excessive security measures cannot be verified by monitoring these KPIs alone.
Instead, the need to reduce security measures should be assessed by monitoring sales

forecasts and warehouse levels in parallel.
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Below are examples of formulas for calculating KPIs P71 to Pé6:

P1.1
pp = PL1lpes]
P1.2 [h]

P1.1 = (Manufactured products — Discarded products)[pcs]
P1.2 = Hours worked in manufacturing [h]

P2 = (P2.1 — P2.2)[M€]
P2.1 = Delivered products [pcs] * Product prices [€]

P2.2 = Discarded products [pcs] * Product prices [€]
+ Material costs [M€] + Payroll [M€]

Estimated sales volumes [pcs]

P3 =
Time period [m]
P4 — Produts in warehouse [pcs]
B Time period [m]
pe = Products delivered on time [pcs]
B Delivered products [pcs]
Pe — Supplies delivered on time [pcs]

Delivered supplies [pcs]
The data used to calculate the above KPIs are available from the following sources:

- ERP — Manufactured products (P1, P2, P4, and P5), Discarded products (P71.1
and P2.2), Hours worked in manufacturing (P1.2), Product prices (P2), Products
delivered (P2.1 and P5), Material costs (P2.2), and Supplies delivered (P6)

- HRMS — Payroll (P2.2)

- DPS — Sales volumes (P3)
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3.3.3 Maintenance and technology development

Like the Production department, the Operative Maintenance and Technology Devel-
opment departments do not have annual KPI reports for the business management.
However, productivity, losses, maintenance costs, and investment costs are reviewed
annually because the payback periods for investments are based on these factors. When
making new investment decisions, it is important to be aware of how well previous in-
vestments have yielded so that lessons can be learned from purchasing decisions. If the
current state of measurement for maintenance and technology development is converted

to the KPI mindset, the following indicators are obtained:

- M1 Net profit or loss on investment [k€ or M€]
= M1.1 Return on investment [k€ or M€]
=  M1.2 Investment costs [k€ or M€]

- M2 Yield of production lines [pcs per h]

- M3 Scrap rate of production lines [%]

M4 Hourly rate of production lines [€ per h]
= M4.1 Production line costs [k€ or M€]
=  M4.2 Production line uptime [h]

Net profit or loss on investment is the most important indicator of technology develop-
ment, as investing in new technologies and productivity are prerequisites for the growth
of a manufacturing company. The next most important indicator is the total cost of
maintenance. These KPIs reflect the state of the maintenance and technology develop-
ment on a large scale and should therefore be reported to the business management.
Yield, scrap rate and hourly rate of production lines are important indicators in the over-
view of each production line subject to maintenance activities. These indicators are ex-
cluded from the report to the business management, as they are relevant only to the
internal operations of the Operative Maintenance department. As an additional note, the
hourly rate of production lines is typically always an estimate over the life cycle of the
production line and can only be verified after decommissioning. Unfortunately, the final
verified hourly rate is not relevant to streamlining production but can be very in future

investment decisions.
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Below are examples of formulas for calculating KPIs M1 to M4:

M1 = (M1.1 — M1.2)[k€ or M€]

M1.1 = Annual return on investment [k€ or M€]
* Payback time in years [pcs]
M1.2 = Annual investment running costs [k€ or M€]

* Payback time in years [pcs] + Acquisition costs[k€ or M€]

_ Manufactured products [pcs]

M2 =
Production time [h]
M3 = Discarded products [pcs]
"~ Manufactured products [pcs]
M4.1 [k€ or M€]
M4 =

M4.2 [h]

M4.1 = Sum of all production line costs during its service life[k€ or M€]
= (Energy costs + Property costs per floor area
+ Purchase price of the production line + Service costs

+ Spare parts)[k€ or M€]

M4.2 = Production line service life [h] * Utilization rate[%]

The data used to calculate the above KPIs are available from the following sources:

Annual return on investment (M1.1) is a share of Production profit (P2)
= The effects of the investment on production and the corresponding profit
margin are not always unambiguous and must be assessed on a case-
by-case basis
- Investment documentation — Acquisition costs (M1.2)
- ERP — Production time (M2), Manufactured products (M2 and M3), and Dis-
carded products (M3)
- CMMS — Service costs and Spare parts (M4.1)
- Energy and property bills — Energy costs and Property costs per floor area
(M4.1)
- MTS — Utilization rate (M4.2, verified)
- Production line documentation — Purchase price of the production line (M4.1),

Production line service life, and Utilization rate (M4.2, estimated)
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4. DATA ANALYSIS

This section presents data analysis in which the practices presented in the literature re-
view are applied to the observations reported in the previous chapter. The data analysis
methods used are correlation analysis, thematic analysis, and classification. The pur-
pose of data analysis is to find new potential KPIs, determine the reliability of all found

KPls, and identify opportunities for automated KPI reporting.

4.1 ldentification of new potential indicators

New KPIs for each department are identified using correlation analysis. The analysis is
based on the assumption that new indicators that correlate the purpose of existing indi-
cators are equally useful. The correlation is illustrated by summarizing the relevance of
previously observed indicators for the activities of each department, proposing new indi-
cators following the same logic in terms of relevance, and further justifying the usefulness

of each indicator in improving production processes.

4.1.1 Quality assurance

In order to keep the level of the QMS high, it would be beneficial to define new KPls
with targets and trend monitoring for both external and internal audits, the CAPA process
and the handling of complaints. A high level QMS has a positive effect on customer sat-
isfaction and is the most important prerequisite for demonstrating compliance. For the

above reasons, the following additional KPIs are proposed:

- Q7 The number of external audit deviations [pcs]

- Q8 The number of internal audit deviations [pcs]

- Q9 Resolved CAPA cases in relation to all cases [%]

- Q10 Complaints handled on time [%]

- Q11 Internal nonconformities handled on time [%]

- Q12 The share of quality assurance in total business costs [%]

» Q72.1 Quality assurance costs [M€]

By monitoring the results of external and internal audits annually, it is easy to see how
the QMS is performing in accordance with the standard. The problem, however, is that

the audit results are given in different formats depending on the standard. For example,
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in ISO 13485, which is applicable to these production processes, the results are ex-
pressed as deviations from the standard. In recording the nonconformance, the auditor
also takes into account the degree of severity, which is determined on a risk-based basis.
In this case, the risk is assessed in terms of patient safety, in other words, the worst-
case consequences for the patient being treated when using products that do not comply
with the standard. Such results cannot be comprehensively summarized in a single indi-

cator that shows the development of audit results over time.

The easiest way to measure the results of audits is to add up all the deviations found
during the audits. For practical reasons, this is chosen as the method to be used, alt-
hough it ignores the severity of the deviations. This means that by observing this indicator
alone, it is not possible to measure the amount of work required to correct the deviations.
However, since trade-offs are needed in any case, the number of deviations is a sufficient
measure in the sense that deviations are not recorded more than once for the same
topic. Thus, the trend of audit deviations shows the most important thing, which is how

well the QMS generally meets the standard.

The ratio of the number of CAPA cases handled to the total number of cases helps to
see if continuous improvement is effective. If the trend is downward, there is a risk that
CAPA cases will start to pile up. This, in turn, can lead to cases not being handled
properly and development activities not producing the desired benefits. Complaint and
internal nonconformity handling processes should also be monitored on the same basis
as the CAPA process. However, as complaints and nonconformities are handled much
more frequently and the overall process is lighter, it is appropriate to measure the time-
liness of the handling process rather than the ratio between the number of cases re-

solved and the total number of cases.

The above KPIs may not be required to be reported to the business management
unless specifically requested, as review by the Quality and Regulatory Affairs department
is sufficient. The share of quality assurance in total business costs is proposed as the
last new KPI related to quality assurance. The costs of quality assurance are essential
to the business management and should be included in the management report. This
KPI itself is not very informative, but when used in conjunction with other indicators it is
useful in assessing the profitability of the QMS. For example, if trends in both costs and
quality problems increase, there is a competence problem in the system. Similarly, if

costs are declining but problems persist, there is a lack of capacity.
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KPIs Q7 and Q8 do not need to be derived from formulas. Below are examples of

formulas for calculating KPIs Q9 to Q72:

_ Resolved CAPA cases [pcs]

9
¢ CAPA cases [pcs]
10 = Complaints handled on time [pcs]
e10°= Complaints handled [pcs]
1= Internal nonconformities handled on time [pcs]
ell = Internal nonconformities handled [pcs]
12.1 [M€
012 - Q121 [M€]

" Total business costs [M€]

Q12.1 = Sum of quality assurance costs|M<€]
= (Certifications + Information systems + Of fice costs

+ Payroll + Third party quality assurance work)[M<€]
The data used to calculate the above KPIs are available from the following sources:

- CRM and KM — Audit results (Q7 and Q8), CAPAs (Q8), Complaints (Q70), and
Internal nonconformities (Q177)

- Financial management — Total business costs (Q72)

- Invoices — Certifications, Information systems, and Third-party quality assurance
work (Q712.7)

- HRMS — Payroll (Q12.17)

- Property bills — Office costs (Q72.7)

4.1.2 Production

The Production department has very good indicators, but the security measures to
ensure deliveries on time and the overall impact of production on business costs could

be clarified. For the above reasons, the following additional KPIs are proposed:

- P7 Inventory turnover [%]
- P8 The share of production in total business costs [%]
= P8.1 Production costs [M€]

The inventory turnover rate shows how many times the current inventory has been
sold in the selected time period. In the long run, this KPI directly shows whether ware-
housing is efficient and sufficient to secure deliveries in time. If the turnover ratio is in-
creasing, the inventory is insufficient compared to the sales volumes and if the ratio de-

creases, the inventory is oversized. Inventory performance can also be assessed by
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monitoring inventory levels and sales volumes on a product-by-product basis, as is cur-
rently the case, but this process requires considerable effort and the information obtained
is only useful to production planners. With inventory turnover, the same information is
converted into an easy-to-understand ratio that is convenient to report to the business

management or other staff.

Finally, the share of production in total business costs is proposed for the same rea-
sons as the corresponding quality assurance KPI. A regularly updated overview of total

production costs would greatly simplify annual planning.
Below are examples of formulas for calculating KPIs P7 to P8:

Value of products sold [M€]
Inventory value [M€]

P7 =

P8.1 [M€]
" Total business costs [M€]

P8.1 = Sum of production costs[M€]
= (Information systems + Material costs + Of fice costs
+ Payroll + Production equipment + Property costs
+ Subcontracting)[M<€]

The data used to calculate the above KPIs are available from the following sources:

- DPS — Value of products sold (P7)

- ERP — Inventory value (P7) and Material costs (P8.1)

- Financial management — Total business costs (P8)

- Invoices — Information systems, Production equipment, and Subcontracting
(P8.1)

- HRMS — Payroll (P8.7)

- Property bills — Office costs and Property costs (P8.1)

4.1.3 Maintenance and technology development

In addition to investment and repayment indicators, the Operative Maintenance de-
partment has a strong interest in streamlining various functions, as it affects the total cost
of maintenance, which in turn is a significant expense item for the company. If mainte-
nance is not efficient, indirect side effects are not only reflected in a decline in productivity

but are also reflected in the reliability of the equipment.
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For the above reasons, the following additional KPIs are proposed:

- M5 Preventive maintenance on time [%]
- M6 OEE [%]
=  M6.1 OEE-Quality [%]
=  M6.2 OEE-Usability [%]
= M6.3 OEE-Speed [%]
- M6.3.1 Actual manufacturing speed [pcs per h]
- M6.3.2 Theoretical maximum manufacturing speed [pcs per h]
- M7 The share of maintenance and technology development in total business
costs [%]

= M7.1 Maintenance and technology development costs [M€]

Preventive maintenance on time is a good indicator of the consistency of maintenance
activities. When preventive maintenance is performed on time, faults are reduced and
the overall reliability of the equipment can be kept at the same level in the long run. If,
on the other hand, the trend of timely preventive maintenance declines, there is either a

lack of resources for maintenance or the production lines are constantly overloaded.

OEE is very useful for monitoring the efficiency of production lines and comparing
them with each other. If there is a downward trend in the OEE, the next step is to look at
the development of the ratios of its components, which can then be used to decide on
the actual corrective action. When monitoring OEE, it should be noted that if the target
is achieved too easily or seems impossible to achieve, the components may be miscal-
culated. For example, the speed reference values must be strictly based on the produc-
tion speed definitions approved at the time of commissioning of each production line.

Otherwise, the value is an estimate that is not based on facts.

In addition to Operative Maintenance, OEE is also a useful tool for production shift
managers. Prior to the introduction of comprehensive information systems, shift manag-
ers have manually recorded the development of cycle times, waste, and machine uptime
to determine production equipment performance. OEE simplifies this process by com-
bining quality, speed, and usability factors into a single indicator for each production line.
In addition, the OEE indicators can be multiplied, for example, to create a general index
of the production efficiency of the entire plant. This may not be very significant within a
plant, but is very beneficial to the business management, especially if the business in-

volves several plants.

As with quality assurance and production, it would also be useful to measure the share

of maintenance and technology development in total business costs. The rationale for
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using the KPI is also the same. The total annual cost of maintenance and technology
investment proposals is, of course, communicated to the business management in the
context of annual planning, but a separate regularly updated indicator would significantly

clarify communication.
Below are examples of formulas for calculating KPIs M5 to M7:

Preventive maintenance work orders on time [pcs]

M5 =
Preventive maintenance work orders [pcs]
M6 = (M6.1 % M6.2 x M6.3)[%]
M6l — (Manufactured products — Discarded products) [pcs]
T Manufactured products [pcs]
M6 — Production line uptime [h]
™ 7 Production line load time [h]
M6.3.1 [pcs per h
M63 = [pcs per h]
M6.3.2 [pcs per h]
M631 = Manufactured products [pcs]
" " Working hours [h] * M7.2[%)]
Maximum production volume [pcs]
M6.3.2 = -
Working hours [h]
M7.1 [M€]
M7

~ Total business costs [M€]

M7.1 = Sum of maintenance and technology development costs[M€]
= (Information systems + Spare parts + Of fice + Payroll
+ Repairs + Tools + Property costs
+ Third party service contracts)[M€]

The data used to calculate the above KPIs are available from the following sources:

- CMMS — Maintenance work orders (M5) and Spare parts (M7.1)

- MTS — OEE (M6)

- Production line documentation — Maximum production volume (M6.3.2, esti-
mate)

- Financial management — Total business costs (M7)

- HRMS — Payroll (M7.1)

- Invoices — Information systems, Repairs, Tools, and Third-party service con-
tracts (M7.1)

- Property bills — Office and Property costs (M7.1)
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4.2 Exploring the general relevance of the found indicators

In addition to the rationale for the potential benefits and uses of all the proposed KPls,
their general relevance to the industry should also be taken into account. The reason for
this is that generally accepted solutions are most likely to be the simplest and most effi-
cient. The general relevance is explored through thematic analysis. The analysis is as-
sessed by reviewing the prevalence of each proposed KPI in different publications on
manufacturing KPIs. Frequently occurring KPls can be considered as generally relevant
themes in the measurement of the manufacturing industry. Similarly, rarer KPls may be

considered less relevant.

The review consisted of 30 different publications. The sources included, but were not
limited to, books and scientific articles. Non-peer-reviewed online publications from dif-
ferent organizations were also used, as they provided alternative perspectives on KPI
measurement and naming practices. The occurrence of each KPI in the source material

was recorded and divided into the following categories:

a) the KPI is promoted clearly
b) the KPI is vaguely or partially presented

c) the KPI is mentioned in some form

The last category indicates the total occurrence, as it includes both clearly and
vaguely presented KPIs. The occurrence is interpreted on the assumption that the
clearer and more frequent the KPI, the more relevant it is considered at the general level.
Vaguely or partially presented KPIs were separated into their own category because
these measurable items can be considered relevant as a general theme in the manufac-
turing industry, but the method of measurement or calculation varies. Due to the varia-
bility, it was also worth examining whether the proposed measurement methods were

appropriate.
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The results of the general relevance assessment and references to publications are
detailed in Table 2, Table 3, and Table 4.

Table 2: Results of the general relevance assessment 1/3

KPI

REFERENCES TO THE PUBLICATIONS

(2]

(3]

(8]

[10]

[19]

[26]

[30]

[31]

[32]

[395]

Q1
Q2
Q3
Q4
Q5
Q6
Q7
Q38
Q9
Q19
Q11
Q12

occurs

occurs®
occurs®

occurs®

13

14*
14*

p. 14*

28*

24*
24*

occurs®

occurs®

p. 554
p. 554*

P1
P2
P3
P4
P5
P6
P7
P8

occurs

p. 25
p. 25

p. 25

occurs®

occurs

occurs®

20, 21*

15

p. 14*

p. 13
p. 13

10

21

27

p. 554*

p. 554*

p. 556*

m1
m2
M3
M4
M5
mé
m7

occurs

occurs

occurs

p. 25

p. 25

occurs®

occurs
occurs®
occurs®

occurs®

occurs

13

p. 14

occurs

occurs

30
26

p. 556

Note:

* The KPI is vaguely or partially presented



Table 3: Results of the general relevance assessment 2/3

55

KPI |REFERENCES TO THE PUBLICATIONS

[36] [38] [39] [41] [42] [45] [47] [48] [51] [52]
Q1 p. 25286 TE21 p. 451 occurs occurs*
Q2 p. 25286* | TE23 p. 451 occurs
Q3 TE17 |[p.1786 |p. 445
Q4 EN23* p. 445
Q5 EN37 p. 1786 p. 445
Q6 EN35*
Q7 p. 25287 occurs*
Q8 p. 25287 occurs*
Q9 p. 25286 occurs
Q19
Q11
Q12 occurs*
P1 p. 6339* TE53* p. 523* occurs*®
P2 p. 278 occurs
P3
P4 TE46 p. 470 occurs
P5 TE2* p. 467 occurs
P6 TE3* occurs
P7 TE45 p. 1787* | p. 470* occurs occurs
P8 occurs*
M1 TE51 p. 332 occurs
M2 p. 6340 TE54 occurs*
M3 p. 6337 TE27 p. 459* | occurs* | occurs*
M4 TE32*
M5 TE81* occurs
M6 p. 6342 TE71 p. 1787 p. 445 occurs | p. 159
M7 p. 1787 occurs*
Note:  * The KPI is vaguely or partially presented



Table 4: Results of the general relevance assessment 3/3

KPI

REFERENCES TO THE PUBLICATIONS

[54]

[55]

[56]

[57]

(58]

(60]

(61]

(62]

[71]

[72]

Q1
Q2
Q3
Q4
Q5
Q6
Q7
Q38
Q9
Q19
Q11
Q12

F1.2.0.1*

06.2.1.3*
06.2.1.3~

01.3.1.3*

H1.2.2*
H1.2.2*

p. 622*

p. 207*
p. 207*

p. 207*

p. 3*
p. 3*

p.3
p.3

EC

P1
P2
P3
P4
P5
P6
P7
P8

F1.3.1.1

F1.4.1.2
F1.2.0.1*

07.1.3.1
06.3.1.1

L2.1.51

07.1.3.1

p. 622

p. 622

p. 85

m1
m2
M3
M4
M5
mé
m7

p. 683
p. 686

p. 683

F1.2.0.1*

11.1.1.2

01.2.3.2¢

01.223
09.2.1.2¢

p. 622

SR

p. 85

p. 85*
p. 85

Note:

* The KPI is vaguely or partially presented

56



The results presented above are summarized in Table 5.

Table 5: Summary of the results of the general relevance assessment

The number of publications reviewed where...

KPI a) the KPI is promoted | b) the KPI is vaguely or | c) the KPIl is mentioned
clearly partially presented in some form
(=Total occurrence)

Q1 5 4 9

Q2 3 3 6

Q3 4 2 6

Q4 2 1 3

Q5 3 3 6

Q6 0 1 1

Q7 2 4 6

Q8 2 4 6

Q9 2 2 4

Q10 0 3 3

Q11 0 3 3

Q12 0 2 2

P1 0 8 8

P2 6 0 6

P3 1 0 1

P4 5 0 5

P5 10 2 12

P6 2 1 3

P7 8 2 10

P8 1 4 5

M1 4 0 4

M2 5 2 7

M3 10 5 15

M4 1 2 3

M5 2 2 4

M6 16 1 17

M7 1 3 4

57
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Based on the results of the assessment, the most generally relevant KPIs are:

- M6 OEE [%], total occurrence of 17

- M3 Scrap rate of production lines [%], total occurrence of 15

- P5 Deliveries on time [%], total occurrence of 12

- P7 Inventory turnover [%], total occurrence of 10

- P1 Labor efficiency [pcs per h], total occurrence of 8

- Q1 Complaints in relation to the products delivered [% or ppm], total occurrence
of 9

Of the above KPIs, M6 and P7 are not yet in use in the Operative Maintenance and
Production departments. Thus, there is a strong reason for their introduction on this basis
alone. Many of these generally relevant KPIs have already been established in some
way in each department, which is a positive finding. As mentioned earlier, these indica-
tors only need to be presented more clearly, for example in the form of a management

report.

The assessment also shows that of the prominent KPIs, P71, Q7 and M3 occurred to
a significant extent with different calculation or measurement techniques. Labor effi-
ciency (P1) was mainly calculated by comparing the time spent by the employees at the
workstation to the total working time. The reason for the difference in the calculation
method is probably that such a rough labor efficiency indicator can be estimated much
more simply. However, the proposed P17 calculation method is a much more realistic

measure, as it also takes into account labor productivity.

Next, the KPI for complaints (Q7) was mainly measured by calculating the total num-
ber of complaints. This difference is also likely due to the fact that pooling complaint
cases is the easiest way to measure this problem. However, as in P17, the calculation
method for Q7 is better because it is scalable in relation to the volume of production.
Otherwise, the increase in complaints due to the increase in production volumes can be

interpreted as a problem, even though this is a normal phenomenon.

Finally, scrap ratios (M3) were generally shown as inverted. These KPIs were also
often named differently, such as First Time Through. This difference is probably due to
the fact that in manufacturing companies where defective products can be reprocessed,
it is considered necessary to differentiate products that have passed directly through the
production chain from scrap, as both scrap and reprocessed products are forms of loss
in the lean mindset. However, as the Customer Company does not reprocess the dis-
carded products, the calculation method and naming policy used for this KPI are fully

valid for this purpose.
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Although the other proposed KPIs do not appear to be generally relevant, each KPI
was presented at least vaguely or partially, indicating that they are not completely un-
known or useless indicators. In any case, KPIs do not have to be well known to be useful,
as long as the need to use them is justified. The final decision to implement new KPIs
should be made by assessing their underlying rationale and compatibility with the com-

pany’s strategy.

4.3 Classification of the found indicators

In addition to general relevance factor, the proposed KPIs should also be classified
on the basis of their interconnectivity in order to identify which of them are particularly
relevant to the business strategy. Classification is necessary so that the data analysis is
not limited to the department breakdown created by the company. Classification is done
by placing KPls in a hierarchy, mapping their interdependencies, and identifying clusters
of related KPlIs.

In this case, the classification used the same three-level hierarchy divided into oper-
ational, tactical, and strategic levels, as presented in Chapter 2.2.4 of the literature re-
view. The problem with hierarchical breakdown is that not all KPIs necessarily belong to
a certain level. KPIs P1 and M6 were difficult to place because OEE and labor efficiency
are highly informative for those working at both the operational and tactical levels. As a
compromise, these KPIs were placed between hierarchies. Once all KPIs were placed
in the hierarchy, links were made between related indicators to represent interdepend-

encies.
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The KPI hierarchy is illustrated in Figure 6.

TACTICAL
LEVEL

OPERATIONAL
LEVEL

Figure 6: Hierarchical classification of KPIs
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By looking at the links between each item in the hierarchy, the KPIs can be classified

into clusters with different objectives. The review resulted in the following classes:

1) Compliance
2) Profitability

3) Finance
Class 1: Compliance

- Operational KPIs: Q710 and Q11
- Tactical KPIs: Q1, Q2, Q7, and Q8
- Strategical KPIs: Q9 and Q12

The KPls in this class have the common goal of improving the QMS and ensuring that
the company complies with the ISO 13485:2016 standard, which is essential for a com-
pany manufacturing medical devices. Q9 can be considered as the most important KPI
in this class, as open CAPA processes reflect the significant ongoing work to maintain
the QMS. In addition, customer complaints, internal deviations, internal audits, and ex-

ternal audits, as measured by other KPlIs, are sources of new CAPA cases.
Class 2: Profitability

The second class consists of three subgroups: development, efficiency, and sustain-

ability. The highest KPI in this class is P2, to which each subgroup is clearly linked.
Subgroup 2.1: Development

- Operational KPIs: M3 and M5
- Tactical KPIs: M2, M4, and M6
- Strategical KPIs: M1

The KPlIs in this subgroup relate to the development and maintenance of the technol-
ogies that enable business growth. The purpose of each KPlI is to steer decision-making
in a direction that maximizes the benefits of the production technology invested. The
most important KPI is M1, as the profitability of each investment is the summary of all

other profitability-related factors.
Subgroup 2.2: Efficiency

- Operational KPlIs: P3, P4, and P6
- Tactical KPIs: P1, P5, and P7
- Strategical KPIs: P2

The KPlIs in this subgroup relate to continuous improvement and reliability of the man-

ufacturing processes. The most important KPI, P2, which is the same as for the whole
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Class 2, clearly crystallizes the effects of both efficiency and reliability into a single indi-

cator.
Subgroup 2.3: Sustainability

- Tactical KPIs: Q3, Q4, and Q6
- Strategical KPIs: Q5

The KPls in this subgroup relate to energy-efficient and environmentally friendly man-
ufacturing. The most important KPI is Q5, as energy efficiency shows the direction of

sustainable development with one indicator.
Class 3: Finance
- Strategical KPIs: M7, P8, and Q14

The KPIs in this class show the weight of each department in the company’s costs.
By monitoring department-specific cost and performance indicators, it is easier for the
business management to make decisions about how much resources should be allo-
cated to each item. Based on the hierarchies and logical classes presented above, a

comparison of cost and performance could be made as follows:

- Quality assurance: Compare Q5 and Q9 to Q12.1
- Production: Compare P2 to P8.1

- Maintenance and technology development: Compare M1 to M7.1

Because these KPIs use different units, they should first be converted to ratios to
allow comparison. In other words, new types of KPIs should be derived for management,
showing comparisons as individual numerical values for each activity relevant to improv-
ing production efficiency. An easy way to do this, for example, on an annual basis, is to
divide the last year’s value by the previous year’s value. The new derived KPIs presented

below apply the same referencing technique as all other previously presented KPIs.

- Q13 Quality assurance performance index [% or no unit]
= Q1712.1 Quality assurance costs [M€]
- Q12.1.1 Quality management system costs [M€]
- Q12.1.2 Environmental management system costs [M€]
- P9 Production performance index [% or no unit]
= P8.1 Production costs [M€]
- M8 Maintenance and technology development performance index [% or no unit]

= M7.1 Maintenance and technology development costs [M€]
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Note that these indices may be expressed as percentages or in non-unit numbers,
whichever is more convenient to the users. A closer look at the new KPIs also shows
that the only one that is straightforward to calculate is P9. The problem with Q713 is that
Q5 and Q9 are not equally important, which can distort the ratio. As such, the use of this
KPI may result in misinterpretation by the business management if its factors Q5 and Q9
are not reviewed separately. As a correction, the costs of quality assurance should also
be clearly divided between the QMS (Q9) and the environmental system (Q5). M9 is
otherwise straightforward, but the profits on each investment have to be added together,
which is laborious. If some investments are ignored, for example because they seem
insignificant on a large scale, the same logic will have to be followed next year, and so
on, which is challenging in a changing work environment. Otherwise, this KPI is also
prone to misinterpretation during decision-making and would require a thorough review

of all investments each time.

Including the considerations outlined above, here are example formulas for calculat-
ing the derived KPIs:

Q9 of the current year [%] Q5 of the current year [MWh per Mg]
013 = Q9 of the last year [%] . Q5 of the last year [MWh per Mg]
"~ Q12.1.1 of the current year [M€] Q12.1.2 of the current year [M€]
Q12.1.1 of the last year [M€] Q12.1.2 of the last year [M€]

P2 of the current year [M€]
P2 of the last year [M€]
P8.1 of the current year [M€]
P8.1 of the last year [M€]

P9 =

Sum of all M1 of the current year [M€]
Sum of all M1 of the last year [M€]
M7.1 of the current year [M€]
M7.1 of the last year [M€]

M9 =

Because the above KPIs are derivates, no new data sources are needed.
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4.4 Opportunities for automated reporting

Correlation analysis is again used to explore the opportunities for automated KPI re-
porting. Automated KPI reports are potentially very useful for businesses because auto-
matically updated indicators are always available in real time. In addition, the working
time spent by employees collecting and processing data is available for other purposes.

Thus, automated reporting makes the use of KPIs as practical as possible.

Based on Chapters 2.3 and 0 of the literature review, automated reporting requires
that the underlying data on KPIs is available in tabular form, preferably in a relational
database. The underlying data must also be centralized from all sources into a single
multidimensional data warehouse, where it can be processed as needed to create readily
available KPIs. After data warehousing, the repository can be configured to automatically
update the latest data from all sources on a regular basis using ETL. During data ware-
housing, it is important to verify the purpose, identity, and reliability of the data that ends
up in the data warehouse. Otherwise, significant data will be lost to the database over
time due to system changes or staff turnover. Once the required KPI data is centralized
in a multidimensional database, it can be used to create various dashboards with visual-
izations that update automatically. In addition, each dashboard can be filtered based on
common factors between indicators or scaled to different time intervals to show underly-

ing interdependences that may not be self-evident.

Because all MISs used in the Customer Company are based on relational databases,
as observed in Chapter 3.2, all data obtained directly from these systems can be reported

automatically through a data warehouse.
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All discovered KPIs, their data sources, and compatibility with data warehousing are

illustrated in Figure 7.
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As can be seen from the figure above, most KPIs can be calculated directly from the
data available in relational databases. A total of 24 indicators can be used as such for
automated reporting. The remaining six indicators are not currently suitable for automa-
tion because they use manually compiled data sources. Of these indicators, Q4, Q5 and
Q6 relate to sustainability and indicators M1, M4 and M8 relate to the return on techno-
logical investments. As these are strategically important issues for the Customer Com-
pany, it may be appropriate to consider acquiring information systems to manage this

data.

While the framework for automated reporting is promising, its practical implementation
requires a lot of work. Superficially, the most attractive option seems to be to consult
database experts and system vendors in the implementation of the data warehouse.
However, if all work is outsourced, the result will be at most mediocre and may hinder
further development, as database experts do not have an in-depth view of what makes
information systems practical for end users and useful for business strategy. It is very
important for the success of the data warehouse that the Customer Company has at
least some employees with basic database skills. The reason for this is that in addition
to all the knowledge of information systems and business strategy, it is much easier to
teach the basics of SQL queries and database structures to your own employees than
to explain the highly customized strategic objectives of the information systems to system
experts. Basic in-house database skills also make functional testing more flexible during
data warehouse design and implementation. Finally, it is also worth noting that the users
of the systems may also come up with ideas for further development of the data ware-

house, which would otherwise be easily overlooked at a higher level.
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5.RESULTS

As the literature review, observation, and data analysis have been completed, the
results of the study are ready to be presented. The research questions and correspond-

ing results are summarized in Table 6.
Table 6: Summary of the research results

RESEARCH RESULTS
QUESTION

1 | Which of the company’s functions | The study found that the most important func-
are significant for improving pro- |tions of the Customer Company in improving
duction processes? production processes are quality assurance,
production, and maintenance and technology

development.

2 | What important indicators are A total of 30 important indicators were discov-
available for the significant func- | ered. Six of these indicators were emphasized
tions? in terms of general relevance and ten in terms

of business strategy.

3 [ Which important indicators can be |24 of the discovered important indicators were

reported automatically? found to be suitable for automated reporting.

Further details on the results are presented in Table 7 on the next page. The identifiers
of the 30 important indicators correspond to the activities presented in the results of re-
search question 1. Indicators Q17 to Q73 are for quality assurance, P1 to P9 for produc-
tion, and M1 to M8 for maintenance and technology development. The indicators that
were found to have emphasis in terms of general relevance and business strategy in the
results of research question 2 are marked in the corresponding columns. Same goes for
the indicators which were found to be suitable for automated reporting in the results of

research question 3. The table also shows the title and unit of measure for each indicator.



Table 7: Summary of the important indicators found
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ID | TITLE OF THE IMPORTANT UNIT OF | EMPHASIZED | EMPHASIZED | SUITABLE FOR
INDICATOR MEASURE GENERAL STRATEGIC AUTOMATED
RELEVANCE | RELEVANCE REPORTING
Complaints in relation to the products o
Q1 delivered % or ppm X X
Internal nonconformities in relation to the o
Q2 products manufactured % or ppm X
The share of waste in the total o
Q3 material used in manufacture % X
Q4 The share of recyclable material in the %
waste
Q5 | Energy efficiency MMI(; per X
g
Q6 The share of renewable energy in total %
energy used ?
Q7 | The number of external audit deviations pcs X
Q8 | The number of internal audit deviations pcs X
Q9 Resolved CAPA cases in relation to all % % X
cases
Q10 | Complaints handled on time % X
Q11 | Internal nonconformities handled on time % X
Q12 The_ share of quality assurance in total % X X
business costs
Q13 | Quality assurance performance index % or no unit X X
P1 | Labor efficiency pcs per h X X
P2 | Production profit ME X X
P3 | Sales forecast pcs perm X
P4 | Warehouse levels pcs perm X
P5 | Deliveries on time % X X
P6 | Supplies delivered on time % X
P7 | Inventory turnover % X X
P8 The share of production in total business % % X
costs
P9 | Production performance index % or no unit X X
M1 | Net profit or loss on investment k€ or M€ X
M2 | Yield of production lines pcs per h X
M3 | Scrap rate of production lines % X X
M4 | Hourly rate of production lines €perh
M5 | Preventive maintenance on time %
M6 | OEE % X X
The share of maintenance and technology o
m7 development in total business costs % X X
w8 Maintenance and technology % or no unit X

development performance index
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6. REFLECTIONS

Importance of the study

The significance of quality assurance, production, and maintenance and technology
development in improving production processes is justified, as these functions play the
most important roles in minimizing losses and product variations in production, as ob-
served in Chapter 3.1. Elimination of losses and product variations are key principles for

economical manufacturing, as stated in Chapters 0 and 2.2.2 of the literature review.

The resulting set of 30 indicators is a comprehensive sample, if not too large for a
company of this size to improve production. On the other hand, a wide range of indicators
offers choice for department heads. Although there are many indicators, it should also
be noted that the Customer Company has previous experience in KPl measurement and
the framework for automated reporting is excellent, as demonstrated by correlation anal-
ysis in Chapter 0. This argues that most, if not all, of the indicators can be deployed. Of
course, if all indicators are to be used, there is a small risk that the measurement will not
be carried out properly due to resistance to change or obscured objectives, as warned

in Chapter 2.2.4 of the literature review.

The practicality of the resulting important indicators, which was presented as one of
the Customer Company’s requirements in Chapter 1, is supported by the wide applica-
bility of automated reporting. If the indicators are implemented as automatically updated
dashboards for each target group, their use is as practical as possible. In this context, it
is also important to note that the implementation of the data warehouse required for au-
tomation still requires a lot of specification work. The introduction of automated reporting

should therefore be considered as a future investment.

Reliability of the results

The reliability of the results can be assessed on the basis of the research methods,
the data sources used, and the partial results produced by the data analysis. All research
methods used are known and well-established practices, and their principles are pre-
sented in Chapter 2.1 of the literature review. Most of the literary sources used were
published books and peer-reviewed scientific articles, which are generally considered to
be sources of information. The use of other literature sources was justified in Chapter

4.2. The accuracy of the observations on production processes and information systems
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was verified with the Customer Company prior to reporting, although this is not sepa-

rately documented in Chapters 3.

The reliability of the indicators found is primarily supported by the findings on the ap-
plied security measures as observed in Chapter 3.2.1. In addition, the information sys-
tems used as data sources for the important indicators are widely validated, which is a
good way to ensure the accuracy of the data, as stated in Chapter 2.2.3 of the literature
review. However, it is important to note that indicators P3, P7, M5 and M6, which use
data sources from unvalidated information systems, are only suitable for rough indicators

until the systems have been validated.

In terms of partial results, considerable support for reliability was found through the
thematic analysis in Chapter 4.2 and the classification in Chapter 4.3. The results of the
thematic analysis suggest that all the indicators found are somewhat relevant in general
and some even clearly relevant. As another positive finding, classification reveals that
the indicators are roughly evenly distributed across the hierarchical levels of the Cus-
tomer Company and no level has been disregarded. This is an indication that the overall

range of important indicators fits well with the company’s organizational model.

Reproducibility and generalizability

Based on the overall findings of this report, the research process is very likely repro-
ducible under similar conditions. The study is also likely applicable to other activities of
the Customer Company or to other companies in different industries. However, obtaining
accurate results requires a thorough study of the basic theory of the relevant topics and
observation of the client’s processes and practices. Otherwise, the conclusions will not
be based on factual information. In addition, the thematic analysis should use a sufficient
variety and number of sources to avoid misunderstanding the general relevance of the
indicators. In this case, finding quality sources is certainly challenging, as the articles
published online are constantly changing and there seems to be little scientific literature
on the subject. In addition to literature sources, it could be useful to extend data collection
methods to gathering first-hand information directly from various companies in the field
through surveys and interviews. The research could also be expanded, for example, by
further clarifying the example calculation formulas or by delving into the practical imple-
mentation of automated reporting in the context of data warehousing and KPI dash-

boards.
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Follow-up

The Customer Company found the study useful and eye-opening, as there has been
no previous scientific research on this topic in the company. Scientific research proved
to be particularly useful in the sense that the rationale for the results generated through
various data sources and data analysis is solid and non-opinion based. Measurement is
a topical issue and related, albeit independent of this work, parallel projects are already
underway in the company. Following the publication of the study, measures will be taken
to communicate the findings within the company so that the report is not overlooked and
forgotten in the archives. After this, the results of the study will be taken into account in
the development of the company's strategy and day-to-day operations. Future projects
for the company will most certainly be data warehousing and increasing the integration

between existing information systems.

New information systems are also likely to be acquired, as all information relevant to
the company should always be reliably stored and easily accessible. Because the energy
and investment data are so important, but manually managed, they are probably the first
new projects. Investment information is used purely within the organization and its man-
agement in an information system would improve transparency and fact-based decision
making. Energy management system, on the other hand, would also provide information
on sustainable development to significant third parties, such as notified bodies. Sustain-
ability is a very important topic today and it is increasingly required to be demonstrated

in order to enter certain markets.

As a final remark, the research also proved thought-provoking, and opened up new
perspectives on leadership in the Customer Company. Major improvements in this field
used to be achievable with little effort, and by feel and experience, but now that the
products and processes have matured, opportunities for improvement are scarce and
demanding. Most importantly, management has shifted towards leadership with concrete
knowledge. Big leaps are, of course still possible in the company, but their preconditions

have shifted more to product development and search for new markets.
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7.SUMMARY

This thesis presented a study, which had the purpose of finding out how the produc-
tion processes of the Customer Company could be improved by measuring. Unambigu-
ity, usefulness, and ease of use were important features of the indicators for the com-
pany. These goals were answered with the following research questions: which of the
company’s functions are significant for improving production processes, what important
indicators are available for the significant functions, and which important indicators can

be reported automatically.

The research material was compiled by literature review and observation. The litera-
ture review presented background theory of research methods, economical manufactur-
ing, management information systems, and databases. Information on the company’s
production processes, information systems and the indicators in use was collected

through observation.

The research material was analyzed by correlation analysis, thematic analysis, and
classification. Correlation analysis was used to determine which departments and func-
tions are relevant for improving production processes. Correlation analysis was also
used to find causal links between existing indicators and their benefits in order to find
new indicators for the company and automation opportunities for reporting the indicators.
Thematic analysis examined the relevance of all the indicators found at a general level.
Finally, Classification was used to examine the relevance of the indicators to the compa-

ny's strategy.

The study found that the company’s most significant functions in improving production
processes are quality assurance, production, and maintenance and technology develop-
ment. A total of 30 important indicators were discovered, of which 24 were found to be
suitable for automated reporting. The resulting indicators were found to be reliable at
three different levels: the reliability of the data sources, the general relevance, and the
relevance to the company's strategy. Six of the indicators found were highlighted in terms

of general relevance and ten in terms of business strategy.

The research process was carried out in accordance with the research plan presented
at the beginning of the thesis. Importance, overall reliability, reproducibility, generaliza-
bility and follow-up of the study were assessed in the reflections. Based on the research
plan, results and reflections, the objectives set for the research were achieved at the

expected and required level.
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