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ABSTRACT 

One of the important requirements in preparing for an information security risk management 
system is to construct a threat profiling model that can be used to identify and classify threats. 
The threat profiling model provides an organization with a complete set of information 
including pattern of threat scenarios and analysis on the threat they encounter. However, an 
organization must set objectives and results of a threat profiling, as well as metrics in order to 
measure, appreciate and counter the potential threats. The main contribution of this paper is 
the framework of the threat scoring which extends our previous findings on combinations of 
components found in referred threat models. Furthermore, to the best of our knowledge, 
threat scoring framework has not been investigated by any previous approaches. In fact, the 
computed threat score enables the quantification of the degree of threat severity which is an 
important benchmark for an organization to plan their countermeasure actions. Therefore, a 
scoring matrix framework for Threat Factor Profiling (TFP) model that includes 
identification and classification of threat is proposed. The purpose of this framework is to 
identify threats based on activity within an information system of an organization. The Threat 
Profile Report presents the collected data of threat based on the predetermined matrix.  
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