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Abstract

There is a strong relationship between groups of users who don’t use anti-virus and those who don’t backup
their data, meaning that a similar proportion of users don't use either of these two means of protection. In case
of users who lack knowledge in informatics there is an increase in the number of virus attacks; these users are
more likely to not use anti-virus and neglect to back up their data. For digital systems, users who are —based on
our classification —in a lower rank, represent increased risk based on the number of the occurred virus attacks.
For every user group there is a need for continuous and repeated safety awareness training to reach and retain

a high safety level/
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1. Introduction

We compiled a questionnaire in order to explore
the relationship between safety awareness and dig-
ital competence. This questionnaire was answered
by a total of 1274 people, 1195 of whom complet-
ed the online version, the remaining 79 the pa-
per-based version. It contained six groups of ques-
tions. General questions; User habits and applied
tools; Questions regarding digital competence and
safety awareness; Cyberbullying; Malware protec-
tion; Dataset protection.

During the analysis of the questionnaire we ob-
tained clear evidence regarding the user group that
is most exposed to ransomware attacks. Based on
the answers we could establish the most effective
ways to prevent these attacks. And the best way to
achieve that is by continuously and adequately in-
forming the users about safety and by developing
their digital competence.

2. Criteria for evaluating digital com-
petence

During the research, in order to evaluate the
different results of measurements, we used a
correlation analysis where the absolute value of
the correlation coefficient was decisive. Based

on this, and according to the research criteria,
we found the correlation. We regarded the users’
level of completed education to be the decisive
factor and the self-evaluating answers regarding
that were considered with critique. To the defined
five groups, we assigned the following classifica-
tion: confident (5) protect (2), modest (4), danger-
ous (3), entry level (1). During the evaluation of
the questionnaires we used the definition of the
Pearson coefficient value (r), from this we also
determined the determination coefficient (d =
r2*100(%)) which is a measure of the linear type
correlation relationship. The absolute value of
the correlation coefficient if |r|=0 no relation-
ship 0<|r|<0.3 week relationship 0,3<|r|<0.7
moderate relationship 0.7<|r|<1 strong relation-
ship |r|=1 deterministic relationship. In case
the of linear regression, that is, a measure of the
strength of the linear relationship between the
variables, the strength of the relationship is given
by the determination coefficient in % [1 During
the research, in order to evaluate the different
results of measurements we used a correlation
analysis where the absolute value of the correla-
tion coefficient was decisive, based on this and
according to the research criteria we found a
correlation. We regarded the users’ level of com-
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pleted education to be the decisive factor and the
self-evaluating answers regarding that were con-
sidered with critique. To the defined five groups
we assigned the following classification: confi-
dent (5) to be protected (2), modest (4), danger-
ous (3), entry level (1). During the evaluation of
the questionnaire’s we used the definition of the
Pearson coefficient value (r), from this we which
we also determined the determination coefficient
(d = r2*100(%)) which is a measure of the linear
type correlation relationship. The absolute value
of the correlation coefficient if |[r|=0 no relation-
ship 0<|r|<0.3 week relationship 0,3<|r|<0.7
moderate relationship 0.7<|r|<1 strong rela-
tionship |r|=1 deterministic relationship. In the
case of linear regression, that is a measure of the
strength of the linear relationship between the
variables, the strength of the relationship is deter-
mined by the determination coefficient in % [1].

2.1. The ,Dangerous” user

To this category we assigned the amateurs who
could be a potential source of danger. As a general
rule this is the category that gives the so-called ,,shad-
ow IT”-s of companies.

2.2. The ,To be protected” user

The users who belong to this category are those
amateurs that also represent danger, but because
they are aware of their own level of competence
(schooling and autoevaluation are almost identi-
cal) they are more careful when using the inter-
net.

2.3. The ,Modest” user

We assigned to this category the semiprofessional
users who have some level of education in infor-
matics through school or a specialty course but they
judge their own skills as modest (schooling level and
auto-evaluation are identical.

2.4. The ,,Confident” user

These are the professionals who have some de-
gree or certificate in informatics and see them-
selves as digitally competent and aware of safety
issues.

3. Analysis of the anti-virus protection
habits of users

One of the most important protection tools in
our IT devices is anti-virus protection. [1, 2] The
use of such protection is a must on every IT de-
vice. It’s a misbelief that certain operating systems
don’t need anti-virus protection because nobody
creates malware for that particular system. [3]
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3.1. Analysis of the users’ actions in case of
a virus attack

We analysed the activities of the user groups
in cases of an actual virus attack (Figure 1.). We
analysed their answers to the question ,,Are you
aware of the steps that you need to take in the case
of a virus attack?” The answers made it clear that
the user’s actions in such cases are determined
by their safety awareness, their digital compe-
tence and their level of knowledge in informatics.
While the damage control executed by the ,,Confi-
dent” group is effective according to their level of
knowledge, the same attitude results in high risk
and a reason for concern when performed by the
informatically uneducated ,,Dangerous” group.

It is commendable that many of the users would
seek professional help but it remains a concern
that only a few of them would alert authorities in
the case of an escalation of virus attacks. The fact
that 14% of the ,,To be protected” group would do
nothing in the case of a virus attack is a negative
result.

3.2. Relationship between the users’ group
assignment and anti-virus protection

The absolute value of the correlation coefficient
approaches linearity (|r| = 0.9537), since the val-
ue of the correlation is a negative number, we
can see that the higher the user’s level of group
assignment, the lower the lack of anti-virus pro-
tection, the determination coefficient calculated
from this is 90.95% which shows a very close fit-
ting to a linear function so there is a strong rela-
tionship between them (Figure 2.) .

According to the research results the relation-
ship between the use of anti-virus protection
and the user’s group assignment is almost linear,
that is to say that users with higher education are
more likely to use such protection.

Figure 1. Analysis of the users’ activities in case of
virus attack [4]
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Figure 2. The correlation between the user’s group as-
sign-ment and lack of anti-virus protection [4]

Figure 3. Correlation between the user’s group as-
signment and virus attacks [4]

Figure 4. Correlation analysis of the relationship be-
tween the lack of anti-virus protection and
virus attacks [4]

3.3. Relationship between the user’s group
assignment and virus attacks

The correlation showed below makes it clear
that the user represents a risk for the digital sys-
tem, because the level of risk according to the
suffered virus attacks is inversely proportional to
the user’s assigned level (Figure 3.). As it can be
seen, data from only 3 groups was considered, the
group “To be protected” was excluded because
it was not clear whether the users belonging to
this group were able or not - due to their level
of competence — to recognize every virus attack,
therefore their answers regarding this correla-
tion could not be used. The linear fitting of the
dots shows a good approximation, the correla-
tion coefficient is |r| = 0.9979, which shows an
inverse proportion between the assigned group
level and the number of virus attacks, the deter-
mination coefficient is d = 99.58% which shows a
strong relationship. This relationship qualifies as
strong, stronger than the one between the user’s
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group assignment level and the lack of anti-virus
protection.

3.4. Relationship between virus attacks and
lack of anti-virus protection

From the part of the research that concerned
the “To be protected” group, it is not clear how
many of them were victims of latent attacks of
which they weren’t aware, since they don’t use
anti-virus software, the only thing that happens
is that their computer slows down and only later
it becomes clear that it has been infected by a vi-
rus. Therefore, as we have already indicated, in
this case also this particular group was excluded
from the correlation analysis. It is clear from Fig-
ure 4. that there is a strong relationship between
lack of anti-virus software and virus attacks, |r| =
0.9679. It can be stated based on the results that if
the user does not use anti-virus software, virus at-
tacks will occur. Lack of anti-virus software is in-
versely proportional with the user’s level accord-
ing to our system of criteria, also, there is a linear
relationship between lack of anti-virus software
and the frequency of virus attacks.

4. Analysis of the user’s assigned level
and the lack of security data backup

It is clear from the results that the “To be pro-
tected” group has the greatest proportion of users
who never perform a security data backup (28%).
It is likely that members of this group don’t un-
derstand why such backups are important on one
hand, on the other hand it is also likely that they
lack the technical means in order to perform se-
curity data backups. We must also stress the fact
that members of the “Confident” group who don’t
perform backups show irresponsible behavior.
At the same time, members of the “Dangerous”
group show their lack of knowledge when they
don’t perform security backups. 17.5% of mem-
bers of the “Modest” group don’t perform securi-
ty data backups. It can be inferred as previously
stated, that members of this group either don’t
have a safety awareness, or it is admittedly low in
spite of the fact that they do possess some level of
training in informatics. According to the results
of the survey it can be stated that it is necessary to
provide users with a systematic training in safe-
ty awareness, since schooling level has a strong
effect on security data backups, this is support-
ed by the value of the determination coefficient,
81.54% (Figure 5.). There is an inverse propor-
tion between lack of data backup and the user’s
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assigned level, users with a higher assigned level
show low lack of data backup. Assigned level and
lack of data backup can be approximated with
linear which is also shown by the absolute value
of the correlation coefficient (|r| = 0.9203). The
negative number refers to the fact that the more
educated a user is, the more often he or she will
perform a security backup of any important data.

5. Analysis of the users’ habit of virus
protection and data backup

Since the greatest safety challenge of the previ-
ous years was the ransomware attacks, informing
the users about this kind of attack is of primary
importance [5, 6].

5.1. The proportion of users who lack an-
ti-virus protection and those who don’t per-
form data backup

Based on this research (Figure 6.), it is clear that
there is a strong correlation between lack of an-
ti-virus software and lack of security data back-
up, the proportion of these two is almost identical
within the given user group. It is also obvious that
in the user groups the proportion of both these
habits increases according to their established
rank (with one exception). Clearly the pair of pro-
portions for the “Confident” is 9.16 — 9.39%, that
of the “Modest” is 15 — 17.5%, the “Dangerous”
17,78 - 16.44% while that of the “To be protected”
is exceptionally high, 32 — 28%.
5.2. Relationship between the users’ virus
protection and data backup habits

There is a strong relationship between lack of
virus protection and that of data backup within
the groups (|r| = 0.9545), the value of the deter-
mination coefficient is 94.91% which means that
the users don’t use the two security solutions in
approximately the same proportion, there is a
strong relationship between them (Figure 7.).
Also, the users don’t use these in a strong linear
correlation according to their assigned level.

6. Conclusion

From this analysis it is clear that among those
users who possess a higher level of knowledge in
informatics obtained through education, there is
a higher use of safety backup and of virus protec-
tion. Among those who didn’t learn informatics
the proportion of those who use neither safety
backup nor anti-virus software is higher. We can
affirm that the likelihood of a ransomware attack
is higher among those who don’t possess learned
knowledge in informatics. The early recognition
and prevention of this risk factor can significantly
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Figure 5. Correlation between user assignment and
safety data backup [4]

Figure 6. The proportion of virus protection and data
back-up of users [4]

Figure 7. Analysis of the lack of virus protection and
lack of data backup [4]

improve data protection for both individuals and
companies.
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