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ABSTRACT

Key agreement protocols play a vital role in maintaining security in many 
critical applications due to the importance of the secret key. Bilinear pairing was 
commonly used in designing secure protocols for the last several years; however, 
high computational complexity of this operation has been the main obstacle towards 
its practicality. Therefore, implementation of Elliptic-curve based operations, instead 
of bilinear pairings, has become popular recently, and pairing-free key agreement 
protocols have been explored in many studies. A considerable amount of literatures 
has been published on pairing-free key agreement protocols in the context of Public 
Key Cryptography (PKC). Simpler key management and non-existence of key escrow 
problem make certificateless PKC more appealing in practice. However, achieving 
certificateless pairing-free two-party authenticated key agreement protocols (CL-AKA) 
that provide high level of security with low computational complexity, remains a 
challenge in the research area. This research presents a secure and lightweight pairing- 
free CL-AKA protocol named CL2AKA (CertificateLess 2-party Authenticated Key 
Agreement). The properties of CL2AKA protocol is that, it is computationally 
lightweight while communication overhead remains the same as existing protocols of 
related works. The results indicate that CL2AKA protocol is 21% computationally 
less complex than the most efficient pairing-free CL-AKA protocol (KKC-13) and 
53% less in comparison with the pairing-free CL-AKA protocol with highest level of 
security guarantee (SWZ-13). Security of CL2AKA protocol is evaluated based on 
provable security evaluation method under the strong eCK model. It is also proven 
that the CL2AKA supports all of the security requirements which are necessary for 
authenticated key agreement protocols. Besides the CL2AKA as the main finding of 
this research work, there are six pairing-free CL-AKA protocols presented as CL2AKA 
basic version protocols, which were the outcomes of several attempts in designing the 
CL2AKA.
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ABSTRAK

Protokol perjanjian kekunci memainkan peranan penting dalam mengekalkan 
keselamatan dalam banyak aplikasi kritikal berikutan pentingnya kerahsiaan sesuatu 
kekunci. Pasangan-Bilinear telah biasa digunakan dalam merekabentuk protokol 
keselamatan sebelum ini. Namun, kerumitan dan kompleksiti dalam komputasi 
operasinya menjadi penghalang ke arah penggunaannya secara praktikal. Maka, 
pengunaan operasi berasaskan Lengkungan-Eliptik menjadi popular pada masa kini. 
Maka, protokol perjanjian kekunci awam bebas-pasangan banyak diteroka dalam 
banyak kajian semasa. Sejumlah besar kajian diterbitkan berkenaan penggunaan 

protokol perjanjian kekunci awam bebas-pasangan dalam konteks Kriptografi Kekunci 
Awam (PKC). Pengurusan kekunci yang lebih mudah serta tiada masalah key-escrow 

menjadikan PKC tanpa sijil lebih menarik secara praktikalnya. Walau bagaimanapun, 
menghasilkan protokol perjanjian kekunci berpasangan tanpa sijil (CL-AKA), yang 
memastikan tahap keselamatan yang tinggi, beserta kerumitan komputasi yang 
rendah, masih kekal merupakan satu cabaran dalam bidang penyelidikan ini. Kerja 
penyelidikan ini membentangkan satu protokol CL-AKA yang selamat dan ringan dari 
aspek komputasi operasinya, yang dinamakan CL2AKA. Ciri-ciri protokol CL2AKA 

ini ialah, ianya mempunyai komplesiti komputasi yang ringan disamping overhed 
komunikasi dapat dikekalkan sama seperti protokol sediaada dari kerja penyelidikan 
yang berkaitan. Hasil dari perbandingan menunjukkan protokol CL2AKA adalah 

kira-kira 21% lebih rendah kompleksiti komputasinya berbanding protokol CL-AKA 
bebas-pasangan yang paling efisien iaitu (KKC-13), dan 53% lebih rendah komplesiti 
komputasinya berbanding protokol CL-AKA bebas-pasangan dengan jaminan tertinggi 
iaitu (SWZ-13). Tahap keselamatan protokol CL2AKA dinilai berdasarkan kaedah 
Provable yang dibuktikan menggunakan model eCK. Selain itu, Ia juga terbukti 
bahawa protokol CL2AKA menyokong semua keperluan keselamatan sesuatu protokol 
perjanjian kunci yang sah. Selain CL2AKA merupakan penemuan utama kerja 
penyelidikan ini, terdapat enam protokol CL-AKA bebas-pasangan dibentangkan 
sebagai protokol versi asas protokol CL2AKA. Enam protokol ini merupakan dapatan 
yang terhasil dari beberapa cubaan dalam merekabentuk CL2AKA.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Cryptography plays an important role in this age of digital information and 
telecommunications, from applications used on a daily basis such as emails and 
Internet banking to highly sensitive military platforms. Cryptography enables secure 
communication over a public channel. That is, by sharing a secret among the 
communicating parties they would be able to communicate securely even in the 
presence of third parties such as adversaries. A cryptographic protocol that enables 
two or more entities to generate such a shared secret cooperatively over an open 
channel, named Key Agreement (KA) protocol [1,2]. In general, KA protocol does 
nothing about authentication which makes it prone to impersonation and thus man-in- 
the-middle attack.

“A key agreement protocol which provides implicit key authentication to both 
participating entities is called an authenticated key agreement (AKA) protocol” [3].

AKA protocols are one of the fundamental cryptographic primitives due to the 
importance of the security of the shared secret in an open channel. It is worth to note that 
in an AKA protocol, two parties are not sharing information during the key agreement 
but they generate a shared key together. The focus of this research is on two-party AKA 
protocols in the context of Certificateless Public Key Cryptography (CL-PKC).

To avoid complex management of Public Key Infrastructure (PKI), Identity- 
based PKC (ID-PKC) was introduced by Shamir in 1984. That is, to generate the 
public keys from users’ identifiers (e.g. email, photo, name). Afterwards, the users can 
obtain the corresponding private key by referring to a Private Key Generator (PKG), 
who is a Trusted Third Party (TTP). Although this simplifies key management, it
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has key escrow problem; access to all users’ private keys by PKG. To overcome the 
mentioned problem CL-PKC was introduced by Al-Riyami and Paterson in 2003. CL- 
PKC is a combination of PKI based PKC and ID-PKC where the advantages of both 
are preserved. More precisely, CL-PKC avoids the key escrow problem of ID-PKC 
and the complex certificate management of the traditional PKC.

After the entrance of bilinear pairings to make ID-PKC applicable, many ID- 
PKC and CL-PKC protocols based on pairing maps have been proposed including 
Certificateless AKA (CL-AKA) protocols. However, the complexity of pairing 
operations, made these protocols computationally expensive. That is, to achieve the 
same security level, the operation time of computing bilinear pairing is much longer in 
compare with computing scalar multiplication over elliptic curves [4-7]. To address 

this issue several pairing-free CL-AKA protocols have been proposed. However, 
designing a pairing-free CL-AKA protocol with a balanced security and performance 
is still challenging.

This research proposes secure and computationally lightweight pairing-free 
AKA protocol in the context of certificateless PKC.

1.2 Problem Background

A traditional public key cryptosystem relies on digital certificates provided by 
a trusted party named Certification Authority (CA) to ensure that the issued public 
keys are authenticated [8, 9]. However, the need to the authenticated CAs makes 
the management of PKI complex [10, 11]. Thus, to eliminate the need to public 
key certificates, Shamir in [12] introduced a powerful theory named Identity-based 
cryptography; replacing the users’ public key with their identity. Joux [13] beside 

of Boneh and Franklin [14] played a significant role in opening a window to a large 
variety of applicable cryptographic protocols in the area of ID-PKC (including identity- 
based key agreements). An impressive tool in making ID-PKC applicable was a 
cryptographic map named bilinear pairing [15-18]. Bilinear pairing is a cryptographic 
function, which maps two elements of elliptic curve based algebraic groups to an 
element of a determined finite field [15]. Pioneered by the proposed three-party key 
agreement scheme by Joux [13] as the first pairing-based key agreement scheme, Sakai 
et al. in [19] proposed the first identity-based key construction protocol by the use of 
bilinear pairings. Boneh and Franklin in [14] proposed a fully functional pairing-based
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encryption protocol as the first formally secure ID-PKC. Later, many ID-PKC protocols 
based on bilinear pairings were proposed in different primitives such as encryption 
[20-24], digital signature [25,26], authentication [27,28], and key agreement [29-34].

In an ID-PKC scheme, the users’ private keys are generated by Private Key 
Generator (PKG). This makes PKG able to compromise individuals and confidential 
channels [35]. This inherent problem of ID-PKC is named “Key Escrow”. To avoid this 
drawback of identity-based cryptosystems, several research have been done [36-39].

Al-Riyami and Paterson in [9] proposed a novel cryptosystem named 
Certificateless Public Key Cryptography (CL-PKC) to overcome key escrow problem. 
In a CL-PKC there is a trusted third party named Key Generation Center (KGC) who 
is responsible to generate users’ partial private key. That is, using the partial private 
key, each entity is able to generate its private key.

The use of bilinear pairings became attractive in designing various formally 
secure ID-PKC and CL-PKC protocols including key agreement ones. Similar to the 
role of the ID-PKC scheme of Boneh and Franklin [14], which had a significant effect 
on proposing a large variety of ID-AKA protocols [40-44], introducing the idea of 
CL-PKC by Al-Riyami and Paterson led to proposing a large variety of Certificateless 
Authenticated Key Agreement protocols (CL-AKA) using bilinear pairings [45-51].

Bilinear pairing is expensive from computational complexity viewpoint [4-7]. 
Thus, to make the pairing-based cryptosystems applicable in resource-constrained 
devices some works studied lightweight design or efficient implementation of this 
cryptographic map [52-58]. In the context of ID-AKA and CL-AKA protocols, various 
researchers designed protocols based on the other lightweight cryptographic operations 
instead of expensive bilinear pairings. Computation of bilinear pairings is much more 
time-consuming than ECC based scalar multiplication [4]. Hence, a large proportion 

of the recently proposed ID-PKC and CL-PKC authenticated key agreement protocols 
are pairing-free and utilize ECC-based group operations [4,59-65].

However, even in the area of pairing-free AKA protocol it is still challenging 
to have a computationally efficient protocol while maintaining the balanced security. 
Section 1.2.1 briefly reviews the state-of-the-art of CL-AKA protocols and then Section
1.2.2 presents the challenges in the current CL-AKA protocols.
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1.2.1 N arrative review of CL-AKA protocols

AKA protocols can be presented in traditional PKC, ID-PKC, and CL-PKC 
settings. Among these settings CL-PKC is more appealing as it does not suffer from 
complex certificate management of PKI-based PKC and key escrow problem of ID- 
PKC. Pioneered by the first CL-PKC of Alriyami and Paterson [9], various CL-AKA 
protocols have been proposed that were relied on bilinear pairings. However, pairing- 
based cryptosystems are hard to be implemented especially in low power devices due 
to high operation time. More precisely, the computation time of pairing operation is 
much longer than an ECC-based scalar multiplication [4-7]. Therefore, many CL-AKA 

protocols have been proposed that utilize ECC-based operations instead of pairings 
[51,60-62,66-68].

According to the strength level of security (which is determined by the number 
of attacks and adversarial models covered in a security model ) from low to high, 
the security models for AKA protocols are BR (Bellare and Rogaway [69]), mBR 
(modified BR [70]), CK (Canetti and Krawczyk [71]), and eCK (extended CK [72]).

In 2009, Hou and Xu in [51] proposed a pairing-free CL-AKA protocol which 
was not provably secure. In the same year, Geng et al. [67] presented a pairing-free 
CL-AKA protocol with the security proof in mBR model. Later, in 2011 Yang and 

Tan [66] found security flaws in Geng’s proof and thus they proposed a secure pairing- 
free CL-AKA protocol. However, as shown by He et al. in [62] Yang’s protocol is not 
computationally efficient. Hence, He et al. in [62] proposed an efficient pairing-free 
CL-AKA protocol which later shown by He et al. in [60] to be vulnerable against type- 
1 adversary. To avoid such vulnerability He et al. [60] presented a CL-AKA protocol 
without bilinear pairings. Although He’s protocol [60] has the same performance as the 
H e’s protocol in [62], it is proven under a very weak security model; mBR [61]. He et 
al. in [61] tried to present a pairing-free CL-AKA protocol that can perform as efficient 
as the previous works while providing security in a strong security model; eCK. Sun 
et al. in [64] found several security flaws in the security proof of He’s protocol [61] 
and presented a concrete attack to prove that He’s protocol is not secure in eCK model. 
Sun et al. proposed an enhanced version of He’s protocol to be secure in eCK model. 
However, as indicated in [64] their proposed protocol is computationally more complex 
than He’s protocol [61], thus they failed to maintain the same level of efficiency. As 
a result, proposing a lightweight pairing-free CL-AKA protocol (from computational 
complexity viewpoint) which is secure in eCK model remained as an open challenge.
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1.2.2 Issues and challenges in pairing-free CL-AKA protocols

This section introduces the issues and challenges in pairing-free CL-AKA 
protocols from security and efficiency viewpoints. As mentioned earlier, the main 
motivation for moving from pairing-based cryptosystems to the pairing-free ones is 
to reduce the computational complexity. However, it should be noted that utilizing 
many ECC-based group operations may also result in inefficiency and hence making 
the protocols hard to be implemented in practice. As stressed by Blake et al. in [73], 
four performance attributes must be considered in an AKA protocol which are

1. Minimal number of passes (the number of messages exchanged).

2. Low communication overhead (total number of bits transmitted).

3. Low computation overhead (total number of arithmetical operations required).

4. Possibility of precomputation (to minimize on-line computational overhead).

Most of the current related works have similar communication overhead. Thus, 
it is important to minimize the computational complexity. Each agreed shared session 
secret contains several group operations, hence the smaller number of utilized group 
operations can lead to the lower computational cost. However, supporting all of 
the AKA security requirements and provable security simultaneously, with minimum 
agreed shared session secret is challenging. Using less complex group operation is 

another way to decrease the computational cost. It can be done by utilizing lighter ECC- 
based operations such as modular multiplication and point addition instead of heavier 

ones like scalar multiplication can result in the lower computational complexity. That 
is, the computational complexity of one scalar multiplication is 29 times more than a 
modular multiplication and the computational complexity of point addition in compare 
with scalar multiplication is negligible. Another possible approach is to pre-compute 
some of the values. That is, in the design of the protocol some combination of 
the values can be reused after the first computation without the need to recompute 
them. However, it is challenging to provide all of the above mentioned performance 
considerations while maintaining security at the high level. For instance, He et al. [61] 
could improve the efficiency of Yang’s protocol [66] by nearly fifty percent (from
8 scalar multiplications and 2 point additions to 4 scalar multiplications and 2 point 
additions). But they failed to provide a secure scheme as their scheme is vulnerable 
against both adversary type-1 and type-2 [64].

On the other hand, provable security is known to be as good as a practical
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analysis technique as exists [74]. Provable security is a paradigm that ensures the 
security of a scheme via a reduction to a mathematical hard problem. The reduction 
shows that the only way to defeat the protocol is to break the considered mathematical 
hard problem [75]. Moreover, as stated by Blake et al. [73]:

“There are two primary drawbacks o f  protocols which provide heuristic 
security. First, their security attributes are typically unclear or not completely 
specified. Second, they offer no assurances that new attacks will not be discovered 
in the future. These drawbacks make a notion o f  provable security desirable ”.

Although provable security may appear to be the highest possible level of 
security for a key agreement protocol, it has some limitations [73]. Therefore, it is 
not a surprise that provable security evaluation method might not cover all of the AKA 
security requirements. For instance, [66] provided the security proof in a very strong 
model, eCK, however Zhang et al. in [76] showed that this protocol does not support 
“key compromise impersonation” security requirement. Similarly, Bala et al. in [77] 
indicated that the proposed provably secure CL-AKA protocol by Kim et al. [78] is 
vulnerable against key compromise impersonation attack. Thus, in order to ensure 
about the security of an AKA protocol by a comprehensive security, both provable 
security and the support of AKA protocols’ security requirements are essential. The 
following statement from [75] clarify this issue.

“Practitioners typically think only about concrete attacks; theoreticians ignore 
them, since they prove the security. Under the practice oriented provable security 
approach, attacks and security emerge as opposite sides o f  the same coin, and 
complement each other. Attacks measure the degree o f  insecurity; our quantitative 
bounds measure the degree o f  security. When the two meet, we have completely 
characterized the security o f  the protocol”.

1.3 Problem statem ent

Heavy computational complexity is a hindrance in many cryptographic 
protocols towards their practical applications. This holds true also in the context of 
AKA protocols, where cryptographic protocols are used to fulfill multiple security 
requirements. The complexity of pairing operations, made pairing-based certificateless 
AKA protocols computationally expensive. Thus, it is not a surprise that a number of
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pairing-free CL-AKA protocols over elliptic curves have been proposed. However, a 
pairing-free CL-AKA protocol with a balanced security and efficiency is still desirable.

1.4 Research questions

The problem statements of this research are supported by the following 
questions:

i How to design a secure two-party certificateless authenticated key agreement 
protocol with minimal computational complexity?

ii How to evaluate the performance of the proposed protocol?

iii How to validate the security of the proposed protocol in accordance to the
security requirements of authenticated key agreement protocols?

iv How to prove the security of the proposed protocol formally based on a strong
security model?

1.5 Research aim

The output of this research is an efficient two-party pairing-free certificateless 
authenticated key agreement protocol over elliptic curves. That is, the proposed 
protocol has the minimal computational complexity while its communication overhead 
remained the same as the existing related works. According to what mentioned 
in section 1.2.2, to mitigate possible attacks against CL-AKA protocols, it must 
be validated that the proposed protocol supports the security requirements of AKA 
protocols. Moreover, to ensure that the proposed CL-AKA protocol is formally secure 
in the simulated attack environment which is similar to real world condition, the 
security is proven under a strong security model; the extended Canetti-Krawczyk (eCK) 
model.

1.6 Research Objectives

The objectives of this research are as follows;
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i To design a minimal computationally complex and secure two-party 
certificateless authenticated key agreement protocol.

ii To evaluate the performance of the proposed protocol in terms of computational 
complexity.

iii To evaluate security of the proposed protocol in accordance to the security 
requirements of AKA protocols and provable security based on the extended 
Canetti-Krawczyk (eCK) model.

1.7 Research Scope

The scope of this research is defined as follows:

1. This research emphasizes on two-party key agreement protocols.

2. AKA protocols are considered under public key cryptography.

3. The scope of this research, emphasizes on certificateless key agreement protocols 
which are implicitly authenticated.

4. The communication channel is assumed to be open and accessible by the 
adversary.

5. Investigation of an AKA protocol limits to cryptographic function part of the 
protocol from both design and security analysis viewpoint.

6. To investigate existing cryptographic functions, this research considers pairing- 
free protocols over elliptic curves.

1.8 The significance of study

Nowadays, widely usage of collaborative and distributed applications made 
the security and cryptography as one of the major concerns of scientific research. 
However, the trade-off between security and efficiency is always challenging. Key 
agreement is remained as one of the hot topics of cryptography for many years. The 
reason is deducible; security of a cryptographic scheme is dependent on the secrecy 
of the used keys rather than the secrecy of used cryptographic algorithms or protocols. 
The importance of key agreement is more observed in selection between the use of
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Symmetric or Public Key Cryptography (PKC), especially over encryption schemes 
[79,80].

To keep the transferred messages in an open channel confidential, the use 
of symmetric encryption generally has significant advantages in compare with 
PKC from performance perspective due to the inherent use of more lightweight 
cryptographic operations. However, the use of pure symmetric cryptographic schemes, 
inherently imposes challenges in management and distribution of the shared keys [79]. 
Confidential distribution of the pre-shared keys between each pair of entities before 
the entrance to an environment can be a possible solution to make the communications 
secure. However, this solution limits the scalability of the environment. In addition, 
it can lead to increase the complexity of management of the shared keys, especially 
by the growth of the number of communicating participants [80]. For instance, if 
n  participants are in the system each user has to manage and maintain n(n  — 1)/2 
shared keys securely [80]. Therefore, symmetric cryptographic protocols are more 
efficient than PKC, however the simpler organization and management of PKC cannot 
be ignored [80].

Key agreement protocols follow a hybrid setting by their nature. That is, 
existing entities rely on their own long-term public/private keys, hence the key 
management is less complex than symmetric cryptosystems. On the other hand, when 
the communicating participants generate the short-term session key they can perform 
more efficient symmetric cryptographic protocols temporary during the life cycle of 
the session key. Among the different types of AKA protocols, certificateless pairing- 
free AKA protocols are more appealing in practice due to their efficiency and avoiding 
key escrow problem of ID-PKC. This research presents a computationally lightweight 
two-party CL-AKA protocol in the context of elliptic curve cryptography.

1.9 Thesis organization

This research consists of six chapters.

Chapter One: This chapter provides a quick view over the considered problem 
in this research. To reach this goal, this chapter talks about the background of the 
research, problem statements, research questions, research aim, research objectives, 
research scopes, significance of study and the organization of the research.
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Chapter Two: This chapter gives some information about preliminary topics 
such as bilinear pairings, elliptic curves, key management and various aspects of 
security models. Then, the existing AKA protocols are investigated from security and 
computational complexity viewpoint.

Chapter Three: This chapter discusses the utilized methodologies in this 
research. Operational framework and Research framework are investigated in detail. 

For each phase of the research, several figures are provided to clarify the utilized 
research methodologies and how they help to fulfill the research objectives.

Chapter Four: This chapter presents the motivations, tools, techniques, and 
actions taken in the design of the proposed protocol. The design goal is to propose a 
CL-AKA protocol which achieves the high performance while the high level of security 
is guaranteed. The initial results are presented in the form of six computationally 
lightweight CL-AKA protocols. Then, the main result which is the proposed pairing- 
free two-party CL-AKA protocol, named CL2AKA is given. Moreover, this chapter 
provides discussions about the security and performance of CL2AKA protocol.

Chapter Five: In this chapter, a comprehensive discussion on the security and 
the performance of the considered pairing-free authenticated key agreement protocols is 
given. Moreover, this chapter provides a security proof based on the extended Canetti- 
Krawczyk (eCK) model in order to simulate attack environment the same as real world 
condition and prove that the proposed cryptographic protocol, CL2AKA, is formally 
secure.

Chapter Six: This chapter draws the summary of what has been presented and 
reached in this research. Moreover, the contributions of this research are reviewed and 
directions for future works are given.
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