2021 3rd International Cyber Resilience Conference (CRC) | 978-1-6654-1844-7/20/$31.00 ©2021 IEEE | DOI: 10.1109/CRC50527.2021.9392548

A proposed Adaptive Pre-Encryption Crypto-
Ransomware Early Detection Model

Umara Urooj
School of Computing
Universiti Teknologi Malaysia
Johor Bahru, Malaysia
umaraurooj@gmail.com

Abstract— Crypto-ransomware is a malware that uses the
system’s cryptography functions to encrypt user data. The
irreversible effect of crypto-ransomware makes it challenging
to survive the attack compared to other malware categories.
When a crypto-ransomware attack encrypts user files, it
becomes difficult to access these files without having the
decryption key. Due to the availability of ransomware
development tool kits like Ransomware as a Service (RaaXS),
many ransomware variants are being developed. This
contributes to the rise of ransomware attacks witnessed
nowadays. However, the conventional approaches employed
by malware detection solutions are not suitable to detect
ransomware. This is because ransomware needs to be detected
as early as before the encryption takes place. These attacks
can effectively be handled only if detected during the pre-
encryption phase. Early detection of ransomware attacks is
challenging due to the limited amount of data available before
encryption. An adaptive pre-encryption model is proposed in
this paper which is expected to deal with the population
concept drift of crypto-ransomware given the limited amount
of data collected during the pre-encryption phase of the attack
lifecycle. With such adaptability, the model can maintain up-
to-date knowledge about the attack behavior and identify the
polymorphic ransomware that continuously changes its
behavior.

Keywords— security, ransomware, crypto-ransomware, pre-
encryption, detection

I. INTRODUCTION

Cybersecurity is an area aimed at protecting data,
devices, and networks from digital attacks. Cyberattacks are
launched having an intention to access, alter, or destroy user
data or create intrusion in user’s business processes.
Implementation of cybersecurity becomes crucial and
challenging as there are fewer people and more devices.
Attackers are usually evil minds interested in accessing,
altering, or destroying user data and reputaton.
Cybersecurity cannot be ensured without paying attention to
malware attacks [1]. With the development of anti-viruses
and intrusion detection systems adversaries also developed
more advanced and powerful malware that can evolve,
causing severe infection and can mutate [2]. Malware is a
piece of code designed to damage a computer network,
server, client, a computer, or any other user’s resources. It
disables or cause damage to computer resources without
user knowledge and violates user rights. Malware has
different variants including Rootkit, Viruses, Trojan,
Worms, and Ransomware, etc [3].

Ransomware attacks are an evolvingarea ofthe cument
age. [t becomes a serious attack due to the severity of the
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damage it causes [4]. Ransomware is an advanced malware
that is executed once and takes privileges on your system
resources usually user data by encrypting all files and ask
the victim to do what the creator demands, for having the
access to computer resources. It exploits user rights.
Usually, a ransom is demanded in the form of money [5].
The major risk attached to such attacks is that the attacker
does not always keep his promise and after payment does
not provide the decryptionkey. Apart from money loss, the
creator can incur other losses such as loss of life or
reputationandloss of data. Ransomware attracts evil minds
and acts as a motivation for gaining profit. Ransomware can
also perform many other activities such asshutting down or
kill commands to processes. It can also generate a virtual
desktop to stop theuser from doinghis work [6,7]. These
attacks got risen due to money motivation. Ransomware
files that initiate attack are usually spread by Drive-by
download, exploiting vulnerabilities in internet-accessile
systems, phishing emails, and strategic web compromise

[6].

Ransomware evolved with time. Its different varants
are beingdeveloped day by day. Many ransomware families
are developed along with different variants ofransomware.
New variants are developed by utilizing various obfuscation
strategies such as junk code insertion, variable renaming,
polymorphism, metamorphism, and packing. Evolution,
Growth rate, and sheer volume highlighted the need for
adaptive and pre-encryption crypto-ransomware detection
systems [8]. Easy-to-use kits and money are the main
driving forces that boost the crypto-ransomware. Even
attackers with limited skills can launch a strong crypto-
ransomware attack, thanks to Ransomware as a Service
(RaaS). Although existing solutions tried to detect
ransomware early during the pre-encryption phase, these
solutions donot consider the dynamic nature of ransomware
attacks. Zero-day attacks evolution makes detection work
more challenging [9]. Therefore, an adaptive pre-encryption
detection system is required to detect crypto-ransomware
attacks immediately before it starts extortion [10]. To this
end, this study is devoted to address the lack ofadaptive pre-
encryptionransomware detection.

The rest of the paperis organized as follows. Section I1
discusses the motivation of this study. The contribution of
the study is introduced in Section I1I. Related works are
detailed in Section IV. In Section V the proposed
methodology is described, and the paper is concluded by
Section VI.
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II. THEMOTIVATION

Benign like behaviour of crypto-ransomware attack is
challenging to deal with while designing a model for the
detectionof suchattacks[11]. Ifa model does not make the
distinction between a benign program and a crypto-
ransomwareattack [12, 137, then it will generatea high rato
of false alarms [14].

Crypto-ransomware attacks are irreversible, which
makes them significantto study in the field of cybersecurity
[15]. Crypto-ransomware has long-lasting effects. User files
cannot be dealt with, without the decryption key once
attacked by crypto-ransomware [7, 13]. Existing solutions
tried to address the detection of ransomware attacks in the
early phase before encryption starts. However, these
solutions lack to deal with the dynamic nature of
ransomware attacks.

Crypto Ransomware

Irreversible effects of these attacks.

Looks like benign programs.

Cannot be decrypted without decryption key
Use of E-Payment methods

Availability of easy to use kits and RaaS

What do we Need?

An Adaptive solution that works on pre-encryption definition
boundary concept to early detect known and zero-day
crypto ransomware attacks

!

!

Limitations of Existing Models

Used fixed threshold for pre-encryption definition
Low accuracy
Did not considered population drift concept

Not adaptive for Zero-day attacks

Challenges of Crypto Ransomware Early Detection

Diverse nature of new variants

Utilization of legitimate resources

High rate of Zero-Day attacks due to monetary
incentives

!

Adaptive

Desired solutions

Effective Early Detection

Detection of Zero-Day attacks
High accuracy and low False alarms

Fig. 1. Challenges encountered and limitation of existing solutions.

Benign like behaviour and irreversible nature of
ransomware attacks made them more challenging for
detection [16]. The available detection solutions lack mn
making the distinction between legitimate processes and
malicious code due to developing variants of ransomware
[13].

Many studies utilized a fixed threshold for data
extraction for crypto-ransomware attacks. These studies
built an early detectionmodelusing a fixed threshold which
was the limitation of these studies. Fixed threshold
sometimes precedes encryption[17, 18].

The use of cryptographic relates APIs is also challenging
as the APIs are also used by legitimate benign programs
which leads to the generation of high false alarms. The
utilization of cryptographic APIs made detection more
difficult [14].

Low accuracy occurs when the designed system is
facing difficulty to classify the encounter process in
legitimate benign programs and malicious programs. A
model presents low accuracy when it is unable to detect

zero-day attacks, unable to deal with the evolved and
changingbehaviour of crypto-ransomwareattacks [15].

The effectiveness of zero-day aware adaptive crypto-
ransomware early detection is twofold i.e. generation of an
adaptive technique and accurately detecting the crypto-
ransomwareattacksby using adaptive online classifier [16].

Currently, available solutions do not address the
adaptation along with pre-encryption detection. Figure 1
gives a pictorial representation of encounter challenges in
crypto-ransomware detection along with the limitation of
existing solutions.

Adaptive, zero-day aware pre-encryption early detection
is the main distinction of the proposed model with respect
to available solutions. To effectively detect the novel and
zero-day variants of crypto-ransomware while maintaining
the adaptiveness using the limited amount of data is crucial
[19]. These attacks are challenging because of the limited
amount of data, redundant, diverse nature of features [20,
21], early detection, and adaptation [21, 22]. The available
solutions lack in terms of dealing with the limited amount
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of pre-encryptiondata [23] and do notprovide adaptiveness
to the developing variants of crypto-ransomware [24, 25].

We address the problem of ransomware population drift
by proposing a novel pre-encryption crypto-ransomware
detection framework that will deal with the population drift
conceptand limitations ofexisting research work. It will be
unique work in terms of its working mechanisms. It is an
imperative solutionto allthe existing detection systems for
crypto-ransomware attacks that encrypt user files and
makingthem inaccessible for legitimate users.

1-Distribution

7-Extortion 6-Post Encryption

Fig. 2. Ransomware attack launch phases

Accuracy is the main concern in the field of detection. A
strong detection system will detectransomware in less time
with high accuracy. We address the problem of ransomware
population drift by proposing a novel adaptive pre-
encryption crypto-ransomware early detection framework
that will deal with the population drift concept and
limitations of existing research work. It will be unique work
in terms of its working mechanisms. It is an imperative
solution to all the existing detection systems for crypto-
ransomwareattacksthat encrypt user files and making them
inaccessible for legitimate users. The contribution of the
proposed study is described below:

1. An enhanced pre-encryption boundary definition
and features extraction scheme to weight the pre-
encryption features more accurately.

2. An adaptive pre-encryption crypto-ransomware
early detection model by training an online
classifier with data and features extracted and
selected from pre-encryption boundary definitionto
increase the detection accuracy of both knownand
zero-day attacks.

IV. RELATED WORK

Different studies were carried out relating to the pre-
encryption and population drift concepts. Some ofthem are
briefly explained below:

II. CONTRIBUTION

Many research work in the field of ransomware
detectionassuming thatthese attacks are stationary in nature
and not evolved with time, which is the limitation ofall the
existing research works [26]. Some of the authors dealt with
the non-stationary nature of these attacks but still possess
limitation in their work thatis addressed in the proposed
model. The proposed research model deals with the
limitation of existing research work by developing an up-to-
date and evolutionary model that can work well with
developed variants of crypto-ransomware [27].

3-Encryption key
generation/retrieval

4-File Search

5-Encryption

A study given by [17] deals with the detection of
malware using early data of execution but this study was
havinglowaccuracyanda high false alaimrate.

Another approach was followed for ransomware
detectionby monitoring user files. User files were observed
for malicious changes done to these but studies including
this approach cannot distinguish between changes done by
a benign program and malicious program [25]. So these
studies also carried high false alarm generation [14, 16].

In [18] a machine learning-based ransomware
classifying approach named EldeRan was proposed. It
selects the features which help to find ransomware. This
work also discussed the limitations of Dynamic analysis.

An obfuscation detector named ANDRODET for
crypto-ransomware was proposed in [28]. The system was
developed for the android platform thus working n an
incremental and online manner. Identifier renaming, control
flow obfuscation, and string encryption obfuscation issues
were addressed.

A feature extraction scheme was proposed in [29].
presented scheme DPBD-FE presented the dynamic
threshold for defining the boundary definition. The
proposed work was able to accurately extract the related
APIs forthe early detection of crypto-ransomware.

A feature selection approach was discussed in [30]
which deals with featureredundancy and overfitting issues.
An integration of redundancy gradual up weighting and
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mutual information was done to get the most relevant
featureselection.

In [24] an ensemble learning-based early detection
model was proposed. They utilized the ibagging technique
for early detection. This work was presented to overcome
the shortcoming of limited data before the encryption
process. An enhanced selection technique for the selection
of mostinfommative features was also proposed which helps
to increase accuracy and low false alarms. These relevant
features were used for the training of the detection model.

A context-aware and adaptive malware detection study
was presented in [25] for android systems. This study
considered the concept of malware population drift. Graph
kernelwas usedto find malicious programs.

In [31] an IRP-API-based pre-encryption method
correlation cannotbe trueall thetime. Cryptography related
API cannot correlate with the IRP ofthe interacting process
at the same time. [f multiple processes are loaded then an
API can be from one process while anIRP canbe from any
otherprocess. Secondly, an API can be generated attimetl
and IRP at time t2 so in that case correlation can be
undescribed.

V. THE PROPOSED METHODOLOGY

Given the irreversible effect of CRW attacks, the
effectiveness is tackled from two perspectives: an adaptive
approach to detect CRW attacks in time, i.e. before the
encryption, and the accuracy of these models. Detection
accuracy is measured with respect to the detection rateand
false alamm rate. The detection rate indicates the model’s
ability to correctly identify the crypto-ransomware attack,
whether known or zero-day. On the other hand, false alanms
resulted from feature misrepresentation and the model’s
rigidness due to the inelasticity to deal with the change of
malicious code’s behavior with time as well as the
emergence ofnew variants of crypto-ransomware a ttacks.

Severalfactors haveanimpact on CR W Early detection.
Unclear definition of pre-encryption phase, inability to
distinguish the legitimate from malicious cryptography
utilization, inability to detect novel attacks, and outdated
models are among these issues that render any detection
solution ineffective.

Ransomware attack involves several steps, which can be
combined into three phases, pre-encryption, encryption, and
post-encryption. From the distribution of the malicious code
to demanding the ransom, an attack launch phases through
seven different stages. These stages include malicious
software distribution, installation, encryption key
generation/retrieval, file search, encryption, post-
encryption, and extortion. Using different exploitation
techniques, a malicious code reaches the victims' machine
where it starts self-installation. The encryptionkey is either
generatedlocally or delivered by the command-and-control
server to encrypt the desired data. The targeted data which
is beingencryptedis either copied to a new place or deleted
permanently. The laststage of extortionincludes the display
of ransom demand messages a pictorial representation of
ransomware attack launch and execution is given in figure
2[22].

The proposed model consists of four important
processesthat play a vitalrole in the outcome ofthis model
These important processes include Pre-Encryption

boundary definition, Feature Extraction, Feature Selection,
and Online classifier. All these four components work in a
cascade manner. The output of one process becomes the
input of the succeeding process.

A. Pre-Encryption Boundary Definition

The model startsits working by performing the dynamic
analysis on the feed sample. Pre-encryption boundary
definitionis defined by usingthe trace files generated after
running the dynamic analysis. This pre-encryption
boundary definition will help to detect the ransomware in
the first place i.e., before the encryption starts. The first
cryptography API will trigger the model to start work. This
first API will distinguish the pre-encryption phase from the
actual encryption process. A pre-encryption boundary
definitionis a collection of cryptography related APIs. The
pre-encryption boundary will be defined by using the
pseudo rocchio relevance feedback technique. This
technique utilizes the term frequency-inverse document
frequency [29].

Dynamic Analysis

!

[ ]
v

Pre-encryption
Boundary definition

'

Feature Extraction

'

Feature Selection

L

Online Classifier

'

Yes If Classifier=Benign
AND

Sample=Ransomware

‘No
Benign | Ransomware

Fig. 3. Design for Adaptive Pre-Encryption Crypto-Ransomware Early
Detection Model
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B. Pre-Encryption Feature Extraction

After defining the pre-encryption boundaries, the feature
extraction process begin. Feature extraction plays vital role
in labelling the samples in benign or ransomware. This
phase extracts the related features from pre-encryption
phase. An annotated term frequency inverse document
frequency (aTF-IDF) technique will be utilized for the
extraction ofrelevant features. An a TF-IDF works well for
pre-encryption data. Extracted features will be processed to
remove the noise and missing entries. This stage is crucial
to dealwhile havingan online environment.

C. Pre-Encryption Feature Selection

Feature selection module will select the most relevant
features. Extracted features are usually high dimensional so
a careful mechanism should be adopted to select the most
related features of pre-encryption phase. An enhanced
mutual information features selection technique will be
utilized to select the relevant features. Features selected at
this stage will be used to train the classifier of the self-
learningmodel.

D. Online Classifier

To make the model adaptive to the developing variants
of ransomwarean online classifier will be built and trained
using the features extracted and selected in the previous
stages. A stochastic gradient descent which is an online
classifier will be trained to provide an up-to-date detection
of zero-day attacks. This classifier will keep on updating
itself according to thenew variants. I fa malicious sample is
not correctly classified as ransomware it will update itself
by adapting the new changes. Adaptation of an online
classifier willhelp to detect new variants ofransomware. Its
ability to deal with new variants will maintain a ccuracy and
low false alarms.

Aroad mapto carry outthe proposed research work towards
the outcomes is given in the figure 3.

VI. DISCUSSION

By applying the adaptive pre-encryption crypto-
ransomware detection model, we can solve the problem of
lack ofadaptivity in the existing ransomware early detection
solutions. The existing worksoverlook the conceptdrift for
early detection of crypto-ransomware attacks while having
a small amount of data. This adaptive approach can
effectively deal with the issue of polymorphic ransomware.
This proposed model will take the population drift concept
introduction in the field of ransomware detection. Existing
literature highlighted theissuesofavailable solutions which
makes thedevelopment ofthe proposed model vital for the
current age. The proposed solution will help to stop the
ransomware attack early beforethe encryption takes place.

VII. CONCLUSION

The concept of early detection and ransomware population
drift for crypto-ransomware is limited in terms of defining
the pre-encryption boundary. This is the first study that
deals with the pre-encryption concept along with the
populationdriftconcept. This study meets with the demand
of current challenges that deal with evolving concepts of the
utilization of evading techniques in advanced variants.
Existing work either deal with a fixed threshold for pre-
encryptionboundary definition orused entire data whichis
not helpfulto stop crypto-ransomware attacks. The existing

work does not consider the evolution of advanced variants.
In this paper, we proposed an adaptive pre-encryption
crypto-ransomware early detection model intended to
develop and validate. The proposed model will deal with the
pre-encryption concept along with the crypto-ransomware
population drift concept. This model will overcome the
limitation of existing solutions by accurately defining the
pre-encryption boundary definition while dealing with
adaptiveness. This is a proposed model based on existing
literature and intended to be developed. In our future work,
the proposed model will be implemented and evaluated with
respect to available solutions.
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