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Abstract

Effective cybersecurity education is a critical domain in addressing the shortage of the cybersecurity
workforce. To prepare students for real-world workforce challenges, hands-on practice is an important
component in cybersecurity education. We integrated gamification into hands-on cybersecurity practice
and conducted an empirical study on how gamification impacts students’ learning outcome and career
interests. Questionnaire data have been collected and will be analyzed to test our hypotheses. The expected
results will address the impact of gamification on learning outcomes and suggest how gamification can be
most effectively applied to cybersecurity education.
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Introduction

The 2021 (ISC)2 Cybersecurity Workforce Study reported 2.72 million unfilled cybersecurity jobs (“A
Resilient Cybersecurity Profession Charts”, 2021). To address the shortage of workers in cybersecurity,
effective cybersecurity education in universities is a key area. Multiple prior research (e.g., Anderson &
Romney, 2014; Vigna, 2003) suggested that cybersecurity education needs to be grounded in hands-on
practice to prepare students with knowledge and skills to address real-world challenges. Gamification is
extensively used in competitions which is a common recruitment method to attract students into
cybersecurity careers. However, few studies have evaluated the impact of gamification on students’ learning
outcome and career interest in classroom settings. We believe it is worthwhile to fill the gap of knowledge
of the gamified cybersecurity learning process related to students’ career interest. Therefore, accurate
analysis of the impact of gamification in cybersecurity education is critical to guide educators on using
gamification effectively in cybersecurity courses. This study integrates gamification into hands-on
cybersecurity labs and evaluates the impact of gamification on students’ learning outcome and career
interests. The objectives of the research-in-progress include (1) to assess the relationship among gamified
lab challenges, students’ intrinsic and extrinsic motivation, learning outcome, and career interest, and (2)
to suggest how gamification can be most effectively applied in cybersecurity courses.

The paper begins with a literature review in the related fields followed by a description of the research
model, and the data collection method. We also provide a plan to analyze the data and describe the expected
results.
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The Impact of Gamification on Cybersecurity Education

Theoretical Background

Gamification in cybersecurity education

Using game elements, such as competition, instant feedback, interaction, etc., in non-entertaining contexts,
which is known as gamification (Deterding, et al., 2011), has recently been gaining attention in higher
education and business training. Gamification is considered an appropriate method to teach young
generations various skills as they are familiar with games and seek fun when learning (Donovan & Lead,
2012). Cybersecurity is a developing field in which gamification can be used to engage learners and improve
the learning experience. Students are expected to pay greater attention and be more motivated in the
learning process in gamified cybersecurity lab exercises (Demmese et al., 2020). It is also expected to
enhance the effectiveness and efficiency of educating students and training workforces by applying
gamification in the cybersecurity field (Wolfenden, 2019; Karagiannis & Magkos, 2021; Coenraad et al.,
2020; Beuran et al., 2016).

Motivation theory

Motivation, as a critical component of the learning process, is important in educational theories. Studies
have shown that motivations are closely related to academic achievement (Lepper et al., 2005). Motivating
students to enjoy studying and participate in the learning process is the key to obtaining good learning
outcomes. According to self-determination theory (SDT; Deci & Ryan, 1985; Ryan & Deci, 2000), persons
tend to behave in line with their wants and fulfillment of those needs. In that sense, the learner's desire to
seek psychological self-growth, changed by educational contexts, may impact the learning process.
According to SDT, intrinsic motivation and extrinsic motivation are the two primary forms of motivation
(Deci & Ryan, 1985). Extrinsic motivation relates to doing something because of a separate consequence,
whereas intrinsic motivation refers to doing something because of an innate interest or satisfaction (Ryan
& Deci, 2000).

Theory of career interest

Career interest is a critical factor that drives learners to gain an understanding of the opportunities and
requirements in the cybersecurity field. Career exploration has been described as a lifelong process of
professional learning and development, a continuous process rather than a static state with a definite
endpoint (Blustein, 1997). Previous research found that interests, self-efficacy expectations, and stable
dispositional tendencies are three key factors that influence people's career choices (Lent et al., 1994). It is
important to understand whether and how personal characteristics and circumstances affect career
interests. The existing career theory was supported by the findings of the study of participants from the
National Cyber League competition that participating in the competition mainly increased the interests of
the participants who were already skilled in cybersecurity tasks (Tobey et al., 2014). Another study also
found an individual's background knowledge of cybersecurity is a critical factor that makes it difficult to
maintain interest after the competitions, especially in the competitions with high knowledge barriers
(Cheung et al., 2012). In addition to an individual’s background knowledge, a comprehensive study of the
profile of cybersecurity competition participants shows that the individuals with high perceived self-efficacy
in cybersecurity tasks, rational decision-making style, and investigative interests were more likely to take a
cybersecurity career after the competition (Bashir et al., 2017).

Hypothesis Development

After reviewing the past literature and theoretical frameworks mentioned in the previous section, we
propose a research model that incorporates the significant elements of students’ learning process through
gamified cybersecurity labs. More details of the proposed model and its hypotheses are described as follows:

An appropriate amount of challenge in the cybersecurity labs positively affects intrinsic motivation. It is
well known that human beings will pursue an activity through which they can develop competence and a
feeling of efficacy. Flow theory (Csikszentmihalyi, 1990) also emphasizes the appropriate level of challenge
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is essential for people to be immersed in an activity. Learners feel an activity is trivial when it is too easy,
whereas they feel frustrated when they do activities that are too difficult. In the gamified cybersecurity labs,
learners can be intrinsically motivated which is accompanied by a feeling of accomplishment by overcoming
embedded challenges. Hence, a learner will likely feel motivated when engaged with a gamified activity if
the game incorporates an appropriate level of challenge that contains an uncertain outcome.

H1: Appropriate amount of challenge will positively affect learners’ intrinsic motivation in gamified
cybersecurity labs.

Previous studies claimed that learners' situational interests (immediate affective response to activity) can
lead to the development of individual interests, that is increase their intrinsic desire and inclination to
engage in specific topics and activities (Hidi & Renninger, 2006). Druckman (1995) concluded that games
are effective in enhancing motivation and increasing student interest in the subject matter. In addition,
previous research has found that career exploration is a dynamic process throughout the lifespan, rather
than a static state with a definite endpoint (Blustein, 1997). Therefore, we expect that well-designed
gamified labs will increase students' intrinsic motivation, thereby increasing their interest and confidence
in cybersecurity, and thus have a positive effect on increasing career interest.

H2: Intrinsic motivation will positively affect learners’ career interest after completing gamified
cybersecurity labs.

It is generally considered that high motivation generally yields better performance. Previous literature
suggests that there is a significant connection between intrinsic motivation and performance (Tauer &
Harackiewicz, 2004). When people are intrinsically motivated, they focus on the task by which they earn
better skills to produce a favorable performance level. Therefore, intrinsic motivation is considered an
important locus for performance, especially in the long term (Tauer & Harackiewicz, 2004). Thus, in the
game-based learning process, intrinsic motivation will be positively related to the learners’ game
performance.

H3: Intrinsic motivation will positively affect learners’ game performance in gamified cybersecurity
labs.

Although it is known that the degree of influence of extrinsic motivation on performance is relatively less
than intrinsic motivation (Harackiewicz et al., 2002;), extrinsic motivation still plays a role in learning to
some degree (Lin et al., 2001). Extrinsic motivation, such as recognition by peers, better grades, etc. in the
college classroom can help students keep attentive to the task and focus. Especially in gamified
cybersecurity labs, most tasks require learners to manage a substantial amount of time spent on the tasks,
which could be harder to achieve without being highly motivated by external rewards than only by internal
motivation. Thus, we hypothesize that extrinsic motivation will positively affect the learners’ game
performance in gamified cybersecurity labs.

Hg4: Extrinsic motivation will positively affect learners’ game performance in gamified cybersecurity
labs.

The gamified cybersecurity labs are designed to help students learn the topics and skills related to
cybersecurity issues. As learners through the designed gamified labs, they will be challenged by various
tasks, and by understanding the instructions and completing the tasks, they will get points in the game, so-
called game performance. Good performance in a cybersecurity lab indicates a learner managed to address
lab tasks using the knowledge and skills learned from class. It is reasonable to believe learners with good
lab performance not only acquire knowledge and skills from the lab but also gain confidence (i.e., self-
efficacy). Existing studies have suggested that good background knowledge and high perceived self-efficacy
help increase an individual's career interest (Tobey et al., 2014, Cheung et al., 2012, Bashir et al., 2017).
Therefore, we hypothesize that game performance will positively affect learners’ career interests after
completing the lab.

Hs: Game performance will positively affect learners’ career interests after completing the lab.

A learner’s performance in the gamified labs is a good indicator of how well they understand the topic. By
playing the game, their competencies of cybersecurity problem-solving skills are expected to improve and

Twenty-eighth Americas Conference on Information Systems, Minneapolis, 2022 3



The Impact of Gamification on Cybersecurity Education

will be reflected by their performance in the game. Hence, it is reasonable to claim that game performance
is directly connected to learning outcome in gamified cybersecurity labs.

H6: Game performance will positively affect learners’ learning outcome in gamified cybersecurity labs.
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Figure 1. Research Model

Research Design and Method

We developed six gamified cybersecurity labs that cover the topics of symmetric encryption, hashing,
public-key encryption, digital signature, network traffic analysis, and wireless network security based on
the gamification principles. The game elements used in the labs include game storytelling, game rewards,
leaderboard, and badges. All labs are structured as a sequence of tasks, each containing a scenario, mission
description, lab instructions, and challenges. These labs were used as assignments in multiple cybersecurity
courses.

To test the hypotheses above, we conducted an empirical study at a mid-sized private university in the
United States. There were 122 students recruited for the study, including both undergraduate and graduate
students. Each student was asked to complete a survey that measures the constructs in the proposed
research model after he/she completed a gamified cybersecurity lab developed by the authors. The
constructs in the research model were assessed by the instruments that were developed based on the
existing literature.

Hypothesis Testing and Expected Results

A structural equation model will be used to test our hypotheses. The expected testing results reveal the
relationships between the appropriate game challenge, intrinsic and extrinsic motivation, game
performance, career interest, and learning outcome. The survey results are expected to demonstrate that
gamification is beneficial and can be added to course assignments to improve students’ learning outcomes.
Besides, the results are also expected to indicate that the student's motivation and game performance
positively influences their career interest. Additionally, the verification of the relationships among
appropriate challenges, intrinsic and extrinsic motivations will enhance the understanding of how to
improve the gamified lab learning outcome and suggest how gamification can be most effectively applied in
cybersecurity education.

Limitations
This study has some limitations. First, this study uses data from gamified labs that deal with limited topics.

Second, the research model is designed to analyze cross-sectional survey data, which cannot trace the
longitudinal change of the relationships among the elements in the model.
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