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Abstract 
Due to society’s increasing reliance on technology (e.g., financial transactions, critical infrastructure, 
globally-integrated supply chains, etc.), technological disruptions from cyberattacks can have profound 
implications for virtually all organizations and their stakeholders. In an effort to minimize cyber threats, 
governments and regulators have been deploying an increasingly comprehensive and complex landscape of 
regulations; however, the extent to which regulations actually facilitate, or harm, cybersecurity maturity 
remains nebulous. This research reports the findings of a qualitative study designed to help illuminate this 
problem space. We interviewed 12 high-ranking experts, associated with a variety of organizations and 
industries, and analyzed their responses to identify key factors emerging from the data. These factors were 
found to operate as either facilitators or impediments of cybersecurity maturity. In addition to identifying 
these factors, we discuss the implications of our findings, limitations, and avenues for future research. 

Keywords 

Regulation, cybersecurity, compliance, qualitative, rich description. 

Introduction 
A growing priority of organizations operating in our increasingly hostile digital world is the advancement 
of their cybersecurity maturity1. Governments and other regulating entities are increasingly involved in 
efforts to compel organizations to improve their cybersecurity maturity. Generally, this means that a 
regulator will establish a set of regulations (e.g., the New York State Department of Financial Services 
established the ’23 NYCRR 500’ set of regulations for financial institutions) and organizations beholden to 
that regulator must comply with, or abide by, those regulations or face a punitive outcome (e.g., a bank that 
does not adhere to regulations imposed on the financial industry will pay a fee as a penalty for their 
noncompliance). On this topic, Warkentin et al. (2011) observed that organizational leaders are “responsible 
for ensuring that their organizations are in compliance with an ever-expanding alphabet soup of 
governmental regulations and requirements, industry standards, and international conventions...” 
(Warkentin et al. 2011, p. 280). 
However, despite this expanding regulatory landscape, organizations are increasingly recognizing that 
security breaches are not merely a possibility but an eventuality (Bochman 2018). Ironically, some of the 
most resource-laden, technologically-adept, and/or heavily-regulated (e.g., finance) companies have been 
the most recent victims of cyberattacks (Horwitz and McMillan 2019; Sandler 2019; Winder 2020). Most 
notable, however, was the recent breach of a major cybersecurity firm (Volz and McMillan 2020), which 
caused one lawmaker to state that “Better cyber hygiene alone is not going to win the battle. We need 
international norms.” (Rundle 2021). However, the linkage between new regulatory measures and positive 
organizational outcomes (e.g., a better security posture) remains tenuous. For example, within the context 

 
1 While cybersecurity maturity can be defined differently (for example, see (Dube and Mohanty 2021; Ozkan et al. 2021; 
Rabii et al. 2020)), Dube and Mohanty (2021) describe it concisely as the increasing internal efficiency, and external 
effectiveness, of cybersecurity activities. 
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of privacy, another domain experiencing a surge in regulatory activity, Miltgen and Smith (2015, p. 741) 
stated "One tacit assumption on the part of governmental regulators seems to be that regulations impact 
behavior. Ironically, in spite of the spike in international regulatory attention…, there has been very little 
research on that relationship...”. The counterintuitive phenomenon of simultaneous growth in both 
cybersecurity regulations and breaches begs the following question: in what ways do regulations influence 
cybersecurity maturity?  
We conducted interviews with 12 relevant industry experts to investigate the interaction of regulations and 
cybersecurity maturity. During these discussions, we asked interviewees questions about the interaction of 
their organization’s regulatory compliance activities with cybersecurity maturity. In conjunction with our 
data collection, we analyzed the accruing data using a prominent inductive coding methodology  (Glaser 
and Strauss 1967; Urquhart 2013; Wiesche et al. 2017). Our analysis yielded an initial conceptualization of 
regulatory factors that we categorize as either facilitating or impeding cybersecurity maturity. We classify 
this conceptualization as a rich description (Van Maanen 1989; Wiesche et al. 2017), an important initial 
contribution that serves as a catalyst for scholars to engage in future research on regulatory compliance and 
cybersecurity maturity. At a more general level, our research constitutes a response to information security 
researchers’ calls for more organizational-level security scholarship (Wall et al. 2015), which remains an 
understudied topic in the literature. We now summarize relevant literature, report detailed accounts of our 
methodology, analysis, and results, and engage in a discussion of the contributions, limitations, and future 
research opportunities stemming from this work. 

Literature Review 
Our review of the outstanding organizational-level security scholarship indicates that the impact of 
regulatory compliance on cybersecurity maturity is a largely unexplored area, and that more generally, 
organizational-level cybersecurity research is minimal. To date, a majority of information systems security 
literature has focused on micro-level issues, including factors influencing security policy compliance (for 
examples, see (Cram et al. 2019, 2021)). Concerning the scarcity of information systems research on 
regulatory topics, De Vaujany et al. (2018, p. 755) stated “As information technology (IT)-based regulation 
has become critical and pervasive for contemporary organizing, information systems research turns mostly 
a deaf ear to the topic.” Additionally, other security scholars have gone so far as to specifically comment on 
the lack of organization-level security research. For example, Wall et al. (2015, p. 40) stated “Despite the 
importance of organizational privacy and security, actual organization-level IS privacy and security 
research is in a nascent state, which has led to calls for more organization-level research (Belanger and 
Crossler 2011; Crossler et al. 2013; Pavlou 2011; Smith et al. 2011).” Finally, a guest editorial outlining 
pivotal artefacts for future security and privacy research identified the importance of the legal artefact, 
which focuses on the nexus between security/privacy and law, regulations, etc. (Lowry et al. 2017). 
The organization-level security work that has been done to date within a regulatory context has explored a 
variety of topic areas. For example, one stream of research in this domain looks at the added complications 
and friction that regulatory response triggers (Bayard 2019; Mohammed 2017). Other scholars have 
investigated the dynamics between managers and employees and how their involvement in regulatory 
efforts are critical to the success of regulatory initiatives (Buchwald et al. 2014; Hsu 2009; Warkentin et al. 
2011). Regulation development has also been explored (Smith et al. 2010), including social and political 
influences (Backhouse et al. 2006) as well as how standardized regulations can have differing impacts on 
different industries (Siponen and Willison 2009) and organizations of different sizes (Wall et al. 2015). In 
terms of regulatory outcomes, researchers have also explored the relationship between compliance and 
cybersecurity practices (Marotta and Madnick 2020) and have found regulatory response to be an 
important factor in terms of organizations’ cyber readiness (Hasan et al. 2021). However, organizational 
safeguards implemented to promote security and privacy often yield expected and unexpected outcomes, 
some of which can be adverse (Parks et al. 2017). 

Overall, it is clear that (1) additional research at the intersection of regulatory compliance and cybersecurity 
maturity is warranted, and (2) general scholarship on organizational-level security topics is scarce. Next, 
we introduce the methodology used to investigate our research question in this novel problem space. 
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Research Methodology 
Investigating a research area that has minimal extant work and a lack of theory is a key application of this 
type of inductive coding analysis (Fernandez 2004; Seidel and Urquhart 2013; Wiesche et al. 2017). The 
intent of this research is to make a contribution in the form of a rich description (Van Maanen 1989). Rich 
descriptions serve as valuable contributions to the literature due to their creation of new domain knowledge 
(Wiesche et al. 2017), especially in rapidly-evolving technology-driven disciplines (Taylor et al. 2010). This 
new domain knowledge, in turn, drives future research and the eventual cultivation of theory in previously 
understudied areas (Avison and Malaurent 2014; Davis and Marquis 2005). We conducted 12 semi-
structured interviews with high-ranking experts in the areas of cybersecurity and regulations (e.g.,  
managers and executives); interviewees were voluntary participants associated with a cybersecurity forum. 
We purposefully sampled (Patton 2002) interviewees at these higher organizational ranks due to their 
increased exposure to the interaction of regulatory compliance and cybersecurity issues/decisions (i.e., 
lower-ranking employees are focused on more granular and compartmentalized activities, including 
adoption and implementation of controls, etc.). Our interviewee pool represented a variety of industries, 
including: utilities, consulting, finance, manufacturing, technology, media, cybersecurity, and regulatory. 
We used this type of interview format to facilitate the emergence of novel insights as not to confirm existing 
views (Tschang 2007).   

The interviews were guided with an emphasis on the following three topic areas (i.e.,  ‘ideational constructs’ 
or ‘seed concepts’ (Glaser and Strauss 1967; Urquhart et al. 2009)) and their potential relevance to the 
interaction of regulatory compliance and cybersecurity maturity. Our three ideational constructs include: 
(1) cybersecurity maturity level, (2) cultural differences, and (3) industry segmentation. This initial set of 
interview data was iteratively coded to permit concepts to inductively emerge and to develop an initial 
conceptualization of regulatory compliance impacts on cybersecurity maturity. We engaged in constant 
comparison throughout to ensure that we were “naming and comparing data incident to data incident, data 
incident to concept, and concept to concept” (Matavire and Brown 2013, p. 121; Urquhart et al. 2009). 
Specifically, analysis was initiated with open coding to first apply a succinct label to each data slice to 
identify first-order concepts (Corbin and Strauss 2008; Strauss and Corbin 1990). The labeled data were 
then analyzed during axial coding to allow categories to emerge and coalesce thereby forming second-order 
themes (Strauss and Corbin 1990). For example, several statements made by our interviewees related to (1) 
the challenges and expertise needed to interpret a set of regulations and (2) the subsequent friction of 
operationalizing regulations. These first order concepts served as the basis for creating the second-order 
theme ‘Interpretation & Implementation’ (we used this same process for establishing all six of our second-
order themes). Finally, selective coding was conducted to establish a relationship between our six second-
order themes and cybersecurity maturity (this relationship being either impeding or facilitating). For 
example, the tone of our interviewee comments about the interpretation and implementation of regulations 
is that they impede positive cybersecurity outcomes; accordingly, the ‘Interpretation and Implementation’ 
second-order theme was established as an impediment to cybersecurity maturity.  

Analysis and Results 
Our analysis yielded two category groupings of regulatory factors that impact cybersecurity maturity: 
facilitators of cybersecurity maturity and impediments to cybersecurity maturity. It is important to note 
that each factor was assigned as either a facilitator, or an impediment, based on inter-respondent patterns 
found in the data (i.e., strong leadership was evidenced in our data as a facilitator, but it is possible that it 
could have been considered an impediment for organizations experiencing poor leadership, which would 
likely yield negative cybersecurity outcomes if that was the pattern in the data). This type of approach has 
been used in prior research leveraging this same methodology (see (Cram et al. 2021)). Refer to Figure 1 to 
see a visualization of these category and factor groupings. Explanations for each factor, along with examples 
of interviewee quotes anchoring the emergence of each factor, are provided in the following subsections.  
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Figure 1. Regulatory Facilitators and Impediments Impacting Cybersecurity Maturity 

Regulatory Factors that Facilitate Cybersecurity Maturity 

The first regulatory facilitator of cybersecurity maturity we identified is ‘leadership and accountability’. 
Core themes of this factor include the importance of organizational leaders demonstrating support of 
compliance efforts with regulations, ensuring that organization members are consistently held accountable 
for properly operationalizing regulations, and proactively advocating on behalf of the organization to 
external regulators. In short, leaders must set the tone from the top that complying with regulations is a 
priority. Sample interviewee quotes that we used to establish this factor are provided below: 

“If organizations fail to allocate responsibility for overseeing compliance, they will never be 
secure.” (Int-1 – Critical Infrastructure) 
“Sometimes, regulations force executives to understand the importance of cybersecurity and 
represent an important first step from which to build on.” (Int-2 – Consulting) 

The second regulatory facilitator of cybersecurity maturity that we identified is ‘extra-organization 
dynamics’. This factor speaks to the nature of the relationship between a regulator and an organization that 
is operating within that regulator’s jurisdiction (e.g., a bank that is beholden to a regulator overseeing 
financial institutions). For example, does the organization take an adversarial position towards the 
regulator or does the organization seek a collaborative/receptive dynamic in which a symbiotic relationship 
can emerge (i.e., the regulator helps the organization mature its cybersecurity posture and the organization 
provides information to the regulator about emerging threats to ensure that regulations are current). Our 
interviewee comments indicate that a more open and collaborative dynamic helps to facilitate cybersecurity 
maturity. Sample interviewee quotes that we used to establish this factor are provided below: 

“One of the biggest banks told us…’We thought…we have been doing security for a long time -- we 
didn’t think regulators could actually teach us anything. However, going through this process, 
we found we have a few things that we had to brush up a little bit on’.” (Int- 11 – Regulator) 
“We try to feed in proactively to these groups [regulators] so then it’s guidance that we feel is 
healthy and will improve security.” (Int-12 – Finance) 



Regulatory Facilitators and Impediments Impacting Cybersecurity Maturity 

Twenty-eighth Americas Conference on Information Systems, Minneapolis, 2022 5 

The final regulatory facilitator of cybersecurity maturity that we identified is ‘regulator maturity’. While it 
can be common to discuss maturity as it relates to individual organizations, our analysis revealed that 
regulator maturity can vary quite drastically between industries and across geographic regions. Some 
regulators are extremely mature and proactive in maintaining the relevance of their regulations while others 
lack expertise and, as a result, may maintain outdated, irrelevant, or even unintentionally harmful 
requirements. Accordingly, as regulators mature, there is a greater likelihood that the regulations they 
impose will facilitate the cybersecurity maturity of relevant organizations (and a majority of interviewees 
pointed to regulators being mature; thus, this factor was not classified as an impediment to cybersecurity 
maturity). Sample interviewee quotes used to establish this factor are provided below: 

“… some regulators are super mature and they will be actively pushing their organizations to 
comply with not just their own but other regulations.” (Int-11 – Regulator) 

“Our regulatory model is continually behind in terms of security… [they] are developed so slowly 
that, in many cases, by the time they are in place, what you were trying to mitigate has far since 
evolved into a new issue or is no longer an issue.” (Int-8 – Cybersecurity] 

Regulatory Factors that Impede Cybersecurity Maturity 

Our analysis also identified three novel regulatory factors that impede organizational cybersecurity 
maturity. The most prominent of these three factors is ‘interpretation & implementation’. When new 
regulations are introduced, or existing regulations are updated, organizations are forced to respond by 
interpreting and implementing these new regulations. Our interviewees reported that this process can be 
extremely challenging due to the high percentage of regulations that are nebulous, overly prescriptive, or 
that introduce friction into organizational processes, which can disenfranchise employees to compliance 
efforts. Overall, the interview data suggest that this interpretation and implementation process ultimately 
impedes cybersecurity maturity. Sample interviewee quotes used to establish this factor are provided below: 

“…failing to understand the scope and implications of what is required may lead to significant 
consequences in terms of liability and data exposure.” (Int-9 – Finance) 

“…[regulations] inevitably add friction and slow down internal processes.” (Int-10 – Technology) 
The second regulatory impediment to cybersecurity maturity that we identified is ‘regulatory 
harmonization’. It is not uncommon for an organization to find itself beholden to more than one set of 
regulations, and in highly-controlled industries (e.g., finance and healthcare), an organization may find that 
it is forced to comply with many sets of regulations. The process of reconciling different sets of regulations 
is extremely complex as it requires reviewing sets of regulations, parsing through different regulatory 
lexicons, identifying and mapping overlapping regulations, flagging competing regulations, deciding which 
competing regulations to implement (or abandon), etc. This process is referred to as regulatory 
harmonization and is classified as an impediment due to the time, personnel, and other resources 
organizations must allocate to engage in this difficult process. Sample interviewee quotes used to establish 
this factor are provided below: 

“We often find ourselves drowning in a sea of different techniques to measure security programs, 
so it is necessary to find a flexible scheme that provides a common language and a common 
understanding of what's essential from a security point of view.” (Int-7 – Media) 
“We call it the high-water mark, and we pick the most onerous one and then satisfy the other ones 
by default. If we try to balkanize it, it becomes very dangerous and then you have to be selective.” 
(Int-12 – Finance) 

The final regulatory impediment to cybersecurity maturity that we identified is ‘resource constraints’. 
Organizations can largely self-determine how they are going to allocate cybersecurity budgets, yet 
regulations introduce a unique obligatory security investment that may not coincide with organizational 
strategy and/or may stress financial resources. Ultimately, an organization must carry out a “regulatory-
cybersecurity calculus” to determine if it is willing to accept the risk, or punitive outcomes, stemming from 
noncompliance. The data constituting this factor suggest that organizational resource constraints reduce 
compliance with regulations and thus are an impediment to cybersecurity maturity. Sample interviewee 
quotes used to establish this factor are provided below: 
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“A lot of big organizations are focused on the bottom line. Unfortunately, a lot of compliance with 
cybersecurity and IT equals money – it is expensive.” (Int-6 – Regulator) 

“Eventually, after a review, it was decided that it would have cost more money to improve 
compliance with these security requirements than it would have if we had to leave it as it was. We 
then decided to accept that risk.” (Int-9 – Finance) 

Discussion, Limitations, and Future Research 
Our analysis resulted in the emergence of six novel regulatory factors that impact organizational 
cybersecurity maturity. Based on the nature of these factors and their relationship to cybersecurity 
maturity, we were able to group these factors into two overarching categories that either facilitate or impede 
cybersecurity maturity. In addition to the inherent contribution of our novel rich description, the 
specification of these novel categories and factors yields a number of important contributions to both 
research and practice. Table 1 outlines these key contributions; a discussion of each contribution is provided 
below. 

1. General insights into why an expanding regulatory landscape may not be reducing organizational 
security risk. 

2. Organizational leadership and accountability are key facilitators of cybersecurity maturity in a 
regulatory-compliance context. 

3. Forcing organizations to interpret ambiguous regulations can have adverse outcomes; managers 
need to identify and mitigate the disenfranchisement / security fatigue experienced by employees 
due to the operational friction introduced by regulations. 

4. The value of a set of regulations is linked to the maturity of the regulator that developed those 
regulations. 

5. Regulatory harmonization can be an impediment to cybersecurity maturity (this is a finding that 
contradicts prior work). 

6. Resource constraints are an impediment to cybersecurity maturity; however, this factor was not as 
prominently discussed as any of the other factors that we identified. 

Table 1. Key Research Contributions 
First, our rich description of regulatory factors that facilitate or impede cybersecurity maturity helps to 
illuminate why an expanding regulatory landscape may not be reducing organizational security risk. 
Clearly, organizations are grappling with the challenges associated with interpreting often 
complex/convoluted regulations, reconciling multiple sets of often contradictory regulations, and making 
resource-allocation decisions about their regulatory response. These impediments demonstrate that 
regulations do not yield a 1:1 ratio of regulatory compliance measures leading to equal advances in 
cybersecurity maturity. As noted several decades ago, “if corporations are forced to deal with a complex 
regulatory environment, it can have an adverse effect on their performance” (Smith 1993, p. 119). 
Second, our identification of organizational leadership and accountability as being a facilitator of 
cybersecurity maturity builds on a number of prior studies that have found linkages between leadership 
and compliance success. For example, Hsu (2009) found that the expectations of managers in regulation 
implementation can have a strong influence on implementation success and that misalignment between 
managers and employees can yield poor implementation outcomes. Similarly, Spears et al. (2013) found 
that managers are critical for setting the proper tone and involving end users in security initiatives that are 
often instigated by extra-organizational forces (e.g., regulations). Warkentin et al. (2011) stated that 
managers need to demonstrate that they prioritize compliance, and, in an IT governance context, Buchwald 
et al. (2014) reported that top management commitment is a critical element leading to governance success. 
Finally, this finding parallels a result reported in a micro-compliance meta-analysis that found 
organizational support to be a key driver of employee security policy compliance (Cram et al. 2019). 
Third, our research further solidifies prior findings that interpreting ambiguous regulations can have 
adverse outcomes. For example, Gozman and Currie (2014) evaluated regulatory change from an 
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institutional change perspective and discussed ‘conversion’ as a phenomenon in which rules remain 
constant but are interpreted differently for the exploitation of organizational ambiguities. From a punitive 
standpoint, penalties leveed for regulatory noncompliance have been abandoned in some cases due to issues 
of interpretation (Wall et al. 2015), and courts are having increasing difficulty interpreting some regulations 
(e.g., Sarbanes-Oxley; see Lechner 2012). To help overcome challenges linked with interpreting regulations, 
organizations should emphasize two of the facilitators we identified (i.e., leadership and accountability and 
extra-organization dynamics) to help cultivate collaborative relationships with regulators and thereby (1) 
clarify nebulous regulations, (2) push back on overly-prescriptive or harmful regulations, and (3) 
demonstrate that the organization is meeting the ‘spirit of the law’ rather than simply using a ‘checking-
the-boxes’ approach (i.e., implementing regulations because it is required and only doing the minimum that 
is required and thus not actually trying to improve security). 

In terms of implementation, this is the only regulatory impediment we define that directly impacts the daily 
operations of rank-and-file employees. Prior regulatory compliance research has recognized the important 
contributions that individual users must engage in to ensure compliance. For example, Spears and Barki 
(2010) found that employees should be more aware of risks and controls and that they should proactively 
participate in risk management within their business processes. Similarly, Warkentin et al. (2011) identified 
that employees can present a threat to regulatory compliance. Managers need to acknowledge the 
disruption that may occur due to newly-implemented regulations at the business process / employee level. 
More importantly, managers should proactively work to mitigate disenfranchisement or fatigue that may 
occur as employees grapple with newfound operational friction (Cram et al. 2021). 
Fourth, our findings identify that the value of a set of regulations is linked to the maturity of the regulator 
that develops those regulations. A number of prior studies have investigated the development and 
implementation of regulations (e.g., Smith et al. 2010), and these studies acknowledge a variety of issues in 
regulation development. For example, these issues can include the generality of regulations that do not 
account for organizational/industry differences (Siponen and Willison 2009) and the social or political 
influences that can impact regulation development (Backhouse et al. 2006). Our findings support but add 
to these prior findings by further specifying that regulator maturity varies, and as a result, some regulators 
may be more susceptible to these external forces (e.g., political) as they develop regulations. In light of these 
findings, organizations need to acknowledge regulator maturity when determining how to respond to 
regulatory measures, and if organizations find themselves at a higher level of security proficiency than a 
regulator, they may seek to facilitate the maturation process of that regulator. In this way, a symbiotic 
dynamic can be created between organizations and regulators that can advance the overall cybersecurity 
posture of organizations operating in a given industry or geographic area. 
Fifth, our finding that regulatory harmonization can be an impediment to cybersecurity maturity is an 
important perspective in light of prior work. The underpinnings of this finding are based on the premise 
that as organizations are subjected to multiple sets of regulations, it will become increasingly difficult for 
organizations to interpret them, respond to them, allocate resources for them, and prioritize conflicting 
requirements from different sets of regulations. However, in one study investigating how organizations 
choose to violate externally-governed privacy and security rules (Wall et al. 2015), the authors 
hypothetically state that a company in the healthcare space might not violate privacy laws if regulations 
other than HIPAA were in place (i.e., sets of overlapping regulations will make it less likely that an 
organization will violate those regulations). Our findings suggest that a layered approach to regulations can 
actually be harmful and burdensome and that, in general, adding multiple layers of regulations will not 
necessarily equate to improved organizational cybersecurity maturity. 
Sixth, while the costs of cybersecurity investments can be a deterrent for executive approval, organizations 
are compelled to allocate resources to comply with regulations (or decide to deal with punitive outcomes 
for noncompliance). However, the actual benefit of investing in regulatory responses remains unclear. Wall 
et al. (2015) point out that regulatory compliance investments can be too burdensome for smaller and 
medium organizations and that lawmakers do not weigh the potential costs of the regulatory measures that 
they establish. Further, Kwon and Johnson (2013) submit that responding to compliance drivers may waste 
resources and cultivate a mindset of compliance rather than a mindset of security. Our analysis identified 
resource constraints as an impediment to cybersecurity maturity, however, it was not as prominently 
discussed as any of the other factors that we identified (either facilitators or impediments). It is possible 
that as cybersecurity has become a growing priority of organizations of all sizes over time, security budgets 
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have been increased and resource constraints, while still present, are not as constricting as they once were, 
especially for larger organizations. 

Finally, at a higher level, our results provide new insights into the dynamics of regulatory compliance and 
cybersecurity maturity interactions. One prior study investigated this phenomenon in a healthcare context 
and found that the organizations that are more mature operationally tend to focus on actual security 
outcomes while less mature organizations have a propensity to fixate on compliance (Kwon and Johnson 
2013). The authors contend that this is because “many organizations start with compliance and work 
backward to security. Such an approach is the easy short-term path, since coping with uncertain risks is less 
straightforward than working to meet specific, measurable compliance goals” (Kwon and Johnson 2013, p. 
45). Our results resonate with this finding as organizational leadership and accountability are critical to 
ensure that an organization views compliance as a means to the end goal of advancing cybersecurity 
maturity rather than compliance being an end goal in and of itself. In other words, managers and executives 
should guide the organizational narrative to create a culture that avoids a “checking-the-boxes” attitude 
towards compliance and, instead, fosters one that focuses on striving for meaningful security outcomes. 

In addition to articulating the important contributions of this work, we must also acknowledge its 
limitations. First, our conceptualization is based on a set of only 12 interviews and our interviewees 
represent a limited set of industries (utilities, consulting, finance, etc.). Despite seeking a heterogeneous set 
of interviewees, the generalizability of our findings may be limited to the industries our interviewees 
represent. A second limitation of our work is the size of the organizations represented by our interviewees. 
Our pool of participants represents large organizations, which may have different sets of perspectives, 
priorities, expertise, and constraints in terms of how regulatory requirements impact their process, 
resources, etc. Accordingly, our findings should be applied with caution to smaller- and medium-sized 
businesses. Future research should seek to (1) explore how our rich description (a) applies in a variety of 
industry contexts and (b) scales in response to organizational size, and thereby (2) establish a broader set 
of impediments and facilitators of cybersecurity maturity that can be optimized to improve overall 
organizational cybersecurity performance. 

Conclusion 
Organizations are increasingly forced to comply with an ever-expanding landscape of cybersecurity 
regulations, yet, counterintuitively, the frequency and severity of security breaches persist. This research 
represents an effort to better understand the interaction of regulatory compliance and cybersecurity 
maturity. Based on an inductive coding analysis of qualitative data collected during 12 interviews with 
relevant industry experts, we conceptualized ‘leadership & accountability’, ‘extra-organization dynamics’, 
and ‘regulator maturity’ as regulatory facilitators of cybersecurity maturity and ‘interpretation & 
implementation’, ‘regulatory harmonization’, and ‘resource constraints’ as regulatory impediments to 
cybersecurity maturity. Our rich description serves as a valuable standalone contribution answering the call 
for more organization-level cybersecurity research. Overall, these findings can be leveraged as new and 
compelling knowledge in the rapidly evolving, critically important, yet understudied domain of 
organizational-level cybersecurity regulations and serve as a catalyst for future research in this area. 
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