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Abstract 

Background: Employee computer fraud is a costly and significant problem for firms. 
Using the fraud triangle theory, this study explores the extent to which an employee’s 
perception of opportunity, rationalization, and work pressure will contribute to their 
likelihood of committing computer fraud (i.e., intentional, malicious, or while 
motivated through a self-interest gain of information systems (IS) security policy non-
compliance behaviors). 

Method: A model is proposed and empirically validated through survey data 
collected from various industries from 213 computer-using employees with financial 
responsibilities within their organizations in the U.S. 

Results: This study’s findings suggest when individual employees experience high 
levels of work pressure, they may be more likely to commit computer fraud. 
Organizations can guard against this behavior by monitoring their employees’ 
assigned workload and performance expectations to prevent these unwanted 
behaviors. This study demonstrates a need for future research to investigate further 
the motivations employees may have besides financial greed when committing 
different types of computer abuse behaviors. 

Conclusion: This study, based upon the fraud triangle theory, empirically reveals 
the importance of monitoring general work pressure to guard against employees 
committing computer fraud behaviors. Computer fraud behaviors should be 
considered a distinct type of information security violation behavior. 
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Introduction 

As information technology (IT) brings unprecedented advances in communication for all users, 
it also offers greater reach for criminal activities (Ahmed et al., 2019). Undesirable employee 
security-related behaviors have been conceptualized in the information systems security (ISS) 
literature into two broad categories (Hu et al., 2011; Moody et al., 2018; Straub & Welke, 1998; 
Willison & Warkentin, 2013). Employee ISS violations may be entirely unintentional and non-
malicious such as accidental data entry, failing to log off when away from the computer, and 
delaying backup (Stanton et al., 2005). At the other end of the spectrum is insiders’ malicious 
and intentional misuse of computers (Willison & Warkentin, 2013; Willison et al., 2018). These 
particular employees are motivated by personal gain; however, the gain is at an organization’s 
expense. This behavior is termed computer abuse, defined in this study as the unauthorized 
and deliberate misuse of computers inconsistent with accepted business practices (Straub & 
Nance, 1990). Interestingly, according to a 2020 Insider threat report, the types of insider risk 
threats have rose by 47% since 2018, causing over $10 million USD to be spent to resolve 
insider-related incidents (Ponemon Institude, 2020). Over the last decade, among other 
computer abuse behaviors observed, a growing number of companies have encountered 
computer fraud (Bissell et al., 2019) as the unauthorized and deliberate misuse of the 
employing organization’s resources or assets for deception and misappropriation of assets. 
For example, employees have used accounting information systems to violate individual 
privacy, misappropriate assets, and falsify sensitive data (Cooper, 2009). Existing information 
systems (IS) security documents have traditionally focused on examining general security 
non-compliance behaviors. Unfortunately, the specific phenomenon of employee computer 
fraudulent behavior has not received its deserved attention yet, even though there have been 
recent calls for more research focus on this phenomenon (Chatterjee et al., 2015; Crossler et 
al., 2013; Willison et al., 2018). 

Organizational management has found it challenging to answer the following question: “What 
can organizations do to aid in the prevention of IS violation activities?” Researchers have 
argued that the effectiveness of an information security policy (ISP) would be dependent upon 
the specific motivations of the employee as well as the deterrence in place towards conducting 
the specific ISP violation behaviors (Hu et al., 2011; Straub & Nance, 1990; Willison & 
Warkentin, 2013). Past studies have explored possible motivations for employees to engage 
in these malicious computer fraud behaviors. In the extant ISS literature, IS researchers have 
employed the use of several theories to explore the effects of ISP compliance, precisely that 
of non-malicious behavior (D'Arcy et al., 2009; Herath & Rao, 2009; Moody et al., 2018; Myyry 
et al., 2009). For example, studies have examined these non-malicious behaviors under the 
organizational justice theory, deterrence theory, and the techniques of neutralization. 
Organizational justice theory explains how perceptions of fairness or unfairness are created 
within an organizational context (Leventhal et al., 1980; Willison et al., 2018). Individuals who 
feel that their employer has been unfair will be more likely to engage in computer abuse 
behavior. Expanding upon the perceptions of fairness, researchers have examined deterrence 
theory to see what preventative measures organizations can employ. These studies observed 
procedural and technical countermeasures as deterrent mechanisms by increasing the 
perceived certainty, severity, and celerity of punishment for IS misuse (D'Arcy et al., 2009). 
The neutralization theory explains how individuals can overcome social norms and deterrent 
mechanisms which ultimately lead to individuals engaging in deviant behaviors (Siponen & 
Vance, 2010; Sykes & Matza, 1957). These theories have provided insights into our 
understanding of those intentional but non-malicious computer ISP violations. However, there 
is little guidance in understanding the motivations and reasoning behind why employees 
perform intentional and deceptive behavior to extract value from an organization (e.g., 
computer fraud).  

In order to examine the intentional and malicious ISS non-compliance behaviors (e.g., 
computer fraud), this study follows the audit standards used in the worldwide public company 
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accounting oversight board (PCAOB, 2002), which describe three factors that supposedly 
predict the likelihood of fraud within an organization. The fraud triangle is unique to the ISS 
realm, as the theory is used initially to explain intentional fraud. Together, known as the fraud 
triangle, these three factors are opportunity, pressure, and rationalization. The opportunity 
arises for computer fraud when there is an absence of controls, ineffective controls, or the 
ability to override controls. General work pressure may give employees an incentive to commit 
fraud. For example, when employees perceive a general work pressure to report better results 
rather than their actual performance or are unable to complete their daily tasks due to 
unreasonable work deadlines heightening their general work pressures. Rationalization (i.e., 
change in attitude) to commit computer fraud happens when individuals consciously decide to 
use technology to present fraudulent or misrepresented information for personal gain (e.g., 
asset misappropriations). Studies have found that the three dimensions of the fraud triangle 
are all critical in explaining the likelihood of fraudulent behavior in an organization (Mui & 
Mailley, 2015; Sujeewa et al., 2018). An opportunity to commit fraud was found to be the 
necessary condition (Schuchter & Levi, 2016); however, financial pressure was found to be 
most significant in the accountants’ fraud behaviors (Manurung & Hadian, 2013; Skousen et 
al., 2009). In the context of general computer fraud behaviors, we argue that general work 
pressure is the most critical factor. Therefore, this study proposes a computer fraud triangle 
model to explore the research question “will all three elements of the fraud triangle exposed 
to an individual be equally important to predict the likelihood of computer fraud behaviors of 
general employees using an organization’s IS?”  

To answer the research question, we develop and test a model that evaluates the fraud 
triangle elements’ impact on computer fraud intention of general IS users. Based upon a 
survey of 213 computer-using employees with financial responsibilities within their 
organizations in the U.S., the results show that opportunity and pressure are significantly 
positively related to computer fraud intention. The result of this study provides a deeper insight 
into the understanding of employees’ computer fraud behaviors. First, it expands the existing 
ISP violation behaviors literature by focusing on IS users’ computer fraud behaviors. Second, 
the results show employees' computer fraud behaviors are driven by general perceived work 
pressure from the organization, confirming and extending our understanding of fraud triangle 
theory application in the context of computer non-compliance behaviors.     

In the following sections, this study outlines the previous research on computer fraud and 
system security. This study then presents the theoretical model to examine the fraud triangle 
related to the intention of committing computer fraud and present the hypotheses. 
Subsequently, followed by the description of the model discussion Partial Least Square (PLS) 
was employed for data analysis. Lastly, there will be a discussion of the findings, contributions, 
implications, limitations, and future directions for research. 

Literature Review  

IS users in an organization have been considered the weakest link for an organization’s 
information security, especially dealing with computer systems integrating into the business 
process operation (Spears & Barki, 2010; Wang et al., 2015; Warkentin & Willison, 2009). As 
the complexity of these systems grows, organizations risk having their systems compromised 
by both intentional and unintentional acts of organization insiders (Maynard et al., 2018). 
Intentional and harmful acts have generally been classified as computer abuse (Willison & 
Warkentin, 2013); however, not all computer abuse can be classified as computer fraud. Table 
1 highlights the main differences between the three main classifications of ISS violations. 
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Table 1 – Comparison of Computer Fraud and Other Security Behavior Concepts 

Concepts Definitions Examples References 

Unintentional IS 
violations 

Unintentional, not 
malicious, and no self-
interest/financial gain 

Accidental data entry (Loch et al., 1992) 

Intentional but non-
malicious IS violations 

Intentional, non-
malicious, and no self-
interest/financial gain  

Copying sensitive data 
to USB drives, 
Password sharing, 
Failure to log off the 
computer  

(Siponen & Vance, 
2010) 

Intentional and 
malicious IS violations 
(with no self-interest or 
financial gain) 

Motivated with no self-
interest/financial gain 

writing viruses, 
software piracy 

(Vasiu & Vasiu, 2004) 

Intentional and 
malicious IS violations 
(i.e. Computer Fraud) 

Motivated with self-
interest/financial gain 

Revealing confidential 
information to 
outsiders, 
Deleting or altering 
records and files to 
create false 
information for 
misappropriation of 
assets (i.e., 
manipulation of data 
through the use of 
computers) 

(D'Arcy et al., 2009; 
Haugen & Selin, 1999; 
Vasiu & Vasiu, 2004) 

ISS literature has focused heavily on the intentional but non-malicious violations with an 
emphasis on three main countermeasures: security education, training, and awareness (SETA) 
programs, fear appeal, and system monitoring (D'Arcy et al., 2009; Hsu et al., 2015; Johnston 
& Warkentin, 2010). SETA enhances users' risk awareness of their behavior and their capacity 
for technology threat avoidance, which is considered a valuable measure for coping with 
unintentional ISP violation behaviors (Tsohou et al., 2015). For these SETA programs, a 
significant theory behind it is that an organization’s code of conduct influencing their SETA 
programs clarify responsibility and deter unethical behavior (Harrington, 1996; Myyry et al., 
2009). Along with an organization’s SETA program, sanctions and monitoring are also 
effective in responding to intentional but non-malicious violation behavior (Chatterjee et al., 
2015). Using unethical programming behavior to represent this type of behavior, Sojer et al. 
(2014) discovered that informing developers of organizational repercussions to unethical 
programming was more effective than other deterrence methods. As such, deterrence theory 
has been heavily applied to investigate the effects of organizational deterrent measures on 
employee computer misuse (D'Arcy et al., 2009; Herath & Rao, 2009; Hu et al., 2011; Sojer 
et al., 2014). Although these studies and related theories have provided valuable insights into 
understanding the ISP violation behaviors, they did not provide guidance or explanation of 
computer fraud as one specific intentional and malicious behavior for two reasons. First, one 
common assumption for these studies is that employees will not commit a crime because the 
imposed severity of sanctions on information systems misuse might not hold in the context of 
computer fraud (D'Arcy et al., 2009). Second, countermeasures such as the SETA program, 
fear appeal, and system monitoring have been found to increase employees’ work stress and 
further increase their intention for violations (D'Arcy et al., 2014). Computer fraud behaviors 
may be a consequence led by general work pressure placed upon employees by the 
organization.   

In summary, despite the growing interest and research efforts in studying computer abuse-
related behaviors in the ISS literature, some critical questions remain unanswered. Table 2 
summarizes the theories examined in ISS literature relating specifically to computer fraud 
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behavior. The fraud triangle theory specifically takes a holistic point of view from the 
employee’s perspective, providing both individuals and organizational factors to understand 
its influence on one’s intent to commit computer fraud. The understanding of the motivational 
factors for end-users to engage in computer fraud is still limited. Therefore, this study aims to 
fill this research gap by proposing and empirically testing a computer fraud intention model 
based on the fraud triangle theory. 

Table 2 – Theories Explored 

Theory Context of Computer Abuse References 

Organizational Justice 
Theory 

Employee’s incentive to commit 
computer abuse will be impacted by 
their perception of their organizational 
justice/fairness 

(Colquitt et al., 2001; Willison 
et al., 2018) 

Deterrence Theory 

Employee’s intention to commit 
computer abuse will be deterred 
through an organization’s certainty, 
severity, and celerity of their 
information security policies 

(D'Arcy & Herath, 2011; Hoffer 
& Straub, 1989) 

Neutralization Theory 

Employees may engage in 
neutralization techniques to dissuade 
their feelings of guilt and shame when 
committing violations towards their 
organization 

(Siponen & Vance, 2010) 

Fraud Triangle Theory 

Employee’s level of opportunity, 
pressure, and ability to rationalize 
their actions can influence their 
motivation to commit fraudulent acts  

(Cressey, 1953; Dorminey et 
al., 2012) 

Theoretical Development 

The fraud triangle literature has slowly multiplied over the last decade, and its concepts have 
been gradually applied to a wide array of disciplines. The Association of Certified Fraud 
Examiners (ACFE) 2018 Report to the Nation estimates the cost of fraud to be over $7 billion 
in total fraud losses in annual revenues (ACFE, 2018). Anti-fraud efforts have attracted the 
attention of professionals, including but not limited to internal and external auditors, members 
of boards of directors, management, and regulators. To understand why individuals commit 
fraud, many professionals refer to the fraud triangle. The significance of the fraud triangle in 
understanding motivation and its importance is most evident in the Statement on Auditing 
Standards (SAS) 99, Consideration of Fraud in a Financial Statement Audit. The fraud triangle 
has enhanced professionals’ ability to prevent, deter, detect, investigate, and remediate fraud 
(Dorminey et al., 2010). 

In the context of computer abuse, the fraud triangle theory gives this study a theoretical 
framework solely dependent on the employee's perception. The first point of the triangle 
discussed is the incentive to commit fraud. Management may have an incentive or are under 
pressure, which serves as a motivating factor to commit fraudulent acts against the 
organization. Second, circumstances exist, and these employees are placed in a position of 
trust within an organization—for example, the absence of controls and ineffective controls, 
creating a perception of opportunity. Perceived opportunity is the perception that a control 
weakness is present and, most importantly, the likelihood of being caught is remote. Thus, 
perceived opportunity requires the ability to commit the act and to do so without detection 
(Hollinger & Clark, 1983). Third, those involved in committing fraud can rationalize committing 
a fraudulent act. Some individuals possess an attitude, character, or set of ethical values that 
allow them to knowingly and intentionally commit a dishonest act. These rationalizations an 
employee may undergo will neutralize their conduct whether it violates their computer 
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privileges or not. Despite the intention of an otherwise honest individual, any individual can 
commit fraud in an environment that imposes sufficient pressure or incentives. Rationalization 
is an attempt to reduce the cognitive dissonance within the individual (Ramamoorti, 2008; 
Ramamoorti et al., 2009). The greater the incentive or pressure, the more likely an individual 
will rationalize the acceptability of committing fraud. The more excellent the perceived 
opportunity, or the more intense the pressure, the less rationalization it takes to motivate 
someone to commit fraud (Albrecht et al., 1984). 

A representation of the fraud triangle theory is illustrated in Figure 1. This model highlights 
how an individual may separate the perpetration of the crime from the criminal act through 
these factors. As organizations continue to become technologically advanced, employees 
continually rely on computers for their daily tasks. Previous research has shown, individuals 
may participate in occupational fraud by using a computer (Guragai et al., 2017). Systems 
legitimize individual wrongdoing by allowing people to focus on their duties within the system 
without considering the moral impact of their actions (Adams & Balfour, 2014). 

 

 

 

 

 

 

Adapted from Kassem and Higson (2012) 

Figure 1 – The Fraud Triangle  

Opportunity 

Scholars increasingly recognize that individual users play a crucial role in the security of 
information systems (Furnell & Clarke, 2012; Willison & Warkentin, 2013). This is because 
users often represent the weakest link in the security of the organization’s system—if a user 
can be persuaded into breaking information security policies, the security of an entire system 
can be compromised (Siponen & Vance, 2010). The status of users as the weakest link in the 
security chain is fully recognizable by both internal and external users; therefore, individuals 
continually find creative ways to avert technical security controls (Abraham & Chengalur-Smith, 
2010; Vance et al., 2014). Given this reality, researchers and practitioners must understand 
how users perceive and respond to information security risk opportunities.  

Opportunity in the entrepreneurship literature was defined as “alertness to changed conditions 
or overlooked possibilities” (Kirzner, 1979). In this study, we define opportunities for computer 
fraud as a perceived absence of controls, ineffective controls, or the ability to override controls. 
These opportunities can be noticed even by persons who are not actively seeking them. For 
instance, previous research has investigated individuals practicing “safe computing practices” 
such as changing passwords and updating security software (Boss et al., 2015; Workman et 
al., 2008). These studies revealed employees were not proactive in preventing security threats 
unless eminent fear of sanctions were placed upon them. Opportunities are courses of action 
that seek to derive benefits from these changes (Baron, 2006). Individuals may recognize 
these opportunities as an effort to form beliefs regarding whether or not enacting a course of 

Pressure Opportunity 

Rationalization 
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action could lead to benefits (ex: profit, convenience, promotions, and other forms of individual 
or organization gain) (Shepherd et al., 2007). 

Rationalization 

In the investigative context of this study, we build rationalization from Forsyth’s ethical beliefs: 
idealism and relativism (Forsyth, 1980). Forsyth (1980) defines idealism as the degree to 
which individuals assume that desirable consequences can always be obtained when making 
the “right” action, while relativism is the extent to which an individual rejects moral rules when 
making an ethical decision. Both dimensions are important as they have shown to be related 
to individuals' ethical decision-making (Godos-Díez et al., 2015). However, in the context of 
computer fraud, the focus is to gauge an individual’s level of idealism which encompasses 
one’s rationalization to obtain desirable consequences through their actions. This study 
examines an individual’s level of idealism as their individual level of belief of how technology 
should not be used to harm anyone (Chatterjee et al., 2015). Technological idealism is based 
on the notion that any technology-related action should maximize the (good) consequences. 
Typically, using IT unethically increases the likelihood of causing harm to others. For example, 
unethical behaviors such as improper data input result in decreased an organization’s 
revenues. Hence, it can be assumed that individuals with a high level of technological idealism 
would tend to have a negative attitude toward computer fraud behavior. Therefore, our 
interpretation of an individual’s level of idealism will be represented by how an employee using 
an organization’s IS will rationalize their decision making when committing computer fraud.    

Work Pressure 

The pressure part of the fraud triangle is construed as general work-related pressure 
(Cavanaugh et al., 2000; Ganster & Schaubroeck, 1991; Stanton et al., 2001). The U.S. audit 
standard describes it as “employees have an incentive or are under pressure, which provides 
a reason to commit fraud” (PCAOB, 2002). Employees may perceive large amounts of general 
work pressure when faced with the need to report better results than actual performance 
(Albrecht et al., 2008). General work pressure may lead to employees deliberately 
disregarding ISPs due to unreasonable deadlines to finish their assigned work. Employees 
may also experience frustration with work procedures, and therefore need to circumvent 
internal controls to complete their duties on time. General work-related pressure can manifest 
as signs of job dissatisfaction, burnout, accidents, loss of productivity, absenteeism, and 
turnover. Therefore, employees who face unreasonable work deadlines or are given many 
responsibilities with unmanageable expectations are considered to be under general work-
related pressure.  

Previous research has shown that an employee’s informal social learning environment can 
directly influence an employee’s efficacy levels (Gist & Mitchell, 1992; Mathieu et al., 1993; 
Warkentin et al., 2011). Evidence contends that resources provided by a company in support 
of desired security behaviors among their employees will influence the level of employee 
confidence towards information security compliance responsibilities (Leach, 2003). Table 3 
presents the definitions of the fraud triangle element characteristics and the other constructs 
used in this study. 
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Table 3 – Constructs Used in This Study   

Construct Name Definition Source 

Independent Variables  

Opportunity The extent to which circumstances exist when 
there is an absence of controls, ineffective 
controls, or the ability to override control.  

(PCAOB, 2002) 

Idealism The extent to which individuals believe that 
any technology-related action should 
maximize the good without harming another.  

(Chatterjee et al., 
2015; Forsyth, 
1980) 

General Work-Related 
Pressure 

The extent to which a job involves employees 
perceiving general work pressure (i.e., 
dissatisfaction, loss of productivity)  

(Sauter & Murphy, 
1995; Stanton et 
al., 2001) 

Dependent Variable  

Intention to commit 
Computer Fraud 

The extent to which an employee will engage 
in fraudulent behavior connected with 
computerization, someone intends to gain a 
dishonest advantage.  

(Vanasco, 1998) 

There is a growing body of academic security literature with an emphasis on behavioral 
security issues (Siponen & Vance, 2010; Spears & Barki, 2010; Warkentin & Willison, 2009; 
Willison & Warkentin, 2013). By merging the issues examined in the ISS literature with the 
specific risk of computer fraud, this study links numerous factors, including organization 
sanctions, individual dispositions, and security-related attitudes and beliefs. 

Hypothesis Development 

The research model leverages the logic articulated in prior sections of this paper and existing 
research. After reviewing the components of the fraud triangle, computer fraud suggests that 
when employees perceive higher components of the fraud triangle, the more significant the 
intention to commit computer fraud will be.  

The first component of the fraud triangle is opportunity. The U.S. audit standard defines 
opportunity as “circumstances exist, for example, the absence of controls, ineffective controls, 
or the ability of management to override controls – that provide an opportunity for fraud to be 
perpetrated” (PCAOB, 2002). Opportunities for the commission of fraudulent acts are likely to 
manifest themselves when employees sense that they might be safely able to use their 
credentials to circumvent internal IT security controls for purposes of committing computer 
fraud (Nakayama & Chen, 2019).  Perceived opportunity is the perception (1) that a control 
weakness is present, and more importantly, (2) that the likelihood of being caught is remote. 
Therefore, perceived opportunity requires the ability to commit the act and to do so without 
detection (Dorminey et al., 2012). Because one can perceive opportunities within an 
organization at any given point, the following hypothesis has been drawn out:   

H1: Opportunity is positively associated with the likelihood of committing computer fraud. 

The second component of the fraud triangle is rationalization. Rationalization happens when 
individuals who commit fraud desire to do so without incurring negative self-perceptions; they 
will typically seek to rationalize their fraudulent actions to themselves (Dorminey et al., 2012). 
In 1989, Sharp, an early psychologist interested in moral judgment, examined individual 
variations in approaches to moral judgment. This study focuses on the second significant 
dimension of moral judgment, which focuses on idealism in one’s moral attitudes (Forsyth, 
1980). Because one can rationalize or attempt to self-justify their actions to commit computer 
fraud, the following hypothesis has been drawn out:  

H2: Idealism is negatively associated with the likelihood of committing computer fraud.  
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The third component of the fraud triangle is perceived pressure. The subject of unwanted 
pressure has been covered in the organizational and psychological literature (Hay & Gray, 
1974; Rodell & Judge, 2009). This study offers a different avenue for understanding an 
employee’s intent to commit computer fraud—namely, general work-related pressure. General 
work-related pressure manifests when employees are applying self-pressure to meet their 
work deadlines or complete their assigned duties. This introduces security risks as the 
relentless pressure to perform work may result in employees taking risks to respond to this 
pressure (Allam et al., 2014). Employees may perceive little to no control over the perceived 
pressure from the security requirements imposed upon them by the organization (D’Arcy et 
al., 2014). For instance, the time-consuming security requirements may hinder an employee’s 
job and further increase the pressure for employees to circumvent information system controls. 
Many industries require periodic security training sessions that expose employees to new 
security requirements (PricewaterhouseCoopers, 2018). These new requirements may cause 
more risks as employees continually adjust to new requirements with little time to develop a 
normalized work routine. General work-related pressure can be threatening for employees 
and raise perceptions of pressure. Therefore, the following hypothesis has been drawn out: 

H3: Perceived general work-related pressure is positively associated with the likelihood of 
committing computer fraud.  

The resulting research model is illustrated in Figure 2.  

 

Figure 2 – Research Model 

Research Methodology 

Because our model incorporates socially undesirable constructs, making it difficult to find 
organizations that are willing to have their employees partake in such a study. For this reason, 
we used a market research firm to invite participants to our study, which was described as a 
study of daily general work feelings about their job. We instructed the firm to recruit employed, 
computer-using professionals knowledgeable of their organization’s ISPs, and specifically 
given financial responsibilities from their organization located within the United States. Upon 
viewing the email invitation, participants are given detailed instructions on the study. These 
instructions contained strong language that emphasized the time commitment involved and 
the socially undesirable scenarios they will come across regarding computer fraud.  

Participants were paid a small honorarium for taking part in the study. External panelists have 
been used increasingly in IS research (Ayyagari et al., 2011; Bulgurcu et al., 2010) and have 
certain advantages over traditional methods that were key to the study. Panels guarantee 

Fraud Triangle 

Opportunity 

Idealism 

General Work 
Pressure 

Computer 
Fraud Intention 

H1 (+) 

H2 (-) 

H3 (+) 
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respondent anonymity and encourage honest responses to questions that may be subject to 
socially desirable responses, such as those related to computer fraud. Given the difficulty of 
measuring ethical and anti-social behaviors, we used hypothetical wording that encourages 
research participants to be less likely to hide their real intentions and reactions in response to 
the socially undesirable questions (Trevino, 1992).  

According to available statistics, 574-panel members accepted the invitation to participate in 
the survey by viewing the consent agreement and clicking past the first page. Of the 361 
respondents eliminated, 87 were eliminated based on a response of “no” to a question asking 
whether they were aware of what constituted an ISP in their organization (Bulgurcu et al., 
2010). The remaining 274 participants were eliminated either because of response set biases 
(i.e., answers exhibiting certain unlikely patterns, such as all 5s, or the survey completed in 
an unreasonably short amount of time). This resulted in a final sample of 213 participants. 
Table 4 shows additional demographics for these respondents.  

The measurement items in the questionnaire were adapted from existing validated and well-
tested scales in the extant literature. These scales had been proved to have good validity and 
reliability. All scales used in the study are presented in Appendix A. All items were measured 
with 5-point Likert scales in the questionnaire, ranging from “strongly disagree” to “strongly 
agree.” Respondents received a series of questions designed to measure opportunity, general 
work-related pressure, idealism, the perceived cost of following information security policies, 
and the likelihood of committing computer fraud.  

In addition to perceptions of opportunity, general work pressure, and levels of idealism within 
an individual, it is recognized that the behavioral intention to commit computer fraud might 
also be influenced by respondents’ characteristics such as age, gender, education, accounting 
responsibilities, and perception of monitoring within an organization. Workplace training may 
give employees the skills to commit computer fraud within the organization’s information 
system. Therefore, we adopt a generalized with one item for employees to consider the 
computer skillset for employees who may consider committing computer fraud (Parker, 1998). 
The examination of the control variables and their influence on computer fraud intentions 
revealed that none of these significantly influenced how employees may formulate their 
intentions to commit computer fraud. 

Table 4 – Sample distribution by classification 

Gender Count Ethnicity Count Education Count 

Female 122 Caucasian 185 High-school 33 

Male 91 Black/ African 
American 

6 2 year degree 33 

  Pacific Islander 17 4 year degree 82 

  Hispanic/Latino 5 Professional 
degree 

54 

    Doctorate 11 

Total 213 Total 213 Total 213 

Data Analysis and Results 

SmartPLS (version 2.0) serves as the primary statistical tool to analyze the measurement and 
structural models. Partial least squares (PLS) are well suited for the study's predictive nature 
and allow for an assessment of the relative influence of the fraud triangle on the likelihood of 
computer fraud. Convergent validity is generally achieved if three criteria are met: (1) all item 
factor loadings should be significant and greater than 0.70, (2) average variance extracted 
(AVE; the amount of variance captured by a latent variable relative to the amount caused by 
measurement error) should be greater than 0.50 (or the square root of AVE > .707), and (3) 
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the composite reliability index for each construct should be greater than 0.70. All of these 
criteria were met for all constructs. Further evidence of the convergent validity of all remaining 
items comes from their significant t-statistics. Reliability was assessed) using Cronbach’s 
alpha and composite reliability scores, with the recommended threshold of 0.70 being met for 
all constructs. Discriminant validity is verified by the difference between the AVE of a construct 
and its correlation with other constructs. To achieve sufficient discriminant validity, the square 
root of AVE of a construct should be greater than its correlations with all other constructs 
(Fornell & Larcker, 1981). As shown in Appendix C, the criterion for sufficient discriminant 
validity was also met in this study. In addition, since data collection was done through self-
reported measures via a survey instrument, it is important to assess the potential effects of 
CMV. This study employs the Harman’s single factor test, which showed all of the items were 
loaded on a single factor in exploratory factor analysis.   

Afterward, hypotheses were tested through the examination of the structural model. Results 
for the structural model are presented in Figure 3. The results show opportunity and perceived 
general work pressure as determinants of the intention to commit computer fraud, but idealism 
does not. Overall the model explains 19.6% of the variance in the intention to commit computer 
fraud behavior. Table 5 summarizes the results of this study 

 

Figure 3 – Predictive Model Results 

Note: *p<0.1. **p<0.05. ***p<0.01 

Table 5 – Summarized hypotheses testing results   

Path Path coefficient T-Statistic p-value Hypothesis Test Result 

OPP → CFL 0.26 2.58 0.009* H1: Supported 

IDEAL →CFL -0.03 0.25 0.80 H2: Not supported 

GWP → CFL 0.20 2.05 0.04*** H3: Supported 

Note: *p<0.1. **p<0.05. ***p<0.01  

  

Fraud Triangle 

Opportunity 

Idealism 

General Work 
Pressure 

Computer 
Fraud Intention 

R²=0.196 

0.27** 

-0.03 

0.19* 

Control Variables 
 Gender (-0.08) 
 Education (0.01) 
 Computer Skill (0.07) 
 Monitoring (0.18)  
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Discussion 

Based upon the fraud triangle theory, this research examines the factors that may motivate 
an employee’s intention to commit computer fraud. The results from a survey of 214 
respondents suggest that the proposed model can explain substantial variance in the intention 
to commit computer fraud. Specifically, the results revealed that perception of opportunity and 
general work pressure significantly affected behavioral intention (H1 and H3). When an 
individual’s level of idealism is high, their view of the use of technology should be used to 
maximize the good consequences and reduce the harmful consequences. The higher an 
individual’s level of idealism is expected to prevent their intention to commit computer fraud. 
However, interestingly, an individual’s level of idealism did not affect the behavioral intention 
(H2). Our non-significant result indicates the consequences of committing computer fraud may 
be dehumanized through the use of technology, an idea presented in prior research (Postmes 
et al., 1998). Another possible explanation for this is that the intent to commit computer fraud 
may not always be a premeditated act. Therefore, rational thoughts may be absent (Rook & 
Fisher, 1995). Furthermore, no significant impact was found on control variables – gender, 
education, computer skills, and monitoring (Posey et al., 2011). It suggests that computer 
fraud behavior can be explained by factors rooted in the presented theoretical model rather 
than computer monitoring.  

The findings of this study provide new insights and important theoretical implications for 
researchers. First, this study provided evidence on employees’ computer fraud behaviors, 
which is critical but often overlooked in the existing ISS literature. Investigating employee 
behavior motivation is especially important when employees actively seek nonconformance 
opportunities to harm organizational information security. However, the antecedents to actual 
intent to commit computer fraud behavior remain elusive. The finding of this study reveals a 
direct relationship between an individual’s perception of opportunity, general work pressure, 
and their intention to commit computer fraud behavior. This result indicates that intentions to 
commit computer fraud are not entirely stable, and fluctuations in an individual’s intent can be 
partially explained in an employee’s levels of stress and perceptions of the work environment. 
Since the ultimate goal of ISS compliance is to avoid information security threats, literature 
has examined various motivational factors as the reasons why an employee may decide to 
deviate from security policies (Liang & Xue, 2009). For example, the mixture of an individual’s 
self-determination and psychological reactance to controls as intrinsic motivations to willingly 
adopt an organization’s ISPs (Ke & Zhang, 2010; Lowry et al., 2010), and individuals' self-
efficacy to secure organizational information (Johnston & Warkentin, 2010; Vance et al., 2012). 
The finding of this study confirms the importance of motivational factors in determining the 
effectiveness of ISP, as suggested in the existing literature. It also extends our understanding 
of computer fraud behaviors’ critical motivation factor – ISP general work pressure.     

Secondly, from a theoretical standpoint, this study uses the fraud triangle theory as a 
theoretical lens to empirically investigate the intent to commit computer fraud. Previous 
research has examined computer abuse intentions by measuring perceptions of fairness 
through the organizational justice theory (Willison et al., 2018). Others have studied how an 
organization’s information security policies may deter individuals from committing violations 
against an organization (D'Arcy et al., 2009; Herath & Rao, 2009; Hu et al., 2011). Scholars 
have also shed insight on how technology can influence an individual’s unethical IT use 
(Chatterjee et al., 2015; Limayem et al., 2004). The fraud triangle theory offers an alternative 
theoretical explanation, including an individual’s perception of organization controls, work 
environment, and individual’s rationalization regarding technology. Our results suggest 
organizations can alleviate the general work pressures perceived by employees by providing 
proper resources and work performance expectations. The findings in this study suggest there 
is an expansion in the processes of organizations that span across the boundaries of 
organizations, professions, and groups of experts (Miller et al., 2008), showing how ideas 
move across disciplines, specifically in the field of information systems and accounting. This 
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study also implies it may be fruitful for further examination into different aspects of an 
individual's rationalization. This may have additional findings towards computer fraud intention. 
Specifically, it may explain why employees choose not to comply with information security 
policies. 

Implications for Practice 

This study provides valuable insight to organizations and managers. The results suggest 
checking on the employee’s perceptions of an opportunity and work pressure may mitigate 
the intention to commit computer fraud. Traditionally, managers often adopt rewards and 
sanctions to reinforce their ISP compliance behaviors. However, our results indicate that 
employees are practical and care about their own work responsibilities; as a consequence, 
work pressure becomes a critical role in their intention of committing computer fraud. 
Therefore, managers may utilize periodic training for their employees to reduce work stress 
regarding their organization’s information security policies and work demands. Furthermore, 
managers may also evaluate their employee’s work pressure to contribute to a less stressful 
work environment. 

The findings also suggest that organizations should employ different effective information 
security techniques to eliminate computer fraud opportunities instead of relying upon strongly-
worded security policies. Organizations often place strong security policies to enhance 
security compliance behaviors. However, the findings in this study regarding the significance 
of opportunities on determining the individual intention of committing computer fraud indicate 
that having strong security policies may not be enough to prevent intentional and malicious 
non-compliance behaviors. In other words, robust information security policies may deter an 
employee’s perception of an opportunity to commit computer fraud; however, to reduce 
employees’ intentional and malicious non-compliance behaviors, the opportunities for 
computer fraud should be eliminated as much as possible. Management must treat the 
computer fraud opportunities separately from the general security compliance behaviors. 

Limitations and Additional Future Research 

As with many other studies, this study has limitations. Much behavioral security research is 
limited by the use of intention instead of actual behavior as the dependent variable. How 
intention translates to actual conduct is not completely clear, but the limited focus on intention 
is consistent with the majority of information security studies (Paternoster, 2010).  

A second limitation of this study is that respondents self-reported their intention to commit 
computer fraud. Some may conceal their true intentions because they perceive this behavior 
as socially undesirable (Trevino, 1992). One way to alleviate this limitation is to use scenarios 
that provide a more detailed description of a hypothetical employee and indirectly ask about 
the individual's beliefs through the employee's situation in the hypothetical scenario (Siponen 
& Vance, 2010). To enrich the computer fraud literature, future research related to computer 
fraud should consider detailed scenarios.  

Third, comparing the existing general work pressure examined, such as financial pressure 
driven by internal greed or external pressure given by management (Kassem & Higson, 2012), 
this study only examined the employees’ general work pressure. One possible direction for 
future research is to investigate whether other specific pressures play roles in shaping 
employee attitudes toward computer fraud behavior. Finally, this study focused on individual 
factors leading to the intention to commit computer fraud. Still, future research might 
investigate the impact of organizational factors such as sanctions (e.g., facing litigation, 
financial detriments) or rewards on an employee’s attitude towards computer fraud. Another 
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extension of the research along this line can incorporate both individual factors and 
institutional factors (e.g., corporate tone) to explain the computer fraud intentions and study 
the relative importance of those factors in shaping an employee’s computer fraud behaviors. 

Conclusion 

Most computer frauds are perpetrated by people in positions of trust such as accounting, 
finance, and IT functions. Therefore, it is critical to understand the motivation for an employee 
to engage in computer fraud behavior, especially if organizations are to test their security 
policy effectiveness (Bélanger et al., 2017). Based on the fraud triangle theory, this study 
surveyed 213 computer-using employees with financial responsibilities within their 
organizations in U.S., indicating that work pressure plays a critical role in determining their 
computer fraud intention, in addition to opportunity. These findings suggest the importance of 
monitoring the work pressure to guard against employees committing computer fraud 
behaviors and employing different security techniques to eliminate the computer fraud 
behaviors. In summary, when designing an organization's information security policies, 
computer fraud behaviors should be considered separately from other security compliance 
behaviors. 
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Appendix A. Construct and Measurement Items 

Construct and Scale Indicators  

Constructs Items Reference 

Opportunity 

 Having other employee’s information systems’ 

credentials is easy.  

 Having access to other employees’ information systems 

may provide competitive edge.  

 Having access to other employee’s information systems 

may enhance effectiveness of the job.  

 In general, there is an opportunity to exploit the 

company’s information systems. 

(Pratt & Cullen, 
2000) 

Rationalization/ 
Idealism 

 People should make certain that their actions never 

intentionally harm another even to a small degree.  

 One should never psychologically or physically harm 

another person.  

 If an action could harm an innocent other, then it should 

not be done.  

 The dignity and welfare of the people should be the most 

important concern in any society. 

(Forsyth, 1980) 

General Work 
Pressure  

 Overall, I often feel stressful because of my work. 

 Overall, the work allocated to me makes me feel 

stressful. 

 Overall, my work will not stress me out. 

(Greller & Parsons, 
1988; Stanton et 
al., 2001) 

Computer 
Fraud Intention 

 It is highly likely the employees will compromise a 

computer system through computer fraud.  

 The likelihood of computer fraud occurring caused by 

employees is high. 

 In general, the probability of computer fraud occurring 

within the organization will be very high. 

(Hovav & D’Arcy, 
2012) 

Computer Skill 
 Computer skill of employee who is likely to attempt 

computer fraud 
(Parker, 1998) 

Monitoring 

 An employee is closely monitored while using the 

organization’s computer system.  

 The organization closely monitors employee 

performance for errors in the computer system.  

 There is constant surveillance for computer security 

policy violations.  

 There is supervision to see that an employee obeys all 

computer security policies pertaining to their job. 

(Posey et al., 2011) 
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Appendix B. Item Loadings  

Item Loadings 

Item Factor Loading AVE (0.50) Composite Reliability (0.80) t-stat. 

Opportunity 0.58 0.84  
Opp1 .72   6.43 
Opp2 .77   8.12 
Opp3 .73   7.41 
Opp4 .81   14.76 
Rationalization/Idealism 0.71 0.91  
Ideal1 .92   4.43 
Ideal2 .78   3.36 
Ideal3 .89   4.50 
Ideal4 .77   3.14 
General Work Pressure 0.78 0.91  
GenPress1 .95   6.23 
GenPress2 .94   5.88 
GenPress3 .72   4.95 
Computer Fraud Likelihood 0.87 0.95  
CPUI1 .92   36.37 
CPUI2 .93   29.98 
CPUI3 .95   

 
67.68 
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