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Abstract—The traditional power systems are rapidly
digitalized and automated for increased monitoring and control.
This automation of power system communication has made it
possible to monitor and control operations remotely in a plant.
However, this also opens up an exploitation vector for attackers,
after they gain access to the substation network. This scenario can
only be investigated through an in-depth study of communication
protocols and control authority concepts associated with power
system. IEC 61850 has emerged as the most popular protocol for
power system communication. In this paper, we investigate real-
time simulation of power systems with IEC 61850 based
communication, in order to devise a testbed that can be used to
validate false data injection cyberattacks and evaluate their
impact. Based on the results, we discuss possible countermeasures
to such attacks and outline future research directions.

Keywords— cyberattacks, false data injection, real time digital
simulation, IEC 61850, communication protocols, control authority,
countermeasures

I. INTRODUCTION

Nowadays, power systems are being augmented with
remote monitoring and control. On the one hand, this trend
makes it possible to perform operations remotely from a control
center. However, on the other hand, this creates an attack
surface for intruders to attack the system to achieve their
malicious objectives. In modern power automation systems,
protection operations are performed via the generic object
oriented substation event (GOOSE) protocol, as defined in IEC
61850 [1]. However, the standardized communication and
protocols increases vulnerabilities that may be exploited by
cyberattackers.

In present literature, researchers are focusing on either
information technology (IT) or operational technology (OT)
domains to provide novel solutions to various attack scenarios.
For instance, focusing on IT-based solutions, in order to ensure
the integrity of the messages exchanged, there have been
proposals to adopt signatures based on traditional algorithms
such as Rivest—-Shamir—Adleman (RSA) and elliptic curve
digital signature algorithm (ECDSA) [2]. However, since the
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end-to-end (E2E) delays introduced are beyond the acceptable
threshold of 3 ms required in protection commands triggered
via GOOSE, adoption of message authentication code (MAC)
algorithms [3] has been proposed in their stead. Unfortunately,
one of the drawbacks of MAC algorithms is the requirement of
pre-shared keys. Future research pertaining to the safe
distribution of keys or proposing of new algorithms without the
need for pre-shared keys can be investigated [4].

Researchers have also proposed cybersecurity solutions in
the power domain (or, more generally, outside the IT domain).
In such solutions, the communication signals are verified before
implementation at the device end, once they reach the
intelligent electronic devices (IEDs). This verification can be
carried out by various methods, such as getting confirmation
from neighboring IEDs [5]. This confirms the integrity of
messages and rules out the case of some individual
compromised IEDs. This can, once again, happen within the
standard-specified time requirements.

While these efforts help secure different parts of the systems
separately, it is important to analyze security systemically, in
an end-to-end fashion. In order to do so, the first step is to
validate cyberattacks and evaluate their impact on a practical
platform in real time. As it is difficult to conduct all tests on real
system to avoid downtime and damage, alternatives such as real
time simulations and digital twins offer huge potential. Such
digital counterparts of the physical system provide great
flexibility for testing engineers and researchers to implement
and analyze cyberattacks [6]. This can be achieved by a testbed
with the capacity of simulating both power and communication
systems and their interconnection [7]. Many such testbeds are
developed to simulate a cyber-physical system in present
literature [8-10]. In this work, we have developed a novel
methodology to validate cyberattacks and evaluate their impact
on simulated power system in real time. It is achieved by a
testbed which uses open source tools such as Snort and
Wireshark to modify and observe the communication packets
respectively. The packets are exchanged by the network
interface of real time digital environment. The common



practice in recent works is to capture the traffic during fault and
then play it back to the digital simulation for analysis. However,
this testbed is capable of creating a live environment to modify
the IEC 61850 based communication packets in real time due
to the synergy of digital simulation, Wireshark and Snort. The
work deals with the following:
1) Implementation and analysis of GOOSE protocol in
real time digital simulation.
2) Modification of these communication packets to
validate cyberattack in a real case scenario.
3) Discuss appropriate countermeasures to these attacks.
The paper is organized accordingly with section 2 focusing
on communication protocols and control authority used for
power system automation as per IEC 61850. The methodology
to validate cyberattacks in real time is covered in section 3 which
explains the developed testbed for implementation of attacks,
the simulation and modification of GOOSE packets and finally
their impact on a simple electrical system and on a standard
microgrid. Section 4 discusses cybersecurity solutions and
finally section 5 concludes the work with implementation of
countermeasures as a future work direction.

II. TEC 61850 PROTOCOLS AND CONTROL AUTHORITY

The IEC 61850 standard was initially developed for
substation automation systems and later extended to entire
power utility automation systems. In IEC 61850 based
automated systems, the information is exchanged among
different devices and the control centre, using the following
protocols and messages, as defined by the IEC 61850 standard
[11]:
= GOOSE for switching signals from IEDs to circuit
breakers (CBs);

= Sampled measured values (SMV) for measurement values
from merging units (MU) to IEDs;

=  Manufacturing message specification (MMS) to exchange
measurement readings and control commands between
human machine interface (HMI) and IEDs; and

=  Simple network time protocols (SNTP) for
synchronization of IEDs with GPS master clock.

Circuit breakers can be tripped via GOOSE during fault or
maintenance manually from process and automatically from
bay, station and remote level by the operator. To grant
accessibility to operators at different locations and to avoid
conflicts between them, a concept called control authority is
used, which designates an operator’s right to switch a specific
circuit breaker [12]. This implementation is based on an entity
called a switch object (SO), which is a combination of three
logical node (LN) instances, one each from XCBR (or XSWI),
CSWI and CILO as shown in TABLE I and Fig. 1. Information
flow between these LN instances are internal to the model. A
SO takes the control parameters and an interlock logic as inputs.
A particular SO can be mapped to a desired circuit switch in the
simulation for control operations. A remote client can access
the SO for control purposes using the MMS protocol as shown
in TABLE II. Binding of external trip signals (published as
GOOSE messages) to the corresponding circuit breaker is
achieved using a generic input (GGIO LN instance), and done
independently from the SO.

time

TABLE 1. Logical node classes and control parameters as per IEC-61850

Logical Node Class
(IEC 61850-7-4)

XCBR

Description

Circuit Breakers - Switches with short circuit breaking
capability
Circuit Switches - Switches without short circuit

XSwi breaking capability

Switch Controller - Control all switching conditions
CSWI

above process level
CILO Interlocking Function - Enable a switching operation if

interlocking conditions are met

Description
Represents the status of an actual switch at the process
and allows taking over the manual control authority
Enables for more than one originator to hold control

Control Parameter

XCBR/XSWI.Loc
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Fig. 1. Circuit breaker control based on switch object

TABLE II. Switchgear control based on control authority

Control Parameters Control Authority at each Level
Switch Bay Control (]\:/lanual Originator Category (OrCat)
ontrol

))ég\?w‘:t:cc LLNOMitLev | CSWLLoe | CSWLLocSta | Process' Bay Station® | Remote*
TRUE FALSE A I\llltr):lable A ]Yl?:lable //\\lll\gj«g Al{i‘\iied Al{i‘\iied /\l}\z’;\j}:ed
FALSE FALSE TRUE A ]Yl?:lable //\\lll\gj«);i //\\lll\gj«);i Al?g\iied /\l}\(!)(\::ed
FALSE | FALSE | FALSE | TRUE | Migw | alowed | Allowed | Allwed
FALSE FALSE FALSE FALSE //\\lll\gj«);i Al?g\iied Al?g\iied /<\lll‘:)/:}:1
TRUE TRUE A I\llltr):lable A ]Yl?:lable //\\lll\gj«g Al{i‘\iied Al{i‘\iied /\l}\z’;\j}:ed
FALSE TRUE TRUE A ]Yl?:lable //\\lll\gj«);i //\\lll\gj«);i Al?g\iied /\l}\(!)(\::ed
FALSE TRUE FALSE | TRUE | il | Awed | Allowed | lowes
FALSE TRUE FALSE | FALSE | iowes | Alowed | Allowed | Allowes

! Current and voltage transformers (CT/VT) connected to MU
2 Switch controller communicating at process level with MU via SV and CB via GOOSE and MMS
3 Communication with switch controller via MMS

III. METHODOLOGY TO VALIDATE CYBERATTACKS

In order to validate cyberattacks and evaluate their impact
on power system through real time simulation, we develop a
testbed capable of implementing different attacks on power
systems communication protocols, as well as of investigating
their impact on the electrical system.

A. Testbed for implementation and modification of IEC 61850
communication

As we mentioned, IEC 61850 based automated power
systems perform protection and measurement functions using
GOOSE and SV protocols respectively. Based on the current
and voltage sampled values sent to IEDs via SV protocol, they
send control commands to circuit breakers via the GOOSE



protocol. Hence, these two protocols provide protection service
over LAN in modern automated systems and their security is of
paramount importance requiring special attention. If attackers
get access to these communication packets, they can modify
them by applying various attacks to corrupt the measurement
values and protection commands. In such a scenario, operators
will be potentially receiving fake data of the attacker’s choice,
potentially leading them to perform faulty operations.
Attackers, on the other hand, can both manipulate measurement
data (leading to wrong actions by the operators), or directly
attack the protection commands. Keeping this into account, we
implement the following steps:
1) Real time simulation of GOOSE and SV packets
between IEDs,
2) We feed fake data to IEDs through the GOOSE and
SV protocols, simulating a compromised IED
accessed and controlled by an attacker.

We implement these steps in real time digital simulator
(RTDS) [13], which provides the facility through its network
interface card (GTNETx2) to implement two simulated IEDs
behaving as subscriber and publisher communicating via either
the GOOSE or the SV protocols. We use Wireshark, an open
source tool, to observe and analyze these communication
packets [14]. To modify the packets on the fly, we use a
modified version of the open source tool Snort [15], which
enables us to capture genuine messages to subscriber IEDs and
modify them or propagate counterfeit messages. The block
diagram for this testbed is shown in Fig. 2. Each GTNETx2
card has two modules, each capable of simulating one of the
target protocols GOOSE and SV. The workstation on which
Snort is installed captures the packets transmitted by the
GTNETx2 cards, modifies them and sends them back to
GTNETx2 card which is further connected to the processor
simulating the designed electrical model in real time.

The objective of the laboratory testbed is to simulate
different false data injection (FDI) attacks on communication
protocols such as GOOSE, SV, MMS, DNP3 etc. and observe
their impact on the electrical system in real time. The analysis
will pave path for in depth study of various cyberattacks on
power system and their appropriate countermeasures.
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Fig. 2. Testbed with RTDS, Snort and Wireshark

B. Simulation and modification of GOOSE packets

The GOOSE protocol is associated with protection, which
is critical, hence it has been implemented in RTDS by using the
GSE component of the GTNETx2 card at both of its modules
to simulate a publisher and a subscriber IED. The publisher IED
sends four different types of data (X integer values, X binary

Snort

values, a value composed by two bits and a floating point value)
to the subscriber IED. At runtime, in a normal scenario, the data
published by IED 1 is subscribed by IED 2 and vice-versa as
shown in Fig. 3. We simulate a cyberattack in which the
attacker captures the original GOOSE packets and manipulates
them, sending counterfeit messages. In our testbed, the
modification is carried out by using Snort providing it with
control block (gocbRef) and data set (datSet) parameters of the
original captured GOOSE packets. We show an example of this
scenario in Fig. 4. In the example shown, the data published by
IED 1 has been intercepted, and modified data has been
forwarded to subscriber IED 2. In normal conditions, IED 1
sends the data [3 0 1 60] which is received by IED 2 as shown
in Fig. 3; after the attacker’s manipulation, instead, IED 2 is
receiving the false data [9 1 3 22.22] injected by the attacker.
The impact of this situation is significant; for instance, in case
of a fault, a tripping signal would be sent by the control IED to
the protection IED, instructing it to trip the circuit breaker. An
attacker able to manipulate the transmission as shown in Fig. 4
would be able to prevent the protection IED from responding.
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Fig. 3. RTDS runtime for GOOSE communication between IED 1 and IED 2
before the manipulation of packets by the attacker
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Fig. 4. RTDS runtime for GOOSE communication between IED 1 and IED 2
after the manipulation of packets by the attacker

The original and counterfeit GOOSE messages can be
observed in Wireshark as shown in Fig. 5. It shows the original
and modified GOOSE messages with integer data being
changed from 3 to 9, boolean data is being modified from False
to True and same is true for bit-string and floating point data
types. As stNum and sqNum are crucial parameters in GOOSE
packets from security perspective because the first (status)
increments its value from 0O to 1 as soon as the broadcasting
starts. The latter (sequence) initializes from 0 and keeps on
incrementing with each repetition of the same message being



sent (burst mode) until another event (any change in the dataset
of GOOSE packet) occurs. stNum increments its value on any
new event with sqNum initialized to 0 and the broadcasting
continues periodically. It can be observed that the initial
original packet with status 1 and sequence O is captured from
IED 1, modified and sent as new event to subscriber IED 2. It
is reflected in its status which is updated to 2 while the sequence
is reset to 0. The time stamp for original packet published by
GTNETx2 GSE component is older (year 2004) and can be
synchronized to current time with RTDS GTSYNC card,
however we kept it as it is for the sake of easier identification
of original published messages. The modified packet provided
by Snort contains current timestamp (year 2020) corresponding
to workstation’s time clock with Snort installation.

[ Frame 19: 146 bytes on wire (1168 bits), 146 bytd » Frame 23: 146 bytes on wire (1168 bits), 146 byte
» Ethernet II, Src: RTDSTech_@b:d9 (00:50:c2:4f:9bj» Ethernet II, Src: RTDSTech 0b:d9 (0:50:c2:4f:9b]
|~ eoose ~ GOOSE
APPID: 0x0003 (3) APPID: 0x0003 (3)
Length: 132 Length: 132
Reserved 1: 0x0000 (0) Reserved 1: 0x0000 (0)
Reserved 2: 0x0000 (0) Reserved 2: ©x0000 (0)
~ goosePdu ~ goosePdu
GTNET_IED1CTRL1/LLNOSGOSGChO1 gocbRef: GTNET_IED1CTRL1/LLNO$SGOSGCbO1
timeAllowedtoLive: 12 timeAllowedtoLive: 12
GTNET_IED1CTRL1/LLN@$GOOSE_outputs_1| datSet: GTNET_IED1CTRL1/LLNOSGOOSE outputs_1

test: False
confRev: 1
ndsCom: False
numDatSetEntries: 4
~ allData: 4 items
Data: integer (5)

test: False

confRev: 1

ndsCom: False

numDatSetEntries: 4
~ allData: 4 items

integer: 3

v ~ Data: integer (5)
~ Data: boolean (3) - Da (3)
boolean: False
Fig. 5. Original and counterfeit GOOSE packets for IED 1 on LAN port
Since protection functions in IEC 61850 automated systems
are performed by GOOSE packets, it is necessary to discuss and
develop appropriate cybersecurity solutions which can secure
the communication [16]. Similarly, the SV protocol and its
packets can be simulated and modified. For brevity, we omit a
full description of that experiment.

C. Tripping of circuit breaker and its electrical impact

A circuit breaker can be tripped/reclosed by sending a
boolean value of False/True respectively in GOOSE data items.
Consider a simple doubly fed 3-phase system with three buses
(1-3), aresistive load at bus 2, circuit breaker CB1 between bus
1 and 2 and isolator at each end as shown in Fig. 6 from the
Draft (reserved for design) in RSCAD (software counterpart of
RTDS) and intended to observe the electrical impact when the

circuit breaker is tripped in Runtime (reserved for simulation)
of RSCAD.

1] o

) ~l- C— AR
[ { 8 > W ] Clyy Ol
[ - > l HRICRY s

Es231 467621KV

kV229.78288E &=

5290

Fig. 6. 3-phase doubly fed system ir; RSCAD Draft with 3 buses, circuit
breaker, isolators and load

The designed model in Draft is compiled and then simulated
in Runtime to observe bus voltages and breaker currents. When
the breaker is closed, due to load connected at bus 2, its voltage
is 229.9 kV while each source bus (1 and 3) have nominal
voltage of 230 kV. Fig. 7 shows sinusoidal 3-phase voltage at
load bus 2 and breaker currents oscillating between [-0.7, 0.7]
kA confirming the breaker is closed with current flow.

IERKA1 [ERKEY IBRKCI

Fig. 7. 3-phase voltage at load bus 2 and 3-phase breaker current when CB is
closed (ON/red)

The breaker is then tripped remotely with the GOOSE
protocol which changes all the bus voltages. Source bus 1
voltage increases to 231.5 kV while source bus 2 voltage drops
to 228.7 kV, both from 230 kV. Load bus voltage decreases
more to 226.8 kV from 229.9 kV and this variation can damage
the sensitive load components connected to this bus if
appropriate protection is not applied. The same scenario can be
observed by 3-phase voltage of bus 2 and breaker currents as
shown in Fig. 8. The breaker currents oscillating between [-4E-
7, 4E-7] reflects its opened status with minimal current flow.

I

E1 IBRK

Fig. 8. 3-phase voltage at load bus 2 and 3-phase breaker currents when CB is
opened (OFF/green)

D. Impact of FDI attacks on Banshee Microgrid

While in the previous two subsections we have showed how
to simulate the modification of GOOSE packets, and the
potential impact of such manipulations on a simple electrical
system, the effect of modified communications on a larger, more
complex electrical system can increase manifold. As an
example, we will discuss impacts on a microgrid widely used as
a benchmark in different studies for real time simulations of
power systems known as Banshee microgrid, shown in Fig. 9
[17]. Tt consists of three areas fed by three radial feeders
connected to the grid. The areas can be interconnected through
normally opened (N.O.) tie switches and can operate under
either grid connected or islanding modes. The main breaker to
each area can be tripped by a simple GOOSE packet with
boolean data set as False, thus initiating islanding mode. In this
mode, frequency drops, if the area generation cannot adequately
feeds the area load demand in isolation from the grid, further
tripping or load shedding may follow. On a small scale, the
various breakers inside each area can also be tripped to isolate
various power components and devices to introduce
disturbances in the overall system.
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Fig. 9. Runtime single line diagram of Banshee microgrid

The generation assets in the three areas include 4 MVA
diesel in area 1 and 3.5 MVA natural gas fired combined heat
and power (CHP) in area 3, both are based on governor, exciter
and synchronous generator model. Area 2 has 5 MVA
photovoltaic (PV) with 2.5 MVA battery energy storage system
(BESS) based on average value model for converter. The system
contains the following components:

=  Transformers: with primary voltage level of 13.8 kV
stepping down to 4.16 kV, 480 V and 208 V secondary
voltage levels.

= Loads: Dynamic aggregated ones (categorized into
critical, priority and interruptible) and motor loads
(induction motor driving 200 horsepower (hp) chiller
compressor).

= (Cables: modelled with series resistance-inductance
(RL) impedances.

=  Circuit breakers: including synchro-check capability
for main incomers (3 areas) used to connect each area
to the grid. All these breakers including in each area
can be controlled by external trip/reclose signals or
manual push buttons in Runtime of RSCAD.

This system provides the opportunity to investigate
islanding scenarios. The objective in islanding any area is to
observe if generation can keep up with the load demand inside
that area for frequency stability. After islanding, if the
frequency drops, there are controls in place in each area which
will shed the interruptible loads in stages proceeding to priority
loads if required. The operating points of generation assets may
also change in case of islanding, particularly BESS in area 2
shifts to VF mode from PQ mode. Fig. 10 shows the difference
in steps 1 to 5 observed after islanding between areas with
conventional generation (area 1 and area 3) and renewable
generation (area 2). After islanding an area by tripping the main
incoming breaker, the frequency drops and the area struggles to
achieve the nominal frequency. In areas 1 and 3, it is achieved
by shedding the interruptible loads such as 12 in area 1, the
sources also shifts to new operating points and finally the

rotating phasors at the top of each diagram represents the
mismatch of voltage frequency between grid and the area. In
area 3, the battery starts providing power to the area which
changes its operating points and also avoids tripping of
interruptible loads such as I3 in area 2.

As the Banshee microgrid is a perfect fit for power system
studies such as islanding scenarios in real time which is carried
out by remotely tripping area breakers with modified GOOSE
packets in our case, the same system can be extended to study
the effects of other remote cyberattacks on a standard electrical
system. For example, an attacker can corrupt load shedding
controls or prioritize specific distributed energy resources
(DERs) by applying FDI attack between Aggregator (an
equipment responsible for communication with DERs and
optimization to provide economical energy from them) and
DERs to create monopoly for selling electricity. Another
scenario can be a Denial of Service (DoS) attack on the
Aggregator to block available power information from DERs,
resulting in overloading of generation assets for extended
periods of time, leading to their damage or failure.
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Fig. 10. Islanding Area 1 or Area 3 vs. Area 2

IV. DISCUSSION ON CYBERSECURITY SOLUTIONS

In automated power systems, an attacker will first target the
power system network to breach the electronic boundary of the



targeted system. The next point of attack will be the devices and
data flowing in between them. In order to enhance
cybersecurity, various defense mechanisms such as zoning
(physical or network) of power system, securing
communication protocols as per IEC 62351, intruder detection
system (IDS) based on statistics, machine learning (ML) [18]
with integration of artificial intelligence (AI) [19], remote
attestation (software or hardware based), deception technology
such as honeypots and incident response (basically damage
control after the attack) can be deployed by weighing in their
advantages and demerits [20]. Machine learning techniques and
algorithms provide efficient results when applied to network
traffic for anomaly detection [21]. Considering this global
scenario, we define three main categories of countermeasures
to handle the cyberattacks as following:
= T solutions: These solutions mostly deal with the security
of communication data flowing between devices in a
power utility system. Different encryption algorithms and
security measures can be applied in this category to ensure
confidentiality, integrity and  availability  of
communication data [22]. RSA, ECSDA and MAC
algorithms are prime examples which can be employed on
power system communication such as GOOSE and SV
packets to secure the data. These common algorithms have
their merits and drawbacks and novel methods can be
developed based on the principles underlying in them.
= OT solutions: These solutions rely on security at device
level. For example, the critical instructions being received
by IEDs can be authenticated by security filters
implemented inside their firmware. An example of such a
security measure is to get confirmation from neighboring
IEDs to verify that the command being received is genuine
and should be implemented or not. An interesting direction
can be to deploy ML techniques such as decision tree,
Bayesian networks, clustering, Naive Bayes and neural
networks to secure the integrity of IED network [23].
However, these methods should not violate the stringent
time requirements such as of 3 ms in GOOSE.
= Hybrid solutions: The solutions are designed to provide
combined security of devices and data in automated power
system. They are based on a combination of IT and OT
solutions to provide a global and robust cybersecurity
system such as IDS [24] or intruder prevention system
(IPS) to the cyberattacks by securing both the devices and
the communication in between them.

V. CONCLUSION

In this work, a methodology to validate cyberattacks and
evaluate their impact on power systems is established with the
help of a testbed focusing on GOOSE, the most critical protocol
utilized for implementing protection. The protocol has been
implemented and modified GOOSE messages have been sent to
a simulated electrical system in order to observe its impact. This
allowed us to investigate the electrical effects and discuss broad
categories of countermeasures. Based on this validation of
cyberattacks, their impact on power systems and brief discussion
on possible countermeasures, future work will deal with
developing a novel solution to secure devices and

communications inside automated power systems, while
fulfilling the strict performance requirements for these
environments.
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