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Project Summary

The education, skills and experience required for information warfare (IW) warfighters have not been
fully identified. Nor have training programs been evaluated for their capability to support IW force and
systems readiness. This project evaluated Cryptologic Technician - Collection (CTR) and Cryptologic
Technician - Technical (CTT) curricula and supporting directives to help structure a methodology for IW
systems and warfighter readiness assessment. The research considered Ready, Relevant Learning (RRL)
strategies for transition to point-of-need/just-in-time training (United States Fleet Forces Command,
2017), and Advanced Distributed Learning Total Learning Architecture (TLA) for next-generation
curricula delivery (Advanced Distributed Learning, 2020). The curricula review advanced IW readiness
recommendations to update subject areas and delivery capabilities.

Keywords: training, Ready Relevant Learning, RRL, learning management systems, LMS, Total Learning
Architecture, TLA

Background

The Naval Science & Technology Strategic Plan “Warfighter Performance” objective addresses (a) training
technologies to enhance fundamental information-processing abilities in young adults; (b) techniques to
shorten training time, reduce training costs and maximize training impact; and (c) tools and techniques to
achieve ubiquitous, engaging, scenario-based training (Office of Naval Research, 2011). In this project, we
collected and examined CTR and CTT training curricula as part of the IW modernization initiative.
Courses were decomposed into topics by knowledge, skill, and ability (KSA), then into KSA sub-areas by
task. Content was reviewed for learning requirements, instructional design, evaluation, and task
qualification. Next, the context was decomposed into topics and sub-areas to evaluate knowledge
competencies and skill proficiencies.

Findings and Conclusions

CTR and CTT curricula was examined as part of the IW modernization initiative. Recommendations
include content updates to address gaps, and new architecture to address Department of Defense (DoD)
and Department of the Navy (DON) training and distance training objectives. Results were presented in
decision matrices organized by CTR and CTT training competencies across KSA functional areas.

Recommendations for Further Research
Future research may implement the recommendations for training content and assessment updates, and
recommended capabilities for more advanced curricula delivery.
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Acronyms

DoD  Department of Defense

DON Department of the Navy

CTR  Cryptologic Technician - Collection
CTT Cryptologic Technician - Technical
W information warfare

LMS learning management system

RRL  Ready Relevant Learning

TLA  Total Learning Architecture
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