
Calhoun: The NPS Institutional Archive
DSpace Repository

Faculty and Researchers Faculty and Researchers' Publications

2021

Information Warfare Force and Systems
Readiness Assessment

Maule, Randy W.
Monterey, California: Naval Postgraduate School

http://hdl.handle.net/10945/69833

This publication is a work of the U.S. Government as defined in Title 17, United
States Code, Section 101. Copyright protection is not available for this work in the
United States.

Downloaded from NPS Archive: Calhoun



Naval 
Postgraduate
School

This research is supported by funding from the Naval Postgraduate School, Naval Research Program (PE 0605853N/2098). Approved for public release; distribution is unlimited.

Project Summary 
The education, skills and experience required for 
Information Warfare (IW) warfighters have not been 
fully identified nor have training programs been 
evaluated for their capability to support IW force and 
systems readiness. 

This project evaluated Cryptologic Technician -
Collection (CTR) and Cryptologic Technician -
Technical (CTT) curricula and supporting directives 
and guidance to help structure a process for IW 
systems and warfighter readiness assessment.

INFORMATION WARFARE FORCE AND 
SYSTEMS READINESS ASSESSMENT

Findings and Conclusions

Future Work
 Implement content design and assessment guidance for 

competencies, knowledge, skills, abilities, experience
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Research Objectives
 Assess IW requirements and training objectives for 

CTR and CTT systems and operations

 Structure CTR/CTT courses and training objectives 
into frameworks for IW force and systems evaluation 

 Align metrics for knowledge and skills as the basis for 
redundancy reduction and gap identification

 Evaluate training delivery, assessment, and AI/ML 
techniques for adaptive training and decision support
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 Address identified gaps and institute proficiencies to 
track technology adoption, implementation, training

Evolution to training micro-service mesh for adaptive tactical training

AI/ML algorithm-assisted point-of-need adaptive training

Integrated schoolhouse/tactical training design workflow
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Problem: Current training uses linear course structure
Solution: Augment with dynamic adaptive interactive modules

Problem: Rapidly evolving C5ISRT technologies/knowledge/skills
Solution: Align knowledge competencies/skill proficiencies with tactical operations
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