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Modeling and Anomaly Detection
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e If traffic is known to be heavy-tailed, alternative
Packets per 100 ms

distributions would improve accuracy of traftic

models and anomaly detection systems Improved fit of stable (solid line) over Gaussian (dashed)
distribution to traffic data at onlset of cyber attack.

Methodology

e Use mathematical theory to explain observed
heavy tails and self-similarity
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:  Identify and groom real-world data sets containing
Bl Music Burtering normal and attack network traffic

* Develop and employ alternative anomaly detectors

YouTube Buffering

e using heavy-tailed (alpha-stable) tests
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. . . . detectors against denial-of-service attacks
Device network traffic as a series of impulses, captured 5
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* Alpha-stable anomaly detectors provide up to a 10% -
improvement over Gaussian tests at low false alarm rates (<1%). &
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* Alpha-stable statistics vary significantly between attack and
benign traffic, implying potential for ensemble detectors. o w0 om0 W W w0 20 u0 w0

Stable parameter mu (location) varies
greatly between attack and benign
traffic for 4 different data sets.

Future Work

 Identify and optimize ensemble detectors * Improve the accuracy of the developed alpha-
(combinations of parametric tests) to fully stable aggregation models to improve network
harness the accuracy improvements provided by resiliency and simulation.

alpha-stable distributions.
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