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Abstract. The Robert Koch Institute (RKI) monitors the actual number of COVID-
19 patients requiring intensive care from aggregated data reported by hospitals in
Germany. So far, there is no infrastructure to make use of individual patient-level
data from intensive care units for public health surveillance. Adopting concepts and
components of the already established AKTIN Emergency Department Data registry,
we implemented the prototype of a federated and distributed research infrastructure
giving the RKI access to patient-level intensive care data.
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1. Introduction

Intensive Care Units (ICU) are not only a crucial part of the health system but also an
essential data source for public health surveillance. For the modeling and prediction of
ICU occupancy during the COVID-19 pandemic, German authorities rely on mandatory
reporting of COVID-19 cases and aggregated capacity data from hospitals [1]. Such data
are collected and analyzed by the Robert-Koch Institute (RKI), the German National
Public Health Institute. In the Project SPoCK (Steuerungs-Prognose von
intensivmedizinischen COVID-19-Kaparzitditen), the RKI, cooperating with universities,
aims at improving the prediction of intensive care COVID-19 capacities. The automated
provision of routine data sources on an individual-patient level is expected to enhance
the predictive precision of the models. Furthermore, such data is seen of great value to
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improve public health surveillance in general [2]. Internationally, routine data could also
be re-used for comparative effectiveness research or evaluation of COVID-19
government interventions. However, assessment of data on individual-patient level from
multiple sites is opposed by legal guidelines in the European Union. The General Data
Protection Regulation (GDPR) limits the sharing of sensitive data, typically requiring
explicit patient consent for data processing. Our objective was to develop and operate a
GDPR-compliant research infrastructure for routine data stemming from ICUs, that
enables public health surveillance and other applications through the RKI.

1.1. Background

In Germany, data from the intensive care registry? is used to track the number of COVID-
19 patients requiring intensive care [1]. Aside from structural characteristics of hospitals
that maintain intensive care beds, information on ICU capacities and COVID-19 case
numbers are collected in a central database. For reimbursement, it is also mandatory for
ICUs to collect vital parameters and multiple clinical scores in patient data management
systems. In practice, clinical scores are used to assess the current, disease-related patient
status for individual risk prediction and necessary resources [3]. The predictive value of
these scores has also been demonstrated in patients with COVID-19 admitted to the ICU
[4] and could be used in occupancy models for the management of ICU capacities [2].

These data cannot be used so far because centralized storage of individual health
data under the GDPR typically requires consent which is not feasible for ICU patients
and might cause a selection bias. Privacy-preserving methods are usually used to access
and analyze sensitive medical data for research despite data protection regulation. Two
strategies are common to make use of data; either algorithms are distributed to the
decentralized data and only anonymous results are aggregated [5,6] or only data that can
be considered anonymous is aggregated (as in the intensive care registry) [7,8].

The AKTIN (Alliance for information and communication technology in intensive
care and emergency medicine) Emergency Department Data Registry demonstrates, that
such an evaluation is possible using a federated and distributed research infrastructure
based on decentral data warehouses for anonymous aggregation or distributed computing
[7-9]. Employing the concepts and software solutions of the AKTIN Registry, we
implemented a data management infrastructure for the evaluation of ICU routine records
for health surveillance, the so-called SPoCK Data-Infrastructure.

2. Methods

The methods for concepting the SPoCK Data-Infrastructure are based on the specific
requirements for data capture and general requirements for sustainable operation.

2.1. Specific Requirements for data capture

The RKI required fast and actual access to patient-level data from multiple German ICUs
for public health surveillance of COVID-19. The central analysis of structured reports
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by the RKI was mandatory, as the data needs to be analyzed together with pre-existing
surveillance models. Thus, standardized processes for retrieval, transmission, and
analysis of collected data were necessary. Semantically and syntactically comparable and
compatible data were required. Finally, participating ICUs needed the tooling and
implementation guidelines to store data and render it accessible for central pooling.

2.2. General Requirements

The handling of the health data is subject to legal and ethical constraints varying from
country to country. In the European Union and under the GDPR, consent is mandatory
for processing health data, if opening clauses are not in place. Under the premise of
proper technical and organizational measures, health data may be processed for reasons
of public interest such as health surveillance (Art. 9 (2) (i), GDPR). Integration into
national and international research efforts is mandated for sustainable infrastructure
projects. The generic concepts of the telematics platform for medical research networks
[10] and the German medical informatics initiative [11] determine a national state of the
art. Common technologies, terminologies, and data models are obligatory for integration
into international research efforts.

3. Results

The general and specific requirements of the data collection match the requirements of
the AKTIN Registry [9]. For setting up the SPoCK Data-Infrastructure in a short time,
components of the AKTIN Registry were therefore modified to suit the use case. As there
were only minor resources for data collection in participating hospitals, we restricted
data to routine records collected for billing purposes. We aligned our concepts with
recommendations for data protection for medical research networks in Germany [10].
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Figure 1: Federated and distributed research infrastructure of the Project. (1) The IT Team creates a query. (2)
The query is distributed by the broker software to participating ICUs and can be checked (3) locally. (4) The
SPoCK data warehouse (DWH) submits the results of the query to the broker software, anonymized data
exports are pooled. (5) Data are delivered to the RKI.

3.1. Concept
We used the pre-existing software solutions of the AKTIN infrastructure for distributed

data collection and federated data storage (c.f. Fig. 1). The used components are not
connected to the AKTIN Registry but form a separate infrastructure. Data are stored in
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modified instances of AKTIN data warchouses that employ an individual SPoCK import
script [7,9]. The import script consists of an Extract-Transform-Load (ETL) pipeline
employing Logical Observation Identifiers Names (LOINC) and Codes and
Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT) for annotation
in i2b2. A modified instance of the AKTIN Broker can be used to query data. The data
warehouse software is supplied and deployed using Linux-based installation packages.
Using these software components, a data set can be collected continuously and
prospectively for the purposes of public health surveillance in a data warehouse. For
simplicity, required data are exported in a CSV format from the patient data management
system daily and then imported into the data warehouse. Each clinic operates and
administrates the data warehouse on a dedicated server. The ownership of data and
responsibility lies with the respective clinic. For public health surveillance, the data can
be queried centrally via the broker and then evaluated by the RKI. It is the obligation of
participating clinics to ensure that queried data are anonymous (c.f. Fig. 2).

3.2. Implementation

Currently, the framework is being piloted in the first clinic after approval of the ethics
committee’. Data from 13144 cases were imported into the data warehouse. The first
delivery of data to evaluation is intended for the first quarter of 2022. Furthermore, it is
planned to roll out the software to two more clinics operating patient data management
systems from different vendors.

Q
C"i@

PDMS Interface PDMS Database

Observations

Export

4
[
»
<

Import Error
A— g—p
.:iz b2 oa Reject X

AKTIN DWH SPoCK Import Script

Figure 2: Data collection. Data are exported from patient data management system in CSV format using a
repeating Cronjob. Exports are automatically imported into a AKTIN data warehouse (DWH) using the SPoCK
import script which consists of an Extract-Transform-Load (ETL) pipeline.

4. Discussion and conclusions

The primary objective of our work was to enable public health surveillance from patient-
level ICU data. We designed a research infrastructure that is capable of automatically
providing the RKI with such data. We started with data collection and proved feasibility
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in practice. The infrastructure is in operation. We based the infrastructure on pre-existing
software solutions of the AKTIN Registry. The proof was given that the concepts and
software components of the AKTIN Registry can be adapted to other scenarios and are
ready for use in scenarios besides the emergency department. Further, the AKTIN
components carry the potential for the rapid set up of health surveillance protocols. One
advantage is that neither patients’ informed consents need to be collected nor data needs
to be aggregated on client side. As a result, the infrastructure can be scaled more easily
to include data from small and large hospitals nationwide. The only prerequisite is
automatic data provision and the installation of an AKTIN data warehouse. As long as
the same terminologies and data models are used. it is possible to transfer the approach
to other countries; import scripts or interfaces must be adapted accordingly.

Due to financial, organizational, and technical limitations, our work is limited to
data collected from one ICU. Multiple instances have yet to be connected to a research
network to provide data from multiple sites. Currently, data only consists of clinical
scores collected for billing purposes. In the future, the data set needs to be extended and
standardized to guarantee syntactic and semantic interoperability. Industry standards like
HL7 ORO messages or HL7 FHIR resources should be used instead of CSV format to
allow data stemming from any data source, nationally and internationally. Data are only
collected for public health surveillance and cannot be used for health research. However,
the infrastructure could be adapted to allow for potential health research as well.
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