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Abstract

The increased penetration of mobile devices has created opportunities in the health sector and led to
emerging of mobile health systems. As much as the mobile health systems have registered tremendous
progress, they have been faced with privacy and usability issues. Due to the sensitivity of health information,
there is an ethical need to equip mobile health systems with adequate privacy measures. However, these
systems should also be useable by the intended users. Even though many researchers are working on
solutions, the issues still persist. External factors such as cultural differences have also contributed to the
issues, yet they have been under researched. In this article, we conduct a systematic literature review of
22 articles, categorize and present privacy and usability issues and possible solutions. We then discuss
the relevance and implications of external factors to the findings on privacy and usability. We end with
recommendations to address these external factors.
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Introduction

With the rapid reduction in the cost of mobile devices—especially in developing countries—the
likelihood of increased penetration of these devices in the near future is high. Mobile technology
has created opportunities in banking, social media, dissemination of information (using bulk SMS)
and health systems among others. Mobile health (mHealth) systems are gradually gaining
popularity in regard to patient follow-up, communication and lifestyle management. There are a
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number of mobile devices that have been used in mHealth such as mobile phones (cell-phones and
smart phones), tablet computers and mobile internet devices (MID) among others. Despite the
availability of various mobile devices as mentioned above and the successful use of these devices
in healthcare, this research will focus on mobile phones (cell-phones and smart phones). This is
because mobile phones have registered higher user subscription compared to other devices in both
developing and developed countries unlike devices like tablets that are more accessible in devel-
oped countries.!? In addition, research shows that mobile phones have been used more in mHealth
initiatives compared to other mobile devices.? It is important to note that wearable technologies
such as smart watches have also greatly contributed to healthcare recently and are subject of ongo-
ing research.? We will, however, exclude them from this research because they are not highly dis-
tributed as mobile phones, especially in low resource settings.!* Much as the mHealth systems
have registered tremendous progress, they have been faced with a number of privacy and usability
issues such as identity theft, eavesdropping and third-party attacks among others. Different
researchers have come up with solutions such as use of access control security models, user authen-
tication and encryption among others but the issues still persist.

Even though it is fundamental to consider privacy and usability of mobile systems, especially
mHealth systems that deal with sensitive health information, it remains a challenge to strike a bal-
ance between the two. Systems that have emphasized privacy have low usability, while systems
focused on usability are less secure.’ In addition, it is difficult to strike a balance between privacy
of users and the desire to monitor communications by, say governments or attackers looking for
individual gains. For instance, the terror attacks in the United States led to increased monitoring of
communications by the government,®3 thus infringing on the rights of individuals. One example
case is the USA PATRIOT (Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism) Act that was put in place after the September 11 ter-
ror attacks to authorize the interception of wired, oral and electronic communications for the pro-
duction of evidence.? There is also an issue of the inevitable trade-off between authenticity versus
privacy and anonymity versus accountability.

External factors such as limited application development guidelines and differences in cultures
among others have also contributed to privacy and usability issues in mHealth systems. For
instance, in some cultures, people consider sharing of mobile devices normal. The sharing phe-
nomenon has reduced the privacy of users, which has in turn negatively impacted on system usabil-
ity. People who share mobile devices tend to avoid use of mHealth systems that capture sensitive
information.!? This is due to the fear that people with whom they share the devices may have access
to their private information.

Due to the sensitivity of health information, there is an ethical need to equip mHealth systems
with adequate security measures to safeguard patient’s information. However, these systems should
also be usable by the intended users. Much as some of the available mobile systems try to strike a
balance between security of health information and system usability, there is room for improve-
ment. From the literature review, it is evident that substantial research has been done to address
privacy and usability of mobile systems, but fewer researches focus specifically on mHealth sys-
tems. There is also limited research addressing privacy in conjunction with usability, and this is
evidenced by the limited number of documents from literature that address this issue.. External
factors which play an important role in the privacy and usability of mHealth systems have also not
been well researched. There is need for more research that addresses privacy issues in conjunction
with usability issues in mHealth systems while addressing external factors most, especially in
developing countries.

This article is organized into six sections. Section “Methodology” covers the research method-
ology, and in section “Summary of reviewed literature,” we present a summary of the reviewed
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literature. In section “Findings from the review,” we discuss review findings about privacy and
usability issues in mobile systems, external factors that affect privacy and usability and the possi-
ble solutions to these issues. This is followed by section “Discussion” that covers our discussion.
We end with section “Conclusion and outlook™ that entails the conclusion and outlook.

Methodology

In this article, we conducted a systematic review to identify privacy and usability issues in mHealth
systems and external factors that affect privacy and usability. A look at the privacy and usability
issues in mobile systems in general was done before narrowing down to privacy and usability
issues in mHealth systems. The review was done following the procedures of doing literature
review which according to Oates!!' include seven procedural steps, that is, searching, obtaining,
assessing, reading, evaluating, recording and writing the review.

Search strategy for identification of papers

An electronic database search of peer reviewed papers, open search on websites of reliable institu-
tions and personal contact to authors working in the field was done. The databases searched were
PubMed Central (PMC), ACM, IEEE and IRIS; the digital library of World Health Organization’s
(WHO) published material and technical information. Also, we conducted an open search on web-
sites which included WHO, World Vision International and Vodafone Global Enterprise. Personal
information request via email to authors of relevant studies requesting for full texts, additional
information and expertise were sent out. In addition, we checked through reference lists of impor-
tant studies for additional hints.

Search terms were grouped into four categories: privacy specific, usability specific, mHealth
systems specific and external factors specific terms. Each category was used as single term or as a
combination using operators “AND” and “OR.” The following combinations of search terms were
used: privacy issues OR usability issues AND mHealth systems AND external factors.

Inclusion and exclusion criteria

Inclusion criteria. Publications on the subject of privacy issues and usability issues in mHealth sys-
tems and external factors that affect privacy and usability that are peer reviewed and written in
English were included. Reviews of available applications and documentations for particular sys-
tems were also included. Only papers published within the time frame of 2001 and 2016 were
included because our aim was to look out for the current and relevant issues in mHealth technology
which excludes papers that are more than 15 years old due to technological progress.

Exclusion criteria. Studies only mentioned through web pages with limited project information,
editorial discussions, summaries of literature for purposes of commentary and papers that are not
peer reviewed were excluded.

Search results

Our search identified n = 296 publications, of which n =250 were from database searches and n =
46 from website searches and personal contacts with authors. In the first round, we excluded n =
114 articles after deletion of duplicates and revision of language and tittles. In the second round,
we reviewed the remaining n = 182 publications and excluded n = 160 publications because they
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did not meet the inclusion criteria discussed in the previous section. In conclusion, we identified
22 publications that fully met our inclusion criteria and were therefore included in this review.

Summary of reviewed literature

Beach et al.!¢ present privacy and security issues associated with location-aware mobile social
network systems and solutions to the issues. They use a trusted identity server that uses a crypto-
graphic hash function that allows location-based services to query local mobile devices without
disclosing user identity or compromising users’ privacy and security. However, Arapinis et al.!”
use formal methods to model and analyze the security properties of 3G protocols by testing major
operators such as O2, T-Mobile and Vodafone. They demonstrate the unlinkability and anonymity
properties using the automatic verification tool ProVerif. Treese and Stewart® propose an architec-
ture where phones manage the end-to-end encryption of the communications while the network
handles communications among the wireless devices and wireline carriers without knowing the
identity of the users and without persistent identifiers for devices. Bajwa'4 conducts a review of the
barriers to adoption of mHealth systems, security concerns that affect these systems and presents
ways and means of ensuring security of the electronic health information accessed through mobile
devices.

Adhikari et al.!® carry out a systematic literature review and a comparative analysis of the 20
most popular mHealth apps and provide guidelines for the development of mHealth apps with
appropriate security and privacy measures. However, Kotz!® conducted a literature review of
threats to privacy in mHealth technologies and discusses some of the solutions to the identified
threats. Vodafone Global Enterprise?® discuss privacy and security of patient records and mHealth
systems and regulation of mHealth systems and devices based on case studies from USA, Europe
and Japan. However, Arora et al.!? discuss privacy and security concerns in mHealth while compar-
ing them to those in cyber security or internet security and present possible solutions. They further
discuss federal regulations that affect privacy and security of health information.

Zubaydi et al.?! Conduct a survey and discuss the security and privacy issues in current mHealth
systems and countermeasures to the identified issues. Then, Corallo et al.?? give an overview of the
main privacy and security issues in 3G mobile systems, hotspots context and security issues that
may arise by introducing recovery procedures for transactions initiated by mobile users. However,
Kainda et al.’ reviewed current human—computer interaction and security—usability studies and
propose a security—usability threat model for conducting security—usability analyses. Johnson and
Willey?> conducted interviews with clinic employees of six healthcare organizations and field
research with 10 publically traded healthcare firms to identify usability problems and data leaks in
healthcare systems in a peer-to-peer file-sharing network.

Brostoff and Sasse?* analyzed 10 weeks worth of system logs from a sample of 386 users, whose
login attempts were not restricted in the usual manner, and predict that requests for password
reminders could be reduced by up to 44 percent by increasing the number of strikes from 3 to 10.
Al-Saadi et al.?¢ carried out a systematic review of studies on usability challenges and usability
testing in mHealth based on studies between 2007 and 2015. They categorize usability issues into
application-related challenges and device-related challenges. Then, Mourouzis et al.?® merged and
harmonized reports from students who inspected mHealth applications by means of heuristic eval-
uation and cognitive walkthrough and presented usability flaws/pitfalls. Zhang and Adipat® review
studies on usability of existing mobile applications and present issues involved. They propose a
generic framework and provide detailed guidelines on how to conduct such usability studies.
Cummings et al.!3 examined and used a range of mobile application for health and well-being and
discuss security and usability concerns of mHealth systems. They present a consumer-perspective
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framework that guides users on how to choose mobile phones and applications. Furthermore,
Atkinson et al.!® discuss personal privacy and vulnerability of individuals and the legal, social and
technological perspectives. They ask four mobile phone network providers, Orange, T-Mobile, O2
and Vodafone, to identify some privacy issues and the possible solutions.

Findings from the review

Findings from the review have been discussed in three categories, namely, privacy and usability
issues in mHealth systems, possible solutions to the issues and external factors that affect mHealth
systems.

Privacy and usability issues

Literature has confirmed that there is a close link between usability and security of mobile
system. This poses a challenge of developing mobile systems that are highly secure and at the
same time usable.’ Results from the review further show that there are a number of privacy and
usability issues that affect mobile systems, most especially mHealth systems that deal with
sensitive patient information. We have summarized the privacy and usability issues in mobile
systems in Tables 1 and 2.

We have categorized the privacy issues into identity, access and disclosure issues. We look at
identity issues as challenges that emerge as the users try to prove authenticity, for example, through
provision of usernames and passwords. However, we look at access issues as challenges that result
as the users use the services provided by the system, for example, unauthorized access and having
a third party tapping the information exchange as the user interacts with the system. Unlike identity
and access issues, disclosure issues have to do with the personal information of the user, for exam-
ple, as the user tries to transmit information.

Identity issues. K-anonymity is one of the identity challenges which according to Beach et al.!¢
results from use of information from an anonymous user to identify his personality without
consent. For example, use of someone’s preferences such as shared pictures or favorite shop-
ping stores to get his identity. Authentication and linkability attacks are another identity issue
common to mHealth systems.®!7-20 This has to do with who has access to the information in the
system, for example, in health systems that support voice collaboration, it may be hard to iden-
tify if the person/patient intended to get the information is actually the one being communicated
to. Another identity challenge is identity loss, theft or sharing.31%-16¢ Depending on the situation
of the users, their identity may be lost or stolen. For example, a user may lose a phone with
personal information or a notebook in which access information to systems have been written.
In some situations, the user may willingly share identity information, for example, when a user
needs information urgently from the system but at that particular time have no access, they may
be prompted to share their identity information with another person who is willing to help. All
these interfere with privacy of users and the security of the information captured by these
systems.

Access issues. Surveys by Beach et al.!® and Zubaydi et al.?! identified direct anonymity as one of
the access challenges in mHealth systems. Some applications require users to grant access to their
private information such as profile details if they are to access and utilize the services provided
through the system. Eavesdropping is another major issue in mobile systems according to research-
ers.61416.17.21 This ranges from stealing a user’s ID and masquerading as that user, intercepting
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conversations to altering user information among others. Third-party attacks are also prevalent in
mobile system.®!42! For example, an mHealth system may be linked to third parties such web serv-
ers and insurance companies with whom it shares private patient information, and this may violate
the privacy of the user/patient. Sometimes attackers may disrupt flow of information between
users, applications and servers leading to denial-of-service attack. According to Zubaydi et al.,?!
denial-of-service attacks create a bigger negative impact in health monitoring systems whose ser-
vices need to be available all the time.

Disclosure issues. According to the reviewed literature, there are three major disclosure issues affect-
ing mobile systems, that is, audit trails, data security breaches and unprotected consumer data.
6,12,17.18,20-22. Aydit trails such as keeping record of who has downloaded the application, ratings of
application and billing records may be used to identify and violate the privacy of the users.®?! In
some instances, medical personal are able to access and view patient records in the mHealth apps
without the consent of the patients.!® In addition, some applications have trackers that track user
behavior,?! and all these may lead to breach of data security. Most of the applications do not encrypt
the data entered by the users,!8 for example, an intruder can know what the user is suffering from by
just looking at what application the user is using and then check out the details in the app. In addi-
tion, applications with a voice call function show telephone numbers to call recipients which intrud-
ers may use to map to user’s information. Furthermore, transmission of information is often over
airwaves that are not protected,?? and all these may lead to disclosure issues in mobile systems.

Usability issues

We have divided and discussed usability issues in four categories, that is, accuracy, efficiency,
effectiveness and user satisfaction as summarized in the table below.

According to Kainda et al.,® usability can be looked at in four categories, that is, effective-
ness, accuracy, efficiency and user satisfaction. While efficiency focuses on the amount of
time the user takes to complete a task, accuracy is concerned with how accurate the informa-
tion input in the system is. However, effectiveness focuses on the ability of the user to do a
task while satisfaction looks more into the user’s acceptance of the system. There are a number
of issues that affect usability of mobile systems as summarized in the table above and dis-
cussed below.

Accuracy issues. One of the major accuracy issues is memorability and cognition challenges
related to authentication.>?* In most cases, users are required to input their authentication
details such as usernames and passwords with 100 percent accuracy. Moreover, some systems
require use of passwords that are a combination of numeric, text and other complex characters
aiming at enhancing the security of user information. However, memorizing such passwords
may be difficult, especially if the users have many of such systems they are using. This may
prompt the user to frequently request for resetting of passwords or write them down, which may
lead to privacy threats. The screen size and input mechanisms of mobile devices may also inter-
fere with the accuracy of input data.?6-28 Mobile devices have small screens and in most instances
have tedious input mechanisms which may interfere with the accuracy of information the user
inputs. For example, some mobile devices have small buttons which also have various input
functions whereby a user may mistakenly press two or more buttons at the same time leading to
inaccurate data inputs. Moreover, the user may be required to press a similar button many times
to get a certain input, in cases where the input is encrypted such as passwords, the user may end
up inputting inaccurate data.
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Efficiency issues. A slow or fast connectivity may determine the efficiency of a system. Mobile
devices often have slow connectivity which in some cases is unreliable,?®?° and this negatively
impacts applications that rely on connectivity, most especially mHealth applications that deal with
real-time critical information exchange. Also, processing power of a device may determine the
efficiency of the applications it runs. Mobile devices are characterized by low processing power,?%-2
and this increases the amount of time the user takes to complete a task. This may render some
applications inefficient and worse still unusable on devices with very low processing power.

Effectiveness issues. In a systematic review of usability and testing challenges in mHealth by Al-
Saadi et al.,¢ difficult-to-use user interface was ranked as the biggest usability challenge followed
by screen size of the devices. User interfaces allow the user to interact with the system, and there-
fore, if they are poorly designed, they may render the applications unusable. For instance, if the
interfaces have no help function to guide the user on the format of the data required such as dates
and no meaningful error correction prompts, the user may find it hard to complete some tasks. In
addition, if the interfaces require a lot of data input, bearing in mind the size of the screen and input
mechanism of mobile devices, the user may not be able to complete some of the tasks.

User satisfaction issues. User assessment that is not subjective is one of the issues that may hinder
usability of an application.>!3 Regardless of how effective or efficient the system is, user satisfac-
tion determines whether the system will be used or not. It is, therefore, paramount for users to do
a subjective assessment of the application before it is put into use. In addition, how secure the
application is and the ability of the user to identify secure systems also contributes to user
satisfaction.>20-25 Applications that the users perceive as secure are more likely to be acceptable to
users who intend to keep their data private, most especially applications that deal with sensitive
patient information. Furthermore, interfacing issue is another usability issue presented by health
practitioners. They categorize it into two forms, that is, complexity of interfacing with the technol-
ogy and limited interface with patients.?3?6 Health practitioners report reduced physician—patient
interfacing when using mHealth systems and how this may negatively affect their physician—
patient relationships and reduce their satisfaction. Also, complex systems require a lot of training
time and may increase work load for the physicians when trying to navigate the systems.??

External factors that affect privacy and usability of mHealth systems

There are a number of external factors that affect privacy and usability of mHealth systems.
Scarcity of mHealth policies, strategies and standard guidelines for development of mHealth appli-
cations and failure to enforce the few that are available is one of these factors. Most countries have
no mHealth policies and strategies, for instance, in a health debate series by Vodafone Global
Enterprise,3® of all countries worldwide, only one-quarter have a national policy or strategy on
telemedicine. Enforcement is also lacking. This is evidenced by some developers who tend to
ignore privacy measures such as authentication which may be a vital requirement for all mobile
systems that deal with sensitive information. For instance, in a review of 20 most popular mHealth
applications by Adhikari et al.,!® only two apps (10%) required the user to provide user authentica-
tion information before login. Another review of 19 mHealth applications for i0S, Blackberry and
android devices by Kharrazi et al.3! also found that seven of the applications had no security meas-
ures for user authentication. Lack of user authentication may lead to issues like eavesdropping and
identity theft among others. Moreover, some developers share user information with third parties,
in some cases without the user’s knowledge/consent. In the same review by Rajindra et al., 13 apps
(65%) out of the 20 that were reviewed shared user information with third parties such as
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advertisers. This may lead to data security breaches, increase in third-party attacks and linkability
attacks among others.

However, some countries with established policies and guidelines for eHealth also have a
unique set of challenges when it comes to privacy and usability of mHealth systems. For instance,
as a result of frequent terror attacks, some countries have developed national security legislations
that may permit surveillance which may go as far as accessing personal information such as health
information of individuals in case of suspicion.®3233 A good example is in the United States where
the government can impose a mandatory implementation of eHealth systems in some departments
and may have access to health information when the need arises.?* This increased monitoring by
governments violates the privacy of people and may hinder individuals from using health applica-
tions due to fear of having their sensitive health information accessed by the authorities. In addi-
tion, some countries have regulations and guidelines that only cover a subset of mHealth
applications. For example, the Food and Drug Administration (FDA) in the United States only
regulates applications that are likely to pose a risk to patients’ safety if they do not function as
intended.” This leaves out applications designed for record archiving, retrieving and sharing. As a
result, users may not trust the credibility of these unregulated applications and then avoid using
them.

Furthermore, while most developed countries have legal provisions for use of electronic health
systems such as mHealth systems, most developing countries have no privacy and data protection
laws, which makes patient’s information vulnerable to third-party attacks.!>!3-34 This vulnerability
may hinder users from using mHealth systems due to the fear of having their privacy violated.

In addition, cultural differences also affect privacy and usability of mobile systems.?$35 For
instance, in some cultures, sharing of mobile devices is considered normal, and as a result of this
sharing phenomenon, information sent to or/and stored on a shared device may end up being
accessed by people for whom it was not intended. As a result, this sharing phenomenon may dis-
courage a user of a shared device from using an application, especially if that application captures
sensitive information such as health information that the user may prefer to keep private.

Human factors such as age, personality, literacy level and cognitive ability also play an impor-
tant role in usability of systems.?%-28:36 For instance, systems that appeal to the young age brackets
may not appeal to the older age brackets. Likewise, the design of systems meant for people with
low literacy levels or people with cognitive challenges may have requirements that may not apply
to systems meant for people with higher levels of education and good cognitive abilities. For exam-
ple, a system developed for people who cannot read and write may not utilize text formats, but
rather use audio, video and pictorial formats while systems meant for literates may utilize text and
all the other formats. These human factors determine difficulty or ease with which a user will inter-
act with the application and consequently may influence the acceptability of the application.

Finally, economic situations and poor infrastructure may hinder usability of mHealth systems. !0
For example, in some rural settings in developing countries, there is limited access to network con-
nection which may limit use of applications that depend on network connection. In addition, poor
network hinders implementation of mHealth application, a case in point is the HMRI project in
India that had 50 percent of its services via call centers interrupted due to network issues.’
Furthermore, some areas are characterized by power shortages. This implies that people in these
areas may not be able to charge their mobile devices and use them all the time. In rural areas, espe-
cially in developing countries where there is no power or power is unreliable, people charge their
mobile devices at charging centers in trading centers or towns that have generators or other reliable
power sources. This means that these people have no access to their devices during the time when
these devices are at the charging centers. This may discourage owners of these devices from using
applications that require the user to have access to the device all the time. In addition, applications
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that deal with sensitive information such as health information may be avoided by these possible
users because the security of the information and the devices while at the charging centers may be
questionable.

In order to reduce privacy and usability issues in mHealth systems, there is need to address
external factors that have been found to have a negative impact as discussed above. This may
increase privacy of users and in the long run increase acceptability and usability of mHealth
systems.

Possible solutions to privacy and usability issues

We have categorized the solutions based on the issues they deal with, that is, solutions to identity,
access and disclosure issues (privacy issues) and solutions to accuracy, efficiency, effectiveness
and user satisfaction issues (usability issues) as summarized in Table 3.

Solutions to identity, access and disclosure issues (privacy issues). Researchers and developers have
come up with solutions to privacy issues®!%16-22 discussed above. Among the popular solutions is
encryption,'41517-20 which according to Adhikari et al.!® refers to a method of data protection,
whereby data are converted into a form that unauthorized persons cannot easily understand.
Encryption may be used to reduce problems such as eavesdropping and K-anonymity among oth-
ers. Encryption can be achieved by encryption of the data handled by the system or encryption at
the process level. Another popular solution is the use of authentication,!>18-22 such as use of user-
names and passwords. Some have gone further to use double-factor authentication,?® whereby
more personal information such as favorite pet name is requested from the user to ensure that even
when the first level of authentication is broken by a hacker, the personal information may provide
a second level of security. This can solve issues like eavesdropping, identity theft and denial of
service attacks among others.

According to some researchers,®!82! erasing identity, remote wiping and disabling may reduce
privacy issues in mHealth systems. For example, when the user’s phone is lost or stolen, the user
should be able to remotely erase or disable access to the data on that phone. This can go a long way
in eradicating issues like third-party attacks, audit trials and identity loss, theft or sharing among
others. In addition, researchers emphasize access control through use of access control security
models such as role-based access control (RBAC) which limits access to data to legitimate entities
using the mHealth systems.®!31° This may reduce challenges of eavesdropping, data security
breaches and the issue of unprotected consumer data. Use of firewalls and avoiding unsecure Wi-Fi
connections may also increase privacy in systems.!>!418 Unsecured Wi-Fi networks pose a risk of
interception from intruders. However, personal firewalls can intercept and block malicious connec-
tions. Beach et al.!¢ also propose use of logic simplification algorithms, anonymous identifiers and
identity servers to reduce access threats.

Solutions to accuracy, efficiency, effectiveness and user satisfaction issues (usability issues). User
involvement and iterative design are some of the solutions to usability issues.>?8 This involves
improving versions of the system based on the feedback from users. The researchers emphasize
subjective assessment of systems by the users in order to increase acceptability and use of usage
scenarios and threat scenarios to reduce issues like difficult to use user interfaces.5 In addition,
appropriate testing could reduce usability issues>26-28 related to user satisfaction and un-subjective
user assessment. However, a study by Brostoff and Sasse?* suggests that increasing the number of
login attempts may reduce memorability and cognition challenges related to authentication and
this may increase usability. According to the same research, the current policy applied to
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passwords grants users three false login attempts after which the user is blocked. There has been
an increase in the screen size of mobile devices in order to improve the input mechanisms.?6-28
This has been evidenced by the continuous increase in the size of smart phones by the different
manufacturers. For instance, the current Samsung smart phones are much bigger than the initial
Samsung Galaxy S.3® In addition, reducing the amount of data input may increase usability.?
Some developers have adapted mechanisms of reducing the amount of data the user has to manu-
ally input into the system, for example, using drop-down menus to make interaction with the
system less tasking.

Discussion

The review identified a number of issues that affect privacy and usability of mHealth systems. It
also uncovered some solutions that may be used to minimize these issues as discussed in the previ-
ous sections. However, there are also some issues that have no solution yet. The findings show that
there is a trade-off between system privacy and usability. Emphasis on privacy leads to develop-
ment of unusable systems, while emphasis on usability reduces the security component of the
system. There is extensive research on the solutions to privacy and usability of systems compared
to the research on striking a balance between privacy and usability. Findings of the review indicate
that external factors play a significant role in the design and acceptability of mHealth systems
which consequently affect privacy and usability of these systems. For instance, an external factor
like literacy levels may influence privacy and usability of mHealth systems as discussed under the
section on external factors. However, there is limited research on how to tackle the factors in con-
junction with striking a balance between privacy and usability of mHealth systems. This is evi-
denced by the limited literature about the same.

All the nine privacy issues identified under identity, access and disclosure issue categories in
Table 1 had solutions. The solutions range from data and process encryption, user authentication,
use of firewalls and access control security models among others. Some solutions could be used to
address more than one issue. For instance, use of data and process encryption was shown to reduce
privacy issues such as eavesdropping, identity theft and linkability attacks, while user authentica-
tion such as use of usernames and passwords was shown to reduce denial of service attacks and
indirect anonymity problem among others.

However, the review identifies solutions to usability issues that differ from the ones of privacy.
The solutions may be looked at in terms product usability solutions and process usability solutions.
Process usability solutions include user involvement, iterative design, appropriate system testing
among others while product usability solutions include criteria and guidelines that ensure product
usability in terms of reliability, ease to learn, easy memorability and few errors among others.
Some solutions also address more than one issue just like the case of solutions to privacy issues
discussed above. For instance, user involvement and iterative design may eliminate user interfaces
that are not easy to use and increase user satisfaction.

Based on the review, privacy issues and usability issues in mobile systems in general have been
widely researched and to some extent have concrete solutions. However, fewer researches have
focused on mHealth systems specifically. There is limited research on privacy in conjunction with
usability in mobile systems and most especially in mHealth systems where these concepts are
fundamental. Moreover, the existing research approaches that tried to address the issue of striking
a balance between privacy and usability in mobile systems did not focus on mHealth. The remain-
ing few that look at mHealth systems are based on the context of developed countries. That
research cannot often be used as a model for developing countries because of the difference in
external factors such as infrastructure and cultural differences among others. For instance, while
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it may not be common to share mobile phones in developed countries, it is a common practice in
low income and middle income families in developing countries. This sharing phenomenon poses
a new set of privacy and usability issues that require solutions different from those applied in
developed countries. The limited research poses a challenge of how to develop mHealth systems
that are highly secure and at the same time usable, most especially in developing countries. More
research is needed here.

Much as literature identifies many external factors that affect privacy and usability of mHealth
systems and confirms that dealing with external factors may increase usability of mHealth systems
and may also improve privacy of the user, it provides few solutions to these issues. As one of our
contributions, we propose solutions to deal with external factors.

One of the ways of dealing with external factors is by improving awareness and offering train-
ing to users regarding privacy, security and usability of mHealth systems. For instance, implemen-
tation of security measures and letting the users know what, how and where their data are stored
may increase acceptance. Second, applying principles of user-centered design which according to
Oates!! refers to the involvement of users in all phases of system development may also help in
avoiding most of the privacy and usability issues. In this case, feedback from users should be put
into consideration in the various iterative levels of system development. Involvement of users is
more likely to lead to development of applications that are acceptable and increase user satisfac-
tion, which in the long run reduces acceptability and user satisfaction issues. In addition, appropri-
ate system testing should also be done. Testing ranging from functionality testing to usability
testing using both formal and informal methods need to be emphasized. Furthermore, all stake-
holders raging from policy makers, manufacturers to health workers among others should be
indulged in order to come up with security standards, system development guidelines and infra-
structures that support privacy and usability of mHealth systems.

Conclusion and outlook

There is considerable research on privacy issues and usability issues in mobile systems in general
but relatively fewer in mHealth systems. There are also a number of possible solutions to these
issues as discussed in the previous sections. However, with the small number of documents in the
literature combining privacy and usability, it appears that less is being done in addressing ways of
striking a balance between privacy and usability of mHealth systems. External factors, which
according to the review, influence privacy and usability of mHealth systems are also under
researched. There is a need for more research on how to increase privacy in mHealth systems while
considering usability. There is also need to address external factors, especially in the context of
developing countries where, for instance, mobile devices may be shared.

Access control security models such as RBAC have been shown to address some security issues
such as eavesdropping, which improves security of mobile systems. Much as they have to a greater
extent been utilized in mHealth systems, they have major limitations as highlighted by Tolone
et al.3? In an attempt to bridge the gap in research on privacy and usability, in the next research, we
shall focus on security models that are currently used to ensure privacy of users and focus on how
to improve them to encompass and enhance the issue of usability of the systems, especially mHealth
systems. Since external factors such as literacy levels and cultural differences among others have
also been sighted to negatively affect security and usability of mobile systems, we will focus on
cultural factors, and in this regard, we will specifically focus on the culture of sharing devices,
especially in developing countries where this phenomenon is common. So, we shall look at the
possibility of developing a security model that can strike a balance between security and usability
while taking into consideration the specified external factor.
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