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A Personalized and Scalable Machine Learning-Based File Management System

Bansal Veena®, Sati Dhiraj

Abstract: In this work, we present a hybrid image and document filing system that we have built. When a user wants to store a file in the system, it is processed to generate tags
using an appropriate open-source machine learning system. Presently, we use OpenCV and Tesseract OCR for tagging files. OpenCV recognizes objects in the images and
TesserAct recognizes text in the image. An image file is processed for object recognition using OpenCV as well for text/captions process using TesserAct, which are used for
tagging the file. All other files are processed using Tesseract only for generating tags. The user can also enter their own tags. A database system has been built that stores tags
and the image path. Every file is stored with its owner identification and it is time-stamped. The system has a client-server architecture and can be used for storing and retrieving

a large number of files. This is a highly scalable system.
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1 INTRODUCTION

There are many organizations and individuals handling
large volumes of documents. These organizations need to
manage them efficiently without having to deploy expensive
and complicated solutions available. Such an organization
has documents containing text, images, videos and links in
multiple formats in large numbers. Many of the documents
are in paper format, physical media and others are in digital
formats. These organizations need to scan and digitize the
documents fast and process the documents in parallel on
many computers. The documents must be stored in a way that
facilitates retrieval based on content or on the purpose of the
search. A system that retrieves desired documents with a near
100% recall rate and decent precision is desired. For micro
and small organization, the cost of the system is also
important, as they are usually tight on the budget. A massive
parallel storage system does not fit in their budget. In this
paper, a personalized file management system is presented
that has been implemented and tested.

The activities that are part of a file management system
include creating folders, uploading files and folders, naming,
saving, searching and deleting files and folders [1]. There are
many algorithms and techniques to retrieve information that
focus on different aspects of performance. Recall rate,
precision and speed are three main parameters for evaluating
an information retrieval algorithm. Every operating system
provides a directory structure for organizing the data and a
search facility for finding a file by its name. A content-based
image retrieval (CBIR) system focuses on retrieving images
similar to a query image [2]. A text-based image retrieval
(TBIR) system retrieves images that contain the query text.
Images may also be retrieved by querying the objects
contained in the images provided images have been tags
associated with them. Automatic tagging has performance
issues and manual tagging is very expensive. More advanced
systems such as google photos automatically tag images and
provide options to the user to include additional tags.

The command grep on Linux and search on windows can
retrieve all documents that contain the query word in text
documents. It has been shown that people spend more time

navigating than searching as the search results are often less
than satisfactory and search tools are complex [3, 4].
Individuals maintain thousands of files and folders [5] and
the file management system provided by an operating system
is just about adequate [3, 6].

All these systems become inadequate when an
organization is in a business that involves scanning, storing
and processing millions of documents and costs, privacy and
regulations are also issues [3, 7]. There are systems such as
Google file system (GFS) and Apache Hadoop among many
others, which are designed for managing and processing
volume and variety of data [8]. These systems have their own
sharing and scheduling mechanisms. These systems are built
using a client-server architecture. These systems are resource
hungry, complex and expensive.

Micro and small organizations need a lightweight system
to organize the data and facilitate retrieval based on contents
as well as metadata. The scanned documents or images need
to be processed to obtain their contents for retrieval [9]. The
file management system may evolve as newer techniques
become available for extracting the contents of the scanned
images. It is also possible to deploy multiple extraction
processes for better performance. For instance, the system
could deploy two optical character recognizers (OCRs) for
recognizing the text and two image-processing methods to
identify objects contained in a scanned document. Depending
on the area of the strength of each of the processors, the union
of the output will give a superior set of contents. The system
and its components have been described in the next section
followed by a discussion and conclusion in section 3.

2 THE SYSTEM

The system has been built using a client-server
architecture that facilitates scaling and parallel processing.
The client system consists of four major modules- login,
upload, process and search. The server system consists of a
user management module, an upload management module, a
processing management module and a search management
module. The user management module does as the name
suggests and requires no claboration. The upload
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management module manages storage locations, types of
documents that can be uploaded, keeps track of the
documents in the repository and the processes that are
available for extracting contents. The processing module
manages the technologies available for extracting
information and contents of the files uploaded into the
system. The server is also responsible for managing the
repository where the files in the raw form are stored. The
search module is responsible for facilitating the search and
rendering the results.

User
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Figure 1 Data Flow Diagram( DFD) of the Client Module; an oval represents a
functions, two parallel lines represent a data store and arrows indicate flow of data

The schematic diagram of the client system is shown in
Fig. 1. We have used Data Flow Diagram (DFD) notation.
This notation is a part of the unified modeling language. A
function produces an output that goes to a temporary or
permanent data store. The following function is executed
when the required data becomes available in the data store.
DFD naturally reveals processes that can progress in parallel.

2.1 The Upload Module

The system provides a GUI for uploading a file. The
input to the system may be a file that has been generated by
scanning a paper document that may contain text, images or
both. A sample image is shown in Fig. 2.

The input can also be a document that is in digital form.
The user can store a variety of documents in the system. The
documents could be invoices, email, legal documents, mails,
brochures or any other type of document originating from in-

house systems, government agencies, business associates,
legal agencies.

Every document has a Unique Identifier, Document type,
date of upload, identification of the person who uploaded and
document-specific details.

2.2 Processors

As discussed in the last subsection, there are three types
of documents- images that are not editable, pdf files that may
be edited using special editors and documents that are
editable. Each type of document is processed differently.

A scanned file is processed using an appropriate machine
learning tool to extract the contents of the file. Presently, a
scanned file is processed using image detection function of
OpenCV library which is a pre-trained image recognition
system to obtain the objects contained in the image. It is also
processed by Tesseract, an OCR, to extract the structure of
the file and the text contained in the file. The extracted
contents are further processed to obtain information that is
useful for search operations. All stop words, punctuation
marks and words of length two or less are removed. There
are many open source software packages available for
processing images and text images. An organization may
choose other packages such as scikit-image for image
processing and EasyOCR for text image processing.

If the document is in editable form and if the user has
declared the type of the document, the document type-
specific processing is done. For an email, all the fields are
extracted such as to, from, subject, forwarded, date, time,
attachments etc. Attachments if any are also stored in the
repository.

Similarly, an invoice has an issuer, the date of issue,
PAN number, invoice number, amount which are extracted
from the invoice. If the type of the document is not known,
only unique words present in the document are extracted. The
system maintains a list of all unique words and objects. This
list is available to the user at the time of search to pick
keywords for search.

If a document is in pdf format, it is processed using
PyMuPDF to extract the structure and contents of the
document. A multipage file is divided into individual pages
to facilitate search.

The processor outputs the location of each unit extracted.
At the highest level, the location is the file and at the finest
level, it is the line number and the page number. Notice that
we have used pre-trained processors (OpenCV and
Tesseract) and no training is required.

The output of the processors is inserted in a dynamic
relational database MySQL and NoSql database MongoBD.
Information about each file uploaded is also stored in both
databases. The summarized content is stored in a MongoDB
database. The advantage of storing contents in MongoDB is
that search facilities provided by it become available. The
front end assembles the input provided by the user into an
SQL query that is translated into a MongoDB query using the
MongoDB query transpiler.

Every document is saved in its original form as well as
in pdf format. The advantage of saving documents in pdf
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format is that the rendering becomes easy across platforms.
The files are organized into a repository.

2.3 The Search Module

The search module provides a graphical user interface to
the user. It has been built to provide support for regular
expressions. A user can use and, or and negation operations
for constituting a search string. The user first specifies the
type of the files and the system renders additional relevant
fields for the user to fill in. For an invoice, the user can select
the name of the issuer, the range of date of the issue, the
amount range, the range of the upload of the invoices, and a
set of keywords. The set of keywords may be selected from
a dropdown list. The search results are then rendered on the
user screen, which includes a link to the original file.

2.4 Re-processing

There are significant advances being made in the OCR,
Handwriting recognition, object detection and natural
language processing. The server can add more processors and
update its existing processors. Since the system has a
repository of the original documents, the server can process
its entire repository or selected files regularly without
impacting the operations. This is done using batch processing
on idle desktops.

The discussion so far has been centered on uploading
files. However, the system permits a user to upload a folder
also. The structure of the folder is maintained. The objective
of maintaining the folder structure is to take advantage of the
information in folder names and hierarchy. Presently, the
system relies on the security provided by the operating
system and no additional security features have been built.

3 DISCUSSION AND CONCLUSION

There are two parameters on which search results of a
content-based file management system are judged, precision
and recall rate. The precision and recall rate are defined as
follows.

|(relevant documents) N (retrieved documents)|
|(retrieved documents)|

precision =

|(relevant documents) N (retrieved documents)|

recall =
|(relevant documents)|

Let us say, there are 100 files (relevant documents) in the
system that match a query and the system retrieves a total of
90 files (retrieved documents) out of which 60 (relevant
document retrieved) are from the matching files and 30 are
some random files, then the recall rate is 60/100 = 60% and
precision is 60/90 = 66.66%. The system described in this
paper uses OpenCV and Tesseract for processing files for
extracting contents. The recall rate and precision depend on
the efficacy of the processors used. The state-of-the-art for
extracting embedded text is 96.5% precision and 92.3%
recall rate [10]. The image processing techniques are also

improving and state-of-the-art for identifying common
objects is at 77% accuracy [11]. The performance of the
processors that have been used by us is slightly less than the
state-of-the-art. However, the choice of processors is driven
by their maturity and availability.

Since we have used pre-trained and publicly available
processors, the performance of our system depends on the
performance of the processors used. The system doesnot
require separate testing for its performance.

3.1 An Example

Let us say, a user logs into the system and wants to
upload the image shown in Fig. 2. The user declares that it is
an image. The upload module uploads the files and the
processing module is invoked to process the file. First it is
processed by OpenCV [12] that detects an aeroplane and
then it is processed by Tesseract [13] that detects text
N254EK.

Figure 2 An example image that contains text and an object

The information about the file and metadata are stored in
MySQL database. The output of the processers is stored in
MongoDB. Metadata from the image such as Author, Title,
Subject, Keywords, Category, Status and comments get
stored in the MySQL database.

As another example, consider a pdf file shown in Fig. 3.
This is credit card bill in pdf format. The processor is able to
extract metadata about this file including author, creator,
producer, header etc. and almost all the words contained in
the pdf file. A subset of words extracted by PyMuPDF [14]
as shown in Fig. 4. These words, metadata and file
information make it possible to search for the file in multiple
ways. One can search a file by name, its type, nature or by
words and objects contained in the file. One can see that the
output of the processor shown in Fig. 4 would require
removal of stop words, punctuation marks and words that are
less than 3 characters. This example clearly demonstrates the
power of the file management system described in this paper.
The output shown in Fig. 4 is stored in MongoDB to exploit
the power of the search facility of MongoDB. The metadata
is stored in dynamic MySql to enable entry of new metadata.
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Regalia MasterCard Credit Card Statement
HSN Code - 9971

DUPLICATE STATEMENT

HODFC Bank Credit Cards GSTIN : J3AAACHIT02H226

Statement for HDFC Bank Credit Card

Hame  : VEENABAVEAL
Erail - VEENAITEOGMAL COM

Address - HOUSE NO 4070 TYPE-N IIT 33AD STREET INDIAN Card 0003281
INSTITUTE OF TECHNGLOG Y KARSLR 208076 LP
Payment Due Date Total Dues Minimum Amaunt Due
=
ORO2/2022 122500 G000
Credit Limit waitable Credit Limit Aaitable Gash Limit
MNow - The “Awaitsble Credit Limit" shown in his 2atemam G00000 547745 240000
ez ima accaunt chag es incurmed but nat dus. Pleass
e fit atleast e *Mrimum Amaut Due’ reaches us
by e Dus Dt
Opening Paymert/ | Purchamsel | Fmance L oo
Hhe Mnimum Amaunt Due” or Par Amaurt ke than he Balnce T  Credits |  Debits |  Charges
TamalAmoun Due’ is pad, inerest chrges e applicaie
- i ¥ w6 12 6500 125 am 1225600
reciuing baince metod
Ta Hatlist your Credit Card, lagin into Netanking o call
aur phane barking mumbe at Locrte Us * tabin HOFC Mamum
ok websie Overtemit 3 Manthss 2 Manths. Manth
(Creditinfomation Companies (CICs) are approved by the aoa aoa aoa a0 E0m E000
Fleserve Baricof inda o falitnie an effectve and imommed
it risk azzeszment, Bark reserves faright fa nolide
your rirme i the st of defautersand share e ganduct of IMPORTANT INFORMATION

1 NOW ENSBLE! DISSBLE COMTCTLESS, OWUNE. INTERMATIONAL POS TRANSECTIONS
AYTIME WA WY ARDS. NE TEARKING, EVA L WHATSARR

1 FPAY DESCRIFTION MENTIORED M THE STATEMENT DENOTES SMARTRAY BERS
TRANGACTION, IF ANY.

your credit cand acoountwih fiems CICs ad statutory
badies in accomdance wih e CICRequatonihol 2005

Ta knaw e Volutary Codes as presribed by ha * The

Barking Codes and Stncbrds Baard of India (BCSEIY, Vit
“Cur Corporate Commitmem * ink at HIFG Bank weissite

Domestic Transactions
Feature Reward
_Ponts

Date Transaction Description Amount fin Rs)
|
VEENA BANSAL |
5N 141327 RAVEREAL ESTATE PVTL KANPUR z | 120800
MPSPAT. 785 BB Cr
TN 192458 AMAZON SELLERSERVCES MUMBA! £l Eali]
OTOER2 122 AMAZON SELLER SERVICES MUMBA! ] o
0012022 110528 MAKEMY TR I8, FT LTHEW DELHI L] 265 0
12012022 191530 AMAZON SELLER SERVCES MUMBA! 128 P
A2 182125 AMAZON SELLER SERVICES MUMBA! " | 28060

Figure 3 An example of a pdf file

In case you wish to update the personal details please
write a letter to The Manager, HDFC Bank Card
Division, # 8, L B Road, Thiruvanmiyur, Chennai —
600041

Name: VEENA BANSAL

Email: VEENAIITKNP@GMAIL.COM

Address - HOUSE NO 4070 TYPE-IV IIT 33RD
STREET INDIAN INSTITUTE OF TECHNOLOGY
KANPUER-208016 UP

00

GST No:0

01,2022

Note - The "Available Credit Limit" shown in this
statement takes into account charges incurred but not
due. Please ensure that at least the "Minimum Amount
Due" reaches us by the "Due Date". If the “Minimum
Amount Due”™ or “Part Amount”™ less than the

Figure 4 A partial output produced by PyMuPDF for the pdf document shown in
Figure 3

The present system has plenty of room for evolution in
terms of automatic reorganization of the repository,
databases and inclusion of graph databases for representing
interlinking of documents and information. The system can
also be improved by summarizing the contents and
understanding the context of the search based on the user
interaction with the system. Presently, the system can store
audio and video files without any processing. The processor
for audio and video files can be integrated. Additional
information from tables, graphs, and tickers can be captured
using web scraping which allows for searching beyond what
is stored in the system. The demographic data may also be
added to improve search operations. Encryption and masking
of sensitive information in the documents are required and
remain to be done.

In this paper, a personalized filing system has been
described. The system is scalable as it is based on the client-
server architecture and is designed to use the idle computing
resources in the organization without resorting to expensive
hardware.

Notice

The paper will be presented at MOTSP 2022 — 13%
International Conference Management of Technology — Step
to Sustainable Production, which will take place in
Primosten/Dalmatia (Croatia) on June 8-10, 2022. The paper
will not be published anywhere else.
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