
 

 

 

RE-PLATFORMED PLANET? 

THE RISE AND SPREAD OF CHINESE TECHNOLOGY PLATFORM COMPANIES 

 

 

 

 

 

 

by 

Peter D. Raymond 

 

 

 

 

A doctoral thesis submitted to Johns Hopkins University in conformity with the requirements for 

 

the degree of Doctor of International Affairs 

 

 

 

 

 

Baltimore, Maryland 

May 2022 

 

 

 

© 2022 Peter D Raymond 

All rights reserved 

 



ii 
 

Abstract 
 

This thesis seeks to answer the question—what are the implications if Chinese platform 

technology companies1 expand around the world?  To answer this question the research assesses 

whether platforms have powers of influence; if Chinese platforms have such powers; if they do, 

are they using such powers on behalf of the Chinese Communist Party (CCP) outside of China; 

and what might accelerate or inhibit their global expansion.  The research expands on and 

connects current scholarship in a number of fields, among them: geoeconomics, business, 

technology & media, influence operations, and political economy.   

Evidence from a wide range of scholarship, Chinese policy documents, media coverage, and 

interviews provides answers to these questions.  Two frameworks were developed to help 

evaluate platform influence powers and actors.  Findings: Platforms are designed as 

“architectures of influence,” enabling a core set of actors to exert influence through them.  

Chinese platforms, have arguably enhanced influence capabilities because of their partnership in 

building and implementing China’s domestic surveillance and control infrastructure.  Where they 

are expanding globally, there is evidence Chinese platforms are exerting influence on behalf of 

the CCP—and they are expanding rapidly, particularly in emerging markets.  Nevertheless, they 

have not as yet superseded Western platforms’ presence.  However, a number of factors could 

accelerate Chinese platform proliferation—innovation, loss of confidence in Western models, 

technology decoupling, internet standards and governance, and China’s technology stack.  Other 

factors could inhibit their expansion—the current regulatory crackdown in China, impressions of 

 
1 Platforms are technology companies like Google and Facebook whose business models are built on data 
aggregation, algorithms and other properties that give them substantial economic and social influence.  See full  
definition of “platforms” below. 
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China’s domestic and foreign policy actions, weaknesses in China’s soft power, and 

principal/agent effects.  Based on the research and current trends, it is likely that Chinese 

platforms will continue to expand and act even more effectively on behalf of the CCP.  The 

implications of this could be significant at the country level and for the global order.  The thesis 

concludes with policy recommendations and suggested areas of further research.   
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Preface 
  

In the years since the question of Chinese platform proliferation first occurred to me, much has 

changed in the world.  In the nearly two years since I began this research effort in earnest, that 

change has accelerated.  There has been Covid and widespread Covid disinformation, QAnon 

and other conspiracy theories, a Capitol Riot in the US and widespread disinformation on US 

election results, and Facebook whistle blowers revealing how algorithms amplify hate speech, to 

name a few.  In China, a widespread crackdown on platform technology companies took place 

along with the introduction of far-reaching privacy and algorithmic control regulations. In 

Europe, Russia’s invasion of Ukraine scrambled international relations, bolstered the Western 

alliance (at least for now), and tested platform allegiance and powers not just in Russia but 

worldwide.      

These often dramatic events underscore the need to understand not just how technology platform 

companies such as Google, Facebook, Amazon, Alibaba, Tencent and others exert influence in 

our societies, but what the implications of that influence might be depending on whose platforms 

a population is predominantly using.  This research sought to understand those powers of 

influence and the implications if Chinese platforms were pre-eminent in many parts of the world.  

It is my hope that this research provides an initial basis for understanding the increasingly 

powerful role platforms play in shaping the national and international environments in which we 

live, work, play and contest order.   
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Chapter 1: Introduction 
 

Never before has technology permeated society so completely or influenced the dealings of states 

and peoples so intricately as in the present. Yet despite significant experience with the related 

technology, the cyber age remains in a revolutionary condition. We have yet to master the forces 

of change that define our times (Lucas Kello, The Virtual Weapon and International Order, (Kello 

2017, 1)). 

Efforts should be made to build our country into a cyber power… the countries that take 

command of the internet will win the world (excerpts from speeches of Chinese President, Xi 

Jinping (Xin, Feng, and Hu 2021)). 

 

In early August 2020, Bytedance, the Chinese owner of TikTok, was at last getting its legs in 

Indonesia.  With a population of over 300 million, half of whom were under 30, the country was 

a high priority target in the company’s global growth ambitions.  Those ambitions had already 

driven the valuation of the company to $140B, making it the most valuable private start-up 

company (“unicorn”) in the world.   

Analysts ascribed Bytedance’s success to its mastery of certain key digital attributes.  First, the 

company focuses on younger audiences, under the age of 30.  Second, it engineers products that 

go viral quickly, reaching national and global audiences measured in millions.  And third, much 

more than a media platform, Bytedance acts as “an artificial intelligence laboratory that 

specializes in developing algorithms that can match users with content, from video and music to 

news and e-commerce” (CB Insights 2020).  With Bytedance’s algorithmic expertise, a suite of 

powerful apps and Indonesia’s large target population, the country was a must win market.  

Bytedance wasn’t the only Chinese technology company interested in the country, however. 

Indonesia had been a primary target for significant Chinese technology investment for several 

years.  In 2017, China’s pre-eminent online shopping platform and Amazon’s leading global 
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rival, Alibaba, had led a $1.1 billion investment in Indonesia’s e-commerce business Tokopedia 

(Russell 2017). Tencent, China’s largest internet company and like Alibaba, among the 10 most 

valuable companies in the world, had in the same year added to its significant Indonesian 

presence with a $1.2B investment in Indonesia’s Uber rival, Go-Jek (Szmigiera 2021; Shane 

2017).   

In fact, by 2020, more than a dozen of China’s leading internet and technology firms were deeply 

engaged in Indonesia providing broadband and wireless access (Huawei, China Mobile, ZTE…), 

satellite mapping services and ground stations (BeiDou), smart city and surveillance technologies 

(Huawei, HikVision, Meiya Pico…), e-commerce, social media, training and other services 

(Thomas 2021).  Many of these companies were spurred by market opportunities, but they were 

also facilitated by China’s Digital Silk Road (DSR) Initiative.  A part of China’s signature 

foreign policy Belt & Road Initiative (BRI), DSR is the technology component seeking to 

expand markets for Chinese companies while building commercial, social and people to people 

connectivity between recipient countries and China.  DSR offers easy financing, government 

support, and encouragement for Chinese technology company expansion in emerging economies.   

Across the world, countries anxious for investments that propel economic growth are looking to 

technology.  The Chinese companies busy in Indonesia were also busy in numerous other 

emerging markets building the digital infrastructure and software services essential to 21st 

century prosperity. In markets as large as Indonesia, these companies are locked in battle with 

US internet firms such as Google, Facebook, Uber, and Amazon.  In other, less lucrative markets 

for US firms, many Chinese companies go unrivaled.  But the race is about more than market-

share.   
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For Bytedance in Indonesia, things had gotten off to a rocky start. In 2018, the Indonesian 

government had banned its popular app, TikTok, expressing concerns over “negative content” on 

the app.  In the ensuing settlement that returned TikTok to Indonesia, Bytedance agreed to 

increase and improve its moderation, adding a team of censors in Indonesia on top of its already 

world leading algorithmic capabilities which shape what its users see and experience.  With the 

settlement behind it, Bytedance acquired Indonesia’s up and coming news aggregator app, Baca 

Berita (or BaBe).  Applying its algorithmic skills, BaBe was not only growing but Bytedance 

launched in 2019 a “real news” app extension to BaBe to address growing concerns regarding 

the circulation of fake news in the country (Mulia 2019). By all measures, Bytedance was at last 

gaining ground as it sought to keep pace with its Chinese and US competitors in this strategically 

important market.  

Then the Reuters’ news story of August 13, 2020 broke.  Revealing the results of a months-long 

investigation, Reuters reported that Bytedance had been censoring all negative news about China 

on its BeBe news app.  Even government press releases or statements on China, if they contained 

negative news of any kind, were not included in the news service.  Bytedance quickly apologized 

and said it was a training error, but its Indonesian employees were taking instruction from 

Beijing on how to “moderate” content and tweak algorithms to produce acceptable news streams 

(Kelly 2020).  Remarkably, the incident was quickly put to rest apparently by Bytedance’s 

apology and the weight of existing and planned Chinese investments in the country (Greenburg 

2021; Jibiki 2021).   

In today’s world, the companies that control your newsfeed, on-line shopping, ride hailing, social 

media and other digital services have a significant impact not only on what you buy, but what 

you see, ultimately believe, and may take action on.  A number of these “platform companies” 
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have moved from being simple service providers to providing the connectivity infrastructure for 

multiple other internet related services.  In so doing their power and influence has grown.  In the 

US, Google provides the primary search engine no matter your browser.  Google maps are linked 

on many web pages.  Some 40% of the US gets its news through Facebook (Gramlich 2019). 

How online content is moderated, promoted and profiled has become an important consideration 

in the West.   Many cite the ability of these platforms to shape and influence social behavior as 

one of the causes of the US Capitol riots of January 6th, 2021 (Cellan-Jones 2021).  Writing 

before these events, authors José van Dijck, Thomas Poell, and Martijn de Waal, used the term 

“platform society” to “emphasize the inextricable relation between online platforms and societal 

structures.”  They write:  “platforms do not reflect the social: they produce the social structures 

we live in” (Dijck, Poell, and Waal 2018, 2).  A growing body of scholars has concluded the 

same. 2  

As China’s Digital Silk Road (DSR) brings not only Chinese technology infrastructure like 

broadband connectivity or 5G, but Chinese apps, services, and platforms to emerging nations, 

what are the implications if platforms do have the power to deeply shape the “social structure we 

live in,” as Dijck et al suggest?  Is there a risk that as Chinese technologies expand around the 

world, that the perspective and ultimately the actions of people, businesses and governments will 

be shaped by the platforms extant in their digital ecosystems?  What are the powers such 

platforms actually have, how can they be used?  What are the implications if a growing number 

of countries rely on these platforms for trade, finance, social discourse, e-government?  And 

what should be the response from the West if in fact such influence exists?   

 
2 See literature review in Chapter 2.   
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The Question 

This thesis seeks to assess the ability of Chinese platform companies to influence and shape 

perceptions, beliefs and actions among their users outside of China.  In so doing, the research 

expands on current scholarship in a number of areas, among them: geoeconomics, technology & 

media, influence operations, and political economy.  The thesis seeks to elaborate and 

preliminarily test an expanded framework for understanding how these modern technologies 

enable forms of foreign influence in politics, business and society.   

The thesis focuses on modern technology businesses known as “platforms.”  The definition used 

is that as proposed by Dijck, et al in The Platform Society.  This definition encompasses the 

business, technology and sociological dimensions of these technologies.  

An online “platform” is a programmable digital architecture designed to organize interactions 

between users—not just end users but also corporate entities and public bodies. It is geared 

toward the systematic collection, algorithmic processing, circulation, and monetization of user 

data. Single platforms cannot be seen apart from each other but evolve in the context of an online 

setting that is structured by its own logic. A “platform ecosystem” is an assemblage of networked 

platforms, governed by a particular set of mechanisms … that shapes everyday practices. The 

Western ecosystem is mostly operated by a handful of big tech companies (Alphabet-Google, 

Apple, Facebook, Amazon, and Microsoft) whose infrastructural services are central to the 

ecosystem’s overall design and the distribution of data flows (Dijck, Poell, and Waal 2018, 4). 

Platforms such as Facebook, YouTube, and Amazon are familiar to Western audiences and 

analysts.  Having seen the power and influence of these platforms/companies, there is growing 

debate in the US and Europe today on their roles and possible regulation.  Less well known in 

the West—but growing in popularity in many parts of the world--are Chinese platforms such as 

Tencent, Bytedance, and Alibaba.   This thesis focuses on the implications of the spread of these 

and other Chinese platforms around the world.   
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A second term requiring definition is “influence.” Here we look to a definition from the field of 

“Influence Operations” with some important caveats or variations. 

Influence operations are organized attempts to achieve a specific effect among a target audience. 

Such operations encompass a variety of actors—ranging from advertisers to activists to 

opportunists—that employ a diverse set of tactics, techniques, and procedures to affect a target’s 

decision-making, beliefs, and opinions….. influence operations can also be motivated by 

commercial interests rather than conviction (Wanless, Thomas, and Thompson 2020, 4).   

For this study we consider actions that may be intentional, coordinated and campaign-like as 

indicated in the definition, but as importantly, or even more so, we focus on subtle forms of 

influence, arising out of the nature and structure of how platforms operate and the nature and role 

of the Chinese government with respect to Chinese platform owners. 

The hypothesis is that as a result of the way in which platform technology companies operate, 

the greater the degree of pre-eminence (predominance) of Chinese platforms in a country, the 

more positive will be social perceptions of China, the more China-favorable will be political 

positions on matters which China deems sensitive (such as rights in the South China Sea), and 

the more that trade and investment will flow between that country and China.  These are some, 

but not all, outcomes from “influence” that may be exerted through the platforms.  Others 

include influences that exacerbate existing tensions, spark unrest, social discord, or affect 

elections, for example.  There are both subtle and more overt powers of influence that are 

enabled through platforms, from influencing buying behavior to controlling access to vital 

services and even the internet itself.     

Influence is, of course, exerted in many ways in addition to through platforms.  The proposition 

here is not that Chinese platforms are the only means through which influence occurs, but rather 

that they are an overlooked and growing means through which influence also occurs.   
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The fundamental question being asked then is what is the effect of Chinese platform companies 

on social perceptions, politics and business in a given country?  This question can be broken 

down as follows: 

First, can forms of influence be exerted through platform technologies?  Second, if so, how and 

by whom?  Third, is there evidence that China can or is exerting such influence, and to what 

effect?  Fourth, if so, what is an appropriate response from the West?  And fifth, how do these 

findings inform or expand theories of international relations, particularly those of geo-economics 

or economic statecraft?   

The question and research goals are important as Chinese technology companies expand rapidly 

around the world.  While these companies’ growth may be limited in the US and Europe--where 

regulatory controls and the predominance of US platform companies limits their penetration and 

potential--in emerging economies these constraints are fewer. In such circumstances, if Chinese 

influence is as hypothesized, it may contribute to an increasing alignment of these countries to 

China’s interests in business and politics.  This then could have ramifications on issues as wide 

ranging as UN votes to the future of US supply chains to ultimately US power and influence in 

much of the world. 

The research scope is ambitious.  A thesis such as this is designed to posit theory and probability 

backed by current extant research.  Further research is needed to test components of this theory 

and its congruence as a whole.  Nevertheless, the research undertaken to elaborate the theory has 

reached a number of interim conclusions.     
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Findings and Conclusions 

Platforms have and exert powers of influence affecting social discourse, beliefs, and behaviors.  

They can sway elections, buying habits, undermine factual accounts, stir social discord and shift 

political, social and commercial behaviors.  These powers arise out of the role platforms play 

increasingly as vital internet infrastructure and gateways, as well as vital elements in social, 

commercial, governmental and political interaction in modern societies.  And they arise out of 

design characteristics of platforms themselves.   

Social media, search and e-commerce platforms are in-effect designed as “architectures of 

influence.”  They are built explicitly to engage users and keep them engaged through a powerful 

mix of data on those users, stimulation of the brain chemical dopamine, and algorithms which 

continuously test and refine stimulus to enhance user engagement with the platform.  This 

“business logic” of platform technologies gives rise to other levers of influence.  These include 

the ability to surveil users, choke off content or access to content (chokeholds), and the ability to 

purposefully shape and refine what users see and experience (moderation).  The fact that 

platforms are open spaces enabling multiple users to exchange information creates another layer 

through which influence can be exerted by the platform itself or by other actors. 

Five types of actors play key roles in exerting influence via platforms.  These are the platforms 

themselves, users of the platform, the sovereign nation from which the platform originates, the 

host nation where the platform is operating (outside its sovereign territory), and cyber intruders 

or hackers.  These actors may contest and counterbalance each other on the platform, but it is the 

platform business itself which becomes the final arbiter and thus, often, the most critical actor—

enabling, constraining, or exerting influence.   
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China has built some of world’s leading social media, e-commerce and search platforms.  These 

are immersive and deeply compelling digital eco-systems.  Their all-encompassing user 

experiences, data aggregation and algorithmic manipulations are also critical components in 

China’s domestic surveillance and control systems.  Chinese platforms are active, even pro-

active, partners in these systems.  As a result, these platforms have developed and continue to 

develop advanced forms of exerting or enabling influence.  These practices are built into their 

business operations, culture, and technology architecture.   

As these platforms expand beyond China, they bring these capabilities and predispositions with 

them.  Tencent’s WeChat and gaming operations outside of China have both been found to be 

exercising CCP inspired (if not instructed) surveillance and censoring, with meaningful impacts 

on their users.  TikTok, and its parent company, Bytedance, have been exposed as censoring any 

information that could be considered negative regarding China.  This extra-territorial reach of 

China’s surveillance and control infrastructure has been largely overlooked when concerns are 

raised in the West about the global expansion of China’s technology companies.  

Fueled by capital injections, domestic and international competition, and aided by “going-out” 

initiatives such as China’s Digital Silk Road, Chinese platforms have been aggressively 

expanding around the world.  This is especially so in emerging markets where they have natural 

advantages ranging from their “mobile first” designs to integration of e-payments to their 

integration with China’s technology stack being built through the DSR initiative.  Along with 

explicit and far-reaching Chinese government support and encouragement, these companies have 

used a range of methods to expand—service extensions, technology infrastructure, venture 

capital investments and minority and majority share acquisitions.    
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Despite this near frenetic activity, as of 2022, few Chinese platform could be considered “pre-

eminent”3 in countries outside of China.  Western platforms and some local or regional platforms 

dominate search, social media and much of e-commerce.  Unseating incumbent platforms is 

difficult due to strong “network effects” and high “switching costs” for users.  And Chinese 

platforms face a number of additional challenges, not least the recent constraints imposed on 

them under what has been labeled the “tech crackdown” in China—regulatory and other reforms 

in China that are restructuring many of these firms, redirecting their investments and 

undermining aspects of their economic models.   

In the face of these challenges however, Chinese platforms retain a number of advantages over 

Western platforms that may make their ascendence to preeminence less constrained than on first 

glance.  These include market-leading innovations, technology implications of decoupling from 

the West while building out the Digital Silk Road in emerging economies, and efforts to rewrite 

internet governance and technology standards consistent with Beijing’s wishes. The explosive 

emergence and global adoption of Bytedance’s TikTok app, Tencent’s global leadership in 

gaming—a gateway to the metaverse, and Alibaba’s global gross merchandise value in excess of 

Amazon’s, all already point to potential disruption of US leadership in these key infrastructural 

elements of today’s digital societies—at least in emerging economies. 

To what effect?  China’s influence efforts have increased significantly over the past decade.  

These have been most obvious on Western platforms (Xiao, Mozur, and Beltran 2021). Today, 

the CCP runs bots on Facebook and Twitter, hounds and harasses dissidents or those painting a 

negative image of the country, and floods communication channels with pro-China propaganda.  

 
3 Pre-eminent here and throughout the thesis refers to having a significant majority of users in a given country.  It 
does not necessarily mean having a monopoly on users.   
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These efforts are likely to continue, if not increase, as Beijing seeks to exploit free and open fora 

for dialogue, discussion, and dissent in democratic countries.  But when and where Chinese 

platforms become pre-eminent, because of their powerful influence capabilities and the related 

potential control of a nation’s technology stack, the CCP will be much better able to effectively 

muzzle dissent, constrain Western platforms, and reshape public opinion and behavior.   

Exercising this kind of influence could have significant impacts on those countries and more 

broadly on the current international order.  China is more likely to secure the majorities it seeks 

in international institutions such as the UN and global standard setting bodies.  Business and 

trade may shift more demonstrably towards China, not just due to internet connectivity, but due 

to moderation that favors Chinese products, services, and logistics over those of the West.  And 

countries, once friendly with the US, may find their latitude for maneuver, for support of US 

initiatives, constrained or blocked due to China’s control over the gateways to and infrastructure 

of their internet.    

This thesis tackles an expansive, global topic involving the leading companies in the world 

today.  It is not an exhaustive study built on years of meticulous data collection testing each 

hypothesized construct.  Rather it is a theoretical proposition that asked: if platforms have 

powers of influence and Chinese platforms become preeminent in key countries around the 

world, what might be the implications? It found that platforms do have powers, that Chinese 

platforms have powers enhanced by their instrumental role in surveillance and control systems in 

China, that these platforms are expanding, and that while they may not be preeminent today, they 

have the means to become so in the near future.  If they do, they will be a powerful instrument in 

reshaping the world, a world more akin to China’s designs than the one we live in today.     
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Organization of the Study 

The next chapter, Chapter 2, provides an overview of some of the current political, economic, 

business and media theories applicable to platforms and relevant to this research.  It points out 

where current theories stop short of addressing the important and growing role of platforms as an 

element in economic statecraft and cyber studies.  It then details the logic underpinning the thesis 

construct and the plan used to evaluate the key components of that construct and arrive at the 

theoretical formulation and conclusions offered here.  

The study is then divided into three parts: (I) Platforms and Influence; (II) Chinese Platforms, 

Powers, and Proliferation; and a concluding section: (III) Platforms, Powers and Politics.  The 

underlying chapters for each are described below.  

Part I—Platforms and Influence 

Chapter 3:  Platforms and Their Impacts 

Can forms of influence be exerted through platform technologies?  If so, what kinds of influence 

can be exerted?  Most people today would hardly dispute that platform companies (such as 

Google, Facebook, Amazon…) can and do exert influence on individuals, businesses, and 

societies.  This chapter explores the rise of platforms, their increasing importance in the lives of 

connected societies and the types of influence platforms have been shown to exert.  The chapter 

looks at three pre-eminent types of platforms in today’s digital economy: social media, e-

commerce and search.  Not only are these types of platforms popular, but they have become part 

of the essential infrastructure of the internet and the primary means through which individuals 

and many businesses interface with the internet.  While bringing significant benefits to users, 
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these types of platforms also enable or purposefully exert influence over users; influence that can 

shape views, values and behaviors in business, in politics, and in society.   

Chapter 4: Platforms as Architectures of Influence  

How do platforms create and exert influence?  What are the bases for their ability to influence 

and what are the tools they use in doing so?  Our focus is on platforms as they influence users, 

and then as a result influence events, attitudes or actions in a society more broadly.  From this 

perspective, platforms exert influence at the intersection of the technology and users of that 

technology.  Both the technology and the individual are needed.  Platforms have evolved to 

become both intimately knowledgeable about their users and imaginatively capable of harnessing 

that knowledge to influence those users.  Platforms can exert this influence directly through their 

own actions; or others can exert influence by leveraging the platforms’ user insights and 

technology attributes, or affordances.   A model is developed and proposed of the architecture of 

platform influence involving business logic, structural attributes, and leveraged affordances.  

Each of these, inherent to platform design and operation, enable influence by and through 

platforms.   

Chapter 5: Platforms and Actors of Influence 

If platform architectures enable influence, are there key actors who use the platforms to exert 

influence?  This chapter outlines five primary types of actors who use platforms implicitly and 

explicitly for purposes of influence.  It suggests motivations for actors’ behaviors, and actions 

they may take to effect influence through the architecture of platforms.  The chapter includes a 

summary review of what has been covered in Part I about platform influences, bringing together, 

impacts, architectures and actors.  It concludes with a short description of how this analysis lays 
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the groundwork for a focus on Chinese platforms and outlines briefly the key questions and 

contents for the chapters focused on China.  

Part II—Chinese Platforms, Powers, and Proliferation 

Chapter 6: China’s Platform Society 

In Part II, Chapter 6, we look at the unique operating environment of Chinese platforms in their 

home territory, China.  Chinese platform companies are some of the most successful in the 

world, the only viable rivals today to US platforms such as Google, Amazon, Facebook and 

others.   These companies are in many ways more advanced than their US rivals, offering 

Chinese users products, services and experiences that are more immersive, more responsive and 

more integrated than US platforms.  Chinese platforms also operate in an environment of 

significant constraints, of widespread censorship, social credit systems and fierce domestic 

competition.  In order to survive, these platforms have had to partner with the Chinese 

government, trading successful business growth for full participation in China’s Great Firewall 

which controls and contains much of the discourse in the country.  Platforms are active partners 

in China’s growing surveillance and control systems.  Chapter 6 looks at what powers of 

influence these operating characteristics afford Chinese platforms. 

Chapter 7: Chinese Platform Proliferation 

Previous chapters have established that platforms have and enable a wide range of influences on 

their users and their larger societies.  They have also established that Chinese platforms have 

potentially greater powers of influence than Western platforms, given their relationship with the 

Chinese government and their work in supporting surveillance and control systems in that 

country.  This chapter asks: “Are Chinese Platforms expanding around the world, and if so, is 
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there any evidence of them exercising their platform powers on behalf of the CCP?”  It begins 

with the story of AliExpress in Russia, Ukraine and other Russian speaking states as Russian 

forces invaded Ukraine.  The chapter then surveys China’s Digital Silk Road initiative, the 

alignment of Chinese technology expansion with the aspiration of developing nations, and 

specific advantages Chinese platforms may have in expanding to emerging economies.  It then 

documents four primary means of Chinese platform international expansion—service extensions, 

technology infrastructure, venture capital and acquisitions.  The chapter concludes with an 

assessment of how and where Chinese platforms are serving as instruments of CCP power and 

influence outside of China.  

Chapter 8: Chinese Platform Proliferation—Accelerators and Inhibitors 

In Chapter 7, we saw how Chinese platforms are expanding around the world, particularly to 

emerging markets.  We saw also how, as they have built out their “architectures of influence,” 

they have aided and abetted CCP surveillance and control efforts.  For platforms to maximize 

their powers of influence they should be pre-eminent enough to control or heavily influence what 

a population sees, hears and believes.  Therefore, the degree of pre-eminence (or market share) 

of Chinese platforms matters.   This chapter asks three questions related to Chinese Platform 

growth and pre-eminence: (1) How successful are Chinese platforms competitively against 

Western platforms, particularly in emerging markets; (2) What might “accelerate” the 

proliferation of these platforms and growth in their market share; and (3) What might “inhibit” 

their proliferation or growth in market share?  

In response to the first question, we find that Chinese platforms have, by many measures to-date, 

been less successful against established Western platforms such as Facebook, Google and 

Amazon, although this may be changing.  In response to the second question, we identify several 
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key factors that could accelerate Chinese platform proliferation.  These are: (a) innovation, (b) 

loss of confidence in Western models, (c) technology decoupling, (d) internet standards and 

internet governance, (e) China’s “technology stack;” and (f) a combination of these factors in 

what is called the “Beijing Effect.” In response to the third question, we identify four current 

factors that could inhibit the success of Chinese platforms outside of China.  These are: (a) the 

impact of current regulatory changes in China on innovation, financing, and images of China’s 

internet control; (b) impacts of Chinese domestic and foreign policy actions; (c) potential 

weaknesses in China’s Soft Power; and (d) principal/agent effects—will Chinese platforms act as 

effective agents of the CCP.  The chapter concludes that the balance of accelerators and 

inhibitors appears to be in favor of Chinese platform growth, at least in the emerging markets.   

Chapter 9: Implications of Chinese Platforms and Why it Matters  

What might a world look like where Chinese platforms were preeminent in numerous emerging 

economies?  Would it or could it make any difference economically, socially, politically?  The 

chapter begins with a hypothetical scenario of a developing economy where China’s platforms 

have achieved preeminence.  It seeks to provide an example of how Chinese platform powers 

might be employed towards national and geopolitical ends.  We then turn to a more systematic 

assessment of the potential impacts of Chinese platform powers, beginning with details of 

Chinese platform powers using the frameworks previously introduced.  This is followed by a 

brief analysis of potential impacts of these powers at the level of host nations and for the 

“international order.” While the analysis is speculative, it is based on the research findings on 

platform powers, the characteristics and practices of Chinese platforms, and Chinese interests as 

demonstrated in recent years.  The conclusions should not be startling.  Given China’s platforms’ 

powers, the relationship between the CCP and its platforms, and China’s announced ambitions, 
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the preeminence of Chinese platforms in developing countries around the world offers an 

opportunity for China to reshape global business, power and influence in its favor.   

Part III—Platforms, Politics, and Power 

Chapter 10: Platforms, Politics, and Power 

This final chapter begins with a summary of the thesis.  It then frames platform powers within 

political economist, Susan Strange’s, “structural power” theory, highlighting security, 

production, credit and knowledge powers which platforms have and exert.  It turns then to 

recommendations for policy actions on the part of the West (governance, technology and 

transparency) which can create a more level playing field for Chinese and Western platforms.  It 

concludes with research recommendations in six areas, and three recommended case studies, 

which could further test the theory overall and its underlying assumptions.    
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Chapter 2:  Literature Review and Theory 
 

This research falls within the broad scope of academic literature defined as geoeconomics.  In 

“War by Other Means,” Robert Blackwell and Jennifer Harris define geoeconomics as: “The use 

of economic instruments to promote and defend national interests, and to produce beneficial 

geopolitical results; and the effects of other nations’ economic actions on a country’s geopolitical 

goals” (Blackwill and Harris 2016, 20). Their emphasis is on the middle component of that 

definition: “to produce beneficial geopolitical results.”  

William Norris, in “Chinese Economic Statecraft” offers a more precise definition, using the 

term “economic statecraft.” Norris defines economic statecraft as “the state’s intentional 

manipulation of economic interaction to capitalize on, reinforce, or reduce…associated strategic 

externalities” (Norris 2016, 13–14).  Externalities are “the notion that a given transaction may 

produce effects that are not fully internalized among the parties that are directly conducting the 

transaction” (Norris 2016, 12–13).  More simply put, externalities are impacts that go beyond the 

immediate transaction between any two parties.  Norris’s focus is on intentional security 

externalities that arise from economic actions by commercial actors (i.e., businesses).  Examples 

of security externalities he provides include loss of strategic industries, concentrated supply or 

demand dependence, and forging of common interests, among others (Norris 2016, 13). 

The research to be undertaken here is consistent with Norris’s conceptual frame but applies to a 

field of activity that has been less explored—that of the role and influence of “platform” 

technologies in service to economic statecraft.  Because platform companies have only recently 

risen to high prominence, their powers in respect to economic statecraft have not been fully 

covered in current geoeconomic scholarship. The research therefore draws from geoeconomics, 
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the business of technology, media studies, influence operations and multiple other sources to 

assess and evaluate platform companies’ role and use as geoeconomics tools.  A short overview 

of relevant research from each of these fields follows.   

Geoeconomics     

Henry Farrell and Abraham Newman in “Weaponized Interdependence” established a lexicon 

and analytical frame through which to understand how today’s technology environments create 

dependencies that can be exploited by those with asymmetrical control over technologies’ 

network hubs and systems (Farrell and Newman 2019).    

[S]tates with political authority over the central nodes in the international networked structures 

through which money, goods and information travel are uniquely positioned to impose costs on 

others. If they have appropriate domestic institutions, they can weaponize networks to gather 

information or choke off economic and information flows, discover and exploit vulnerabilities, 

compel policy change, and deter unwanted actions (Farrell and Newman 2019, 5). 

 

Farrell and Newman are joined by scholars such as Natasha Tusikov, Daniel Drezner, and others 

who look at the nature of networked technologies and the powers inherent in them. (Tusikov 

2017; Drezner 2019).  The powers Farrell and Newman highlight arise from control of network 

technologies. That is, their focus is on how those who control networks can actively surveil data 

on those networks (panopticon effects) and can (and do) act to influence the behavior of other 

countries by allowing or inhibiting access to those networks (chokehold effects).  There are 

prominent examples of this in US financial sanctions. The US exercises significant control over 

the global financial systems due to the dollar’s pre-eminence and US control or influence over 

global exchange systems such as SWIFT and clearing banks in the US (Farrell and Newman 

2019).  Farrell and Newman detail the technological underpinnings of this power and 

demonstrate its use. 
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The research undertaken here builds on Farrell and Newman’s work.  However, it extends this 

research in several important ways.  First, it seeks to understand and document similar powers 

that may reside in more consumer facing technology platforms such as Facebook, Google, 

Alibaba, Tencent, Bytedance and others.  Second, beyond surveillance and chokehold effects that 

Farrell and Newman highlight, it seeks to determine what are the more subtle means of influence 

that these networks and platforms offer to those who can exercise influence through them.4  

Therefore, the research extends to a range of tools, such as are derived through algorithms and 

moderation, that can subtly shape consumer and users’ views, attitudes and behaviors.  This 

requires an exploration of how platform businesses operate, who can exercise influence through 

them, how and within what limits.     

The Business of Technology 

Business and technical scholarship offers a robust field of research to document both economic 

drivers and technological capabilities of platform businesses (much as Farrell and Newman 

documented technical network capabilities).  Among these scholars are Michael Cusamano, 

Annabelle Gawer, and David Yoffie who write on the business dynamics of platforms (see for 

example: Cusumano, Gawer, and Yoffie 2019; 2019).  This scholarship brings to life the 

economic underpinnings of platform companies: how money is made, why “network effects”5 

 
4 Traditionally, subtle effects have been considered minor effects and moreover, hard to measure.  However, as 
digital platforms have arisen, their “subtle” effects have been increasingly documented and measured – whether it 
was Twitter’s contributions to the Arab Spring, changes in purchasing habits of consumers in digitally linked 
societies, or the uprising at the US Capitol on January 6, 2021.  In this use, subtle means less than overtly apparent, 
where the means to the ends are happening with limited or obscured knowledge or perception by individuals 
affected.   
5 “Network effect refers to any situation in which the value of a product, service, or platform depends on the 
number of buyers, sellers, or users who leverage it. Typically, the greater the number of buyers, sellers, or users, 
the greater the network effect—and the greater the value created by the offering.”(Stobierski 2020) 
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are essential, how “switching costs”6 can lock-in users, and how user data fuels profits, 

innovation and more powerful algorithms.   

Importantly, this literature provides insight into the competitive factors which allow platforms to 

rise, thrive and compete.  This is important in considering the rise and competitive potential of 

Chinese platforms in their competition with Western alternatives.   

This literature also increasingly explores the rise and impact of new regulatory frameworks that 

attempt to address issues such as data privacy and algorithmic controls.  It looks at these largely 

from a commercial perspective (see for example: Crawford et al. 2020).  Understanding the 

business of platforms is essential to understanding their economic, social and political power, 

and the role they increasingly play nationally and internationally.  Yet platform operations look 

to be increasingly constrained by regulatory actions not just at the national but at the 

international level as well.  Here the scholarship has focused on internet governance and 

technology standards.  

Internet Governance and Technology Standards 

As China has risen as a technology power, it has increasingly sought to influence both global 

governance standards of the internet and its underlying technology.  Laura DeNardis writes 

clearly and consistently about the risks to the internet as a “free and open” platform given both 

Chinese and other countries’ efforts to create a “top down” internet global governance structure 

and concurrently to revise the technical standards which enable uncensored inter-operability on 

the internet (Laura DeNardis 2014; L. DeNardis and Hackl 2015; Laura DeNardis 2015; 2012).  

 
6 Switching costs are the costs that a consumer incurs as a result of changing brands, suppliers, or products. 
Although most prevalent switching costs are monetary in nature, there are also psychological, effort-based, and 
time-based switching costs”(Grant 2020). 
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China’s efforts to define a different internet operating model under the banner of “cyber-“ or 

“digital sovereignty,” and the implications for the West are covered by a number of researchers 

(see for example Erie and Streinz 2021; Hong and Goodnight 2020; Segal 2020).  This research 

typically covers implications for the broad digital ecosystem, but pays less specific attention to 

implications for platform companies and Chinese ones in particular. 

Chinese Platform Companies 

Another relevant field of study is the role and function of Chinese platform companies within 

China and as they operate outside of China.  Both Chinese and Western scholars have focused in 

parts in this area.  Lizhi Liu and Hong Shen illuminate the rise and “going out” of Chinese 

platform companies (see for example Liu 2020; 2018; Shen 2018; 2021).  Scholars such as 

Rogier Creemers, Samm Sacks and others have focused on the regulatory and institutional 

environment of the Chinese internet industry (Creemers 2015b; 2016; 2015a; Sacks 2018; 

Plantin and Seta 2019).  Others have written on the infrastructure and operation of China’s 

“Great Firewall” (Cabestan 2020; Murison 2018; Chandel et al. 2019; Hoffman 2017; Schneider 

2018).   This research is relevant to understanding how Chinese platform companies have grown, 

evolved, become essential parts of China’s surveillance and control infrastructure and how they 

may be exporting that infrastructure as they globalize.   

To better understand the power that platform companies exert in society, however, we need to 

look to scholarship in the broader field of media studies.  

Media Studies 

Under the heading of Media Studies is an array of scholarship that looks at the impact of 

platform technologies on people and societies.  Research by media scholars such as Hepp and 
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Couldry point to the formative role that new digital technologies have in re-ordering and re-

shaping social structures in societies (Hepp 2019; Scholl 2017).  Technology and politics scholar 

Geogios Zekos documents technology’s role in shaping not just social structures but politics 

itself (Zekos 2022).  While the Center for Humane Technology, a non-profit founded by a former 

Facebook executive, focuses its research and efforts on limiting the influence platform 

technologies have on individuals, societies, social structures and politics (Center for Humane 

Technology n.d.).   

Behind much of the modern day research, and of technology development of platforms 

themselves, is a body of knowledge first articulated and developed by Stanford researcher, BJ 

Fogg ((“Persuasive Technology—using computers to change what we think and do”, (Fogg et al. 

2002)).  Fogg’s findings on how technology shapes perceptions and behaviors has driven 

considerable real life design elements of how platforms are designed and behave.    

How algorithms are developed and applied is an important consideration.  Catherine Bestemine’s 

“Life by Algorithms: How Roboprocesses are Remaking Our World” offers a detailed analysis 

of the construction, use and abuses of algorithms in a wide range of technologies today 

(Besteman and Gusterson 2019).  More broadly, scholars such Jose van Dijck as well as Shawn 

Powers and their collaborators have sought to gauge how platform companies exert the influence 

they do today and what will sustain their role in doing so (Dijck, Poell, and Waal 2018; Jablonski 



26 
 

2015). Yet to understand how foreign powers might use their digital companies to create specific 

influences, we need to also turn to the study of Influence Operations.   

Influence Operations   

A useful definition of influence operations was offered in a June 2020 report by the Partnership 

to Counter Influence Operations at the Carnegie Endowment for International Peace (referenced 

above but repeated here for salience in the literature review):  

Influence operations are organized attempts to achieve a specific effect among a target audience. 

Such operations encompass a variety of actors—ranging from advertisers to activists to 

opportunists—that employ a diverse set of tactics, techniques, and procedures to affect a target’s 

decisionmaking, beliefs, and opinions (Wanless, Thomas, and Thompson 2020). 

 

Over the past decade, there has been an increasing volume of scholarship and analysis from the 

US Department of Defense, Washington think-tanks and academia on “influence operations.”  

Much of this work has focused on concerted, organized efforts by foreign agents to effect 

specific influences, often organized around issues or campaigns and taking place across a 

multitude of media platforms or other vectors.  A good example of this research and attempts to 

gauge impacts of such influence operations can be found in Brookings’ “The Breakout Scale: 

Measuring the impact of influence operations” (Nimmo 2020).  In this and other analyses 

modern platform technologies and companies are seen as a vector for influence.  How is social 

media used to sew confusion, spread “fake news,” or mobilize interests, for example, with much 

attention on Western platforms such as Facebook and Twitter.   

A growing body of literature also seeks to understand the “agency” of governments, individuals 

and businesses around the world as they work to shape, mitigate, deflect or reciprocate influence 

that may be exerted through these technologies.  Particularly in the emerging markets this is 
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relevant and initial evidence suggests these countries and actors have greater agency than 

initially attributed to them (see for example Agbebi 2022). 

This thesis asks: how could China exercise control or influence when its companies own, operate 

and manage the platforms that enable the digital economy of a nation.  Such research is currently 

quite limited.      

Platforms and Geo-Politics 

Finally, to understand how platforms might fit into the overall geo-political context and China’s 

global strategies, Rush Doshi offers perspective in “The Long View,” shedding light on China’s 

efforts to contain, deflect and then supplant US hegemony (Doshi 2021).  Doshi is joined by a 

number of other scholars raising concerns about China’s technology push and aspects of the rise 

and role of platforms (see for example Doshi et al. 2021; de La Bruyere 2020; Segal 2019).  

These insights help to contextualize platforms’ potentially geo-strategic role.   

 

In short, current scholarship touches on many aspects of platform operations and influence.  

However, there is little comprehensive work bringing together the insights from these disparate 

disciplines into an organized framework or theory that (1) explains the sources and means of 

influence arising from current platform architectures and operations, (2) identifies the actors who 

can and do effectively leverage those means of influence, and (3) evaluates how those 

architectures, if originating from China, may be used in service to China’s geo-economic and 

geo-political ambitions.   

This thesis seeks to address these points.  Drawing on extensive research across multiple 

disciplines it posits a theory of “platform powers” arising from the business architecture of 
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platforms themselves.  It identifies and details actors most able and engaged in using these 

platform powers.  It then turns to investigation of Chinese platform powers and actors, the 

expansion of Chinese platforms – particularly in emerging economies – and the potential 

implications of that expansion.   As such, it contributes to the field of platform studies as well as 

the field of geo-economics and geo-politics.   

In its simplest form, the research found that where there are early stage digital regulatory and 

institutional structures (often in emerging economies), the country that controls the digital 

platforms in that country has powers to shape what those citizens see, believe and act on.  In the 

case of Chinese platforms, that influence can be to the benefit of China in social, commercial, 

and political relations domestically and internationally.   

Eminent British political theorist, Susan Strange, argued that “power emanates from … four key 

sources:  

• Security: the ability to provide or deny physical security 

• Production: the ability to determine what gets produced, by whom and who can consume 

production; 

• Finance: the ability to create money and to allow and deny access to credit; and 

• Knowledge: the ability to determine what is considered to be legitimate knowledge, and 

to determine who can create, disseminate and use this knowledge (Strange 2015, 28)  

This research set out to understand whether those who control today’s platform technologies 

exercise—at some level--these sources of power.     
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Research Design and Plan 

This thesis is primarily a theory building undertaking.  It has sought to construct and 

preliminarily assess a theory of international relations, of geoeconomics, that extends into the 

domain of platform firms.  

In building and testing political theories, David Collier, expanding on Waltz, distinguishes four 

types of knowledge (Waltz 1979).  (1) Conceptual Frameworks: “sets of interrelated concepts, 

often accompanied by general ideas of how the concepts can be operationalized.” (2) Recurring 

Empirical Regularities: “established patterns in the relationships among two or more phenomena. 

(3) Theory-I: “builds on these recurring regularities by more tightly connecting them as a set of 

insights into a particular behavior or phenomena…building theory by ‘collecting carefully 

verified interconnected hypotheses.’”  (4) Theory-II: includes Theory-I “but also a set of 

statements that explain them, that is, offering explanations of why these regularities occur (Waltz 

1979, 5). Theory-II may also be called an explanatory model” (Collier 2011, 824).  

This research effort can be seen as a Theory-I exercise building, resulting in a Theory-II 

proposition.  It draws on extensive existing scholarship from business, media, geo-economics, 

international relations and other fields, augmented by interviews with scholars as well as 

technology, government and platform business experts.  In this sense the research is collecting 

and combining existing disparate studies that focus on and document platform powers, factors 

that amplify platform powers, and the impact of platforms on politics, social perceptions, and 

commerce.  This is Theory-I building—collecting carefully verified hypotheses and showing 

their interconnection.  Using a similar approach it builds off of scholarship on Chinese platforms, 

again drawing on carefully verified hypotheses, showing their interconnection.  It concludes by 
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joining these two areas of research on Western and Chinese platforms, on accelerators and 

inhibitors, into a Theory-II explanatory model of Chinese platform impacts.  The underlying 

hypothesis is that the rise of Chinese platforms in emerging economies can reshape public 

perceptions, commercial relations and political disposition towards the US and China.   

The research assesses linkages between the design, use and impact of platform technologies, the 

role of different actors on those technologies and the capabilities and intent of Chinese platforms 

given their integral relationship with the CCP.  It considers where and why Chinese platforms are 

actively expanding globally, how they are faring in competition with Western platforms, and 

what might accelerate or inhibit their rise to preeminent influence in different markets around the 

world.  It concludes with considerations of the potential impact of these platforms should they 

achieve preeminence, and with policy recommendations to level the playing field for Western 

firms.  

More than 100 sources were drawn on in this research.  These included Chinese and Western 

scholarship, translated Chinese source materials, press and journal articles, and interviews with 

select industry and policy experts.  A brief summary of the logic and research plan follows: 

In Part I, Platform Powers and Influence, Chapters 3-5, the research addresses questions such as: 

Can forms of influence be exerted through platform technologies? If so, how is that influence 

exerted and by whom?  The research draws on rapidly expanding scholarship in this area, 

augmented by selected interviews with industry professionals.  Expanding on these findings it 
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proposes a rubric through which to understand platform powers and those who can exercise 

them. 

In Part II, Chinese Platforms, Powers, and Proliferation, Chapters 6-9, the research addresses 

questions such as: What is the relationship between the CCP and the rise and role of platforms in 

China? How and in what ways are these platforms expanding around the world?  Is there 

evidence these platforms’ act as agents of the CCP internationally?  What could accelerate the 

expansion of these platforms and what could inhibit their expansion?  If platforms have influence 

and Chinese platforms can serve as influence architectures for the CCP, what might the 

implications be if Chinese platforms do become preeminent in different countries around the 

world?  The research draws on an extensive range of scholarship and reporting on Chinese 

platforms, together with select industry interviews.   

In Part III, Platforms, Politics, and Power, Chapter 10, the thesis concludes with an assessment, 

based on the above research and findings, of the implications of the spread of Chinese platforms, 

policy prescriptions for addressing those implications, and then suggested areas for further 

research to test and build-out a robust theory of platform’s geo-economic and geo-social powers.  
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Chapter 3: Platforms 
 

 

Abstract 

 

Can forms of influence be exerted through platform technologies?  If so, what kinds of influence 

can be exerted?  Most people today would hardly dispute that platform companies (such as 

Google, Facebook, Amazon…) can and do exert influence on individuals, businesses and 

societies.  This chapter explores the rise of platforms, their increasing importance in the lives of 

connected societies and the types of influence platforms have been shown to exert.  The chapter 

looks at three pre-eminent types of platforms in today’s digital economy: social media, e-

commerce and search.  Not only are these types of platforms popular, but they have become part 

of the essential infrastructure of the internet and the primary means through which individuals 

and many businesses interface with the internet.  While bringing significant benefits to users, 

these types of platforms also enable or purposefully exert influence over users; influence that can 

shape views, values and behaviors in business, in politics and in society.   

 

 

 

The Centre for Information Resilience (CIR) today revealed a network of social media 

accounts that distort international perceptions on significant issues, elevate China’s 

reputation amongst its supporters, and discredit claims critical of the Chinese 

Government. The coordinated influence operation on Twitter, Facebook and YouTube 

uses a mix of artificial and repurposed accounts to push pro-China narratives and distort 

perceptions on important issues (Burley 2021). 

--- 

Involvement in multiple, related business lines means that, in many instances, Amazon’s 

rivals are also its customers. The retailers that compete with it to sell goods may also use 

its delivery services, for example, and the media companies that compete with it to 

produce or market content may also use its platform or cloud infrastructure. At a basic 

level this arrangement creates conflicts of interest, given that Amazon is positioned to 

favor its own products over those of its competitors (Khan 2017b). 

--- 

4x more views were generated by the 10 most popular Facebook COVID misinformation 

sites compared to content from the 10 leading international health institutions (e.g., 

WHO & CDC). Analysis indicates that major Facebook networks spread misinformation 

across at least 5 countries and generated an estimated 3.8 billion views in just the first 8 

months of 2020 (AVAAZ 2020). 

 

---- 
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The rise of companies like Facebook, Google and Amazon has ushered in a new era in business 

and society, an era based on the connectivity offered through the internet.  These companies, 

often referred to as “platform” businesses, have become essential to modern lives.  They offer 

access to knowledge, products and services, friends, family, social and government services and 

much more.  Today, nearly 60% of the world is active internet users, and that number is growing 

every year.  The vast majority of these users (95%+) access the internet through platforms 

(Johnson 2021). As the internet population grows, so does the power, reach and creativity of the 

platform firms serving this market, and so does our dependence on them.  

The powers these platform firms exercise--not only in terms of competitive markets but in our 

personal, social, civic, and political lives—is garnering increasing attention.  “Influence 

operations” that utilize social media platforms, such as the Chinese efforts revealed by the Centre 

for Information Resilience, or the US Senate Select Subcommittee on Intelligence regarding 

Russian election interference, are now a regular and increasing threat (see: Bradshaw 2020; 

Bateman et al 2021; Arceneaux and Harman 2021; US Senate 2020)  Business operations, built 

on the web, create new forms of structures and dependencies that engage, entice, even ensnare 

users.  They also create new competitive dynamics; and thus far have defied most regulatory 

actions in the US (see among others: Mansell 2015; Farrell and Klemperer 2007; Khan 2017a; 

Horwitz and Seetharam 2020)7.  Social media disinformation continues to be rife and virally 

 
7 As of February 2022, both Europe and China have pursued stronger regulatory actions against platform 
companies than has the US.  In Europe, findings against Google, Facebook and others resulted in fines and some, 
limited, changes in structure.  In China, a more sweeping set of actions was begun in 2020, resulting in fines and 
some structural changes.  In both Europe and China, the regulatory actions did not fundamentally reshape the 
nature and operations of most platform companies such that their compelling and essential function in society and 
business were changed.  See further information below in this chapter.  
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spread despite reported efforts by platforms to contain it (see: Collins et al. 2021; Clayton et al. 

2020; “Preparing for Elections | About Facebook” 2020; Hao 2012). 

Thus while platforms are becoming increasingly indispensable and integral to the web, they are 

at the same time a growing cause of concern for the maintenance and sustenance of democracy, 

competitive economies, even civil order.  This chapter explores the nature of platform companies 

and the roles they increasingly play in our lives.  Subsequent chapters in this, Part I, look at the 

specific powers inherent in platforms and how those powers are exercised and by whom.  These 

chapters, which rely heavily but not exclusively on data about Western platforms, provide a 

foundation for understanding the significance of platforms in the lives of societies which are 

increasingly reliant on the internet (now, most of the world).  Understanding the role and power 

of platforms in our societies provides a basis for understanding the possible implications of the 

expansion of Chinese platforms around the world.   

What is a Platform? 

Platforms, as used here, are technology companies that rely on the internet to connect 

individuals, social groups, buyers, sellers, suppliers, logistics companies and other institutions in 

a network that facilitates exchange of information, products, and services.  Today, most people in 

the internet-connected world take for granted the existence of technology “platform” companies 

such as Facebook, Google and Amazon.  In China, the same might be said for their similar firms: 

Tencent, Baidu, Alibaba, Bytedance, and others.  It is easy to forget that in the year 2000 many 
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of these firms were start-ups or, in the case of Facebook and Bytedance, had not yet even been 

founded.8  

Yet, in the span of 20 years, these and similar firms have revolutionized everything from 

commerce to communications to politics.  In business language, platforms “bring together 

individuals and organizations so they can innovate or interact in ways not otherwise possible, 

with the potential for nonlinear increases in utility and value” (Cusumano, Gawer, and Yoffie 

2019, 13). 

“Nonlinear increases in utility and value” refers to the ability of platforms to innovate, create 

new markets and disrupt existing markets with a large impact on the platform’s value (positive) 

and that of those disrupted (typically, negative).  AirBNB is one example.  The company 

connects owners of properties with potential short-term renters, disrupting not only the hotel 

industry but local government revenue bases (from hotel taxes), while creating immense value in 

its own platform (some $85B as of July 2021) and a service that is in high demand (“Airbnb Inc 

(ABNB : NASDAQ) Stock Price & News - Google Finance” 2021).9,10  In similar ways, Uber has 

disrupted taxi markets.  

Amazon’s impact is even more widespread, disrupting not only book sellers but retail in general 

as well as logistics and supply chains.  Some studies indicate that Amazon has been a factor in 

 
8 Founding dates: Facebook 2004, Google 1998, Amazon 1994, Tencent 1998, Baidu 2000, Alibaba 1999.  (Source: 
Google search). 
9 AirBNB’s impact has varied by city. The US Bureau of Labor Statistics found that in the US, AirBNB caused a 3.7% 
decline in hotel profits on average. (Roach 2018) 
10 ((For local government revenue losses see for example: “Cities and States Lose Revenue To Airbnb On Short-
Term Rental Tax Deals” 2019) 
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limiting inflation in the US due to both the efficiency gains from its e-commerce business (over 

retail businesses) and the low wages it pays its workers (see: Krishna 2021). 

In China, the internet’s arrival in the late 1990s coincided with the country’s transformation to an 

increasingly market driven economy (Qiu 2019).  Companies like Alibaba achieved explosive 

growth by creating networks of trust between companies, consumers, logistics providers and the 

finance industry that never existed previously.  Similarly, Tencent and Baidu created platforms 

that connected users to each other and to information sources they had never before had access 

to.   

Many of these Western and Chinese platform companies are global.  In a 2016 report, 

consultancy, Mckinsey, found that:  

Digital platforms change the economics of doing business across borders, bringing down the cost 

of international interactions and transactions. They create markets and user communities with 

global scale, providing businesses with a huge base of potential customers and effective ways to 

reach them (“Digital Globalization: The New Era of Global Flows | McKinsey” 2016, 1).   

Mckinsey forecasts that 30% ($60 trillion) of global economic activity will take place through 

platform ecosystems by 2025 (“Digital Globalization: The New Era of Global Flows | 

McKinsey” 2016).  In many respects, the world is being reshaped not just by digital connectivity, 

but by the organizational structure and function of platform businesses.   

Platforms play a significant economic and social role 

When someone accesses the internet today, they typically do so through a platform.  In the West 

that’s through a search engine platform like Google, an e-commerce platform such as Amazon, a 

social network site such as Facebook or Twitter or a service site such as Uber, AirBNB, etc.  As 
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a result, measures of the internet’s contribution to the global or national economy are often 

indirectly measures of these platforms’ contributions or activities.   

Yet, measuring the true impact of the internet at the economy level is more difficult than it might 

seem.  Scholars note that the difficulty arises in large part because standard measures such as 

Gross Domestic Product (GDP), do not capture the “free” services provided through 

communications, research and other products offered without charge on the internet (see for 

example: Hulten and Nakamura 2017; Brynjolfsson and Collis 2019).  The Internet Association 

(IA), a US based industry trade group has developed a set of measures to gauge internet 

contributions to the US economy.  In 2019, IA estimates that the internet contributed over 10% 

to US GDP, some $2.1 trillion, 4% of jobs in the US directly and another 8.7% indirectly 

(Hooton 2019).  The World Bank, estimates however, that the internet constitutes 15% of global 

GDP and that its contribution is growing at two and a half times the overall rate of global GDP 

growth (“Overview: Digital Development (World Bank)” n.d.) 

Given the preeminence of the internet in most Americans’ lives (through social media, streaming 

platforms, Amazon and others), even these figures appear small.  Scholars Brynjolfsson and 

Collis suggest one means to better assess the contribution of internet technologies and their 

degree of indispensability is through the use of the economic measure of “consumer surplus.”  

They found that this better captures the “free elements” of platform provision and is a proxy for 

the costs of not having the convenience of the internet—to look up needed information, to 

contact friends and relatives, to choose restaurants or travel, to buy goods and services and much 

more (Brynjolfsson and Collis 2019).   
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Their research found for example that “Facebook operates one of the most advanced advertising 

platforms, yet its ad revenues represent only a fraction of the total consumer surplus it generates” 

($140 in advertising revenue per user per year, but $500 in consumer surplus) (Brynjolfsson and 

Collis 2019).11  Their studies also found a user prioritization of online services with “search” 

being the most valued followed by email, maps, video, e-commerce, social media, music and 

messaging (in that order).  Using measures of consumer surplus, they found for example that the 

median value in the US for “search” services was $17,000.  That is, the median price that would 

have to be paid to consumers to forego search services for one year is $17,000.   

While standard GDP measures don’t fully capture these values, financial markets may have 

priced that current and future value into the share price of these companies.  Of the ten most 

valuable companies in the world in 2021, seven are platform companies: Apple, Microsoft, 

Amazon, Alphabet, Facebook, Tencent, and Alibaba. By contrast, in the year 2000 none of these 

companies were on the list (“Fortune 500 2000” n.d.).  Of the top 100 companies’ value in 2020, 

technology companies represented a third, nearly twice the next category (Ross 2021).  

These valuations represent expectations that not only will platform companies continue to 

expand, but that they will continue to innovate across economic, social, education, health and 

other aspects of life that capture and engage more users for more time online—making them 

even more indispensable.12  

 
11 Consumer surplus: “the difference between the maximum a consumer would be willing to pay for a good or 
service and its price.” Brynjolfsson and Collis ran large scale surveys and follow-up tests to measure the price at 
which individuals would be willing to give up a service like Facebook or Google.  These values represent ‘consumer 
surplus.’ (Brynjolfsson and Collis 2019) 
12 Platform businesses can bring enormous efficiencies to existing markets, activities and operations, while also 
creating new markets, activities and operations that are highly compelling (see for example: “With $1B+ 
Valuations, High-Tech Digital Platforms Are Reinventing Industry” 2020). 
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 Platforms, Ecosystems and Infrastructure 

As platform business models have evolved over the past several years, a wide range of lexicons 

has been used to describe them.  There are innovation platforms “such as Microsoft Windows, 

Google Android, Apple iOS, and Amazon Web Services [which] offer technological building 

blocks that third-party innovators use to develop new complementary products or 

services”(Cusumano, Gawer, and Yoffie 2019, 68). Transactions platforms “are online 

marketplaces that enable the exchange of goods, services, and information.”  They include 

platforms such as Amazon Marketplace, Google Search, Facebook, Uber, and Airbnb 

(Cusumano, Gawer, and Yoffie 2019, 89). 

There are also distinctions between specific types of platforms based on the core services they 

are providing: Social Media platforms like Twitter or Facebook, Knowledge platforms such as 

Quora, Media Sharing platforms such as Spotify, Service-oriented platforms such as Uber, or 

Digital Payments platforms such as Paypal or Alipay (Watts 2020).  Broadly speaking these are 

transaction platforms involved in matchmaking.   

The term ecosystem has often been used interchangeably with platforms or in conjunction with 

the term platform, e.g., platform ecosystem.  While still not universally accepted, the term 

ecosystem is increasingly used to describe all the connecting relations between users, suppliers, 

logistics firms, advertisers, platform operators and others linked together around the core service 

offering (be it a transaction or innovation platform).  Boston Consulting Group has identified that 

the most successful digital ecosystems involve 40 different partners across multiple industries 
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collaborating to produce an experience, innovation or outcome for a user (Jacobides, Lang, and 

von Szczpanski 2020).13   

As the market has matured, certain platforms have grown in scale, in diversity of ecosystems 

they support, in merging innovation and transaction platforms, and in provision of core 

connectivity services (such as cloud services or internet gateways).  These firms have taken on 

aspects of the underlying infrastructure of our digital economies.  Studies show that nearly 40% 

of the US population now gets its news primarily from Facebook (Gramlich 2021).  Uber is 

working with public sector officials to coordinate and reroute public transportation (Plantin and 

Punathambekar 2019), and Amazon is now the largest data center/cloud service provider 

globally (“AWS Named as a Cloud Leader for the 10th Consecutive Year in Gartner’s 

Infrastructure & Platform Services Magic Quadrant” 2020).   

The “infrastructuralization” of platform companies means that a number of them are providing 

essential connectivity services.  They are no longer simply businesses operating on the internet.  

Increasingly they are the internet.  Their massive platforms, multi-faceted ecosystems, and 

infrastructure provision mean that numerous other companies, organizations and even 

governments rely on them to serve and support their organizational goals and services (Plantin et 

al. 2018).  As the COVID crisis rolled through the US, the CDC and many states relied on 

Facebook and other social media platforms to inform millions of Americans about safeguards, 

 
13 Wellness ecosystems serve as a good example.  A pharmaceutical company, a health care provider, a payer or 
others might orchestrate a digital wellness ecosystem based on a core platform architecture that connects their 
patients/customers with various service offerings provided by them and many others.  These might include health 
coaches, screening and diagnostic services, telemedicine, care management and insurance services.  The platform 
involves the underlying connective technology and business relations between members of the broader 
ecosystem, and provides an organizing and coordinating structure, but there are multiple and diverse contributors 
and members of the ecosystem (see, Friesdorf et al. 2019).  
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vaccine availability, and pandemic updates (CDC 2021) .  In China, in response to Covid, 

leading platform firms Alibaba and Tencent created a QR code system that every citizen needed 

to download.  The system coded individuals green, yellow or red depending on their exposure to 

or testing positive for Covid.  This private system greatly enabled the management and 

containment of Covid in China (Horwitz 2020).  

Smaller, individual platforms now rely on the connectivity and services of the infrastructuralized 

platforms for their own viability.  Numerous web browsers default to Google Search.  Google 

Maps is integrated into web sites and apps.  Amazon Web Services provides the hosting and 

internet connectivity enabling many of the services consumers and businesses use in their digital 

lives.   

Three infrastructuralized platforms of focus 

 Internet scholars Lee Rainie and Barry Wellman found14 that the internet is in many ways 

restructuring social order around connectivity.  And platforms are the primary means of 

connectivity for most citizens in modern digital societies. Those major infrastructural platforms 

that have amassed significant ecosystems and are the primary gateways to and inter-connectivity 

for the internet are the focus of this study.  These are: (1) social media platforms (such as 

Facebook and WeChat); (2) e-commerce (business to consumer (B2C) and business to business 

(B2B)) platforms such as Amazon and Alibaba; and (3) search engine platforms such as Google 

or Baidu.15   The reason for this focus is that the key attributes of scale--and of the kinds of 

 
14 “The evidence shows that networked individualism is the new normal for social arrangements and produces 
strikingly different interactions and social divisions from those of the pre-Internet world of more tightly connected 
and locally rooted social groupings” (Rainie and Wellman 2019, 28). 
15 These categories (social media, B2B, B2C, search) may be becoming less and less relevant as platforms become 
increasingly multi-faceted and infrastructural. Many social media platforms have become shopping platforms or 
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influence platforms have on the “networked individualism”16 engendered by the internet--are 

most clearly demonstrated in these models.   

1. Social media  

In terms of scale, social media platforms are one of the most widely used, engaging the majority 

of the world’s population.  In fact, by 2021, more than 58% of the total global population was 

using social media on a regular basis (Hootsuite 2022). The percentage of the “eligible” global 

population using social media, however, is closer to 70% when accounting for the fact that many 

social media apps prohibit users under the age of 13. So essential to the internet world is social 

media, that the number of social media users is growing just as quickly as the number of new 

internet users.  In just the 12 month period between July 2020 and July 2021, more than half a 

billion (520 million) new users joined social media globally (Kemp 2021).  Many of these new 

users are from emerging markets whose digital infrastructure (enabling internet connectivity) is 

provided by China.  The implications of China’s contribution to digital connectivity in emerging 

markets is examined in later chapters.  Of significance here is the widespread and growing use of 

social media.   

Not only is social media widely used, but it represents a significant (and growing) percentage of 

the time individuals spend on the internet.  The average internet user spends nearly seven hours a 

day online (42% of waking hours), but almost two and half hours of that time are spent on social 

media.  That equates to about 15% of waking hours (Kemp 2021).  Social media, however, is 

more than just friends connecting with friends.  Research has also shown that some 43% of users 

 
offer search options (see for example: “Introducing Facebook Shops: Helping Small Businesses Sell Online” 2020), 
and B2C and B2B platform distinctions are blurred such that Amazon and Alibaba are top ranked in each category.  
16 “The core idea of the networked individualism concept is that society has moved away from being clustered in 
groups to individuals connected through loosely tied personal networks by means of digital technology” (Quan-
Haase and McCay-Peet 2017). 
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utilize search functions in social media to check purchasing options monthly.   Online time and 

time with social media sites continues to increase every year. (“Global Social Media Stats” 2021; 

Kemp 2021).  Social media is a significant and increasing element in the lives of the majority of 

the world.  

There is considerable and growing scholarship on individuals’ attraction to and interaction with 

social media.  The benefits of social media in connecting individuals, building communities, and 

organizing positive social action are well documented.  From professional benefits (Utz and 

Breuer 2016); to personal benefits: education, relational, identity formation, belonging and self 

esteem (see for example Collin et al. 2011); to health benefits (see Abdelguiom and Iahad 2021); 

social media use has contributed to better educated, better networked, better connected and more 

engaged citizens.   

Nevertheless, the drawbacks of social media use have also gained significant attention, especially 

recently.  Among the findings reported, for example, by the Center for Humane Technology 

(“Center for Humane Technology” n.d.): “Fake news spreads six times faster than true news” 

(Vosoughi, Roy, and Aral 2018); “Nearly half of the Twitter accounts spreading messages on the 

social media platform about the coronavirus pandemic are likely bots” (Allyn 2020); “The Mere 

Presence of One’s Own Smartphone Reduces Available Cognitive Capacity”(Ward et al. 2017).  

Despite, or perhaps because of, these attributes, social media exerts powerful influences on 

societies today.  Its ability to influence politics, social mobilization  and political processes is 

well documented.  A study of Twitter found that its influence “lowered the Republican vote 

share in the 2016 and 2020 Presidential elections” (Fujiwara, Müller, and Schwarz 2021).  A 

study of social media use in the 2012 and 2016 elections found that “social media can alter 
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citizens’ willingness to endorse falsehoods during an election” (Garrett 2019).  And social media 

was found to be reshaping the electoral processes in Africa (Ndlela 2020), in Chile (Halpern, 

Valenzuela, and Katz 2017) and in South Korea (Lee, Shin, and Hong 2018).  These and other 

studies show that social media can increase or suppress political participation, increase 

polarization and swing electoral results.  Social media also played a critical role in social 

mobilization in the Arab Spring (Tufekci 2017) and in Iran’s 2009 elections (Mottahedeh and 

Negar 2015).  And social media has played a critical role in shaping impressions and voice in the 

Israeli/Palistinian conflict (Kuntsman et al. 2015).  

Social media’s ability to influence product purchase decisions is a major driver of advertising 

and marketing efforts around the world and has sparked the emergence of “social media 

influencers” (individuals with thousands, sometimes millions of followers who then endorse 

specific brands, products or lifestyle purchases) (see for example, Cooley and Parks-Yancy 2019; 

Schivinski and Dabrowski 2016).  Social media has been shown to significantly influence health, 

eating habits, inter-personal relationships and self-esteem, particularly among adolescents ((for 

example, Fleming-Milici and Harris 2020; Hobbs, Owen, and Gerber 2017; Chen and Li 2017). 

In short, social media increasingly pervades the lives of individuals connected to the internet.  

Not only are the number of these social media users growing, but their time with social media 

online is growing as well.  Yet, it is also clear that social media has the ability to influence its 

users’ views, preferences, habits, politics and behaviors.  What might that mean if users are 

logging onto Chinese run social media platforms? 

2. E-commerce 

To get a sense of the scale of e-commerce it is useful to first look at data on volumes and use.  E-

commerce represents a significant and rapidly growing share of overall retail commerce globally, 
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albeit currently concentrated mainly in the largest and richest markets (the US, Europe and 

China). Still, over 76% of internet users between the ages of 16 and 64 report buying something 

each month, online (Kemp 2021). In terms of economic volume, in 2015, e-commerce 

constituted 7.4% of all retail sales globally.  By 2020, that share had more than doubled to over 

18%, with more than 2 billion digital buyers globally.  By 2024 it is expected to be close to 22%.  

In this same time period, the value of e-commerce is expected to more than quadruple, from $1.5 

trillion in 2015 to $6.4 trillion in 2024.  (Coppola 2021a; Chevalier 2021).   

Cross border e-commerce trade is growing even more quickly.  The OECD reports that in 2017, 

20% of OECD businesses participated in e-commerce, with that number reaching 40% in some 

countries.  They also found that the share of “online shoppers worldwide that made cross-border 

purchases rose from 17% in 2016 to 23% in 2018” (Kituyi 2020). E-commerce is reshaping not 

only retail, but trade and logistics.  And it is an increasingly global business.   

China is by far the largest e-commerce market.  In 2021, it is estimated that nearly $2.8 trillion of 

commerce took place on its e-commerce platforms.  The US is number two, estimated at almost 

$850 billion in 2021 (“Ecommerce Sales by Country in 2021 | Oberlo” n.d.).  Large platform 

companies dominate this market. Chinese platforms overall represented 42% of the global 

market with China’s Alibaba having nearly a 30% global market-share against Amazon’s 13%  

(Coppola 2021b).  While much of China’s e-commerce platform business is generated in China, 

their platforms source globally and are a driving force for bringing emerging market companies 

into the digital environment.   

As emerging economies gain greater digital access, e-commerce, like social media, is a major 

driver of growth and development.  “Digital retail development…is strongly connected 
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to…constantly improving online access, especially in mobile-first online communities 

that…enjoy the advantages of cheap mobile broadband connections” (Coppola 2021b).  A 2021 

study by Brookings found “online markets can take off rapidly, as incomes rise.”  The study 

further found that China’s large market spurs innovations that can be applied globally: “Chinese 

e-commerce companies such as Alibaba ….[are already] sparking new e-commerce trends, such 

as closer integration of online shops with social media, which are now influencing the rest of the 

world” (Ungerer 2021). 

The economic and social benefits of e-commerce are well established, although, like social 

media there are risks and drawbacks in the business models and their impacts on society.  The 

OECD reports individual e-commerce benefits include convenience, lower prices and greater 

variety (OECD 2019, 2).  For companies, e-commerce offers a range of advantages including 

improved sales and customer services, and secure payment options.  The World Bank reports 

that, particularly for emerging economies,  e-commerce can “help increase competition and firm 

productivity, and encourage diversification of production and exports.”  Further, they found e-

commerce can “be a powerful instrument to create employment for semi-skilled workers, women 

and other groups”(The World Bank 2019). 

Risks or constraints of e-commerce include data security, fraudulent products or services, 

customs and logistics challenges and payment methods.  Less discussed is the influence these 

platforms can exert on individual or companies’ buying habits, and on suppliers and supply 

chains.  The algorithms these systems use to power their recommendation engines not only 

prioritize what products one sees but can also create differential pricing for products and 

platform users (Orla Lynskey “The Power of Providence” in Moore and Tambini 2018).  Thus, 
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two individuals searching for the same product may get two very different results in terms of 

products displayed and pricing for those products—based on their profiles.   

Further, these platforms have the power to reshape other parts of the economy.  Current chair of 

the US Federal Trade Commission, Lina Khan, published a detailed study highlighting 

Amazon’s use of its platform in this regard.  Data on sales by third party retailers reliant on 

Amazon’s platform has been used by Amazon to produce competing products at lower prices, 

thus harming small and medium sized businesses.  Amazon’s dominance in the logistics industry 

has compelled firms such as UPS to lower prices to Amazon while raising prices for most other 

consumers.  Amazon’s move into store front retail may have similar impacts as it is able to 

subsidize one part of its business from others (Khan 2017b). 

As with social media, e-commerce offers users considerable advantages and convenience.  E-

commerce platforms’ however, have the ability to influence and reshape consumer purchasers, 

supply chains in support of those purchases, logistics related to fulfillment and delivery services, 

and other industries reliant on their platforms.  The potential implications of this kind of 

influence under Chinese platforms will be explored in later chapters.  

3. Search 

Despite the popularity of social media and e-commerce, “search” is cited by the majority of 

internet users (63%) as the primary reason they go on line (Kemp 2021).  Data on “most visited 

websites” shows that Google is the world’s most visited site, with 92.2 billion visits in 2020 of 

which 3.1 billion were unique visits (meaning 3.1 billion separate individuals visited Google in 

2020).  In China, Baidu, the major search engine there, is the top visited website (Kemp 2021).  

Recall Brynjolfsson and Collis’s analysis that found a clear ranking of internet services among 
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US users.  Of all services, search was most highly valued, where the median price one would 

have to pay to have US users to forego search functions for one year was $17,000 (Brynjolfsson 

and Collis 2019).  Search engines are an indispensable internet service and they have greatly 

improved our lives—helping to locate needed services, friends and family; providing self-help 

and how-to guides and answering literally billions of questions annually.   

Yet as with social media and e-commerce, there are risks and concerns with search platforms, 

particularly those with market dominance.  In three separate rulings the EU has fined Google a 

total of nearly $10 billion.  The first fine in 2017 for $2.7 billion related to Google preferencing 

its own shopping service over rivals.  “Google has abused its market dominance in its search 

engine by promoting its own shopping comparison site in its search results and demoting its 

competitors” (EU Commissioner Margrethe Vestage quoted in Balakrishnan 2017).  In 2018, the 

EU fined Google $5 billion for favoring its apps and search functions in its Android operating 

system and preventing or restraining alternatives (Browne 2018). And in 2019, Google was fined 

an additional $1.7 billion for blocking ad rivals through its wholly owned ad brokerage firm 

(Reid 2019). 

These fines arose from Google’s ability to dominate search markets and build businesses, such as 

comparison shopping and ad brokerage, that leveraged its core search capabilities and the user 

data it was extracting (see also Zuboff 2019).  In essence the EU found that Google was able to 

limit or deprioritize access to alternative services offered by competitors, to the detriment of the 

competitors and consumers in the EU.  But competition is not the only thing Google has been 

able to influence.   

Research by Robert Epstein, at the American Institute for Behavioral Research and Technology 

(AIBRT), and others, found that Google’s ability to manipulate search results (based on 
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algorithms and moderation techniques) can shift individuals’ opinions, behaviors and election 

results (Robert Eptsein "Manipulating Minds: The Power of Search Engines to Influence Votes 

and Opinions; and Diakopoulos et al “I Vote For--How Search Informs Our Choice of 

Candidate” in Moore and Tambini 2018).  In short, how search results are presented to users has 

a significant impact on their perception of the world and potentially on the actions they take in 

the world.   

Thus, like social media and e-commerce, search engines have the ability to not only provide 

tremendous services and advantages to individuals and societies, but also to shape what is 

viewed, believed and acted on.   

Conclusion 

The world is becoming increasingly connected digitally, yielding significant advantages to many 

consumers, businesses and government services.  Platform companies are the primary 

intermediaries through which individuals, companies and governments access the internet and 

realize the advantages of the connected environment.  Yet these same platforms wield 

considerable power to influence their users and thereby also society at large.  Social media 

connects individuals but can be a platform for disinformation, influence operations and social 

unrest.  E-commerce brings businesses, consumers and finance together in ways almost 

unimaginable before, resulting in significant economic efficiencies, as well as improved 

consumer selection and service.  But e-commerce platforms have the power to shape consumer 

preferences and reshape supporting or related industries.  Finally, search services—an all 

essential function of the internet—can be manipulated to achieve specific desired commercial, 

social or political outcomes.  The next chapter looks more closely at the mechanics of platform 
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influence and suggests a taxonomy of platform powers that provides a lens through which we 

can better assess potential platform influence. 
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Chapter 4: Platforms--Architectures of Influence 
 

 

Abstract 

How do platforms create and exert influence?  What are the bases for their ability to influence 

and what are the tools they use in doing so?.  Our focus is on platforms as they influence users, 

and then as a result influence events, attitudes or actions in a society more broadly.  From this 

perspective, platforms exert influence at the intersection of the technology and users of that 

technology.17  Both the technology and the individual are needed.  Platforms have evolved to 

become both intimately knowledgeable about their users and imaginatively capable of harnessing 

that knowledge to influence those users.  Platforms can exert this influence directly through their 

own actions; or others can exert influence by leveraging the platforms’ user insights and 

technology attributes, or affordances.18   A model is developed and proposed of the architecture 

of platform influence involving business logic, structural attributes, and leveraged affordances.  

Each of these, inherent to platform design and operation, enable influence by and through 

platforms.   

 

 

The company [Facebook] may not directly control what any given user posts, but by choosing 

which types of posts will be seen, it sculpts the information landscape according to its business 

priorities. Some within the company would like to see Facebook use the algorithm to explicitly 

promote certain values, such as democracy and civil discourse. Others have suggested that it 

develop and prioritize new metrics that align with users’ values, as with a 2020 experiment in 

which the algorithm was trained to predict what posts they would find “good for the world” and 

“bad for the world,” and optimize for the former, (How Facebook Shapes Your Feed, 

Washington Post, (Oremus et al. 2021)). 

  

 
17 This is distinguished from sheer machine to machine influence, e.g., code that alters the functioning of an 
automated process such as manufacturing or uranium enrichment (see Wolf 2014).  Machine to machine influence 
can/will ultimately have human influence.  Our focus here is more on direct human influence.  
18 Affordances refers to: “the quality or property of an object that defines its possible uses or makes clear how it 
can or should be used” (“Affordance Definition & Meaning - Merriam-Webster” n.d.) 
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On January 6, 2021, the US Capitol was stormed by a group of protesters who had been led to 

believe the US elections had been stolen from their candidate, incumbent President, Donald 

Trump.  For weeks they had been organizing using social media groups, chat rooms and various 

instant messaging services.  Pronouncements from Donald Trump, many on social media, fueled 

the perception of a stolen election, despite the lack of evidence.  Many believed that Trump 

would call in the military to support their insurrection.  There was little he did to dissuade them. 

(Mosley and Hagan 2021; Rash 2021) 

Aghast at the violence and disorder wreaked on one of America’s most treasured institutions, 

social media giants Facebook and Twitter banned the President19 from using their platforms 

(Twitter 2021; Dwoskin 2021).  They moved quickly as well to shut down the chat rooms and to 

censor exchanges that fed the false narrative of a stolen election, and which might be used to 

organize further civil disorder.  Undeterred, many of those affected announced they would 

switch to a new platform, Parler, where their voices could be heard and they could reconvene 

their social networks.  Apple’s App Store responded by preventing further downloads of Parler.  

Google’s Android app store did the same.  Nevertheless, those who had already downloaded 

Parler were able to communicate and organize.  Amazon Web Services (AWS) then “de-

platformed” Parler, essentially unplugging Parler from the internet.  Without the connectivity and 

hosting services provided by Amazon, Parler went dark.  There was no easy way for them to 

simply unplug from AWS and plug into another cloud services provider (Nicas and Alba 2021). 

Until these events, few in the US (or in the world) understood what powers our privately owned 

platform companies could wield.  Moreover, few understood the full power of these platforms in 

 
19 Twitter’s permanent ban was effective January 8, 2021.  Facebook issued a two year suspension on June 4, 2021.  
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shaping perceptions and ultimately behaviors in society.  Authors José van Dijck, Thomas Poell, 

and Martijn de Waal, use the term “platform society” to “emphasize the inextricable relation 

between online platforms and societal structures.”  They write:  “platforms do not reflect the 

social: they produce the social structures we live in” (Dijck, Poell, and Waal 2018, 2). 

The powers wielded by platforms have been built into the structure and governance of the 

internet itself.  They trace from the early days of the internet, including in the US, legislation that 

indemnified, within certain limits, the content platforms hosted. (“Section 230 of the 

Communications Decency Act” n.d.).  While this chapter focuses on the definition and power of 

platforms in our society, the reader is referred to the considerable scholarship on the legal 

underpinnings of this platform society (see for example, Dutton et al. 2011; Radu 2019).  

A Theoretic Model to Conceptualize Platform Influences 

The study of platforms takes place in numerous academic disciplines—media, computer science, 

business, sociology, psychology, political science, cybersecurity--to name just some of the 

headline disciplines.  Beneath these are fields of research as diverse as health effects, 

competition policy, and great power relations.  Here we propose a model to facilitate the analysis 

of platforms as they relate to influence.  Any model by definition excludes some concepts for the 

purposes of clarifying others.  The following model has been developed for purposes of creating 

an explanatory rubric for the attributes and characteristics of platforms that lend themselves to or 

enable influence to occur.  The model is not exhaustive but should facilitate understanding of 

platform influence for comparative and analytic purposes.   
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Figure 1 Architectures of Influence--A Model of the Sources and Mechanics of Platform Influence 

Descriptive Name 

 

Platform Characteristics Brief Description 

Business Logic  Data/Dopamine/Computer 

Engineering 

Fundamental characteristics that 

power platform performance 

and success  

Structural Attributes Surveillance, Chokepoints, 

Moderation 

Design characteristics that result 

in giving platforms powers of 

surveillance and of chokepoints 

Leveraged Affordances20 Bots, Disinformation….  Tools that leverage platform 

design/affordances and can be 

deployed by platform users 

 

It is best to understand the model beginning with the top category, Business Logic, and moving 

through Structural Attributes and finally Leveraged Affordances.  Business Logic describes the 

foundations upon which platforms operate—data, dopamine and computer engineering (which 

includes Artificial Intelligence, Machine Learning and Algorithms).  These attributes underlie 

the private sector economic engine of platforms.  They are basic technologies from which profits 

are generated and influence established.   

Structural Attributes describe resultant characteristics of platform design and operation. That is, 

because they collect massive amounts of data on their users, platforms have surveillance 

characteristics.  Moreover, all platforms have the ability to restrict or enhance the visibility of 

information or even access to the platform or payment methods.  These chokepoints provide both 

overt and unseen means through which to exert influence.  Moderation is specific human 

directed intervention to shape messaging. 

Finally, Leveraged Affordances refers to the fact that a fundamental characteristic of platforms is 

that they are interactive with their users.  As a result, whether it is a social media platform, an e-

 
20 Affordances refers to: “the quality or property of an object that defines its possible uses or makes clear how it 
can or should be used” (“Affordance Definition & Meaning - Merriam-Webster” n.d.) 
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commerce platform or a search engine platform, users can leverage the platform’s technology to 

create their own influence.  One final word, the more dominant a platform is in a society, the 

greater is its ability to influence.  This is because a preponderance of users in that society rely on 

that platform for news, social interactions, commerce, search, and fundamental connectivity.   

This simple model and the influence capabilities of platforms is described in further detail below.  

1. Platform Business Logic 

What are the fundamental characteristics of platforms that make them so popular and so effective 

in delivering products, services, information or community?  The story begins early in the 

internet era with a field of research that came to be known as Persuasive Technologies.  

In 2002, Stanford Professor, B.J. Fogg published a landmark book for the digital society, 

Persuasive Technology: Using Computers to Change What we Think and Do.  Fogg’s research 

launched an industry focused on the development of technologies designed to alter the beliefs, 

perceptions and behaviors of those technologies’ users (Fogg et al. 2002).  Fogg coined the term 

Captology to describe this research focus: “Captology [is] the study of computers as persuasive 

technology…[It] investigates how people are motivated or persuaded when interacting with 

computing products” (Fogg et al. 2002, 16).21 

Fogg went on to establish the Persuasive Technology Lab at Stanford (later renamed the 

Behavior Design Lab).  His list of students and researchers includes many of the key names at 

large technology firms over the past 20 years, including the cofounder of Instagram and Tristan 

 
21 Notably, Fogg excludes both deception and coercion in his definition of Captology and in his research focus.  We 
will see later in this chapter how both of these excluded categories can be and are deployed through platforms to 
exert influence.  The starting point here however is the foundational research on persuasive technologies.   
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Harris, former head of Facebook ethical design and the founder of the Center for Humane 

Technology (“BJ Fogg | Behavior Design Lab” n.d.; “BJ Fogg Biography | Booking Info for 

Speaking Engagements” n.d.; “Bj Fogg, Persuasive Technology Lab - Stanford University. BCC 

Speakers.” n.d.).   

The fruits of this line of research (conducted by Fogg and many others) are evident in the 

products, services and interfaces of numerous technologies that dominate the web today.  These 

technologies rely on a number of elements to generate influence.  First among these is data.  

Data is the “new oil”  

Access to individual user data is an essential element in the current paradigm of persuasive 

technologies.  This is not just because it provides a profile of unique individual attributes of users 

(although these are critical), but also because it provides these profiles at a massive scale 

involving hundreds of millions, even billions, of users, allowing tools such as machine learning 

and artificial intelligence to analyze trends and target messaging. But first to data itself.    

In 2006, Clive Humbly, a mathematician from the UK, coined the phrase “data is the new oil” in 

describing the true currency in the emerging internet economy.  But it was Michael Palmer, from 

the Association of National Advertisers, who put that into perspective: "Data is just like crude 

[oil]. It's valuable, but if unrefined it cannot really be used. It has to be changed into gas, plastic, 

chemicals, etc. to create a valuable entity that drives profitable activity; so must data be broken 

down, analysed for it to have value" (quoted in Arthur 2013).  

Platform companies amass an enormous amount of data from their users. Numerous studies have 

shown that these companies collect much more than your name, location and browsing history 
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(Vigderman and Turner 2021; “What Information Are Giant Tech Companies Collecting From 

You?” 2020; Matsakis 2019).  Leading platform companies such as Google collect information 

from emails, document shares, site crashes, even other browsers.  Robert Epstein of the 

American Institute of Behavioral Research reports that Google also collects data from not only 

Google Maps but the websites you visited in linking to Google Maps and any website that uses 

Google Analytics (which are most websites) (Epstein 2020).  Facebook adds your likes, loves, 

family and friends connections, favorites and much more; Amazon your purchase habits, favorite 

books, gift lists, mailing addresses… 

Data collection in fact is a massive industry involving not only the major tech firms but data 

brokers who gather personal information from disparate sources (tech companies, cell phone 

towers, government records, credit reports…) and package and sell this data to others (Rafter 

2021; Melendez and Pasternack 2019).  Harvard professor Shoshana Zuboff notes that data is 

also being collected from numerous other sensors in the environment including your internet 

enabled doorbell, your Amazon Alexa, your robot vacuum cleaner, and facial recognition, to 

name just a few (Zuboff 2019).   

As has become more widely recognized, this extensive data collection is used to create personal 

profiles whose characteristics are sold to advertisers, and also to many other buyers—from 

election campaigns to prospective employers.22  As one report notes: “All that information can 

be used to create profiles of you…that can [then] be used to target you with ads, classify the 

 
22 One of the most famous examples of data extraction and profiling for political purposes was the Cambridge 
Analytica case.  The firm not only extracted existing user information but designed deceptive online quizzes to 
extract additional data to build psychological profiles of users.  These were then used for precise election campaign 
message targeting in the US and UK—to great effect (see Confessore 2018).  
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riskiness of your lifestyle, or help determine your eligibility for a job” (Melendez and Pasternack 

2019).23    

These data, and the constantly expanding and upgrading profiles of users, are a primary currency 

of the internet economy.  For internet companies reliant on advertising for revenue, they are a 

lifeblood. But even for companies who earn revenue from transaction fees, such as ecommerce 

companies like Amazon, the data enables them to serve you with products and services that most 

closely match your profile.   

The extensive harvesting, analysis, sale and repurposing of personal data is at the heart of recent 

regulatory actions in numerous countries around the world, most notably, the EU with its GDPR 

legislation and China’s recent data privacy laws. The degree to which these laws will 

fundamentally impact this business model, however, is yet to be seen.  It is highly unlikely that 

this core attribute will be diminished to the point of undermining these companies’ business 

models (on GDPR see for example Moazed 2019; Collins 2020; Agh 2020; on China, see for 

example Bloomberg.Com 2021; Ye 2021).  

Dopamine—the gift that keeps on giving 

As the internet has grown in use around the world, a new medical/psychological condition has 

been increasingly observed--Internet Addiction.  Researchers found that some internet users 

exhibit the same characteristics as individuals with gambling or even opioid addictions (Parkin 

2018; Haynes 2018; Lembke 2021). This and other research found that the way internet 

technologies are designed—to generate random reward—triggers the brain chemical dopamine.  

 
23 One data broker alone, Acxiom, was reported to have up to 10,000 attributes on 2.5 billion global consumers.  
That was in 2018.  A year earlier the number was 3000 attributes (Melendez and Pasternack 2019). 
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As Harvard neurobiology researcher Trevor Haynes writes: “This use of a variable reward 

schedule takes advantage of our dopamine-driven desire for social validation, and it optimizes 

the balance of negative and positive feedback signals until we’ve become habitual users” 

(Haynes 2018).  While certainly not all internet users become internet addicts, the stimulation 

effect of dopamine keeps users on site longer, scrolling or searching more, and creating 

opportunities for ad placements and more data extraction.24 

The effect is not random.  Internet companies openly acknowledge that they are designing their 

technologies to keep users on-screen longer, and readily acknowledge the dopamine connection 

(Parkin 2018; Hagey and Horwitz 2021). In fact, acknowledging the power of dopamine, 

Google, has named a technology development platform after it (Abdullah 2018); and a new start-

up in Silicon Valley, Dopamine Labs, is making waves with what it calls “ethical” dopamine 

design (Shieber 2017). 

The dopamine connection is further enhanced by a key attribute of platform technologies, their 

interactivity.  Users contribute to knowledge creation, sharing, product reviews and much more.  

Where their contributions are made, shared, liked, responded to, has impact, this further fuels 

dopamine release and of course reveals more data on users.  

The combination then of dopamine and data enables better designed and targeted ads, screen 

views, shopping options and more. It also keeps users engaged longer in a loop that keeps 

generating more insightful data.  This alone creates an influence cycle, but technology 

 
24 Stanford professor, psychiatrist, and author of Dopamine Nation: Finding Balance in the Age of Indulgence, Anna 
Lembke, writes: “there is…a whole new class of electronic addictions that didn’t exist until about 20 years ago: 
texting, tweeting, surfing the web, online shopping and gambling. These digital products are engineered to be 
addictive, using flashing lights, celebratory sounds and “likes” to promise ever-greater rewards just a click 
away,”(Lembke 2021).  See also NY Stern’s Adam Alter (Alter 2018). 
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companies have a number of tools with which to further shape impressions, expressions and 

actions.  Data is the raw material, dopamine is a human stimulus response mechanism that 

enables fine tuning of the most effective means of engagement.  Tools such as machine learning, 

artificial intelligence, and algorithms are then employed to refine, deliver, and scale messaging. 

Computer Engineering—getting to know you better than you do (the tools of Artificial 

Intelligence (AI), Machine Learning, and Algorithms) 

The collection, processing and analysis of large volumes of data is essential to the functioning of 

platform companies.  Artificial Intelligence (AI), machine learning and algorithms are the key 

tools deployed by platforms to manage, distill, refine, promote and shape messaging and 

ultimately behavior.  

Amazon’s definitions of artificial intelligence and machine learning are representative of the 

industry and scientific literature.  “Artificial Intelligence,” according to Amazon, is “the field of 

computer science dedicated to solving cognitive problems commonly associated with human 

intelligence, such as learning, problem solving, and pattern recognition.”  Machine Learning is a 

subfield of AI, defined as: “a collection of algorithms that can learn from and make predictions 

based on recorded data, optimize a given utility function under uncertainty, extract hidden 

structures from data and classify data into concise descriptions” (“What Is Artificial Intelligence 

(AI)? — Amazon Web Services” n.d.; See also: “What Is the Definition of Machine Learning?” 

2020; “What Is Machine Learning?” 2021; Hao 2018; West 2018; Shubhendu and Vijay 2013).  

In simplest terms, an Algorithms is: “any well-defined computational procedure that takes some 

value, or set of values, as input and produces some value, or set of values, as output. An 
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algorithm is thus a sequence of computational steps that transform the input into the output” 

(Cormen 2009, 5).   

In essence then, technology firms use algorithms, artificial intelligence and machine learning to 

analyze massive volumes of data to create the personalized experience one has in using their 

technology platforms.  Ming Zeng, the former Chief Strategy Officer at China’s Alibaba, 

succinctly summarized these attributes for platform companies:  

This tech-enabled model, in which most operational decisions are made by machines, 

allows companies to adapt dynamically and rapidly to changing market conditions and 

customer preferences, gaining tremendous competitive advantage over traditional 

businesses…. Ample computing power and digital data are the fuel for machine 

learning.... The more data and the more iterations the algorithmic engine goes through, 

the better its output gets. Data scientists come up with probabilistic prediction models for 

specific actions, and then the algorithm churns through loads of data to produce better 

decisions in real time with every iteration. These prediction models become the basis for 

most business decisions. Thus machine learning is more than a technological innovation; 

it will transform the way business is conducted as human decision making is increasingly 

replaced by algorithmic output (Zeng 2018)   

In her book, “The Age of Surveillance Capitalism,” Shoshana Zuboff, documents how platform 

companies extract information from user behavior to create predictive algorithms of future 

behavior, and then both nudge users towards that behavior and sell those insights to advertisers 

(Zuboff 2019).  Predictive algorithms are responsible for what appears next on your Youtube 

screen, what products are top of page on your Amazon feed, which Facebook postings you are 

presented with, and what ads you are shown.  The more interaction you have with the internet, 

much less a platform, the more platforms know about you and your behavior, and the better able 

they are to offer you content, products, news that you would prefer to consume.  This predictive 

role for algorithms based on large data pools is key to driving revenue for platform companies, 
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for keeping you engaged “on screen,” for shaping your impressions, your purchasing choices and 

ultimately even your beliefs and behaviors.  

YouTube and China’s TikTok app offer examples of how the data/dopamine/tools linkages 

work.  In 2019, the New York Times ran an expose on how YouTube had influenced the 

elections in Brazil.  “How YouTube Radicalized Brazil” details how new YouTube algorithms 

fed users with increasingly radical populist videos, because these videos spurred more screen-

time (and therefore more advertising revenues).  Almost no matter where a user began their 

search, they were offered opportunities to engage with initial videos that led them further into a 

maze of more and more radical videos.  The result, they report, was that a sufficiently large 

portion of the Brazilian population had been swayed by these videos to shift the concurrent 

election to populist candidate Bolsinaro (Fisher and Taub 2019).  They report: “YouTube’s 

search and recommendation system appears to have systematically diverted users to far-right and 

conspiracy channels in Brazil…” (Fisher and Taub 2019). 

In July 2021, the Wall Street Journal published results of a months-long investigation into how 

Chinese owned social media app TikTok is so able to match its users with videos they can’t seem 

to get enough of.  The Journal created hundreds of bots to test TikTok’s algorithms.  They found: 

“The app takes note of subtle cues, such as how long you linger on a video, to zero in on what 

users really want to watch. Over time, the video choices become less mainstream, less vetted by 

moderators and sometimes more disturbing.”  TikTok’s sophisticated algorithms learned viewers 

deepest interests often in less than two hours and quickly took many into dark corners of the 

web, lingering on videos about depression, pornography, or extremist positions (Wall Street 

Journal 2021).   
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In September 2021, news organizations across the US began reporting about a TikTok generated 

phenomenon called “devious licks.”  A contest launched on TikTok, it encouraged users to film 

the destruction of school or other public facilities.  Thousands apparently participated, causing 

many thousands of dollars of damage throughout the US (Newberry 2021; Laude 2021; Doubek 

2021). These studies and many others show that there is little question that platforms influence 

behavior.  Data, dopamine and computer engineering are the foundations of this kind of 

influence.  There are however, other means through which platforms exert influence or where 

users may exert influence through platforms.   We turn now to Structural Attributes.  

2. Structural Attributes 

Structural Attributes are characteristics of platforms that arise from their design.  With respect to 

influence, three structural attributes are important to consider.  The first is a platform’s ability to 

surveil its users, tracking individual or group activity, sentiments and behavior.  The second is a 

platform’s ability to constrain or enable activity on the internet.   The third is moderation, human 

directed changes to algorithms and content views.   

Surveillance  

The massive amounts of data collected by platforms enables a private sector surveillance 

economy—one built through monetizing insights on individual and collective interests and 

behaviors, and in shaping those behaviors (Zuboff 2019).  This data is valuable not just for 

monetization purposes but to law enforcement and national security agencies, and if hacked, to 

cyber criminals or foreign state actors.   
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For the purposes of influence, surveillance has several effects.25  First, the knowledge that data is 

being collected on you, that your personal behavior is being monitored, can affect what you say 

and do (chilling and deterrence effects).  Second, the extent to which action is taken on or 

against an individual due to surveillance can alter that individual’s expressions and behavior.  

Finally, to the extent that actions are being taken on individuals based on surveillance and that 

the surveillance and actions are known to others, surveillance can affect individual and group 

behavior. Studies have found there is a pronounced, measurable chilling effect from government 

surveillance, but less so from private sector surveillance. However, to the extent an individual 

perceived that they were being individually monitored (singled out), the chilling and deterrence 

effects were even more pronounced irrespective of source. (Penney 2016; Stoycheff et al. 2019; 

Tucker 2017). 

The platform economy affords businesses, governments, individuals, political interests, criminal 

groups and others potentially extensive access to data on individuals or groups (whether such 

access is gained legitimately (legally) or not).  They may make this access known or act on the 

data they have collected, in each case impacting potential behaviors.   

Chokepoints  

Internet firms play principal roles in regulating flows of information on the Internet.  They have 

considerable authority to decide what information people can access, use, and share, what items they 

can purchase and how, and the personal information users must divulge…Further, these companies 

also have significant discretion to determine the legality of certain types of content...And since 

Internet firms’ enforcement occurs outside of legislation or court orders, the firms are essentially 

unaccountable, and their efforts are largely opaque and prone to error (Tusikov 2017, xi).   

 
25 The widespread collection of data on individuals and populations feeds forms of influence beyond the act of 
surveillance itself.  These are discussed under chokeholds and moderation.  Here the focus in on the influence 
effects of surveillance itself on those surveilled. 
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Research by scholars such as Natasha Tusikov have found that platform companies have 

multiple “chokepoints” through which they can constrain, enable, or enhance access to internet 

services.  They are able to exercise such powers due to their private nature and the agreements 

users sign when accessing the platforms.  These chokepoint powers provide platforms with 

considerable mechanisms of influence both overt (when there is clear access denial or 

constraints) or more subtle, when for example certain search results are buried in the back pages.  

Tusikov highlights three types of choke points. These are revenue, access and marketplace 

chokepoints.   

Revenue chokepoints arise from the role of payment providers and advertising intermediaries in 

the platform economy.  Firms that control payments over the internet, such as PayPal or Ant 

Financial, have significant powers to withhold or delay payment, and to deny payment 

processing.  Such powers are typically set out in the user agreements which participants must 

accept without condition in order to access the service.  Payment providers have broad discretion 

to suspend or cancel services, even when behavior is not illegal, based on the latitude provided in 

these user agreements.  For individuals, businesses, or websites that rely on transaction revenue, 

payment processing is essential (Tusikov 2017, 68–69).   

Advertising is a key source of revenue for many websites and internet services.  Advertising 

intermediaries, companies like Google Ads, match advertisers with websites on the internet 

where they are likely to receive the greatest attention.  They act, in essence, as brokers between 

advertisers and websites and often handle the exchange of payments (Clearcode 2019). 

Advertising intermediaries also operate with user agreements that provide them latitude to 

withhold, deny, delay or cancel advertising revenues.  They are also able to deny ad postings on 

websites they deem have infringed their agreements (Tusikov 2017, 108–15). 
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Access chokepoints describe the ability of platforms to deny or degrade online access to a user, 

business, organization, website or others.  Twitter’s suspension of Donald Trump and AWS’s 

deplatforming of Parler are two well-known and dramatic examples of access denial.  Search 

engines can remove search results.  They can also block a user’s access to search results.  To the 

extent that a platform has market dominance, eliminating search results for a product, 

organization or individual from Google (who’s search engine is typically the default engine in 

most browsers), effectively eliminates their participation on the web (Tusikov 2017, 117–18). 

But search engines don’t need to eliminate or block such results.  They can simply adjust their 

algorithms such that the results show up deep in the back pages of a search inquiry, achieving 

much the same effect as denial (Feiner 2019). 

Platforms such as Google, Amazon, Facebook, WeChat and others that have become 

infrastructuralized offer a range of means and methods of access denial with the consequence of 

effectively if not actually deplatforming a participant on the web.  As with other dimensions of 

the internet, companies’ ability to exercise these powers are broadly defined in their user 

agreements. 

Marketplace chokepoints. Platform companies such as Amazon, Alibaba’s Taobao, e-Bay and 

others have created and maintain online trading platforms--marketplaces--for buyers, sellers, 

shippers, financiers, and others.  There have been significant efforts over the years to curtail the 

sale and distribution of counterfeit products, illicit drugs, or other restricted goods and services 

over these platforms.  Governments, private industry, trade groups, NGOs and others have 

pressed the platforms to block, curtail, deny, and report these trades.  As a result, these 

marketplaces have developed a series of tools to curb these behaviors.  These include forms of 

access denial (shut down platform participants’ access to the platform or deny access to the 
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offending material), forms of revenue denial or restrictions (preventing payments for affected 

products or services, or denying advertising revenues), and other forms of financial penalties 

(fines) or sanctions (e.g., limited delisting)) (Tusikov 2017, 156–87; Dastin 2017).   

Moderation 

As discussed, platforms amass a significant amount of data from their platform participants—

buying habits, social circles, likes and dislikes, political views and much more.  Machine 

learning enables them to process these large volumes of information and develop 

recommendation algorithms to steer users to products, services, people or other connections 

which the algorithms determine will be of high value.   

By their nature, then, these processes of data extraction and algorithmic application are sorting 

and prioritizing what to present to platform users.  This is, if you will, a natural (to platforms) 

process of influence derived from terabytes of data being constantly updated and refined.  

Beyond the machines however, there are means of human intervention that can adjust algorithms 

and content that users are experiencing.  Such “moderation” may be done by the platform 

operators seeking to extract more revenues or to test new algorithmic approaches.  They may 

also be done at the behest of authorities, social groups or others for legitimate or less than 

legitimate reasons.   

Most platforms today engage a host of individuals in moderation.  They evaluate products, 

screen shots, photos, posts and other exchanges to help ensure these do not violate the terms of 

service of that platform, for example by posting terrorist related messages, violent images or 

offering counterfeit products (Newton 2019a).  Facebook employs 15,000 moderators, Youtube 

10,000 (Newton 2019b).  Beyond the algorithms, humans working for the platforms are making 
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decisions everyday about what is permitted on the platform and what is not.  And moderation 

standards and rules are evolving constantly.  In short, platforms exert significant influence not 

just from machine efforts but human interventions as well.  This influence extends to what users 

see and what actions they can take based on that (for a thorough discussion of the impact, limits 

and risks of algorithms and moderation, see: Gillespie 2018).          

The Structural Attributes of platforms—surveillance, chokepoints, and moderation—give 

platform companies considerable means of directly exerting influence on their users.  These 

attributes allow platforms to adjust what users see, experience and have access to.  They also 

create a surveillance relationship which by itself can impact users expressions and behavior, but 

when acted on overtly and in combination with choke points such as access denial, can have an 

even greater influence on a user or group of users.  We now turn to Leveraged Affordances to 

understand how users and others can take advantage of platform design and operations to effect 

influence.  

3. Leveraged Affordances 

Until now, the discussion has focused on powers of influence inherent to platforms and how 

platforms themselves may exert influence.  We now turn to how others might leverage the 

inherent design characteristics of platforms to effect influence. This exploitation of platform 

design and mechanics we have termed “Leveraged Affordances.”  Indeed, this kind of influence 

has been the focus of much of the concern and press in the West regarding platforms.  Whether it 

was Russian election interference or Q’anon conspiracies, the role of platform companies in 

enabling and spreading these influence efforts has come under intense scrutiny.  Technology 
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platforms offer numerous means to leverage affordances.  For purposes of illustration, we will 

focus on only a few here.26   

Platform technologies are designed to be interactive with their users.  On social media, 

individuals connect with friends, post and share information, react to others’ posts, form or join 

groups, and many other activities.  On e-commerce platforms, users not only purchase products 

and services but write reviews and interact with third party vendors.  On search platforms, users 

input their search questions or prompts and the platform produces results which are then clicked 

through.  In all these cases, user input is used to inform the platforms’ algorithms as to what is 

most popular or helpful, pushing certain results towards the top.  This means that user interaction 

helps drive what is seen on a platform—the most popular posts, the best rated products, the most 

commonly clicked results for a particular search—and much more.   

Virality is a term used to describe how popular and fast spreading an idea, product, comment or 

other internet experience has become.27  Videos, memes, hashtags and many other internet 

phenomenon may go viral.  Internet marketers, many users, foreign actors, conspiracy theorists, 

and others hope that the content they post on social media “goes viral,” rapidly gaining views 

and popularity.  Because virality is driven by popularity, it can also be gamed.  

A “bot” is “a software program that operates on the Internet and performs repetitive tasks” 

(Cloudflare n.d.).  Bots can be programmed to reinforce content or messaging that has been 

posted on the internet.  Numerous studies have found that bots have significant influence (both 

 
26 A useful catalogue of how foreign actors leverage platform affordances is offered in the Senate testimony of 
former German Marshall Fund Director, Laura Rosenberger (Rosenberger 2018). 
27 Virality: “the tendency of an image, video, or piece of information to be circulated rapidly and widely from one 
internet user to another; the quality or fact of being viral” (Lexico n.d.) 
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positive and negative) with respect to news, information, postings and other internet shared 

media because they boost the popularity and spread of messages (see for example Shao et al. 

2018; Liu 2019).   Thus bots can have a significant impact on what is seen and potentially 

believed on the internet.  

Misinformation and disinformation are rife on the internet and are key means of misguiding 

users, inciting action or discrediting valid information. Foreign governments and malicious 

actors often use a combination of bots, fake or stolen accounts, and a host of hired accounts to 

produce and circulate disinformation often overwhelming valid sources through what is termed 

“flooding”--overwhelming legitimate news with false narratives or information that makes the 

legitimate news much less available.  The efforts by China to influence its reputation overseas 

involve bots and hired accounts flooding the internet with positive stories on China and 

promoting China’s points of view (Burley 2021).  Research found that misinformation on Covid 

and Covid treatments were much more prevalent on the net than true information (AVAAZ 

2020). 

Platform content can be manipulated by outside parties familiar with how the algorithms make 

recommendations and how human moderation works.  This is the basis for “influence 

campaigns” using social media (Nayeem 2020).  Platforms are not always equipped to 

effectively neutralize or disable such campaigns, and in many instances do not do so.  Facebook 

was recently accused of abdicating its moderation responsibilities by letting numerous 

governments around the world post false and misleading information for their citizens (Wong 

2021). 
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Platform technologies offer many other affordances for influence—some overt which shut down 

access or steal information, others more subtle which work to shift views or incite action.  The 

nature and architecture of platforms leave them open to these kinds of influence efforts.  Able 

actors have learned to exploit these technical affordances.     

 

Conclusion 

The model of platform businesses described by Business Logic, Structural Attributes and 

Leveraged Affordances provides us a means to evaluate how technology platforms exert 

influence.  We have seen that data, dopamine and computer engineering create a foundation both 

for platforms’ business models and for powers of influence directly or through structural 

attributes that arise from this architecture.  These include surveillance, chokepoints and 

moderation efforts.  Platform business models are highly interactive with users, creating 

opportunities for those users—and potentially third parties—to leverage the inherent technology 

affordances of platforms and to exert influence through them.  From this perspective, one might 

be tempted to label platforms “influence machines.”  While their explicit purpose is to be 

profitable businesses, in so doing their architecture creates and enables new and powerful forms 

of influence in society.  In the next chapter we turn to the actors who exploit these powers of 

influence, who use platforms to shift attitudes and incite behaviors.  Then, having established 

that platforms have powers of influence, the constructs which give rise to those powers and the 

actors most able to take advantage of these constructs, we will turn to Chinese platforms, their 

powers of influence and their spread across the globe.  
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Chapter 5: Platforms: Actors of Influence 
 

Abstract 

If platform architectures enable influence, are there key actors who use the platforms to exert 

influence?  This chapter outlines five primary types of actors who use platforms implicitly and 

explicitly for purposes of influence.  It suggests motivations for actors’ behaviors, and actions 

they may take to effect influence through the architecture of platforms.  The chapter includes a 

summary review of what has been covered in Part I about platform influences, bringing together, 

impacts, architectures and actors.  It concludes with a short description of how this analysis lays 

the groundwork for a focus on Chinese platforms and outlines briefly the key questions and 

contents for the chapters focused on China.  

 

Let us begin by returning to the definition of “influence.”  We defined “influence” in the context 

of the study of “influence operations” as used by Wanless, et al:  

Influence operations are organized attempts to achieve a specific effect among a target 

audience. In such instances, a variety of actors—ranging from advertisers to activists to 

opportunists—employ a diverse set of tactics, techniques, and procedures to affect the 

decision making, beliefs, and opinions of a target audience. (Wanless, Thomas, and 

Thompson 2020, 1) 

Our focus is on the ability of platforms to exert or enable “tactics, techniques, and procedures to 

affect the decision making, beliefs, and opinions of a target audience.” Ultimately, we are 

looking at this in the context of the expansion of Chinese platforms around the world, asking the 

question whether the adoption of Chinese platforms will expand China’s means of influence in 

comparison with influence it might exert if only Western platforms existed.   

We first needed to understand if platforms in general had the ability to exert influence.  Chapter 

3, Platforms and Impacts, defined and explained platforms and then provided evidence of that 

influence in business, politics, health, social cohesion and other aspects of life.  Chapter 4, 

Architectures of Influence,  examined “how” platform architectures are designed and operated to 

enable influence.  The business logic of platforms itself--built on data, dopamine and computer 
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engineering--is designed to exert influence.  On top of this are a set of attributes—surveillance, 

chokepoints and moderation—that enable more explicit forms of influence efforts.  Finally, the 

inherent interactivity of platform design creates opportunity for others to exploit the influence 

architecture built into platforms.   

In this chapter, we propose a way to classify the primary actors who use platform architectures to 

exert influence.  These may not be the only actors and not all these actors may be active in using 

platforms for influence.  However, each of them has the ability to exert influence through 

platforms by nature of their role or authority with respect to platform operations, or their ability 

to hack platform operations.  Figure 2 shows the actors, their potential interest/motivation for 

exerting influence and actions they may take to exert that influence.  

Figure 2: Platform Influence Actors 

Actors Description Interests/motivations 

in exerting influence 

through platforms 

Actions to exert 

influence through 

platform 

A. Platform 

Businesses 

Own/manages 

platforms, ecosystems 

Primarily profits and 

growth, compliance 

with rules and 

regulations 

Maintain, improve 

platform performance 

B. Platform 

Users/Exploiters 

Actors within or 

outside platform 

community who 

leverage platform 

affordances 

Social, political, and 

economic interests; 

criminal interests,  

Posts, sharing, bots, 

flooding, 

disinformation, 

misinformation…  

C. Platform 

Sovereigns 

States with “political 

authority over central 

nodes of platform 

businesses”28 

Social, political and 

economic interests 

(domestic and foreign)  

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content 

D. Platform Local (or 

Host) Sovereigns 

States where platforms 

operate but are not 

headquartered (ie, not 

Platform Sovereigns) 

Social, political and 

economic interests 

(domestic and foreign) 

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content 

 
28 This definition adopted from Farrell and Newman in which they define powers over network operations and 
nodes ((Farrell and Newman 2019) 



87 
 

Actors Description Interests/motivations 

in exerting influence 

through platforms 

Actions to exert 

influence through 

platform 

E. Platform Cyber 

Intruders 

Individuals, groups or 

nation states who break 

into platform’s digital 

architecture 

Theft, incitement, 

influence, surveillance, 

obstruction… 

Manipulate data or 

algorithms to 

accomplish ends 

 

 

A. Platform Businesses 

The first actor (A) is the platform company itself.  Left alone, it theoretically operates with 

inherent business and operational logic, driven primarily by profit motives.  Its actions and 

operations are also guided and influenced by laws, norms, and standards of its sovereign state 

(C), of the society in which it is operating (D) and feedback from its ecosystem (B) and the 

broader community.   

Arguably, as private companies with a profit motivation and control over their businesses, 

platforms themselves are the actors with the most power to effect influence.  They control the 

algorithms, they moderate and surveil their users, and they enable or disable activity on their 

platforms.  As pointed out in Chapter 4, platforms’ user agreements afford them great latitude 

and discretion in policing platform use and behavior.   

Recently though, platforms’ inability or reluctance to effectively moderate or control false 

information, hate speech, efforts at political interference, and other socially concerning content 

has come under increased scrutiny (see for example, ProskauerRose LLP 2021; Culliford 2021).  

So too has the market dominance of firms such as these raised concerns (Cole 2021; Horwitz 

2021). 
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For many of these firms, it is a fine balance between allowing content that can be divisive but 

lucrative, as such content drives screen time.  Recent press investigations and then revelations 

from Facebook whistleblower, Frances Haugen, document that Facebook CEO, Mark 

Zuckerberg, ignored recommendations of staff to adjust an algorithm that was spurring hate 

speech, reportedly because it was driving so much screen time, and therefore revenue (Horwitz 

and Seetharam 2020; Mac and Kang 2021).  

Regulations may increasingly circumscribe platform’s discretion in matters of data collection 

and use, moderation, platform content, and market powers, among others,29 but until then (and 

perhaps even then), platforms will remain in the primary driver’s seat on both building 

architectures of influence and controlling how those architectures can be used (Shahbaz and 

Funk 2021). 

B. Platform Users/Exploiters 

The second set of principal actors, (B), Platform Users/Exploiters, seeks to exploit the logic and 

functionality of the platform to achieve a political, social, or economic end.  For many platforms, 

the legitimate businesses, customers and users of the platform seek to exert influence.  

Businesses to convince customers to purchase goods or services, customers to rank and respond 

to business experiences, users to comment, share and build community.   

The technological affordances of platforms open them to other actors and influence as well.  

Examples of these include foreign influence campaigns, election interference or extremist group 

recruiting.  These could also be individuals or groups espousing a social or political view seeking 

 
29 As may be happening in China, although the final implications are yet to be seen.  
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to recruit, inform and engage sympathizers.  Or they might be “paid reviewers” seeking to push 

product ratings up or down (WXYZ Detroit 2021; Cohen 2021).  Alternatively they might be 

cyber criminals seeking to extort, extract or defraud money from others.   

Platform Users/Exploiters work through the technological affordances (see Chapter 4) of 

platform companies to exert influence.  The platform is a vehicle, a magnifier, and an accelerator 

for influence efforts.  The platform itself then offers the primary means to constrain or enable 

this kind of influence taking place through it.  The platform company can do this through various 

means including surveillance, chokepoints and moderation.   

Where laws are ambiguous, the platform itself must exercise discretion in allowing, enabling or 

constraining such content.  With the advent of bots, fake personas, deep fakes, and other 

computational propaganda30, the ability of Platform Users/Exploiters to drive virality can 

overwhelm efforts on the part of platform companies to control or moderate this influence.  A 

study by the Oxford Internet Institute (OII) for example found that despite massive efforts at 

tagging and removing false information about COVID 19, “59% of the Twitter posts rated as 

false in [the] study sample remain up, 27% of the falsified claims caught on YouTube remain up, 

and 24% of the falsified claims on Facebook remain up.”   OII found that the primary progenitors 

of this fake information are other sovereign states (China, Iran, Russia and Turkey primarily), 

and that they had perfected means though flooding, bots, fake personas and more for this 

information to go viral, overwhelming valid information—despite the efforts of platforms to 

contain it (Howard 2020).   

 
30 “Computational propaganda is the use of algorithms, automation, and human curation to purposefully distribute 
misleading information over social media networks”(Woolley and Howard 2017, 3) 
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Through law and regulation, national governments can compel technology platforms to curtail 

certain types of information (such as pornography or recruiting for radical organizations).  They 

can also compel these businesses to curtail certain types of speech or expression which might 

impinge upon the norms or rules of a society.  These efforts have resulted in plunging “Freedom 

on the Net” scores over the past several years (Shahbaz and Funk 2021).  Freedom House notes 

at the same time, however, that governments have increasingly been using social media 

platforms for their own propaganda purposes (Ingram 2019).  

Even though tech firms may have powers to control what transpires on their platforms, outside 

actors can sometimes overwhelm or circumvent controls, or in the case of governments, require 

controls or messaging which can otherwise distort the free flow of information and opinion 

through the platform.   

C. Platform Sovereigns 

The third set of principal actors, (C), Platform Sovereigns,  are the “states with political authority 

over the central nodes in the international networked structures” (Farrell and Newman 2019).  

Farrell and Newman use this definition to describe countries who control the networked 

technologies underpinning our connected world.  Their focus is on networks such as undersea 

cables or the financial clearing operations of SWIFT.  In these cases, the United States largely 

has control over these assets, organizations or companies and such control enables both 

surveillance (“panopticon”) and chokehold powers.  

In the context of platforms there are two main contestants in the world as “states with political 

authority over central nodes in the international networked structures:” the United States and 

China.  Facebook, Google, Twitter, Amazon and a host of other platform firms are (effectively) 
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headquartered in the US and subject to US rules and regulations, with variations for local 

government requirements (Actor, D) elsewhere around the world.  Much of today’s internet 

governance and the technology standards supporting the internet stem from US efforts, rules and 

standards—a first mover advantage that is in the process of change (see Carr 2018).   

China is the other country with such powers which are exercised over firms such as Alibaba, 

Tencent, Bytedance and others.  While Chinese technology giants were initially built and scaled 

using US models, they have unique characteristics (to be explored in Part II, Chapter 6) and 

increasingly unique governance structures.  This distinction between US and Chinese “Platform 

Sovereigns” could lead to meaningful differences in platform operations inside and outside of 

their home countries (see Part II).   

Platform Sovereigns, by nature of controlling the home (and often largest) markets of these firms 

and the home regulatory environment, have the ability to exercise control and influence over 

how the platforms operate in their markets and in others.31  Regulation in large—non sovereign--

markets, like the EU, can affect global operations also.32 

Platform sovereigns may seek to exercise influence through platforms by using a number of 

mechanisms.  Among these are governance and technology standards (which permit or restrict 

open access and free flows of information), rules on data privacy, algorithms and other operating 

characteristics.  Additionally, legal or regulatory contructs in their home markets may be 

 
31 This topic is explored in greater depth in Part II.  As one example, China’s recent regulatory crackdown may be 
sending signals around the world regarding means of regulating platform businesses.  See for example (Wheeler 
2021) 
32 Known as the “Brussels Effect,” or the ability of the EU to set global regulatory standards (Bradford 2020) such as 
GDPR. A study by Gartner found  70% of global companies subject to GDPR said they intend to apply it globally 
(“Companies on GDPR: Global Adoption Is Their Goal” 2019) 



92 
 

transferred by purpose or by default to other markets.33  By virtue of their power over the home 

markets of these technology giants, Platform Sovereigns may also be able to compel them to 

provide data or enable use or users that might otherwise be constrained or contrary to another 

country’s rules or standards (see for example Milano 2020; Shepherd and Smyth 2020).34  In 

other words, Platform Sovereigns have means to encourage or compel actions that their native 

platform companies take in other countries.  

D. Platform Local (or Host) Sovereigns 

The fourth group of actors, (D), Platform Local (or Host) Sovereigns, are the national or local 

governments in countries where platforms are operating (but not their “home” countries, Actor 

(C)).  For Facebook, Google, Twitter and other US platforms, these would be countries outside 

of the United States.  A good example of the power of Local Sovereigns is the EU’s GDPR 

legislation and anti-monopoly rulings against these US tech giants.  Here the EU was seeking to 

constrain powers and attributes of these companies which they found were in violation of law 

and norms in the EU (Agh 2020). 

India is perhaps an extreme example of a local sovereign establishing a set of norms that resulted 

in the shut down of numerous Chinese companies and their apps in the country (Agrawal 2020).  

There are many other examples where Local Sovereigns have exerted influence over the 

operations of platform companies, in some cases requiring modification of content, in others 

 
33 In the “Beijing Effect,” scholars Erie and Streinz argue that Beijing is able to export its platform governance and 
operating models to many emerging markets (Erie and Streinz 2021).  We will return to this in some detail in Part 
II.  
34 Note that most technology companies claim that they abide by the laws, rules and regulations of the countries in 
which they are operating.  The Snowden revelations and the concerns over Huawei’s 5G technology suggest that 
most countries are now doubtful of this claim (see for example Human Rights Watch 2014; Kennedy and Tan 
2020). 
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temporarily banning or shutting down platforms.35  Most commonly their concerns and restraints 

relate to content made available through the platforms, and these have resulted in increasing 

levels of censorship and control by Local Sovereigns (see Shahbaz and Funk 2021; Bischoff 

2020).  

While most local sovereign restrictions have been focused on proliferation of unwanted content 

(however locally defined), an increasing number are using platforms for their own information 

dissemination or propaganda purposes.  In an interesting development along these lines, in 

September 2021, Brazil’s President, Jair Bolsonaro, issued a decree preventing social media sites 

from taking down assertions he made that the only way he would lose the upcoming election was 

if the vote was rigged (Nicas 2021).  Bolsonaro is only one of many national leaders seeking to 

use social media to advance their political positions (whether content is accurate or not).36 

Local sovereigns can exert considerable influence on platforms through laws, regulations and 

governing market access, particularly if they are a large market.  However, some governments in 

the emerging markets do not have the institutional capacity to develop and enforce decrees such 

as Bolsonaro’s.  They may lack the market or regulatory power to compel full platform company 

adherence. (Pitel and Murphy 2020; Pisa 2019; Erie and Streinz 2021).  

Local Sovereigns thus are a potent actor in platform influence, at times leveraging platforms for 

political or other purposes, at other times seeking to constrain what transpires on and through 

platforms.  Local Sovereigns’ powers to exert the kinds of influence they may want are 

 
35 Indonesia, for example, temporarily banned Bytedance’s TikTok app when it found that it was violating rules on 
the types of content that were permissible in the country (Staff 2018).   Russia’s shutdown of Facebook, Instagram, 
and Twitter in the wake of its invation of Ukraine in March 2022, serves as another example (Ghaffary 2022).   
36 A glaring example was the Myanmar miltary’s use of Facebook to incite genocide (see Mozur 2018). 
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themselves constrained at times due to limited institutional capacity, market power or other 

factors.   

E. Cyber Intruders 

The fifth and final group of actors, (E), Platform Cyber Intruders, uses cyber intrusion (hacking) 

to manipulate the data and algorithms of platforms to accomplish specific ends.  This is 

distinguished from cyber criminals who simply use the technology affordances of platforms to 

pedal their wares or lure suspects.  Those actions and actors fall within Platform Actor group B, 

Platform Users/Exploiters.  Cyber Intruders, in this definition, are those individuals or groups 

who break into platform architecture itself to surveil individuals, alter code to effect change, or 

otherwise tamper with the existing operating infrastructure of platforms.   

Perhaps the simplest form of this is stolen identities, where hackers break into a user’s account 

and steal their identity for use in fraud or for other purposes (DeMuro 2021).  In September 

2021, ousted Afghan President, Ghani, reported that his Facebook account had been hacked after 

a pro-Taliban post was made from his account (Neuman 2021).  A February 2021 posting on 

Cybernews reported the sale of user data on 14 million Amazon and e-Bay users across 18 

countries (Meyer 2021).  These attacks exploit the personal information held by platforms.  

Amazon has also reported that cyber intruders introduced malware into more than 100 sellers’ 

accounts, siphoning off an undisclosed amount of money (CISOMAG 2019).  

State actors, as Cyber Intruders, may have designs beyond cash generation.  Russian hackers 

apparently exploited a weakness in Google’s security system to steal millions of email login 

details.  Using this information, they launched attacks on a number of investigative journalists 
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covering their country (Sheffield 2017).37  A December 2020 attack on Google, purportedly by 

China or Russia, disabled gmail and Youtube for a broad cross section of the UK (Nanan-Sen 

2020), and a 2019 investigation by Reuters found that US intelligence agencies broke into 

Russia’s leading search platform, Yandex, to surveil users (Bing, Stubbs, and Menn 2019).  

Platforms’ reliance on algorithms and artificial intelligence is also a vulnerability able to be 

exploited by hackers (Hutson 2018). A new field of research has emerged to investigate the ways 

in which algorithms, machine learning and artificial intelligence can be misled and as a result 

produce results different from those intended.  Among these kinds of attacks are “adversarial 

attacks,” which seek to distort the inputs upon which the Machine Learning is working and thus 

alter the expected outcome (Dickson 2020).  A whole range of attacks and distortions was 

identified in a 2018 study at MIT.  It found that despite their sophistication, AI programs were 

easily spoofed and easily hacked (Kim 2020).38 

Platform Businesses, Sovereigns (home and local), civil society organizations and others work to 

thwart or constrain such attacks (unless of course they are the perpetrators).  Cyber Intruders’ 

ability to infiltrate platforms opens a range of potential influence capabilities—from surveillance 

 
37 See also (Hulcoop et al. 2017) 
38 The range and types of attacks on platform AI are manifold.  Bursztein provides a good high level summary of 
some of the most prevalent.    “Adversarial inputs, which are specially crafted inputs that have been developed 
with the aim of being reliably misclassified in order to evade detection. Adversarial inputs include malicious 
documents designed to evade antivirus, and emails attempting to evade spam filters.  Data poisoning attacks, 
which involve feeding training adversarial data to the classifier. The most common attack type we observe is model 
skewing, where the attacker attempts to pollute training data in such a way that the boundary between what the 
classifier categorizes as good data, and what the classifier categorizes as bad, shifts in his favor. The second type of 
attack we observe in the wild is feedback weaponization, which attempts to abuse feedback mechanisms in an 
effort to manipulate the system toward misclassifying good content as abusive (e.g., competitor content or as part 
of revenge attacks).  Model stealing techniques, which are used to “steal” (i.e., duplicate) models or recover 
training data membership via blackbox probing. This can be used, for example, to steal stock market prediction 
models and spam filtering models, in order to use them or be able to optimize more efficiently against such 
models.”(Bursztein 2018)  
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to blackmail to content “adjustment.”  Given the nature of platform architecture, the reliance on 

computer engineering and the open engagement of users, addressing Cyber Intruders is an 

ongoing challenge that gets more sophisticated as technology advances on both sides.   

Recapping Platform Actors 

Multiple actors can exert influence through platforms.  Each of these actors faces constraints 

imposed in some way by the other actors.  Platform Businesses are at the center of this action as 

it is their architecture that enables influence.  The other actors are primarily seeking to constrain 

certain types of information, promote other forms, or extract and use data on the platforms.  

These actors use the powers available to them via the platforms themselves, and/or laws, 

regulation, market power, software engineering to achieve influence objectives.  Platform 

Businesses are primarily seeking profits.  Sovereigns may seek domestic political, economic and 

social objectives while also seeking political, economic, social and power objectives abroad 

through their platform nationals (companies over which they exert sovereign like controls).  

Local Sovereigns also seek domestic political, economic and social objectives through their 

influence efforts—constraining or promoting content, surveilling users.  Where Local Sovereigns 

have strong market power, such as with the EU, they may be able to shape platform standards 

and operations outside of their territory.  At the least, Local Sovereigns typically have powers to 

shut down or expel platforms they find offensive.  Cyber Intruders also seek influence through 

alteration of platform logics or exfiltration and leverage of platform data.   

Platforms are thus a hotbed of influence efforts by multiple actors, many vying and contesting 

with each other.  What Part II of this thesis seeks to explore is whether Chinese platforms afford 

a distinct advantage to China in effecting influence through Chinese platforms.  Before we turn 
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to that, though, it is useful to recap and integrate what this, Part I, exploration of platforms has 

shown us.   

Part I Conclusion and Introduction to Part II 

That platforms have impact and can exert influence in our societies is almost a given now.  

Chapter 3 outlined how indispensable platforms have become for a majority of the world’s 

population and how an increasing number of that population continues to come on-line and use 

platforms.  Chapter 3 also showed the many ways in which platforms exert influence in health, 

social constructs, politics, personal interactions, and economic affairs.  Platforms have become 

an inextricable part not only of our economic infrastructure, but of our political, social, 

governmental, health and other infrastructures of life in the 21st century.  Influence through them 

is growing.  

In fact, platforms are actually architected for influence.  Chapter 4 showed how this architecture 

works.  As most platforms are private sector companies, profit motives drive the underlying 

business logic.  The discovery, development and deployment of persuasive technologies, 

dopamine effects, and the power of computer engineering is at the heart of platforms’ operating 

and profit models.  This is the core architecture of influence.  On top of this, platforms have 

attributes which specifically enable and empower influence efforts.  These are the exercise of 

surveillance, chokepoints and moderation—all of which can shape the experience of users on the 

platform and by extension aspects of society.  Finally, the inherent user-interactivity of platforms 

creates a playing field for influence efforts by legitimate users and by others seeking to exploit 

the open influence architecture.   
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If platforms are architected for influence, who are the key players leveraging that architecture to 

achieve influence?  This, Chapter 5, outlines five key actors: The Platform Business itself to 

maximize profits; Platform Users/Exploiters for legitimate and other reasons; the platform’s 

Sovereign-who exerts vital controls over the platform’s business success not just in its home 

market but around the world;  Local Sovereigns who seek to shape and control platform 

influences in their countries; and Cyber Intruders who seek economic or political reward from 

hacking into platform operations.   

Having thus constructed an understanding of platforms, their influence capabilities and the key 

actors involved in effecting influence through them, what does this mean for consideration of 

Chinese platforms as they expand around the world?  

In Part II, Chapter 6, we will look at the unique operating environment of Chinese platforms in 

their home territory, China.  Chinese platform companies are some of the most successful in the 

world, the only viable rivals today to US platforms such as Google, Amazon, Facebook and 

others.   These companies are in many ways more advanced than their US rivals, offering 

Chinese users products, services and user experiences that are more immersive, more responsive 

and more integrated than US platforms.  Chinese platforms also operate in an environment of 

significant constraints, of widespread censorship, social credit systems and fierce domestic 

competition.  In order to survive, these platforms have had to partner with the Chinese 

government, trading successful business growth for full partnership in China’s increasingly 

invasive surveillance and control infrastructure. Chapter 6 outlines the growth and development 

of Chinese platforms and the powerful capabilities they have developed to exert influence over 

their architectures—influence that is arguably greater than that of their platform counterparts in 

the West. 
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In Part II, Chapter 7, we look at the proliferation of Chinese platforms around the world.  China 

is pursuing an ambitious effort to spread its technologies, particularly in the developing 

economies.  The Digital Silk Road is bringing core connectivity infrastructure such as cellular 

service, broadband, and geo-spatial data to countries who have had limited access to these to 

date.  It is also bringing the software and services that ride on top of this core infrastructure.  

These include data centers, smart cities and platform technologies and companies for e-

commerce, social networking and search.  The chapter looks at the ways and means by which 

Chinese platform companies are expanding around the world, and it looks at evidence that as 

they expand they are bringing not only their powerfully developed architectures of influence, but 

using those on behalf of the CCP.     

In Chapter 8, we evaluate how, in their global expansion, Chinese platform companies are faring 

competitively against Western platforms.  Then we look at what might accelerate their growth to 

preeminence and what might inhibit that growth.  This includes consideration of the regulatory 

reforms underway in China since 2020, China’s efforts to decouple its technology from the West, 

China’s softpower, and whether Chinese platform companies can or will be effective agents for 

the CCP.    

There is no doubt influence is exerted through platforms, and that multiple actors are involved in 

that effort.  Does the nature and function of Chinese platforms, their relation to the CCP, and 

their global expansion suggest Chinese platforms could usher in more effective and pervasive 

influence efforts by Beijing around the world?  Part II seeks to answer that question.   
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Chapter 6 China’s Platform Society 
 

In Chapter 6, we look at the unique operating environment of Chinese platforms in their home 

territory, China.  Chinese platform companies are some of the most successful in the world, the 

only viable rivals today to US platforms such as Google, Amazon, Facebook and others.   These 

companies are in many ways more advanced than their US rivals, offering Chinese users 

products, services and user experiences that are more immersive, more responsive and more 

integrated than US platforms.  Chinese platforms also operate in an environment of significant 

constraints, of widespread censorship, social credit systems and fierce domestic competition.  In 

order to survive, these platforms have had to partner with the Chinese government, trading 

successful business growth for full participation in China’s extensive surveillance and control 

systems which control and contain much of the discourse and behavior in the country.  The 

chapter explores the extent to which platforms are engaged in this surveillance and control 

infrastructure and how their “architectures of influence” are deployed on behalf of and in 

conjunction with the CCP.  The chapter concludes with an assessment of Chinese platforms’ 

distinctive advantages as influence engines for the CCP.  

 

 

Chinese internet platforms not only rival those in the West but in some instances surpass them.  

Many are among the most successful and valuable companies in the world today.  Alibaba and 

Tencent, for example, ranked among the top ten most valuable companies globally in 2020 

(Szmigiera 2021).  Bytedance, the owner of wildly popular app, TikTok, was the most valuable 

“unicorn” (unlisted privately held company) in the world in 2020 (CB Insights 2020).39  China 

has more “netizens” (digitally connected citizens) than any other nation40 and is home to an 

increasing number of platform innovations that are now sweeping the world.  

Many of these innovations, some launched nearly a decade ago in China, are just now being 

introduced or gaining scale in the West.  These include mobile phone FinTech payment systems, 

QR codes, community buying schemes, facial recognition, integrated social media/e-commerce 

 
39 Recent regulatory actions in China have reduced the valuation of many technology firms there, in particular 
Alibaba and Tencent.   
40 Nearly one billion Chinese citizens are regular internet users (“China: Number of Internet Users 2020” 2021) 
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platforms, and much more (Whitler 2019; Prashantham and Woetzel 2020; Engen 2018; K. Jia 

and Kenney 2021; Rimbey 2020).  China’s extensive user base (and the data it yields), its highly 

competitive domestic markets and deep business/government cooperation have spurred once 

copy-cat companies to be leaders domestically and increasingly around the world.41,42   

Yet, these companies form an integral and indispensable part of China’s surveillance and control 

systems. While many observers are focused on the underlying technology infrastructure systems 

that China is seeking to export (such as Huawei’s 5G technologies), the power and influence of 

China’s platforms merits its own attention.     

Chinese platforms have developed and flourished in China as a result not just of entrepreneurial 

talent but also as a result of government policies that built the underlying physical and technical 

infrastructure for the internet, of an initially loose regulatory environment, of intense domestic 

competition and of close business/government relationships.  As the internet developed and grew 

in China, the government increasingly saw it as a mechanism for social and political control. To 

survive and thrive, these platform companies became active, ultimately proactive, partners in 

building and implementing China’s extensive internet based surveillance and control systems, 

even as they innovated new means of consumer engagement and services.  In 2012, the 

government began strengthening regulatory mechanisms to oversee the operation of its platform 

firms.  By 2021 they had centralized regulatory oversight and initiatied a “rectification 

campaign” or “crackdown" on a range of platform practices—from monopolistic behavior to 

 
41 Global consultancy, McKinsey, predicts China’s innovations in and leadership of six digital “mega-trends” will 
reshape the future of online experience globally.  These digital “mega-trends” are: “retail integration, virtualization 
of services, the mobility revolution, digitization of social life, industrial IoT/supply chain digitization, and digital 
urbanization” (Bu et al. 2021). 
42 While at the time of this writing, the CCP has initiated a broad series of regulatory actions against technology 
(and other) companies, Chinese platform companies remain today and are likely to remain well into the future, 
among the most dynamic and innovative companies in the world.   
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data privacy to algorithmic regulation.  While remaining ostensibly private, these measures bring 

China’s tech companies closer in line and closer in step with CCP oversight of its other national 

champions, state owned enterprises. 

Chinese platforms are arguably more adept and powerful as architectures of influence than their 

Western counterparts.  Their innovative capacity and accomplishments put them at the forefront 

of platform business logic—data, dopamine and computer engineering. Their close, 

indispensable function as part of China’s surveillance and control infrastructure helped them 

develop, test and improve their powers of surveillance, chokepoints and moderation.  And their 

facilitation of CCP messaging, bots, and propaganda, while surpressing dissenting voices, sheds 

light on the use of their technical affordances. 

While these platforms still have agency and remain, as Western platforms do, the primary actor 

among actors of influence, their alignment with and indispensable role in China’s surveillance 

and control infrastructure, makes the CCP the commanding outside actor exercising influence 

through the platform.     

This chapter traces the history of some of China’s largest platforms, helping to show the integral 

role played by government (sometimes purposeful and sometimes out of neglect) in their rise to 

power and prominence. As noted, entrepreneurial talent and intense domestic competition were 

essential contributors as well.  But our focus here is on the business-government relationship and 

how that has translated into platforms’ co-existence with and performance for the state as agents 

of influence.  This platform/CCP relationship has become even more direct recently, and should 

be borne in mind as we look--in subsequent chapters--at the spread of Chinese platforms 

globally.      
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1. History and growth of platforms in China 

The stories of the founding of China’s big three internet giants, Baidu, Alibaba and Tencent, 

(often referred to as BAT) have become folklore today. English teacher Jack Ma, inspired by 

exposure to the internet in the US, returns to China to found Alibaba circa 1999.  Robin Li, 

electrical engineer, returns to China in the year 2000 after graduate school in the US to launch 

what is now China’s pre-eminent search engine, Baidu.  Pony Ma, a computer science major 

from Shenzhen University, founded Tencent in 1998.  Like the stories of US technology 

counterparts, China’s internet titans all had humble beginnings, and established and grew their 

businesses in the early days of the internet (Leong 2018; Svensson 2021; L. Jia and Winseck 

2018; Su and Flew 2020). 

These companies were launched at a time when internet usage was extremely low as a 

percentage of the population.  Moreover, it was a time when US technology companies--Google, 

Facebook, e-Bay, Yahoo and others--were establishing a presence in China.  It would be almost a 

decade later before these US competitors were forced to or chose to exit the Chinese market (e-

Bay, 2006; Facebook, 2009; Google, 2010).43  As a result, these Chinese upstarts had to be 

nimble and competitively aggressive.  By the time their US counterparts left the country, Baidu, 

Alibaba and Tencent were already transcendent, having outflanked and out-competed their 

foreign rivals.  

 
43 In the wake of riots in China’s Xinjiang province in 2009, China blocked and then banned Facebook and Twitter, 
effectively ending their operations in China.  Google, though significantly constrained, closed operations in 2010 
after onerous censorship requests from the government and after a cyber-attack, attributed to the government, 
revealed that the emails of human rights activists on its platform had been hacked. e-Bay proved unable to 
compete against locally connected Chinese firms (Waddell 2016; TechCrunch 2009; Sheehan 2018; Lee 2018). 
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Today, while there is semblance between e-commerce giants Alibaba and Amazon, between 

Tencent and Facebook, and between Baidu and Google; there are also marked differences.  To 

compare Alibaba with a western equivalent, one would need to combine Amazon, PayPal, UPS 

and a few other firms to create equivalence in market scope and impact.  Tencent would require 

combining Facebook, WhatsApp, PayPal, GrubHub and dozens of other western platforms (from 

gaming through transport) to achieve equivalence.  Indeed, Tencent has created such an inclusive 

operating environment for users, that many Chinese citizens perform all their online activities via 

Weixin, Tencent’s Chinese platform app (known as WeChat in the West).  In fact, this form of 

comprehensive user envelopment gave rise to insights on the infrastructuralization of platforms 

(Plantin and Seta 2019). 

The spectacular rise of China’s internet giants was due in part to the entrepreneurial talents of 

their founders, but it was also due to government policies, the regulatory regime(s) employed as 

the internet grew, and to the relationships the entrepreneurs forged with government officials and 

regulators.  

To understand the interplay of internet company growth, policies and regulations, Figure 3 

provides an overview of the dynamics of select key events in the rise of the internet economy in 

China: regulatory evolution as depicted by Miao, Zhu and Chen; firm evolution and growth as 

described by Jia and Winseck; and industrial policy evolution as compiled by the author (Miao, 

Zhu, and Chen 2018; L. Jia and Winseck 2018).   
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Several key trends become apparent from this view.  First, as the internet evolved, the regulatory 

environment did as well, moving from various forms of fragmentation to centralized control 

(Miao, Zhu, and Chen 2018).  Second, in the early 2000s a process of financialization, listing 

internet firms on global stock exchanges, began.  This process injected substantial resources into 

these firms which fueled their domestic (and international) growth.  It also brought global 

expertise and advice to their Chinese managers (L. Jia and Winseck 2018).  Third, dozens of 

internet and electronics related  industrial policies were issued  in this time period by an ever-

evolving group of state institutions and regulators.44  The nature of these policies evolved from 

 
44 Miao et all provide a detailed account of the shifting institutional and regulatory landscape of China’s internet 
industry involving literally dozens of agencies, leading groups, and ministerial organizations and reorganizations, 
not to mention provincial and local level efforts  (see Miao, Zhu, and Chen 2020).  
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those designed to aid China’s efforts to “catch-up” with the West in internet connectivity and 

application, to those designed to move China ahead of the West in these domains (Creemers 

2017). Finally, the shifts in industrial policies and internet regulation noted above, coincided 

with a time (2012) when internet penetration was approaching  50% of China’s population and 

President Xi Jinping ascended to power.   

Industrial Policies Supercharge the Internet Economy.  China has a history of industrial policies 

dating at least from the early days of the Communist regime.  In 1977 however, drawing an end 

to the Maoist era, Chinese leader Deng Xiaoping set out four goals for the modernization of 

China: to strengthen the fields of agriculture, industry, defense, and science and technology.  

These “Four Modernizations” were enshrined in the constitution and have guided Chinese 

economic planning and development since (Hsü 1990).  As the internet economy began to 

emerge, China’s industrial policies spurred the creation of the technology infrastructure and 

businesses that would come to dominate not only the country but ultimately, at least in certain 

technologies, the globe.45 

 

 
45 China’s drive to use industrial policies to catch-up if not surpass the West in key technologies has been described 
by many (see for example Oqubay and Ohno 2019; J. Y. Lin, Wang, and Xu 2021).  The technology drive was 
summarized well in a US Chamber of Commerce Report stating: “[China’s industrial policies are a] political and 
economic campaign that amounts to an all-hands-on-deck call to action for the Chinese nation to roll up its sleeves 
and complete the mission of catching up and even surpassing the West in science and technology” (McGregor 
2013).  A “white paper” released by the government in China in 2010 largely confirms this, showing a series of 
industrial policies linked to the growth and development of the internet since its inception (“Govt. White Papers - 
China.Org.Cn” 2010). 
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• 1986-1990 Electronic Rejuvenation Leading Group promoted 12 important utility programs”(Miao, Zhu, and Chen 

2020, 2) 

• 1993 Three Gold Projects aimed at developing a Chinese information highway (Miao, Zhu, and Chen 2020, 2) 

• 1997 Ninth Five-Year Plan for State Informationization…”set the goal of pushing forward national economic 

informationization by vigorous development of the Internet industry” (“Govt. White Papers - China.Org.Cn” 

2010) 

• 2002 Specialized Plan for Informationization in the Tenth Five-Year Plan for National Economic and Social 

Development “…promotion of e-government, vigorous development of software industry, strengthening of 

development and utilization of information resources, and acceleration of the development of e-commerce” 

(“Govt. White Papers - China.Org.Cn” 2010) 

• 2005 State Informationization Strategy “…priorities of Internet development as promoting national economic 

informationization while adjusting the economic structure and transforming the patterns of economic growth; 

building e-government;… spurring the informationization of social services while building a harmonious 

society.(“Govt. White Papers - China.Org.Cn” 2010) 

• 2006 11th Five-Year Plan for National Economic and Social Development “…speeding up of the integration of the 

networks of telecommunication, radio, television and the Internet, to build the next-generation Internet and 

accelerate its commercial application” (“Govt. White Papers - China.Org.Cn” 2010).  

• 2007 “Political Bureau of the CPC Central Committee decided to build up a cyber culture industry and the 

production of relevant facilities” (“Govt. White Papers - China.Org.Cn” 2010) 

• 2010 “State Council decided to accelerate the integration of the networks of telecommunication, radio, television 

and the Internet, so as to promote the development of the information and culture industries” (“Govt. White 

Papers - China.Org.Cn” 2010) 

• 2013 Internet + “We will develop the "Internet Plus" action plan to integrate the Mobile Internet, Cloud 

Computing, Big Data, and the Internet of Things”  (quoted in, Xu 2015)  

• 2015 Made in China 2025 “The strategy targets virtually all high-tech industries that strongly contribute to 

economic growth in advanced economies” (“Made in China 2025 | Merics” 2016)  

• 2015 Digital Silk Road announced as part of nation’s Belt & Road Initiative (Shen 2018) 

• 2017 New Generation Artificial Intelligence Development Plan (“The Plan” 2021) 

• 2018 China Standards 2035 “write global standards for the next generation of technology” (“The China Standards 

2035 Plan: Is It a Follow-Up to Made in China 2025 ?” 2020)   

• 2021 14th Five-Year Plan for National Informatization   

Figure 4 Select Internet Industrial Policies-1986-2021 
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Figure 4 provides a sample of internet related industrial policies from 1986 through 2021.  These 

show China’s focus on initially building the infrastructure and technologies necessary for an 

internet economy and then turning to policies designed to integrate these technologies into 

multiple facets of life in China while seeking to surpass the West in key technology areas.   

For platform companies such as Alibaba, Tencent, Baidu, and others, the pre-2013 industrial 

policies built the underlying infrastructure of wired, and especially wireless, connectivity.  They 

also paved the way, through subsidies and directed investments, for the development and 

proliferation of low cost smart phones and key switching technologies from companies like 

Xiaomi,  Huawei, ZTE and others (Bánhidi 2020). These advances made it possible for tens and 

then hundreds of millions of Chinese to inexpensively access the internet and the growing array 

of services being offered by its rapidly scaling platform companies.46   

While until 2013 these industrial policies focused primarily on infrastructure and technology 

capabilities, the launch of the Internet + program in 2013 signaled the increasingly strategic role 

of China’s internet companies.  It also marked the shift in policy predominance from “catch-up” 

with the West to “move ahead,” and coincided with the commencement of efforts to centralize 

control and oversight of the sector (Creemers et al. 2018).  Since 2013 China’s technology 

industrial policies have largely acknowledged China’s near parity with the West in certain 

internet related technologies and the desire to become a “market-maker” in key critical 

technologies, much as McGregor foresaw a decade before (McGregor 2013).   

 
46 Recent studies suggest these industrial policies contributed substantially to the growth of China’s digital 
economy.  Sansa (2020) for example analyzed the quantitative benefits of internet related industrial policies 
between 2010 and 2017 and found those policies were strongly correlated with the growth of China’s digital 
economy (and companies) and the digital economy’s contributions to China’s GDP (Sansa 2020).   
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By 2017 Beijing was directly tasking its internet giants to deliver advances in specific 

technology frontiers, and funding them to do so (see CSET 2019).47  In that year, China 

announced a nearly $15 billion “internet investment fund…to support Internet companies and the 

Internet Plus Action Plan via equity investment.” According to news reports, the term “internet” 

was used almost 100 times in the 13th Five Year Plan (2016-2020), where one of the three 

sections was devoted to “Developing Modern Internet Industries” (Bhunia 2017).  The Made in 

China 2025 policy was reported to be backed by $300 billion in Chinese state investment, a 

significant portion earmarked to the internet economy (Hopewell 2018).  And in 2021, the 

government’s crackdown on its technology giants included instruction to redirect their private 

investments from consumer services to the industrial internet priorities of the government (see 

Segal 2021).  By 2022, with the increasing focus of the West on the “metaverse,” Beijing 

announced it would actively fund private companies innovating for the “metaverse” ((Che 

2022).48 

Against this backdrop, the 2021 14th Five-Year Plan for Informatization sets out a 

comprehensive set of goals and objectives for the expansion of the digital economy and China’s 

development of advanced technologies—many of them internet related.  Like industrial policy 

guidance before it, the Plan instructs and mobilizes national, provincial and local governments, 

as well as state and private firms, towards achievement of these objectives (see Creemers et al. 

2022).  

 
47 These capabilities are now being harnessed through the government’s Artificial Intelligence Development Plan, 
where for example, Alibaba has been charged with smart city development, Baidu with autonomous driving, and 
Tencent with computer enhanced medical diagnosis (Roberts et al. 2019, 4) 
48 According to one state backed think tank, the metaverse will involve AI, big data, sensor and other technologies 
key to the nation’s growth objectives (“元宇宙与国家安全” n.d.). 
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This plethora of industrial policies and funding mechanisms created a heated environment for 

China’s tech giants to grow.  And while they were freed from foreign competition, domestic 

competition was fierce between them.  Industrial policies were only one element of the 

business/government relations though.  China’s initially fragmented and then increasingly 

centralized internet regulatory structure played an important role as well.   

Initially Benign Regulatory Environment Enables Rapid and Concentrated Growth.  A 

combination of largely supportive regulatory policies and fragmented governance created an 

environment where China’s platform companies could thrive early-on and grow to dominate 

markets.  As the economy and market power of these firms grew, however, regulation was 

recentralized until, beginning in 2012, the CCP began asserting its primacy in these markets and 

over these companies.  The regulatory reforms initiated beginning in 2021 further consolidate 

centralized control over the internet industry with the Cyberspace Administration of China 

(CAC) as the primary watchdog and regulator, supported by other ministries, both public facing 

and security oriented (Creemers et al. 2018; Creemers and Triolo 2022). 

In the early years of the internet in China, even to a greater extent than in the US, regulation was 

loose and divided among different and sometimes competing authorities.  Hong argues that 

fragmented regulation characterized China’s early internet evolution, providing room for internet 

firms to game the system and maintain “platform immunity,” a condition that provides safe 

harbor from certain legal and regulatory actions (Hong 2019, 1).   

Hong’s model of fragmented governance is given additional credence by Miao, et al in their 

institutional review: “Who’s in charge of regulating the Internet in China: The history and 

evolution of China’s Internet regulatory agencies.” The authors document nearly yearly shifts in 
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authority and control, yet posit four regulatory stages or models between 1987 and 2018 (as 

depicted in Figure 3) (Miao, Zhu, and Chen 2020).  Figure 3 also shows that as Xi Jinping 

ascended to the presidency, a step-change in regulatory governance took place.  This same 

timing coincides with the shift from “catch-up” industrial policies to “move ahead” policies.  

Essentially, under Xi, beginning in 2012, regulation of internet companies became much more 

centralized and controlling, culminating in the crackdown on technology firms begun in 

2020/2021, a crackdown that extends to data privacy, algorithms, and a range of monopolistic 

behaviors.49  

The rapid evolution over time of regulatory structures speaks to the growing importance of the 

internet economy and attempts by Beijing to create effective governance structures.  While 

internet regulation had little direct influence on China’s international strategy, it did force 

Western firms out of the domestic market and enhance CCP control through censorship and 

propaganda policies (see Pan 2017).   Moreover, it created a precedent for an alternative view of 

internet governance, a view that has become increasingly important in China’s discourse globally 

(see, Mozur 2018).   

Financialization Supercharges Market Leaders. It would be difficult to understand the explosive 

growth of China’s platform companies without discussing their access to global capital.  This 

form of financialization shows that China was open to foreign sources of capital to spur the 

 
49 Even prior to the 2020/2021 crackdown, Creemers observed: “[T]he changes brought by the Xi administration 
sought to achieve three major goals. First, with regard to social media, it sought to change the public nature of the 
online sphere [to prevent social mobilization and increase party messaging]…Second,…administrative restructuring 
of the Internet governance apparatus can be seen as an effort to centralise leadership over this important sphere, 
transcending interdepartmental boundaries and interests, and creating direct links to the summit of political 
power. Lastly, the efforts intended to signal the importance the leadership attributes to information technology, 
and to lay the groundwork for the continued and accelerated adoption of information technology in all areas of 
socio-economic governance” (Creemers 2015, 6).  
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growth and development of its internet companies.  And it shows that this capital was deployed 

in the interests of the state domestically and internationally, partly on the basis of entrepreneurial 

activity, but partly under the guidance of industrial policies and regulations.  

Lianrui Jia and Dwayne Winseck demonstrate in “The Political Economy of Chinese Internet 

Companies: Financialization, Concentration and Capitalization,” that international capital played 

a critical role in the rise, success and dominance of China’s internet giants.  The ability of these 

companies to tap global financial resources enabled them to dramatically scale their businesses, 

invest in innovation and acquire competitors domestically and internationally.  Global capital 

markets were deeper and more available than domestic markets.  Moreover, the unique 

shareholding structure of these international listings, while giving Chinese entrepreneurs capital 

and expert management advice, limited the foreign investors’ actual control over these 

companies  (L. Jia and Winseck 2018; L. Jia 2018; 2021).50 

Thus, a handful of companies seized the initiative in the early days of the internet to rapidly scale 

their businesses.  They were fueled by industrial policies that enabled greater and greater 

domestic connectivity and by government supported R&D.  They operated initially in a 

fragmented regulatory environment that put few constraints on their growth.  And they were 

supercharged by foreign capital and expertise that further propelled their growth and dominance.   

These conditions were remarkable on their own, but these firms had two other important 

advantages. First, inter-personal relations with government officials helped to support the growth 

of specific companies and, second, at least in some cases, enrich their overseers.  The story of the 

 
50 In 2021, China began to restrict the use of Variable Interest Entities (VIEs) the corporate form allowing for 
foreign listings, particularly of tech stocks.  It also sought to restrict overseas listings of tech companies, such as 
Didi, purportedly on grounds of data security (see for example Bramble 2021). 
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rise of China’s internet giants must take account not only of the official policy and regulatory 

environment but the close relationship they forged with a government that eventually shielded 

them from foreign competition in the domestic market and promoted their growth 

internationally.  Svensson, Su and Flew, among others, document the network of close 

relationships built by China’s internet entrepreneurs and government officials through guanxi51 

and other relations as they rose in prominence (see, Svensson 2021; Su and Flew 2020; Negro 

2017).  

A second and lesser-known fact is the effort by internet entrepreneurs to offer shares of their 

companies to government officials and state enterprises.  Lingling Wei and Fu Lai Tony Yu have 

done extensive work in documenting not only who owns stakes in these enterprises, but how 

large those stakes are and how much these individuals or entities have benefited from those 

shareholdings (Wei 2021; Yu 2018).  The symbiosis of internet firms and the government then 

extends beyond each helping the other to achieve economic or political goals, but also to creating 

substantial wealth for individuals directly involved. 52  

As the internet economy grew, key internet firms grew as well, aided by industrial policies, an 

evolving regulatory environment and close, sometimes financial, relations with key government 

officials.53  In exchange for this freedom and support, the enterprises delivered many of the 

 
51 Guanxi “is a Chinese term meaning relationships; in business, it is commonly referred to as networks or 
connections used to open doors for new business and facilitate deals. A person who has a lot of guanxi will be in a 
better position to generate business than someone who lacks it” (Kenton 2021). 
52 In 2022, the former communist party secretary of Hangzhou, Alibaba’s home town, was arrested and expelled 
from the party for “taking bribes” and “disorderly capital.”  At this point, the tech crackdown began to visibly 
target supporters and beneficiaries of some of China’s largest tech firms (Bloomberg 2022). 
53 Rahman and Thelen make a similar argument that the rise of platforms in the US was enabled by a fragmented 
regulatory environment, US Defense Department seed capital and contracting (quasi industrial policy), and 
financial resources available to these firms through US capital markets and venture investors (Rahman and Thelen 
2019).  That there are similarities in the formational elements of US and Chinese platform economies reinforces 
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economic and political benefits the state sought.  These included the rapid spread of digital 

connectivity in China, innovations such as digital payments infrastructure that brought millions 

of Chinese into the financial sector, big data and AI capabilities, and the expansion of Chinese 

digital technologies around the world (see for example Schmuck and Benke 2020; Shan et al. 

2018; Ernst and Naughton 2008).  The next section looks at specific contributions of the internet 

companies to China’s surveillance and control systems, a critical means for maintaining CCP 

power and authority in the country.  

2. The Surveillance and Control State 

In the chaotic early days of the Corona Virus outbreak in China, Wuhan doctor, Li Wenliang, 

used his WeChat messaging app to share evidence--with a group of fellow doctors--of an 

outbreak of a new virus.  When word of his findings leaked to others on the internet, he was in 

short order hauled before the police, admonished and forced to sign a confession of false 

statements.  His punishment, censorship, ultimate death by COVID, and eventual rehabilitation 

by the government is now a well known story of the overreach of censorship and controls in 

China (see Green 2020; BBC News 2020).  What is less well known are the numerous other 

Chinese citizens who tried to report on the impact of the Corona virus as it swept through 

Wuhan.  Many, after posting videos or blogs of lockdowns and bodies accumulating, were 

arrested, silenced or disappeared altogether (DeutscheWelle 2021; BBC News 2020). 

Among the 70 nations Freedom House monitors globally, China has consistently been found to 

have the “least free” internet. “Conditions for internet users in China remained profoundly 

 
the point that these platforms share important key characteristics as described in Platforms: Architectures of 
Influence and further elaborated in this chapter below.  
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oppressive, and confirmed the country’s status as the world’s worst abuser of internet freedom 

for the seventh consecutive year” (Freedom House 2021).  Surveillance scholar Sheena Chestnut 

Greitens documents that China’s surveillance state not only relies heavily on the country’s 

technology companies but is moving, under President Xi Jinping, from “stability control” to 

“prevention and control”—a means by which to anticipate individual and group behaviors and 

intervene before they occur (Greitens 2020b). While a host of technology firms are involved 

(from facial recognition to broadband providers), platform companies such as Alibaba, Tencent, 

Baidu and others—who are at the interface of citizens and technology--all play critical and 

instrumental roles as partners to the state in blocking unwanted content, promoting government 

narratives, prompting appropriate behaviors, and reporting  on users.   

Almost from the outset of the internet in China, the CCP understood the potential risks in the 

dissemination of Western thought and the promotion of independent voice in the country.  In 

1996, the “Golden Shield Project” was launched as a means to monitor and control internet 

activity and manage domestic security (Chandel et al. 2019, 111). Soon dubbed the “Great 

Firewall,” the Golden Shield Project has made a study of the means to block, control, and 

facilitate (or nudge) internet activity.  Today, with intermittent exceptions provided through 

“allowed” virtual private network (VPN) services, most Western media is blocked in China 

along with virtually all Western platforms (such as Google, Facebook, and Twitter).54   

 
54 From a technical standpoint, blocking is achieved by limiting connections between the internet in China and the 
outside world.  These connections are heavily monitored and controlled through packet inspection.  Among other 
techniques, the government also uses URL filtering to monitor and ban specific websites as well as DNS poisoning 
to return error messages from blocked sites or redirect traffic (see Chew 2019; “International Freedom of 
Information on the Electronic Commons” n.d.). 
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However, China’s surveillance state extends well beyond blocking unwanted information from 

the West.  The government oversees a massive surveillance, censorship and control operation 

that monitors, blocks and controls the speech, videos, shopping, search and postings of netizens 

in China.  This system relies on user data gathered and processed by China’s technology 

platforms, and importantly, on those platforms actively identifying, flagging and censoring 

discourse while promoting CCP acceptable views and activities.  Platform companies now 

employ thousands of staff to monitor and administer these requirements (platform moderation).  

Their efforts are greatly aided by AI and machine learning tools developed by the platforms that 

can scan, sort and process surveillance and control requirements across hundreds of millions of 

users in nano-seconds of time.55  They also cooperate actively with the tens of thousands of 

internet police and government monitors in investigations of and reporting on their user 

communities as is required by China’s Cyber Security laws (Strittmatter and Martin 2019; Chin 

2017; Ruan et al. 2016; Cadell 2019; Murison 2018; Bolsover 2017; King, Pan, and Roberts 

2013; Repnikova 2018).56,57  These practices have made Chinese platforms adept at employing 

their “structural attributes”--surveillance, chokepoints, and moderation—in support of CCP 

objectives.   

The CCP has also recruited what has become known as the “50 cent party” (or “50 cent army”).  

Estimated at more than 2 million, these individuals, often government employees, flood, ridicule 

and redirect discourse on the internet in service to the state.  A 2017 study for instance found that 

 
55 Perfecting such tools has not always gone smoothly (see for example Allen 2017)  
56 China’s body of law affecting the internet is expanding and changing rapidly.  In 2021 alone three key laws were 
passed affecting personal data protection, cybersecurity and monopoly practices.  In 2022, additional laws and 
numerous implementing regulations are expected affecting these areas, overseas finance, algorithms and multiple 
other market behaviors (see Haldane 2021; Pernot-Leplay 2020; Creemers and Triolo 2022; Z. Zhang 2022) 
57 Pre-2020 there were reports that Chinese platforms occasionally delayed or even denied censorship, 
surveillance or control requests from Beijing.  
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through the 50 cent party, the government was fabricating nearly 450 million social media posts 

per year. Notably, the study also found that the majority of these sought not to dispute posts from 

real netizens but to “distract the public and change the subject” (King, Pan, and Roberts 2017).   

The combination of selective censorship and flooding with positive news stories designed to 

instill pride in the country, makes China’s censorship and control efforts more difficult for users 

to discern (Bolsover 2017) and potentially more effective at disarming potential anti-government 

activity or action.  

This is not to say that there is no political or dissenting discourse on China’s internet. On the 

contrary there is some evidence that the government permits certain types of complaints to be 

lodged and discussed and even certain levels of dissatisfaction with the government to be 

expressed.  King et al found that some level of dissenting voice on the internet appeared not to 

trouble the government.  Rather, Beijing’s key concern was preventing the spread of information 

that could lead to social mobilization and action (King, Pan, and Roberts 2013). Others found 

that dissent enables the government to monitor dissatisfaction, respond to concerns primarily at 

local government or business levels, and most importantly to identify dissenting voices and 

organizers (Tai 2015).58  

 
58 Tai found: “[T]he central government has turned a lenient eye to much of this cyberactivism and online dissent. 
On one hand, grassroots surveillance and online protest allows the central regime to get a sense of the populist 
pulse and thus assess any appropriate measures in nipping more dangerous threats and extremist actions in the 
bud. The online environment therefore serves as a buffer zone in many cases for China's national leaders to gauge 
what steps to take in anticipation of future tides of public sentiments. Online activism typically targets officials at 
the local and regional levels, and this functions as a mechanism of control as it aids the top leaders in picking 
targets to prosecute. Any online protest posing a challenge to the central regime and rocking the foundation of the 
Communist Party's hold to power has been dealt with in a resolute and heavy-handed manner” (Tai 2015, 130). 
Others attribute this latitude to principal agent problems between the government and the platform companies 
(Miller 2018) or competitive pressures in the marketplace (Liu 2020).  In all events, some level of dissent is 
expressed and tolerated, but unwanted collective actions are quickly identified and rapidly suppressed.  
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All is not passive in China’s surveillance society, however.  Since Xi Jinping’s rise to power, the 

government has sought to stir or facilitate nationalist sentiments in response to perceived affronts 

to the country.  This tactic has been used in the past, notably when the US mistakenly bombed 

the Chinese Embassy in Serbia in May 1999 (Xinbo 2008) or when tensions have risen with 

Japan (see for example Mingde Wang and Okano-Heijmans 2011).  The advent of widespread 

use of the internet and the abilities it offers the government to incite and provoke, however, offer 

a new and more dramatic means to turn up or turn down nationalist or other expressions in 

country.   

As the COVID crisis unfolded in Wuhan, a well know Wuhan based Chinese author, Fang Fang, 

started sharing her daily diary on social media.  Before it was shut down, millions had viewed 

her posts which reported on daily lock-downs and periodically criticized the government’s early 

and haphazard response to the outbreak.  Someone put up a poster at a local bus stop accusing 

her of treason.  “Shave your head or kill yourself to atone for your sins against the people” cried 

the poster, which was then posted to social media and soon went viral.  Scores of the 

government’s more than 240,000 social media accounts joined in, stoking the chorus of outrage 

against her.  Government officials and government media piled on, with government sites 

reposting and amplifying their words and those of others, accusing her of disloyalty to China.  

Internet trolls sought to dig out damning information from her past.  As the vitriol rose, she was 

suspended from her job at Hubei University.  Friends and colleagues who tried to defend her 

soon found themselves in the crosshairs of vicious nationalist attacks (C. D. and L. Lin 2020; 

Yan 2020).  The Chinese government’s surveillance and control tactics include leveraging 

platforms to control narratives through orchestrated harassment including stoking nationalist 
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outrage.59  Platforms’ facilitation of CCP messaging through bots, government accounts, 

flooding and other measures shows the means by which these tech companies enable Beijing’s 

efforts at control through the “leveraged affordances” of their platforms.   

These companies’ engagement with the systems of surveillance and control go beyond the 

measures just described: complicity with censorship orders, reporting on platform users, 

facilitating the 50 cent army, aiding and abetting harassment attacks, and promoting party 

doctrine.  The platforms’ access to user data and their own research on AI, Machine Learning 

and algorithms have made them critical partners in the government’s efforts to advance AI and 

further deepen the surveillance and control state.  In 2017, China’s Ministry of Science and 

Technology, designated Baidu, Alibaba and Tencent each with a key component of the nation’s 

AI push: Baidu for autonomous driving, Alibaba in smart cities and Tencent in healthcare AI 

(CBinsights 2018; Naughton 2020). 

This partnership has paid off for all parties.  In smart cities alone, China has arguably advanced 

further than any other country in developing, testing and delivering smart cities technologies.  

These not only enable more efficient government operations and citizen services, they are also at 

the leading edge of surveillance measures through facial, body and voice recognition; large scale 

data integration; and AI derived predictive policing (Greitens 2020a; 2020b).  In the 2021 global 

competition for the “AI City Challenge,” Chinese platform companies Alibaba and Baidu 

 
59 The role of nationalism in modern day China has been the subject of much research.  The inter-relationships of 
individual action and government promotion are complex.  Nationalism is promoted by everyday social media 
users independent of direct government facilitation (see Y. Zhang, Liu, and Wen 2018; Chen, Su, and Chen 2019), 
however, the government in China also takes an active role in using digital tools to stoke nationalist reaction as 
they deem appropriate (see above references). In “China’s Digital Nationalism,” Schneider offers a detailed 
analysis of how the incentives of platform business logic enhance, reinforce and amplify government narratives 
(Schneider 2018). 
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“swept” the awards, “beating competitors from nearly 40 nations,” whereas four years previously 

primarily US firms prevailed (Johnson 2021). 

AI applications for autonomous vehicles, smart cities and health are priorities for many 

countries; and government cooperation and contracts to platform companies for these 

investments are not, in themselves, indicative of furthering a surveillance and control system.  

How the governments and companies apply these innovations though, does tell something about 

both intent and expertise.   

China’s western region of Xinjiang has garnered much attention recently as an example of a 

digital police state. Beyond the “re-education” and prison camps, every day life for the 13 

million Turkic peoples is continuously monitored.  Facial and voice recognition systems, DNA 

and biometrics synchronize with a wide range of sensors indicating where people should (and 

should not) be and when.  Phones, social media postings, friends, purchase decisions and much 

more are all captured, analyzed, catalogued, and if deemed appropriate by security services, 

acted on.60  China’s platform companies are an integral part of this system, capturing and 

integrating data, applying artificial intelligence, and producing actionable output in conjunction 

with and as an extension of its security services (Maya Wang 2019; Clarke 2021).   

This integration between platforms and security services extends to a wide range of functions.  In 

an expose published in December 2020, Aspen Institute and Carnegie scholar, Zach Dorman, 

reported that US intelligence found China’s platform companies are engaged in processing—on 

 
60 The extent and intensity of surveillance and control in Xinjiang has been documented by a number of sources.  
Uighurs identified through the integrated data collection as being possibly “subversive” are subject to 
interrogation, detention, loss of jobs and/or social services, and “re-education.”  They can be separated from 
family and friends for months or years, without official charges (see for example Clarke 2021). 
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behalf of China’s security services--stolen sensitive data from the US, Europe and other 

countries (Dorfman 2020).61 

To be sure, not all these innovations are nefarious in intent, at least at the outset.  With access to 

extensive user data and sophisticated AI capabilities, Chinese platform companies are among the 

most innovative in the world.  TikTok’s explosive arrival on the global scene is largely credited 

to parent company, Bytedance’s, advanced algorithmic capabilities (CB Insights 2020).  Alibaba 

and Tencent innovated a financial payments and credit technology system (FinTech) which 

analyzed users social media and buying habits to develop credit scores for hundreds of millions 

of people who never before had access to credit.  This FinTech revolution in China has been a 

major contributor to economic growth and welfare for its citizens (Lu 2018).  

Nevertheless, these capabilities continue to be harnessed and turned to the service of the state’s 

surveillance and control objectives.  The credit scoring systems pioneered by Alibaba and 

Tencent now form the basis for a rapidly developing state directed “social credit system.”  The 

system is designed to monitor citizens’ behavior and mete out punishments or constraints should 

individuals post negative expressions on the internet, overly purchase alcohol or frequent 

establishments of ill-repute, among others (Keane and Su 2019; Cabestan 2020; Qiang 2019; 

Gruin and Knaack 2020; Cambell 2019).   

The social credit system, the comprehensive smart cities technologies, the digital police state in 

Xinjiang and numerous other developments are a part of the CCP’s efforts to enhance and 

 
61 “In what amounts to intelligence tasking, China’s spy services order private Chinese companies with big-data 
analytics capabilities to “condition”—that is, work up or process—massive sets of information, including from 
hacks like the massive breach of the U.S. Office of Personnel Management (OPM), that have intelligence value, 
according to current and former officials. This data then promptly flows back to Chinese state entities, they say” 
(Dorfman 2020). 
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support an advanced form of digital authoritarianism.62  It is a form that relies heavily not just on 

the cooperation of Chinese platform companies, but on their pro-active participation, innovative 

contributions, and deep collaboration with the government.   

Thus, platform powers in China are extensive, restrictive, conjoined with government and 

essential to the surveillance and control infrastructure of the state. This is a fundamental 

difference between Chinese and Western platforms.  While Western platforms have been 

obligated to cooperate with law enforcement and security agencies, and while they may also 

have contracts with these same organs of government, they stand at some distance further apart 

from and independent of government than their Chinese counterparts.  Chinese platform 

companies, despite their “private” ownership, are very much instruments of the state.63 

The next section uses the frameworks developed in Part I of the paper to compare the 

Architectures and Actors of Influence in China’s platform economy with those of the West.  

 Architectures of Influence—Chinese Platforms 

In Chapter 4, we introduced a framework for understanding the “architectures of influence” 

inherent in platform design and operation.  Figure 5 below reproduces that framework.  This 

 
62 Greitens, among others, writes extensively on these systems of control and their implications for China and the 
rest of the world (see Yazici 2020; Greitens 2020b; 2020a) 
63 The crackdown on technology companies begun in 2020 with the cancellation of the Ant Financial IPO and 
extending through wide ranging regulatory reforms, fines and appointment of CCP officials to the boards (and 
sometimes management) of China’s tech firms, demonstrates the importance the government places on ensuring 
the tech firms remain subservient to the government (see for example Carr and Liu 2021).    
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provides a means to assess how Chinese platforms’ architectures of influence enhance the state’s 

ability to surveil and control its population.  

Figure 5 Architectures of Influence--A Model of the Sources and Mechanics of Platform Influence 

Descriptive Name 

 

Platform Characteristics Brief Description 

Business Logic  Data/Dopamine/Computer 

Engineering 

Fundamental characteristics that 

power platform performance 

and success  

Structural Attributes Surveillance, Chokepoints, 

Moderation 

Design characteristics that result 

in giving platforms powers of 

surveillance and of chokepoints 

Leveraged Affordances Bots, Disinformation….  Tools that leverage platform 

design/affordances and can be 

deployed by platform users 

 

The business logic of platforms is built on the collection and processing of user data to feed users 

views, posts, purchase options and other information tailored to their interests.  Dopamine is a 

neuro-chemical that has been harnessed by platforms to keep users “on-screen” for as much time 

as possible thereby gaining further insights on user preferences and spurring advertising and 

transaction revenues.  AI, Machine Learning and algorithms are used to collect, sort and perfect 

what users see and experience.   

Chinese platform companies are arguably more advanced than Western platforms in some of the 

fundamentals of this business logic.  Tencent was the first to introduce an immersive, all-

inclusive experience for their users, where all online functions they may wish to perform can be 

performed through one app—messaging, shopping, e-government, ride hailing, social 

networking and much more (Harwit 2017; G. Wang, Zhang, and Zeng 2019; Plantin and Seta 

2019; Zhou and DiSalvo 2020; Sapra 2019; Peng 2017).   Tencent is the largest gaming company 

in the world (The Economist 2020) and gaming is one of the most active areas for dopamine and 

algorithmic research and development (Paturel 2014).   
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Chinese platforms’ ability to develop and continuously refine algorithms that matched user 

behavior to credit risk created a whole new method of credit evaluation.  They then built the 

infrastructure for a FinTech revolution in China and for financial inclusion in many countries 

around the world (Cheng 2021).  TikTok’s explosive success is the result of advanced 

algorithmic research and development still not matched in the West (Hutchinson 2021).  And 

deep engagement with the government on surveillance and control gives Chinese platforms much 

better experience in the integration of multiple data points (sensors, facial recognition, credit, 

biometrics…), a capability called “data fusion,” enabling them to further refine algorithmic 

capabilities (Peterson 2021). Scholars such as Karen Sutter of the US Congressional Research 

Service, write that this form of digital convergence gives Chinese platforms significant 

advantages over their Western competitors in capturing and locking-in users (see Sutter 2022). 

Thus from a business logic standpoint, Chinese platforms exhibit certain distinct advantages over 

their Western counterparts.   

The second level of platform influence architecture is “structural attributes.” Due to the nature 

and design of platforms they have certain structural attributes which further their powers of 

influence.  These are their surveillance capabilities, their ability to restrict or redirect activity 

(chokepoints), and their active human intervention (moderation) to influence or change what 

users see or experience.   

While Western platforms have advanced capabilities in each of these areas (as Chapter 4 

demonstrated) arguably, Chinese platforms, due to their deep engagement with China’s 

surveillance and control systems, have more advanced experience and capabilities.  From a 

surveillance perspective, not only have Chinese platforms had access to more user data than US 
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platforms64 but they also have more experience in the powers of surveillance, thanks to their 

participation in China’s surveillance and control systems.   

This same relationship gives them greater experience with chokepoints.  As highlighted above, 

Chinese tech companies are engaged extensively in controlling and diverting activity on their 

platforms, with censorship and control instructions being updated almost constantly in real time 

(O’Neill 2019).  Additionally, like their Western counterparts, they employ thousands of 

moderators to screen and manage content that algorithms may not fully account for.  In the case 

of Chinese platforms, however, their responsibilities extend well beyond those of Western 

platforms as their censorship and control requirements are much more demanding.   

As with Business Logic, Chinese platforms exhibit much deeper and more extensive experience 

with the levers of influence that are the structural attributes of their platforms.  

Finally, “leveraged affordances,” describes the ability of platform users to leverage platforms’ 

inherent capabilities to deliver messages or shape behaviors.  Once more, China’s platforms have 

arguably more experience in accommodating, supporting and enhancing government messaging 

than Western platforms, including managing and facilitating nationalist ferment, or redirecting 

behaviors.  

Across the architectures of influence that are today’s modern platforms, Chinese companies 

appear deeply  adept and practiced in these arts.  Even more so, their expertise and capabilities 

have been honed in conjunction with a state that nurtured their development and required their 

 
64 China has recently promulgated new regulations restricting what data platforms can collect and how they can 
use that data.  The government, however, will have rights of access and it is likely they will continue to engage 
Chinese platforms to help analyze and act on this data (Xiao 2021).  
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participation in extensive surveillance and control systems that leveraged their inherent 

architectures of influence. This thesis argues in subsequent chapters that these inherent 

capabilities of Chinese platforms and their dependent relationship on Beijing pose risks to 

Western commercial and political interests as Chinese platforms internationalize.   

3. Actors of Influence—Chinese Platforms 

Recognizing that platforms are architectures of influence, in Chapter 5, we introduced a 

framework for looking at who can exert influence through these architectures.   Figure 6 below 

highlights those findings.  In this section, we turn to potential distinctions of Chinese actors and 

their capabilities to leverage Chinese platforms to exert influence.  

Figure 6 Platform Actors of Influence 

 

Actors Description Interests/motivations 

in exerting influence 

through platforms 

Actions to exert 

influence through 

platform 

F. Platform 

Businesses 

Own/manages 

platforms, ecosystems 

Primarily profits and 

growth, compliance 

with rules and 

regulations 

Maintain, improve 

platform performance 

G. Platform 

Users/Exploiters 

Actors within or 

outside platform 

community who 

leverage platform 

affordances 

Social, political and 

economic interests, 

criminal interests,  

Posts, sharing, bots, 

flooding, 

disinformation, 

misinformation…  

H. Platform 

Sovereigns 

States with political 

authority over central 

nodes of platform 

businesses 

Social, political and 

economic interests 

(domestic and foreign)  

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content 

I. Platform Local 

Sovereigns 

States where platforms 

operate but are not 

headquartered (ie, not 

Platform Sovereigns) 

Social, political and 

economic interests 

(domestic and foreign) 

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content 

J. Platform Cyber 

Intruders 

Individuals, groups or 

nation states who break 

into platform’s digital 

architecture 

Theft, incitement, 

influence, surveillance, 

obstruction… 

Manipulate data or 

algorithms to 

accomplish ends 
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Platform Businesses have inherent interests in influencing participants/users on their platform.  

By so doing they generate additional revenues through advertising and transaction fees. As 

outlined above, Chinese platforms are at the forefront of numerous innovations (in FinTech, 

facial recognition, gaming, community buying…) that demonstrate their capabilities and 

influence capacities as platform businesses.65 

Platform Users/Exploiters are those who exploit the technological affordances of platforms to 

effect influence.  As noted above, Chinese platforms are key elements of the CCP’s efforts to 

“control the narrative” through flooding, disinformation, harassment and other tools platforms 

afford them.  This facilitation of prescribed narratives and government efforts is built into their 

operating infrastructure, overriding, if need be, pure business logic which would drive different 

outcomes and experiences for users.  

Platform Sovereigns are the nations where platforms are based or headquartered, who exercise 

the most control over platform operations, rights and privileges. As the previous sections have 

demonstrated, Chinese platforms are deeply intwined with the government.  While initially 

enjoying the advantages of fragmented governance, the recent spate of regulatory and anti-

monopoly actions on the part of the Chinese government substantially advances the 

consolidation of state power over Chinese platform operations.  This arguably has extra-

territoriality implications, as will be explored later in the thesis.  

Platform Local (or Host) Sovereigns are countries other than the Platform Sovereign country 

where platforms operate (e.g., Alibaba in Thailand, Facebook in Myanmar).  Platforms are 

 
65 The Chinese government’s crackdown on tech firms has been publicly touted as an effort to rein in the excesses 
of platform powers by limiting access/use of user data and certain monopolistic structures in the platform 
markets.   
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subject to local laws and regulations in these nations which may not be fully aligned with the 

operating environment and rules of the platform’s Sovereign nation.  Nevertheless, Sovereign 

rules and operating environments shape the capabilities and dispositions of these companies, 

even outside their home countries. How Chinese platforms operate in nations outside of China is 

the subject of the next chapter.   

Platform Cyber Intruders are third parties who hack into the technology infrastructure of 

platforms to effect influence.  The Snowden revelations showed that the US National Security 

Agency was using backdoors into US platform companies to at least surveil users in other 

countries.  Much of the concern raised about Huawei’s 5G technologies are that they offer 

Beijing a backdoor for surveillance and chokepoints in countries hosting these technologies.  

Given the close relationships, even at times digital integration between the government in China 

and Chinese platforms, are concerns similar to those raised about Huawei, appropriate for 

Chinese platforms?  

Across each of these categories of Actors of Influence, we note important distinctions with 

respect to Chinese platforms.  Platforms can be powerfully influential.  Chinese platforms have 

developed not only exceptional capabilities in the underlying architectures of influence, but have 

done so in close coordination with a government intent on using those powers to exercise 

surveillance and control.  At the time of the rise of Chinese platforms, fragmented governance 

and regulatory structures enabled the platforms to at times push back, delay or partially enforce 

surveillance and control mandates from Beijing.  After the tech crackdown begun in 2020, 

Chinese tech firms have rushed to show their allegiance to and compliance with Beijing’s wishes 

(Huang 2021).  Resistance to CCP surveillance and control requirements is increasingly unlikely 

even as the PRC has touted new privacy protections for its citizens. 
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Conclusion 

Today’s Chinese platform giants, like their Western counterparts, arose in the early days of the 

internet. Nurtured by industrial policies, an evolving regulatory environment, western capital, 

and close government relations, these companies not only grew massively, but became highly 

innovative.  They also became indispensable to China’s surveillance and control systems.   

Chinese platforms’ deep engagement with a wide range of increasingly stringent surveillance and 

control processes gives them an important distinction from their Western counterparts.  For sure, 

Western platforms have invested heavily in platform business logic.  They have also participated 

in surveillance, exercised chokepoints and used active moderation.  And they have aided and 

abetted certain user discourse on their platforms.  But they have not done so at the scale, depth 

and level of government collaboration that their Chinese counterparts have.  And this gives 

Chinese platforms an important distinction, a distinction that bears consideration particularly as 

their role as agents of the CCP is being strongly reinforced today, and even more particularly as 

these platforms expand internationally.   In the next chapter we will look at how these platforms 

are expanding internationally, their relationship with the CCP in this expansion, and their success 

in foreign markets.  
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Chapter 7:  Chinese Platform Proliferation 
 

Abstract 

Previous chapters have established that platforms have and enable a wide range of potential 

influences on their users and their larger societies.  They have also established that Chinese 

platforms have potentially greater powers of influence than Western platforms, given their 

relationship with the Chinese government and their work in supporting surveillance and control 

systems in that country.  This chapter asks: “Are Chinese Platforms expanding around the world, 

and if so, is there any evidence of them exercising their platform powers on behalf of the CCP?” 

It surveys China’s Digital Silk Road initiative, the alignment of Chinese technology expansion 

with the aspiration of developing nations, and specific advantages Chinese platforms have in 

expanding to emerging economies.  It then documents four primary means of Chinese platform 

international expansion.  The chapter concludes with an assessment, using the Architectures of 

Influence power matrix, of how and where Chinese platforms are serving as instruments of CCP 

power and influence outside of China.  

 

 

On March 4, 2022, as Russian tanks and armored personnel carriers slowly pushed their way into 

Ukraine, the Russian government shut down Facebook and Twitter. Other western social media 

outlets in Russia were expected to be disconnected soon after (Ghaffary 2022).  On the same day, 

Russia’s Duma passed a law that imposed fifteen year prison sentences on individuals 

responsible for circulating “fake news” (ie anything other than the government’s official story on 

the war in Ukraine and international reaction to it).  BBC, CNN, and virtually all Western media 

outlets were forced to shut down or go silent.   

Soon reports surfaced that citizens in Russia had a very different view of the invasion than that 

captured by others outside the country.  The war was a “special military operation,” targeted at 

freeing Ukrainians from “drug addled Nazis.”   Ukrainian nationals complained that they could 

not even convince their relatives inside Russia of what was happening in Ukraine. “No one is 

bombing Kyiv, and you should actually be afraid of the Nazis, whom your father fought against” 
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(Hopkins 2022).  Russian news programs, social media providers, search engines and e-

commerce firms all supported, communicated and even promoted the official line from Moscow.   

Meanwhile in China’s even more tightly controlled internet environment, as the war broke out 

the online discourse closely reflected Moscow’s.  Putin’s speech announcing the “special 

military operation” was translated, posted on China’s version of Twitter--Weibo--and viewed 

more than 1.1 billion times.  Viewers commented that it was “an exemplary speech,” and moved 

them to tears “because this is how they [the US/West] have been treating us” (Hopkins 2022). 

China’s foreign ministry spokeswoman, Hua Chunying, said the conflict was the result of US 

actions over the years towards Russia, and then claimed that “NATO still owes the Chinese 

people a debt of blood” (for the accidental bombing of its embassy in Belgrade in 1999).  A 

hashtag with this quote soon followed, getting more than a billion views  (Yuan 2022). 

Dissenting voices were soon silenced.  WeChat complained of “vulgar posts,” taking many 

down. TikTok’s Chinese version, Douyin, was reported to have “deleted more than 3,500 videos 

and 12,100 comments due to ‘vulgar, war belittling, sensationalist and unfriendly comments.’”  

Weibo apparently closed some 10,000 accounts and removed more than 4000 posts (Soo 2022).  

And this just in the opening days of the conflict.  

While Amazon does not have an e-commerce platform in Russia, Alibaba does (Bishop 2022).  

AliExpress, one of Alibaba’s international e-commerce platforms, is not Russia’s largest, with 

only about a 10% market share, but in 2021, it “was the most visited e-commerce website and 

most downloaded shopping app in Russia” (Sun 2022). In Ukraine it has a 15% market share 

(Statista 2021). In fact, AliExpress has seen explosive growth, particularly in emerging markets.  

In the three years from 2018 to 2021 the platform more than tripled its monthly active visits 
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(outside of China), from 150 million to 500 million. (China Internet Watch 2018; Coppola 2022; 

Sun 2022).  Today most of the nations of the former Soviet Union, much of Eastern Europe, the 

Middle East and Africa, and increasingly Latin America are turning to AliExpress’s low cost and 

convenient means to buy, sell and interact globally.   

As the war in Ukraine pressed on and US platforms were unplugged or exiting, AliExpress went 

in a different direction--it shut down one of its most successful Russian language livestreamers. 

With close to 300,000 followers in Eastern Europe and Central Asia, Dmytro Romashko, a 

Ukrainian living in Kyiv, is a social media “influencer,” someone with a large following able to 

promote the sale of a wide range of products and services on AliExpress’s platform.  Influencers 

sush as Dmytro have become increasingly important in driving e-commerce sales and customer 

satisfaction, and a following of 300,000 in Russian speaking markets is significant. But when 

Dmytro posted information on AliExpress about the war from the Ukrainian perspective, his 

posts were deleted and he was immediately suspended (Yang 2022).   

It should not be surprising that Chinese platforms reflect the prevailing view of the Chinese 

government, even when they are operating outside of China and even when those views conflict 

with facts and public opinion, particularly from the West.  A larger question, however, is do 

AliExpress’s actions in Eastern Europe foresage an alternative business and information 

infrastructure, one where Chinese views are prevalent wherever Chinese platforms are active?  

And if so, where are they active and is there evidence they are acting on behalf of the CCP? 

This chapter looks at the spread of Chinese digital platforms globally, the basis of their growing 

popularity, advantages they may have over Western platforms in emerging markets, and whether  

they have been supporting or facilitating CCP messaging, goals and objectives around the world.  
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Going Out and The Digital Silk Road 

Since at least 2012, Chinese platform companies have joined with other Chinese technology 

companies in expanding operations overseas.  Tencent, Alibaba and Baidu, among others, flush 

with cash raised on international markets, made substantial investments, buying stakes in dozens 

of companies in countries from India to the United States (Tang 2020; Shen 2021). In 2014, 

shortly after its record breaking IPO, Alibaba announced that its ten year global strategy was to 

achieve 50% of the company’s revenues and 50% of its customer base from overseas (E. Chang 

2015; von Bibra 2014).  

Chinese companies’ global expansion was the result of their success in their home market, their 

cash resources, and direct government encouragement (Jia, Kenney, and Zysman 2018).  The 

Twelfth Five Year Plan, Internet +, released in 2012, emphasized the role of these companies 

both in developing China’s needed digital infrastructure and in “going out” into the world to 

expand China’s presence (Tang 2020).66,67,68   

 
66 “The objectives of Internet +… include ‘to integrate mobile Internet, cloud computing big data, and the Internet 
of Things with modern manufacturing, to encourage the healthy development of e-commerce, industrial networks, 
and Internet banking, and to get Internet-based companies to increase their presence in the international market.’” 
(emphasis added).  Quote cited in: (Keane et al. 2020, 3). 
67 Qi Yin and Xiaoxia Li, citing extensive research write: “[G]overnment involvement is a vital institutional force in 
the internationalization of Chinese enterprises… Through regulations and policies, state ownership, government 
affiliation, political connections, and other forms of government involvement, the Chinese government imposes on 
enterprises her objective of further implementation of the national strategy of “going global,” and provides 
supports and protection for enterprises to go abroad” (Yin and Li 2020, 50). 
68 Shen conducted a detailed study of business operations and Chinese government policies and pronouncements, 
identifying five goals the CCP sought through promotion of Chinese ICT companies’ internationalization: “cutting 
industrial overcapacity, enabling corporate China’s global expansion, supporting the internationalization of the 
renminbi (RMB), constructing a China-centered transnational network infrastructure, and promoting an Internet-
enabled ‘inclusive globalization.’” She continues: “China’s now-potent Internet companies, on the other hand, 
have also actively sought a place in this enormous state initiative to secure related funding as well as political and 
diplomatic support for their own business development.” (H. Shen 2018, 2685) 
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In 2015, on the heels of the official announcement of China’s Belt and Road Initiative (BRI), 

China announced its Digital Silk Road (DSR) initiative--the technology extension of BRI 

(Kurlantzick 2020a).  Summarizing the initiative, Ashley Dutta of the National Bureau of Asian 

Research wrote: 

[The Digital Silk Road]… includes a broad set of Chinese public policies, information and 

communications technology (ICT) infrastructure development projects, and public-and private-

sector investments.  These efforts aim to strengthen China’s international leadership and 

capabilities in emerging technologies, which support and link to many of China’s other major 

goals in its grand strategy (Dutta 2020). 

 

Expanding China’s technology footprint serves multiple goals for China.  It fulfills the BRI goals 

of building an inter-connected economic community—one with China at its center.  It serves 

“Made in China 2025” goals of technology supremacy by leveraging China’s technology giants’ 

domestic and international investments in advanced AI, IoT and interconnected digital 

ecosystems (Wubbeke, Meissner, and Zenglein 2016), and it advances the goals of “China 

Standards 2035,” an effort to set leading technology standards globally (Koty 2020).  

Unlike core BRI, where the construction of roads, bridges, airports, industrial parks and other 

“hard infrastructure assets” is largely being led by Chinese State-Owned Enterprises, DSR 

investment activities are being led by China’s rapidly growing private technology companies 

(Triolo and Green 2020).  These companies—from Huawei to Alibaba to Beidou to Hikvision 

and many more—are bringing not only the technology infrastructure of a digital economy but the 

software and services that power e-commerce, payment systems, social media, smart cities, and 

surveillance networks.    

The announcement of DSR by the Chinese government brought with it more overt forms of 

support and assistance to Chinese technology companies already active globally or planning to 
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be so—from soft lending facilities to concerted diplomatic efforts.  In the wake of Covid-19-19 

and nations’ increasing reliance on digital infrastructure, China’s DSR efforts have arguably 

taken center stage in BRI, along with the “Health Silk Road,” as China’s signature foreign policy 

initiatives (Blanchette and Hillman 2020; Zou 2020). 

Merics, a European think tank focused on China, writes: “After Xi Jinping’s call for China to 

become a ‘cyber superpower,’ the CCP’s ‘Office of the Central Cyberspace Affairs 

Commission’ depicted China’s tech giants’ growing global market share, the spread of Chinese 

standards, and increasing influence on discourse and legal norms as part of the same effort” 

(Eder, Arcesati, and Mardell 2019).   

What are the technology and services involved in DSR? 

Fudan University’s Belt and Road Centre outlined five areas of investment and related activity 

for DSR (Figure 7).69   These five areas neatly summarize efforts to date on the DSR, primarily 

undertaken by Chinese companies (Dekker, Okano-Heijmans, and Zhang 2020). They include 

building digital connectivity infrastructure, trade platforms, FinTech, social media, and providing 

training and standards setting in recipient countries.   

 

 
69 This website and content has been subsequently taken down by the University.  
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Four years after the DSR announcement, RWR Advisory reported that some $79 billion in 

Chinese investments had gone into DSR related projects around the world, many of these 

involving subsidies or low cost government financing (see “BRI Update 2019” 2019, 12).  In the 

same year, other data suggested that while 16 countries had officially signed MOUs with China 

on the Digital Silk Road, nearly a third of BRI countries were participating at some level.  The 

China based “Belt and Road Portal” reported more than 6000 Chinese technology companies 

active overseas and more than 10,000 different Chinese products already in those markets (Hao 

2019).  

Figure 7 Digital Silk Road Areas of Engagement 
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In 2020, the Australian Strategic Policy Institute (ASPI) began to systematically track projects 

and investments globally by a subset of 27 of China’s top technology companies.  As of mid-

year 2021 (Figure 8), they had identified over 3800 projects or investments ranging from 

infrastructure (5G, satellite communications, undersea cables) to e-commerce (payment systems, 

e-commerce platforms) to social media to training to legislative and regulatory advice (Thomas 

2021)—all consistent with the main pillars of China’s DSR program.  

 

Close observers of China’s efforts along the Digital Silk Road speak of a “team China” 

approach, selling and delivering a stack of technology and services that enable specific 

functionalities like “smart or safe cities,” government services, or e-commerce (Williams 2021; 

Triolo and Green 2020). These efforts involve multiple Chinese firms combining efforts to sell 

packages of technologies and services.   

Figure 7.2: Global Presence of 27 Chinese Tech Companies (ASPI, 2021) 

Figure 8 Global Presence of 27 Chinese Tech Companies (ASPI 2021) 
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Key Western Concerns with the DSR 

As Chinese technology expansion gathered momentum and DSR objectives became clearer, 

concerns were increasingly raised in the US and elsewhere.  The potential weaponization of 

these network technologies, providing China with both surveillance and chokepoint powers over 

allies, friends and even the US became an imminent, if belated, concern.   

In the US, the Trump administration sought to forestall Huawei’s 5G dominance by banning 

Huawei equipment from US networks and asking allies to do the same (D. Lee 2019).  Soon 

afterwards, the administration sought bans on WeChat and TikTok in the US (Whalen, Lerman, 

and Nakashima 2020) and launched the “Clean Networks” initiative, an effort to provide 

Western alternatives to Chinese technologies  (“The Clean Network” n.d.).   

In July 2019, the Indo-Pacific region think tank, Pacific Forum, released its own assessment on 

DSR--identifying four interrelated aspects of the DSR that posed significant threats to the current 

world order: (1) Chinese investment in the construction of digital infrastructure around the 

world, (2) domestic Chinese investment in next generation technologies, (3) economic inter-

dependence through e-commerce, and (4) the promotion of alternative internet governance and 

standards (Ariel 2019).  

In February 2021, the International Institute of Strategic Studies (IISS), a London based think 

tank, issued a more in-depth report focused on defense implications of the DSR. The report 

identified a number of concerns as the extent of Chinese digital expansion became clearer: (1) 

will there be a bifurcation of the internet—between a Western version and a Chinese supported 

version, (2) what are the challenges for alliance defense and communications, (3) what level of 

Chinese ICT presence in a country’s digital infrastructure should be considered “significant,” 
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and (4) what are the security risks of such ICT presence to defense companies operating globally 

(Nouwens, Lons, and Shehab 2021). 

Before, after and in-between these reports, numerous other think tanks, US Congressional 

Hearings, Defense Assessments and expert opinions have raised concerns regarding China’s 

digital expansion (see for example Hillman 2021; Kurlantzick 2020b; Arcesati 2020; Segal 2020; 

Frenkel, Hughes, and Hillman 2021).  While many of these reports focus on the risks of the 

underlying technology deployments-- surveillance, chokepoints, dependence, bifurcation of the 

internet, among others--- very few if any consider the role Chinese technology platforms may 

have in reshaping business, power and influence globally.  Yet, as we have seen in previous 

chapters, technology platform companies can exert a wide range of influences, including but 

going well beyond surveillance and chokepoint powers.  And thus, while Chinese platform 

companies are benefitting from China’s DSR push, their powers are under-appreciated in the 

context of geo-politics.   

Emerging Markets  

In Western capitals, pushback against China’s tech expansion has blunted some of the inroads 

Chinese firms had been making in US and European markets.  Huawei equipment has been 

banned or heavily restricted in the US, Australia, and in many European countries (D. Lee 2019); 

acquisitions of potentially sensitive Western firms or technologies by Chinese companies have 

come under increasing scrutiny (White and Drozdiak 2021), and negative publicity is seen to be 

hampering growth of some Chinese firms (Kharpal 2019).  Chinese platforms have not escaped 
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this scrutiny, particularly in the US under the Trump administration, with proposed bans or 

restrictions on Tencent’s WeChat messaging service and on Bytedance’s TikTok app.70   

The story outside the US and Europe is more complicated, however, particularly in emerging 

markets.  Many of these countries are seeking to build the core infrastructure necessary to reap 

the benefits of (and not be left behind by) an increasingly connected world.  Their needs are real.  

In a speech given in April 2021, UN Deputy Secretary-General, Amina Mohammed, warned that 

“without decisive action the digital divide will become ‘the new face of inequality’…Almost half 

the world’s population,” she continued, “3.7 billion people, the majority of them women, and 

most in developing countries, are still offline” (“Don’t Let the Digital Divide Become ‘the New 

Face of Inequality’: UN Deputy Chief” 2021).   

China’s Digital Silk Road and Health Silk Road initiatives provide an answer.  In many 

instances, Chinese technology companies are providing first-ever connectivity in these 

developing nations.  From Ghana to Ecuador to Cambodia, Chinese technologies have been 

instrumental in creating the fundamental infrastructure for internet services (and all the many 

functions that ensue) (Xi 2021; He 2019).  In many cases they offer a “team China” package of 

solutions (connectivity, health systems, city services…) that are not easily matched in price, 

delivery, integration and performance (not to mention financing terms) by Western alternatives 

(Arcesati 2020; Stec 2018; Standish 2021; Frenkel, Hughes, and Hillman 2021; A. Lee 2021).   

Chinese platform companies participate in this expansion and development both as part of “team 

China” and on their own initiative.   

 
70 These restrictions focus primarily on the surveillance and data collection of these apps rather than their other 
powers (as highlighted in previous chapters), but apparently overlooked (Whalen, Lerman, and Nakashima 2020). 
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China’s Platform Players in Emerging Economies  

 

“A key thrust of the DSR is to ensure that leading Chinese platform players such as Alibaba, Tencent, and 

Baidu—as well as Huawei and state-backed telecom carriers such as China Mobile, China Telecom, and 

China Unicom—can take advantage of the DSR umbrella and market access provided by BRI projects to 

compete in emerging markets with leading US companies in so-called over the top (OTT) services. These 

include smart cities, cloud services, mobile payments, and social media applications. They will eventually 

include technologies such as AI, autonomous vehicles (AVs), and internet of things technologies and 

services” (Triolo et al. 2020, 1) 

 

China’s major platform firms—Alibaba, Baidu, Tencent, Bytedance, Didi (ride hailing) and 

others have a growing presence around the world.  Alibaba claims operations in 190 countries 

(“Alibaba Statistics and Facts” n.d.), Tencent boasts services in over 100 (“Tencent - Tencent 腾

讯” 2021), and Bytedance, through its TikTok app alone, operates in over 150 markets (D’Souza 

2021).71  To be sure, even before the official launch of DSR, many already had global names and 

activities.72  The DSR has offered them, however, additional means to promote and expand their 

global footprints, and tied their efforts more directly to a broader Chinese strategy of technology 

expansion—especially in the emerging markets.73   

Chinese Platform Advantages in Emerging Markets 

In emerging economies, Chinese platform firms have certain distinct advantages over Western 

firms.  Beyond significant Chinese government financial and diplomatic support, Chinese 

platforms arose in developmental conditions similar to those in many emerging markets—little to 

no technical, financial or institutional infrastructure to support their businesses.  As China built 

 
71 Baidu has been less successful in its global expansion.  Outside of China, its largest markets are the US, with 1.8% 
of users, and Japan, with 1.5%; 94.4% of Baidu users are in China (Thomala 2021a). 
72 Jia, Kenny and Zysman (2018) report Alibaba’s first overseas investment taking place in 2000 and Baidu’s in 2007.  
73 Some argue that a strict definition of the DSR would exclude social media and e-commerce, focusing more on 
infrastructural technologies (Triolo 2021).  As platforms become increasingly infrastructural, they become 
increasingly essential to DSR goals and services (see subsequent chapters).  
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out its connectivity infrastructure across the country in the 1990s and 2000s (much as Chinese 

companies such as Huawei, ZTE and others are building this infrastructure in developing 

countries today), Chinese platforms were quick to scale their businesses providing e-commerce, 

financial services, chat and social media applications that connected millions of citizens with 

services they had never before had access to.  The experience and close integration of Chinese 

companies delivering technology infrastructure and those building internet services is being 

repeated in emerging markets today.   

Moreover, Chinese platforms are “mobile first” designed, meaning they are designed first and 

foremost for populations who would access their services via a mobile phone, rather than a 

laptop or desktop computer (Evans 2017).  And with low cost mobile devices being the primary 

method of internet access in emerging economies today, China’s mobile first continuous 

innovation (Mozur 2016) offers them a competitive advantage over Western firms where laptop 

and desktop access remain predominant (Ceci 2021).  

In addition, as an integrated part of their service offerings, platforms in China developed and 

provided payment technologies, such as Alipay and WeChat Pay.  These served as a means to 

facilitate transactions between parties where low levels of previous connectivity and trust existed 

(Kwak, Zhang, and Yu 2019). These payment systems not only enabled transactions, but the 

credit scoring systems Alibaba and Tencent built enabled access to credit to literally hundreds of 

millions of unbanked citizens (L. Lu 2018; D. L. Lu 2018).  Extending banking services to the 

unbanked is among the top priorities of developing nations and institutions such as the World 

Bank and the United Nations (Stone and Pinglo 2021; “Achieving Financial Inclusion | United 

Nations” n.d.).  Chinese platforms have natural advantages here as well.  
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Finally, as Lizhi Li has established, a critical role of platforms in China’s developing state was to 

provide what she terms “institutional outsourcing” of otherwise state functions.  Platforms 

became “Private Regulatory Intermediaries” (PRI) where they supply “market-supporting 

institutions to enforce contracts, prevent fraud, and settle disputes,” 74 among other functions.  In 

developing country environments, such knowledge and capabilities allow Chinese platforms 

better insights into market expansion and quicker adaptability to emerging market conditions.  

They moreover, offer governments rapid means of scaling needed business and economic 

infrastructure for national development.      

Thus Chinese platforms can be seen to have advantages over Western platforms in building and 

expanding their presence, particularly in emerging economies, but their competitive dynamics 

drive them as well. In the next section we look at four means of platform expansion, particularly 

in emerging economies.  

Chinese Platform Expansion 

This section explores more precisely how Chinese platforms are expanding into emerging 

markets.  What are the mechanisms and methods they are using and where are they active from 

an emerging markets perspective?  The section briefly touches on some of the important 

distinctions between Chinese and Western platform expansion, but its primary focus is on key 

 
74 “Too often, political obstacles prevent developing states from adopting strong formal institutions. I propose that 
China has devised a novel solution to this political problem: institutional outsourcing. I argue that, with weak rule 
of law, the state has outsourced part of its institutional functions to key private actors, which I call, private 
regulatory intermediaries (PRIs)….More specifically, platforms privately supply market-supporting institutions to 
enforce contracts, prevent fraud, and settle disputes. In addition to legal functions, the state has effectively 
offloaded a part of social and political functions to platforms. Not only do platforms enforce rules, they also assist 
the state in creating and reforming formal institutions through institutional experiments. I demonstrate that 
institutional outsourcing, as an alternative route to institutional development, stimulates growth by enabling large-
scale impersonal exchange. And more importantly, institutional sourcing is a more politically viable solution to 
market failure and governance deficit than the direct reforming of formal institutions” (L. Liu 2018). 



156 
 

methods of Chinese platform market entry and examples of each.  The specific means through 

which Chinese platform firms are entering emerging markets bears on their potential ability to 

capture commanding market shares and on the relevance of their platform powers in influencing 

populations in these nations.   

With and without overt Chinese government support, Chinese platforms are expanding 

internationally across four inter-related dimensions: services, technology infrastructure, venture 

capital, and acquisitions.  While Western firms are expanding along similar dimensions, the way 

in which Chinese and Western firms execute can differ substantially.75   

One important distinction between Chinese and Western platforms is the intensity of competition 

between Chinese platforms themselves and at the same time the degree of coordination between 

them.  Alibaba and Tencent compete fiercely across many of their core service offerings in 

China—e-commerce, payment applications, media streaming services, food delivery and much 

else (Lashinsky 2018).  This competition plays out in their international expansion as well, 

whether in service extensions, technology infrastructure, venture investments or acquisitions.  

Unlike Western firms such as Facebook, Google and Amazon, who largely have their own 

 
75 In a 2016 study, Staykova and Damsgard described Chinese platforms as building platform bundles--inter-
connected service offerings accessible through a single user interface.  This is the basis for claims that Chinese 
platforms offer a swiss army knife of services through a single interface (Elam 2016).  Western platforms they 
described as building platform constellations, independent services with different user interfaces, such as 
Facebook and Whatsapp (Staykova and Damsgaard 2016).  Deepening the research, a 2021 study by Jia and Kenny, 
found that Chinese platforms typically engaged in a series of cross share-holding arrangements which expand 
service offerings and outsource capital investment requirements to cross-equity partners, while allowing the core 
platform to maintain and manage connectivity and user experience.   Western platforms, they found, entered into 
fewer minority interest shareholdings and when they did so, these did not have the same strength of ties that 
Chinese platforms built on (K. Jia and Kenney 2021).  
 These studies and others (for example (Stallkamp and Schotter 2021; Plantin and Seta 2019; 
Bloomberg.Com 2018)) show that in seeking to replicate and build on their home market successes, Western and 
Chinese platforms have pursued global growth through similar looking strategies, but executed and managed in 
different ways.   
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competitive domains, Chinese platforms face both global competitors and Chinese competitors 

as they seek market-share and pre-eminence around the world.  These competitive forces have 

arguably increased the intensity of Chinese efforts to secure market advantages.   At the same 

time, these fierce competitors often coordinate or cooperate when facing third party competitors 

or seeking to secure the market for Chinese firms, as was the case with their joint investment in 

Didi versus Uber (Dowling 2018), and then in a Didi competitor, T3 (Liao 2019).   

Services  

Internet based services, such as provided by platform companies, do not necessarily require a 

physical presence inside a country.  Access to the internet alone opens the possibility of using 

Facebook, Twitter, Alibaba, Tencent or other platforms.  Unlike industrial organizations or even 

telecommunications services providers, platforms have limited natural constraints to entering 

countries outside of internet access (physical or technical (ie censorship)).  The lack of need for 

physical presence makes global expansion for these companies significantly easier than most 

other forms of business (Stallkamp and Schotter 2021).76, 77 

Service expansion for these companies can involve extending services to new countries and then 

expanding the range of service offerings available to customers.  Alibaba’s AliExpress offers a 

good example.  AliExpress is the “outside of China” online shopping service offered by Alibaba.  

It began as a business to business service but expanded to a business to consumer service 

 
76 The fact that such companies generate substantial revenues without a large physical presence has become a 
important matter of debate regarding their effective taxation (see for example “Questions and Answers on a Fair 
and Efficient Tax System in the EU for the Digital Single Market” 2018). 
77 Still, services such as e-commerce, advertising, even social messaging often require regulatory approvals and 
some physical presence to manage in-country relations.  As a result, many platform companies have established 
some form of representational office, if not operating subsidiaries, in countries where they have a significant 
presence.   
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primarily featuring products from Chinese retailers.  It is now increasingly providing a platform 

for retailers in other countries to sell internationally and has expanded to offer consumer to 

consumer sales as well.   

Building off this experience, when Alibaba’s Jack Ma chaired the G20 SME development task 

force in 2016, he proposed the launch of an eWTP (electronic World Trade Platform) as a means 

to more directly bring emerging market small and medium sized businesses into e-commerce and 

trade (Seoane 2020).  The idea was officially endorsed by the G20, and in 2017, Malaysia and 

Alibaba signed the first ever eWTP contract to enable Malaysia’s Digital Free Trade Zone 

(DFTZ).  The DFTZ, a technology and logistics space which is both physical and virtual, offers 

e-logistics, services such as finance and training, and electronic platforms including customs 

clearances and commercial inspections (“Digital Free Trade Zone (DFTZ) - MATRADE” n.d.).78   

Within a year, Alibaba had invested over $100m and was promising more. The investments 

involved not just the software and directly related services through Lazada, its local shopping 

platform.  Alibaba’s logistics arm, Cainiao Smart Logistics Network LTD, entered a joint 

venture with Malaysia Airport Holdings to build the KLIA Aeropolis logistics hub. Ant 

Financial, Alibaba’s financial arm, partnered with Touch n’ Go, a local company, to enable 

cashless payments.  And Alibaba’s cloud service provider, moving beyond DFTZ, expanded its 

services to provide another Alibaba product, “City Brain” to improve traffic management in 

 
78 “Malaysia’s DFTZ’s goals are predominately focused in three main areas: an e-fulfillment hub, an e-service 
platform, and a satellite services hub. Strategically located near Malaysia’s high-traffic Kuala Lumpur International 
Airport (KLIA), the e-fulfillment hub is being developed to create expedited e-commerce delivery and logistics 
capabilities for Malaysian-Chinese trade. The e-service platform’s capabilities allow for direct communication 
between Malaysian businesses and Chinese manufacturers. Lastly, the satellite services hub is intended to help 
incubate startups on both sides of the Malaysian/Chinese digital border, ensuring further investment into the 
digital economy through promoting tools such as digital payments, insurance services, and human capital 
development” (Harsono 2020).   
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Kuala Lumpur.  Alibaba has now extended eWTP to nations in Africa and other emerging 

economies as the concept gains endorsements from the WTO, the UN, the World Economic 

Forum and other international organizations (Chakraborty 2017).  Covid has propelled the value 

of eWTP as the systems and links served to deliver much needed medical and relief items around 

the world (Johnston 2021).  

Alibaba’s e-commerce platforms are now available in over 190 countries or territories and are 

rated among the top ten e-commerce sites globally (AliExpress 2021; similarweb 2021).  From 

this base, Alibaba is working to further expand services to include financial transactions/credit, 

logistics, media services, and cloud service provision, among other offerings.   

Tencent is following a similar service expansion strategy, leveraging its WeChat user base 

outside of China, as  well as Chinese tourist traffic, to expand WeChat Pay, now in 49 countries 

and 16 currencies (People’s Daily 2019), as well as its music streaming and video services.  

Tencent’s real money earner is gaming, however.  The company owns the world’s leading titles 

in computer gaming and is the largest gaming company globally (The Economist 2020; “Tencent 

Holdings and Its Key Revenue Pillars” 2020). To bring ever-more dynamic gaming experience to 

its users, Tencent is building data centers and cloud computing capabilities throughout the world 

(see below).   

Bytedance, building on the success of its TikTok app, has expanded other algorithm based 

services such as news aggregator apps, music streaming and gaming (Ren 2020).  These 

expanded service offerings were enabled through a combination of service extensions and 

acquisitions.  Increasingly though, they also rely, at least in part, on access to in-country 
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technology infrastructure such as data centers and cloud computing, and it is to this dimension 

we turn next.   

Technology Infrastructure 

Technology infrastructure provision has become an increasingly important component of 

platform operations, and has contributed to the concept of the “infrastructuralization” of 

platforms (see Chapter 4 above).  As video streaming and other higher bandwidth demanding 

applications become more prevalent, platforms are finding it necessary to purchase capacity, 

invest in or build locally based data centers, cloud computing infrastructure and even content 

delivery networks (CDNs).  These technology resources enable firms to store, manage and 

process data closer to the users, reducing wait times for page loading or transaction processing 

(latency).  In the competition for “eyeballs” or attention, low latency (ie fast response times) is a 

critical advantage for platform firms. 

As they have built or licensed data centers for their own uses, platforms such as Amazon, 

Alibaba, Tencent and others have increasingly become cloud service providers for other firms as 

well.  In this capacity they offer not only storage and security services for others’ data but a 

range of services, labeled in industry as “Infrastructure as a Service (IaaS),” “Platform as a 

Service (PaaS),” and “Software as a Service (SaaS).”   Essentially these are differing levels of 

software and application management for a third party’s systems, often bundled under the term 

“cloud services” (Watts and Raza 2019).   

Alibaba now ranks as the third largest cloud services provider globally, behind Amazon and 

Microsoft.  Tencent ranks fifth.  Both Alibaba and Tencent have pledged more than $70 billion 
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each to build out their cloud capabilities and offerings.  And each is active in multiple countries 

around the world beyond China, their largest market (Stashko 2021).     

As these platforms expand into internet infrastructure they are also building and maintaining an 

increasingly important level of internet functionality, Content Delivery Networks (CDNs).  

These are essentially a network of locally based servers that “cache” high demand attributes of 

websites such as java scripts, videos, images and style sheets so that these load and process 

quickly for users (Heidgerken 2019).  As traffic volumes increase and websites and applications 

host more and more high bandwidth demanding content and processes, CDNs are becoming 

increasingly important.   

These infrastructural services offer platforms the ability to provide a range of services for third 

party clients, leveraging not only the infrastructure but the platform’s advanced analytics and AI 

engines.  For example, Alibaba recently launched an e-commerce livestreaming service for 

global merchants who use its platform.  The service is built on Alibaba’s network of CDNs, 

reported to include nearly 2800 nodes in over 70 countries (“What Is Alibaba Cloud CDN? - 

Product Introduction| Alibaba Cloud Documentation Center” n.d.).  Alibaba is also offering non-

platform specific services through its data centers in Indonesia, the Philippines and elsewhere, 

such as data analytics, security, and machine learning for third party clients (Cordon 2021).   

Tencent has over 1100 CDN nodes with coverage in more than 50 countries (“Content Delivery 

Network | Tencent Cloud” n.d.).     

Chinese platforms are not the only ones offering this infrastructure and these services.   Huawei 

and ZTE are also cloud service and CDN providers, with the advantage of building the 

underlying broadband technology infrastructure enabling the internet in many countries (“ZTE 
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Wins Two Awards at Global Distributed Cloud Conference” 2021; “Huawei - Building a Fully 

Connected, Intelligent World” n.d.).  Western firms are not absent.  Amazon and Microsoft 

remain the two largest cloud service providers globally, but their market share in emerging 

economies is threatened by significant emerging competition from Chinese rivals able to offer 

lower costs while packaging infrastructure through services (see for example Florene 2020).  

The move into these infrastructural services enables platforms to not only provide faster and 

more resilient processing of their own expanding services--as well as those of other clients--but 

the infrastructuralization of these platforms also enhances potential surveillance, chokehold and 

other powers over segments of a country’s business or government technology operations.   

Venture Capital  

Chinese platforms are highly active venture (start-up and early stage) investors both in China and 

globally.  Their venture strategies were initially focused on capturing innovations in China and 

Western countries that help maintain or enhance competitive offerings.  Today, these firms are 

increasingly investing in emerging markets start-ups and start-up ecosystems.  These investments 

yield multiple potential benefits.  First, they offer potential innovations which may be applicable 

in-country or globally for the platforms.  Second, they offer market entry and market knowledge 

that is often converted into strong local presence as the start-ups grow.  Third, they enhance the 

reputation and profile of the platform firms by their efforts to bolster local technology eco-

systems and entrepreneurs with both capital and training.   
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Most of the large, global platform firms have venture or investment capital arms (in industry 

terms, labeled Corporate Venture Capital (CVC)).79 Alibaba’s venture capital arm was 

established in 2008 (Crunchbase n.d.), Tencent’s in the same year (Chen and Deng 2020). Baidu, 

a relative late comer, launched a fund in 2017 (Baidu Ventures BV n.d.), and Bytedance, 

founded only in 2012, launched its fund in 2014 (CBNEditor 2021).   

As suggested by the start dates of many of these initiatives, venture investing has been key to 

most of these firms.  Alibaba and Tencent, in particular, have carried their intense rivalry into 

venture investing (Lashinsky 2018) as they used venture and later stage investments as integral 

parts of their growth strategies (“Alibaba’s Venture Capital Investment Strategy” 2021; “Inside 

Tencent’s Venture Capital Investments” 2021).  The limited data available on Chinese platforms’ 

CVC investments seems abundant compared with two other venture strategies these platforms 

have deployed.  We turn to these first.  

Most Chinese platform companies have invested in a range of Chinese and non-Chinese venture 

capital firms, such as Yunfeng Capital, co-founded by Alibaba’s Jack Ma and now with $10 

billion in assets under management (Schachner 2021; see also Zinser 2021).  Investing through 

other VC firms, either as owners or as investors in specific funds, enables the platforms to 

diffuse equity risks while capturing insights into innovative or disruptive technologies which 

they can then acquire more directly.  These investments also allow the platforms access to 

technologies and companies without direct brand identification.  Thus wherever there is 

 
79 Although some appear to be late comers.  For example, only in 2021 did Facebook signal an official venture 
capital undertaking (Labby 2021) 
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significant VC activity, it is probable that the platform firms are present both in branded and 

unbranded form.  

Second, the Chinese government has sponsored or co-sponsored a series of investment funds in 

different emerging markets, for example, The China-CEE Fund in Central and Eastern Europe, 

The China-LAC Cooperation Fund for Latin America and the Caribbean, and the China-Africa 

Development Fund.  While state funded, each includes an investment mandate for technology 

companies.80  Details on Chinese platform participation in or through these funds is difficult to 

obtain.  However, as initiatives meant to deepen cooperation between China and nations in those 

regions, particularly in areas of technology, it is highly improbable that China’s platform firms 

would not be engaged.   

Alibaba and Tencent’s Corporate Venture Capital  investments in start-ups in India offer an 

example of the innovation, market access and good will strategy outlined at the start of this 

section.  Since 2015 these two firms have invested almost four billion dollars in Indian start-ups.  

More than half, 18 out of 30, of India’s “unicorns” (private companies with values estimated to 

exceed $1 billion) are invested by Chinese companies, primarily Alibaba, Ant Financial and 

Tencent.  These capital injections, transfers of knowledge and linkage with Chinese platforms 

helped these companies succeed in the intensively competitive Indian market.  For the platform 

companies, India’s market size, technology entrepreneurship and lack of investment capital made 

it an attractive destination (Bhowmick 2021; Li 2019b).   

Their investments were, of course, not randomly selected.  For both Alibaba and Tencent, the 

investments were in companies that offered the prospect to extend and embed their service 

 
80 (see China-CEE Fund n.d.; China-LAC Cooperation Fund n.d.; China Africa Development Fund n.d.) 
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offerings.  In 2015, Alibaba put nearly $1 billion into India’s Paytm (payment systems provider) 

and e-commerce provider, Snapdeal, aligning these businesses with its core payments and e-

commerce businesses.  In 2017, it invested $100 million in Indian logistics start-up, XpressBees, 

aligning the business with Cainiao, its logistics business (Srivastava 2021).  

Tencent is reported to be the largest and most prolific investor in Indian start-ups, however.  By 

one account, Tencent has invested in over 15 Indian start-ups from e-commerce, Flipkart, to 

educational technology unicorn, BYJU, to food delivery, Swiggy, to music streaming apps—all 

extensions of core Tencent services (Presthitha and Goswami 2021).  

These investments positioned Chinese competitors Alibaba and Tencent to rapidly scale their 

core business offerings in India while bringing millions of new customers onto their global 

platforms.  They also infused substantial capital and know-how into the Indian start-up eco-

systems.  This in part spurred intense investment interest from global competitors such as 

Amazon, Walmart and Facebook, and also drew in other Chinese companies and VC firms in the 

process.  For a country seeking to rapidly digitize, Chinese investment, often led by large 

platform firms, provided a significant injection of money, talent, know-how, and attention to 

India.  

After a deadly border clash between China and India in 2020, however, India banned some 200 

Chinese apps and put the brakes on further Chinese investment in key parts of the Indian 

economy (Pham 2020b). Yet, less than a year later, Tencent was reported to have led at least 

three new rounds of start-up financings in the country (Singh 2021b; 2021a; Mamgain 2021). 

While the headline values were lower than earlier investments and deal structuring different, the 

reopening speaks to a recognition of the value contribution Chinese platforms have made to the 
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Indian tech sector and how difficult it is for emerging economies to ignore these contributions 

(see Khan 2017; Murgia and Parkin 2021).   

India is just one example of Chinese venture investment.  In Southeast Asia, Chinese platforms 

are equally or more active, especially after the restraints imposed by India in 2020.  The 

Financial Times reported a 55% increase in venture investment in Indonesia following India’s 

shutdown of Chinese investment (Ruehl 2020).  TechCrunch reports: “China’s tech giants 

Tencent and Alibaba were among the first to support early e-commerce growth in Southeast Asia 

with investments in Sea Limited and Lazada, and have since expanded their footprint into other 

internet verticals. Alibaba has backed Akulaku, M-Pay (eMonkey), DANA, Wave Money and 

Mynt (GCash), while Tencent has invested in Voyager Innovations (PayMaya), SHAREit, iflix, 

Ookbee and Sanook” (Anand 2021). 

Data on Chinese venture investments in emerging markets outside of Asia is more scarce, but 

their activities are not negligible.  Nathan Lustig of Magma Partners, an investment advisory 

firm with offices in both China and Latin America, details a series of Chinese led tech 

investments in Latin America.   Among these are Didi’s investment in Brazil’s ride hailing firm 

“99,” to assist its expansion throughout the continent. He documents as well e-commerce deals 

and Memoranda of Understanding between Alibaba’s Jack Ma and governments and business 

associations on the continent (Lustig 2017).   

In Eastern Europe, Africa and Central Asia, the story is similar.  The South China Morning Post 

reported a post-Covid resurgence of Chinese venture capital investment in Africa’s technology 

sector. Quoting Chinese VC investor Gobi Partners’ co-founder, Thomas Tsao: "The Chinese 

market quickly developed through technology and innovation. When you look at Africa, a lot of 
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people say it lacks infrastructure and has a large unbanked population, but investors in China 

would see this as something they are familiar with and see it as an opportunity.  It is the 

beginning of an exciting phase for Africa" (Nyabiage 2021).  

In their race to outpace the competition, lock-in market opportunities and capture innovation, 

Chinese companies are going head to head with each other and with Western firms in VC 

markets across emerging economies.  But they are also teaming with each other and with 

Western firms, as Tencent did with Walmart for the Flipkart investment in India, and as Alibaba, 

Tencent and Uber invested in Didi.  Chinese firms are also expanding efforts to ingrain 

themselves in the start-up cultures of their target countries.  In 2021, for example, Alibaba 

launched “Project Asia Forward” which includes up to US $1 billion of funding and resources 

“to empower 100,000 developers and foster the growth of 100,000 tech startups in Asia Pacific 

over the next three years” (Cordon 2021). This is on top of its “Entrepreneurs Fund” targeted to 

start-up entrepreneurs in Hong Kong and Taiwan to “help them grow their businesses and 

penetrate global markets by utilizing Alibaba’s vast ecosystem” (Alibaba Entrepreneurs Fund 

2021). 

Chinese platforms’ venture efforts are at the forefront of Chinese technology investment  in 

numerous emerging markets.  These investments offer them market access, innovations and local 

good will.   

Acquisitions 

Beyond start-ups, Chinese platform companies have used partial or whole acquisitions of local 

companies to fuel their businesses locally and globally.  Between venture capital and outright 

acquisition of companies, Chinese platform businesses have been some of the most active 
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investors in the world.  The Wall Street Journal called Tencent an “investment powerhouse,” 

noting that its investments, outside of direct subsidiaries, had quadrupled in value in four years 

(twelve-fold increase in five years) to $138 billion.   Others estimated the real value of those 

assets at close to $260 billion, almost one third of Tencent’s market cap (Webb and Yang 2021).  

Since 2008, inclusive of venture capital investments and minority or majority stakes in larger 

companies, Tencent has been involved in over 880 transactions globally, 163 in 2020 alone 

(Wakasugi and Cho 2021; Chen and Deng 2020).   

Alibaba’s investment activities are not as prolific but the deal size is often larger.  According to 

Tracxn, a research house, Alibaba has invested nearly $20 billion in some 60 firms around the 

world.  Among these in emerging economies are: Singapore based and ASEAN focused e-

commerce firm, Lazada; Trendyol, a Turkish logistics firm; and HungryNaki, a food services 

provider in Bangladesh (Tracxn 2021).  An Alibaba strategic report available on the internet 

outlines the firm’s M&A philosophy and strategy highlighting its emphasis on creating synergies 

with the Alibaba ecosystem.  Acquisition of Lazada, for example, is noted as a strategic part of 

its international expansion strategy “to establish leading position in Southeast Asia” (“Alibaba 

Strategic M&A.Pdf,” n.d.).   

Acquisitions of established businesses in emerging economies offers these companies and 

Chinese platforms distinct advantages.  For local companies, the capital, know-how and linkage 

to global customers and users can accelerate growth significantly.  For the platforms, these 

successful local firms provide them immediate market access in established firms who have 

cleared initial regulatory hurdles and have a recognized and (hopefully) loyal user base.   
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It is important to recall that in the platform economy, size matters.  Capturing and growing a 

large user base generates network and lock-in effects.  That is, the more users a platform has, the 

more utility it has to each user (who can communicate with, purchase from, sell to other users)—

these are network effects.  Additionally, the larger the user base, the lower the marginal cost of 

operations is for the platform, per user, and the higher the profits.   

The lock-in effect is the resistance users will have to migrating off one platform to another, 

similar, platform because their community (and familiar user experience) remains on the first 

platform.  Innovation is essential in capturing and retaining users.  Innovation brings new 

products, services and experiences for users.  Thus to gain and lock-in users, Chinese platforms 

have combined, within a single user interface, a range of seamless services—social media, 

financial transactions, food delivery, e-commerce and much more (often referred to as a “super 

app”).  They have also relentlessly sought innovations to improve platform performance and 

services and forestall competitors’ advantage.  And they have also relentlessly pursued users by 

acquiring firms that are perceived to threaten their market position or that offer them entry into 

established or establishing markets.  Still, in markets that don’t yet have a near monopoly 

provider, opportunities exist to displace incumbents.   

The behavior of Chinese platforms in Southeast Asia highlights some of these dynamics.  

Southeast Asia represents a booming digital market.  Recent estimates project it could double in 

size to $363 billion by 2025 (Y. Lee 2021).  Chinese platforms have been present in the region 

for a decade or more, in particular, fierce compeititors, Tencent and Alibaba. One example 

shows how this rivalry is playing out for each company and for the growth of the digital 

economy in Southeast Asia.  
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In 2012, Tencent made an investment in Garena, a Southeast Asian gaming company.  Tencent’s 

investment and gaming licensing arrangements for Garena helped to propel the company to 

become the leading gaming provider in the region.  Under Tencent’s guidance, Garena then 

created a holding company structure (branded Sea), retained its gaming under the brand, Garena, 

and branched out into mobile payments (SeaMoney) and e-commerce (Shopee).81   

These efforts stood in direct competition to Alibaba who had made multi-billion dollar 

investments in Singapore based but Southeast Asia focused e-commerce company, Lazada, as 

well as Indonesia’s leading e-commerce company, Tokopedia.  Alibaba’s Lazada investment 

included its e-payments platform, Lazada Wallet.  Despite Alibaba’s significant head start in the 

e-commerce and payments sectors in the region, Tencent backed Shopee soon surpassed it in 

sales, capturing an increasing portion of the newly digitized population while offering innovative 

options for new merchants to join its platform.   

As Alibaba lost market share, in June 2021, it’s majority owned Indonesian e-commerce 

company, Tokopedia, merged with Tencent backed Gojek, the Indonesian ride hailing, food 

delivery and e-payments provider.  Together the new firm, GoTo, creates a version of China’s 

“super app,” or “swiss army knife” platforms.  On the surface, it would appear that Tencent had 

backed Alibaba in creating a powerful rival to Shopee, its e-commerce proxy in the region and 

the largest e-commerce provider in Southeast Asia with a 57% market share.  But some analysts 

report that Tencent’s Gojek leaders will take the senior leadership positions in GoTo, sidelining 

 
81 In January 2022, Tencent divested interests in Sea to redeploy assets to China’s “Common Prosperity” campaign 
(Che 2022a) 
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Alibaba’s interests and potentially giving Tencent dominant control of e-commerce in the region 

(Law and Nguyen 2020; Mahabarata 2021; Boku Research 2021; Phua 2021; Han 2021). 

This example from Southeast Asia shows the fierce and complex competition taking place across 

many emerging markets in the digital space—not just between Western and Chinese platforms, 

but between Chinese platforms and also among local start-ups.  To succeed in capturing 

dominant market share requires more than Chinese government support.  It requires deft business 

management, substantial capital resources and a wide range of teaming strategies.   

Agents of the CCP? 

Supported in part by Chinese government programs such as the Digital Silk Road, but driven 

also by competitive instincts, innovative products and ready markets, Chinese platforms are 

expanding globally.  Service extensions, technology infrastructure, venture capital and 

acquisitions are all means of growing, expanding offerings and capturing market share.  In 

rapidly digitizing emerging markets in particular, these platforms are finding substantial growth 

opportunities.   

As they spread around the world, though, are they bringing their “made in China” platform 

powers and dispositions with them?  Is there evidence that these platforms are exerting 

influences in accordance with Beijing’s wishes?  Or are they neutral actors, abiding by local law 

and custom?   
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Tencent’s popular social messaging app, WeChat, is used by more than 1.2 billion users 

worldwide (Thomala 2021b). 82  While the majority of these are residents of China, there are an 

estimated 100-200 million regular users outside of China (Stancheva 2021).  These include the 

Chinese diaspora, who often are citizens of other countries but rely on WeChat for connection to 

news, family and friends in China.  They also include many business executives who conduct 

business with China, as WeChat is the primary means of instant communication with clients and 

co-workers in the mainland (London School of Economics 2020; Wall and Wu 2020; Pham 

2020a).   

While minorities in most of the countries where they reside, the Chinese diaspora have often 

played an outsized role in trade and business relations within their host countries. In Southeast 

Asia, Chinese minorities command the economic heights of most countries (A. Chang 2013).  In 

Indonesia, for example, while representing less than 5% of the population, the Chinese minority 

is estimated to control more than 70% of economic activity (UK Foreign Office 2014).  The 

Chinese diaspora is not limited to Southeast Asia, of course.  With China’s “going out” efforts, 

more and more Chinese are living and working overseas, and many in the developing economies 

of Africa, Latin America and Central Asia.  Here they are also contributing to economic trade 

and investment, albeit not without some level of controversy (see Mohan and Tan-Mullins 2009; 

Montoya 2021; Boldurukova 2015; Kyzy 2019).   

Numerous studies have documented the instrumental impact Chinese diaspora have had on the 

growth of trade and investment with China (see for example Rauch and Trindade 2002; 

Anderson and van Wincoop 2004; Gao 2003; Martínez-Zarzoso and Rudolf 2020).  The CCP has 

 
82 WeChat is by far the most popular social app in China.  Seventy-eight percent of 16-64 year olds in China use it 
regularly (Iqbal 2021). 
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recognized this and launched special programs, news services and outreach meant to cultivate 

deeper relations between China and its diaspora (A. Chang 2013).   

Outside of China, WeChat serves less as the all-purpose, swiss army knife app, than it does 

inside China.  Nevertheless, the app still provides access to news sources, shopping, map 

programs, dating and other features that support the social glue of diaspora communities 

(WeGoEU 2020).  Within diaspora communities, most get their news through WeChat.  A 

survey of Mandarin speakers in Australia, for example, found that WeChat or WeChat feeds 

accounted for nearly 80% of news sources for these communities (Sun 2018). 

The reliance of these communities on WeChat exposes them to Chinese influence efforts.  

Research by the The Citizen’s Lab at the University of Toronto, Human Rights Watch, the 

Australian Strategic Policy Institute and others have found the WeChat platform enables the 

export of Chinese surveillance and control mechanisms. These studies found that WeChat 

censors content between foreign registered accounts and Chinese registered accounts, applying 

Chinese restrictions to communications between the two (Ruan et al. 2016; Crete-Nishihata et al. 

2020; Knockel et al. 2020).  Two reports from the Australian Strategic Policy Institute (ASPI) 

show that censorship and surveillance could be considered the “passive” side of China’s efforts 

to use its social media companies to further its political objectives:  

The Chinese Communist Party (CCP) is strengthening its influence by co-opting representatives 

of ethnic minority groups, religious movements, and business, science and political groups…. It 

claims the right to speak on behalf of those groups and uses them to claim legitimacy….These 

efforts are carried out by the united front system, which is a network of party and state agencies 

responsible for influencing groups outside the party, particularly those claiming to represent civil 

society (Joske 2020). 
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United Front operatives were found to be using WeChat as an important tool to organize, shape 

and direct diaspora communities. “The Chinese ‘super-app’ WeChat … has become the long arm 

of the Chinese regime, extending the PRC’s techno-authoritarian reach into the lives of its 

citizens and non-citizens in the diaspora” (Ryan, Fritz, and Impiombato 2020). 

For WeChat communities outside of China, ASPI found:  

 

• WeChat censorship extends to foreign registered uses of the app where sensitive topics or 

postings on subjects like Tiananmen, Uighurs, or even trade frictions were deleted or 

accounts suspended, 

• WeChat provides means to harass dissidents and surveil other overseas users by monitoring 

their activities and threatening family members resident in China, 

• WeChat’s algorithms and censorship create an environment that distorts or even interferes in 

democratic processes by creating an isolated echo chamber characterized by CCP supported 

views (Ryan, Fritz, and Impiombato 2020, 30–35). 

 

To illustrate: In 2017, Jenny Kwan, a member of the Canadian parliament, posted a WeChat 

statement to the Chinese community in Canada supportive of Hong Kong democracy protesters.  

The statement and anything related to it quickly disappeared (Wang 2019). US based Chinese 

activist and former Tiananmen protester, Zhou Fengsou, reports his US based WeChat account 

has been temporarily suspended numerous times (Milano 2020).  In the wake of Covid-19, 

WeChat censorship picked up markedly around the world resulting in numerous foreign 

registered accounts being temporarily suspended or messages blocked (Ryan, Fritz, and 

Impiombato 2020, 26).  And, in an escalation of the growing dispute between Australia and 



175 
 

China, WeChat blocked messages from Australian Prime Minister, Scott Morrison, to Australia’s 

Chinese community.83   

A closer look at WeChat operations in that community paints a picture of long-standing efforts at 

control and influence.  A 2018 study, for example, comparing news provided via WeChat and 

that provided by Australia’s Mandarin news service showed that WeChat provided markedly less 

news on Chinese/Australian politics compared with other sources.  Further, during a sensitive 

period between China and Australia (March to August, 2017), no political news was offered 

through WeChat channels (Jensen, Chen, and Sear 2018).  ASPI reports that many of the 

WeChat news services available in Australia are owned by the Chinese government or run by the 

United Front (Joske 2020, 11–12).   

WeChat is not the only way Tencent reaches users. Tencent is the largest gaming company in the 

world, with an audience measured in hundreds of millions, and growing rapidly. In 2020, there 

were an estimated 2.69 billion on-line gamers globally, and that number was expected to grow to 

over 3 billion by 2023 (Number of Gamers Worldwide 2020).  Gaming market revenues are 

anticipated to grow even more dramatically.  As new innovations are introduced and internet 

connectivity expands, global revenues are expected to more than quadruple to over $400 billion 

by 2026 (Yahoo! Finance 2021).   

 
83 Morrison had sent the message in response to a Chinese Foreign Ministry spokesperson who posted a doctored 
image on Twitter of an Australian soldier holding a knife to an Afghan child’s neck.  Morrison’s message said: “The 
post of a false image of an Australian soldier does not diminish our respect for and appreciation of the Chinese 
Australian community, nor will it diminish our friendship with the people of China.’’  WeChat blocked the message 
with a warning stating it was removed for: “text, pictures, video, etc that incite, mislead or are contrary to 
objective facts, inventing issues of social interest, distorting historical events, or confusing the public” (Shepherd 
and Smyth 2020). 
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Researchers have found that game designs can not only be highly addictive (Kuss and Griffiths 

2012)84 but can build community among gamers (Lufkin 2020), improve learning and cognition 

(Monterrat, Lavoue, and George 2017; Price, Duffy, and Gori 2017; Sung et al. 2017), and 

inform the design of online interactive experiences (Plass et al. 2020).  In short, gaming is one of 

the most powerful mechanisms to improve online efficacy, or platform power.  Tencent owns 

some of the most successful games in the world and is expanding its reach.  

That said, gaming itself is not the kind of environment where one would intuitively expect the 

exercise of platform powers.  As it turns out, however, Tencent has been censoring speech on its 

gaming platforms since at least 2018.  Chats between gamers blank out words like Taiwan (Dong 

2018), Uighur, Tibet and other sensitive topics (Li 2019a).  More glaringly, Tencent has openly 

sanctioned gamers outside of China who raise issues such as the Hong Kong protests.  “[W]hen 

Ng “Blitzchung” Wai Chung voiced his support for protesters in Hong Kong during an official 

tournament[,] Hearthstone publisher Activision Blizzard [owned at that time by Tencent] issued 

steep sanctions on the player immediately after...” Tencent owned Riot Games followed suit by 

“warning broadcasters and players to stay away from any ‘sensitive topics’ during 2019’s 

League of Legends World Championship. This included the Hong Kong protests” (Rondina 

2021).   

Self-censorship among game makers prevails as well.  China is the largest gaming market in the 

world and Tencent the largest player in that market.  To get access to the Chinese market, game 

designers need to conform toBeijing’s restrictions and so follow the rules set out in that market 

(Chwistek 2021).  Not only is censorship extended in this fashion, Tencent has engaged US 

 
84 Internet gaming addiction is one of the reasons China cracked down on gaming in 2021, resulting in significant 
changes to game design and display, at least in China (Brooke 2021). 
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game developers to expand surveillance capabilities as well.  The LA Times reported in 2019 

that in the wake of Chinese government restrictions on gaming in the country, US game makers, 

controlled by Tencent, were being asked to develop surveillance tools for their games (Cutchin 

2019).   

Tencent’s gaming platform exhibits platform powers similar to WeChat as it extends China’s 

reach around the world.  Engagement, surveillance, chokeholds, moderation, and potentially 

affordances for more CCP messaging.  The power of games to entice, addict, inform, and 

educate users could provide a powerful platform for CCP surveillance, messaging and controls, 

particularly as games become more immersive in virtual reality realms.   

Beyond WeChat and gaming, Tencent owns the world’s largest music streaming service (in 

China) and also a stake in Spotify, the most popular Western music streaming (and now podcast) 

service (Rodenbaugh 2021).  It owns stakes in some of the world’s largest e-commerce firms, 

food delivery services, logistics companies and other services. Data on if and how its growing 

platforms are exercising the kinds of powers we saw in WeChat are not today easily available.  

However, Tencent’s ability and willingness to exercise these powers is clear from what we have 

seen with WeChat and gaming.  

Similar examples can be found for Alibaba, Bytedance and other Chinese platform companies.  

Bytedance’s censorship of negative China news in Indonesia, it turns out, is just a regular part of 

its corporate protocols.  Based on leaked documents, the Guardian reported that 

TikTok ”instructs its moderators to censor videos that mention Tiananmen Square, Tibetan 
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independence, or the banned religious group Falun Gong” (Hern 2019).85  As illustrated in the 

opening of this chapter, Alibaba conforms to this pattern as well.   

Significant press has been given to China’s promotion of its version of Smart Cities—digitally 

connected cities that provide a wide range of citizen services, while monitoring safety and 

security through video cameras, facial recognition and data aggregation and analysis.  The 

surveillance and control aspects of these technologies has been a top concern (see for example 

Kynge et al. 2021; Thunberg 2021).  Alibaba’s “City Brain” smart city solution is installed in 23 

cities in Asia (Alibaba 2019) and is seeking to expand further. Alibaba, like Tencent, is also a 

significant investor in global gaming, food delivery, music streaming, media and other internet 

technologies.  And as was seen, is in a cut-throat competition with Tencent to expand globally.   

Changes the Chinese government introduced in its domestic internet markets in 2020/2021 will 

constrain certain platform behaviors at home, but there are at present no indications that the 

platforms will be less cooperative in China’s surveillance and control state or with respect to 

international activities.  On the contrary, the “tech crackdown” has appeared to strengthen the 

hand of the state, making the Chinese platform Architectures of Influence potentially that much 

more potent.   

 
85 TikTok apparently also censors content from creators who are “ugly, overweight or disabled,” or who criticize 
governments generally (Perrett 2020).  
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Chinese Platform Powers 

This section reviews the platform powers framework and applies it to the experience of Chinese 

platforms outside of China.  It begins with a recap, Figure 9, of platforms as architectures of 

influence.   

 
Figure 9 Architectures of Influence 

Descriptive Name 

 

Platform Characteristics Brief Description 

Leveraged Affordances Bots, Disinformation…. Tools that leverage platform 

design/affordances and can be 

deployed by platform users 

Structural Attributes Surveillance, Chokepoints, 

Moderation 

Design characteristics that result 

in giving platforms powers of 

surveillance and of chokepoints 

Business Logic Data/Dopamine/Computer 

Engineering 

Fundamental characteristics that 

power platform performance 

and success 

  

To recap, Business Logic, is the core data/dopamine/computer engineering characteristic of 

platforms, where personal data and algorithms feed users curated information on social media or 

shopping or gaming or other platforms.  Structural Attributes are the design characteristics of 

platforms that enable surveillance, chokepoints or moderation to manipulate the information 

received and transmitted by users.  Leveraged Affordances are the inherent capabilities of 

platforms to provide means for others to exploit their powers.   

Tencent’s WeChat provides a good example of platform powers.  The business logic level 

nurtures regular and active communication within diaspora communities and between those 

communities and China. The app provides news and other services with little need to exit the 

ecosystem.  The structural attributes enable surveillance of the community and their discussions, 

apply chokehold effects to block or take down certain posts or users, and apply moderation to 
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feed curated information through news and other channels to the community.  Its technical 

affordances provide not just a platform for CCP United Front promotion, news sources and 

activities, but a platform tipped in favor of those influencers. 

Similar attributes can be found in gaming and Alibaba’s e-commerce platforms.  These 

technologies (as with US platforms’) are designed to capture, engage, and retain users.  They are 

also designed to prod, nudge or encourage users to certain beliefs and behaviors.   

The examples of Chinese platform powers also highlight the role of various platform actors.  By 

preventing the Australian Prime Minister from addressing constituents in his own country, 

Tencent exposed weaknesses in the ability of Platform Host Countries to counter platform 

influence, or at least that was the experience in this democratic nation.  In a contrary example, 

however, Facebook and Twitter were deplatformed in Russia for conveying messages contrary to 

the host government’s interest.  In this case, the host country prevailed, but at the cost of 

preventing its citizens access to the connectivity benefits brought by Facebook and Twitter; 

benefits now likely to be partially replaced by Russian or Chinese platforms.   

Do the examples above of Chinese platforms indicate the direct hand of the CCP as the Platform 

Sovereign, or were these platforms themselves acting simply out of consistency with home 

country protocols, exported operating principles, or, perhaps, corporate culture?  Even in cases 

where Tencent was surveilling users, reporting them to Beijing and then taking action against 

those users, it may not be possible to distinguish WeChat’s operating principles from the desires 

of the CCP.  The important point is that these platforms are adhering to a script written or 

heavily influenced by the goals, objectives and principles established by their Platform 

Sovereign: China.  Whether Tencent, Alibaba, Bytedance or others prefer to operate their 
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platforms in this manner may be irrelevant to the fact that they are.  For sure, their largest 

markets are in China and the degree of control or influence Beijing has over their operations in 

China provides considerable leverage over how they operate outside of China.   

Similar questions might be asked of Western platforms such as Google, Facebook and Amazon.  

Are they operating overseas as extensions of US values, as agents of US government interests, or 

as independent, profit driven businesses; or perhaps all of the above?  In a world of increasing 

contestation between the West and China, or between the West and China plus Russia; in a world 

where technology is a primary field of this contestation; and in a world where control of 

narrative and economic infrastructure matters; platforms—architected for influence and as 

economic infrastructure--are therefore unavoidably at the forefront of this contest.  Whose 

platforms prevail and where, thus matters also.  

Summary and Conclusion 

We began the chapter with the story of AliExpress censoring voices from Ukraine on its 

platform.  AliExpress’s success in expanding globally is just one example of Chinese platform 

proliferation.  The Chinese government’s Digital Silk Road foreign policy initiative has formally 

and informally backed these efforts, which appeal in particular to developing nations anxious to 

build out the digital infrastructure needed to participate in the 21st century global economy.   

As the degree of Chinese technology expansion has come to the attention of policy makers in the 

West, concerns have grown regarding potential Chinese government access to networks and 

technologies built and installed by their companies.  This has led to a pushback on Chinese 

technology deployment in the US, Europe, Japan, Australia and New Zealand, primarily.  

Developing nations have been less restrictive as Chinese companies often offer the only 
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affordable, quality option for obtaining needed digital infrastructure.  Largely left out of the 

debate have been China’s platform companies such as Alibaba, Tencent, Bytedance, Didi and 

others, perhaps for a lack of understanding of their powers and potential to influence.   

Chinese platforms in fact, have certain advantages over Western platforms, particularly in 

emerging economies.  These advantages stem from a similarity in growth patterns between 

developing China and the digital environment in developing nations; China’s “mobile first” 

technology development and user experience; Chinese e-payment systems which have 

revolutionized payments in much of the world and for which the West has a very weak 

alternative; and finally, Chinese platforms’ familiarity and comfort with serving as “outsourced 

institutions” of government in policing online fraud, abuse and other transgressions.  These 

facets together can make Chinese technologies and platforms more effective in establishing and 

building a presence in emerging economies in particular.   

While the Chinese government backed Digital Silk Road program offers a venue, subsidized 

financing and diplomatic support for Chinese technology companies, platforms have strong 

business motivations to grow globally, and emerging economies are in many respects still highly 

contestable markets. Alongside of government support, Chinese Platforms have taken at least 

four routes to expansion: service extensions, technology infrastructure, venture capital 

investments and acquisitions.  A notable attribute of Chinese platforms is the intense competition 

between them (both in China and externally), not to mention their competition with Western 

platforms.  This intra-Chinese competitive dynamic has contributed to their aggressive 

international growth along these four dimensions.   
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Thus, Chinese platform companies can be seen as powerful competitors in the digital space with 

unique advantages in expanding into emerging markets.  As they’ve aggressively built their 

footprints around the globe, they have also not just established “architectures of influence” for 

CCP surveillance, messaging and controls, but are actively supporting CCP objectives through 

these powerful architectures.   

If Chinese platforms are expanding aggressively and are serving as architectures of influence for 

the CCP, how successful are they against Western competitors and, importantly, what might be 

“accelerators” of their inroads and what might be “inhibitors.”  These are the questions we turn 

to in the next chapter.  
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Chapter 8:  Chinese Platform Proliferation—Accelerators and Inhibitors 
 

Abstract 

In Chapter 7, we saw how Chinese platforms were expanding around the world, particularly to 

emerging markets.  We saw also how, as these platforms have expanded, they have aided and 

abetted CCP surveillance and control efforts.  For platforms to maximize their powers of 

influence they should be pre-eminent enough to control or heavily influence what a population 

sees, hears and believes.  This suggest that they should capture a majority of users in a nation.   

This chapter asks three questions related to Chinese Platform growth and pre-eminence: (1) How 

successful are Chinese platforms competitively against Western platforms, particularly in 

emerging markets; (2) What might “accelerate” the proliferation of these platforms and growth 

in their market share; and (3) What might “inhibit” their proliferation or growth in market share?  

In response to the first question, we find that Chinese platforms have, by many measures to-date, 

been less successful against established Western platforms such as Facebook, Google and 

Amazon, although this may be changing.  In response to the second question we identify several 

key factors that could accelerate Chinese platform proliferation.  These are: (a) innovation, (b) 

loss of confidence in Western models, (c) technology decoupling, (d) internet standards and 

internet governance, (e) China’s “technology stack;” and (f) a combination of these factors in 

what is called the “Beijing Effect.” In response to the third question, we identify four current 

factors that could inhibit the success of Chinese platforms outside of China.  These are: (a) the 

impact of current regulatory changes in China on innovation, financing, and images of China’s 

internet control; (b) impacts of Chinese domestic and foreign policy actions; (c) potential 

weaknesses in China’s Soft Power; and (d) principal/agent effects—will Chinese platforms act as 

effective agents of the CCP.  The chapter concludes that the balance of accelerators and 

inhibitors appears to be in favor of Chinese platform growth, at least in the emerging markets.   

 

 

How Successful are Chinese Platforms competitively against Western Platforms? 

By many common measures--such as current user base, market capitalization, and revenues--

Western platforms currently have dominant positions globally in social media, e-commerce and 

search.  Built on first mover advantages, huge network and lock-in effects, US companies such 

as Facebook, Amazon and Google look almost unassailable.  However, these standardized 

measures may not be adequate to assess Chinese platform growth and prospects, particularly in 

emerging markets.  Other measures suggest US leadership may be less secure.   
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Social Media 

US social media platforms have by far the largest number of users worldwide.  Figure 10 shows 

data on global monthly active social media users as of October 2021 (Statista 2021). The top five 

places go to US companies: Facebook, Youtube, WhatsApp, Instagram, and Facebook 

Messenger.  Of these five, all but one, Youtube, is a Facebook company.  China’s top 

contenders, WeChat and TikTok, even combined, do not equal Facebook’s share of monthly 

active users globally.  

 

By current users, it is clear that US based social media platforms are pre-eminent today around 

the world.  With nearly 3 billion monthly average users, Facebook reaches almost every digital 

citizen globally--outside of China, North Korea and a few other countries where it is blocked.  In 

developing countries like Myanmar, for example, until recently blocked, Facebook served 

essentially as the internet for the nation (KrAsia Writers 2021).   

Figure 8.1 Global Monthly Active Users, Social Media, as of October 2021 
Source: Statista 2021 

Figure 10 Global Monthly Active Users, Social Media (October 2021) 
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In comparison, WeChat’s 1.2 billion users are predominantly in China; even if, as seen in 

Chapter 7, the app still reaches into the influential Chinese diaspora globally.  TikTok’s one 

billion users is impressive given the relatively recent introduction of the app (2014), but its 

monthly average users, revenue and market cap still pale in comparison with Facebook’s 

numbers.86  

There are concerns, however, that TikTok’s meteoric rise may signal a new generation of 

competition in social media apps emerging from China.  Tailored to international audiences, 

TikTok employs some of the most advanced AI algorithms in the industry, driving high user 

engagement and viral growth (CB Insights 2020).  Facebook and other Western apps have yet to 

match the popularity and power of these algorithms (Kaur 2021; Hutchinson 2021).   

In July 2021, TikTok attained another Facebook record—more than 3 billion downloads 

globally.  The only other non-game apps to reach that benchmark are Facebook itself, and its 

WhatsApp, Messenger and Instagram apps (Canales 2021).   While TikTok’s monthly average 

users are just over one third of Facebook’s 2.91 billion, those users were acquired in record time 

and are growing rapidly (Statista 2022; Iqbal 2022).  

Facebook is not standing idle in the face of such threats, of course.  In 2020, adopting the same 

copycat strategy it used successfully against Snapchat (deploying similar features as Snapchat on 

Instagram (Constine 2016)),87 the company launched its own version of TikTok, called “Reels” 

 
86 2021 Facebook (Meta) Market Cap: $935.6 billion, Revenue: $117.9 billion, MAU: 2.91 billion; 
(CompaniesMarketcap.com 2022; Meta Investor Relations 2022; Statista 2022); 2021 TikTok Market Cap: N/A, 
Revenue: $4.6 billion, MAU 1.2 billion (Iqbal 2022). 
87 Facebook’s strategy with both Snapchat and TikTok has been referred to as “Platform Envelopment.” “Through 
envelopment, a provider in one platform market can enter another platform market, combining its own 
functionality with the target’s in a multi-platform bundle that leverages shared user relationships….Envelopers 
capture share by foreclosing an incumbent’s access to users; in doing so, they harness the network effects that 
previously had protected the incumbent” (Eisenman, Parker, and Van Alstyne 2010, 1). 
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(Kaur 2021).  So far, however, the strategy has not worked as it did with Snapchat, and some 

commentators think it will not--given differences in the nature of social media engagement on 

TikTok versus Facebook (Olsen 2021).  

Staying at the forefront of innovation is key for platforms.  Facebook recently rebranded its 

parent company, taking the name “Meta”  to represent “metaverse” and to reflect its move into a 

much more immersive world for its users (Facebook 2021). The “metaverse” is “an online virtual 

world which incorporates augmented reality, virtual reality, 3D holographic avatars, video and 

other means of communication” (Snider and Molina 2021).   

Facebook’s early moves into this space could auger a whole new dimension of social media 

competition as it innovates virtual worlds for its users to create, enjoy and participate in 

collectively.  Much about the “metaverse” is, however, already being tested and employed by 

gaming companies.  Among gaming companies noted as at the forefront of creating a metaverse 

are three in which China’s Tencent owns significant interest: Fortnight, Minecraft and Roblox 

(Snider and Molina 2021). 88  Microsoft’s $68 billion acquisition of gaming company, 

Activision, in 2022 shows how important gaming is to the development of the metaverse (Welsh 

2022). Tencent’s ownership in advanced gaming platforms doesn’t mean that it is necessarily 

ahead of Facebook in development of a “metaverse,” but it likely means it is not far behind if it 

chooses to do so.89  

 
88 Fortnight (40% owned by Tencent), Minecraft (primary mod maker and server provider, Hypixel Studios, owned 
by Tencent (Seck 2020)) and Roblox (Tencent owns a 49% interest (Ren 2021)).  While minority stakes, Tencent has 
traditionally used its significant minority position (giving it deep knowledge of technologies and practices), its role 
as a gateway to the Chinese market and its ability to open its platform to companies in which it has invested, as 
significant leverage to obtain insights, tools and technologies which it can employ on its own behalf or for the 
benefit of companies in its portfolio (see K. Jia and Kenney 2021).  
89 The Chinese government has signaled its own interest in the metaverse and the technologies needed to support 
it.  To this end it has set aside investment funds for small and medium sized companies developing metaverse 
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These developments also don’t necessarily mean that Facebook is in imminent threat of being 

displaced by TikTok or another Chinese app, but they do suggest that Chinese apps have the 

ability to innovate in ways which will improve their competitiveness.  For Facebook this could 

mean that it may not remain the pre-eminent (single dominant) social media app that it is today. 

And, as is explored further below, there are other factors that may accelerate the loss of that pre-

eminence, especially in emerging economies.    

From a social media standpoint then, while US firms (Facebook in particular) currently dominate 

the globe, their pre-eminence is not necessarily secure.  Chinese companies are gaining ground 

through innovations and rapidly rising user bases.  

e-commerce 

By many measures, Amazon is the leading e-commerce firm in the world today.  Monthly 

Average Visits (MAV) is an industry standard for evaluating e-commerce website popularity and 

pre-eminence.  By this measure (see Figure 11) Amazon commands more than five times 

Aliexpress’s monthly traffic volume (Chevalier 2021c).  When you add Taobao, another Ali e-

commerce platform, the total, at some 860 million is still well below Amazon’s.  Adding Tmall, 

another Ali platform, not listed here, moves the number further but still doesn’t meet Amazon’s.  

 
technologies, and, for one, the Shanghai government has announced plans to provide government services in the 
metaverse within the next five years (Che 2022b). 
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MAV is not the only measure of Amazon’s leadership though.  By brand value, market cap and 

revenues, Amazon stands ahead.  Amazon’s “brand value,”at nearly $700 billion in 2021 was 

more than three times greater than Alibaba’s--at just under $200 billion (Chevalier 2021b).  

Amazon’s market cap was four and a half times greater than Alibaba’s ($1.8 trillion compared 

with Alibaba’s of just under $400 billion).90  Amazon’s total revenue in fiscal year 2020 was 

$386 billion with net income of $21 billion, an increase in net income growth of almost 85% 

(WSJ 2021a).  Alibaba’s total revenue in its last fiscal year was less than a third of Amazon’s, at 

$105 Billion.  While Ali’s net income was about equal at $22 billion, it reported growth of less 

than 3% (WSJ 2021b).91  

 
90 “Market capitalization refers to how much a company is worth as determined by the stock market. It is defined 
as the total market value of all outstanding shares” (Fernando 2021).  
91 Ali’s revenues reported in Hong Kong dollars and converted at HKD1 to USD0.13 

Figure 8.2 Leading On-Line Marketplaces Worldwide, as of April 2021 
Monthly Average Visits 

Source: Statista 2021 

Figure 11 Leading On-line Marketplaces Worldwide, Monthly Average Visits (April 2021) 
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Yet, that may not be the full picture.  Other measures paint a more nuanced story.  Alibaba’s 

reported Gross Merchandise Value (GMV)92 is twice that of Amazon’s ($1.14 trillion in 2020 

against Amazon’s $575 billion) (Alibaba 2021a; Amazon 2020).  From a market share 

perspective (Figure 12) Alibaba captures nearly twice the global e-commerce market share that 

Amazon does (though a significant portion of Ali’s share is from Chinese buyers).  And while 

Ali reported that only some $100 billion of its GMV came from outside of China (Alibaba 

2021b, 10), it claims 240 million users outside of China.  Amazon’s comparative figures are 40% 

of its sales from outside the US, equating to more than $230 billion in GMV.  Yet Amazon has 

only some 300 million active users globally (Amazon n.d.), compared with Alibaba’s 240 

million internationally and 811 million in China. (Alibaba 2021b, 10). In short then, Ali claims 

nearly as many international active users, 240 million, as total users on Amazon, 300 million.  

Thus while Amazon is clearly making more money per active user, Ali has a larger global 

footprint and handles considerably more volume around the world.    

 
92 Gross Merchandise Value (GMV) is the total value of goods and services sold over an e-commerce platform 
(Hayes 2021) 

Figure 8.3: Gross Merchandise Value, Largest e-Commerce Firms Globally 
Source: Statista 2021 

Figure 12 Gross Merchandise Value, Largest e-Commerce Firms Globally 
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E-commerce markets are still rapidly growing globally as more and more people are connected 

to the internet and to means of making electronic payments.  Figure 12 shows that a significant 

portion (39%) of the global e-commerce market, in fact, uses neither Alibaba, nor Amazon nor 

any of the other listed platforms.  Unlike social media, e-commerce has not yet reached the 

majority of on-line users, nor anywhere near the majority of retail sales.  As of year end 2020, 

less than 20% ($4.2 trillion) of retail sales took place on e-commerce platforms.  That market 

share was expected to rise to just 22% by 2024, accounting for $6.3 trillion in sales (Coppola 

2021). 

Both Alibaba and Amazon are engaged in a race to build global market share and achieve 

internationally what they’ve achieved domestically—strong network effects and high switching 

costs.  As it stood in 2021, Alibaba led in Eastern Europe, Amazon led in Western Europe 

(Cheng 2021).  Alibaba’s Lazada and Tencent’s Shopee led in Southeast Asia (Sanchez 2020).93  

In Africa, local e-commerce start-up, Jumia, currently has the lead (Khederian 2021), while in 

Latin America, Mercado Libre has nearly five times the monthly average users than second 

ranked Amazon and close to twenty times the number of monthly active users than Alibaba’s 

Aliexpress (Chevalier 2021a).  

Thus while Amazon remains favored by many Western eyes, Alibaba and other Chinese 

platforms remain formidable competitors in an evolving e-commerce space where a dominant 

firm has yet to achieve global pre-eminence.   

 
93 Tencent divested interest in Shopee in late 2021 announcing it was directing proceeds to China’s “Common 
Prosperity” initiatives domestically.   



203 
 

Search 

Without a doubt, Google is the pre-eminent search engine globally.  Figure 13 shows just how 

dominant Google search is compared with other search engines (Johnson 2021).  For more than 

ten years, Google has been the global leader, commanding, on average, 90% of all searches.   

 

Google’s power is built on a combination of highly tuned search algorithms, reinforcing 

infrastructure and services, rich advertising revenues, and its considerable network effects.  

Google’s ability to innovate and tweak search algorithms to return relevant links almost 

instantaneously has been the core of its success with users (Beattie 2020).  This success is built 

on acquisition and use of enormous volumes of data obtained, refined and deployed--as 

described in Chapter 4 -- which drive massive advertising revenues.  Its ad revenue business, 

Adwords, uses the trove of data and user profiles to tailor ads to individuals’ interests and tastes.  

Figure 8.4 Global Market Share of Search Engines 2010-2021 
Source: Statista 

Figure 13 Global Market Share of Search Engines 2010-2021 
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The iteration between search algorithms, users’ interests and advertisement placement has made 

Google the market leader in online advertising. In 2020, advertising accounted for some 80% 

($147 billion) of its revenues (Graham and Elias 2021). 

By bundling infrastructure and services such as the Android operating system, Youtube, Google 

Maps and others, Google is able to attract even more users, extract more user information, and 

better place ads, further driving up revenue.  As more and more customers use Google services, 

its search capabilities, maps and other services become more refined and market leading.  To this 

end, companies have learned to tailor their websites to maximize their positioning on Google 

searches, further entrenching network effects for both users and those being searched (Beattie 

2020).   

Innovation, constant algorithm updates, and a large and profitable revenue base which enables 

the firm to continue to reinvest, make Google’s market dominance that much more effective 

(Kennedy 2021).  For now, that market dominance seems unassailable.  Regulatory challenges, 

the integration of search and other Google-like services into social media and e-commerce 

platforms, and continued competitor innovations could begin to erode Google’s supremacy.  Of 

these, regulatory actions in the EU and US, and users’ desire for greater privacy, may be the 

most threatening (Eminence 2021). 

Conclusion: Competitive Positioning  

US platform firms today have commanding positions in global social media, e-commerce and 

search markets. Their pre-eminence, measured by users, revenues, market capitalization and 

many other factors, is clear.   These platforms have substantial network and lock-in effects and 

continue to add services that engage, entertain, and entice their users.  US platforms also overtly 
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and inherently carry and convey US values and content, a soft power asset which remains 

attractive to peoples around the world.   

Chinese competitors are today faring much more poorly by the standard  measures noted.  Baidu 

has less than a 1% global market share in search.  Some 90% of Alibaba’s revenues come from 

China.  Outside of gaming, Tencent’s other businesses are just getting a footing around the world 

(Foote and Atkinson 2020).  These data do not auger well for the rise and potential pre-eminence 

of Chinese platform companies outside of China.  And indeed, China’s platform giants have a 

long way to go to unseat US platforms globally.   

Still, when each of these market contests are looked at from measures of competitive threat, 

except for search, China’s platform companies appear to be making gains.  Their ability to 

penetrate markets in the US and Europe is diminishing, but they do appear to have more 

advantage and opportunity in emerging markets (see Chapter 7).  In fact, in a study conducted by 

MacroPolo that measured US versus Chinese app downloads in emerging markets, Chinese apps 

were not only catching up quickly but covering a much more diverse range of user activity.94   

As Harvard Business School platform researchers, Feng Zhu and Marco Iansiti, write: “Lasting 

competitive advantage hinges more on the interplay between the platform and the network it 

orchestrates and less on internal, firm-level factors. In other words, in the digitally connected 

economy the long-term success of a product or service depends heavily on the health, 

defensibility, and dominance of the ecosystem in which it operates” (Zhu and Iansiti 2019).  US 

platforms dominate now but despite strong network and lock-in effects are subject to market 

 
94 The study looked at app downloads in 2015 and 2019.  China’s presence in India significantly surpassed that of 
the US, but this was prior to the Indian government’s ban of Chinese apps in 2020.  In other emerging economies 
though, Chinese apps were all gaining ground against the US (Sheehan 2020). 
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share erosion through the rise of alternative platforms offering equivalent, different or better 

services.  Zhu and Iansiti use Alibaba and Tencent as leading examples of how to leverage or 

constrain “multi-homing” (the ability to use multiple platforms for the same or similar services) 

and “network bridging”  (leveraging users and data across different networks) to build and 

sustain marketshare (Zhu and Iansiti 2019). 

In the next section, we look at what might enhance Chinese platform advantages--what might 

accelerate their expansion in those nations.  Then we turn to factors that might inhibit their rapid 

growth or expansion.     

What might “accelerate” the proliferation of Chinese platforms and the extension of their 

platform powers? 

This section looks at a number of factors that contribute to the growth and expansion of Chinese 

platforms especially in emerging economies.  These, of course, are not the only factors, but they 

are some of the most apparent.  All of these are linked to China’s technology capabilities, and 

most are also linked to China’s Digital Silk Road initiative.  They include: China’s innovative 

prowess, the potential implications of technology decoupling with the West, how integration of 

Chinese technologies in the “stack” could aid Chinese platforms, China’s efforts to rewrite 

internet standards and governance, and the combination of these and other factors in what has 

been called the “Beijing Effect.”95  Each of these has a counter argument or factors that would 

mitigate the beneficial effects noted.  We will address those in the section following this on 

factors that could inhibit Chinese platform proliferation.   

 
95 The Beijing Effect is a term coined by scholars Erie and Streinze and is discussed in detail below (Erie and Streinz 
2021) 



207 
 

(a) Innovation 

“The sheer speed and scale at which China’s digital ecosystem players are driving 

innovations is redefining what it means to manage a company [in] today’s globalized, 

increasingly digitized economy” McKinsey & Co, October 2021 (Bu et al. 2021). 

China’s capabilities to innovate are now unquestioned.  A 2019 study by the Carnegie 

Endowment found that China was making important gains in four categories of innovation that 

rivaled the US.  Two of the four areas are specific to China’s platform innovations: “digital 

platforms and associated markets” and “the utilization of apps and other technologies designed 

‘to solve societal problems’ (and reconfigure existing businesses in the process).”  The two other 

categories cited could reasonably contribute to platform innovation. These are: “manufacturing” 

(where China already produces 50% of the world’s computers and mobile phones)96 and “basic 

science R&D in fields such as computing and biotechnology” (Schoff and Ito 2019). 

In 2021, Harvard’s Belfer Center released a broader assessment: “China has become a serious 

competitor in the foundational technologies of the 21st century: artificial intelligence (AI), 5G, 

quantum information science (QIS), semiconductors, biotechnology, and green energy. In some 

races, it has already become No. 1. In others, on current trajectories, it will overtake the U.S. 

within the next decade” (Belfer Center 2021).   According to the Global Innovation Index (GII) 

produced annually by the World Intellectual Property Organization (WIPO), China has vaulted 

from the 29th most innovative nation globally in 2015 to 12th in 2021 (WIPO 2015; 2021).   

We have already seen that a number of technology innovations today distinguish Chinese 

platforms and propel their growth.  These include widescale development of digital payments, 

credit scoring and use of QR codes.  They include the development and application of advanced 

 
96 (Allison and Schmidt 2021) 
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AI algorithms, such as those enabling TikTok’s success.  And they include the single user 

interface design, where a user never needs to leave a home app, such as WeChat, to conduct e-

commerce, order food, pay bills, use social media or file government paperwork.  Western apps 

have been racing to replicate these features.  Facebook for example has sought to introduce its 

own currency, and has added search, shopping, dating and short videos to its capabilities in a not 

so veiled imitation of China’s WeChat (Yuan 2019; Shen 2020).  

Intense competition, substantial investment through venture capital and R&D, and strong 

government support characterize China’s platform innovation environment (Bu et al. 2021).  

These characteristics have been recognized by WIPO as among those fundamental to building an 

enduring innovation ecosystem (WIPO 2021).  We will look briefly at how each is shaping 

China’s potential platform competitive advantages.  

In China’s hyper competitive business markets, innovations that catch-on with China’s digital 

savvy consumers are often quickly copied in whole or part by competitors, spawning rounds of 

further innovation from upstarts as well as market leaders.97  Some scholars point to the fact that 

the bulk of Chinese consumers have grown up in an environment of rapid and dynamic change as 

a factor in the innovation eco-system of the country’s tech companies.  This environment, they 

argue, has made them comfortable with new innovations as they are released, and enables such 

innovations to scale and adapt rapidly across hundreds of millions of users (see for example 

Dychtwald 2021).  Others point to the rich data environment which enables firms to harvest huge 

 
97 Community buying is among the latest Chinese innovations which have upset the balance of e-commerce 
standings in the nation (see Franklin Templeton 2021; J. Zhang 2021).  
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volumes of data, to pilot and test innovations and then roll them out at scale (Yu, Liang, and Wu 

2021).98   

In a large and dynamic markets such as this, returns to innovation can yield outsized gains.  

These returns attract domestic and international venture capital (and expertise) which further 

drives innovation. 99 China’s venture capital environment is second only to that of the US and 

may be catching up in key aspects.  Since the early 2000s the volume of new venture capital 

investment in China has grown significantly—and then doubled between 2014 and 2018 (Slotta 

2021). In 2021, venture capital flows to and within China were set to exceed $100 billion, 

despite Covid (Pitchbook 2021).  These figures were only surpassed by the US (CB Insights 

2021).  

Company and government funded research and development (R&D) is another major contributor 

to innovation.  A 2020 assessment of US R&D competitiveness by the American Association for 

the Advancement of Science (AAAS) showed that since 1995 China’s investment in R&D had 

grown at 16% per annum compared with just over 2% for the US.  By 2018 according to AAAS, 

China had nearly matched US gross R&D investment as a nation ($463 billion per year versus 

$552 billion for the US) (Hourihan 2020).   

Government support and encouragement also contributes significantly.  As Chapter 6 showed, 

Chinese government support for technology investment and innovation dates almost to the 

founding of the PRC itself.  As technology has moved to the forefront of domestic and 

 
98 Chinese private company access to government held data sources is also a rich resource for innovation (see 
Beraja, Yang, and Yuchtman 2020).  This suggests that the recent imposition of privacy laws in China, to which 
private companies but not the government are being held, will not be an impediment to data-based innovation for 
China’s platform companies who can gain access to government held data.   
99 Venture capital’s contribution to China’s innovation has been well documented (see for example Hua, Wang, and 
Wang 2016; Wen et al. 2018). 
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international power, Chinese government organs have mobilized to oversee and channel 

investments that strengthen the nation economically and militarily.  These investments laid the 

fiber backbone and internet infrastructure for the rise of its platform giants.  They have also 

channeled investments into 5G, Artificial Intelligence, Blockchain, FinTech, driverless cars, 

health, and quantum computing, among others. 

China’s latest Five Year Plan (the 14th  Five Year Plan (2021-2025)) sets out an ambitious 

agenda for technology innovation and substantial funding--$1.4 trillion--to back that innovation 

(Sutter and Sutherland 2021; Sun 2021).  In part as a result of being denied key technologies by 

the US and in part as an effort to define its own technology universe, Beijing is investing heavily 

to innovate the next generation of technologies while reducing reliance on the West for inputs 

(Morgan 2021; Mozur and Myers 2021).   

While China has moved rapidly up the ranks of leading innovative nations to reach number 12, 

the US still ranks number 3 according to WIPO’s 2021 GII index.  The debate today is not so 

much as to whether, but how quickly, China can develop and deliver some of the most leading 

edge technologies such as in semi-conductors (Hodiak and Harold 2020), Artificial Intelligence 

(Reuters 2021b; NSCAI 2021) or quantum computing (Garisto 2021).  As noted above, some 

analysts have found China at par, ahead of or about to catch-up with the US in these and other 

key fields.  

Building from these core technology sectors, McKinsey has identified six trends through which 

China’s platform economy  could reshape the digital economy globally.  These are: “The 

virtualization of services; the mobility revolution; digitization of social life; industrial IOT / 

supply chain digitization; and digital urbanization” (Bu et al. 2021, 2). 



211 
 

What is clear is that China has a powerful innovation environment.  What is also clear is that it is 

taking determined steps to encourage and leverage private sector innovation to achieve economic 

and security goals through technology.  The recent crackdown on technology firms is regarded 

by some as a means to redirect platform company investment to areas of innovation that the 

government has prioritized (Carr and Liu 2021).100 

China’s technology companies are at the forefront of the nation’s efforts to achieve technological 

parity or even supremacy over the US.  They have already demonstrated market leading 

innovations which US platforms are seeking to emulate.  As Chinese platforms come more 

clearly under the direction of Beijing, and as they are tasked to lead further innovation of critical 

technologies, the question becomes whether and how quickly this dynamic accelerates their 

ability to out-innovate US platforms, and as a result erode US firms’ market shares around the 

world.   

(b) De-coupling 

“China’s true Sputnik moment has been its realization that it cannot count on the United 

States to supply its technology—and that it must cultivate domestic alternatives…. China 

is now undertaking a whole-of-society effort to improve domestic technology, specifically 

around what Chinese leaders think will drive not only economic growth but also 

geopolitical power”  (Dan Wang (Wang 2021)). 

In the face of US sanctions and export restrictions, China is redoubling its efforts to decouple its 

technology from the US (Mozur and Myers 2021; Morgan 2021).  In May 2020, Xi Jianping 

announced China’s “Dual Circulation” strategy—one that increases reliance on domestic 

innovation and economic drivers while effectively seeking to maintain its vital role in other 

 
100 In fact, this is essentially the rationale Tencent gave for its divestment from Singapore based Sea in early 2022 
(Che 2022a). 
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countries’ supply chains and key imports (Z. Zhang 2020).  Xi has specifically tied Dual 

Circulation to national security (Fengyang 2020).  The net effect is to facilitate the decoupling of 

Chinese and Western technologies with implications not just for supply chains and security but 

for inter-operability of technologies themselves. This has potential implications for the growth 

and prevalence of Chinese platforms.  

Mobile phone technology offers a straight-forward example.  Today, Apple’s iOS and Google’s 

Android operating systems are the two primary operating systems (OS) for mobile phones.  Their 

app stores contain a wide range of apps that users can download and use for social media (such 

as Facebook or WeChat), e-commerce (Amazon or Alibaba), digital payments and much more.  

There are massive eco-systems of developers for apps on each of these operating systems.101   

Under US sanctions, Huawei phones released after March 2019 no longer have access to key 

Google features—such as gmail, google search or the Google Appstore, nor to upgrades of the 

Android OS.  As a result, Huawei has developed and rolled out its own operating system, 

Harmony, and is seeking to attract developers to its new app store, AppGallery (Brown 2021).  

Breaking Google and Apple’s dominance of mobile operating systems is a tall order.  One 

strategy though may be to leverage the competitive dynamics and cost efficiencies of the Chinese 

market to offer low cost Harmony OS phones in the emerging markets.  

To that point: in Africa, Chinese handset maker Transsion, accounts for nearly 50% of all 

handset sales.  It has more than 75% of the feature phone market.  These phones customize 

features for African consumers, such as the ability to use multiple sim cards, with rock bottom 

 
101 2019 estimates are approximately 6 million Android OS app developers and 2.8 million iOS developers (Dogtiev 
2021). 
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prices.  Transsion has displaced a wide range of producers not able to match its price and quality, 

not just market leaders like Apple, Samsung and Huawei, but many other Chinese rivals also  

(Nyabiage 2021).    In May 2021, the US Institute of Peace published research suggesting that 

Huawei’s new Harmony OS, in combination with inexpensive Chinese handsets, could displace 

Google’s Android and Apple’s iOS operating systems in Africa, with serious consequences 

“over who will control what millions of people in Africa can see, hear, read and say” (Tugendhat 

2021).  Operating systems and their app stores exercise considerable control over what apps and 

services are available to phone users.  While the research indicates that it is still early days, the 

potential implications could be significant. 

From a platform perspective, if the decoupling between China and the US extends apace, it could 

create an ideal environment for Chinese platforms to unseat US competitors.  Beyond mobile 

operating systems, technology standards for cloud computing, content delivery networks, 

Application Programming Interfaces (APIs) and other critical infrastructure and services are built 

on Western standards.  The Digital Silk Road initiative has paved the way for Chinese 

technology companies to build out (and in many cases, maintain) digital ecosystems in numerous 

emerging markets.   To the extent those countries rely on Chinese technology hardware and 

software (and related updates), as decoupling progresses these countries could find themselves 

captive to China’s alternative technology environment and increasingly unable to inter-operate 

with those of the West.  In such circumstances, among others Chinese platforms would enjoy a 

“home” advantage, operating seamlessly on China’s technology stack while Western 

counterparts struggle to stay connected.   
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(c) Loss of confidence in Western platforms 

Since the Edward Snowden revelations about the extent of US government surveillance and 

control over the internet, there’s been growing global concern about the West’s vision of the 

internet and of its internet companies (Pohle and Audenhove 2017; Human Rights Watch 2014; 

Trinkunas and Wallace 2015).  Since then, hacking schemes, election interference, conspiracy 

theories, fake news, surveillance capitalism and much more have undermined confidence in the 

current internet structure and governance.   

Concerns range from privacy to control to internet addictive behavior.  A recent global survey by 

the Centre for Internet Governance and IPSOS found that eight out of ten respondents were 

concerned about their privacy on the internet, one fifth felt that internet content was being 

censored and censorship is getting worse, and one fourth of respondents simply didn’t trust the 

internet  (CIGI-IPSOS 2019).  Other studies point to manipulative behavior online and social 

dysfunction (Kozyreva, Lewandowsky, and Hertwig 2020). And in the wake of events at the US 

Capitol on January 6, 2021, and Facebook whistle-blower revelations, a hard look at US platform 

companies is underway  (Nardello et al. 2021; Ghosh 2021; Nix and Wagner 2021). 

The apparent inability of the US to address what many see as the harmful effects of its platform 

companies (Madowo 2019; Hao 2021; Olive 2021; Bade 2021) provides China with an opening 

to promote its version of the internet—one that gives sovereigns more control over what happens 

online in their nations and one that comports with the technology and governance systems in 

China.  In fact, China, is readily promoting its internet alternatives.  
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(d) Internet Standards and Governance   

On April 20, 2021, China’s Global Times and Hong Kong’s South China Morning Post both 

headlined the announcement of China’s test launch of the Internet of the Future.  Based on IPv6 

protocols, the Global Times extolled the security features, massive broadband and complete 

independence (from the US or any other country) of the new internet backbone.  The launch and 

test would not only demonstrate China’s prowess in building the future internet, but the benefits 

of it doing so (Global Times 2021; Chen 2021). 

President Xi made plain his goal for China to become a Cyber Superpower in a speech in 2014 

(“习近平:把我国从网络大国建设成为网络强国-高层动态-新华网” n.d.; referenced in: 

Giolzetti 2021). Since then the country has been on a steady march both to enhance its domestic 

technology capabilities and to project an alternative view not just of internet governance but 

internet operations globally (Creemers 2020; Hong and Goodnight 2020a; Schia and Gjesvik 

2017). 

Making good on these efforts, in 2020, Chinese technology firm, Huawei, presented a proposal 

entitled “New IP” in closed door meetings with the UN’s International Telecommunication 

Union (ITU), a key international standard setting body for the internet.  The proposal, whose 

details were leaked to the Financial Times and other news outlets, would, according to some 

observers and participants in the meeting, “splinter the global internet and give state-run internet 

service providers granular control over citizens’ internet use” (Gross and Murgia 2020).   

Almost immediately the proposal was challenged by interests in Europe and the US as resting 

“on a flawed technical foundation that threatens to fragment the internet into a mess of less 

interoperable, less stable, and even less secure networks” (Montgomery and Lybrek 2021; see 
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also Hogewoning 2021; Sharp and Kolkman 2020). Huawei shot back with a white paper 

indicating that the effort was simply a proposal to improve internet operations in the face of 

dramatically increasing demand and the coming Internet of Things: “New IP is a suite of study 

areas for developing suitable evolved Internet technologies.  New IP does NEITHER define 

governance models for the use of those technologies, NOR lead to ‘more centrailized, top-down 

control of the internet’” (“A Brief Introduction about New IP Research Initiative” n.d.). 

Yet, as internet scholar Laura DeNardis has detailed, internet architecture and its operational 

protocols do define key aspects of governance.  Moreover, the current internet architecture 

supports and conveys values and principles of free speech, privacy, multi-stakeholder 

participation and open access (DeNardis 2015).   

Today’s internet was built over time with the participation of governments, multi-lateral 

institutions such as the UN, private businesses and non-governmental organizations.  This 

“multi-stakeholder” model is dominated by Western interests, reflecting the internet’s origins in 

the US and the pre-eminence of US platform companies such as Google, Facebook and Amazon 

(Internet Society 2016).  The institutions and operations of the internet continue to evolve as 

technologies, business models, state interests and cyber issues evolve.  This evolution has 

increasingly called into question both the current technical standards that the internet is based on 

and global internet governance structures (see for example, Haggart, Tusikov, and Scholte 2021; 

Mueller 2010; White 2019).   

From a governance standpoint, one of the essential debates is whether to preserve the “multi-

stakeholder” governance structure that currently involves numerous institutions and interests 

both public and private, or to vest more power in multi-lateral government institutions, such as 
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the UN.  The US and Western governments, businesses and non-governmental organizations 

strongly support a continuation of the multi-stakeholder model.   

China’s vision of a future internet is captured under the heading of “Cyber Sovereignty,” a 

concept which is attractive to many nations as it puts national governments at the center of 

deciding what can transpire on the internet in their nation.  This is in contrast to the “free and 

open” architecture that currently characterizes the internet.  As scholar Adam Segal summarizes 

Xi’s views: “[C]yber sovereignty means respecting each country’s right to choose its own 

internet development path, its own internet management model, and its own public policies on 

the internet and to equal participation in international cyberspace governance” (Segal 2020b, 87). 

While seemingly laudable, this approach would undermine the free flow of information around 

the world, allowing the government of each country to control the operation of the internet in its 

country including access to private data, censorship and surveillance controls (much as China 

operates today behind the Great Firewall).  As proposed by Beijing, Cyber Sovereignty 

fundamentally alters the internet and results in splintering it into dozens if not many more 

different free-standing networks (Hoffmann, Lazanski, and Taylor 2020). 

China, backed by other authoritarian nations, is taking a two-fold approach to pursuing internet 

redesign.  The first is to move governance of the internet to multi-lateral institutions, such as the 

ITU, where it has greater influence than it does in the multi-stakeholder institutions (Russell and 

Berger 2021; Stifel 2017).  As the Internet Society sets out in a recent white paper: “The 

Internet’s governance [today] reflects the Internet itself: open, distributed, interconnected and 

trans-national. Just as the Internet is interoperable, so are its governing parts. The way these 

organizations make consensus decisions still reflects the Internet technical community’s defining 
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principles – openness, end-to-end networking, and, above all, effectiveness” (Internet Society 

2016). It is, many observers hold, just these principles that China and similar nations oppose 

(Segal 2020b; Sacks 2018; Jiang 2010).   

Second, China is seeking to change the technical standards by which the internet currently 

operates.  Changes proposed affect, among others, the internet’s current unique IP address 

system, control of internet registries and domain name services (DNS) functions, and the 

unbiased routing of information over TCP/IP protocols. 102   

By gaining greater influence over internet governance, China is also able to introduce and 

support these new technical standards for broader adoption.  Even if China’s progress is slowed 

in revising global internet governance, it retains an ability to affect internet technical standards 

by virtue of its concerted efforts at standards setting institutions to do so, aided by the limited 

effort of Western governments to push back, at least until very recently (Russell and Berger 

2021; Hoffmann, Lazanski, and Taylor 2020).  

Beyond official standard setting, China is able to build-in these alternative standards--or 

movements in that direction--through the technology its companies build, export and install 

around the world.103  (Hemmings 2020; Hong and Goodnight 2020b; Segal 2020b; Zeng, 

Stevens, and Chen 2017; Sacks 2018; Russell and Berger 2021). 

 
102 The current globally accepted and maintained standards enable the internet to operate as we know it today.  
The current IP standard, IPv4, is used around the world and enables each device connected to the internet to have 
a unique address.  The globally maintained DNS system acts like an index, matching alphanumeric domain names 
with unique IP addresses. These, in combination then with the TCP/IP protocol, enable data requested of one IP 
address to be carried from one device to another in the most efficient manner possible and without regard to 
content.  Unobstructed, these attributes enable the free flow of information over the internet.  
103 Tim Ruhlig, Research Fellow at the German Council on Foreign Relations writes of China’s efforts to alter 
technology standards: “Technology is not value-neutral. Whether an innovation is developed in a democratic or 
autocratic ecosystem can shape the way it is designed—often unintentionally. Only a tiny share of technical 
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Huawei’s presentation to the ITU for a New IP and China’s launch of its Internet of the Future 

are attempts at rewriting the technical architecture of the internet while demonstrating China’s 

new version of it.  The New IP proposal—which calls the current system “unstable” and “vastly 

insufficient”--would create a new Internet Protocol, replace TCP/IP communications standards 

and create distinct (non-reconcilable) DNS servers.  China’s Internet of the Future launch seeks 

to demonstrates how a country (China) can build an alternative, standalone sovereign internet 

with high performance.  It offers an attractive demonstration site for current internet operations 

as well as for the coming Internet of Things (driverless cars, ubiquitous sensors, factories of the 

future).  As countries contemplate the need or desire for greater control over information flows 

within their borders, and as they look to build a digital economy of the future, China’s 

technology offers an attractive option.  

Combined with China’s efforts to make the UN the singular or pre-eminent standard setting 

organization, the net result of these efforts, according to many observers, is to create a fractured, 

surveillance and censorship heavy internet with much greater government (Chinese) influence 

over its future direction (Gross and Murgia 2020; Sherman 2020; Montgomery and Lybrek 2021; 

Hogewoning 2021; Sharp and Kolkman 2020). 

Rebecca MacKinnon of the Ranking Digital Rights organization summarizes the thoughts of 

many in saying:  

The Chinese government’s cyberspace security strategy does not merely aim to assert control 

over data and online content within China’s borders. Its broader goal is to solidify China’s 

position as a tech superpower that sets global design and regulatory standards for the next 

 
standards developed in China reflects authoritarian values, but if they turn into international standards, they carry 
transformative potential, because once a technical standard is set, accepted, and used for the development of 
products and services, the standard is normally taken for granted” (Lazada and Ruhlig 2021). 
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generation of networked technologies upon which people across the world will depend. 

(MacKinnon 2021) 

While the New IP proposal and the test launch of the Internet of the Future are not globally 

adopted alternatives to the current internet infrastructure, they reflect a serious commitment on 

China’s part to attempt to rewrite and restructure the global internet.  Moreover, they are not 

simply criticisms of the current structure, but, in the case of the Internet of the Future, working, 

live models of what such an internet could look like.  Even if not taken up wholesale, adoption of 

some of their parts--rewriting various technical standards of internet operations--could have the 

effect of moving the world closer to a Chinese vision of the internet supported by Chinese 

technology. In such a world, Chinese platforms would be well placed to succeed over Western 

platforms.  To understand that better, we need to look at what is called the “technology stack.”  

(e) China’s Technology Stack 

The construction and maintenance of a country’s digital infrastructure is an important 

consideration in the potential future development and expansion of Chinese or Western 

platforms.  While there are many ways to describe the technologies underpinning today’s internet 

economy, Figure 14, provides a simplified but useful view of the internet “technology stack.”  

This view was proposed by Samantha Hoffman and Nathan Attrill of the Australian Strategic 

Policy Institute (ASPI) (Hoffman and Atrill 2021, 6).  It illustrates not only the basics of the 

technology stack, but also, examples of US and Chinese companies engaged in the hardware 

and/or software services at each level of the stack.  Chinese companies compete at every level 

and often with technology that is both sufficient and offered at much lower costs than Western 

options (Lee 2021).  
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At the bottom of the stack are technologies that provide fundamental connectivity, here labeled 

“carrier infrastructure.”  These include undersea cables and satellite systems which connect a 

country to the global internet.  This also includes domestic connectivity through broadband, 

cellular and other services and technologies.  At this layer are found Internet Service Providers 

(ISPs) who connect individuals and companies with the internet.  These are often the same core 

companies providing telephone, cable and/or satellite connectivity services.  

The next layer, the network layer, includes computer hardware and software that enables the 

connectivity, routing and operations of the underlying carrier infrastructure and of core internet 

operations.  In this layer are found Content Delivery Networks (CDNs) and Cloud Computing 

infrastructure and services. Finally, riding atop this hardware and software are the apps and 

Figure 8.5: Technology Stack 
(source: ASPI) 

Figure 14 Technology Stack 
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services that most people equate with the internet—everything from social media to e-commerce, 

digital payments and search capabilities.  Important but not shown here, are the devices 

individuals and companies use to connect with the internet, such as mobile phones and 

computers.   

As seen above with respect to mobile phones, control of key hardware and software has a 

material impact on what end users of internet services see and experience.  Control over these 

technologies, their upgrades and their maintenance provides surveillance, chokehold and 

preferential traffic routing influence.   At almost any point in this stack, deep packet inspection, a 

form of internet content surveillance, can be applied, and at almost any point traffic can be 

moderated to the benefit of certain end products (such as Chinese platforms) over others.  This is 

possible even under today’s internet standards provided one has sufficient control over the pipes, 

switches, routers and data repositories in a country. It becomes more possible under the internet 

China is promoting.   

In other words, to the extent that China controls the core technology and upgrades in a country, it 

has the possibility to favor its platform companies over Western platform companies.  To the 

extent technology standards are reshaped in China’s direction either de facto through export of 

Chinese technology or de jure, through standard setting bodies and global governance, the ability 

to enhance or promote Chinese platforms over Western platforms increases.  For these reasons 

and others China’s growing domination of the build-out and operations of national technology 

infrastructure in emerging nations is of growing concern to many (see for example Adegoke 

2021; Hillman 2021).   
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(f) The “Beijing Effect”  

Thus far we have looked at China’s ability to innovate, its desire for technology decoupling, its 

technology stack, and its push to redesign the internet.  Each of these has the prospect of 

improving China’s technology influence, particularly in newly digitizing emerging markets.  

And each, as a result, improves the prospects for China’s platform expansion into these 

countries.  Scholars Matthew Erie and Thomas Streinz found that a combination of these 

elements resulted in what they called “The Beijing Effect.” They suggest that China is able to 

project and reinforce its model of internet governance and operations, particularly in emerging 

markets, through a combination of three factors (Erie and Streinz 2021).   

The first is the attractiveness of and promotion by China of its vision of state controlled and 

managed “data or cyber sovereignty.” This includes, as well, the example of China’s own 

development model and digital success.  Second is the increasing role of Chinese companies in 

setting global standards for technology and future internet operations at both standard setting 

institutions and by default.104  Third is the fact that digital ecosystems in emerging markets are 

largely built and maintained by Chinese companies who are subject to CCP control and 

influence.105 

Many emerging economies simply do not have the institutional infrastructure to manage their 

data environments.  They rely, knowingly and unknowingly, on the Chinese companies who are 

building and maintaining their digital ecosystems.  This form of institutional outsourcing was 

 
104 “If Chinese technology companies build equipment according to a certain standard and export this equipment 
to other countries, the standards embedded in the products get exported as well” (Erie and Streinz 2021, 26). 
105 “[T]he power to govern data effectively is dependent on controlling all relevant digital infrastructure, much of 
which is increasingly being supplied by Chinese technology companies, which are, in turn, operating – to varying 
degrees – under the influence of the Chinese Communist Party (CCP)” (Erie and Streinz 2021, 2) 
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highlighted by scholar Lizhi Liu as characteristic of Chinese platforms as the internet expanded 

rapidly within China (Liu 2018).  The Beijing Effect argues that China’s vision of the internet is 

to a large extent baked into the hardware, software and operating protocols brought to 

developing nations through the Chinese technology companies building the Digital Silk Road.  

Moreover, it contends that developing nations may have limited control over such companies’ 

management of their internet.106  Chinese platforms are one of the critical components of this 

architecture and operating environment both conveying China’s interests and reinforcing those 

interests even in foreign domains.107 

The Beijing Effect is the ability of China to influence and shape internet standards and 

governance as they effectively operate in emerging economies.  Put another way, it is through 

reliance on Chinese technology and operators--as much as on full blooded agreement to the 

principles of data sovereignty--that China’s version of the internet will spread and take hold.  In 

short, China’s promotion of cyber sovereignty, its modeling of an alternative internet, its efforts 

to reshape internet governance and standards, and its de facto exportation of its model through 

technology hardware, software and operations is shaping emerging markets in its image.  

Chinese platforms are an essential element in this model.  Western platforms are not.  

 
106 “Territorial control over the physical components of digital infrastructure in itself is insufficient to control data 
flows domestically or across borders. A government that aspires towards “data sovereignty” needs control over 
the entities that fulfill these infrastructural functions. Hence, the fact that digital infrastructures are increasingly 
supplied by Chinese technology corporations poses distinct challenges due to their intricate relationship with the 
CCP.  Consequently, it may be difficult for foreign jurisdictions, especially developing countries, to assert effective 
jurisdictional control over Chinese technology companies, whether state-owned or (formally) private” (Erie and 
Streinz 2021, 28).  
107 “China has growing influence in infrastructural data governance because Chinese technology companies 
increasingly supply the relevant physical components of digital infrastructures, set the relevant standards (both 
domestically and internationally), and operate and control digital platform infrastructures outside China” (Erie and 
Streinz 2021, 30). 
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Through its Digital Silk Road initiative, China offers many emerging economies around the 

world the digital infrastructure necessary to participate in the 21st century economy.  To the 

extent those countries’ technology and internet infrastructure seamlessly align with China’s, one 

must ask whose 21st century economy will they be joining?  

Conclusion: Platform Accelerators 

In summary then, beyond their inherent growth potential and competitive positioning, there are a 

number of factors that support the further growth of Chinese platforms in emerging economies at 

the expense of Western platforms.  These include the capability of Chinese platforms to out-

innovate US platforms, developing new and attractive means to capture users.  They include 

China’s ability to reshape global internet standards and governance in favor of its platform and 

technology firms, disadvantaging Western firms.  They include the further development and 

extension of China’s technology stack where Chinese platforms may more seamlessly integrate 

with underlying Chinese technologies than Western counterparts could.  And they include the 

fact that not only are Chinese companies supplying digital hardware and software for emerging 

economies, but they are also operating much of that infrastructure and are subject to influence by 

Beijing.   

As China is finding its technology companies increasingly constrained, if not prohibited, in 

Western markets, emerging economies represent an even more important investment 

environment.  Moreover, these accelerators enhance Chinese technology’s inherent advantages in 

emerging economies, discussed in Chapter 7.  Those advantages include the fact that Chinese 

platforms are designed for mobile usage first.  In emerging economies mobile phone access to 

the internet is the primary means of access. So Chinese platforms innovate for a mobile 
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environment more seamlessly than Western platforms often do.  The advantages also include the 

platforms’ built-in digital payments capabilities—and means to construct or leverage developing 

economy systems to achieve secure and reliable digital payments.  They include the familiarity 

Chinese platforms have in operating in environments of weak institutional structures, and in 

providing outsourced institutional services.   

None of these factors—the accelerators or China’s emerging markets advantages-are set in stone, 

but currently the momentum across each of them appears to be in China’s favor, at least relative 

to certain emerging markets.  If that is true, then there is a much higher probability that Chinese 

platforms could attain pre-eminence in some or many emerging economies globally.  We will 

address that implication in the next chapter.  At the moment, we turn to factors that could inhibit 

the emergence of Chinese platforms as pre-eminent.   

What might “inhibit” the proliferation of Chinese platforms and the extension of their 

powers? 

Despite the advantages outlined above, Chinese platforms face several significant challenges to 

attaining pre-eminence and to holistically exerting the kinds of influences they are capable of.  

The challenges begin with the possibility that some of the trends noted above could be slowed or 

reversed.  In the West there is a growing chorus of voices arguing that action must be taken to 

this effect (Belfer Center 2021; Segal 2020a; Russell and Berger 2021; Ryan, Fritz, and 

Impiombato 2021; NSCAI 2021).  But challenges to Chinese technology and platform 

proliferation also arise out of actions that China is taking (or not taking).  Broadly, these actions 

regard the implications of current regulatory changes in China related to technology, platforms 

and financial services, among others.  Constraints may arise also with respect to China’s 
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reputation.  Finally, there is the principal/agent question: even if Chinese platforms were pre-

eminent in a number of countries around the world, would they actually act as effective agents 

for the CCP?   

(a) Regulatory Changes in China 

On November 3, 2020, the Chinese government halted the Initial Public Offering (IPO) of 

Alibaba affiliated, internet payment giant Ant Financial.  Soon after, the government imposed a 

restructuring of Ant and levied a $2.8 billion antitrust fine on Alibaba.  Jack Ma, the founder of 

both companies disappeared from public view for months.  China’s other leading tech 

entrepreneurs rushed to request proper regulation of their companies and industries, some, like 

Colin Huang of Pinduoduo, left their leadership positions altogether, divesting shares to reduce 

their profiles (McMorrow and Yu 2021). Since the cancellation of Ant’s IPO, the CCP has 

proposed, issued, and implemented a wave of new regulations on its tech firms.  It has also 

imposed billions of dollars in fines on these firms (Huang 2021; Kharpal 2021).  But the 

regulatory changes did not stop there.  

China shut down for-profit private education and tutoring companies, many of them platform 

based.  It set new restrictions on the age of children who could access online gaming, the amount 

of hours they could game in a day or a week, and the content and messaging of digital games.  It 

developed new restrictions on ride hailing and delivery services firms, many of these also 

successful platforms.  It announced regulations on algorithm development and use by tech 

companies.  It issued new guidelines on patriotic messaging and imaging to media broadcasters.  

It also issued some of the world’s most stringent data privacy regulations (Reuters 2021a).   
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In the financial sector, it effectively forced the delisting of ride hailing giant, Didi, from the New 

York Stock Exchange due to data security concerns.  This sent a warning to numerous other 

firms seeking to list outside of China, a number of them then moving listings to Hong Kong.  It 

all but outlawed cryptocurrencies and cyptocurrency mining. It imposed new restrictions on 

FinTech lending and data management.  And it announced the end of future use of Variable 

Interest Entities (VIEs), the primary method by which Chinese tech firms were able to raise 

capital outside of China (Reuters 2021a; Daniel 2021; Nuttall 2021) .   

Regulators also turned their sights on the highly indebted property sector, a key driver of 

economic growth domestically.  China’s largest developer, Evergrande, went into default and 

many smaller developers followed suit (Stevenson and Li 2021).   

This whirlwind of regulatory changes fundamentally reshapes key aspects of China’s economy.  

Much of it has been done in the name of “Common Prosperity,” a catch-phrase Xi Jinping uses 

to express the need to shrink the growing wealth gap in the country and share the nation’s riches 

more equitably.  Xi himself claimed that Common Prosperity is more than an economic issue, 

“it’s a major political matter bearing on the party’s foundation for rule” (Buckley, Stevenson, 

and Li 2021).  But the restructuring also has to do with increasing China’s self-reliance, a move 

towards de-coupling from reliance on the West (Segal 2021). 

The regulatory changes and economic reshaping could pose at least near-term challenges to the 

expansion of Chinese platforms globally.  In the longer term it could strengthen them.  

Challenges include the potential dampening of entrepreneurial motivations and innovation in 

China, restrictions on access to capital to fuel further growth and development, and impressions 

regarding the subservience of Chinese platforms to Beijing’s wishes.  Opportunities may include 
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further enhancing China’s reputation for effective management of its economic and technology 

sectors, and possibly break-through innovations as a result of redirecting private sector R&D.   

Regulatory Impacts on Innovation  

A number of observers believe that China’s regulatory changes will dampen its innovative 

environment both by directly suppressing commercial innovations and by limiting access to 

capital. Others contend that the regulatory changes are likely to spur innovation of small and 

medium enterprises and, potentially, in game changing industries for China.108  To the extent the 

crackdown reduces platform profitability and rechannels their investments from consumer 

interests to other technologies, at the least, Chinese platforms’ near-term international 

competitiveness could be hampered.  This would enable US platforms to continue to innovate 

and retain or expand their hold on markets around the world.  

 
108 “The danger now is that more CEOs and their firms will pull back, inhibiting investment and innovation,” writes 
William Rhodes, former Chairman, CEO, and President of Citibank, and Stuart MacIntosh, Executive Director of the 
Group of Thirty (Rhodes and MacIntosh 2021).   

Matt Sheehan, a China tech specialist and Fellow at the Carnegie Endowment for International Peace, argues that 
Beijing’s crackdown is meant to rechannel investment into deep technologies—such as semi-conductors—and into 
the industrial internet.  He posits that while this rechanneling is likely to occur, these sectors have less “elasticity” 
to investment than consumer technologies.  That is, the investment in deep and industrial technologies is not likely 
to spur the same entrepreneurial innovation that consumer technologies can, and will in effect then, dampen 
overall innovation in the Chinese economy.  He further contends that the measures taken will impede the 
profitability of China’s platform companies, reducing their ability to commit funds to innovation (CSIS, Sheehan, 
and Ma 2021).  Should this happen, Chinese platforms may well fall behind their Western competitors.  

Opinions to the contrary are also plentiful.  Andy Tian, formerly of Google China and the CEO of a Chinese social 
media start-up was quoted stating that the crackdown will be positive for innovation, spurring greater competition 
among early stage and mid stage companies as the large platform companies will be more chastened competitors 
(Carr and Liu 2021).  China tech analyst, Rui Ma, concurs and believes that the markets do as well given record 
flows of money into China’s venture capital sector in 2021 (CSIS, Sheehan, and Ma 2021). 

Adam Segal director of the Digital and Cyberspace Policy Program at the Council on Foreign Relations believes that 
innovation will be impacted in the short-run, but over the long run China will emerge as a stronger technology 
power, much less reliant on the West and able to set new standards for much of the rest of the world (Segal 
2021) .   
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China’s new regulations and guidance with respect to VIEs, share listings abroad, and data 

sovereignty could impact the volume of foreign money backing Chinese companies and 

innovation.  Historically, foreign capital has been an important factor in assisting Chinese 

companies scale their businesses and expand domestically and internationally (L. Jia and 

Winseck 2018). New restrictions may affect future fund raising for China’s largest platforms and 

its emerging innovators.  However, there is currently insufficient data to understand the full near 

term and long term impact of these latest regulations.  If they do inhibit the flow of international 

funds to Chinese companies, and this funding cannot be made up by domestic sources, this could 

further impede Chinese platform proliferation.  

Regulatory Impacts on China’s global influence 

China’s crackdown on its tech companies comes at a time of growing global regulatory scrutiny 

of platform companies (Crisanto et al. 2021).  The EU has pursued a series of measures to curtail 

platform powers, from anti-trust fines to implementation of the Global Data Protection Regime 

(Amaro 2021).  In the US, multiple bills have been put forward in Congress to regulate “Big 

Tech” (Godwin 2021),  and with the appointment of Lina Khan, Tim Wu and others to key anti-

trust positions, technology companies are under intense focus with respect to their market powers 

and access to and use of personal data (Tankersley and Kang 2021). 

China’s regulatory actions can be seen in this context as among the most aggressive, far reaching 

and market leading efforts globally.  A number of China tech analysts see it in these terms.109  In 

 
109 Chris Johnson, head of China Strategies Group, noted: “Xi sees doing something on income inequality and the 
wealth gap in China as vital in this struggle of global narratives with the U.S. and the West in general.”(Buckley, 
Stevenson, and Li 2021).  Harvard professor Shoshana Zuboff argues that the US and Europe need to quickly posit a 
“democratic alternative” to China’s emboldened regulatory model (Wheeler 2021). See also (The Economist 2021; 
CSIS, Sheehan, and Ma 2021). 
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fact, internationally, the regulatory crackdown can be seen as an extension of China’s alternative 

view and management of the internet.  In the face of rising concerns around the world regarding 

platform powers, China has arguably moved most boldly.  If it is able to rein in its tech giants, 

reform their operations to align with a goal of “common prosperity”--all the while empowering 

them to generate break-through innovations, it is likely to burnish its reputation for an alternative 

governance and design of the internet.   

The contrary to this, and potentially damaging to Chinese platform growth outside of China, is 

that these regulatory changes have clarified the control the CCP has and can exert over its 

technology companies.110  For countries concerned about China’s potential influence and 

possible interference in their internal affairs, the strong relationship between the CCP and its 

platform companies could constrain platform growth in these nations.      

(b) Impacts of Chinese Domestic and Foreign Policy Actions on Platform Expansion  

As noted in Chapter 7, in June 2020, a clash on the disputed border between India and China left 

at least 20 Indian and four Chinese soldiers dead (BBC News 2021).  Almost immediately after 

the clash, India banned a wide range of Chinese technology apps and investors from its country 

(Nikkei Asia 2021).  This may be, at present, the most dramatic example of how Chinese foreign 

policy actions can impact its platform companies, but it is not the only example.  TikTok has 

been selectively banned for use within governments and militaries (Dhok 2020), as has WeChat 

(Grigg 2018); and in response to explicit Chinese foreign policy actions, countries such as 

Australia have considered wider bans as well.  Certainly, to the extent that Chinese technology is 

 
110 “Although these moves create a self-inflicted economic wound by restraining China’s top tech companies, 
Beijing has made clear that it is willing to suffer significant costs in order to exert political control.” (Bramble 2021) 
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perceived to be openly and potentially subversive, countries have instituted bans, such as on 

Huawei’s 5G technology (Bucholz 2020).  

Similarly, to the extent that countries perceive Chinese technology companies to be engaged in 

practices inimical to their values, such as surveillance and control of China’s minority 

populations, they may also restrict the application and use of those technologies in their own 

countries.  The US for example has banned more than a dozen technology companies for their 

work in Xinjiang (Fromer 2021; CNBC 2021). But, by and large, the countries imposing these 

restrictions are sufficiently powerful and independent that they can do so.  Bans of Huawei, 

much less of Chinese apps, are difficult to find in many emerging economies.  And as we saw in 

Chapter 7, even India’s strict restrictions are loosening.   

Still, China’s actions domestically and internationally may affect their technology companies and 

may constrain or inhibit the future expansion of their platforms.   

(c) Is China’s Soft Power compelling enough? 

Harvard professor, Joseph Nye, coined the term Soft Power as “the ability of a country to 

persuade others to do what it wants without force or coercion” (Ikenberry 2020).  Nye found that 

a country’s “soft power” relied on “three basic resources: its culture (in places where it is 

attractive to others), its political values (when it lives up to them at home and abroad), and its 

foreign policies (when others see them as legitimate and having moral authority)” (Nye 2011).  

The US, he argued, has considerable soft power on the basis of its democracy, advocacy for 
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human rights and individual opportunities (Nye 2005) and thus had considerable attraction to 

people and nations around the world. 

While China ranks poorly on internationally accepted scales of soft power—25th in the latest 

rankings compared with the US at 5th (Soft Power 30 2019), some argue that China’s soft power 

arises from other factors.  Its investments in the Belt & Road Initiative, for example, or its recent 

Covid diplomacy and Health Silk Road represent examples of soft power (Gill 2020; Kokas and 

Mastro 2021).  As argued in the Beijing effect (above), in the emerging markets in particular, 

China’s discourse on cyber sovereignty and its demonstrated effectiveness in managing its own 

economy and digital development are strong attractions.  Further to this point, scholars Aynne 

Kokas and Oriana Skylar Mastro argue that China’s limited soft power increases as US foreign 

policy and domestic turmoils increase (Kokas and Mastro 2021).   

To the extent that peoples around the world still more closely associate with US values, then US 

platforms have some advantages over Chinese platforms in third countries.  Notably however, 

some of China’s most successful platforms internationally are those whose Chinese origins are 

undetectable to the user, e.g., TikTok.  The practice of Chinese tech companies veiling their 

origins was highlighted as an active and clear strategy among Chinese tech firms in the latest 

China Internet Report (SCMP Research 2021).  Moreover, the overwhelming presence of 

Chinese companies and economic influence in emerging economies may make adoption of some 

of China’s apps and platforms seem “inevitable” (Tech Buzz China 2021). 

Thus, while China may struggle with traditional measures of soft power, it has a number of 

strategies, practices and accomplishments that are likely to continue to bolster its appeal, 

especially in emerging economies.  Still, for those countries concerned with a heavy reliance on 
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China and Chinese technology, China’s limited soft power may not be sufficient to persuade 

them from considering alternatives to some elements of Chinese tech. Platforms may be 

especially subject to scrutiny given their acknowledged powers of influence.   

(d) Will China’s Platform Companies Effectively Act as Agents of the CCP (Principal/agent 

dilemma) 

In “Chinese Economic Statecraft: Commercial Actors, Grand Strategy and State Control,” 

scholar, William Norris, details the challenges states encounter generally, and the Chinese state 

in particular, in getting private sector actors to execute policy objectives.  Norris writes: 

“[C]ommercial actors have agency and they seek to maximize their own interests” (Norris 2016, 

26).  Norris shows through a series of case studies how Chinese companies were imperfect 

agents of the Chinese government, especially when acting overseas.    “That said,” Norris 

continues, “states can play an important role by influencing the commercial actors’ incentive 

structure” (Norris 2016, 26).  

Norris hypothesized and tested five factors which he found determined the degree of control a 

state has over a commercial actor. These are:  (1) The number of commercial actors in a market 

(he found an oligopoly allows the state to more effectively monitor and enforce its preferences); 

(2) the degree to which the government and its organs are unified in their voice and interests with 

respect to the actors (the more unified, the more effective is state control); (3) the alignment of 

goals between the commercial entity and the state (the closer the alignment, the more likely the 

agent will perform in accordance with government objectives); (4) the nature of the reporting 

relationship-- direct report, ownership structure, financial reliance--between actor and state (the 

more direct the relationship the greater the coherence between state and agent); and (5) the 
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balance of resources between the actor and the state (if the state has greater resources, the actor is 

more likely to adhere to the state’s objectives) (Norris 2016, 27–28).   

A quick assessment of these factors as they relate to Chinese platform’s international interests is 

found in Figure15.  The table looks at these factors pre and post the 2020/2021 regulatory 

reforms in China.  This evaluation is based on a review of publicly available information.  

Figure 15 Principal Agent Considerations (pre and post regulatory reform) 

Variable Status 

Pre-regulatory reform Post regulatory reform 

1. Oligopolist 

market 

structure (a) 

There are two to five Chinese 

platforms of scale operating outside 

of China in their respective markets 

(e-commerce, social media, ride 

hailing, …) 

Unchanged 

2. Unified 

government 

interests 

Fragmented Increasingly centralized  

3. Goal 

alignment-

actor and state 

Companies—profits and growth, 

Government—next generation 

technologies 

Regulatory changes are expected to 

rechannel platform investments 

towards government priorities 

4. Reporting 

relationship-

actor and state 

Relative degree of independence 

between tech sector and government 

Much closer alignment, including 

installation of Communist Party 

members on boards and internal 

committees 

5. Balance of 

resources-

actor and state 

Actors had substantial independent 

resources and access to capital 

Company independent resources 

diminished due to regulatory 

controls, lower valuations and 

redirection of efforts of actors.  

Balance shifted towards 

government. 
(a) “An oligopoly is a market structure with a small number of firms, none of which can keep the others from 

having significant influence…There is no precise upper limit to the number of firms in an oligopoly, but the 

number must be low enough that the actions of one firm significantly influence the others” (Anderson and 

Kvilhaug 2021) 

 

Figure 15 shows that while Chinese platform companies enjoyed a looser affiliation with the 

government and were less tightly regulated and controlled by the CCP prior to the regulatory 

reforms, today they appear to be much more closely tied to the government.  Norris found that 
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state unity, factor 2 above, was “the most important determinant accounting for when state 

control is likely… [B]ecause without it, the state cannot control actors” (223).  While Xi Jinping 

has been moving to consolidate power since his accension to the presidency, the recent 

regulatory reforms have ushered in a wholesale change in the government oversight and control 

of its technology companies, particularly its platform companies (Mozur 2021).   

Norris also found that in China the state’s “king-making” capabilities “allow it to bestow favor 

on those commercial actors that prove eager to pursue state goals.” Further, “the state’s ‘king-

making’ capabilities can also actively discriminate against commercial actors.  By publicly 

identifying and punishing high-profile offenders…China sends powerful signals to commercial 

actors” (223).  China’s punishment of its platform companies might be perceived to be fairly 

balanced across Alibaba, Tencent, TikTok’s owner Douyin, Didi and others.  And indeed there 

was an element of due process as their offenses were weighed and imposed by the State 

Administration for Market Regulation, and in Didi’s case, evaluation from seven regulators (CPI 

2021). The message seemed to be clear that the government was reshaping the platform sector, 

and as noted above, many of the top executives rushed to ask for regulation and offered up 

billions in RMB for preferred government programs.  This behavior is consistent with the kind of 

“king-making” Norris refers to.  The Chinese tech firms have been brought to heel and are likely, 

at least for the near to medium term, to closely adhere to Beijing’s wishes.  

Thus, from a principal-agent standpoint, platforms are more likely today to follow guidance from 

Beijing.  This may be a two-edged sword for their growth globally if countries increasingly see 

them as willing agents of the CCP.   
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Conclusion: Inhibitors 

In addition to overcoming the significant market presence of US platforms, Chinese platforms 

face a number of factors that might inhibit their expansion overseas.  China’s recent regulatory 

reforms may restrain innovation and the flow of funds to these companies and innovators.  

Countries may be concerned with or react to China’s domestic or foreign policy activities by 

restricting Chinese technologies and apps in their countries.  Finally, the perceived degree of 

control the CCP has over its platform companies may give nations pause before enabling the 

further spread of these platforms.  Each of these factors, and likely others, could slow the 

expansion of Chinese platforms internationally.   

To assess how accelerators and inhibitors might be affecting Chinese growth in emerging 

economies, we undertake a high level review of activities in Africa and Southeast Asia, below.  

Chinese Platforms in Emerging Economies—Africa: a closer look at the case to-date. 

China’s technology investment in Africa is significant.  From submarine cable links, to mobile 

phones, to drones, data centers and e-commerce, China is contributing significantly to the growth 

and development of the continent.  ASPI’s dataset of the top 27 Chinese tech companies reports 

480 investments, research partnerships, training agreements, smart city installations and other 

Chinese tech firm engagement with African nations (Cave and Hoffman 2022a).  A Chinese 

Government Whitepaper released in 2021, gives further dimension to these investments:  

[China has] built more than half of the continent’s wireless sites and high-speed mobile 

broadband networks. In total, more than 200,000 km of optical fiber has been laid, giving 

broadband Internet access to 6 million households, and serving more than 900 million local 

people. To date, more than 1,500 companies in 17 cities in 15 African countries have selected 

Chinese corporate partners on their digital transformation path. Twenty-nine countries have 

selected smart government service solutions provided by Chinese companies. China and Africa 
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have jointly established a public cloud service in South Africa that covers the entire African 

region. The two sides also released the first 5G independent networking commercial network in 

the region. (China State Council Information Office 2021). 

The London School of Economics’ China-Africa Initiative (CAI) reports that China is not only 

exporting technologies and opening its market to African exports, but also exporting its ways of 

doing business.  In e-commerce, for example, CAI reports that the three leading e-commerce 

platforms in Kenya are founded by Chinese companies. WeChat Pay has teamed with local 

Ecobank and Equity Bank to extend digital payments services, as Alibaba has with MPesa in 

Kenya. And Alibaba’s e-WTP platform has brought Rwandan and Ethiopian products to markets 

around the world (Ze Yu 2021).  To illustrate, the UN Economic Commission for Africa, the 

Ethiopian government and Alibaba teamed up to use Alibaba’s platform to dramatically increase 

Ethiopian coffee exports to China. Ethiopia’s Minister of Trade and Regional Integration 

declared: “This launch demonstrates the benefits that, not only Ethiopia, but Africa can reap in 

harnessing digitalization”  (UN Economic Commission for Africa 2022).  

Elsewhere on the continent, China’s installation of internet infrastructure and services is bringing 

increasing digital connectivity to governments and citizens.  As digitalization spreads, Alibaba, 

Tencent, TikTok and other key Chinese platforms are all active and expanding.  Alibaba claims 

presence in all 54 African countries through AliExpress, AliCloud and Alibaba.com (Vanek 

2018).  In comparison, Amazon’s e-commerce service is active in only 17 of 54 countries, 

though it is expanding its cloud business, AWS, rapidly (Shumba 2021).  And while Facebook 

remains the pre-eminent social media app today, recent market research predicts TikTok will 

overtake it in the near future.  TikTok apparently has neither the taint of data privacy concerns 

surrounding Facebook nor the antiquated algorithms characterizing Instagram and Reels.  
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TikTok’s success is also marked by the fact that its second most popular creator globally is from 

Africa (Ongolo 2021).   

Contrary to much Western reporting however, some scholars and observers from Africa say that 

the West’s depiction of China as exporting an authoritarian model through its technology is not 

empirically supported.  Rather they argue that it is how these governments choose to use 

technology that determines whether it has an authoritarian character—comparing, for example, 

safe cities systems in Kenya (less authoritarian) with those in Uganda (more authoritarian).  

Many cite the role US technology has also played in supporting authoritarian regimes on the 

continent (Sahai 2021; Gagliardone 2021).   

In a comprehensive assessment of China’s tech presence in Africa, released in 2019, South 

African scholar, Iginio Gagliardone, found little evidence that China even sought to promote its 

view of internet governance: “While China has aggressively sought to push its technology into 

the continent, this effort has not been paralleled by an equal ‘discursive push’ to present its 

model of the information society as more appealing or a better fit for Africa” (Gagliardone 2019, 

13).  This ground may be shifting, however.  In 2021, when the Senegalese president agreed to 

move all the government’s data to a Chinese financed Huawei data center, he cited “data 

sovereignty” as the primary motivator (Adegoke 2021).  And recently, Nigeria was reported to 

be seeking China’s advice on implementing an internet firewall and control system similar to 

China’s (Toessland 2021). 

Some observers saw the Eighth Forum for China-Africa Cooperation (FOCAC), which took 

place in Senegal in 2021, as China stepping back from Africa because it reduced it’s outstanding 

investment pledge to the continent from $60 billion in 2018 to $40 billion, and because it 



240 
 

appeared to deprioritize some aspects of the relationship.  However, others noted that China 

shifted its focus from largely hard infrastructure investment to digital infrastructure investment, 

where $40 billion still buys a significant amount of digital infrastructure and services (Sun 

2021).  

Nosmot Gbadamosi, Foreign Policy Magazine’s Africa Newsletter editor, writes: “The United 

States may provide military hardware and boots on the ground, but in Africans’ daily lives, the 

mobile phones used, the televisions watched, and roads driven are built by China” (Gbadamosi 

2021). 

China’s platforms are expanding in Africa.  They are doing so in conjunction with, but also 

independent of, technology infrastructure providers such as Huawei.  While not yet pre-eminent, 

the wave of Chinese investment (now even more so focused on digital), along with Chinese 

government support and discourse, and the inherent capabilities of the platforms appear to be 

positioning them well for growth in the future.  Innovation, technology alignment, diminishment 

of US brand value, and China’s discourse on cyber sovereignty all appear to be working in 

support of Chinese platform proliferation in Africa.  Whereas, the implications of China’s 

regulatory reforms, image, and foreign policy actions do not appear to be significantly 

constraining platform expansion, at least as of yet.    

Chinese Platforms in Emerging Economies—Southeast Asia: a closer look at the case to-

date 

ASPI data for Chinese tech projects in Southeast Asia  records 479 projects, one short of the total 

for Africa (Cave and Hoffman 2022b).  As seen in Chapter 7, China’s platform companies are 
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highly active in this region through venture capital, acquisitions, joint ventures, and service 

extensions.  In many respects, Southeast Asia is China’s backyard.   

Keane et al report three reasons why the region offers Chinese platforms competitive advantages.  

“First, Chinese (Mandarin, Cantonese and other dialects) is widely spoken.  Second, China is not 

a foreign or exotic place (many people have resettled from the PR in the region). Third, much of 

the investment in China’s technological future is coming from the Asia-Pacific” (Keane et al. 

2020, 4–5) 

Indeed, between 2015 and 2019, Alibaba and Tencent alone were reported to have invested more 

than $12 billion in the region (Chen 2019).  Much of that investment has gone into partial or 

whole acquisitions of existing local platform companies, or funds for venture capital in the 

region.  Chinese investment in e-commerce, digital payment systems, ride hailing, logistics, data 

centers and much more is driving a wave of growth and development of digital economies 

throughout the region.  Examples of this rough and tumble investment environment were 

highlighted in Chapter 7.   

Nevertheless, Facebook remains today the most used and most liked social media platform in 

Southeast Asia (Kemp 2021).  Google, at 91% market share, leads all search engines 

(Statcounter 2022).  Only in e-commerce are US platforms not pre-eminent. Alibaba and Tencent 

invested platforms Lazada, Shopee, and Tokopedia surpass Amazon’s presence by considerable 

margins (Raj 2021). 

From an innovation standpoint, Chinese platforms have introduced technologies and business 

models that have excelled in this environment.  These include digital payments, e-commerce, and 

gaming – each reflected in investments Ali and Tencent made in Lazada, Sea, Shopee and others.  
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TikTok has over 240 monthly active users in the region and boasts that it has shaped how Gen Z 

acts, interacts and perceives the world in that region as a result (TikTok 2019).  Yet Facebook 

has some 380 million MAU, excluding Instagram and WhatsApp.   

China’s tech eco-system, however, continues to introduce innovations that help to erode 

Facebook and even Youtube’s near monopoly positions.  Among these is “Livestreaming,” 

which offers promotional videos by celebrities and other influencers for product sales on e-

commerce platforms (Boon 2021).  Livestreaming accounts for 9% of e-commerce sales in 

China.  As a result of Covid 19, and a push by Chinese tech firms, livestreaming services have 

exploded in Southeast Asia--growing over 300% between 2020 and 2021 (Sharma 2021).  

Another rapidly expanding service offering is OTT Video services, “the transmission and sale of 

video content over the internet” (Statista 2021), or services similar to Netflix and Amazon Prime.  

In a turn of events from just a few years before in Southeast Asia, Chinese content producers and 

providers from Baidu’s iQiyi to Tencent’s iflix and WeTV are providing Chinese streaming 

content and effectively competing head-on with Netflix, HBO, Disney and others (Tan 2021; 

Statista 2021; Chinadaily.com 2020).  

Western platforms also face increasing pressure as China rises in economic heft in the region and 

firms like Facebook (Meta) are called out for their online behaviors.  According to the 2021 

ISEAS State of Southeast Asia survey, a majority of the ASEAN population now sees China as 

the pre-eminent economic power in the region (Seah et al. 2021). And while Southeast Asia is a 

critical market for Facebook, the company has also faced widespread criticism regarding when, 

where and whom it censors on its platform (Yu et al. 2021; Brook and Snell 2021).  Recent 

revelations from whistle blower, Frances Haugen, about Facebook algorithms, prioritization of 

economic interests, and abetting hate speech may further diminish the image of US platforms.  
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But these trends will take time to play out.  Positive attitudes about the US in general also appear 

to fluctuate depending on who is in office.  In the 2020 ISEAS survey, when Donald Trump was 

in office, only 35% of respondents said they trusted the US as a strategic partner.  That number 

moved to 55% in 2021, after Biden’s election (Friedhoff 2021).  

China’s vision for technology standards and internet governance appears to be making some 

headway.  At least one country in the region has sought to adopt its internet model on a more 

wholesale basis.  After passing a “sub-decree” in February 2021 that imposed significant 

restrictions on internet traffic, Cambodia spent months developing and implementing internet 

controls modeled on China’s “Great Firewall.”  Dubbed the National Internet Gateway (NIG), 

technical difficulties prevented the system from going live in February 2022, but the government 

remains committed to modeling its internet after China’s despite pushback from the UN, EU and 

Western tech firms (Hutt 2022).   

Other nations in the region have their own views of censorship and “cyber sovereignty,” but as 

significant elements of every nation’s technology stack have been built by China, the opportunity 

and prospect of adopting controls similar to China’s exists.  Moreover, that dependence on China 

for their technology stack, not to mention their primary trade relations, leaves many of the 

nations in the region caught between China and the US if decoupling proceeds apace.  As the 

Lowry Institute reports “Southeast Asian countries are unlikely to abandon existing 

arrangements with China when the United States has yet to offer meaningful alternatives.” Citing 

the fact that Chinese companies, unlike US ones, are deeply embedded in the technology 

architecture of the region—from 5G to data centers, they state:  “…the road ahead will likely be 

a bumpy one, particularly as Chinese digital infrastructure becomes more deeply embedded in 
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the region” (Harjani 2021).  Whether this embedded technology and embedded reliance increases 

the Beijing Effect also remains to be seen.   

In short, the accelerators offer Chinese platforms a number of advantages in Southeast Asia, with 

some evidence of erosion of US platform monopolies, if not yet their actual pre-eminence. 

Chinese platforms face inhibitors in the region as well.  It is too early to measure all the impacts 

of China’s internal regulatory changes and their ripple effects internationally.   That said 

however, as noted previously, there have been signals from the country’s platforms that their 

attention is being redirected to domestic Chinese priorities.  Tencent’s sale of its stake in 

Singapore based Sea is an obvious example.  Bytedance’s shuttering of its global acquisition 

office was another.  A secondary impact has been a redirection of investment dollars originally 

destined for China and now going to the start-ups and digital leaders in Southeast Asia (Wang 

2021).  It seems clear, at least at the moment, that China’s platform giants are deprioritizing 

global expansion and that the crackdown is diverting resources from it.   

To this must be added certain inherent challenges Chinese companies face when expanding in 

Southeast Asia.  Despite, or perhaps because China is now recognized as the pre-eminent 

economic power in the region, and because of ill-will generated in many countries by Chinese 

actions with respect to island claims in the South China Sea, there is a perceived wariness 

amongst nations and peoples in the region about the power and reach of China.  The same 2021 

ISEAS survey that found widespread recognition of China as the dominant economic power in 

the region, also highlighted concerns respondents had about  that power.  Seventy-two percent 

said they were “worried” about China’s growing economic influence, with 63% saying they had 

little confidence that China would “do the right thing” (Friedhoff 2021). 
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These concerns point also to China’s “soft power” weaknesses.  In a comprehensive study of 

China’s soft power, Zhu et al found: “China appears no closer to solving the fundamental 

problem of how to cultivate an association with the kinds of political values that resonate 

positively beyond its borders and overcome the deep seated suspicions of authoritarian states 

held by people in liberal democracies” (Zhu, Edney, and Rosen 2019, 671–73).  In fact, Keane et 

al found that “one consequence of China’s overwhelming presence in the region is the pushback 

from South East Asian nations through the assertion of their own identities, reputations and 

cultures” (Keane et al. 2020, 127).  This reality has given rise to Chinese apps whose character is 

indistinguishable from those from the West, such as TikTok, and to the acquisition of local firms 

where China’s presence is less discernable.  “In many cases people are blissfully unaware that 

they are using Made-in China platforms or are participating in the Chinese sharing economy” 

(Keane et al. 2020, 157). 

Finally, particularly in light of China’s technology crackdown, the perception of its tech giants 

being more beholden to Beijing is widely prevalent in the West (see for example Bramble 2021).  

This perception may also be prevalent in Southeast Asia, though at this writing no survey or 

interview data to that effect is available.  If perceived, this constraint may be conjoined with 

those above related to Chinese soft power.  Writing in 2020 about Chinese platform influence in 

Southeast Asia, Keane et al concluded:  

Like most transnational media platforms, China’s digital champions are driven by a capitalist 

expansionist logic…Nevertheless, while the bulk of what is produced is purely commercial, 

ideology is embedded in products and services, often subliminally. Younger consumers are more 

likely to identify with the content than the ideology lurking in the shadows.  Many platforms have 

deliberately de-sincicized in order to “go out,” making them more “culturally odorless.”  The 

danger, however, is that in the future the state may choose to intervene in their overseas 

commercial activities, to utilize their success to insert its message of a rising China more directly, 

and if this happens China’s digital champions will be caught between a rock and a hard place 

(Keane et al. 2020, 161). 
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  Chinese platforms are making progress expanding in Southeast Asia.  US platforms are not 

standing by to watch their market share diminish of course.  But as new Chinese innovations are 

introduced, with many of them “culturally odorless,” and as Chinese digital technology build-out 

advances, US platform marketshares stand a good chance of erosion.   

Conclusion:  Proliferation, Accelerators, Inhibitors 

US platform companies today are by far the most popular social media, e-commerce and search 

platforms outside of China.  Chinese platform companies, while highly innovative and 

aggressively expanding (particularly in emerging markets), have substantially fewer users 

outside of China than their US competitors.  US companies’ first mover advantages, network 

effects and lock-in have made them especially challenging to unseat.  Nevertheless, there may be 

some cracks in this armor.  TikTok has shown the world how Chinese algorithmic innovations 

and slick packaging can vault an unknown app into global adoption in little time.  Chinese 

indigenous innovation is coupled with substantial investments in innovative firms around the 

world.  While Facebook turns to the metaverse as the next frontier, China’s Tencent owns 

significant stakes in the gaming companies at the forefront of that innovation.  Markets suggest 

that Alibaba is worth only one third of Amazon.  But Alibaba has more global users than 

Amazon and more than twice the global volume of business.  Google remains pre-eminent in 

search but may face regulatory challenges that weaken its grasp, just as Chinese platforms begin 

to integrate search with mapping and other features that make them more compelling to users.   

Still, there is a significant gap to be closed to overtake the US giants.  A number of factors weigh 

in favor of Chinese competitors, however.  These include the innovative capabilities of China 
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and its platforms.  They also include China’s efforts to change internet governance and technical 

standards, and its ability to build-in some aspects of these changes into the technology stack it is 

exporting to emerging economies along the Digital Silk Road.  These changes would give 

Chinese platforms an advantage in countries deeply enmeshed in its technology.  Even if China’s 

efforts at global internet reforms are slowed, sufficient control over the stack within a country 

would enable the technology operators to favor one firm over another.  Beyond these technical 

means, the diminishing reputation of Western platforms in the face of fake news, capital 

insurrections, conspiracy theories and the like are making China’s vision of the internet more 

attractive to developing nations rapidly entering the digital age.  The Beijing Effect suggests that 

countries attracted by the ideas of “digital or cyber sovereignty” and reliant on China’s 

technology may be ineluctably drawn into its digital ecosystem, one that features Chinese not 

Western platforms.   

The ability of China’s platforms to prevail over their US competitors in emerging economies 

faces headwinds beyond the entrenched position of US firms though.  Recent regulatory changes 

in China diminish, at least in the near-term, the innovative capacity of Chinese platforms--at least 

as this relates to consumer/user innovations—as well as Chinese platforms’ outbound investment 

activities.  In addition, given the global reaction to authoritarians in the wake of Russia’s 

invasion of Ukraine, Xi’s appointment to a third (and likely life) term in office adds to soft 

power challenges China faces.  China’s aggressive foreign policy actions, such as border clashes 

in India and island claims in the South and East China Seas, have already given countries pause 

as to whether to readily adopt its technologies and platforms.  India provides an example of such 

a ban.  China’s domestic actions, such as in Xinjiang or Hong Kong, and the role of its 

technology companies in supporting or enforcing these actions have raised further concerns.  In 
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emerging economies, however, few countries have the privilege, much less the opportunity to 

choose alternatives.   

Even if Chinese platforms do come to be pre-eminent in a number of countries, would they act as 

effective agents of the CCP?  We saw in Chapter 7 that over the past several years, Chinese 

platforms are acting as agents for the CCP.  Looking at the principal/agent framework developed 

by Norris, we see that the CCP’s hand has been strengthened through the recently regulatory 

reforms.  Its ability to have Chinese platforms carry out its will appears now greatly enhanced.   

In conclusion, at present it is too early to tell how these forces and others will play out, and what 

it will mean for China’s platform companies in emerging economies.  What is clear, however, is 

that  considerable potential exists for Chinese platforms to expand in those countries.  What 

might such an expansion look like in terms of Chinese influence on business and power 

globally?  To that we turn in the next chapter.  
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Chapter 9: Implications of Chinese Platforms and Why it Matters 
 

Abstract   

What might a world look like where Chinese platforms were preeminent in numerous emerging 

economies?  Would it or could it make any difference economically, socially, politically?  The 

chapter begins with a hypothetical scenario of a developing economy where China’s platforms 

have achieved preeminence.  It seeks to provide an example of how Chinese platform powers 

might be employed towards national and geopolitical ends.  We then turn to a more systematic 

assessment of the potential impacts of Chinese platform powers, beginning with details of 

Chinese platform powers using the frameworks previously introduced.  This is followed by a 

brief analysis of potential impacts of these powers at the level of host nations and for the 

“international order.” While the analysis is speculative, it is based on the research findings on 

platform powers, the characteristics and practices of Chinese platforms, and Chinese interests as 

demonstrated in recent years.  The conclusions should not be surprising.  Given China’s 

platforms’ powers, the relationship between the CCP and its platforms, and China’s ambitions, 

the preeminence of Chinese platforms in developing countries around the world offers a tool for 

China to reshape global business, power and influence in its favor.   

 

Scenario—A Developing Nation Along the Digital Silk Road  

As China rolls out the Internet of Things (IoT) it offers low-cost upgrades to countries along the 

Digital Silk Road (DSR).  The upgrades enable citizens and businesses to seamlessly integrate 

IoT features through an upgraded user interface via China’s platform technology firms.  In fact, 

the regulatory reforms undertaken in China in the early 2020s now make it possible to sign onto 

one Chinese platform and seamlessly access the services of all other Chinese platforms—search, 

e-commerce, streaming, social media, digital payments, chat and much more.  IoT features 

enable a wide range of additional services for consumers and businesses, such as health 

monitoring, fleet and traffic management, improved agricultural production and efficiency, 

energy efficiency and optimization, water supply management, and improved maintenance of 

assets and machinery.   
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The upgrades China offered moreover, have helped reinforce each nation’s data sovereignty by 

keeping data resident in-country and by providing governments with useful tools to assess 

potential areas of discontent and address these quickly.  Chinese technology firms are not only 

providing the upgrades but helping to manage the network controls as they train host nationals 

in key aspects of this new digital environment.   

While Western platforms such as Meta, WhatsApp, Google, Amazon and others remain popular, 

they don’t offer the same seamless features and inter-connectivity available through the Chinese 

platforms.  Further, as the upgrades have been implemented, Chinese apps have had faster 

response and loading times than the Westerns apps, which have sometimes had challenges 

connecting or holding connections.  As a result, given the advantages the Chinese apps have 

offered, more and more people have migrated to these platforms.  Many maintain both Western 

and Chinese apps, but user time on Chinese apps has been growing rapidly.  

Indeed, Chinese apps have become the primary means now through which citizens and 

businesses access the internet, share life on social media, conduct e-commerce and manage their 

lives.  This new digital world has enabled a rapid growth in the local economy.  Many small and 

medium sized businesses have been brought on-line and are now actively selling goods around 

the world through Chinese platforms.  Many also maintain business with Amazon, but the 

convenience of the logistics, digital payments and customs clearances offered by the Chinese 

eco-system have not been easily replicated on the US platforms.  In fact, many businesses using 

the Chinese apps report that their products are delivered to foreign customers more quickly and 

less expensively than via Western platforms.  The IoT linkages enabled by the upgrades have 

also resulted in many local firms, who manufacture and supply Western companies as part of 

their global supply chains, to switch over to the integrated logistics functions offered through 
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their Chinese apps.  Their Western customers have not complained as delivery has in fact 

improved as a result.   

On social media, users have been thrilled with the augmented features available including 

virtual and augmented reality and the gamification of many aspects of social interactions.  Users 

have also noticed that there has been a general change in tone across social media—more 

positive, more patriotic, more community and country based.  China’s contributions to their 

country’s growth and development are also more clear.  This positive tone is less apparent when 

there is news of the West.  The steady decline of the US seems more apparent than ever.  Election 

disputes, civil unrest and brazen threats of force seem to characterize a nation wrestling with its 

own troubled history and internal contradictions.   

While no one is suggesting that they adopt a different model, much less the Chinese one, the 

business, social, educational, and political benefits of the country’s closer relationship with 

China cannot be disputed.  Many people feel affinity with the US, but that sentiment seems to be 

in the vein of the affection one shows to an aging relative, past their prime.  

So when China asserted itself in some international dispute with the US, it was clear to most 

citizens that China was in the right.  Most felt it was appropriate for their government to support 

China at the UN.  What angered the populace was the way that the US tried to muscle-in, 

sending warships and threatening China.  It was not surprising then that social media lit up with 

calls for widespread demonstrations against US provocations and neo-colonialism in the region.  

Local businesses were encouraged to join a boycott of the US, but even those that could not or 

would not found it harder and slower to get their products out and shipped to the US.  US social 

media, search and ecommerce platforms seemed also to be just a bit slower and less reliable. 
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Certainly nothing that was available on those sites would suggest that citizens here were wrong 

in protesting US aggression.  

It was surprising though, when US social media and e-commerce firms pulled out of the country 

or shut down.  Fortunately, the Chinese systems were still fully functional and China announced 

that it would make up for any lost e-commerce business by reducing import duties on local 

products.  Chinese companies stepped in to purchase goods initially destined for the West, and in 

some cases took over operations closed by Western companies.  China’s actions in the face of 

blatant US bullying were loudly praised on social media and efforts were made to promote 

Chinese products and services.   

In the above scenario, taking place in an emerging economy (which is not a direct participant in 

the dispute between the US and China), the preeminent platforms are Chinese and the reliance on 

them is fairly significant.  Western platforms are operational but less dominant.  In this event, the 

Chinese platforms control the narrative, in accordance with their Platform Sovereign, China.  

Western platforms withdraw (voluntarily or not), China steps in to compensate for lost revenue 

and business.  The Host Sovereign may or may not actively subscribe to China’s position, but 

given local sentiments, the country’s reliance on Chinese platforms, and the Chinese offer of 

compensation, they take no overt action to constrain Chinese platform behaviors.  

The above scenario paints one picture of what the future might look like as Chinese technologies 

and platforms advance in emerging economies.  It is useful to dissect the implications of this 

advancement as illustrated in the scenario.  First we look at the “how and why” Chinese 

technologies might advance in this fashion and then address questions of “what” kind of impact 

this might have for a country and for the world.   
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Unpacking the Scenario--How and Why 

The Internet of Things (IoT) is among the areas of intense investment focus in China.  IoT 

essentially connects physical devices and assets to the internet.   IoT promises to improve 

efficiency across a broad range of industries from water management to energy to agriculture to 

industrial production to driverless cars to more efficient homes and cities and much more.  IoT 

relies on a wide range of sensors, data analytics and communications infrastructure to operate 

effectively.  While 5G promises to accelerate IoT adoption and growth, many applications can 

and are running on 4G or even 3G infrastructure (Egan 2020). 

In a 2018 report by the US China Economic and Security Review Commission, concerns were 

raised regarding China’s emerging leadership in the development and deployment of IoT 

technologies.  “China’s concerted, state-led approach, including ongoing efforts to influence 

international IoT standards, has put China in a position to credibly compete against the United 

States and other leaders in the emerging IoT industry” (Chen et al. 2018).  By early 2021 many 

observers saw China as an inevitable global leader in IoT technologies and connecting 

infrastructure based on the volume of its investments, government promotion and its large 

domestic market (Komarraju 2021; GlobalData 2021). 

 In June 2021, the Mercator Institute for China Studies (Merics), a European think tank, reported 

that China was likely to dominate the IoT industries of the future with significant potential 

consequences for the West.   Among these consequences were the exportation of China’s internet 

standards as it equipped nations with IoT technologies, and the resulting splintering of the 

internet based on technology inter-operability and concepts of “digital sovereignty” (Lee 2021).  
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Recall from Chapter 8 Huawei’s proposal to the ITU for the Internet of the Future, one which 

better enables the Internet of Things.   

Merics notes that most emerging economies are unlikely or unable to follow the West in 

decoupling from China.  

Many developing nations prioritize economic and technological development, and already have 

an extensive Chinese presence in their digital infrastructure and technology collaborations. This 

influences their choices about the future internet and the involvement of Chinese actors. 

Indonesia and Malaysia for example recently signed agreements with Beijing on cybersecurity 

and capacity building, and they are implementing ‘smart city’ projects with Chinese firms like 

Huawei. Other large emerging economies like Brazil and South Africa are allowing Chinese firms 

to participate in their next-generation telecoms networks (11). 

The scenario depicts the roll-out and network upgrades that enable a China led IoT environment 

and the integration of these services through a common user interface provided by Chinese 

platform firms.  Baidu, Alibaba and Tencent are all playing roles in the development and 

deployment of IoT related technologies, artificial intelligence and data analytics. Their role as 

cloud service providers, integrators and interface for IoT systems is already established (Internet 

of Business 2016; Tencent n.d.; IoT5 2019).   In its 2021 regulatory reforms, China required its 

large platform firms to provide seamless inter-operability with each other (Dobbertson 2021).   

China is active in global IoT standard setting organizations (SDOs).  At year end 2020, 10 out of 

18 global IoT standards were crafted by China as well as the overall reference architecture for 

IoT standards (ISO/IEC 30141) (Chen et al. 2018, 10).  As China exports its technologies and 

countries become more and more reliant on those technologies and upgrades, China’s standards 

for operating the internet can be baked into the technology infrastructure and operating protocols.   

 As countries seek to insulate themselves from the worst excesses of the internet, the concept of 

data sovereignty and the ability of China to deliver it, have become increasingly attractive.  The 
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scenario shows how network upgrades and data sovereignty become interlinked.  China’s 

surveillance and control mechanisms can be easily adopted with the importation of its 

technologies and services—from smart cities to digital payments.  All of this is made easier 

when contracting with the technology providers to also operate these technologies and train 

locals to do the same.   

In an environment where a country has adopted key elements of the China designed, built and 

managed technology stack, the ability to surveil, slow or interrupt “non-preferred” services and 

apps is enhanced.  It is not necessary to shut down the Western apps, only to make them slightly 

more difficult to use and to provide a very clean, fast alternative that offers more features than 

those of the West.  In this form of “platform envelopment,” as described in Chapter 7, providing 

“equal” alternatives and more services is one means to diminish network and lock-in effects with 

a competing platform.  Those advantages are enhanced when access to the Western apps 

becomes slower or less consistent.   

The scenario depicts the concerted efforts of Chinese e-commerce firms, such as Alibaba, to 

assist in bringing small and medium-sized businesses into the digital economy.  An example is 

eWTP in Malaysia, Rwanda and elsewhere (see Chapter 7) and the linking of customs clearance, 

digital payments and logistics as part of a package of services.  US platforms unable or unwilling 

to match this level of service have diminishing user bases.  The economic advantages (lower 

costs and faster delivery) to US businesses and consumers buying from these local companies is 

improved through the Chinese platform efficiencies, but that also makes them vulnerable to the 

“architectures of influence” within those platforms.   
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These Chinese platform advantages could be enhanced by leveraging China’s global logistics 

information system, Logink, now a focus of the US China Economic and Security Review 

Commission (US-China Economic and Security Review Commission 2021).  Logink is the 

largest and most efficient system for tracking cargo globally across numerous ports, ships and 

containers.  Overseen by China’s Ministry of Transportation, some industry observers believe 

Logink is 10 years ahead of any competing system in streamlining logistics information and 

improving logistics operations.  Logink also allows China and Chinese companies detailed 

information about most cargo shipments and supply chains around the world.  This information 

could be exploited for competitive advantage as well as for providing information on military 

shipments using commercial shippers.  Control of this information also gives China the means to 

accelerate, delay or divert shipments, customs clearances, loading and unloading of shipments, 

should it choose to do so (Michaels 2021).   

As citizens in the country in the scenario switch over to Chinese platforms, what they see and 

ultimately believe can be better shaped through the tools and practices these platforms have 

honed in China.  By leveraging the platform “architectures of influence,” local governments with 

support from Chinese technicians are able to affect the discourse on social media, tuning it to be 

more favorable to China and less favorable to the West.  Overtime, as we have seen in the US 

and elsewhere (Chapter 3), many of these sentiments become the “new truth” among users of 

that platform. 

The scenario describes a possible dispute between the US and China, but it could be any of a 

number of actions or positions China might take which are important to it and which may 

conflict with the West.  The affinity built between China and the country through technology and 

other exchanges--and that country’s dependence on China for trade, investment and maintenance 
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of its economy--can be leveraged at the UN or other international organizations to support 

China’s position on issues important to it.  While this is already happening (see for example 

Feng 2021), in this scenario we see that the population itself is supportive of China’s actions.  

That support is mobilized into action via social media, just as has been seen in China itself (see 

Chapter 6), or more recently in Russia.   

Impacts to businesses are effected through the ability of Chinese platforms to control activities 

on those platforms—from search results for vendors to transaction processing, logistics, customs 

clearances and much more (see Chapters 3 and 4, and discussion of Logink above).  Similarly, 

control over the technology stack allows slowing or denial of service to Western platforms.  It 

also enables surveillance and controls (through deep packet inspection and moderation) to filter 

and censor unwanted content on Western social media sites.  While there may be some leakage 

in the business and social media domains, it is not sufficient to alter the sentiment in the country 

or the impact to US interests.   

Overall, the scenario shows the inter-linkage of Chinese business and national interests and how 

platforms can be used to advance and secure those interests.  Writing for Brookings, Sangeet 

Paul Choudary, co-author of “Platform Revolution,” calls this China’s “country-as-a-platform” 

strategy.  A strategy that leverages all the advantages of Chinese platforms in service to the state 

(Choudary 2020). 

The Impacts and Why it Matters 

This study has highlighted not only the power of platforms to shape attitudes, beliefs and 

behaviors in a nation—with implications for business, power and influence--but suggests how 

and why Chinese platforms may become sufficiently preeminent to exercise the significant 
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powers they have.  The scenario above shows one example of how such pre-eminence is 

attained, and its possible implications.   

This analysis has focused primarily on the potential impact of Chinese platforms in emerging 

economies.  This is because China’s technologies and platforms have a greater chance of 

achieving pre-eminence in these markets.  US, European and a select number of other markets 

are increasingly closed to Chinese technology, but as many emerging economies race to 

digitalize, China’s high performance, low cost technology stack, often provided in bundled 

service offerings, is less expensive and faster to deploy than the disparate and less coordinated 

systems from the West.  These advantages are compounded by the promotion and facilitation 

offered by China to countries along the Digital Silk Road—from low cost loans to training to 

diplomatic support.  Finally, Chinese platforms’ developing economy experience has resulted in 

design and performance attributes highly attractive to emerging countries—these include, mobile 

first designs, digital payment systems, and institutional outsourcing, among others.   

China’s digital expansion has raised concerns in the West.  Much of that concern has focused on 

surveillance capabilities, back doors and possible chokehold effects.  Increasingly, attention has 

broadened to the scope and reach of China’s DSR initiative.  But while concerns have been 

raised about Huawei, ZTE and other infrastructure providers, little attention has been paid to the 

powers and geo-political implications of Chinese platforms themselves.   

The research has sought to demonstrate that platforms have power and that Chinese platforms, 

beholden to Beijing--and designed and perfected in symbiosis with the surveillance and control 

objectives of the CCP--could have a significant impact in developing economies.  The scenario 

above provided one depiction of such impacts. Beyond host nations though, such platform 
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powers, exercised across multiple nations, have implications on the broader international 

order.111   

Before turning to a categorization of these potential impacts at the host country level and on the 

international order, we review in the next section, the scope and depth of Chinese platform 

powers using the frameworks developed previously.   

Making Sense of Chinese Platform Powers 

Platforms are “architectures of influence,” having powers that derive from their business logic, 

technical design and from user engagement.  Multiple actors can exploit these powers—from the 

platform operator itself to its users, to its home or host nation, to cyber intruders.  Platform 

powers can also be exercised subtly or explicitly, with different implications from each.   

To begin, Figure 16 shows platforms’ Architectures of Influence.  In this view are highlighted 

some of the advantages Chinese platforms have in exerting influence on behalf of the CCP.  At 

the level of business logic, Chinese platforms have demonstrated advantages in user engagement 

through highly sophisticated algorithms, single user interfaces and, increasingly, integration and 

interoperability with the Chinese tech stack in countries along the DSR.  These advantages 

improve the capabilities of Chinese platforms to capture market share from Western platforms.  

They also enable strong network and lock-in effects, increasing switching costs for users on 

Chinese platforms.  

 
111 Here we use the definition of international order as referring to ‘patterned or structured relationships between 
actors on the international level’ (Lascurettes and Poznansky 2021). 
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Chinese platforms also have deep and extensive experience in using the structural attributes of 

their platforms to surveil, exert chokepoints and redirect social interaction, commerce, and user 

engagement. This is not to say that Western platforms do not have this experience, only that 

Chinese platforms’ experience is much greater and has been exercised extensively on behalf of 

and in concert with the CCP.  This gives Chinese platforms enhanced capabilities to use the 

structural attributes of their platforms in service to the CCP.   

Leveraged affordances are ways in which platform users can take advantage of the architecture 

of platforms to exert influence on other users.  Through flooding, bots, false information and 

other types of messaging, powerful and determined users can manipulate information leading to 

changes in the belief and actions of common platform users.  Chinese platforms have long 

practice in aiding and abetting CCP messaging through their platforms.  In fact, this is one of 

their key responsibilities as part of China’s domestic surveillance and control infrastructure.  

Chinese platforms offer the CCP these advantages in countries where they operate.   
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Figure 16 Architectures of Influence: Chinese vs Western Platforms 

Descriptive 

Name 

 

Platform 

Characteristics 

Brief Description Chinese Platform Advantages Western Platforms in 

comparison 

Business 

Logic 

Data/Dopamine/ 

Computer 

Engineering 

Fundamental characteristics 

that power platform 

performance and success.  

These drive profitability, 

network effects and lock-in, 

and raise switching costs. 

• World leading algorithms 

powered by increasing enterprise 

and government investments in 

AI and data analytics 

• Single user interface design that 

enables seamless access to 

multiple apps and platforms 

• Integration and interoperability 

with Chinese tech stack in-

country 

• Powerful algorithms but 

potentially slipping behind 

Chinese counterparts (e.g., 

TikTok) 

• Limited integration across 

competing platforms and limited 

single user interfaces within 

platforms 

• No in-sync design between 

Chinese technology and Western 

platforms 

Structural 

Attributes 

Surveillance, 

Chokepoints, 

Moderation 

Design characteristics that 

result in giving platforms 

powers of surveillance, 

chokepoints, and moderation.  

These enable manipulation of 

messaging and behaviors. 

• Deep experience in surveillance, 

chokepoints and moderation in 

and outside of China on behalf of 

the CCP 

• Experience in commercial 

applications of surveillance, 

chokepoints and moderation; and 

growing experience for political 

reasons 

• However, very limited 

comparable experience to 

Chinese platforms 

Leveraged 

Affordances 

Bots, 

Disinformation

…. 

Tools that leverage platform 

design/affordances and can be 

deployed by platform users.  

These enable disinformation, 

flooding, redirection, hate 

speech, conspiracy theories, 

and other forms of 

information manipulation.   

• Experience in enabling CCP 

sponsored bots and prioritizing 

CCP messaging for flooding and 

redirection 

• Experience in filtering and 

censoring proscribed information 

• Increasing experience in seeking 

to deny Influence Operations and 

some other forms of distortion 

• Limited experience at the scale 

and depth of Chinese platforms 
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Figure 17 highlights the range of influences or controls that are possible through platforms’ 

structural attributes.  Subtle influences are less perceptible and are taking place every day.  

Explicit influences are those that are relatively easily recognizable and have signaling effects as 

well as direct impact on users.  Both Chinese and Western platforms have these powers. Chinese 

platforms are arguably more attuned to using these powers on behalf of the CCP.  

 

Figure 17 Subtle vs Explicit: How Platform Operators Can Exercise Their Platforms' Structural 

Attributes 

 Subtle Explicit 

Surveillance Insight on users is used to shape 

what they see, believe and may 

act on.  Typically this is without 

explicit knowledge on the part 

of the user.  

Signals to users that make it 

clear their behavior is being 

surveilled such that the users 

curtail behaviors unwanted by 

the state or platform.  

Chokeholds Subtle means of restricting 

access to information, materials, 

finance, products or services.  

Individuals may not be aware of 

these chokeholds.  

Overt blocking of specific 

individuals, groups or whole 

societies to information, 

materials, finance, products or 

services.  Individuals aware that 

some or all services are being 

purposefully constrained.  

Moderation Rewriting of algorithms to 

accomplish specific political, 

social or economic objectives 

through Surveillance and 

Chokeholds as well as 

redirection and information 

provision.  Individuals may not 

be aware of these efforts.  

Obvious or overt efforts, clearly 

seen/understood by users which 

redirects attention, access to 

information/services or response 

to specific situations in a nation.   

 

Figure 18 highlights in red the differences between Chinese and Western platforms across the 

range of actors who leverage the architectures of influence that platforms represent.  As can be 

seen, given the nature of Chinese platforms and their relationship with the CCP, they can enable 

CCP influence across the range of actors on their platforms.   
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Figure 18 Influence Actors: Chinese Platform Distinctions (in red) 

Actors Description Interests/motivations 

in exerting influence 

through platforms 

Actions to exert 

influence through 

platform 

K. Platform 

Businesses 

Own/manages 

platforms, ecosystems 

Primarily profits and 

growth, compliance 

with rules and 

regulations, compliance 

with CCP requirements 

and signaling to Beijing 

Maintain, improve 

platform performance. 

Directly use platform to 

exert CCP influence 

and enable CCP 

influence through other 

actors (see below) 

L. Platform 

Users/Exploiters 

Actors within or 

outside platform 

community who 

leverage platform 

affordances 

Social, political and 

economic interests, 

criminal interests.  CCP 

inspired/originated to 

control narratives 

Posts, sharing, bots, 

flooding, 

disinformation, 

misinformation… CCP 

related agents may have 

preferential access, 

voice 

M. Platform 

Sovereigns 

States with political 

authority over central 

nodes of platform 

businesses 

Social, political and 

economic interests 

(domestic and foreign). 

To exert CCP 

influence.  

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content. 

Strong principal/agent 

relationship between 

CCP and platforms.  

N. Platform Local 

Sovereigns 

States where platforms 

operate but are not 

headquartered (ie, not 

Platform Sovereigns) 

Social, political and 

economic interests 

(domestic and foreign). 

These interests may be 

enhanced or diminished 

by the platform.    

Direction or guidance 

to platform businesses, 

rules, regulations, 

standards, content. As 

allowed by the platform 

operator. 

O. Platform Cyber 

Intruders 

Individuals, groups or 

nation states who break 

into platform’s digital 

architecture 

Theft, incitement, 

influence, surveillance, 

obstruction…May be 

enabled if CCP aligned. 

Manipulate data or 

algorithms to 

accomplish ends. CCP 

may have backdoors or 

open access. 

 

Implications for Host Nations 

Setting aside the significant economic and social benefits that come to countries through 

digitalization (Chinese or Western), host nations face a range of risks that arise from Chinese 

platform powers.  The powers depicted in the scenario at the beginning of this chapter could be 

considered the “subtle” side of platform powers.  There are more “explicit” powers as well, and 
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at least conceptually, powers that lie between the ranges of subtle and explicit (see Figure 17).  

These include reinforcement of authoritarian tendencies, disruption and diversion of domestic 

discourse and politics, and redirection of commerce.  These aren’t necessary outcomes, but they 

are plausible given the powers inherent in Chinese platforms and China’s record to date of using 

other tools of economic statecraft in a number of countries.  The first set of powers are those that 

are more subtle.  They may not be immediately perceptible, but through surveillance, chokeholds 

and moderation they can shift opinions, politics and economies.   

Subtle Shifts  

(a) Reinforcement of authoritarian tendencies.   

China’s information infrastructure, including smart city, health systems, digital payments, social 

media, e-commerce and logistics are shaped by China’s domestic surveillance and control 

objectives.  As Human Rights Watch analyst, Maya Wang, writes “this ecosystem of Chinese-

based technologies carries with it a set of values that undergirds the Chinese state—a form of 

twenty-first-century authoritarianism that marries social control and efficiency” (Wang 2021).  

Even countries--whose goals might simply be rapid digitalization--will have at their disposal 

technologies designed to surveil and control their populations.  Many will have Chinese 

technicians supporting or managing not only the technology implementation, but its operation as 

well.  In countries where constraints on rulers are ambiguous or weak, Chinese platforms offer 

virtually unfettered capabilities to surveil, manipulate messaging, and limit or reward behaviors.  

In combination with assertions of digital sovereignty--offered and implemented with Chinese 

technology, these nations may further decouple from the West, embracing the possibilities these 

technologies offer to replicate China’s economic (if not overtly, its political) success.  Moreover, 
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China’s ability to directly but subtly exert influence through these platforms could shape national 

dynamics in support of more authoritarian leaders and leanings.   

(b) Disruption, diversion, and reshaping of domestic discourse and politics.  

The extremes, the social bubbles, the conspiracy theories, the divisions enabled in the West by 

social media, show the power these platforms have on national discourse.  The Cambridge 

Analytica scandal and Russian election interference showed how easy it was to tap the power of 

Western social media to seek to shape voter choices in Britain and the US.  The technologies and 

management expertise of Chinese platforms can enable or constrain different types of 

discourse—elevating some while rendering others inaccessible, supporting one political position 

(or candidate) over another.   

In an immersive world where your social media, e-commerce, search, mapping and other 

platform resources all reinforce key messages and ridicule or redirect others, this can become 

truth.  Nations will themselves have access to these powers, but through its Chinese platforms 

the CCP will be able to exercise them as well (knowingly or not to the nation).  We have seen 

already how international vesions of WeChat and TikTok monitor, manage, censor, and support 

different types of messaging—in concordance with Beijing’s wishes.  As alternative forms of 

information become silenced, China’s power to affect, shape, even control the discourse in 

nations where its platforms are pre-eminent.  

(c) Redirection of commerce.   

The EU fined Google some $10 billion over a series of “self-dealing” arrangements where it 

favored its own products and services over those of competitors.  Current head of the US Federal 
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Trade Commission, Lina Khan, found that Amazon used data from third party sales on its 

platform to produce competing products.  She also found that Amazon had forced a 

reorganization of US logistics services to better serve its needs.  Social media influencers in 

China are responsible for millions of dollars in product and service sales for their sponsors.  

When nations become reliant on Chinese e-commerce platforms, not only consumer product 

choices may be redirected to Chinese producers, but key elements of Western supply chains as 

well.  

For host nations, these moves may be almost imperceptible.  A gradual shift away from Western 

products and services to Chinese products and services may be facilitated by platform 

moderation, product substitution, and easier access and logistics.  For companies participating in 

Western supply chains, the options to use anything other than Chinese platform logistics 

services, or even Chinese input suppliers, may diminish.  For the host country these actions 

would augur in a greater dependence on China for goods and services and a high reliance on 

Chinese technologies to enable their economy.   

Chinese digital payments infrastructure and systems may provide for needed financial services to 

many of the unbanked in the country.  These FinTech solutions could underpin strong economic 

growth in these countries from the agricultural economy to e-commerce to more efficient and 

transparent government services.  But just like the e-commerce and logistics platforms, payments 

infrastructure offers surveillance, chokehold and moderation opportunities.  These powers might 

be exercised by the national government or banking regulators for good purpose, under 

transparent conditions.  But they don’t have to be.  National actors, the platforms themselves or 

the CCP could alter algorithms resulting in favoring one group over another, rewarding some, 

punishing others.  And as the Alipay and WeChat Pay platforms migrate to accommodate 
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China’s digital RMB, how much of the economy might migrate with them, creating an outsized 

dependency on China (Kynge and Yu 2021)? 

These influences could be considered the “subtle” side of platform powers—the ability to shape, 

opinions, beliefs, actions, politics and economics in a nation.  The powers are effected subtly 

because they can be imperceptible, slow, gradual changes that move business and politics in 

directions favorable to Beijing.  Chinese platforms offer another variant of these powers though.  

These are more explicit, closer to the studies of “sharp power”112 that have emerged recently 

(Walker 2018; Walker and Ludwig 2018; Tiffert 2020).  Sharp power refers to strong influence 

operations of authoritarian regimes towards more democratic regimes.  Platforms’ more explicit 

powers share this capability, but they also have elements that are closer to the findings around 

Weaponized Interdependence.  More specifically, platforms offer explicit surveillance, 

chokehold and moderation powers that can be weaponized.  Dependence on Chinese platforms 

exposes nations to the potential weaponization of these technology services as is explained in 

this next section.  

More Explicit Effects  

Host nation risks include a number of more overt risks inherent in platform powers.  These 

include not just the ability to surveil but the behavior changes that arise when those being 

surveilled are aware of the surveillance and change their behaviors accordingly.  They also 

include chokeholds, the ability to shut down or slow down key elements of the internet that a 

 
112 Sharp power is an approach to international affairs that typically involves efforts at censorship or the use of 
manipulation to sap the integrity of independent institutions. This approach takes advantage of the asymmetry 
between free and unfree systems, allowing authoritarian regimes both to limit free expression and to distort 
political environments in democracies while simultaneously shielding their own domestic public spaces from 
democratic appeals coming from abroad (Walker 2018). 
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society relies on.  This can include financial and business functions, social discourse, internet 

access and much more.  Finally through aggressive moderation, platforms can openly redirect or 

control information and knowledge flows.   

(a) Surveillance   

Subtle effects rely on the surveillance that platforms afford.  By understanding users interests 

and behaviors, platforms can invoke their other powers of chokeholds and moderation to subtly 

provide certain kinds of information, create discriminatory pricing, redirect interests and incite 

certain behaviors.   

Surveillance can be much less subtle however.  When users understand that their behavior is 

being monitored, what they say and do changes.  This is especially true if the surveillance leads 

to more overt actions inherent in platforms.  These include actions such as notifying the user that 

they are being watched, posting warnings in response to individuals’ search efforts, redirecting 

users from proscribed sites, topics or exchanges, arrests for online postings, or even shutting 

down a user’s internet access.  In China, for example, the 2021 Freedom on the Net Report 

states: “[A]uthorities censored calls for an independent investigation into the origins of the 

COVID-19 pandemic and criticism of Chinese-produced vaccines. Ordinary users continued to 

face severe legal repercussions for activities like sharing news stories, talking about their 

religious beliefs, or communicating with family members and others overseas” (Freedom House 

2021).  Russians have faced similar impacts if posting information on Ukraine contrary to the 

official story.  Just the knowledge of being surveilled changes behavior.  When that surveillance 

is linked with explicit sanctions and/or the chokehold and moderation powers of platforms, 
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behaviors can be greatly modified.  This is the ultimate purpose of China’s Social Credit Scoring 

system.113 

For nations hosting Chinese platforms, these powers may be in the hands of those in government 

who control the internet.  But that is not always the case.  WeChat’s ability to surveil and control 

messaging to the Chinese diaspora community in Australia is an example of Chinese 

extraterritoriality through its platform companies.  The same is true with Bytedance’s moderation 

guidelines.  Host nations may be able to leverage the power of Chinese platforms, but so can 

China.   

(b) Chokeholds   

Overt or explicit chokeholds make it apparent that actions are being taken against an individual 

or a group by denying them access to sites, services, even the internet itself.  These differ from 

the less perceptible steering that platforms exercise as a normal part of business or when seeking 

to subtly shape opinions and behaviors.   

Chokehold powers are inherent in platform design.  They can be and often are employed to 

protect users from malicious or illegal activity on the internet.  They do so by shutting down sites 

or restricting services to sites and users. But these powers can also be used to signal to or punish 

users for political views or economic interests that are not consistent with those of the state, or in 

the case of Chinese platforms, potentially the Chinese state.   

 
113 China’s social credit system is designed to combine surveillance, chokehold and moderation effects across 
multiple platforms (travel, finance, social media, government services) to shape Chinese citizens’ behaviors along 
lines desired by the CCP (Cabestan 2020; Qiang 2019; Hoffman 2017; Cambell 2019; Lv and Luo 2018).  China’s 
social credit system represents a fulsome example of how these platform powers can work.  It is not necessary, 
however, for a country to adopt a social credit scoring system to achieve many of these effects.  
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Where countries have embraced Chinese platforms and rely on them for the operation of their 

businesses, government and social discourse, what might be the implications if these platforms 

were able to shutdown or rechannel those operations, those voices, those economic interests?  

With Chinese platforms beholden to the CCP, it is possible to see them taking actions directly or 

indirectly on behalf of Beijing should the occasion warrant it.  And, like surveillance, if decision-

makers in a host country understood that China, through its platforms and technology stack, 

exercised control over large parts of their economy, government operations and social 

interactions, this knowledge alone could change behaviors, perhaps even more so than actually 

directly exercising those powers.114  

Explicit chokehold powers then enable governments, or the platforms themselves, to openly 

constrain and contain the online world in their nations.  Chinese platforms offer not only 

expertise in the exercise of these power but a means by which Beijing itself can use them.   

(c) Moderation plus    

Moderation is the intentional human intervention in users’ experience through surveillance of 

their activity, adjustment of algorithms, application of choke holds, and redirection or alternative 

messaging efforts.  Moderation taps and may drive the powers of surveillance and chokeholds 

but is called out separately here as surveillance and chokeholds can be automated.  Moderation is 

a key means through which policies are enacted.  It is an intervention into the normal functioning 

of the platform’s business logic.   

 
114 While such powers seem formidable, if China exercised them so directly it would likely generate a harsh 
reaction around the world and lead to a revision of Chinese technologies deployed in-country, including platforms.  
Nevertheless, in a tense standoff, vital internet services could be affected and ultimately controlled by Beijing 
through its platforms. This is in part what happened in Russia in March 2022 when Facebook and Twitter initially 
blocked Russian government messaging about the war in Ukraine.  
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Through more explicit moderation, host country officials can signal approval or displeasure with 

individual or group activities.  Governments can order and enforce limits on internet activities 

such as gaming or gambling, or require filtering or censoring of certain information.  Western 

and Chinese platforms employ literally thousands of individuals to help with moderation.  In 

China, much of this moderation is done to enforce the surveillance and control infrastructure of 

the state.  These powers can be turned to use by host nations, but also by China—through its 

platforms—to manage content and functionality of the internet in countries where its platforms 

prevail. 

Beyond these efforts however, Chinese platforms enable other actors, aligned with the CCP, to 

exploit the platforms’ powers. Thus, it is within the capabilities and experience of Chinese 

platforms to facilitate and amplify CCP messaging conveyed through bots, fake users, flooding, 

disinformation campaigns and cyber intrusions, among other.  

Implications for the International Order 

A hegemon’s position in regional and global order emerges from three broad “forms of control” 

that are used to regulate the behavior of other states: coercive capability (to force compliance), 

consensual inducements (to incentivize it), and legitimacy (to rightfully command it). For rising 

states, the act of peacefully displacing the hegemon consists of two broad strategies generally 

pursued in sequence. The first strategy is to blunt the hegemon’s exercise of those forms of 

control, particularly those extended over the rising state; after all, no rising state can displace 

the hegemon if it remains at the hegemon’s mercy. The second is to build forms of control over 

others; indeed, no rising state can become a hegemon if it cannot secure the deference of other 

states through coercive threats, consensual inducements, or rightful legitimacy. Unless a rising 

power has first blunted the hegemon, efforts to build order are likely to be futile and easily 

opposed. And until a rising power has successfully conducted a good degree of blunting and 

building in its home region, it remains too vulnerable to the hegemon’s influence to confidently 

turn to a third strategy, global expansion, which pursues both blunting and building at the global 

level to displace the hegemon from international leadership. Together, these strategies at the 

regional and then global levels provide a rough means of ascent for the Chinese Communist 

Party’s nationalist elites, who seek to restore China to its due place and roll back the historical 
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aberration of the West’s overwhelming global influence. (Rush Doshi, US National Security 

Council China Director) (Doshi 2021, 3). 

The quote above comes from Rush Doshi’s 2021 book, “The Long Game,” in which he 

deciphers what he considers to be China’s long-term strategy to displace the US as the global 

hegemon.  The book details a phased approach where China first seeks to blunt US influence and 

controls domestically and regionally, and then begins to extend its alternative systems of control 

and influence.  Doshi points to three forms of control hegemons or rising hegemons seek to 

assert: “coercive capability (to force compliance), consensual inducements (to incentivize it), and 

legitimacy (to rightfully command it)” (3).  Doshi’s construct of blunting and then extending 

alternative systems of control can provide a useful framework through which to view Chinese 

platforms on the global stage.   

Early in the life cycle of platforms (1990s to early 2000s), China made moves to remove US 

platforms from its home territory.  It then nurtured and enabled its own platforms to develop and 

thrive in a protected market drawing on international financial and management resources.  By 

the early 2010s, China began to urge these platforms and other technology companies to expand 

internationally.  In 2015, this internationalization strategy became officially sanctioned foreign 

policy through the Digital Silk Road initiative. Fueled by foreign capital, intense competition, 

and a policy mandate complete with incentives, Chinese platforms have aggressively expanded, 

particularly (but not at all exclusively) in the Asia Pacific region.   

One of the objectives of the Belt & Road Initiative and the concomitant Digital Silk Road is to 

tie these beneficiary countries more closely to China, at least economically.  But economics and 

politics are closely linked.   When digitalization is a priority for many emerging economies 

around the world, low-cost, high performance technology offered by China is a “consensual 
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inducement” as described by Doshi.  Technology platforms offer additional inducements in 

trade, financial systems, innovation, education, e-government and much more. Social media and 

e-commerce platforms offer a venue for building legitimacy for China, as Doshi uses the term.  

But dependence on these platforms, which often serve as connectivity infrastructure for much of 

the rest of the internet, opens these countries to China’s “coercive” powers as well. Through its 

ability to effectively influence if not directly control discourse, commerce, and a range of other 

aspects of daily life in a connected economy, China can wield significant power at national levels 

which extend to the international order as well.  In the previous section, we saw how these 

powers might be effected in host nations.  We turn now to their potential impact on the 

international order.  While there are many dimensions to this, we look at three where impacts 

could be significant and measureable: global institutions, commercial interactions, and security 

arrangements. Taken together--and in concert with other efforts Beijing is making across these 

fronts--Chinese platforms have the potential to reshape business, power and influence globally.  

(a) Global Institutions 

For positions it advocates globally, China’s ability to mobilize support from developing 

countries is increasing, and platform powers will likely further enhance this. Through extensions 

of aid along the BRI and DSR, trade and investment agreements with developing nations, even, 

by some reports, bribes and/or pressure tactics, have helped China take leadership roles in global 

organizations, block dissenting voices, and advocate alternative standards—from the internet and 

IoT to definitions of human rights and democracy.  Platform powers can enhance these abilities.  

Through platforms pre-eminent in numerous countries, Beijing can mobilize domestic voices in 

support of its positions, block or diminish contrary views and exert pressure on business and 
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government either subtly or overtly.  Its platforms give China an outsized ability to exert 

influence to achieve the results it seeks in international fora.  

Over the past decade, China has gained increasing clout at international organizations such as the 

United Nations.  In part, this is to be expected as China’s economy is the second largest globally.  

However, leadership positions are made by ballot of UN members.  Using backing from many 

developed nations along the BRI/DSR, China now leads four UN organizations, whereas no 

other country leads more than one.115    As lead for these organizations, China not only has 

improved ability to shape standards globally but to allocate resources, constrain dissenting voices 

and advocate for China’s interests (Fung and Lam 2020; McCaul 2019).   For example, in the 

lead up to the hotly contested vote on leadership of the World Intellectual Property Organization, 

China was reported to have exerted pressure on countries along the DSR to withdraw their 

candidates and back China’s. It also uses the UN to legitimize its foreign policy objectives such 

as the Belt & Road Initiative (Fung and Lam 2020; Trofimov, Hinshaw, and O’Keefe 2020; 

Cheng-Chia and Yang 2020). 

While the US and other countries have used the UN for similar purposes, China’s efforts to steer 

UN discourse and actions away from criticism of its country and towards support for its efforts 

undermines many of the principles upon which the global world order currently operates.  

Among these principles are promotion of human rights and democracy, both of which China has 

sought to redefine through these organizations (Mok 2021; Bloomberg 2021).  Outside of these 

institutions, China has also used its sway with developing countries to mobilize voices in favor 

 
115 These agencies are: the Food and Agricultural Organization (FAO), the International Civil Aviation Organization 
(ICAO), the International Telecommunications Union (ITU), and the UN Industrial Development Organization 
(UNIDO) (Trofimov, Hinshaw, and O’Keefe 2020). 
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of its repressive policies in Xinjiang (Feng 2021), as well as its claims to islands in the South 

China Sea (Wen and Xiaochen 2016).   

Chinese platform powers introduce a mechanism through which--subtly or explicitly--China can 

further mobilize such support. Ultimately, through its growing power in international institutions, 

its ability to redefine global standards, and its ability to garner support for a range of its position, 

China not only blocks the US, but begins to introduce alternative constructs and narratives that 

become more widely adopted.  In Roshi’s terms, these are efforts at “displacing the hegemon 

from international leadership.” 

(b) Commercial Interests 

China plays an indisputable role in today’s global economy.  It is the second largest economy in 

the world next to the US.  By purchasing power parity it is already larger than the US.  In 2020 

China accounted for 13% of all global exports, the US for 8%. For some 60 countries around the 

world, China is the leading source for foreign goods.  It is also the leading destination for exports 

for 37 countries (Nicita and Razo 2021; Rajanayagam 2020).  China also plays a critical role in 

global supply chains for everything from automobiles to electronics.   

The Belt and Road and Digital Silk Road Initiatives are designed to bring even more countries 

into China’s economic orbit.  Chinese e-commerce platforms are playing an increasingly 

important role in helping bring small and medium sized businesses from emerging markets into 

the digital world.  As the scenario at the start of the chapter depicts, as countries move more and 

more of their economies onto these platforms, these businesses are likely to flourish but are also 

subject to subtle and overt powers that can be exercised through these platforms.  These powers 

include redirecting trade, constraining trading opportunities with the West, and slowing or even 
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shutting down supply chains.  As China’s digital RMB is rolled out, to the extent that it is 

required to be used for business on Chinese platforms, China will have the ability not just to 

surveil business and personal transactions, but to choke off transactions it may disapprove of.   

Fully implemented, Chinese platforms create an alternative trading structure for commerce and 

logistics, one that can be turned off, turned on or moderated at Beijing’s behest. For the host 

countries these kinds of controls could be economically crippling.  They could, in-effect, also 

hold the global trading system hostage or prejudice certain products and services to send signals 

to the West.  This kind of coercive power has been used extensively by the US in financial and 

trade sanction on individuals and countries for decades now (Drezner 2021).  By creating an 

alternative trading structure and currency exchange, China may not only blunt the US but could, 

in the extreme, cripple its industries, allies and trading partners.   

(c) Security Interests 

The US led international order relies on formal treaty partners and a range of friends around the 

world.  The scenario opening this chapter showed one potential outcome—detrimental to US 

interests—arising from Chinese platform influence in the world.  Others could be imaged if our 

treaty partners and friends come to rely on Chinese platforms to manage communications and 

logistics in their countries.  Would protests interfere with mobilizing friends around the world?  

Could they interrupt fleet or base mobilization in countries?  Would civilian logistics systems, 

upon which elements of base operations may rely, function in a crisis situation?   

While US military information systems operate largely outside of civilian systems, as British 

defence think tank, IISS, explored in its research on the DSR, as countries further integrate into 

the Digital Silk Road and the prospect of a bifurcation or splintering of the internet arises, there 
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may be significant implications for Western defense industries reliant on suppliers and supply 

chains in these countries.  Thus, at the least, the rise of Chinese platforms may blunt the potential 

of Western coercive force at a time of rising tensions with China. 

The prospect also arises that nations, upon whom the US could rely in times of need, may be so 

captured by Chinese digital ecosystems that they may no longer be reliable.  This could happen 

through a combination of shifting public support towards China, decoupling of technology with 

the West, a nation’s growing dependence on China, and the implied or applied coercive 

capabilities China could bring to bear through its platforms.  

The above discussion is clearly hypothetical.  Many countries as of today are not this reliant on 

Chinese platforms.  Even if they were, would these platforms exercise these powers to the extent 

the above sections hypothesize?  Would nations or businesses concede to these types of subtle 

influences or coercive impositions?  And, if those coercive powers were exercised, would this 

lead to an exodus from Chinese technology—assuming there were reasonable Western 

replacements?  The coercive or explicit end of the spectrum of platform powers exists, but there 

would certainly be consequences from exercising these powers so overtly.  That is why the 

scenario opening the chapter highlights what might be possible using the more subtle platform 

powers.  Even if a subset of these powers exists, it merits attention as China rises and as Doshi 

conjectures, seeks to displace the US in the global order.    

Conclusion 

This chapter sought to draw some logical conclusions from the research on platform powers and 

China’s platforms in particular.  It began by sketching out a hypothetical scenario, but one not far 

from practical possibilities.  It then sought to summarize powers that Chinese platforms have and 
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how those powers could plausibly be exercised on behalf of the CCP, and why.  Rush Doshi’s 

analysis of China’s grand strategy provided a framework through which to view the rise and use 

by the CCP of Chinese platforms in service to larger Chinese goals.  

Stripping away the geo-politics, there are business and consumer reasons why Chinese platforms 

may succeed in becoming pre-eminent in many countries.  Once established, like current US 

platforms, they may be difficult to dislodge.  As China becomes a greater and greater economic 

force in these countries, and the populations rely increasingly on Chinese platforms for 

information, insights, and business and government services, even without a specific political 

agenda, there is reason to believe these countries would move that much closer to China, become 

that much more reliant on its platforms and that much more beholden.  But as we have seen in 

numerous incidents around the world, beyond the economics there is often a political agenda too.      
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Chapter 10: Platforms, Politics, and Power 
 

Abstract: This final chapter begins with a summary of the thesis.  It then frames platform powers 

within political economist, Susan Strange’s, “structural power” theory, highlighting security, 

production, credit and knowledge powers that platforms have and exert.  It turns then to 

recommendations for policy actions on the part of the West (governance, technology and 

transparency) which can create a more level playing field for Chinese and Western platforms.  It 

concludes with research recommendations in six areas, and proposes three country case studies, 

that could further test the theory overall and its underlying assumptions.  

 

The Case in Short 

Platforms have powers of influence affecting social discourse, beliefs, and behaviors.  The 

consequences of this influence can be significant—from exacerbating domestic discord to 

reshaping commercial relations to re-aligning key components of the international order.  Acting 

in concert with other measures such as influence operations, trade and investment agreements, 

and changes to global standards, platforms can be used to magnify efforts to shape or reshape 

today’s world.   

China has built some of world’s leading social media, e-commerce and search platforms.  

Immersive and deeply compelling, these applications’ all-encompassing user experiences, data 

aggregation and algorithmic manipulations have formed critical components in China’s domestic 

surveillance and control systems.  Fueled by capital injections and competition and aided by 

“going-out” initiatives including the Digital Silk Road, Chinese platforms have been expanding 

around the world.  As they do, they bring--through their architecture and business practices--

many of the control and influence competencies honed in mainland China.  As they’ve expanded, 

evidence accumulates that they act in support of CCP goals and initiatives—from censoring 
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negative news on China to surveilling dissidents to mobilizing users in support of CCP economic 

and political interests. 

Over the past several years, there has been much concern raised about Chinese, Russian and 

other “influence operations” that exploit the powers of influence of Western platforms.  Alarms 

have also been sounded about surveillance and data collection by Chinese companies such as 

Huawei and ZTE.  Yet, little attention has been paid to China’s platform companies and the 

powers of influence they have as they expand globally.  Indeed, this study has shown that 

Chinese platforms are an as yet under-recognized tool in China’s efforts to reshape the 21st 

century world. 

Part of that under-recognition arises from the fact that Chinese platforms face stiff competition 

from Western platforms in virtually every digital market globally. As of 2022, few Chinese 

platform could be considered “pre-eminent” against Western platforms in countries outside of 

China.  Western platforms and some local or regional platforms dominate search, social media 

and much of e-commerce.  Still, the explosive emergence and global adoption of Bytedance’s 

TikTok app, Tencent’s global leadership in gaming—a gateway to the metaverse, and Alibaba’s 

global gross merchandise value in excess of Amazon’s, point to potential disruption of US 

leadership in these key infrastructural elements of today’s digital societies—at least in emerging 

economies.  

At a moment, however, when the tide was turning potentially in favor of Chinese platforms, 

Beijing launched a broad crackdown on its internet technology companies.  As of early 2022, 

this crackdown continues and intensifies, pulling in not only these companies and their 

executives but also government officials who may have aided and abetted their rise to dominance 
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in China.  In addition to paying fines, redeploying investments to CCP priorities, and potentially 

facing continued legal challenges, Beijing has altered the rules – and the economic mechanism – 

that have underpinned platform growth to date – data, algorithms and finance.   

Under the mantle of “common prosperity” and in response to the “excesses of disorderly 

capital,” the CCP has issued a slew of regulations setting out data privacy and algorithmic rights 

for individuals.  Taken together with its calls for data sovereignty, for new forms of internet 

governance and its demonstrations of new technology standards, Beijing is creating a working 

model of the internet distinctly different from that of the West’s.    

For some observers, this inward turn for China’s platform companies suggests that the heyday of 

their international expansion may be over.  But for China, spreading its digital ecosystem is a 

critical part of its efforts to enhance the country’s stature and performance as an economic hub 

and standard-setter globally.  Chinese technology firms continue to expand, where permitted, 

around the world; and the integration of the China technology stack, the coming Internet of 

Things, cloud computing and single user interfaces suggests that China’s major platforms will 

continue to be vital to its geopolitical goals.  Indeed, after the crackdown has rippled through the 

industry, there is every reason to believe that these platforms will be even more willing (and 

able) to execute on Beijing’s global strategy.   

Platforms and political theory 

If platforms are so significant, where do they properly fit in political theory?  They are arguably 

local and transnational economic entities, technology constructs, and internet infrastructure.  

They are commercial and social exchanges; gateways for dialogue and accelerators of economic 

growth and development.  They form a part of the political economy of the nations in which they 
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operate, the nations from which they originate and the international system through which they 

inter-connect nations, businesses, and peoples. 

From an economic statecraft point of view, they can be tools of their home nation, flexed subtly 

or overtly within a country or across their network.  In this sense, they are akin to financial 

networks, such as SWIFT.  There are important distinctions, however.  Like SWIFT, platforms 

are infrastructural, but their breadth of activity and ability to subtly rather than overtly redirect 

messages, users, and commerce creates a new dimension of control and influence.  In the lexicon 

of Farrell and Newman they may be “weaponized” but in ways that are much more subtle and 

perhaps more invasive than the networks considered in Weaponized Interdependence (Farrell 

and Newman 2019).     

Platforms are also reflections of and conveyers of soft power.  They enable or inhibit sharp 

power.  Taking them down would be a hard power objective.   

Susan Strange, a founder of the modern study of political economy, suggested that one needs to 

consider “structural power…the power to shape and determine the structures of the global 

political economy within which other states, their political institutions, their economic 

enterprises and (not least) their scientists and other professional people have to operate” (Strange 

2015, l. 656).  She continues: “Structural power…confers the power to decide how things shall 

be done, the power to shape frameworks within which states relate to each other, relate to people, 

or relate to corporate enterprises. The relative power of each party in a relationship is more, or 

less, if one party is also determining the surrounding structure of the relationship” (l.667). 

Strange outlines four sources of structural power: “control over security; control over production; 

control over credit; and control over knowledge, beliefs and ideas” (l.698). Social media 
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platforms have demonstrated significant powers of control over knowledge, belief and ideas.  

Digital payment systems, enabled by platforms, have exerted significant control over credit.  E-

commerce platforms in many instances exert control over production (and distribution) of goods 

and services.  To the extent security systems are linked to platforms, such as in Xinjiang, and in a 

number of “safe city” installations China has supported around the world, platforms can be 

understood to have a degree of control over security as well.   

If platforms have these structural power characteristics, an important question is how and which 

actors exploit them to exercise these powers.  This thesis contends that at least in the case of 

China, the CCP has the opportunity to leverage these platform powers on its behalf.  Wherever 

its platforms operate, Beijing has the opportunity to exercise and extend its structural power, and 

in so doing to enhance its global ambitions.   

The implications can be significant.  Where Chinese platforms are able to control or heavily 

influence the perceptions and beliefs of a significant segment of a society, they will likely be 

able to influence the behaviors of that segment—be it buying habits, political engagement, or 

social behaviors.  Where Chinese platforms are able to control or heavily influence commercial 

interactions of a significant segment of a society or business base, they will likely be able to 

influence what is purchased by whom and from whom, how it is shipped, and when it arrives.  

These controls extend to and have impacts on global supply chains and the centrality of China as 

an economic hub.   

Where Chinese digital payment infrastructure exists, it can enable rapid growth of e-commerce 

and physical transactions, supporting economic growth and development.  But it can also surveil 

users, create chokepoints, and moderate access to financial and other systems for purposes other 
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than legitimate transparency or credit-worthiness.  As China’s social credit system is beginning 

to demonstrate, access to extensive user data and reliance on electronic transactions for travel, 

job or school applications, filing government forms, and much more can be managed and 

manipulated through platform technologies.  Collectively, this kind of control and influence 

affects individual as well as national security.  And when combined with more sophisticated 

elements of surveillance and security systems (such as facial recognition, bio-metrics, and 

location tracking), platform powers are significantly enhanced.   

The net result is that the expansion of Chinese platforms across emerging markets has the 

potential to shape those societies and their relationships with the rest of the world, and through 

that shaping, significantly impact the current global order.  Platform powers, whether exercised 

subtly or overtly, are “structural” in the very way Susan Strange conceptualized.   

Policy Recommendations 

If platforms have power, and if the CCP can or is using Chinese platforms to extend its structural 

power globally, what is an appropriate response from the West?  Immediate recommendations 

fall into three areas: platform/internet governance, technology alternatives, and transparency.   

Platform and internet governance 

The US now lags behind Europe and China itself in developing and implementing laws to protect 

the privacy and rights of platform users.  In emerging markets in particular, governments may 

have to choose between systems and platforms that espouse competing views on data 

sovereignty and privacy.  Despite China’s laws providing ready access to this information for the 

government, their approach to internet governance may appear more reasoned than that of the 

US.  This is particularly so if US platforms continue to be fora for hate speech, conspiracy 
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theories, misinformation, and incitement of civil unrest.  These are significant constitutional 

matters to address, but absent a framework that shows US platforms adhere to basic standards of 

privacy and rights, Chinese platforms may be increasingly attractive.  

In addition, the US (as many have argued), should turn its attention to standard setting bodies 

that are likely to influence the future structure, governance and technical architecture of the 

internet.  China continues to play a very significant role in many of these bodies and in 

mobilizing support around its technologies, standards, and views of global internet governance. 

The US cannot afford to sit on the sidelines while the future of a connected world is being 

constructed by others.  Promoting the participation of US companies and civil society in 

appropriate fora, and championing a clear view of future internet governance will show that the 

US is playing its historic leadership role and it will help ensure the internet remains a forum 

incorporating Western ideas of freedom and democracy.   

Technology alternatives 

US technology firms are playing catch-up with China in a number of respects.  In some existing, 

established technologies the US may never match their Chinese competitors—at least at China’s 

price point.  Still, efforts should be made to promote US and Western technology alternatives to 

Chinese options, and to offer pricing and financing that approaches China’s.  As the US 

innovates new forms of connectivity and new and better technologies, however, it needs a means 

to scale these technologies and offer them at prices competitive with China.  That may mean not 

producing this equipment in China due to IP loss.  But the US does not need to go this alone. 

Some of the vital future internet technologies, like 5G, are offered by European or Japanese 

firms.  The US should join with its allies, beyond the clean networks initiative, to promote more 
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integrated technology offerings in emerging markets.  Credit facilities from these nations and 

from the companies themselves should help to level the cost playing field with Chinese 

companies.  

Transparency 

In the face of numerous platform concerns, the free press and NGOs in the US and Europe have 

done a good job exposing economic and algorithmic challenges with Western platforms.  

Government regulators in Europe have documented a number of problems, and levied fines 

where companies have breached laws and regulations.  Greater transparency around how 

Western platforms operate, and the rules they need to abide by, will strengthen the appeal of 

these platforms in other countries around the world.   

Similarly, greater attention needs to be paid to how Chinese platforms operate and greater light 

needs to be shone on any manipulative or CCP related practices that these platforms have 

demonstrated.  The US and Europe should push for transparency laws as part of global internet 

governance.  But these laws should be married to those providing data privacy and algorithmic 

protections, and clearly delineate the powers and access governments may have.  Bringing to 

light concerning platform behavior should not be reserved for Western platforms.   

As the world mobilized against Russian aggression in the Ukraine, many felt it a turning point in 

modern history, one where “free” countries would align against authoritarian systems.  At this 

writing it is too early to tell whether that distinction holds, but the US and US firms represent to 

many the ideas of the rights of individuals, liberty and free choice.  How the West manages its 

platform firms and how they convey and embody those values without sewing and enflaming 
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deep divisions in society, will tell a lot to the world about the health of the US as the world’s 

leading democracy.    

China’s rise to digital dominance is not a foregone conclusion.  But absent concerted and 

effective Western efforts implemented in the near future, the West is likely to wake up to find 

itself on the other side of the digital divide in countries it once counted as friends.  

Areas for Further Research 

This thesis has developed a theory of platform powers and their implications for international 

affairs, with a focus on Chinese platforms.  It contends: 

(1) That platforms have powers of influence,  

(2) That various actors can exploit these powers of influence, 

(3) That these powers of influence can affect national and international business and politics,  

(4) That Chinese platforms have potentially enhanced powers of influence,  

(5) That Chinese platforms bring these powers of influence to markets they are expanding 

into, 

(6) That Chinese platforms use these powers of influence on behalf of the CCP, 

(7) That Chinese platforms are likely to continue to expand in emerging economies, and 

(8) That, as a result of this expansion into emerging markets--and their relationship with the 

CCP-- there will be changes to national and international social, commercial and political 

environments in favor of China. 

The thesis has sought to provide sufficient evidence--from already extant research--to give 

substance to each of these contentions and to the entire theoretical construct.  Such an effort 

should be tested more rigorously at each level of the construct and again holistically.   

Platform technologies are fast moving and rapidly evolving.  Technology advances, new 

regulatory controls, geo-political tensions which restrain or enhance one country’s technology 
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over another’s, increasing digital sophistication at national levels, global standards, competition, 

and a host of other factors could conceivably affect this theory.   In its essence, though, the 

theory proposes that individuals, societies, and the international system itself are subject to 

influence through the primary means by which their citizens interact on the internet.   Today, 

those means are platform companies who provide forms of mass communication, commercial 

relations, and access to information and resources.  These companies, driven by profit motives, 

continue to evolve and adapt, creating new immersive environments (such as the metaverse) 

while becoming an ever more essential infrastructure of the internet.   

This research looked primarily at the implications of Chinese platform expansion globally.  A 

fundamental area of future research must be to apply the same arguments and tests to Western 

platforms as those for Chinese platforms.  Such research is likely to find similar powers and 

efforts at influence, though possibly less state directed/guided, among Western platforms.  With 

that said, there are six specific areas of future research which are recommended and three 

suggested country case studies.   

These are: 

a) Platforms powers 

b) Chinese platform powers 

c) Tests of Chinese platform powers outside of China 

d) Tipping points and pre-eminence 

e) Accelerators and inhibitors 

f) Principal/agent dynamics 

g) Suggested case studies 

Areas of future research for each are suggested below.  
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a) Platform Powers 

There is increasing evidence of the ability of platforms to influence what users see, believe and 

act on.  However, there are as yet few systematic tests of this influence particularly for national 

and international politics and commerce.  Some examples exist, such as measures of the Russian 

influence campaign on US elections in 2016.  But more extensive testing would look 

systematically not just at influence campaigns but social media influencers and social media 

organized product boycotts or endorsements.  How effective are these?  What are mitigating or 

offsetting factors to that influence.  How do influence efforts translate into political, social or 

commercial actions—and to what effect are these actions? 

b) Chinese Platform Powers 

Chinese platforms are active partners in the CCP’s efforts to surveil and control activity on 

China’s internet.  A number of studies have been done evaluating the degree and effectiveness of 

platform censorship efforts.  Studies are also focused on the emerging social credit system 

functionality in China.  Studies that compared Chinese and Western platform powers would be 

instructive in determining to what extent Chinese platforms’s powers are greater or different 

from those of Western powers.  Are these distinctions inherent in the platform design or in its 

application in China?  How might these answers inform views on the expansion of Chinese 

platforms outside of China? 

c) Tests of Chinese platform powers outside of China 

Evidence is accumulating on Chinese platforms’ efforts to censor, surveil and potentially control 

populations outside of China.  More research is needed on the extent of these efforts and how 
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effective they may be.  Research by ASPI (Ryan, Fritz, and Impiombato 2020; Russell and 

Berger 2021; Hoffman 2019) and Human Rights Watch (Y. Wang 2020) has documented 

WeChat influence efforts, but less is known about Tencent more broadly, particularly in the 

gaming industry.  Research on Alibaba and e-commerce efforts could evaluate diversion from 

Western e-commerce platforms and expansion of trade with China.  Additionally, to what extent 

are Chinese platforms influencing algorithms and behaviors of companies in which they are 

minority and majority investors such that they reflect CCP preferences?   

More also needs to be known about inter-operability within the Chinese technology stack and the 

ability to facilitate Chinese versus Western platforms on this stack.  How are these stacks 

evolving and what does next generation technology, such as the Internet of Things, mean for 

deeper integration of Chinese technology, potentially to the exclusion of Western technologies? 

d) Tipping points and pre-eminence 

The theory postulates that once a Chinese platform becomes preeminent in a country, it will be 

able to exert much greater influence.  But is there a tipping point at which this influence becomes 

dominant or more pervasive?  Until then, do Chinese platforms serve in an augmenting role to 

influence campaigns and other efforts of the CCP via Western or local platforms?   

What are the competitive advantages and weaknesses of Western platforms in an environment 

where they may be competing head to head with Chinese platforms?  What specifically can 

Western platforms, Western governments, and international institutions do to ensure a 

competitive environment continues in emerging economies?  To what degree are countries 

swayed by discourse on digital sovereignty, lower cost technologies?  Case studies of 

competition between Western and Chinese platforms and factors leading to one’s preeminence 
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over the other would be instructive.  Finally, to what degree do platforms (Chinese and Western) 

adhere to local laws and regulations with respect to content, moderation and access?  

e) Accelerators and Inhibitors 

A more systematic study of accelerators and inhibitors would provide a clearer picture of the 

potential evolution of Chinese and Western platforms in third countries.  Regulatory changes 

underway in China, Europe and potentially the US could have significant impacts on how 

platforms operate and their relative attractiveness to countries.   Where are next generation 

innovations, such as the metaverse, being rolled out and what might their impact be on platform 

attractiveness and use?  If decoupling accelerates, is there a breaking point between Chinese and 

Western systems where countries will need to choose, or find themselves by default, in one camp 

or the other?  Is there a more definitive list of accelerators and inhibitors?  What has been 

missed, under or overstated here? 

f) Principal/agent dynamics 

Chinese platforms may have significant powers of influence, but if they are unable or unwilling 

to exercise them on behalf of the CCP, then their presence is more benign than the theory 

hypothesizes.  The thesis developed a proposition that the CCP’s ability to compel desired 

behavior on the part of the platforms is being enhance through the current regulatory crackdown.  

Tests of this, along the lines proposed by Norris (Norris 2016) would illuminate the degree to 

which Chinese platforms do conform to Beijing’s wishes.  However, such tests may need to wait 

to see how the regulatory reforms unfold and how the platforms react as a result in third 

countries.  
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g) Suggested case studies 

While numerous countries in the emerging markets would provide useful testing grounds or case 

studies for this research, three are recommended here: Indonesia, Kenya, and Serbia.  Each has 

been chosen because of their strategic position geo-politically and their efforts to balance the 

influence of the West with that of China. Ideally, all three case studies would be carried out 

under similar research design and therefore be able to illuminate not just specific country results 

but comparative results across different geographies, cultures and political economic 

environments.  

Indonesia, the most populous nation in Southeast Asia, has sought to strike a balance between 

China and the West in the development of its economy and national infrastructure.  It has a large 

and influential Chinese diaspora population and possesses a number of South China Sea islands 

which China claims ownership of (Siao 2021).  Indonesia is strategically significant given both 

its population and its position in the South China Sea.  A key member of ASEAN, it has 

historically sought to maintain neutrality and balance between the powers in the region 

(Grossman 2021).  Indonesia is also among the most hotly contested platform markets in the 

world.  Chinese and US platforms have been investing money in start-ups, acquisitions and 

launch of their own branded platforms in the market.  As such, Indonesia represents a country 

where the economic and political efforts to establish platform preeminence loom large.  A case 

study in Indonesia would be designed to measure the degree of penetration of US versus Chinese 

versus local platforms (as well as the extent of China’s technology stack); the degree of CCP 

influence being conveyed through Chinese platforms; and the reaction and interest of citizens 

there with respect to origin of platforms and the associated economic and political implications.  
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Kenya has historically been more aligned with the West but recently has been the recipient of 

significant infrastructure and technology investments from China.  Some of these have become 

controversial, while others proceed without much fanfare.  Almost all are linked with the 

country’s efforts to accelerate economic development as population rises and job opportunities 

remain limited (Otele 2021; Xinhua 2021).  As noted in previous chapters, Kenya has turned to 

China for digital payments and safe city technologies, while Chinese entrepreneurs have sought 

to build local e-commerce platforms.  Kenya’s relatively large population, its influence on the 

continent, and its success and challenges with Chinese investment represents another rich case 

study environment.  As with Indonesia and in comparison with it, a case study would explore the 

degree of Chinese technology penetration and adoption in the country both in the tech stack and 

in the platform economy.  The study would look at both overt positions (under Chinese brands) 

and less overt positions through acquisitions, joint ventures and venture capital.  How successful 

have Chinese platforms been in comparison with local and Western platforms.  What are their 

relative merits/shortcomings compared with Western or local platforms. What is the perception 

of the users, and the position (private and public) of government officials with respect to Chinese 

versus Western versus local technology and services.  To what degree is it possible to measure 

CCP influence efforts through its own platforms versus through other platforms?   

Serbia, an aspirant to the EU, historic ally of Russia’s, and new friend to China has welcomed its 

country as a hub in China’s Belt and Road Initiative.  It has also invited Huawei to develop its 

safe cities infrastructure and launch an innovation center in the country, while promoting and 

extoling Chinese investment and development (Euroactive.com 2022; W. Wang and Resare 

2021).  Sitting at the crossroads of Western and Eastern Europe and now a “steadfast” friend of 

China’s, Serbia will provide a useful case study in the adoption and development of Chinese 
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platforms in the country.  In addition to providing data similar to Kenya and Indonesia, Serbia’s 

position at the border of the EU, as a hub for the Belt and Road, and as a technology proponent 

of China, would enable a close up look at the competition between Chinese, Western and 

Russian interests as it plays out in the technology and influence domains.   

While not a comprehensive analysis of every country, case studies in Indonesia, Kenya and 

Serbia offer a perspective into three different geographic locales.  Further, each of these 

countries sits in a geo-politically critical location and represents a contest between east and west.  

Each is influential in its own ways in regional and international affairs.   

Conclusion 

This thesis proposes a theory of platform powers and the implications of those powers if Chinese 

platforms become preeminent in emerging economies around the world.  It doesn’t propose that 

Chinese platforms are the only means of influence, simply an overlooked and increasingly 

powerful one.  Local and Western media and platforms remain important but are subject to being 

vehicles for influence campaigns that could augment or amplify Chinese platform powers.  

Moreover, where a country is increasingly reliant on China’s technology stack, non-Chinese 

media and platforms may be subjected to constraints that diminish their influence.   

The thesis also does not suggest that countries (particularly emerging market countries which 

have been a significant focus here) do not have agency.  Substantial emerging research shows the 

ability of these nations to manage and repurpose Chinese (and other) investment (see for 

example Chiyemura, Gambino, and Zajontz 2022).  The question is more one of a rising tide.  As 

countries deploy more Chinese technology, and as inter-operability becomes more challenging, 
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at what point does the tide overwhelm?  Platforms are one, important but apparently largely 

overlooked, element in rising seas.  

Still, platforms are evolving rapidly due to technological change, regulatory change, and 

business model evolution, among other factors.  While today, we think of Google and Alibaba, 

Facebook, Tencent and others, new names, new companies, new technologies will likely emerge.  

What will remain, however, is the fact that if a company becomes preeminent in providing 

fundamental access to and services on the internet, that company (and the actors it enables or is 

beholden to) wields considerable powers of influence in that country.  Whose influence?  That is 

a question that this thesis has asked, and has sought to answer, at least in part, relative to China.  
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