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Abstract

Stock price manipulation uses illegitimate means to artificially influence market
prices of several stocks. It causes massive losses and undermines investors'
confidence and the integrity of the stock market. It is evident from the literature
that most existing research focused on detecting a specific manipulation scheme
using supervised learning but lacks the adaptive capability to capture different
manipulative strategies. This begets the assumption of model parameter values
specific to the underlying manipulation scheme. In addition, supervised learning
requires the use of labelled data which is difficult to acquire due to
confidentiality and the proprietary nature of trading data. This thesis presents
novel manipulation detection models that can generally detect all of the targeted
manipulative schemes independent to the need of varying parameters for

specific schemes.

This thesis contributes five different detection algorithms for stock price
manipulation in unsupervised domain that are categorised into three major
models: decomposition based, artificial immune inspired and deep learning
based. Decomposition based models transform stock price trades into orthogonal
and principal components whilst preserving the original information of the input
data. The transformed components are then subjected to a proposed multi-
dimensional binary clustering techniques for manipulation detection. Two
decomposition based algorithms have been proposed in this category that
efficiently improved detection rates with reduced computational complexity.
Immune inspired detection model translates the natural immune system
approach into market manipulation treating a manipulative instance as a
pathogen. The proposed approach is adapted for scaling down the dimension of
the input data set to a set of only three outputs that are then clustered using KDE
clustering. This avoids the need for assigning different threshold parameters as
in a conventional DCA, hence automating the detection process. One of the main
advantages of using this approach is the significant reduction in false positive
rates while further improving the detection rates from the decomposition

models. Deep learning based models can further simplify the problem by



providing a set of features that can be used for training a model avoiding the
need of designing features using an expert. Two deep learning algorithms are
presented in this category: one model exploits the relationship among trading
instances in the form an affinity matrix and later train an autoencoder based upon
it. The second model presents a novel idea to reduce the false positives by
detecting the overlap among normal and abnormal trades using a defined
context. It proposes to jointly train a temporal convolutional network (TCN) and
a generative adversarial network (GAN) together under the context extracted
from the input data. Additionally, an updated similarity metric is explored using
the feature representations learned by the GAN’s discriminator as the basis for

reconstruction.

All of the proposed research models are comprehensively assessed on multiple
datasets of some highly traded stocks and outperforms some of the selected
state-of-the-art models in anomaly detection. The robustness of the proposed
models is further evaluated by comparing the results with selected benchmark
models in stock price manipulation detection. Further a series of experiments on
multiple datasets are also performed including when two or more manipulative
activities occur within a short duration of each other and by varying the window
length of the dataset fed to the model to evaluate the effectiveness of the models.
The results show a significant performance enhancement in terms of the AUC,
F-measure values while a significant reduction in false alarm rate (FAR) has

been achieved.



Chapter 1: Introduction

1.1 Rationale of the Thesis

Market manipulation is an action performed by fraudsters to create a delusional
image of an established commodity’s price, volume etc. through some
illegitimate means [1], pertaining to its own personal profit. Such an illusion
often leads to a false impression of a product’s stocks and even the market. This
ruins the investor’s interest not just in a given stock but also in the market. It
also mutilates public confidence in the market integrity and undermines market
efficiency, which will prevent the development and mitigate the economic

power engine of a country.

Over the years, markets have evolved with diversification in trading practices,
globalisation, sheer competition with more modern businesses being added
every day. Since the markets are an integral part of the modern business world,
they play a significant role in the economy of their respective countries. Indeed,
most of the stock exchanges are being under constant monitoring by several
regulatory authorities, market analysts and researchers in a bid to detect and

identify market manipulation.

However, it is computationally expensive both in terms of manpower and time.
For example, nearly five years after the flash crash of 2010, US department of
justice arrested the man responsible of the trillion-dollar crash in 2015 [2]. Stock
price manipulation, as part of the trade-based manipulation [3] is related to
influencing the trading price of financial security using abusive schemes. It
consequently effects the faith and the predicted gross return from a stock. The
process of manipulation detection and further conviction used was later
described as ‘bicycles to try and catch Ferraris’ by Bloomberg [4]. Intelligent
computational techniques such as data mining, machine learning/deep learning
including bio-inspired techniques can be extremely helpful in reducing the
amount of input effort both in time and labour [5,6,7]. Allen and Gale [3]
classified market manipulation into three main types: action based, information
based, and trade based manipulation. Action based manipulation is an action

rather than trading, performed by the company managers or executives who hold
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the supply of a well-established product by increasing its demand and hence the
stock price. Information based manipulation intends to spread a rumour or
release some inside information about a company or its stock with an intention
to influence the price. The third type is trade based manipulation that specifically
deals with the manipulation within the stock exchange. This thesis focusses only

trade based manipulation given the impacts of it on market sentiments.

1.2 Problem Formulation

1.2.1 Trade-based Manipulations: Stock Price Manipulation

One of the major types of trade-based manipulation is price manipulation in
which the trader targets to influence the buy/sell prices of any company stock.
The other types of trade-based manipulation include volume-based manipulation
and cross-market manipulation. However, the detection for these types is beyond
the scope of this thesis. Moreover, stock price manipulation is excessively used
and hence presents has the largest impact on stock markets [8, 9]. It implements
a variety of strategies like quote stuffing, pump and dump [8], ramping or
gouging also known as Spoof Trading [10] etc. Several researchers, mentioned
in the review section made few attempts in this field using both labelled and
unlabelled datasets [5-7] but failed to acknowledge the dataset, which is rare and
expensive when labelled, along with individual detection models for different
manipulation schemes and the heuristically assumed values for the model

parameters involved in the decision-making process.

1.3 Challenges, Aim and Objectives

As is evident from the above-mentioned sections, stock price manipulation
detection suffers from a wide variety of challenges including lack of labelled
data due to privacy and confidentiality issues in most markets. Also, the
evolving manipulation strategies where no substantial features are defined for a
manipulative pattern of any scheme. Formulating multiple manipulative
behaviours using different modelling techniques for a financial instrument
exhibiting different volatility rates is the major challenge that exist within this
field. The abundance of normal trading data for a few manipulative instances
makes the task even more complicated for two reasons (1) making the whole

dataset unbalanced and the detection model biased (2) overlapping normal and
2|Page



abnormal data patterns that increases the number of false positives. Furthermore,
the unavailability of additional features such as news, global trends, and an
investor’s trading behaviour on a stock over several days, real-time detection of

manipulation detection is avoided.

The main aim of this thesis is the development of generic, robust and efficient
manipulation detection models that can widen the gap between normal and
abnormal trade instances by using efficient feature extraction techniques and
density-based clustering. To achieve such aim, the following objectives have

been defined,

1. Explore various manipulation schemes along with their real-life

examples to study the effects they have on both price and volume.

2. Design efficient feature extraction methods that are able to capture the

effects of different manipulation schemes.

3. To compare proposed approaches with existing benchmark methods in
stock price manipulation by experimentally evaluating on the given

datasets.

4. Develop a clustering algorithm for manipulation detection based on
kernel density estimation where the number of clusters is not required a

priori and validate it through experimental evaluations.

5. Develop an effective detection that can avoid dependencies on data
annotations and test it on large and multiple datasets targeting different
objects including price, volume, spread etc of varying size and volatility

levels.

1.4 Thesis Contributions

This thesis presents novel approaches to detect stock price manipulation using
efficient intelligent approaches after thoroughly studying market microstructure
and the behaviour of various manipulative patterns. The research works
mentioned in this thesis have been peer reviewed for one journal [29] with one
journal under preparation and four reputed international conferences [30-33].

The major contributions of this thesis include:

3|Page



After studying multiple stock price manipulation behaviours, two novel
manipulation detection methods have been proposed in Chapter 3 based
on the decomposition of the input stock price and volume data into
instantaneous frequencies using empirical mode decomposition (EMD)
and principal components based on varying order of variance in higher
dimensions using kernel based principal component analysis (KPCA).
The idea is to observe the behaviour of such decomposed components,
assumed to be active indicators of stock price changes and apply
proposed clustering techniques on them to judge normal and abnormal

patterns.

A fully unsupervised model based on the novel idea of learning the
relationship among stock price instances, in the form of an affinity
matrix is proposed in chapter 5. It is used to train an under-fitting
autoencoder in order to learn an efficient representation of the normal
stock prices using its inherent density estimate as the reconstruction
error. The model envisaged the relationship among the normal trading
instances and evaluate the performance while testing it with the

relationship among normal and abnormal trades.

An immune-inspired manipulation detection technique that translates the
process of detecting a pathogen or any foreign agent in human bodies to
stock price manipulation detection treating the manipulative instance as
a pathogen. In this chapter a small set of extracted features were
categorized into PAMP, Danger and Safe signal based on mutual
information, calculated with the output class. The outputs so obtained
are then subjected to KDE clustering that assigns data instances that form

a cluster of unit size as manipulative instances.

An experimental analysis of detecting stock price manipulation under a
context for activities otherwise treated as normal trades is proposed in
chapter 5. The research proposed a tempGAN model jointly training a
temporal convolutional network (TCN) and a generative adversarial
network (GAN) together under the context extracted from the input data.

The idea is to study anomalous information defined in an optimally
4|Page



generated context using a convolutional neural network over temporal
domain. Additionally, an updated similarity metric is explored using the
feature representations learned by the GAN’s discriminator as the basis

for reconstruction.

e A thorough literature review of existing market manipulation detection
techniques including a review of anomaly detection techniques in
general and those used specifically for time series as presented in chapter
2. Furthermore, an experimental evaluation of a selection of those
benchmark approaches both in market manipulation and anomaly

detection has been performed in chapter 3.

1.5 Scope of the Thesis

The scope of this thesis is limited by the detection of stock price manipulation
rather than identification of manipulative scheme using unsupervised machine
learning. Each proposed approach is validated on standard datasets free from
any manipulative instance and the results are compared with existing state-of-
the-art approaches using quantitative evaluation metrics. This thesis also
discusses the regulatory aspects of market manipulation and explores case
studies associated with different types of manipulative schemes both in US and
UK. However, the impacts of market manipulation on trading across markets,

privacy and training of auditors are treated as beyond the scope of the thesis.

The dataset considered for validating every proposed approach is level — 1
intraday tick data which shows the best bid and ask price for a security including
the trades avoiding level — 2 and level — 3 data which shows more complex
information about best bid and offers from multiple investors at different depths
of trade. In other words, the scope of this work is limited to finding manipulative
behaviours in the intraday time series considering only one best bid and offer as
the reference. The proposed approaches also focus only on three different types
of manipulative schemes that includes pump and dump, spoof trades or spoofing
and quote stuffing. It is also limited in its capability in detecting specific volume

based manipulation schemes, wash trades and cross market manipulation.
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1.6 Publications
This section provides the details of the published papers or are ready to be
submitted in both peer-reviewed journals and reputable conferences based on

the research work mentioned in this thesis.
Journal papers:

1. B. Rizvi, A. Belatreche, A. Bouridane and 1. Watson, “Detection of
Stock Price Manipulation Using Kernel Based Principal Component
Analysis and Multivariate Density Estimation,” in IEEE Access, vol. 8,
pp. 135989-136003, 2020. (Contributes to Chapter 3, Price

Manipulation using Decomposition Techniques)

2. B. Rizvi, A. Belatreche and A. Bouridane, “Manipulation Detection
using Contextually Learned Similarity Metric for Anomaly,” IEEE
Transactions on neural networks and learning systems (under review),
2021. (Contributes to Chapter 5, Price manipulation using Deep

Features)
Conference papers:

1. B. Rizvi, A. Belatreche, A. Bouridane and K. Mistry,” Stock Price
Manipulation Detection based on Autoencoder Learning of Stock Trades
Affinity,” 2020 International Joint Conference on Neural Networks
(NCNN), Glasgow, UK, pp. 1-8, 2020. (Contributes to Chapter 5,

Price Manipulation using Deep Features)

2. B. Rizvi, A. Belatreche and A. Bouridane, “A Dendritic Cell Immune
System Inspired Approach for Stock Market Manipulation Detection,”
2019 IEEE Congress on Evolutionary Computation (CEC), Wellington,
New Zealand, pp. 3325-3332, 2019. (Contributes to Chapter 4, Price

Manipulation using Bio-inspired Artificial Immune Systems)

3. Bagar Rizvi, Ammar Belatreche and Ahmed Bouridane, “Immune
Inspired Dendritic Cell Algorithm for Stock Price Manipulation
Detection,” in Conference proceedings Intelligent Systems and

Applications, Intellisys, Advances in Intelligent Systems and
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Computing, vol 1037. Springer, Cham, pp. 352-361, 2019. (Contributes
to Chapter 4, Price Manipulation using Bio-inspired Artificial

Immune Systems)

4. Bagar Abbas, Ammar Belatreche and Ahmed Bouridane, “Stock Price
Manipulation Detection Using Empirical Mode Decomposition Based
Kernel Density Estimation Clustering Method,” in Conference
proceedings Intelligent Systems and Applications, Intellisys, Advances
in Intelligent Systems and Computing, vol 869. Springer, Cham, pp. 851-
866, 2018. (Contributes to Chapter 3, Price Manipulation using
Decomposition Techniques)

1.7 Structure of the Thesis

This thesis is designed in a way to first introduce the stock market manipulation
and its types in the first chapter. Along with problem formulation and the
challenges, existing regulations in US and UK are also introduced in the first
chapter. As always imperative the aim and objectives of the thesis along with
published research in the form of contributions made so far are also mentioned
here.

A detailed study about the literature is explained as part of the second chapter:
Literature review. Both empirical and anomaly detection models using
machine/deep learning within stock price trades are discussed here. In addition,
anomaly detection models within time series are also discussed in this chapter
for a better understanding of how other models have progressed upon time series
data and what makes them vulnerable to false positives if employed for stock

price manipulation detection.

The rest of the thesis is organised as follows: Chapter 3 discusses the
decomposition methods including empirical mode decomposition and principal
component analysis along with their experimental results and a detailed
discussion about the approach followed by conclusion. Chapter 4 briefly
explains Dendritic Cell Algorithm under the abstract of artificial immune
system. It further elaborates the implementation of dendritic cell algorithm

7|Page



approach to stock price manipulation detection. It also discusses the
experimental evaluation of the results followed by discussion and conclusion.
Chapter 5 discusses the role of deep learning in detecting price manipulation by
introduce some basic approaches first and how they are adapted towards
detecting manipulative instances. One of the major challenges faced within
market manipulation is the contextual evaluation of a manipulative behaviour to
reduce the number of false positives in detection, is also discussed and a novel
solution using deep learning techniques is proposed within this chapter, the
experimental evaluation discussed and concluded. The thesis is finally
concluded in Chapter 6 including future aspects of the manipulation detection

that can be implemented.
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Chapter 2: Literature review

2.1 Introduction

2.1.1 Background

There is an increasing demand of analysing stock price data at most of the stock
exchanges around the world. One of the key objectives in doing so is the
establishment of a detection model that can identify manipulative instances
caused by the market manipulators or market abusers. Allen and Gale [3]
classified market manipulation into three main types: action based, information
based, and trade based manipulation. Action based manipulation is an action
rather than trading, performed by the company managers or executives who hold
the supply of a well-established product by increasing its demand and hence the
stock price. Information based manipulation intends to spread a rumour or
release some inside information about a company or its stock with an intention
to influence the price. Four Kaupthing Bank executives were caught financing
their own share purchases in large and hefty amounts arousing the interest of
others [34].

Trade based manipulation on the other hand has everything to do inside a stock
exchange where traders, investors, or brokers buy/sell stocks at different prices
for different volumes (number of shares or bonds etc. for any security, traded
during a period of time) [3], [5]. Unlike action and information based, in trade
based manipulation, market manipulators use fraudulent strategies by following
up a series of actions imposed on the order-book to influence the equity price of
a commodity. The Securities and Exchange Commission (SEC), in a press
release, 2015 charged Costa-Rica based MoneyLine Brokers Firm and its
founder for engaging in “Pump & Dump” schemes to artificially inflate a stock’s
price of Warrior Girl, a former shell company and then sell their own shares
[34]. According to the report, MoneyLine and its subordinates made illegal
profits estimated at a total of $2.3 million. One of the major types of trade-based
manipulation is price manipulation in which the trader targets to influence the

buy/sell prices of a financial security.
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It is important to explore some important definitions used throughout this thesis.
Table 2.1 describes some of the important terminology along with this

explanation relevant to stock market manipulation.

Table 2.1: List of terms commonly related to stock markets

Security A financial instrument that can be traded on a market e.g.,

stocks, bonds, forex, shares, etc.

Trade A transaction resulting from the matching of two orders

(buy and sell sides)

Regulatory A market that is regulated through a Directive 2014/65/EU
Market [1].

Regulator A competent authority responsible for the investigation and
prosecution of market manipulation/abuse. More details

provided later in this chapter

Order A buy or a sell order in association to a financial instrument
submitted on any trading platform by an

investor/trader/broker.

Order type A buy/sell order with a particular set of features i.e., limit

order, auction order etc.

Order-book A record of orders made by trading members with time-
stamps, order ID, price, and volume for a given security

including order cancellation.

Trade book A record of trades by trading members with time-stamps,
trade ID, price and volume including the trade and

cancellation information.

Allen and Gale, 1992 [3] first proposed the theory and principle behind trade
based manipulation. It explained that the possibility of trade based manipulation

is increasingly higher when it is uncertain that a market buyer has potentially
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sound knowledge about the firm’s prospects. Aggarwal and Wu [35] further
studied this idea and made several important conclusions in their work. They
studied nearly 192 SEC cases from 1992 to 2006 and found that stocks that were
of low value and illiquid were commonly targeted. This meant that stocks that
were less traded and remained in low volumes were the focus of manipulated
schemes. It also explored market efficiency through the trades made by normal
investors which indicates the true information about a traded financial
instrument but warned that it also favours a market abuser as the number of
normal investors increases. Because as the normal trader competes for shares,
the profitability of the manipulator also increases thereby making the

manipulation more possible.

A vast number of empirical and theoretical studies have been conducted in stock
price manipulation cases as compared to the detection of trade based stock price
manipulation. However, most of them claimed significant improvements in the
detection results either only based on certain assumptions in their applied
research or using labelled datasets, which makes it easier for the model to learn
the anomalous patterns and provide better detection accuracy on the test data.
This chapter aims to study the effects of different manipulation detection
algorithms proposed in the past upon different schemes. Furthermore, for a
manipulation case within a stock, it is always observed that there is an abundance
of normal stock price and volume data compared to the manipulative instances.
In addition, the scarcity of a manipulated dataset makes anomaly detection
within unsupervised domain very challenging. It is to this effect that a
comprehensive evaluation of the anomaly detection techniques suitably applied
over time series are explored and described as part of this research project
(included in this chapter). Besides, it is also relevant to explore some of the
general concepts associated with market manipulation including the regulations,
regulatory agencies, types of manipulation schemes with real life cases along
with the need to impose machine learning on market manipulation detection due

to the regulatory challenges faced.
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Figure 2-1: (a) lllustration of the spoofing activity (Saw-tooth waveform) on Sept 25, 2012 and (b) Snapshot of the
pump and dump (Spike waveform) manipulation activity from Dec 14, 2011 shows an 8 % rise of Westinghouse
Air Brake (WAB) Tech. price within 1 sec and return to previous level 3 secs later. (c) Snapshot of Quote stuffing
activity from Nov 01, 2012 shows thousands of quotes been sent to flood the market from 12:26:50 to 12:39:42 pm

as is observed the number of trades fell to a lowest level during this interval.
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2.2 Manipulation Schemes

It should also be noted that market abusers trying to influence the prices of a
stock by fraudulent activities like spoof trading, pump and dump, etc., follow a
sequence of well-defined and more importantly ‘evolving’ actions or strategies
to control the equity price of a stock. Few of such schemes covered in this
approach are traditional pump and dump and emerging high-tech schemes like
spoof trading/ramping, quote stuffing. They are selected because of their impact

on the market and the increasing number of cases SEC put to trial [2].

Spoof Trading: One of the most prominent type of price manipulation tactic is
Spoof Trading [10] also known as ramping. As an example, a manipulator wants
to sell a stock at a higher price than the current ask price. The manipulator will
enter spoofed buy order in a larger volume at a higher price than the current bid
making other investors believe that this increased price is genuine thus expecting
other legitimate investors to join. Once the order is matched, the manipulator
will withdraw the large spoofing buy order then issue a sell order of large volume
of shares at this manipulated price as shown in Fig 2.1 (a). A manipulative
spoofing order stays in the grey zone until disclosed, as the orders mentioned in

the order book cannot guarantee which of them is real or fake.

Pump and Dump: In the case of pump and dump, the manipulator begins by
creating a high demand of a stock using false information [9] leading to its price
rises (pumped) and the manipulator sells it (dumped) when sufficient number
of orders are added or when the desired bid price is achieved shown in Fig 2.1(b)
[16].

Quote Stuffing: Quote stuffing is associated with high frequency trading (HFT),
where the manipulator uses high frequency trading algorithms to flood the
market by quickly entering and withdrawing a large number of non bona-fide
buy and sell orders [11]. This hereby creates a confusion among the traders
about the amount of trading activity. This further affects the normal investors
in delaying their trades especially the participants that do not use HFT
algorithms and consumes a lot of exchange resources [12]. One of such a case
study has been presented in Figure 2.1(c) [15]. It can easily be comprehended

that the number of trades fell to a lowest level during the time interval (651
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seconds ~ 11 mins) when abnormally large amount of quotes/sec (~ 10000 plus)

were made [13].

As illustrated in Figures 2.1 (a-c), most price manipulation activities follow a
trend of increasing the price of a stock by submitting non-bona fide orders,
executing the sell at the manipulated price and then a rapid withdrawal of the
buy order leads to a sudden drop in prices as well. As stated before, the
implication of manipulation schemes like spoofing trading, ramping and pump
and dump can be critical on the market [14]. A detailed representation on
Spoofing shown in Figure 2.1 frames up the rise and fall of prices for
Demonstrate holdings LLC listed on NYSE in a total span of 1.3 secs [15]. The
sale was executed at $101.32, which is around 8 bps (basis points: unit of
change, 1bps = 0.01%) up than the current bid price as shown in Figure 2.1(a).
Another manipulation case of pump and dump is illustrated by a spike pattern
on Westinghouse Air Brake (WAB) Technologies Corp. where the manipulated
bid price is moved 8% and reverted to its prior level in tiny time interval of 3
secs as shown in Figure 2.1(b) [16]. A detailed survey report presented in [17]
provides an insight into the modelling techniques used in financial data. Along
with prediction, a vast number of research studies have been carried out on stock
market manipulation detection. Since the financial crisis of 2008, Volatility
Index reaching record levels, the flash crash of 2010 [18, 19] and because of the
abusive activities, markets have been highly monitored by market analysts,
regulatory organisations, and researchers. Due to our focussed unsupervised
learning model, much of these schemes were recreated following several cases
of manipulation [11, 13, 16, 20-22] before injecting them into the original stock

prices.

2.3 Experimental Dataset

The dataset used in this research comprises of thirteen different stocks including
Apple, Amazon, Google, Intel Corp and Microsoft for 21% June 2012 and others
including Apple, Amazon, Microsoft, Google, Intel Corp, EBAY, Cisco,
Netflix, Nvidia, Facebook, SIRI US, QUALCOM and AMD from 12"
November 2018. It consists of level 1 tick data of stock price information along
with its derivative for 215 June 2012 on NASDAQ Stock Exchange, USA taken
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Figure 2-2 Synthetic dataset generated on Amazon stock prices by injecting manipulative instances at random locations.

from the LOBSTER project [48], and the stocks from 12" November 2018 taken
from Bloomberg trading platform, Newcastle business school (NBS),
Northumbria University, Newcastle, UK. Figure 3.8 shows the variation of the
bid price for different stocks beginning from 9:30:00 to 9:30:52 from 21% June
2012. Such a data is selected for its high volatility, high trading frequency and
the total number of trades per day (~1 million per stock) that makes it prone to
manipulation as aforementioned. The dataset from the LOBSTER project,
employed in this research is free from any manipulation activity [9, 27]. Hence
a synthetic dataset is prepared by injecting artificially generated anomalies
similar to the ones shown in Figure 2.1 onto randomly generated locations
making it a combination of normal and manipulative trades. Since the dataset
collected from NBS has not been reported to have price manipulation yet; the
results calculated from such are not compared with the existing research in stock
price manipulation detection. Figure 2.2 shows the normal input Amazon stock

prices from LOBSTER dataset with manipulative instances injected into it.

3.3 Regulations

This section describes the market manipulation regulations in two major active
markets: United States and United Kingdom. Stock market act as a medium of
not just a trading facility associated with the movement of stocks, futures, etc.
they also act a medium of communication over one’s subjective analysis about
the price of a financial instrument. The US Supreme court illustrates this as

“Well developed markets are efficient processors of public information. In such
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markets, the ‘market price of shares’ will ‘reflect all publicly available

299

information’” [23]. Alternatively, it means that “The idea of a free and open
public market is built upon the theory that competing judgments of buyers and
sellers as to the fair price of a security brings about a situation where the market
price reflects as nearly as possible a just price” [24]. In this context, market
manipulation can be understood as an act that hinders such fair operation based

on,

e Fictitious financial transactions to manoeuvre the price at an intentional

level.

e A sequence of orders/contracts that aims to create a misleading

impression.
e Sharing and spreading false information that misleads investors.

a. US Federal Regulations on Market Manipulation

After the market crash of 1929, several provisions related to market
manipulation were described and included under US federal law in 1933
Securities Act, 1934 Exchange Act, 1936 Commodity Exchange Act (CEA)
observed at different levels within the hierarchy of US federal market regulators
shown below. Specifically, sections 9(a) and 10(b) of 1934 Securities Act
included key statutes about market manipulation under which different schemes
like pump and dump, marking the close and wash trades were covered.

US department of Justice
Jurisdiction: global

Investigatory Arm: Federal Bureau of Investigation (FBI)

US Securities and Exchange Commission
Jurisdiction: OTC and exchange traded securities

Investigatory Arm: Division of Enforcement




Commodity Futures Trading Commission
Jurisdiction: OTC and exchange traded securities

Investigatory Arm: Division of Enforcement

a.1 Section 9(a) (15 USC § 78i(a)) — Prohibition Against Manipulation of
Securities Prices

US Congress designed section 9(a) stating “to prevent rigging of the market and
to permit operation of the natural law of supply and demand” [25]. Several
objectives were defined within this law making it illegal to

e Establish “a false or misleading appearance of active trading in any
security other than a government security, or a false or misleading

appearance with respect to the market for any such security”.

e Engage in a series of transactions that creates “actual or apparent active
trading” or raises or depresses prices “for the purpose of inducing the

purchase or sale” of a security by others; or

e Knowingly spread false information about a security in order raise or
depress its price and thereby induce the purchase or sale of a security by

another.

a.2 Layering and Spoofing under Exchange Act ‘34 and CEA

Spoofing and layering described above, are made unlawful both under the
sections 10(b) and Rule 10b-5 of exchange act and also under section 4(c)(1)-
(4) (7 USC 8§ 6¢c(a)(1)-(4)) of CEA for prohibited transactions. Originally
proposed in 1936 as prohibiting any trade that cause any financial instrument
price to be reported, registered, recorded that is not a true and bona-fide price
[26]. Apart from spoofing and layering the act also covered major manipulation
schemes such as wash trades, cross trades, and accommodation trades. Congress
further expanded section 4(c) following the flash crash of 2010 and more

importantly based on the financial crisis of 2008/9. The new section (7 USC 8
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6¢c(a)(5)) states that it “shall be unlawful for any person to engage in any trading,
practice, or conduct on or subject to the rules of a registered entity that (A)
violates bids or offers; (B) demonstrates intentional or reckless disregard for the
orderly execution of transactions during the closing period; (C) is, is of the
character of, or is commonly known to the trade as, ‘spoofing’ (bidding or

offering with the intent to cancel the bid or offer before execution) [27].

b. UK Regulations on Market Manipulation

Market regulations about manipulation were incorporated into the UK domestic
law in 2014 through EU’s Market Abuse Regulation (MAR) No 596/2014 that
came into effect in 2016. It remained unaffected by the Brexit transition due to
the amendments made to Financial Services and Markets Act (FSMA) 2000 and
Financial Services Act (FSA) 2012. There are three major regulatory authorities
in UK that includes Financial Conduct Authority (FCA) mainly convicting using
civil enforcements, Serious Fraud Office (SFO) offers criminal convictions and
Office of Gas and Electricity Markets (Ofgem) regulating energy markets.

Financial Conduct Authority

FEA?&“@S‘S'&‘# Jurisdiction: OTC and exchange traded

AUTHORITY

instruments (Global)

Investigatory Arm: Enforcement Division

Serious Frauds Office

SFO Jurisdiction: OTC and exchange traded

instruments

Investigatory Arm: In-house investigators,

Metropolitan Police, National Crime Agency

Office of Gas and Electricity Markets
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Jurisdiction: Exchange instruments in UK

energy markets

Investigatory Arm: In-house investigators

b.1 EU’s Market Abuse Regulation
The regulations embedded in FCA stems from the EU” MAR article 15 makes it
unlawful to involve or attempt to engage in market manipulation activities

defined in article 12 of the same that includes [28]:

e Entering a transaction which gives, or is likely to give, false or
misleading signals as to the supply of, demand for, or price of, a
financial instrument, a related spot commodity contract or an

auctions product based on emission allowance.

e The placing of orders to a trading venue, including any cancellation
or modification thereof, by any available means of trading, including
by electronic means, such as algorithmic and high-frequency trading

strategies, and which has a manipulative effect.

- Disrupting or delaying the functioning of the trading system
of the trading venue or being likely to do so.

- Making it more difficult for other persons to identify genuine
orders on the trading system of the trading venue or being
likely to do so, including by entering orders which result in

the overloading or destabilisation of the order book.

According to the rules defined in FSMA § 123, FCA can only impose civil
penalties on any person/firm in violation of the MAR article 15. This is due to
UK declining to adopt EU’s regulation specifying criminal penalties for market

manipulation making it restricted to dues to be imposed under civil court.
2.3.1 Regulatory Challenges

The regulatory policies enacted by the statute often face challenges in the face

of ever changing technological advancements within the market. Increasing
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high frequency trading (HFT) and continuous investments by private firms to
thrive in the modern marketplace make the process of detection manipulation
extremely slow as the old rules and law need to be updated with sharp and
modern financial realities. Although, several initiatives taken by SEC including
MIDAS and NEAT [36] tends to tighten the grip of regulation but still lags
behind the technological capabilities of private firms/individuals. Regulatory
challenges exist in three forms including resources, detection and enforcement.
It was reported in 2017, that CFTC lacked enough resources required to regulate
the data that they were getting from CME group, a leading commodity and
future trading exchange. In terms of detection, marketplaces have become
extremely balkanised due to the high frequency transactions and data deluge
with the use of some strategies like quote stuffing. Recently, HFT account for
nearly 35% of all European equity trading and about 60% of the US equity
trading. It is one of the reasons why most of the regulators have now focused
on ex poste investigation rather than ex ante detection. In addition, other
marketplaces private stock exchanges also known as dark pools facilitate more
financial arrangements in terms of liquid instruments when it comes to market
manipulation. In the sense that such dark pools, in the current dynamics, are
more prone to manipulative or fraudulent behaviour. Due to the above
mentioned issues, it becomes imperative for the need of data mining techniques
in market manipulation detection as it can help with decision making by
learning the normal trends of different financial instruments including market

features.
2.3.2 Case Studies: Traditional and New Market Manipulation Schemes

Market manipulation has existed since its very inception along with the
regulations to monitor it. However, markets are always populated by both
upstanding participants and the market abusers. Following the depression of
2008 and the flash crash of 2010, markets have evolved towards more
technological advancements but so have the ‘modes of manipulation’ or the
‘manipulative schemes’ in general terms. This section presents a selection of

case studies covering some of the traditional manipulative schemes like pump
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and dump and new market manipulation schemes like spoofing and quote

stuffing.
e Pump and Dump:

SEC vs Diversified Corp, 2004: In this landmark case, majority stakeholder
(Joseph Radcliffe from Diversified Corp.) in one of thinly traded OTC stock
collected millions of facially unrestricted shares and distributed it to several
people involved within the scheme. He then pumped up the buy price by
bidding against himself at a rate higher than the current market price even
when there was no demand for the stock. More upstanding investors
followed this stock, when the co-conspirators issued several press releases
indicating that this is a good stock to buy. Once the price of the given stock
raised by nearly 2000%, the defendants then dumped all the shares.
Interestingly the case was perpetrated by the defendants between 1996 and
1999, however bought to justice in 2004 by SEC under section 10 article
10b-5 [37].

SEC vs Whittemore, 2011: In May 2005 SEC prosecuted David Whittemore
and associates on account being involved in a pump and dump scheme under
section 10b-5 (previously explained in Chapter 1). As per the complaint, in
July 2004, Peter Cahill, one of the perpetrators who acquired a substantial
position in an energy company named Triton contacted Whittemore, who is
the owner and sole employee of a voicemail service company. On account
of a fake service bought from Whittemore, Cahill offered him 594,0000
shares of Triton which he bought back at $142,000. Furthermore,
Whittemore broadcasted several false messages about Triton stock
misleading the impression about Triton. Prior to this, Triton’s last trade was
at 32 cents for about 10,000 shares which later shoot up to 97 cents per share.
Towards the end, Whittemore and associates made a total profit of $508,085
[38].

United States vs Delgado, 2017: In May 2017, Damian Delgado was
sentenced by a United States Attorney for his alleged involvement in a pump

and dump scheme for a total of 84 months. According to the court
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statements, from 2009 to 2016 Delgado contrived legitimate investors in a
fraudulent scheme by using his associates to hold several positions over a
thinly traded OTC stock at pumped up prices. He and his associates further
made false statements, press releases and through calls for the same stock to
falsely inflate its prices. The companies making those false statements were
more or else shell companies run by his team members. Once, the desired
price for a given stock is matched, the team dumped all the shares for the
same which eventually led to the fall of the stock [39].

e Spoof Trading:

SEC vs Lek Securities Corp., 2019: In 2019, SEC gained significant progress
in a spoofing case against Avalon FA Ltd. in which a US broker Lek
Securities conspired with the Avalon to pursue spoofing scheme in US
equity markets. As per the complaint, Avalon then purportedly entered non
bona-fide orders on one side of the markets, never meant to be executed, to
gain support from the normal investors which eventually raised the market
prices of the targeted stocks and once the orders were matched, they
executed the sale and withdraw the non bona-fide orders. SEC alleged that
Avalon used this method nearly thousand times from 2010 and 2016 with a
net profit of $28 million USD. Following the trial that finally ended in 2020,
Lek was penalised with a total fine of $10 million USD with $5 million in

penalty and $4.48 million in disgorgement [20].

CFTC vs Mirae Asset Daewoo Co. Ltd, 2020: CFTC enforced a civil penalty
of $700,000 on the traders at Mirae Asset Daewoo Co. Ltd. which allegedly
were involved in the entering large spoofing orders from December 2014 to
April 2016 with an intention to subsequently raise the price of a stock on the
other side of the order-book. The large orders, intended to be cancelled as
soon as the selling price of the stock is matched, influenced many normal
investors as a misleading opinion about the actual price of the stock were
created. Smaller sell orders were made on the opposite side of the order-
book and within seconds of their trade, large orders were cancelled.
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2.4 Price Manipulation Detection

Stock price manipulation refers to artificially influence market prices of stocks
using illegitimate means. The intention is to affect the current market price of a
stock manually, though illegally for potential benefits. Market manipulators tend
to influence stock prices using a variety of manipulation schemes, out of which
three schemes are the main focus of a generic detection in this thesis. However,
to achieve price manipulation detection in a plethora of challenges, already
mentioned in Chapter 1, is far from unique. A vast number of empirical studies
upon price manipulation have been conducted compared to its detection.
However, many of them claimed significant improvements in the detection
results either based on certain assumptions in their applied research or using
labelled datasets. This makes it easier for the model to learn the anomalous
patterns and provide better detection accuracy on the test data. This section
provides detailed reviews of some state of the art works in stock price
manipulation detection beginning from bio-inspired models to models that

combine multiple algorithms.

2.4.1 Bio-Inspired Based Techniques

Most of the bio-inspired based detection methods try to mimic the natural
immune system by proposing artificial immune system for price manipulation
detection. Artificial Immune Systems (AIS) are computational intelligence
techniques inspired by the biological immune system. An AIS trains a set of
pattern detectors based on normal data [40]. It assumes or defines an inductive
bias (a set of patterns) only for normal data, which also evolves over time (non-
stationary data). In [41, 43] Lee and Yang proposed an abnormal transaction
detection system in real time. The research proposed to design and develop
variables that can act as antibodies by first learning the structure of an invading
pathogen i.e., learn the data pattern for manipulative instance in a real time data
stream. However, the authors did not mention the targeted anomalous scheme
and few parameters involved, making it difficult to replicate the models for
comparative analysis. The proposed approach was also not evaluated under an
evaluation metric, making it really difficult to assess the performance of the

model.
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In a similar approach by Wu et al [42], a negative selection algorithm, a basic
form of AIS is trained upon abnormal or manipulative data pattern. The authors
describe their approach as an adaptation of the original negative selection as they
incorporated a measure to avoid manipulation altogether. The proposed
algorithm described in the paper forms a string of abnormal feature patterns
taken from the manipulative portion of the intra-day tick data. Unlike natural
immune system, if the chromosome strings match the incoming protein it is
considered as a normal trade or manipulative otherwise, it is the opposite with
negative selection. However, the approach lacked experimental evaluations,
choice of manipulative trades focussed or even briefly introduced, dataset
description and rationale over the comparative significance of negative selection
over other AIS models.

Both research works [42, 43] focussed on detecting manipulative trading
patterns with stock price data but failed to improve the significance of detection
in terms of experimental evaluations, manipulative schemes and even
description of the approach. No following research is conducted on market
manipulation detection using immune-inspired approaches to the best of our

knowledge.

2.4.2 Decomposition Based Mixture Models

A variance outlier based mixture model (VOMM) was proposed by Qi and
Wang [44] to detect abnormal patterns in the stock price time series. According
to which, a VOMM approach decomposes stock price time series into normal
and abnormal components. A residual variance function is defined as the
objective which is maximised over a set of conditions with the premise of being
an outlier. The research was evaluated over tick price data and claimed
significant improvements over models that decomposes stock price employing
Gaussian and Generalized Auto-Regressive Conditional Heteroscedasticity
(GARCH) distributions. The authors argued that any heuristic selection of stock
price distributions e.g., Gaussian, Rayleigh etc. will lead to more false positives
in the detection. The research claimed to achieve significant results in detecting
abnormal patterns but failed to evaluate the model over manipulative trading. In

addition, the approach only considered one variable as the input to the model

24|Page



with the risk of increasing the complexity of a multi-dimensional distribution.
However, other important feature variables including moving average, volatility,
rate of change are key factors that can improve the detection capability of a
model.

Luo et al [45] leveraged the idea proposed in [44] by considering multi-
dimensional features. The authors proposed an approach that takes into account
the outliers generated by principle curve algorithm described in VOMM based
approach for three individual conditions described. The second step of the
approach combines all three groups of outliers using a voting based method and
a probability based method. In summary, the approach proposed an outlier
detection method in stock price data based on voting based outlier mining on
multiple time series (V-BOMM) and a probability based outlier mining on
multiple time series (P-BOMM). For a V-BOMM method, outliers were
predicted based on the majority voting among the three measures defined
whereas for P-BOMM method, a probability based quantitative approach was
used, highest probability associated with the outlier is chosen as the final label.
The results were finally combined in the next step based on a ranking scheme.
Along with the stock prices, daily price range and daily trading amount was also
included for the inter-day trading data considered for validation. Although the
research claimed significant improvements over the compared ones, but it
focussed only on the point based anomaly and did not consider the sequence
based anomalies. As is the case with spoofing orders, a manipulator breakdown
their orders at different prices ranges at different volumes.

Yang et al. [46] constructed a prediction model for the detection of stock price
manipulation activities using logistic regression followed by a factor analysis
and primary component analysis (PCA) to reduce the dimensionality of the input
data. The primary components computed after PCA were input to logistic
regression model and trained against abnormal return as the defined label. The
stock price dataset considered in this approach is taken from China Securities
and Regulatory Commission (CSRC). However, the evaluation metrics used for
results do not justify the detection capability of the approach. More importantly,

use of labelled dataset makes the detection model biased towards the considered
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dataset that could suffer in terms of accuracy when considered over other

datasets.

Cao et al. [47] proposed a novel approach for stock price manipulation including
ramping and pump and dump using Adaptive Hidden Markov Model with
hidden states as anomalies (AHMMAS). The method claims an improved
performance in terms of the area under the ROC curve and the F-measure, for
the four features proposed over other classification techniques like One Class
SVM (OCSVM) and kNN. This approach is validated on a dataset from the
LOBSTER project [48]. Although, this research aimed to provide better
detection capability for an anomaly in the financial data, it relied on the
assumption that data is generated from a particular distribution and used semi-
supervised training for the Hidden Markov Model (HMM) by calling normal
and abnormal instances from the GMM distribution. However, this assumption
often does not hold true, especially for high dimensional real data sets but could
have been justified by using several hypothesis tests which could have been
added in the research. Again, the set of derivative features used in this research
are not calculated as per the definition rather just as the differential of the
variable with time but did not consider the time gap between any two
consecutive samples. The approach focused on decomposing the data using
Dirichlet Process Gaussian Mixture Model (DPGMM) into different
components defining normal and abnormal components and then trained a
Markov model upon those components. Furthermore, the research specified the
number of decomposition components, which is misleading as the distribution
of the normal-abnormal patterns, might overlap with each other, if the specified

number is changed.

2.4.3 Clustering Based Algorithms

Palshikar et al. [49] proposed a graph clustering algorithms based method to
detect stock price manipulation using collusion sets. It states that many
manipulative cases in the stock market involved collusion sets. A collusion set
is a group of traders who trade heavily among themselves. This research
generated a synthetic database based on probability distributions (rather than

using real-world datasets) and collusion sets of different characteristics and sizes
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were injected. Furthermore, it also considered the whole dataset rather than
dividing it into smaller timestamps which will make the clustering process more
robust. Islam et al. [50] tried to improve this work by considering purely circular
collusion sets using Markov clustering algorithm but did not address the similar

problem of detection under timestamp.

Ferdousi and Maeda [51] applied an unsupervised learning approach called peer
group analysis (PGA) to the stock manipulation and claimed to detect cases of
manipulation. PGA is a technique to compare similarity among various features
as they progress over time and in lieu detect changes in their normal behaviour
that leads to market manipulation. However, they did not consider the change of
peer groups over time, which decreases the detection probability when some
members in the same peer group may gradually exhibit distinct behaviour from
that of other members. Kim and Sohn [52] extended this concept and tried to
improve the PGA approach by updating the size of the group with time and
achieved acceptable detection accuracy (AUC ~ 0.845) but failed to identify the
exact location in time of the suspicious activity. Although they tried to generalise
the concept of anomaly in financial data rather than detecting individual
schemes, a subsequent step should have been added to identify the type of the
manipulation activity. Most of the manipulation schemes follow a sequence of
patterns rather than a single event that can be identified as an anomalous

behaviour, an aspect that is also missing from this approach.

2.4.4 Models With Multiple Algorithms

Diaz et al. [53] analysed and compared the knowledge discovery techniques of
data mining such as linear and logistic regression for stock price manipulation.
They modelled the returns, liquidity, and volatility as well as the news and
events related to the stocks using logistic regression. Although, the authors claim
to detect stock price manipulation (inclusive to any specific scheme) using
unsupervised learning over market moves like trading volume effects, liquidity
and returns as part of a quantitative analysis, no account of specific unsupervised
techniques used were mentioned. The authors, however, used intra-day stock
data but considered average returns, average volume, and average volatility

rather than tick features that again make it difficult to specifically locate
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anomalous data. This knowledge gap between the statistical features and
detection techniques leads to irregularities in the manipulation models
developed and hence is prone to suffer from a higher error rate even for the
legitimate trading activity. The authors also trained several supervised classifiers
like C5, QUEST and CR&T for the same feature set and achieved higher
detection results (Accuracy ~ 93%) but used no proper labelling in terms of the
timing instances for manipulative data, as the time frame for manipulation from
SEC proceedings was highly vague. Also, a subsequent analysis of the

manipulation results was also missing from the work.

Ogiit et al. [54] compared the performance of Probabilistic Neural Networks
(PNN) and Support Vector Machines (SVM) with statistical multivariate
methods like Discriminant Analysis and Logistic Regression. The dataset from
Istanbul stock exchange (ISE) used in this research was labelled for normal and
manipulative content making it suitable to employ supervised learning
techniques. Results proved that popularly used machine learning techniques like
artificial neural network (ANN) and SVM performed better as compared to the
statistical multivariate analysis in terms of classification accuracy. In order to
further improve the performance of a neural network, Leangarun et al. [55]
implemented a two-step method for the calculation of the feature set and then
used a feed-forward neural network model for detecting pump and dump and
spoofing manipulations. The dataset from the LOBSTER project [48] used by
the model is a combination of level 1 and 2 at the depth of the order book
consisting of labelled data, normal trades from level 1 and manipulative ones
from level 2. The model achieved 88.28% accuracy in the detection of pump and

dump case but failed to identify the spoof trading case effectively.

2.4.5 Deep Learning Models

Recently, Leangurun et al. [55] proposed a GAN model for learning the normal
trading behaviour of stocks from Stock exchange of Thailand (SET) with the
aim of detecting manipulative behaviours as easily differentiated during test
phase. The authors implemented LSTM layers for generative modelling while
taking random noise as the input and then further passing it along the

discriminative model for classification. The authors work can be appreciated in
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the sense of including temporal aspects while using LSTM layers, but it
simultaneously makes the model unnecessarily computationally expensive when
generating normal trading samples from random noise input. This makes the
model pretentious as it assumes the normal trading behaviour being gaussian in

nature.

Wang et al. [56] claimed significant improvement over the existing approaches
using recurrent neural networks (RNN) by leveraging the ensemble model using
trade based features along with characteristic features towards price
manipulation detection. Based on traditional methods such as feature selection,
modelling and prediction upon labelled dataset, the authors trained an RNN
model using ensemble learning for detecting manipulation instances. The
research is validated upon Shanghai stock exchange, China. Apart from using
annotated data, the research also fails to mention the manipulation schemes
focused. As mentioned before, using supervised approach makes any model
biased towards given stocks and becomes prone to fail given a contemporary

model is present.

2.5 Anomaly Detection Models in Time Series

This section presents a detailed review of the application and analysis of
anomaly detection methods developed for time series in various industrial
issues. It also presents the rationale behind consideration of such methods for
market manipulation detection and a comparative analysis with the proposed

approaches in the later chapters of this thesis.

It is clearly fair to assume in a scenario where there are sufficient number of
normal data instances and rare abnormal instances, anomaly detection rather
than classification is an apt choice. Moreover, the existing challenges in market
manipulation including the pinpointing of an