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Chapter

Artificial Intelligence Deployment
to Secure 10T in Industrial
Environment

Shadha ALAmri, Fatima ALADbri and Tripti Sharma

Abstract

Performance enhancement and cost-effectiveness are the critical factors for most
industries. There is a variation in the performance and cost matrices based on the
industrial sectors; however, cybersecurity is required to be maintained since most of
the 4th industrial revolution (4IR) are based on technology. Internet of Things, IoT,
technology is one of the 4IR pillars that support enhancing performance and cost. Like
most Internet-based technologies, IoT has some security challenges mostly related to
access control and exposed services. Artificial intelligence (Al) is a promising
approach that can enhance cybersecurity. This chapter explores industrial IoT (IIoT)
from the business view and the security requirements. It also provides a critical
analysis of the security challenges faced by IoT systems. Finally, it presents a com-
parative study of the advisable Al categories to be used in mitigating IoT security
challenges.

Keywords: artificial intelligence, Internet of Things, cybersecurity, industry,
industrial IoT (IIoT), 4th industrial revolution

1. Introduction

The 4th Industrial revolution (4IR) is the current era where industry is driven by
technology. It encourages the co-operation between scientific knowledge and experi-
ence with business mindset and requirements. The key technologies that allow 4IR to
be sustained are additive manufacturing techniques, Autonomous and collaborative
robotics, Industrial Internet of Things (IIoT), Big data analytics, Cloud Manufacturing
techniques [1]. The current scenarios show the benefits of IIoT in improving QoS
industries, starting from predictive maintenance, reaching remote controlling of
assets, and deploying Digital Twin concept that allows virtualizing the operations
environment and permits the owner to be proactive when any anomalies are detected
[2]. Even though IIoT adds value to the traditional industry, there should be a balance
between the operational benefits and the security level.

Aims and objectives

* To study and compare the existing IoT architectures
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* To explore industrial IoT (IIoT) from the business point of view

* To analyze various IIoT threats and security challenges and existing mitigation
techniques

* To perform a comparative study of the different Al categories and their
applicability in IIoT security

* To recommend the most convenient Al techniques for mitigation of IloT security
challenges

This chapter is designed to be used as a reference to study the effectiveness of
Artificial intelligence (AI) and to enhance the security techniques for mitigating the
threats faced by IIoT deployment. Section 2.1 discusses IoT architecture and Section
2.2 demonstrates the IoT security challenges. Section 2.3 describes the main AI cate-
gories and their subcategories. It also points out the appropriate and relevant situation
to employ Al categories based on the available data and the type of intelligence
needed. Section 3 explores IIoT details, its significant business model, and the added
values. Section 4 focuses on IoT security in terms of threat model, threats classifica-
tion, and common IoT security mitigations. This chapter ends with a comparative
study of Al categories used to mitigate IIoT security challenges in Section 5.

2. Background
2.1 10T architecture

Internet of Things (IoT) is a service-oriented paradigm that is built on the involve-
ment of several technologies. Therefore, its architecture consists of layers starting from
sensors and reaching to constructive data displayed on the system-analyzer screen.

In References [3-5], the main IoT architecture consists of devices that have sensors
and edge computing which has embedded devices, fog computing such as gateway
and servers, cloudlets such as base stations, and the last component being cloud
computing, which can be any cloud platform. Table 1 shows some IoT architectures
with variations on the number of layers based on five different references. In general,
there are three main layers that are devices, network, and cloud computing. However,
the device layer can be divided into two sub-layers based on the type and functional-
ity: The first sub-layer comprises of end-user devices that contain sensors; and the
second sub-layer are devices that support machine-to-machine communication such

Ref Number of layers Layers title

[3] 5 layers Devices, edge Computing, fog computing, cloudlets, cloud computing

[4] 3 layers IoT layer, fog layer, cloud layer

[5] 3 layers EoT(ecosystem of Things) layer, edge layer, cloud layer

[6] 4 layers Fog network consist of (IoT layer, Mist, cloudlet/edge layer,) cloud

[7] 4 layers Sensors and systems layer, far edge layer, near-edge layer, cloud layer
Table 1.

IoT ecosystem architecture comparison.
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as an Arduino platform. The network layer can be divided as well into two sub-layers
based on the communication characteristics such as the speed and bandwidth: fog
computing and cloudlet. The third layer is the cloud computing layer. Figure 1 illus-
trates the authors’ insights into IoT architecture after studying the literature. Layer
one consists of 10T devices, layer two covers all networking related technologies and
devices, and the third layer consists of cloud computing and related data analytics
technologies.

The IoT layers are connected through networking media using wireless or wired
connections. However, wireless technology evolvement is critical to extend IoT
deployment as the complexity of energy impact and processing capacity are getting
worse at the sensor’s layer [6]. The emerging of 5G in wireless communication adds an
advantage to IoT architecture since it improves the performance by allowing the
transformation of more data in less time, which technically reduces service-latency
and enhances real-time access to data [6, 8].

2.2 10T security challenges

The growing use of Internet of Things (IoT) technology in the industrial sector has
posed new issues for the device and data security. Based on different world statistics,
the number of devices connected to IoT networks is rapidly increasing. This expansion
leads to experience different levels of vulnerabilities, which may—in turn—cause an
increase in security threats and challenges. Security may be regarded as a big threat that
leads to limitations of the IoT systems deployment. As a result thereof, it is the Authors’
view that effective security practices may become more vital in the IoT industry.

The National Institute of Standards and Technology (NIST) designed programs to
boost cybersecurity involvement in IoT [9]. This initiative promotes the development
and implementation of cybersecurity standards, guidelines, and tools for IoT prod-
ucts, connected devices, and their deployment environment.

* Security Challenges: Some common challenges posed by the security
requirements for the IoT systems are given as follows:

o Because IoT involves various and diverse technologies, determining and
understanding security needs is more complicated.

o SRR
Layer3:
Cloud
Computing
Layer 1:Devices Layer2: Network
\ P N N, L J
Figure 1.
IoT architecture.
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o IoT networks typically consist of resource-constrained devices. Therefore,
these devices became the weakest link for cyberattacks.

o The Internet of Things (IoT) may include mobile devices that demand
adaptability, posing security vulnerabilities.

o IoT also generates a vast amount of data, which is referred to as Big data. The
latter has its own set of security and management concerns.

o Security requirements: Because of the varied nature of IoT Applications,
security requirements may also differ. Based on the scenarios from a specific
industry and the infrastructure to which IoT is being applied to, the
requirements and consequent security measures may be changed or
adjusted. Nevertheless, the common security requirements [10-13] of IoT
systems can be summarized as given in Table 2.

Satisfying all the above-mentioned requirements is a huge challenge because of the
limitations and constraints associated with the IoT devices in terms of capability and
capacity to deploy the conventional security solutions.

2.3 Artificial intelligence categories

When it comes to artificial intelligence (AI), there are several philosophical
groundworks that have been done. As per Russel [14], there are two types of Al: weak
Al where machine can act intelligently and strong Al where machine can really think.
However, when hybrid mechanisms are used, the deployment of Al system features is
enhanced.

Artificial intelligence (AI) can be divided into two main categories as per the
mechanisms that are used to reach intelligence through data processing [14-16]. The

Security Example of mitigation techniques Requirement description
requirements
Confidentiality Encryption Only authorized entities should be able to

read it to ensure data protection.

Integrity Hash generation The data should be checked to ensure that
it has not been tampered with.

Authentication, Implement policies, Security * Identification of devices and users.

Authorization, credentials, firewall, and * Special rights or privileges for authorized

Access control authentication servers. Digital users;

(AAA) signature, etc. ¢ Access to resources and data should be

restricted.
Availability Fault tolerance mechanism, clustering The ability to be accessed and used by an

and high availability architecture, etc. authorized entity on demand

Non-repudiation Digital signature Securing information transmission by
supplying confirmation of delivery and
identification to both sender and receiver
so that neither can later deny processing it.
It ensures data origin and integrity.

Table 2.
IoT security attributes, techniques and requirements.
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first category is knowledge-based in which the main component is the existence of
inference engine, and it is known as expert system (ES). The second category is
machine learning (ML) where different algorithms are used to allow the machine to
learn from the dataset. Table 3 illustrates the main Al categories. The core element is
knowledge engineering in order to build either the dataset for ML or the fact database
for ES. The data preparation phase needs to make use of other technology such as data
mining and Big data techniques. The ML sub-categories are supervised learning,
reinforcement learning, and un-supervised learning. The ES types of systems are rule-
based, Fuzzy-logic, and frame-based.

* Machine Learning types (ML): The intelligence behind ML is the ability to learn.
ML involves adaptive mechanisms; therefore, it is considered as the basis of
adaptive systems. In this context, the ML detects and extrapolates patterns by
adapting to new circumstances. This learning process can be based on experience
or examples or analogy. Therefore, ML has three sub-categories as follows:

o Supervised learning;: is learning from examples. This type is the easiest ML
type in terms of mathematical complexity. The machine learns from a behavior

(labels).

o Reinforcement learning: defined as learning from the environment based
on experience. This type is based on an agent that can learn from reward
signal. The machine learns from its mistake.

o un-supervised: referred to as learning based on analogy and to find a
pattern from a dataset. This type is used when there are no examples to learn
from and no reward signal to get feedback.

Figure 2 shows examples of mechanisms for each ML sub-category.

* Expert System (ES): The Expert System, ES is dealing with uncertain knowledge
and reasoning. Rule-based ES consist of five basic components that are shown in
Figure 3: the knowledge base, the database, the inference engine, the explanation
facility, and the user. ES intelligence resembles the way the expert human apply
their knowledge and intelligence to solve the problem in a narrow domain. ES
processes knowledge in the form of rules and uses symbolic reasoning to solve the
problem. The main difference between ES and conventional programs (CP) is
that the CP processes data using algorithms on well-defined operations to solve a
problem in a general domain. Examples of ES are as follows:

Expert system (ES) Machine learning (ML)

Rule-based Supervised learning

Fuzzy logic Reinforcement learning

Frame-based Un-supervised Learning
Table 3.

Artificial intelligence (AI) main categories.

5



Quality Control

ML
mechanisms

Supervised learnin Reinforcement un-supervised
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Figure 2.
Examples of ML sub-categories mechanisms.

Knowledge-base:

Data Base: Facts
Rule If-then

Inference engine
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Figure 3.
Expert system (ES) rule based adapted from [15].
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o Rule-based: is based on logical rules. Its disadvantage comes from
ineffective search strategy and inability to learn.

o Fuzzy logic: is centered on logic that describes fuzziness. It models the
common sense of a human. Tuning is the most ponderous stage of building a
fuzzy system.

o Frame-based: is constructed on structuring knowledge based on object
attributes. It usually uses pattern matching but it has a limitation to make
decisions about the hierarchical structuring during knowledge engineering.

3. Artificial intelligence in industrial IoT
3.1 The significance of Al in IIOT

Artificial intelligence (AI) deployment in Industrial IoT (IIoT) systems is very
convenient due to the huge data generated by the IoT system. Al approaches are used to
infer knowledge and support data analytics. The main areas requiring exploration and
proposing solutions for intelligent IIoT systems are threat hunting and intelligence,
blockchain, edge computing such as cloud computing, privacy preservation [17].

The generated big data from IloT are due to real-time computation and the risk
increases when the communicated data are critical and sensitive; therefore, Al can
support the need of big data analysis with low latency [2]. Designing security and privacy
solutions require to identify business processes and operations. However, this task is
complex in the regular industrial system, and it comes more sophisticated in IIoT [18]. Al
technology deployment has several implementations including computing paradigm and
security; however, inter-operability issues are regarded as a critical challenge [3].

The Internet of Things (IoT) has grown from a concept used in research laborato-
ries and technology companies to a reality in everyday lives. IoT has become embed-
ded in the operations of some companies, enterprises, and governments [19].
Emerging IoT applications are spread out in all domains, and it has affected a variety
of industries. Figure 4 illustrates the examples of 10T technology applications, which
include Smart Homes, Smart Health, Intelligent Transportation, Smart Cities, Smart
Agriculture, and Factory Automation [3].

Indeed, the very same report by McKinsey & Company mentioned above [19]
identifies the top five sectors where IoT adds the most economic value: factories that
include all standardized production environments followed by human health, work
sites, cities, and retail environment. Indeed, it has been estimated in this report that
IoT could add a value of $5.5 trillion to $12.6 trillion by 2030, where the most value can
be created in B2B type of applications.

3.2 The IoT business model

The term business model describes how an organization creates, delivers, and
captures value [20]. The adoption of IoT technologies in an organization will most
certainly affect the business relationships and the business model for that organiza-
tion. In this section, the common business models used will be discussed.

One of the early initiatives to develop an IoT business model was published in 2015
[21]. The research focused on identifying the relevant building blocks that can fit in
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Figure 4.
Example of industry utilizing IoT technology [3].

IoT business models, as well as the types and importance of the building blocks. This
framework identified value proposition as the most important building block for IoT
business models. The entities “customer relationships” and “key partnerships”
followed suit in terms of importance.

Another conceptual IoT Business Model is the AIC (Aspiration, Implementation
and Contribution) model presented in [22], which focuses on context-specific imple-
mentation of IoT. This model consists of three interconnected phases: Aspiration,
Implementation, and Contribution. The first phase “Aspiration” focuses on defining
and predicting the value creation through adoption of IoT. The second phase Imple-
mentation includes strategy development in which an organization should investigate
how IoT will improve the business by gaining competitive advantage or creating
enhanced products or services. In the third phase Contribution, an organization
opting for IoT should study the practicality of the approach and the capabilities and
resources available for the organization to implement IoT. In other words, does the
organization own the knowledge and skills needed to succeed in implementing IoT.

Four types of IoT-enabled servitized business models were classified in [23]. Each
business model was analyzed from three perspectives: the role of IoT, the firm’s
benefits, and the inhibiting factors. Table 4 adapts from the study presents the four
types of IoT business models and compares them based on the stated three perspec-
tives. The four different business models have some shared features as the common
role for IoT is adaptation, the common benefit is reducing operation cost, and the
common inhibiting factor is the need for close relationship between different
stakeholders.

IoT business models vary based on the type of deployment. Therefore, each
industry has a different model that will fit with its value proposition. Seven IoT
business models were reviewed by the researchers in [24]. Based on their analysis, six
characteristics of the IoT business model were identified:
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IoT Business Role of IoT Firm’s benefits Inhibiting factors
model

Add-on business ¢ Innovation ¢ Improve product- ¢ Privacy concerns

model e Adaptation  service offerings ¢ Data security
e Smoothing ¢ Extend firms * Requires close relationship between
business different stakeholders in the network
* Reduce

operation costs

Usage-Based e Adaptation ¢ Extend firms * Requires expertise in data management
business model * Smoothing business * Requires close relationship between
e Generate steady different stakeholders in the network
income
* Reduce

operation costs

Sharing business ¢ Adaptation ¢ Improve service * Requires new ways of interactions with

model * Smoothing offerings customers
* Increase resource ¢ Requires close relationship between
utilization different stakeholders in the network
* Reduce

operation costs

Solution-oriented ¢ Innovation ¢ Extend firms  Developing servitized offerings that aligns
business model e Adaptation  business with customer’s needs
e Gain competitive ¢ Requires close relationship between
advantage different stakeholders in the network
* Reduce

operating cost

Table 4.
Business model categorization based on role, benefits, and inhibiting factors.

The ability to capture the transition between different business models.

The possibility to connect IoT elements to the business model components.

The ability to view the relation between business-centric and a network-centric
approaches.

The ability to map the Value Flows that involve revenue, costs, and assets

The possibility to include the model patterns of digital business.

The ability to balance between the actions and widening the rational thinking.

3.3 Analytical study of how IoT add-value to the industry

Given the potential impact and IoT devices’ prevalence and ubiquity, one needs to
understand how to leverage IoT technologies to realize the value-deriving benefits
associated with them. For example, IoT can be used in the factory setting to make
various processes more efficient. The IoT applications have noteworthy potential in
value creation in terms of operation optimization and predictive maintenance. This
can be achieved by monitoring, remotely tracking and adjusting the machineries,
based on sensor data from different parts of the factory. It has been estimated that IoT
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has a potential to create value of $1.2 trillion to $3.7 trillion per year in 2025 by
optimizing factory settings. This improvement in the working efficiency using IoT
may also induce some security and privacy issues [25]. Moreover, technology does not
automatically bring added convenience or value unless firms carefully consider the
context into which it is introduced and how to derive any practical or monetary
benefits. Mostly, add-value is related to performance enhancement. The latter can be
improved through a variety of factors such as time saving, cost saving, and processing
low-overhead to name but a few.

Table 5 shows some recent empirical research [26-31] on how to mitigate security
challenges in an IoT industrial environment and different add-value. Al approaches
are used more in access control, which is related mostly to the Network layer of IoT.
Access control is a critical part of the system, which acts as a door for the factory to
control authorized access to the recourses and the level of privileges. Due to the
heterogenous and dynamic nature of the IoT networks, it will be significant to use Al
approaches to enhance the access control.

The IoT add-value is constraint by several challenges and barriers. These can be
categorized in two groups based on their domain as follows:

e Human limitations

lack of social acceptance and knowledge

lack of skilled workforce, technical knowledge

Technology limitation

the absence of technical accountability and regulation

challenges related to data management and data mining

* privacy, security, and uncertainty

Ref. IoT layer Security mitigation approach Performance (add-value) Al
used
[26] Network Graph-theory Cost is not evaluated X

Different performances based
on number of nodes

[27] Data (access Conditional proxy re-encryption primitive Low overhead X
control)
[28] Data (access Context-aware analysis Improve detection ration X
control)
[29] Network Deep Learning and Blockchain- Standard measures of latency, v
Empowered Security Framework accuracy, and security
[30] gateways Flexible rule-based control strategies Cost and time saving X
[31] Network A deep learning methodology for detecting Improve detection accuracy of v/
cyberattacks IDS
Table 5.

Examples of Al usage in security mitigation approaches based on IoT layer.
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e the immaturity of IoT innovations
* integration among networks and no standardization of regulations
* Business limitation

» difficulty in designing business models for the IoT due to a multitude of different
types of connected products

* ecosystems are unstructured since it is too early to identify stakeholders and their
roles

Uncertainty of how IoT will impact existing business models, organizational strat-
egies, and return of investment, business models are considered significant barriers to
implementation, where the add-value should be clearly identified.

4. Critical analysis of IoT security
4.1 Threat modeling

A threat model is an essential approach in defining security requirements. The goal
of threat modeling is to understand how an attacker would be able to compromise a
system, and then to ensure that proper mitigation techniques are in place to prevent
such attacks. Threat modeling pushes the design team to consider the mitigations
during the process of the system creation before deployment. In general, the threat
modeling process consists of four steps.

* step 1: Model the application

* step 2: Recognize and Enumerate Threats

* step 3: Use countermeasures to Mitigate threats
* step 4: Verify and validate the mitigations

The most critical step is step 2 aimed at exposing the vulnerabilities and security
challenges of the IoT systems. After properly classifying the threats, it will be possible
to explore the mitigation techniques. For classifying threats in an information system,
Microsoft introduced the STRIDE (Spoofing, Tampering, Repudiation, Information
disclosure, Denial of Service and Elevation of privilege) threat model [32] Counter-
measures are recommended and evaluated for each threat. The application of STRIDE
for threat modeling in Industrial IoT (IIoT) has been studied before as discussed in
[33, 34]. It also describes the adaptation of STRIDE for the Azure IoT reference
architecture. After discovering threats, these should be rated according to their sever-
ity using some tools. The use of the DREAD (Damage, Reproducibility, Exploitability,
Affected Users, Discoverability) model as one of commonly used tools to assign
ratings to threats is mentioned in [35] .

Generally, each IoT system will have a multi-layered architecture consisting of
various layers. These layers make use of diversified technologies, which introduce a
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plethora of challenges and security threats. As a result, the architecture of the IoT
system plays a significant role in identifying the threats and attacks. However, there is
no specific standard architecture because most of the IoT solutions are application-
specific developed with explicit technologies, resulting thus in heterogeneous and
fragmented architectures.

A secured IoT network architecture was proposed in [36] that would be using
Software Defined Networks (SDN) for identifying the threats. It also summarizes how
IoT network security can be achieved in a more effective and flexible way using SDN.
Furthermore, studies, reviews, and analysis were conducted on some existing [oT
architectures and a new architecture was proposed based on those architectures [37].
This new architecture includes a lot of the key elements of the other architectures,
while fostering a high degree of inter-operability across diverse assets and platforms.
Among the several IoT architectures reviewed in [38], it is found that the four-layer
architecture (Application, Transport, Network, and Perception layers) is often being
considered by researchers to address security challenges and solutions at each layer.
Moreover, the most used IoT architectures are often three-tier/layer systems, includ-
ing a perception/hardware layer, network and communication layer, and application
interfaces and services layer. Additionally, the Open Web Application Security Project
(OWASP) [39] identified attack vectors using the three layers of an IoT system:
hardware, communication links, and interfaces/services layers. Thus, as shown in
Figure 5 at all layers of the IoT architecture, implementation of IoT security
mitigation techniques should include security architecture [40].

According to the IoT security architecture, there are security issues and concerns at
each of the three IoT layers. Because of their relative positions in the architecture,
each of these layers has its own set of security needs. However, because they are all
interconnected, if one is compromised, the others may suffer as well. The goal of IoT
security is to protect customer’s privacy, confidentiality, data integrity, infrastructure,
and IoT device security, as well as the availability of the services. The following
subsection discusses the IoT Security issues and threats at each of the layer.

loT Smart Remote Smart Intelligent | Environment Other
ol home medical grid traffic monitoring | | Application
-‘Ji)i)iltﬁ(i?ﬂ security security security security security security G System security G
Application ; Service Cloud | Information T senvice InfGnmationsatety
=r Middleware % Support
e e support computing | development pp
support Tec nn»cgy platform platform platform | = ......... platfc.rm
layer sy securit securit securit SERNE,
Local area Local Area Network Security
5 network Other
z. —f—= Network [l
® } : Jd  security
+ | Core network Internet security Securt? Network security
g connection
b
z
Access Ladii :
Ad hoc security
Network i |
Protocol ; ;
g Fusion security
oo Perception —
3 2| Basestation > | sensors+ = MEMs security
" network = security | w0 WsN i
E S| Ak || o NEMs security : ;
g S Reader o | man e Secure Perceived terminal
2 @ security 9| SensoriTag | e environment security
= =] e e % technology
) Perception i ag counterfei @ security :
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Figure 5.

IoT security architecture [40].
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4.2 Classification of 1oT threats and attacks with solutions

Like in any other system, confidentiality, integrity, AAA, availability, and non-
repudiation are some general security goals and requirements as already stated in
previous sub-section. This section discusses about some of the most frequent threats
and attacks at each IoT layer that might affect at least one of these criteria. Following
Table 6 provides an overview of the classification of the threats at each IoT layer and
some proposed solutions corresponding to these threats [41-44].

4.3 State-of-art IoT security mitigations

The primary goal of implementing security mitigation is to ensure privacy, confi-
dentiality, and the security of IoT users, infrastructures, data, and devices, as well as
to ensure the availability of services provided by an IoT ecosystem. As a result,
mitigation and countermeasures are often implemented in accordance with the tradi-
tional threat vectors.

In the above sub-section, some empirical based solutions have been listed in
Table 2 corresponding to the given threat or attack. Based on the studies performed in
[11, 45-47], it is observed that some ubiquitous state-of-the-art technologies such as
Blockchain, Fog Computing, Edge Computing, SDN, Artificial Intelligence can be
used to enhance the security in an IoT environment. These technologies are vital and
have enormous potential for addressing the IoT ecosystem’s security concerns.

Blockchain (BC): A blockchain is a special kind of database. It differs from a
standard database because of the unique approach in which it saves data. Data are,
hence, saved in a series of blocks that are subsequently linked together to form a
blockchain. IoT devices capture data from sensors in real time, and BC provides data
security by establishing a distributed, de-centralized, and shared ledger [48]. Due to
its critical operational properties, such as distributed functionality, de-centralized
behavior, encrypted communication, embedded cryptography, and authorized access,
it provides security solutions against a variety of threats across the different layers of
the IoT such as disclosure of critical information, device compromise, malicious data
injection, tag cloning, node cloning, unauthorized access, software modification, data
manipulation, spoofing, session hijacking, false data injection, brute force attack.

Fog computing (FC): Fog computing allows processing, storage, and intelligent
control to be close to the data devices themselves. Hardware failures, eavesdropping,
device compromise, disclosure of critical information, leaks of critical information,
node tampering, node capture attacks, node replication, battery drainages attack,
illegal access, DoS and DDoS, MITM, etc. are just some of the threats and attacks that
can be prevented by the vast processing, storage and management capabilities of the
voluminous data that it processes, stores, and manages.

Edge Computing (EC): In edge computing, data are transmitted within the net-
work or within the device. Data movement is reduced as compared to fog computing,
which alleviates security concerns. Real-time services such as intrusion detection,
identity recognition, access management enable edge computing to strengthen secu-
rity against a variety of threats and attacks, including battery drain, hardware failure,
eavesdropping, node capture, DoS and DDoS, SQL injection, jamming, malicious
attack, virtualization, data integrity, cloud flooding attack, illegal access.

SDN: Software-defined networking is the preferred method of managing network
security in a variety of application domains, including smart homes, businesses, and
e-health care systems. The control plane and data plane refer to the two primary tasks
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Layer Threats/ Description Solution
attacks
Perception  Eavesdropping An intrusion, also known as a sniffing or Deploying intrusion
Layer spying attack, occurs when someone detection system.
attempts to steal information sent by the
devices.
Replay Attack  An intruder listens to the transmission Using one-time passwords
between sender and receiver and steals and session keys and
legitimate data from the sender. timestamps

RF Jamming RFID tags may potentially be exploited viaa Encryption &
DoS attack, when RF transmission is authentication.
disrupted by excessive noise signals.

Node Capture  An attacker takes control over a key node,  Authentication and access

like a gateway node to use its resources. control.
Fake Node and It is a kind of attack in which an attacker Authentication and access
Malicious modifies the system by adding a node and  control.

injecting bogus data. This created node
drains vital energy from genuine nodes and
may gain control of them, thus destroying
the network.

Network Sybil Attack In this attack, the attacker controls and Trusted certificates that are
Layer changes the node in such a way that it based on a central
shows multiple identities, hence certification authority.

compromising a huge portion of the system
and resulting in misleading information
about redundancy.

Sinkhole The attacked hole serves as a strong node,  Intrusion detection system,
Attack and so other nearby nodes and devices strong authentication
prefer it for communication or as a techniques.

forwarding node for data routing, and thus
acts as a sinkhole, attracting everything.

Denial of This kind of attack causes the targeted Configuring a firewall which
Service (DoS)  system’s resources to be exhausted, denies ping requests or using
Attack rendering the network inaccessible to its AES encryption.

users because of an attacker’s flood of
useless traffic.

Man-in-the- Using a middleman attack, the attacker Using high level encryption
Middle Attack pretends to be the original sender, making and digital signatures.

the recipient believe that the message came

from them.

RFID Spoofing These attacks are designed to transfer RFID Authentication
malicious data into the system by gaining ~ protocols.
access to the IoT system. RFID spoofing, IP
spoofing, and other spoofing attacks in IoT
systems are examples.

Unauthorized An unauthorized person may get access to  Authentication and access

access the IoT device over the network. control.
Application Malicious This attack is done by executing the Firewall is inspected at run
Layer Code Attacks  malicious scripts or code. It is a hacking time.

method enabling the attacker to first insert
the malicious code into the system and then
data is stolen from the user by executing
these malicious scripts.
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Layer Threats/ Description Solution
attacks
Cross site Client-side scripts, such as javascript, may  Validating user input and
scripting be injected into a trusted website by an the input by the web page.

attacker. An attacker may then totally alter
the application’s content to suit his
requirements and illegally use original data.

Phishing The attacker spoofs the legitimate users’ Using anti-phishing,
attack data to get their usernames, email prevention techniques.
addresses, and passwords. The attacker
creates a false e-mail or website, and then
the legitimate user logs in, stealing their

data.
Botnet By using a botnet, the hacker may take over Using a secure router
a network of devices and control them from encryption protocol, such as
a single access point. WPA2.
SQL injection  SQL script is used to log into the IoT Programming the log page
Devices and applications. using parameterized
statements.

Table 6.
Common IoT threats, description, and solutions.

of switches/routers. The control plane determines where traffic should be routed,
whereas the data plane routes traffic to a specific destination. The control plane and
data plane are linked together in conventional networking, but are separated in an
SDN architecture. The data plane runs on hardware, while the control plane runs on
software and is logically centralized. SDN is capable of monitoring and detecting
harmful activity on the network. It separates the compromised nodes from the rest of
the network by identifying them. Flow statistics in SDN architectures was employed
to detect anomalies through a variety of techniques, including DDoS attacks, port
scanning, and worm spreading [49].

Artificial intelligence (AI): The use of artificial Intelligence is growing in cyber-
security because it can help protect systems from cyber threats in a more dynamic
way. Al is most frequently employed in cybersecurity for intrusion detection, which
involves studying traffic patterns and looking for activities indicative of threat. With
the growth of IoT technology, Al has received considerable attention. As a result of
this expansion, Al technologies such as machine learning, support vector machines,
decision trees, linear regression, and neural networks have been integrated into IoT
cybersecurity applications to detect threats and prospective attacks. Al is viable for
[oT security, particularly for the four critical risks: intrusion detection, defense against
DoS/DDoS attacks, device authentication, and virus detection [50]. The following
section discusses the role of Al techniques and their comparative studies for IoT
security.

5. Comparative study Al categories used to mitigate industrial IoT
security

Al is a promising approach, which can be employed to mitigate the security
challenges faced by IoT autonomous system. As per [51], the secure solution can be
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improved through AI approaches to predict future threats. The researchers point out
generative adversarial networks (GAN) that are using generator and discriminator.
The generator’s scope is to add samples to the real data, whereas the discriminator’s
purpose is to remove the fake samples from the original data. The suggested Al-based
solutions are from the data-driven type, which are support vector machine (SVM),
neural networks (NN), artificial neural networks (ANN), recurrent neural network
(RNN).

A framework has been proposed where Al based reaction agent is introduced [52].
The security enhancement is a combination between two intrusion detection systems:
knowledge-based and anomaly-based. For network pattern analysis, Weka has been
used as data mining tool and NSL KDD as dataset source and distributed JRip algo-
rithm in which machine learning can be used for security enhancement. For anomaly-
based IDS, the dataset is collected from real sensor data and the model uses library of
python Scikit-learn.

The main finding of [53] is that Al can be used for IoT security mostly in intrusion
detection system (IDS) in order to analyze the traffic and learn the characteristic of
the attack. Naive Bayes algorithm is mostly used to classify attack data where it is
assumed this to originate from the independent events.

A two-tier framework is proposed by [54] for embedded systems such as an IoT
system. The security mitigation is to improve the traditional host-based IDS. The
machine learning approach used is of a pipeline method where a set of algorithms are
involved which allow the flexibility of adjusting the ML processing and the link
between different tiers.

From a comprehensive survey published by [55], it has been found that high-level
encryption techniques are not advisable to be implanted in IoT systems due to
resource limitation. Therefore, Al approach is a very strong candidate to enhance
security in IoT system in addition to the other existing network security protocols.
Consequently, to the nature of IoT-layered architecture, each layer has its specific
security threats. It has been noticed that machine learning approaches are widely
adopted in comparison to the knowledge-based expert systems.

Reference Expert Machine- Security mechanism to be enhanced
system learning

[51] v v DosS, Sybil detection, intrusion detection, MITM, malicious
node

[52] v intrusion detection system (IDS)

[53] v Mostly used in (IDS) and MITM

[54] v Host-based IDS

[55] v Different layers of IoT system threats

[56] v IDS

[45] v Authentication mechanisms (Access control) and detection
systems

[57] v False Data detection

[58] 4 4 IT trustworthiness (safety, security, privacy, reliability, and
resilience)

Table 7.

Al branches used in IoT security solutions.
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Another study published by [56] suggests that the machine learning based security
approaches are used mostly to enhance the detection mechanism of IDS. The only
approach that provides mitigation features is based on the techniques that utilizes
deep learning such as Gaussian mixture, SNN, FNN, RNN or utilize supervised
machine learning such as SVM. Table 7 [45, 51-58] shows that machine learning is
mostly used in the security mechanisms in IoT environment as there are a huge data to
learn from.

As per the literature, Al-based methods are recommended to be used to enhance
protection against IoT attack. However, most of them are not yet commercialized due
to the difficulty of its implementation. The focus of proposing different IoT security
mitigation is to introduce high-performance approaches with low cost in a real-time
environment. Moreover, dataset preparation is a critical factor that affects the accu-
racy and efficiency of machine learning approaches.

6. Conclusions

As discussed in this chapter, industries deployed IoT technology to develop indus-
trial applications to add values to their businesses and consumers in terms of perfor-
mance and cost. Different business models are also reviewed to comprehend that the
standardization of IoT business model is very difficult due to the different types of
industries and their varied requirements. As such, it is critical for industries to ensure
confidentiality, data integrity, availability to ensure data privacy, and security of the
system. However, maintaining privacy and security emerged as a challenge in IIOT
because of the sophistication of the IoT system. This chapter considered the most used
three-layer IoT architecture to study and review the various possible threats and
attacks and their conventional mitigation techniques. Conventional security mecha-
nisms have a limitation in IIoT, particularly in predicting attacks.

The state-of-the-art technologies such as Blockchain, Fog computing, Edge com-
puting, SDN, and Al have also been discussed to enhance the security levels in IIoT
systems. But artificial intelligence (AI) has been emerging as a promising approach to
secure the IloT-based systems because of its ability to learn from the big data. It
furthermore supports data analysis and enhances security mechanisms. Al techniques
such as SVM, NN, ANN, RNN have been reviewed and recommended to design and
improve countermeasures such as IDS. Data engineering is a critical phase to prepare
the datasets required for machine learning. Therefore, it is highly recommended to
consider this phase in order to achieve an effective Al deployment. Based on the
analysis presented herein, it is the authors’ view that this is an open challenge to
enhance security mechanisms through Al-based mitigation techniques.
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Glossary of terms

Al Artificial Intelligence

ML Machine Learning

QoS Quality of Services

ES Experts System

B2B Business to Business

STRIDE Spoofing, Tampering, Repudiation, Information disclosure, Denial
of Service and Elevation of privilege

DREAD Damage, Reproducibility, Exploitability, Affected Users,
Discoverability

SDN Software-Defined Networks

OWASP Open Web Application Security Project

Digital Twin: A digital twin is a virtual representation of an object or system that

spans its lifecycle, is updated from real-time data, and uses simula-
tion, machine learning and reasoning to help decision making.
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