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Abstract 
In this paper, we discuss the use of chaotic signals 
in cryptography. A comparative analysis of three 
different analogue chaotic communication systems 
is presented. The paper concludes with a discussion 
of some possible measures that could improve the 
security of these systems. 

Introduction
In 1990, Pecora and Carrol proved that, 
surprisingly, two chaotic circuits can synchronize 
[1]. However, achieving the synchronization of two 
chaotic systems is not easy and it usually requires 
that the parameters of both circuits have almost the 
same exact values. 

This opens a wide range of possibilities of using 
chaotic circuits in order to achieve secure 
communications, since we can use a chaotic 
transmitter to mask the information signal and a 
synchronous chaotic system to recover it (Fig. 1). 
The parameters of the chaotic transmitter can be 
seen as a key that is needed to know in order to 
build a synchronous chaotic receiver. Therefore, the 
security of the system will come from the high 
sensitivity of the synchronization versus parameter 
changes. 

In our work, three different communication systems 
proposed in the literature have been analyzed. All of 
them were based on a chaotic transmitter 
synchronized with a chaotic receiver. The chaotic 
circuits were based on Chua’s circuit. 

Experimental set up
The first circuit that has been tested in the 
laboratory was proposed by Kokarev [2]. The 
transmitter is formed by a Chua’s circuit and the 
receiver is formed by a slighty modified version of 
the Chua’s circuit (Fig. 2). The experimental set up 
is sketched in Fig. 3. In order to mask the 
information signal 𝑠𝑠(𝑡𝑡), we add a chaotic signal 𝑉𝑉𝐶𝐶1 
generated by the Chua’s circuit. The masked signal 
r(t) is then introduced in the receiver causing a 

synchronous response, assuming that the 
information signal is small. Finally, the synchronous 
chaotic signal from the receiver is substracted from 
the masked signal. 

The second circuit that has been tested was 
proposed by Dmitriev [3]. The main difference from 
the previous circuit is that, in this case, there is a 
symmetry between the transmitter and the receiver 
as shown in Fig 4. This produces that, in this case, 
the synchronization will be achieved regardless of 
the amplitude and frequency of the information 
signal, 𝑠𝑠(𝑡𝑡). 

Finally, we implemented a circuit that was proposed 
by Corron [4]. In this case, the masked signal is 
affecting both 𝑉𝑉′𝐶𝐶1 and 𝑉𝑉𝐶𝐶2′  as shown in Fig. 5. By 
doing this, the synchronization is considerably 
improved. 

Results
In order to test the circuits, a sine wave was 
introduced as an information signal. To have a good 
masking of the information, its amplitude was small 
compared to the chaotic signal and its frequency 
was close to the Chua’s circuit oscillation. 

In order to evaluate the quality of each system, we 
have calculated the Fast Fourier Transform of the 
masked signal as well as the recovered signal, 
measuring their signal-to-noise ratio. A good 
parameter that can be used in order to evaluate the 
quality of the system, taking into account both the 
masking capability and the quality of the recovered 
signal is: 

Δ(𝑆𝑆𝑆𝑆𝑆𝑆) = (𝑆𝑆𝑆𝑆𝑆𝑆)𝑟𝑟 − (𝑆𝑆𝑆𝑆𝑆𝑆)𝑚𝑚 

where (𝑆𝑆𝑆𝑆𝑆𝑆)𝑟𝑟 is the signal-to-noise ratio of the 
recovered signal and (𝑆𝑆𝑆𝑆𝑆𝑆)𝑚𝑚 is the signal-to-noise 
ratio of the masked signal. 

The results obtained in each case are summarized in 
Table 1. 
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Conclusions
During these experiencies, we have shown how 
chaotic circuits can be used in order to improve the 
security of a communication system. In our test, the 
circuit proposed by Corron et al. [4] seems to work 
better than the other ones. 

It needs to be pointed out that, although the analysis 
made in this paper may suggest that these systems 
are secure, some papers have shown that, in fact, the 
security provided by these systems is fairly low. 
Despite being able to provide some privacy, these 
systems could be cracked by an observer with 
enough resources.   

One way to improve the security of these systems 
could be using multiple chaotic sources to mask the 
information signal better. Another approach consists 
in using digital chaotic systems that can provide 

higher levels of security. Our research is currently 
being carried out on this second approach. 
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Fig. 1.  (a) Eye diagram (upper: original; middle: encoded; 
lower: decoded). (b) Corresponding spectra (black: 
original; grey-upper: encoded; grey-lower: decoded.) 

Fig. 2.  Modified Chua’s circuit schematic. 

Fig. 4. Block diagram of Dmitriev’s communication system 

Fig. 5. Block diagram of Corron’s communication system. 

Table 1. Comparation between the three circuits. 

Circuit (𝑺𝑺𝑺𝑺𝑺𝑺)𝒓𝒓 (dB) (𝑺𝑺𝑺𝑺𝑺𝑺)𝒎𝒎 (dB) 𝚫𝚫(𝑺𝑺𝑺𝑺𝑺𝑺) (dB) 

Kokarev [2] 24 -25 49 

Dmitriev [3] 43 -26 69 

Corron [4] 65 -15 80 

Fig 3. Block diagram of Kokarev’s communication system 

IV Jornada de Jóvenes Investigadores del I3A

40




