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Abstract

This paper investigates the robust beamforming design in a secrecy multiple-input single-output
(MISO) network aided by the intelligent reflecting surface (IRS) with simultaneous wireless information
and power transfer (SWIPT). Specifically, by considering that the energy receivers (ERs) are potential
eavesdroppers (Eves) and both imperfect channel state information (CSI) of the direct and cascaded
channels can be obtained, we investigate the max-min fairness robust secrecy design. The objective is
to maximize the minimum robust information rate among the legitimate information receivers (IRs). To
solve the formulated non-convex design problem in bounded and probabilistic CSI error models, we

utilize the alternating optimization (AO) and successive convex approximation (SCA) methods to obtain
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an approximate problem. Then, an iteration-based algorithm framework was proposed, where the unit
modulus constraint (UMC) of the IRS is handled by the penalty dual decomposition (PDD) method.
Moreover, a stochastic SCA method is proposed to handle the outage constrained design with statistical

CSI. Finally, simulation results validate the promising performance of the proposed design.

Index Terms

Intelligent reflecting surface, alternating optimization, penalty dual decomposition.

I. INTRODUCTION

The fifth generation (5G) and beyond wireless networks are expected to meet an increasing
requirement for wireless applications such as high spectral efficiency and low latency. Since
battery capacity is limited, wireless devices powered by batteries have a short life and require
frequent recharging [1]. The energy constrained problem has become a major bottleneck for next
generation wireless networks. Energy harvesting (EH) techniques have been seen as an attractive
solution to improve the energy efficiency (EE) in wireless networks.

One main EH method in wireless networks is the simultaneous wireless information and power
transfer (SWIPT) technique, since the radio frequency signal can be used as an energy source [2].
Normally, the energy receiver (ER) is deployed closer to the transmitter (Tx) than the information
receiver (IR) to help EH. However, when the ER tries to access the confidential information sent
to the IR, the ER will become an eavesdropper (Eve). To overcome this security threat, physical
layer security (PLS) techniques have been proposed to improve the secrecy performance in
wireless networks [3]. Specifically, [4] investigated the use of secure beamforming (BF) in a
multiple-input single-output (MISO)-SWIPT system with multiple Eves, where a semi-definite
relaxation (SDR) based method was developed to obtain the sum rate maximization design. Also
[5] studied the robust transmission design in a MISO-SWIPT system, where a secrecy energy
efficiency (SEE) maximization problem was handled by the successive convex approximation
(SCA) technique.

Recently, intelligent reflecting surface (IRS) has drawn great attention in industry and academi-
a. An IRS is a planar array with many reflecting elements, which can rotate the phases of the
incident electromagnetic (EM) wave passively [6]. Therefore, by altering the phase shifters with
a controller, the reflected signals can be adjusted to a desired direction [7]. Moreover, since only
reflecting the received signal with no decoding and encoding operation, IRS consumes much
less power than active Tx or relay, and can have higher EE [8]. With these advantages, IRS has

sparked so much interest recently.

August 18, 2021 DRAFT



IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. XX, NO. XX, APR 2021 3

Specifically, for the MISO channel, [9] studied the IRS-assisted design in a multi-cast MISO
network, where a max-min fairness design problem was solved via a surrogate function. In
[10], the authors investigated the harvested power (HP) maximization problem for IRS-enhanced
MISO-SWIPT networks, where a SDR based algorithm was designed to obtain the reflection
coefficients (RCs) of the IRS. Besides, [11] addressed the joint BF and phase shifter design
for IRS-enhanced MISO-SWIPT networks, where a penalty dual decomposition (PDD) method
was proposed to minimize the transmit power consumption, subject to different quality-of-
service (QoS) constraints. Moreover, for the multiple-input multiple-output (MIMO) channel,
[12] investigated the sum rate optimization in an IRS-aided multi-cell MIMO network, where an
equivalent weighted minimum mean-squared error (MMSE) method was proposed. Also, [13]
studied an IRS-aided MIMO-SWIPT network, where a price based method was presented to
design the precoding matrix and the RCs.

Besides, several works have looked at the secrecy transmission design in IRS-aided networks.
For instance, for the MISO channel, [14] obtained an IRS-assisted secure transmission by a SDR
method. To further improve the secrecy performance, in [15] and [16], the artificial noise (AN)-
assisted secure transmission was designed in an IRS-aided network. Furthermore, for the MIMO
channel, [17] studied the IRS-aided secure design, by using an alternating optimization (AO)
approach. Also, in [18] and [19], the secure MIMO communications via IRS were achieved by
a block coordinate descent (BCD) and Lagrangian dual based algorithm. Among these works,
the majorization-minimization (MM) method and the complex conjugate gradient (CCG) method
were commonly used to design the RCs. However, these two methods are only available for the
ideal channel state information (CSI) case.

Practically, it will be difficult to obtain accurate CSI due to estimation and quantization errors.
While for the IRS-assisted networks, it is more challenging to obtain the accurate CSI about the
cascade link than that in amplify-and-forward (AF) relay networks, since the IRS has no RF chain
to perform baseband processing [20]. Currently, there are two main methods about the channel
estimation for the IRS-related links. One is to separately estimate the Tx-IRS channel and the
IRS-user channel by using some active elements at the IRS, which requires more hardware and
power consumption [21]. The other is to estimate the cascaded Tx-IRS-user channel, where the
main advantage is that no extra power and hardware consumption are needed, and the cascaded
channel are sufficient for the joint BF design, such as [22] for MISO network and [23] for
MIMO network, respectively. However, the robust design in IRS-aided wiretap networks is still
much less understood, especially when Eve is passive and the related CSI is hard to obtain [24].

To handle this problem, several novel works have been proposed. For example, for the worst
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case constrained design with bounded CSI errors, [25] studied the robust secrecy design with
IRS by incorporating the AO, SCA, and penalty-based methods. Moreover, [26] investigated
the robust secrecy BF for IRS-enhanced millimeter wave (mmWave) channels, where the worst
case information rate was maximized by the AO and SDR approaches. Recently, [27] addressed
the robust BF design for IRS-assisted MISO networks, where an AO and S-procedure based
algorithm was designed to maximize the EE.

Besides, for the outage constrained design with probabilistic CSI errors, [28] investigated
the robust design for IRS-enabled MISO systems, where an AO and Bernstein-type inequality
(BTI) based method was proposed to iteratively optimize the BF and RCs. Then, [29] studied
the robust design for IRS-enhanced MISO systems with the MMSE criterion, where an AO and
MM based algorithm was developed. Recently, [30] proposed a robust power minimization design
for IRS-assisted MISO networks, where a penalty concave convex procedure (PCCP) method
was developed. In [31], the authors studied the outage constrained robust BF design in an IRS-
assisted MISO wiretap network, where a penalty SDR algorithm was design to optimize the RCs.
Furthermore, [32] extended the work in [31] by considering imperfect direct link CSI, where a
PCCP based approach was proposed. Besides, [33] studied a robust BF design in IRS-empowered
MISO networks by the PDD method. Then, [34] investigated the outage constrained robust BF
for IRS-aided MISO networks, where a constrained stochastic SCA method was proposed. Also,
[35] studied the IRS-assisted MISO uplink transmission, where the robust power minimization
was solved by the PDD method. Recently, [36] studied the phase shifters design in IRS-assisted
network with statistical CSI, where a genetic algorithm was proposed. Also, [37] proposed a
stochastic optimization-based BF design in IRS-enabled mmWave systems to combat the CSI
uncertainty incurred by the random blockages, and extended in [38] by considering multiple IRSs
and the fairness requirement. However, unfortunately, a comprehensive method for the robust
designs in IRS-aided SWIPT networks has not been found.

Motivated by this, this work investigates the robust secrecy transmission in an IRS-aided
MISO-SWIPT network, where the imperfect direct and cascaded channels of the legitimate
and eavesdropping links are considered. Specifically, by considering imperfect IRs’ and ERSs’
channels and multiple QoS constraints, we consider the max-min fairness robust information
rate (RIR) objective, by jointly designing the BF, the AN, and the RCs. The proposed problem
is hard to tackle due to the non-convex objective, the coupled variables, and the unit modulus
constraint (UMC). To facilitate the design, we utilize the SCA method to convert the problem,
then an AO algorithm is proposed, where the UMC is tackled by the PDD technique. Finally,

simulation results verify the performance of the proposed approach.
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Our contribution are summarized as follows:

1) For the bounded CSI error model, we formulate the worst case robust design, subject to the
worst case QoS constraints and the UMC of the phase shifter. The AO and SCA methods
are utilized to decompose and reformulate the original non-smooth non-convex objective
to a tractable formulation, while the CSI error is tackled by the Schur-complement and
general S-procedure, and the UMC is handled by the PDD method, which is guaranteed
to converge. Then, an iterative manner is proposed to optimize the BF, the AN covariance,
and the RCs.

2) Then, for the probabilistic CSI error case, we aim to maximize the minimum outage
information rate subject to the UMC and multiple probability constraints. By applying the
BTI, the probability constraints are transformed into several linear matrix inequality (LMI)
constraints and second order cone (SOC) constraints. Then, similar to the worst case robust
design, the associated variables are jointly optimized by the SCA and PDD techniques in
an iterative manner.

3) Then, for the statistical CSI case, where only statistical distribution of the channel covariance
matrices can be obtained, by approximating the outage probability constraints with convex
surrogate function, we propose a stochastic SCA method to handle the robust design,
where the outer optimization is conducted by the bisection search method, and the inner
optimization is tackled by the SCA and PDD methods.

4) The feasibility and convergence of the proposed algorithm are analyzed. Simulation results
show that the proposed design achieve better secrecy performance than other baselines.
Besides, it reveals that the cascaded channel error level plays a more important role in the
robustness than the direct channel error level, and it is preferable to deploy the IRS close

to Tx or IRs to improve security.

The rest of this paper is given as follows. Section II introduces the system model. Section
IIT investigates the robust design for the bounded CSI error model. Then, Section IV addresses
the robust design for the probabilistic CSI error model. Section V studies the stochastic SCA
method to tackle the statistical CSI. Finally, Section VI and Section VII provide the simulation
results and conclude the paper, respectively.

Notations: In this work, boldface lowercase and uppercase letters denote vectors and matrices,
respectively. The conjugate, transpose, conjugate transpose, and trace of matrix A are denoted
as AT, AT, A" and Tr(A), respectively. a= vec (A) means to stack the columns of A into
a. A = 0 means that A is positive semi-definite. |||, and |||, denote the Euclidean norm and

Frobenius norm, respectively. The block-diagonal matrix with diagonal elements Ay, ..., Ay is
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denoted by BIkD (A4,..., Ay), and is reduced to D (ay, . .., ax) when scalar diagonal elements
are considered. [;] and [,] denote concatenation by column and row, respectively. 1, and 0y,
are M x 1 vectors with all elements being 1 and 0, respectively. I indicates an identity matrix.
Moreover, R {a}, |a

number a, respectively. The distribution of a circularly symmetric complex Gaussian (CSCG)

, and Za denote the real part, the modulus, and the angle of a complex

random vector with mean x and covariance X is denoted by CA (x, X). In addition, o means the
Hadamard production, ® denotes the Kronecker product, O is the big-O notation, E {-} means

the mathematical expectation, and j denotes the imaginary unit, respectively.

II. SYSTEM MODEL

In this section, we propose the IRS-assisted secrecy SWIPT system model. Then, the imperfect
CSI model will be introduced.

A. Signal Transmission Model

IRS Controller

G

Tx

Fig. 1. The IRS-aided MISO downlink SWIPT system.

As shown in Fig. 1, we consider an IRS-aided MISO-SWIPT system consisting of one Tx, one
IRS, K 1IRs, and L ERs. Tx has /V; antennas and the IRS has M reflecting units, respectively. In
addition, each IR (and ER) is single antenna node and the sets of the IRs and ERs are denoted
as K 2 {1,...,K} and L 2 {1,..., L}, respectively. The channel between Tx and the k-th IR
and the [-th ER is denoted by hy, € CNex1 and gr) € CNex1 | respectively. Besides, the channel
between Tx and the IRS is denoted as F € CM*M: while the channel between the IRS and the
k-th IR and the I-th ER is denoted by hr; € CM*! and gr; € CM*!, respectively. In addition,
an IRS controller is utilized to control the CSI exchange and information transmission between
Tx and the IRS.
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Let 2;, € C be the information for the k-th IR. The transmit signal x € CY*! is given as
K

X = Y W + Wo, where wy, € CM*1 ¥k € K is the transmit BF for the k-th IR, and wy €
k=1
CMe>1 is the AN, which can been seen as an energy signal to improve the energy transmission.

The RCs of the IRS are are modeled as 6 2 [ef1,.. . ePum ]T

shifting of the m-th reflection element. Besides, the diagonal phase shift matrix is given by

, with ¢,,, denoting the phase-

©® = D (). Since due to the “distance-product” effect [6], the signals reflected twice or more
times are omitted here.
Assuming quasi-static flat channels, the signals received by the k-th IR and the [-th ER are,
respectively, given by
Yik = (hgk + hgk@HF) X + Nk, (1a)

Ve = (871 + 8RO F) X + 1y, (1b)
where n;;, denotes the antenna noise at the k-th IR with n; ; ~ CN (0, 0227 k), and n.; denotes
the antenna noise at the I-th ER with n.; ~ CN (O, O'Zl), respectively. In this work, we assume
that perfect synchronization can be obtained between the direct link and the cascaded link. In
fact, synchronization is still an open issue in an IRS-aided network [7].

In fact, we have hi!, + hil, ©F = hi, + 6" D (hii ) F = [OH, 1] [Hry; hi,] and g, +
b bl ) ) ’ I’
Hpg o Hy,

gl ®1F =gl +0"D (ggl) F=6" [G R g% z]- Thus, the signal-to-interference-noise-ratio
bl k)

GRJ G,
(SINR) for the k-th IR is given as
N 2 AH 2
’0 H,w; ‘9 Hjwy,
IVES = 2

K H 2 ~H 2 ’

N e

J=0,37#k

where W_;, 2 (Wi, .y WE1, Wit .., Wk, Wl

On the other hand, when the [-th ER attempts to eavesdrop the confidential information
intended to the k-th IR, the SINR for the l;th ER is given as
éHlek‘ ‘éHGsz
Ly = = : 3)

) K ~ 2
8" Gw | +02,

2 bl

‘ 2

In addition, the HP for the_l—th ER is

K R 9 R 9
E=Y ‘eHlej +o2, = HeHGlWOH o2, (4)
=0 2
where W 2 [W1, ..., Wk, Wql.
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B. CSI Error Models

In this work, both imperfect direct link and cascaded link are considered, i.e.,

Hgy = Hgy + AHgy, hry = hry + Ahgpy, (5a)

Gry = Gpry+ AGgy, gr1 = 81 + Agry, (5b)

where Hp ; and hy ), denote the true CSI, H R and ET,k denote the estimated CSI, AHp, and

Ahry, denote the associated CSI error, respectively. So as the same to Gg,, gry, C‘:RJ, g1,

AGpr; and Agy;. Specifically, the following CSI models are considered:

1)

2)

3)

The bounded CSI error model, where the CSI error is assumed to lie in a region with a
given bound, i.e.,
Hys = {| Ahrylly, < ery, |AHgl|, < €rt, (6a)

Goa = {1Agrally, < X1 IAG R < XRa} S (6b)
where er, €rk, xr1 and xr,; denote the respective sizes of the bounded channel error
region. This CSI error model is commonly used to characterize the channel quantization
error which lies in a bounded region and associated with the worst case constrained design.
For instance, in the frequency division duplex (FDD) network, the receiver (Rx) estimates
the downlink CSI and then feeds the quantized CSI back to Tx. Thus, the obtained CSI is
affected by quantization errors [30].

The probabilistic CSI error model, where the CSI error is assumed to follow the CSCG
distribution, i.e.,
Hpr = {Ahgpy ~ CN (0,Rry), vec (AHgy) ~ CN (0, Ry}, (7a)

Gp1 = {Agr; ~CN (0,Cr,), vec (AGr;) ~CN (0,Cr,)}, (7b)
where Ry € CV*Ne Ry, € CMN>MNe  Cp ) € CNo*Ne and Cp,; € CMNexXMNe gre the
positive semi-definite error covariances for the direct link and the cascaded link, respectively.
This kind of imperfect CSI is mainly caused by channel estimation error and associated with
the outage constrained design. For instance, in the time division duplex (TDD) network,
limited training time and noise will cause channel estimation error, which generally follows
the CSCG distribution when the MMSE method is used to estimate the channel [30].

The statistical CSI model, where both the estimated CSI and the CSI error are random
variables following unknown distribution. In fact, the statistical CSI model can be treated

a special case of the probabilistic CSI error model.

In practical systems, these types of errors commonly coexist and it would be hard to determine

whether kind of CSI error is the major factor. Thus, in this work, we aim to find a comprehensive
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robust method, which is suitable for these types of CSI errors.

III. THE WORST CASE CONSTRAINED ROBUST DESIGN

Here, we investigate the worst case robust design, which can guarantee that the information rate
of each IR is no less than its minimum rate constraint for all possible CSI errors. Mathematically,

the problem is given as

max  min R,k (8a)
wk,B,Rw,k
s.t. min In(1+T%) > Ry, Vk, (8b)
v{Ahs i, AHR ) }EHp i
max In(1+Tk) < Yr, VE, VI, (8¢)
V{AgT,hAGR,l}ng,z
min E; > Eyg, Vi, (8d)
v{Agr,AGR, }EGs,
Ol =1, m=1,..., M, Oy1 =1, (8e)
K
Yo lIwill* < Py, (8f)
k=0

where P, is the maximum transmit power, R, denotes the worst case rate threshold for the
k-th IR, 7, 1 denotes the worst case rate threshold for the [-th ER, when this ER try to decode
the information for the k-th IR, and £}, ; denotes the worst case HP threshold for the [-th ER,
respectively. Unfortunately, (8) is hard to solve due to multiple coupled variables, the infinite
constraints caused by the CSI error, and the UMC. In the next part, we will propose an AO and
SCA based method to handle (8).

A. Active BF and AN Optimization
At first, we denote the fixed point of ({wk}szo , é) in the iteration as ({(ka},f:o , 5). Simi-
larly, we denote W_; 2 [W1, ..., Wi_1, Whr1, ..., Wi, Wo|, and Wy 2 [W1, ..., Wg, Wo).

Here, we aim to solve the subproblem with respect to (w.r.t.) {wk}szo with fixed ({Gvk},f:o , 5).
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By introducing the auxiliary variables {t},_,, and {pk7l}f:’L1 11> (8) can be reformulated as

max kK (9a)
Wi ,K
~H 2 ~H 2
5.t (0 Howe| >t (He H,W_, ‘ + a§k> VE, (9b)
2 K
~H 2 ~H 2
‘9 Gwi| < pus (He GZW,kH v azl) kYL 9¢)
2 b
Lty > ek 14 py < &% Ry > K, VE, (9d)
(8d), (8f). (%e)
It is known that the non-convex (9b) can be further reformulated as
- 2 1] - 2
0" Hyw,| > — ( 0" H,W_|| + a§k> , (10a)
Sk 2 ’

Besides, according to [39], (10b) can be upper bounded by
t2§k tk82
1> k2 27k 11
~ B 2tk QSk ( )
where ¢, and s, are the values of ¢, and s; in the previous iteration. Furthermore, using the
identity Tr (A"BCD) = vec(A)" (DT @ B) vec (C), (10a) is equivalent to

W_, Wi ~ ~ o?
hf! (Wkwf - #) ©06" | by >, (12)
Sk Sk
where hy, = vec (Hy). Similarly, (9¢) can be turned into
H o Wewy Y 2
gl | (Wawh - = 200 |g+02, >0, (13)
kel

where g; = vec (G;). Note that (12) and (13) are still non-convex due to the difference of the
quadratic terms. To handle (12) and (13), we find the following lemma is useful.

Lemma 1 [40]: For any complex matrix P, a lower bound of PP is PP¥ + PP¥ — PP¥,
where P is a given point.

By Lemma 1, (12) can be approximated as

b (X - Y ©80" ) by > =, (14a)
Sk
W_, WH,
Yy = ik (14b)
Sk

where X, = & wWH +w,wil — W, wi . By the Schur complement [39], (14b) can be equivalently
converted into the following linear matrix inequality (LMI)
Y, W_,

= 0. (15)
Wilk SkI
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Following the same way, (13) can be approximated as

~~H
g (- ) 206" ) g+ 02, >0, (16
v w
S ) (16b)
WkH Dk,

where Q, 2 W_ WZ + W_ WH - W_ W

Next, we aim to handle the CSI uncertainty in (14a) and (16a). First, we denote H, =
[Hp ﬁﬁk]T, and AHy, = [AHp; Ahg{,JT, it is known that H, = H; + AH,. Besides, the
following equation holds ||AHpg | < erp = [[vec (AHRy)],
D (1an,,0n,), I =) (Oasn,, 1,). Thus, we have Ahy/I}Ahy < €}, and Ah/T,Ah, < €7,
where Ah;, = vec (AHy).

Lemma 2 [30]: Define the function w.r.t. x € C**!:

fi (x) =x"A;x + 2Re {b]HX} +c¢,j=0,...,J,

where A; = Al € C"*", b; € C**', and ¢; € R. The condition {f; (x) > O}j:1 = fo(x)>0
holds if and only if there exists {\; > 0}7_, such that

N
< €pyk. Then, we denote I, =

J=1
Ay by 4 A; b,
H _ZAJ' H
bO Co j=1 .b.7 Cj

To utilize Lemma 2, we first rewrite (14a) as

B (20 06" B+ Anl (2] 68" ) Ay + 2% {5 (28 ©66") A} > 5 17)
where h;, = vec (I_{k) and Z;, = X, — Y. o
Following Lemma 2, (17) holds if the following LMI holds
ZT © 00" + 9,11, + Va1, (z;{ ® ééH) hy
=0, (18)

_ ~~H
b (2] ©60") &
where {1 > 0,99 > ()}f:1 are the slack variables, and &, = hf (ZZ ® 55H) h, —

2
o7k

k
Sk

ﬁl,ke?ﬂk — Q?Q}ke%—v’k.
Then, we denote g = vec (G;) and ®; = Q; — ¥y, (16a) holds if the following LMI holds
P/, ® 06" + ay gl + agpls (<I>}Ql ® ééH) g
g’ (‘I’;}F,l ® ééH) Pk,
where {4 >0, a9, > O}f:’Llel are the slack variables, and py; = g/’ <<I>;€l ® §§H> g +
02— 01k Xpy — Q260X 7, Similarly, by denoting E = WoWEH + WoWEH — W W the worst

- 0, (19)

case HP constraint (8d) can be given as
~~H ~ ~H
ET®00 + 511 + [, <ET ® 00 > g

e = 0, (20)
gl (ET ® eeH) p
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where {f1, > 0, 82, > O}IL:1 are the slack variables, and m; = g/ (ET ® ééH> g+l —Ey—

51,1)(%;,1 — Bay XQTJ. By combining these steps, we formulate the following problem w.r.t. {Wk}szo

max kK (21a)
s.t. (8f),(9d), (11), (15), (16b), (18), (19), (20), (21b)

which is convex and can be solved by the toolbox CVX [41].

B. Phase Shifter Optimization

Here, we will solve the subproblem w.r.t. 6. Due to symmetry, the proposed approach can be
used to optimize 0 conveniently. Specifically, we need to reformulate (12), (13), (8d), and (8e)
into convex constraints w.r.t. to 6. Firstly, by denoting T = ééH + ééH — ééH we have the

following approximation of (12)

k. (22)

H
% and using Lemma 2, we have the following LMI

Then, by denoting Y, = W, W/’ —
YT @ T + 91,0 + Vol (T{ ® T) by

b/ C’r,{ ® T) &
where &, = h}! (T;{ ® T> hy, — =

= 0, (23)

ik 2 2
o — Vikegy, — Vanery

Similarly, by denoting i’k,l 2 W_kv"vﬁk - w]’g:’l’“H, where py,; is the value of py; in the previous
iteration, we have the following LMI
T, @ T+ aypl; + azgls (&J}Ql ® T) g
g’ <&>£l ® T) Pkl
where py; = gl (é{l ® T) 81+02 1 — o kXhy — Q20X 5. Similarly, by denoting = S W W,

=0

—_ Y

(24)

we have the following LMI
ET @ T+ Bi,51 + Poyls (ET ® T) g

- = (25)
gl (ET ® T> h
where 1, = g/f <éT ® T) 8 + 02— B — Bruxry — BaXiy
Thus, we have formulated the following problem
max K (26a)
0.k
st (8e),(23),(24),(25),1 > 18k, 1+t > €™k Ry >, Vk, (26b)

w.r.t. @, which is convex except the UMC (8e).
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Next, we adapt the PDD method to handle (8e), which decouples the original problem into
several individual subproblems and iteratively solve these subproblems. To be specific, we

introduce the auxiliary variable ¢ € CY+1)*1 and reformulate (26) as

max r (27a)
0,0,k
s.t. 0 = o, (27b)
lom| =1, (27¢)
O] <1,03),04, 25,1 2 i, 1+l = 8 Ry 2wV (27d)
Then, by penalizing the equality constralnt the followmg AL of (27) can be obtained

min K+ + 3%{ (é . go) } (282)

0,p,k,T
s.t. (27¢),(27d), (28b)

where A > 0 and 7 € CM*TD*1 are the penalty coefficient and the dual variable associated with
(27b), respectively.

The PDD method needs a two-layer iteration procedure, where the inner layer optimizing 6
and ¢ alternatively, while the outer layer optimizing 7 and \. Specifically, for the inner layer

iteration, when ¢ is fixed, we obtain the followmg subproblem w.r.t. 0

rglnn —/<;+—)0 P —1—5)?{ <é—<p)} (29a)
s.t. (27d), (29b)

which is convex and can be solved by CVX.

Then, when 8 is given, we formulate the followmg subproblem w.r.t. ¢

min — { (é . go)} (30a)
)
st |oml =1, (30b)
Due to (30b), we have 5; L lpll2 = M+l Hence (30) is reduced to
H
‘me‘u{l 9?{(0%—)#) cp}, (31
©m|=
and the optimal solution is ¢* = 14 (6+37),

The inner layer alternatively updates 6 and ¢ until convergent. While for the outer layer
problem, the following criterions are applied to design 7 and A [35]:
1) when 6 = @ approximately holds, T can be obtained by 7 < 7 + A~! (é — go), which is
similar to the alternative direction method of multipliers (ADMM) technique.
2) when 6 =  is far from “being true”, we inflate A\~! to force the equality constraint 6= ©

be met in the next iteration.
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The PDD algorithm is given in Algorithm 1 and the whole AO method is summarized in
Algorithm 2, where v' is a parameter sequence converging to 0, c¢ is a scaling factor, which is

commonly choose in [0.8 0.9] [35], and w;, wy denote the stopping criterion.
Algorithm 1 The PDD Algorithm to Problem (27).

1: Initialize {éo, @, 70, )\0} and set i = 1;

2: repeat

~i—1,0 ~
3 Setf =6

i—1

, L= 7l ¢ =0,

4: repeat

5 Update 6 """ via solving (29);

6: Update @'~ 1*1 via ¢ = 0RT) g g
7: until Convergence

~1 ~l— 7[ i i
s Setf =8, @l =il
9: if Héz — ¢ , < 1/, then 7! = 7% + Ai (él — go">, Nt = )i

10: else 771 = 77 \itl = c)\; end if

11: 141+ 1;

N
12: until HO —gaeH < wy
2

Algorithm 2 The AO Algorithm to Problem (8).
1: Initialize <{w2}szo : éo> and set = 0;

2: repeat

s Obuin {wf},", and x* with fixed ({Wi}/,.,8) by solving (21);

4: Update {Wy.}r_, < {Wﬁ}szo;

5. Obtain §' with fixed ({vvk; P ,é) by solving (27) with the PDD method;
6: Update 0« ée;

7: {0+ 1;

g: until kK — k! < wy

9: Output ({wg}szo 0, n*);

It should be pointed out that since (27) is non-convex, the PDD algorithm generally generates
a sub-optimal solution. As for the convergence of the PDD algorithm, according to [35] and
[43], we have the following Theorem:
Theorem 1: Assume that {éz, cpi} is obtained as a limit point of the sequence {éi’e, cpi’z}zo ”

Vi € {1,2,...} in Algorithm 1, then the PDD algorithm is guaranteed to converge when
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A~

= (éz — cpi> + 7% is bounded, and any limit point of the sequence {91, cpl} is a Karush-Kuhn-
Tucker (KKT) point of (27).
Proof: Please refer to Appendix A. [ ]

C. Feasibility discussion of problem (8)
The feasibility of (8) can be checked by the following problem
Find ({wk}f:0 , é) (32a)

s.t. (8c) — (8f), (32b)
which can be solved via the proposed AO method, by removing the associated constraints asso-
~ 2 ~
’9—(,0 w0 {7 (6-¢)},
2

s.t. (27¢), ’ém‘ < 1,(24),(25). We omit the detail here since this is straightforward. If (32) is

ciated with (8b). And the AL problem is now given by min 5;
0,0, 7

feasible, we treat the obtained ({wk} 5:0 ,é) as an initial point of the proposed AO algorithm
for problem (8). Otherwise, (32) is infeasible, which is mainly due to the QoS constraints are
too strict to be satisfied for the current channel realization and system parameters. In this case,

we can remove certain constraints by removing some users in practice.

IV. THE OUTAGE CONSTRAINED ROBUST DESIGN

In this section, we investigate the outage constrained robust design. Mathematically, the

problem is given as

max  min R, (33a)
w0, Ro i

st. Priln(1+T4) > Rox} > 00,V {Ahgy, AHp i} € Hyp, VE, (33b)

Pr{ln (1 +Tx) <Yor} > m, V{A8711, AGR,} € Gy, VE, VI, (33¢c)

Pr{E, > Eun.} > (,V{Agri;, AGgr,} € G, VL, (33d)

(8e), (81), (33e)

where 05, € (0, 1] denotes the information rate outage probability for the k-th IR, R, is the
associated outage rate threshold, 7, € (0, 1] denotes the information rate outage probability for
the [-th ER, when this ER try to decode the information send to the k-th IR, and 7, is the
associated outage rate threshold, respectively. In addition, ¢; € (0,1] denotes the HP outage
probability for the I-th ER, and Fj,; is the corresponding HP threshold.
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A. Active BF and AN Optimization

Here, with fixed ({Wk}szo , é), we formulate the subproblem w.r.t. {wj}r_, as

max kK (34a)
W,k
~H 2 ~H 2
st. Pr{)e kak‘ >t <H9 HkW_kH + afk)} > 6.V, (34b)
9 ;
~H 2 ~H 2
Pr{ 6" Giwi| < pi ( 6" Giw_ +a§,l)} > Vh,YL (34c)
- 2
Pr { HQHGlWoH2 + 02— By > o,vz} > ¢V, (34d)
(8f), (9d). (34e)
The main difficulty lies in the constraints (34b)-(34d). In fact, (34b) is equivalent to

g

_ 2 1 _ 2
eHkak( > = (“OHHkW_k" n afk)} > 6 (35)
Sk 2 ’

Furthermore, (35a) can be turned into
Pr {ﬁ;j (zg ® ééH) by, + AhY (zg ® ééH) Ahy,

~ . o2 (36)
+2§)’%{th (zg % 60 ) Ahk} > 8:} > 5.
Next, we will handle the CSI uncertainty based on the following BTI.
Lemma 3 [42]: For any {A,u,c} € HYxCV xR, q ~ CN (0,1) and 3 € (0, 1], the following
inequalities holds:
IZr{qHAq+2§R{qHu} +c¢>0}>1-p

Tr(A)—y/—2In(f)z+In(f)y+c>0,
A

vec (A) <z

Vau ||

\ yI+A =0,y >0,

where 2 and y are slack variables. Moreover, BTI is jointly convex w.r.t. all the variables.'

In fact, we have [VGC (AHRJC) ) Ahqj—{k] = [R,iR’kpRvk; R%’ka’k] = BIkD <R?Z,k7 R%,k) {pRJg; pT,kL

7

1 1
where R}, , and R7 . are the square root of Rp) and Ry, respectively. In addition, pr

1 1 1
CN (0,1) and pry ~ CN (0,I). Thus, by denoting R} 2 BIkD <R§7k,R%7k) and p; 2

'In fact, there exists another effective method to handle the outage constraint, e.g., the large deviation inequality (LDI), which

can be seen as a simplified BTI method. Readers can refer [42] for more details.
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[Prk; Pr), we have pi ~ CN (0,1) and Ah}! (Z{ 200" Ah;, = pfR} <Z{ ® ééH) R?py.
U?k

Then, we denote A, = R,% (Zf ® é§H> Ré, a, = Ré (Zf ® §§H> hy, and a;, = h! <Z;€ ® 0~§H) h;,—
Sk
TI‘ (Ak) —

. By utilizing the BTI, the probabilistic constraint (36) can be formulated as
—2In (1 — 5k)191,k + In (1 — 5k) 192,k + ag Z 0, (373)
vec (Ayg)
< Vg, Vol + A = 0,
\/§ak

(37b)
where {01, Vo) > O}kK:1 are the auxiliary variables.

Similarly, we have [vec (AGRr,); Aggl} = [C%lqR,l; C:%r,qu,l} = BIkD (C?l%,w C%l> [ars; ar.ls
where Czéa,z and C?I%,z are the square root of Cr; and Cg, respectively. In addition, qp; ~
CA(0,1) and qr; ~ CAY (0, 1). Thus, by denoting C? 2 BIKD (c 2,C3,) and g 2 [qns ar,
we have q; ~ CN (0,1) and AgH <<I>£l © 00" Ag; = q{{Cl% <<I>ZJ ® ééH> Cl%ql.

Thus, by denoting By, = C? (2F,©66") C?, by, = C} (w1, 66") g1, and by, —

gl (‘I’;{,z ® §§H> g + 02, (34c) can be formulated as

Tr (Bk,l) — —21In (1 — 7’]]@)0[17],37[ + In (1 — nk) 0427k,l + ka Z O,
vec (Bk,l)

(38a)
\/§bk,z

< agp, 0l + By =0,
2

(38b)
where {a 1, a2 1 > O}f:’Llel are the auxiliary variables. Then, by denoting D, = C? (27 @ 55H> C

d =C} (ET ® ééH) g, and d; = g/ (ET ® ééH) & + 02, — Ey, (34d) can be turned into
Tr (Dy) — v —2In (1 = §)Bry +In(1 =) foy +dp >0,
vec (D)
< By, Bl + Dy = 0,
V2d,

3
l
(39a)

(39b)
where {1, 2, > 0} ZL: , are the auxiliary variables. Combining these steps, the convex subprob-
K .
lem w.r.t. {w},_, is formulated as

max K
Wi ,K

(40a)
s.t. (8f), (9d), (11), (15), (16b), (37), (38), (39). (40b)
As such, we have solved the outage constrained subproblem w.r.t {wk}szo. Next, we will
solve the subproblem w.r.t. 6.

B. Phase Shifter Optimization
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Similarly with the previous method, the probability constraint w.r.t. 0 is given by

2
Pr {th (T;{ ® T) hy, > U’“} > O, (41a)
Sk
Prdell (81, @ T)gi+02, >0} >, (41b)
Pr {g,H (éT ® T) g + 02, — By > o} > ¢ (41c)
1

2

% /=
=, By, = C} (‘I’il ®T

1

1 1o/ -
C?, by, = C? (q)f,l ®T> g, by = g (@}Ql ® T) g + Uz,l’
1/~ 1 1o/ -

D, =Ci (B"®T)Cf,di = Cf (E"@T) g, and di = g (8" T) g +02,— By Thus,
(41b) and (41c) can be handled by (38) and (39), respectively. As a result, we have the following

Sk

1 ~ 1 1 ~ — — ~ _
Then, we denote Ay = B} (Y1 @ T) B, a, = B (Y] ©T) by, ax = Bf (¥ @ T) by —

subproblem w.r.t. 0

max & (42a)
0.k
s.t. (8e), (37), (38),(39), 1 > t,55, 1 + t;, > eftwk, Ry > K, VEk. (42b)

Then, the previously proposed PDD method can be used to optimize 0 conveniently. In addition,

the feasibility of problem (33) is similar to problem (8), and thus we omit the detail for brevity.

V. STOCHASTIC SCA METHOD TO THE STATISTICAL CSI DESIGN

In this section, we propose a stochastic SCA method to handle the robust optimization in the

statistical CSI model. Firstly, the problem can be formulated as

max  min I, (43a)
W0, Ry 1

st. Pr{ln(1+T%) > Rox} > 0, V{hry, Hr} € Hsr, VE, (43b)

Pri{ln(1+Tux) < Yor} = e, V{gry, Gri} € Goy, VE, VI, (43¢)

Pr{E;, > Eyn,;} > G, V{gry, Gr,} € G5, VL, (43d)

(8e), (8f), (43e)

and the definition of these parameters are similar to those of problem (33).

Then, we observe that Pr{ln (1 +T%) > Rox} > 0 < Pr{ln(1+T%) < R,x} < 1 — oy,
however no closed-form expression can be obtained for this probability constraint. An alternative
method is to replace the probability constraint by a expected condition, e.g., Pr{ln (1 +I'y) < R, x} =
Em, {]Iln(lgk)gRM , where Iy(111,)<r,, is the step function of event In (1 +T'x) < R, [38].

Then, to tackle the non-smooth property of the step function, we utilize the following smooth
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approximated function
1

o (7) = T =

where © = R,r —In(1+1I%) and « is the parameter to control the approximation error, i.e.,

(44)

larger a leads to less error. Then, by applying 4, (-) and relaxing the UMC to a power constraint

temporarily, we obtain the following approximated problem:

max (452)
’s7t. E {u (rk ({wk}fzo , é;HM))} <1-6,Vk, (45b)
E o (gos (191150 6:0,0) ) b < 1= mi Vi W, (45¢)

E {u (zl ({wk}fzo 6: gs,l>)} <1-(.V, (45d)

80, || < 1, (45¢)

2

’

~ ~ 2 ~
where 7 ({wi}So, 6 Hon) 2 (5 1) <H0HH,€W_;€H +afk) - ‘eHkak
2 b

o ~H
Ykl ({Wk}kK:U 70;gs,l> 2 ’9 Giwy,

~ ~H 2
“l <{Wk}kK:o 0 gs,z> 2 Ey, — H9 GlW()”2 - Uf’l.

_(eor — 1) <HéHGka

2
—|—a§l), and
2 9

. . A H . .
Here, we denote a composite variable z = [wi’ ..., wil, wi 0"]", and selection matri-

ces Ay, € {0, 1}V EFDNEM) g rg KY and B € {0, 1M EFDNEM) hat satisfy
{Ayz = wk}fzo and Bz = 0. Thus, 7} ({wk}szo,é;H&k) can be rewritten as 7 (z; H 1) 2
K
e —1 cPBFHp, +hZ ) Az’ + 02, | —|(2"BTHp,. + hi,) Awz|’. Similarly, we
) Tk) £Xj ik . Tk y
g
_ A 2 K 2
denote 7 (2;Go) = |(£"BHGry + gll) Agz| —(e7x — 1) | 3 | ("B Ggry+gf) Ajz|” + 02, |,
j=0,
ik

K
and z (z;G,,) 2 g, — > | ("B Ggy + gh) ijf — o2
=0

el

(45) is a stochastic optimization problem. Here, we propose a stochastic SCA method to ad-
dress (45), mainly based on the framework in [44]. Firstly, we denote f}, (x) 2E {tg, (Tx (2;G51)) },
G () 2 E{tq (Gr (2;Gsy))}, and hy (z) 2 E{t, (Z (z;Gs;))}. Then, in the i-th iteration,
convex surrogate functions of {fi (z)} are constructed to approximate {f} ()}, . which can
be expressed as
> (46)

i@ 2 fir 2 {(6)" @ -2)} +ufo -2

where 1, > 0 is a constant and ¢]|z — '||* is included to ensure the convexity of fi(x), fi
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is an approximation of E {u, (7 ({z;Hsx}))}, and f} is an approximation of the gradient

Vi E{t, (7 ({@; Hsx}))}. Besides, f,; and f{ are iteratively updated by

Zua ({z";HL, 1)), (47)

and

fi=(1—0) £ o' Zvﬂua (7 ({2121 1)), (48)

where f,.~ L=, £ L'— 0, T, and T3 denote the numbers of channel realizations utilized to
approximate E {i, (7, ({z; Hx}))} and Vi E{d, (7r ({z;Hsx}))}, respectively, v € (0,1] is
a sequence properly designed following Assumption 5 in [44]. In fact, the stochastic optimization
method can be seen as a online learning approach with v® been the learning parameter.

Note that in (47) and (48), multiple channel realizations are generated to improve the ap-
proximations f; and f; in each iteration. Besides, according to [44], as ¢« — oo, we have
lim,o | fi (x°) — fi (&%) = 0, limiyo |V f (&%) — Vi fi (&7)] = 0,Vk € K, which indicates
that f{ (z') and Vi f; (z°) can converge to the true values of f, (z°) and its gradient w.r.t. z,
respectively. Thus, the convergence of the proposed method is guaranteed. For each channel

realization, Vi1, (7x ({&; Hsx})) is obtained by [34]:
o ae*fﬁk({z‘;ﬂs,k}) B
Vit (Tr ({25 Hs 1 })) = - 5Ty, ({25 Han}) (49)
(1+ (e

K
where T} ({z;Hsr}) = 2(e" = 1) | > vy (@ Hon) | — 20 (%5 Hs ), and 1y (23 Hop) =

Jj=0,
iR
B"Hp Az’ A'HY  Bz+2"B"Hpg Az ATH]  Be+Alhr bl A ja+B " Hy A jza” Allhy +
.’l!HBHHR,kAjilJA?hT,k + h%kA].’EAng’kBl'
Similar methods can be utilized to handle {g; (%)}, ;e and formulate the surrogate function

{941 (@)}, oo Where the associated gradient is given by

o ae—a@k,l<{$;gs,z}) .,
Vgt (yk,l({fﬁ; gs,z})) = ( pr({z0 })>2Yk,z ({x;g&l})a (50)
1 + 6_a k11 Z:Ys,1

K
where Z; ({2;G:}) = 2yurg (2;Gsy) — 2 (€708 — 1) Z Viji (2;Gs0) |, and ygi (2;Gsy) =
J;k
B GRZA szAHGnga:—l—xHBHGRZA (L‘A G ZB$+A ngngA .’IH‘B GR kA T AHng+
"B G A;xA  gr) + gif Az AT G B, Surrogate function {hj ()}, . can be obtained

in a similar way.
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Thus, with fixed &, in the i-th iteration, we solve the following feasibility-check problem

Z' =Find = (51a)
st. fi(@) <1— 0, Vk, (51b)
g,;l () <1 —m, Yk, VI, (51c)
hi(Z) <1-¢,Vl, (51d)
K
> F'AAT < P, [Bz], <1, (51e)
k=0

which is convex w.r.t Z.
Then, we handle the relaxed constraint [Bz] < 1 by the PDD technique. Similar to Section
III, we formulate the following AL of (51)
min o+ |[BZ —ll; + R {7 (Bz - ¢)} (52a)

s.t. (51b) — (5le), |pm| = 1. (52b)
In fact, similar to the previously proposed PDD procedure, a two-layer algorithm is utilized

to handle (52). Here, for the inner layer problem, with fixed ¢, ' can be obtained by solving
(52) using CVX. Then, with fixed Z°, ¢ can be obtained in a closed form as ¢ = e14(BE A7)
Besides, the proposed criterions in Section III are applied to update 7 and .
Then, according to [44], z is updated by
gt = (1—r) ' + T, (53)
where {r" € (0,1]} is a sequence satisfying r — 0, 3,77 = 0o, and 3, (")* < .

In addition, according to [44, Theorem 1], the SCA algorithm can converge to the set of
stationary solutions to (45), almost surely. Moreover, the following remark is useful to handle
the so-called ““vanishing gradient” problem for (44).

Remark 1: As mentioned in [34], when |7}, ({x;Hx})| is too large, Vi it, (7r ({2; Hsk}))

—ar xz;H
ae k s,k

(13

Vit (T {25 Hs i })) = ae =) 5T, ({2 Har}) (54)
(1 + eifk({z;ﬂs’k}>)

may close to zero due to the term > in (49). To tackle this obstacle, a modified

gradient is given as:

where
q, if afk ({m7H8,k‘}) Z q,
e ({T Haop}) = ¢ —q, if ary ({2 Hoi}) < —q, (35)

ary, ({z; Hsr}), otherwise,
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and ¢ > 0 is a constant which is chosen based on a. More details can refer to [34].

The whole bisection search method is summarized in Algorithm 3.
Algorithm 3 The Bisection Search Algorithm to Problem (43).

1: Initialize x, set the bound [/{l , /{“} and the accuracy ws;

2: repeat

3: Calculate k = (x' + £*) /2;

»

Solve (52) by the proposed statistics SCA method;

If (52) is feasible, set k! = k, otherwise set K" = k;

b

(o))

. until ‘/@l —/-i“‘ < 03

: Output {z*, x*};

~

VI. SIMULATION RESULTS

Here, simulation results are provided to evaluate the proposed design. As shown in Fig. 2,
there exists one Tx, one IRS, 3 IRs and 3 ERs. A three-dimensional (3D) coordinate is utilized,
where Tx and the IRS are located at (10 m,0 m,10 m) and (0 m,50 m, 10 m), respectively.
Besides, we assume that the IRs are randomly located in a circle centered at (10 m, 50 m, 2 m)
with radius of 5 m. While the ERs are deployed closer to Tx than IRs to enhance the EH, which

are randomly located in a circle centered at (10 m, 20 m, 2 m), with radius of 5 m.

z
A
i
Tx 3 50m A
| \ 10m
) 10m _ _ Y,
h}/\ ﬁm s s y
Doy
pll e <=5
20m  “ERsarea _ .”  IRsarea
e 50m -

Fig. 2. The simulation scenario.

The simulation settings are assumed as: N, = 4, M = 10, P, = 20 dB, ozk = ail =
—70 dBm, Vk, VI. Besides, the QoS requirement is assumed to be the same value among these
users, i.e., Y x = Yo = 1 bit/s/Hz, E; = —10 dBm, ¢, = 0.9, n, = 0.9, ; = 0.9, Vk, VI. Here,
we set a relatively large HP constraint to activate the EH circuit [2]. The path loss is given by
PL = PLy — 10alog,, (%), where d is the link distance, « is the path loss exponent. Here,
we set PLyp = —30 dB and dy = 1 m [12]. The path loss exponents of the IRS-related links

are set as ar = 2.2 [30], while the path loss exponents between Tx and the IRs/ERs are given
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by at = 3.5 [32]. As for the small-scale fading, taking F' as an example, which is modeled as

F=./3 HFLOS + ./ BLFNLOS, where f3 is the Rician factor, F'°S is the line of sight (LoS)

component, and FN°5 is the non-LoS (NLoS) component which is modeled as Rayleigh fading.

2Trd A - 27d _ : A
Besides, F'*5 is given by F'"°S = abf, where a = [1 eI sinvt el T (D= siny

, and

,€ , A is the wavelength, D, and D; are the number of

b = [1,ej 5

antennas at Rx and Tx, respectively, while d, and d; are the relevant antenna separation distance,

vP and v* are the angles of departure and arrival, respectively. Similar to [32], we set 3 = 5

for all these links, and d,/\ = d;/\ = 0.5, v* = tan™! <M>, vP = 1 —vA, respectively.?

ZIRS —2Tx

tsinoP . ]QWdt (Dy— l)sva]
)

In addition, for the probabilistic CSI error, the covariance of Ahry and vec (AHpgy) are

defined as 7, = &7, HﬁTkHz and €%, = ¢} ||vec (Hpy)| 2. respectively, where £ € [0,1)

9
and ep € [0,1) measure the relative number of the CSI errors and are set as 2 = 10 and
g% = 1074, respectively. Moreover, according to [30], a fair performance comparison between
the two CSI uncertainty models can be obtained when the bounded uncertainty radii are set
as ery = \/ngFQMN p), and €py = \/%T’kFgle (1 — p), where Fy;y, and Fyy denote

the inverse cumulative distribution function (CDF) of the Chi-square distribution with degrees

of freedom (DoF) 2M N, and 2N, respectively, and p denotes the corresponding probability.

Similar way can be used to set Agr; and vec (AGg,).

A. Convergence Behaviour

Firstly, the convergence behaviour of the inner layer PDD algorithm with different transmit
antenna number /NV; and phase shifter number M are tested. Both the worst case design and outage
case design are examined. From Fig. 3, we can see that both the worst case information rate
(WCIR) and the outage case information rate (OCIR) increase with the number of iterations, and
gradually converge, almost in 10 iterations, which validates the efficiency of the PDD method.
Besides, it can be found that we draw this figure from the zeroth iteration, i.e., start from the
initial point. As expected, the RIR for both the outage case and the worst case obtains the same
value at the zeroth iteration.

Then, we evaluate the convergence behaviour of the outer layer AO algorithm. Fig. 4 shows
the WCIR and the OCIR versus the number of iterations with different V; and M. From Fig.
4, we can see that both WCIR and OCIR increase with the number of iterations, and gradually
converge. Moreover, larger N, or M leads to higher complexity and slower convergence, since

more variables need to be optimized. However, for different values of N; and M, both WCIR

’In the simulation, besides the variable in z-axis, all the other parameters are fixed to the some values.
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Fig. 3. The convergence behaviour of the PDD algorithm. Fig. 4. The convergence behaviour of the AO algorithm.

and OCIR always converge in 15 iterations, which confirms the practicality of the AO method.
Besides, given the same V;, M and the channel condition, the probabilistic CSI design can attain
high RIR than the bounded CSI design, since the bounded CSI design is more strict than the
probabilistic CSI design, thus leading to lower information rates. In addition, similar to Fig. 3,
the RIRs for both the outage case and the worst case are the same at the zeroth iteration.
Lastly, we evaluate the convergence behaviour of the stochastic SCA algorithm, where we
set T) = 105, Ty, = 200, v* = (1 + i)_0'5, rt = (1+ i)_0'6, a = 100, and ¢ = 8, respectively
[34]. Similar to [35], here we assume that both the estimated CSI and the CSI error follow
the CSCG distributions. Fig. 5 shows the obtained objective value of problem (52) versus the
number of iterations with different /V; and M. From this figure, we can see that the stochastic
SCA method converges not monotonic due to the stochastic nature, depending on the random

channel generations in each iteration. However, it is able to converge in about 100 iterations.

B. RIR versus the System Parameters

Here, we assess the effect of the system parameters on the RIR. In addition, we compare
the proposed methods with several baselines: 1) the perfect CSI case, which can be seen as the
performance bound of the proposed method; 2) the penalty based method in [25]; 3) the no IRS-
aided design; 4) the IRS-aided design but without AN. Note that this comparison can indicate
which of the IRS and AN plays a more important role in improving the secrecy performance.
These methods are labelled as “Bounded CSI error”, “Probabilistic CSI error”, “Statistical CSI”,
“Perfect CSI”, “Penalty method”, “No IRS”, and “No AN”, respectively. In addition, all the
results are obtained over 100 channel average.

First, we show the RIR versus the total power budget P; for Tx, and the result is shown

in Fig. 6. From this figure, we can see that the RIR reaches a saturation with the increase of
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P, since when P is relatively small, the RIR metric is mainly determined by F;. By contrast,
when F; tends to be large, the effect of the imperfect CSI increases gradually, and thus the
RIR tends to decrease. Furthermore, we can see that the performance gap between the bounded
CSI error and the probabilistic CSI error model is more pronounced in high P; region, while
the stochastic SCA method suffer certain performance loss due to lack of instantaneous CSI.
However, the proposed AO-SCA method outperforms the other baselines. In addition, the no
AN method obtains much better performance than the no IRS-aided method, which indicates
that IRS plays a major role in improving the security than AN.

Then, we show the RIR versus the number of IRS elements M in Fig. 7. From this figure, we
can see that in the perfect CSI case, the information rate increases with the increase of M, since
higher spatial DoF can be achieved with larger M. However, for other cases, due to the CSI

error, when M becomes large, the RIR tends to decrease due to the increased CSI uncertainty.
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Hence, whether to utilize IRS should depend on the CSI uncertainty level.

Lastly, we plot the RIR versus the Tx-IRS horizontal distance in Fig. 8, where we as-
sume that the IRS moves along the y-axis. It is observed that when IRS moves from Tx
to IRs (about yrs < 50 m), the RIR decreases than increases. On the other hand, when
IRS moves away from IRs (about yjrs > 50 m), the RIR decreases rapidly due to large
channel fading. Actually, the large-scale channel gain of the cascaded link can be estimated
by PL = PL2(d/do) “®((D — d)/dy) " “®, where d and D denote the distances from Tx to the
IRS, and that from Tx to the center of the IRs area, respectively. Thus, the cascaded channel
gain obtains the minimum value when d = D/2, e.g., the IRS is located close to the middle

point. Hence, to improve the performance, it is beneficial to deploy the IRS close to Tx or IRs.

C. RIR versus the CSI Uncertainty Level

To further show the effect of the imperfect CSI, we evaluate the RIR versus the direct channel
uncertainty level and the cascaded channel uncertainty level, in Figs. 9 and 10, respectively. From
these results, we conclude the following facts: 1) the RIR tends to decrease with the increase
of the CSI uncertainty, for both the direct and cascaded CSI uncertainty level; 2) the cascaded
CSI uncertainty plays a more important role in the RIR than the direct CSI uncertainty.

D. RIR versus the User’s QoS Requirement

Here, we evaluate the secrecy performance versus the QoS requirement. Firstly, we show the
RIR of these schemes versus the outage probabilities ¢ and (; in Figs. 11 and 12, respectively.
From the two figures, we can see that the RIR decreases with the increase of d; and (;. Since
with the increase of 0 or (j, stricter constraints are imposed on the rate and the achieved rate

tends to decrease to satisfy these constraints.
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Then, we show the RIR versus the HP threshold £y, ; in Fig. 13. From this figure, we can see

that for all these methods, the RIR decreases with the increase of the HP threshold. This is mainly
due to the fact that with higher HP requirements, more transmit signals need to align to the ER’s
channel, and thus the ER has higher probability to eavesdrop the confidential information, hence
decreasing the rate. Besides, when the HP threshold exceeds a certain value (about —5 dBm),
the RIR decreases dramatically. This is because in this case, the HP constraint is hard to be

satisfied in many channel realizations.

E. Complementary CDF Performance

Moreover, to show the effect of the robust design, we show the complementary CDF (CCDF)
of these methods versus the users’ QoS parameters in Figs. 14-16, which is defined as the

probability of the achieved I'y, I'y;, and FEj,; that below the target threshold. In addition,
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the non robust design is provided for performance comparison, which is labelled as “Non

robust”, where {wk}fzo and O are obtained based on the estimated CSI without considering
the outage constraints. From these figures, we can see that the robust methods achieve better
CCDF performance than the non robust design, since the robust methods can provide more
opportunities to obtain higher SINR at the IRs, or lower SINR at the ERs, or more HP at the

ERs, thus to improve the outage performance.

VII. CONCLUSIONS

In this work, we investigated the secrecy design in IRS-aided SWIPT networks, where the BF,
the AN and the phase shifters are optimized to maximize the minimum RIR. Specifically, for the
bounded CSI error model and the probabilistic CSI error model, we utilized the AO and SCA
method to reformulate the non-convex problem, and then an PDD based iterative algorithm was
proposed to obtain the solutions. While for the statistical CSI model, we propose a stochastic
SCA method to handle the robust design. Simulation results demonstrated the performance of

the proposed design and reveal some useful insights.

APPENDIX A

PROOF OF THEOREM 1.

Firstly, we denote the constraint set of 0 for problem (27) as X = {é H(ém,l <1,23),24), (25)},
+

A L+L
and rewrite the constraints (23)—(25) in functional forms as {Fn (9)} . In addition, the

-1
" K+KL+L

Lagrangian dual matrices associated with these constraints are denoted as {X,,} , and

the dual variable associated with ‘ém‘ < 1 is denoted as wy,.
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Since 6" is bounded by ‘ém‘ < 1, and ¢ is updated via continuous function ¢ = 4(017) of

6', there exists limit point of the solution. Without loss of generality, we denote {BAZ, cpi} as the

limit point, i.e. {éi,cpi} — {9,5}. For any 7 € {1,2,...}, assume that {éi,goi} is the limit
of the convergent subsequence {éi’éj ,go“j} of {éi’z,goi’e } Denote the objective function of

(28) as h (é, cp). Since for any ), the objective sequence of (28) updated via the BCD method
is decreasing and bounded from below [35]. Thus, according to [43], the proposed algorithm is
guaranteed to converge to a stationary point of (27).

Suppose the limit point " ~! — B, since "% = arg min h <6A’Mj, cp), so h <0Al’éj , il ) <

| o lemt
h (él’ej, cp). Then taking j — oo, we have h (él, cp"> <h (él, go). Hence ¢’ is the optimal
solution to the problem |miln h (él, cp). Besides, since the objective sequence {h“};’i , con-
eml|=1 —

verges, we have h <0AZ, <pi> =h (HAZ, c’ﬁ) Therefore ¢ is also an optimal solution to the problem
|mi|n1 h (éi, go), thus we conclude that @' = @.
Pm|=

. il . . — , .

Since 6" is the solution to the problem min A (0,90%), and the Slater’s condition is
dex

commonly satisfied, therefore it satisfies the Robinson’s condition [43]. Then, according to

Lemma 3.26 of [45], the dual variables {X%J} and w”% are bounded. Then, by taking j — 0o
and restricting to a subsequence of {X'} and w’, we obtain the KKT conditions for problem
min A <é, cpi’gﬂ') at {él, cpi} as follows:

bex

K+KL+L  JF, (é’) M+1

%(éi_¢i>+fi+ ; X;WJFT;%(})(%)T (éjn —1) —0, (56a)
F, (éi) ~0,X.F, (0“) —0,Xi = 0,¥n, (56b)
gl <10t ( em . 1) —0,wi >0,Ym. (56¢)

Denote pf 2 i 6 — goi) + 7%, and assume p' is bounded. Then, by taking i — oo and
restricting to a subsequence of {X;} and @, we obtain
K+KL+L  JF, <é> M+1 P

O wlpm(6-¢))+ X + Y O
a?%{” (0-e)f+ X X > an— (

Em’ - 1) 0, (57a)

n=1 8(5)T m=1 00,
F, (5) ~0,X,F, (5) —0,X, = 0,Vn, (57b)
0,1 < 1,0, (‘Em‘ _ 1) — 0,@, > 0,Vm. (57¢)

Since ' is bounded, then 7 is also bounded. Thus, at least one of the two possible cases is

performed. That is either 1): A’ — 0 with pu’ — 7¢ bounded, or 2): u’ — 7% — 0 with A\’ bounded.
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Hence we always have 6 — =\ (' — 7" — 0.
Then taking ¢ — oo and restricting to a subsequence of fr, we obtain
5—@:0,%{,1%(5-@)}:0,%{50(5—95)}:0. (58)
At the same time, when 6" is given, ¢ is updated by solving (31). According to previous

discussion, éi’ej is optimal to (31) if and only if it is optimal to (30), whose KKT condition is

1 /i . ey
~ 5 (07 =) - T+Zg” (e~ 1) =0, (59)
(%0 )
"0 (| —1]) =0, =1, (59b)
In fact, by (59a), we can obtain ¢*% = (goivef)_l o (% <él’£j — Qp%‘) +—,—i>, which is a

. Y 2] 0. . . . ..
continuous function in " and ¢*%. By taking j — 00, i — oo and restricting to a subsequence

of ¢, we obtain

a M+1
oG {a"(0-2)}+ Z Sz (Pl = 1) =0, (60a)
fo(lg—1))=0,¢=1. (60b)

Combining the equations (57), (58) and (60), we conclude that the Lagrangian multipliers
{)_(j, W, [, g_} satisfying the KKT conditions of (27), thus completes the proof.
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