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Abstract

Because of the increasing popularity of machine learning methods, it is becoming important to
understand the impact of learned components on automated decision-making systems and to
guarantee that their consequences are beneficial to society. In other words, it is necessary to
ensure that machine learning is sufficiently trustworthy to be used in real-world applications.
This thesis studies two properties of machine learning models that are highly desirable for the
sake of reliability: robustness and fairness.

In the first part of the thesis we study the robustness of learning algorithms to training data
corruption. Previous work has shown that machine learning models are vulnerable to a range
of training set issues, varying from label noise through systematic biases to worst-case data
manipulations. This is an especially relevant problem from a present perspective, since modern
machine learning methods are particularly data hungry and therefore practitioners often have
to rely on data collected from various external sources, e.g. from the Internet, from app users
or via crowdsourcing. Naturally, such sources vary greatly in the quality and reliability of the
data they provide. With these considerations in mind, we study the problem of designing
machine learning algorithms that are robust to corruptions in data coming from multiple
sources. We show that, in contrast to the case of a single dataset with outliers, successful
learning within this model is possible both theoretically and practically, even under worst-case
data corruptions.

The second part of this thesis deals with fairness-aware machine learning. There are multiple
areas where machine learning models have shown promising results, but where careful considera-
tions are required, in order to avoid discrimanative decisions taken by such learned components.
Ensuring fairness can be particularly challenging, because real-world training datasets are
expected to contain various forms of historical bias that may affect the learning process. In
this thesis we show that data corruption can indeed render the problem of achieving fairness
impossible, by tightly characterizing the theoretical limits of fair learning under worst-case
data manipulations. However, assuming access to clean data, we also show how fairness-aware
learning can be made practical in contexts beyond binary classification, in particular in the
challenging learning to rank setting.
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CHAPTER

Introduction

Machine learning algorithms have shown great potential in recent years by improving substan-
tially upon the state of the art in multiple real-world applications of computer science, for
example in image recognition [HZRS16], language understanding [DCLT19] and protein struc-
ture prediction [JEPT21]. Due to this outstanding performance of learning-based algorithms,
there is an increasing amount of interest by practitioners in producing such models tailored to
their purposes.

Because of the popularity of machine learning methods, it is becoming increasingly important
to understand the impact of such learned components on automated decision-making systems
and to guarantee that their consequences are beneficial to society. In other words, it is
necessary to ensure that machine learning is sufficiently trustworthy to be used in real-world
applications.

One of the key challenges towards building reliable machine learning models is that of
ensuring robustness against training data corruption. Indeed, previous work has shown that
modern machine learning models are not robust to problems in the train data. In particular,
issues varying from label noise through model misspecifications to worst-case train data
corruptions (a.k.a. data poisoning) can easily affect the performance of learned classifiers
[Hub64, BNL12a, DKK*16,[KL17], leading to poor model performance at test time. In addition,
several classic hardness results [KL93| BEK02] state that there is no learning algorithm that
can provably recover an optimal decision rule in the presence of data manipulations, unless
restrictive assumptions about the type of corruptions are made.

These issues are especially relevant from a present perspective, since modern machine learning
methods are particularly data hungry. Therefore, when training models practitioners often rely
on data collected from various external sources, e.g. from the Internet, from app users or via
crowdsourcing. Naturally, such sources vary greatly in the quality and reliability of the data
they provide. Moreover, the structure of the resulting training dataset is different than what is
assumed in classic robust machine learning theory. In contrast to a single block of i.i.d. data,
with some potential outliers inside, a dataset obtained from multiple external sources consists
of groups/batches, one from each source, and we expect some of these groups to contain
clean data, while others - potentially corrupted. Due to these differences, classic techniques for
defending machine learning against data corruptions may be suboptimal in such a multi-source
scenario.



1.

INTRODUCTION

With these considerations in mind, the first part of this thesis deals with the problem of
designing machine learning algorithms that are robust to corruptions in data coming from
multiple sources. In the setup we study, some of the data sources may provide data that is
noisy or systematically or even maliciously perturbed. We show that, in contrast to the single
dataset case, successful learning within this model is possible both theoretically and practically.
To this end, we describe the fundamental limits of learning against a malicious agent that
controls some of the sources. We also design a practical algorithm for such grouped data and
show that it exhibits strong performance in an extensive experimental evaluation.

Next, we move on to explore another property of machine learning models that is crucial for
their real-world reliability, namely their fairness. Indeed, some of the areas where machine
learning has shown promising results require careful considerations regarding the social impact
that automated decisions can have [BHN19, IMMS™19|. For example, whenever a learned
system is used for screening the quality of job or loan applications, it is crucial to ensure that
the model does not discriminate applicants based on their gender, race or other attributes
protected by law or by ethical considerations. Similarly, if a machine learning model is used for
suggesting personalized recommendations on online music platforms, it is important to ensure
fair exposure for the performers.

There are multiple challenges related to achieving fairness in the context of machine learning.
Firstly, an obstacle can again be the presence of data corruption, because real-world data is
usually based on past human decisions, which are often prone to historical bias [MMS™19)].
At the same time little is known about the effect of general data corruptions, such as label
noise or adversarial manipulations, on fairness-aware learning. A second challenge is that
the majority of fairness-aware learning algorithms and the corresponding theoretical results
only consider the case of binary decision making. In contrast, machine learning is extensively
used in much more complicated domains, such as recommended systems, in which, as already
argued, fairness concerns can also arise.

Therefore, a second topic addressed in this thesis is that of machine learning fairness. In
particular, we study the limits of fairness-aware learning under worst-case data corruption. We
find that, alarmingly, guaranteeing fairness under such data issues is impossible and moreover
the amount of unfairness that can not be avoided increases for problems where one of the
protected subpopulations in the data is underrepresented (e.g. there are not many applicants
of color for a job position). We also demonstrate a way of transfering classic fair learning
techniques from binary classification to ranking, thereby providing theoretical guarantees for
fair ranking and designing a scalable fairness-aware algorithm for this task.

The rest of the thesis is structured as follows:

= In Chapter 2 we introduce several notions that are central to machine learning theory
and on which we heavily rely throughout the thesis. We also discuss various concepts
from the theory of robust and fair machine learning, including such that will be recurrent
throughout the text.

» Chapters 3 and 4 are dedicated to the topic of robust learning from multiple unreliable
data sources. In Chapter 3 we study the theoretical limits of learning against an
adversarial opponent that controls a subset of the data sources. In Chapter 4 we provide
a practical algorithm for the studied problem, under the additional assumption that a
small trusted reference dataset is given.



» In Chapter 5 we study the interplay between robustness and fairness and tightly charac-
terize the limits of fairness-aware learning from corrupted data.

» Chapter 6 deals with fairness in ranking. We show how a number of popular fairness
notions from binary classification can be integrated into modern learning-based ranking
methods with little computational overhead and with theoretical guarantees. Furthermore,
we show that improving fairness in the context of ranking often comes with little to no

sacrifice of model utility.






CHAPTER

Preliminaries

In this chapter we introduce several machine learning concepts and notions that will be central
to the work presented in this thesis. First, we give a short introduction to (supervised) machine
learning. We place particular emphasis on the classic PAC learning framework, which provides
a tool for studying the hardness of learning problems and analyzing the properties of learning
algorithms. We also discuss several concepts from trustworthy machine learning research, with
a focus on those notions from the robustness and fairness literature that will be central to our
analysis later on.

2.1 Supervised machine learning

2.1.1 Elements of the supervised learning problem

In a nutshell, the goal of supervised machine learning is to use a dataset of input-label pairs
to construct a general rule for assigning (predicting) labels to future inputs. The underlying
hypothesis is that if such a labeling rule is constructed in a way that explains the train data,
then this rule will also generalize, in the sense that it will be accurate at predicting the true
labels for the future inputs as well.

To formalize this, we adopt a classic statistical learning framework, following e.g. [SSBD14,
MRT18]. In this context, the supervised learning problem has the following ingredients.

An input space X The input space is the set of instances that we will be aiming to label.
This can for example be the set of all possible emails or the set of all possible applicants for
a job position. In the case of emails, one may be interested in constructing a classifier that
decides if an email is spam or ham. In the case of job applicants, a useful classifier is one that
is able to predict if an applicant will do well at the job they are applying for or not.

Commonly, the inputs (i.e. the elements of X’) are represented via elements of some metric
space, for example R¢. That is, instead of working directly with the text of the emails, or the
CV of the applicants, feature representations for each input are given instead. There could
be handcrafted features based on domain-specific considerations (for example, bag-of-words
representations [MSROQ8] for the case of text), or could themselves be extracted via a machine
learning model pretrained on massive amounts of data for a similar machine learning tasks (for
example, using a state-of-the-art NLP model, such as BERT [DCLT19]). In such cases, we will

5
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PRELIMINARIES

identify the inputs with their feature representations directly, since we assume that the feature
extractors are given and fixed. Therefore, we will also identify X with the corresponding metric
space of the features, e.g. R%.

A label space ) The label (or output) space is the set of all possible labels that can
be assigned to an instance. A common example is the case of classification, where Y =
{0,1,...,k—1}. Problems for which k = 2, such as those mentioned above, are called binary
classification tasks and problems where k& > 2 are known as multi-class classification tasks. In
other cases labels can take continuous values, for example when Y = R, a case that we refer
to as regression.

A training dataset The training set refers to the provided example input-label pairs. We
will often denote the training data by S = {(z;,4:)}; € (X x Y)". This is the set of
examples that should be used for constructing a labeling function. An important parameter is
the number of samples, denoted here by n. Intuitively, the larger the value of n, the more
information we have about the prediction task at hand. In other words, one would expect that
the learning problem gets easier as access to more data is given.

A hypothesis space A hypothesis space is a set of possible labeling rules to choose
from. Formally, we assume that a hypothesis space H C V< is given. Each element h
of H is a function h : X — ) from the input space to the label space and represents
a rule for labeling inputs. For example, if X = R? for some d € N* and J = {0, 1},
then a commonly used hypothesis space is the one of all linear classifiers on R?, namely
H= {h : h(zx) = sign (wa> for some w € Rd}.

A learner A learner is a procedure that takes the set S of labeled examples and outputs a
hypothesis from H that, ideally, accurately predicts labels given inputs. Formally, a learner is
a function:

LU=, (X x V)" — H. (2.1)

Note that here we think of the learner as any procedure that takes a dataset of arbitrary size
and returns a hypothesis, thereby focusing on the statistical, rather than the computational,
questions regarding learning.

A loss function The loss function measures the penalty incurred when assigning a wrong
label to an instance. Intuitively, the goal of learning is to find a hypothesis that accurately
predicts labels given inputs. For any hypothesis h € H one can measure the quality of its
prediction on a input-label pair (x,y) via a loss function ¢ : ) x )} — R, by computing
¢(h(x),y). A natural requirement is that ¢(y,y) = 0 and ¢(y1,y2) > O for any y,y1,y2 € Y
with y1 # y.

Commonly used loss functions are the 0—1 loss for classification, that is £(y1, y2) = 1 {y1 # y=2};
as well as the square loss for regression, i.e. {(y1,y2) = (y1 — y2)2.

Although the loss function gives a way of measuring the performance of a hypothesis on one
input-label point, it is unclear how to formalize the objective of finding a hypothesis that works
well on multiple future inputs. Moreover, in order to have any hope of constructing such a
hypothesis based on the training data, one needs to ensure that the points in .S are in some
sense representative of the future input-output pairs that the learner will be tested on.



2.1. Supervised machine learning

Next, we present a standard way to formulate these issues in statistical terms, by adopting a
standard PAC learning framework.

2.1.2 Statistical PAC learning

The objective of learning Since the learner only operates with a set of training examples,
an underlying assumption for successful learning is that the learner will be able to generalize
their knowledge based on these examples to new, unseen inputs and so to perform well at
prediction time. Intuitively, this should be the case whenever the new inputs are similar to
those that were observed by the learner at train time. To formalize this, a standard assumption
is that both the training and the test examples are sampled from a distribution D € P(X x ))
in an independent and identically distributed (i.i.d.) manner.

This statistical treatment allows for a formalization of the learning objective. The intuitive
goal of providing a hypothesis that works well on new inputs translates to the goal of finding
a hypothesis with a small expected loss under the distribution D, that is finding an h € ‘H
such that:

R(h) = Bz y)~p (L(M(x), 1)) (2.2)
is small. In the case when ) = {0,1} and ¢ is the 0 — 1 loss, R(h) is also called the risk of h.

PAC learnability Given the training dataset S = {(z;,y:)}", € (X x V)", the learner
predicts £(S) € H. Then the performance of the learner can be measured via the expected
loss of the hypothesis that it returns, that is via R(L£(S)). While one may expect a perfect
learner to always return a hypothesis with expected loss equal to 0, there are several limitation
that may in general make this impossible:

» For many distributions there will be no hypothesis in H that achieves risk of 0. In such
situations, the performance of the learner, as measured by R(L(.S)), should be compared
to the best possible hypothesis in the hypothesis space, that is to inf,cy, R(h), rather
than to 0. In this sense, a good learner learner has to be agnostic to any assumptions
about the input-label distribution and work as well as possible for any distribution
instead.

= Since the learner works with a finite set of samples, there is always a certain probability
that the n samples in .S will end up being unrepresentative of the underlying distribution
D. For example, if X is discrete, there is a non-zero probability that all inputs will end
up being the same, even if D assigns a significant mass on the other points in X" as
well. Such situations, although increasingly unlikely for large values of n, imply that in
general the learner can only be expected to probably (usually) work.

» Even when the learner is presented with a useful set of samples S, the sample size is
still finite and any estimate of the underlying distribution D will in general only be an
approximation. Therefore, we can only expect that the learner works approximately as
well as the best hypotheses in H.

These considerations naturally lead to the concept of agnostic probably approximately correct
learning (agnostic PAC learning), as introduced by Leslie Valiant [Val84]. Intuitively, a learner
will be successful if, given a sufficiently large training set from a distribution, they manage to
output a hypothesis that is approximately as good as the best ones in the hypothesis class,
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and do so with high probability with respect to the sampling of the data. If such a learner
exists, then a hypothesis space is in a sense “learnable” - there is a learner that performs well
on it given enough data. This is formalized in the following definition.

Definition 1 (Agnostic PAC Learnability). A hypothesis space H is agnostic PAC learnable with
respect to a loss function { : ) x Y — R™, if there exists a learner L : U2, (X x Y)" — H
and a function my; : (0,1) x (0,1) — N, such that for any €, € (0,1) and any distribution
D, if the learner takes as input a set S of at least my (e, d) points sampled i.i.d. from D, then
with probability at least 1 — & with respect to the sampling of the points in S:

R(L(S)) < inf R(R) +e. (2.3)

Whenever H is agnostic PAC learnable, the (point-wise) smallest possible function my
determines the so-called sample complexity of H, that is, how many samples are indeed so
that an e-good hypothesis can be recovered with probability at least 1 — ¢, regardless of the
underlying probability distribution.

Realizable PAC learning An important special case of the PAC learning problem is the
one where the label space is binary and the distribution D under consideration is such that
there exists a perfectly accurate hypothesis in 7, that is a hypothesis h* € H, such that
Py ~p(h*(x) = y) = 1. Note that this means in particular that the labels are deterministic
given the inputs (up to a set of measure 0). This scenario is referred to in the literature as
the realizable PAC learning scenario. In such a context we have the following definition of
PAC learnability (without the term “agnostic” included, since we are now making a specific
assumption about the type of distributions D that are allowed).

Definition 2 (PAC Learnability (realizable case)). A hypothesis space H is PAC learnable
with respect to the 0 — 1 loss function, if there exists a learner £ : U, (X x V)" — H and
a function my, : (0,1) x (0,1) — N, such that for any €,6 € (0,1) and any distribution D for
which the realizability assumption holds with respect to H, if the learner takes as input a set
S of at least my/(€,0) points sampled i.i.d. from D, then with probability at least 1 — 0 with
respect to the sampling of the points in S:

Pxy)~p(L(S)(X) #Y) <e (2.4)

Uniform convergence Since both the training and test samples are assumed to be drawn
from D in an i.i.d. manner, one may hope that the performance of a hypothesis at prediction
time can be estimated by looking at its performance on the data points in S. Therefore, it is
natural to consider the empirical loss of any h € H, given by

R() = 1 3= (). ). (25)

This concept leads to a natural learning algorithm that simply selects a hypothesis by minimizing
the empirical risk, giving rise to the empirical risk minimization principle (ERM principle).
Formally, the ERM learner Lgpy : U2, (X x V)" — H is defined as

Lpru(S) =argmin R(h) VS € U, (X x V)", (2.6)
heH

One may hope that if R(Lgrar(S)) is small, then this guarantees that the same is true
for R(Lgrn(S)) and therefore that the ERM rule necessarily recovers a good hypothesis.

8
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However, this does not follow directly from the law of large numbers, since Lgga(.S) depends
on the data points in S and therefore standard concentration arguments are insufficient to
show that the empirical and the true risk of this hypothesis are close to each other. Instead, in
order to show this one needs to require that the empirical and the true risk are close to each
other for all hypothesis in H, that is, that concentration holds uniformly over the hypothesis
space. This naturally needs to the concept of uniform convergence, which is presented in the
following definition.

Definition 3 (Uniform Convergence). A hypothesis space H is uniformly convergent with
respect to a loss function { : Y x Y — R™*, if there exists a function mY : (0,1) x (0,1) — N,
such that for any €,0 € (0,1) and any distribution D, if the learner takes as input a set S
of at least mY“ (e, 8) points sampled i.i.d. from D, then with probability at least 1 — & with
respect to the sampling of the points in S:

sup |R(h) — R(h)| < e. (2.7)
heH

Whenever H is uniformly convergent, we refer to the component-wise smallest possible function
mYyC as the rate of uniform convergence of H.

It is easy to see that any uniformly convergent hypothesis space is also agnostic PAC learnable.

Proposition 1. Whenever H is uniformly convergent with rate mY‘, H is also agnostic PAC

learnable with sample complexity at most m%,© (g, (5).

Proof. Fix any €,d € (0,1) and let D be an arbitrary distribution on X x ). For any dataset
S of size at least my© (§ 5), sampled i.i.d. from D, with probability at least 1 — & we have

that

sup|R(h) — R(h)| <
heH

N

and so

_ € = € .
R(Lerm(S)) < R(Lerm(S)) + 5 = in R(h) + 3 < }%f{ R(h) + ¢

Therefore the ERM learner is an agnostic PAC learner for H, with sample complexity my, (€, 6) <
myc (g, 5). O
In particular, this result suggests that the ERM rule is a reasonable approach to learning and
that, if the hypothesis space is uniformly convergent, ERM is in fact an agnostic PAC learner.

2.1.3 Measures of complexity

The bias-variance trade-off From a more practical perspective, one may want to decide
what type of a hypothesis space should be chosen given a particular supervised learning
problem, that is, for a fixed but unknown distribution and given some amount of data.

In the context of learning with the ERM rule, an intuitive trade-off emerges. On the one hand,
selecting a hypothesis space of large size will increase the likelihood of finding a hypothesis
that performs well on the training data set and so the ERM rule will yield a hypothesis with
small empirical loss. On the other hand, if the hypothesis space is too large, the uniform
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convergence property is more likely to be violated or at least occur at a slower rate. Therefore,
because of the finite sample size, the ERM hypothesis might not generalize and perform poorly
at test time.

It turns out that this reasoning applies to learning more generally, resulting in the so-called
bias-variance trade-off. For hypothesis spaces that are too “simple”, there might be no
hypothesis that performs well on a given distribution, resulting in a large, irreducible bias
term. At the same time, whenever a hypothesis space is too “rich”, there might be multiple
hypothesis that appear as good candidates based on the train data. However, the limited
sample size and the large number of potential candidates result in a corresponding variance
term that describes the hardness of accurately estimating the properties of the true data
distribution given the training set only. In-between there is a sweet spot, where a hypothesis
space whose “complexity” is the right one for the task at hand hits the best possible trade-off
between bias and variance. Note that this reasoning can be seen as an instance of the Occam
razor: out of various possible statistical models for a given task (that is, various choices of
), one should select the one that works (has small bias) and is as simple as possible (has
small variance).

These considerations emphasize on the importance of studying various notions of the complexity
(i.e. richness) of hypothesis spaces in the context of learning. One may hope that an appropriate
notion of complexity can then inform machine learning practitioners on how to select a
hypothesis space given a particular learning task, through the lens of the bias-variance trade-off.
Moreover, it is intuitive that good notions of complexity may provide sufficient and necessary
conditions for PAC learnability, as hypothesis spaces that are “too rich” may induce learning
problems that are impossible to solve even with infinite data.

We now discuss two popular complexity measures, the VC dimension and the Rademacher
complexity, which are central concepts in learning theory and which allow for quantifying the
bias-variance trade-off and proving PAC-style guarantees for learning algorithms.

VC dimension Consider the context of binary classification with the 0 — 1 loss. Given n
points x1,...,x, € X, denote

Hay o own = {(h(z1),..., h(x,)) : h € H}.

Note that |#,, . .,| is the number of possible label assignments that the hypotheses in H
can give to the n data points. Clearly |H,, . .| < 2" and if [H,,  2,| = 2™ we will say that
‘H shatters the set of points {x1,...,2,}. Next define the growth function of H as

SH(”’) = Sup |HJ,‘1,...,$"|-
T1,.3Tn
Again, Sy(n) < 2" and if Sy(n) = 2™ then there exists a set of n input points that H can
shatter. Intuitively, if H can shatter a large number of input points, then H constitutes a

very rich set of models. This motivates the following definition of what is known as the VC
dimension of a binary hypothesis space H.

Definition 4. The VC dimension of a hypothesis space H C {0, 1} is the maximum number
of points that H can shatter, that is the largest n € N, such that Sy (n) = 2". If no such n
exists, then we say that H is of infinite VVC dimension.

It turns out that the VC dimension being finite is a necessary and sufficient condition for
agnostic PAC learnability.

10
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Theorem 1 (The Fundamental Theorem of Statistical Learning, [SSBD14]). Let H C {0,1}*
and let the loss under consideration be the 0 — 1 loss. Then the following statements are
equivalent:

= H is agnostic PAC learnable.

H is PAC learnable.

‘H is uniformly convergent.

‘H has a finite VC dimension.

ERM is a successful (agnostic) PAC learner for H.

Furthermore, one can quantitatively describe the speed at which the uniform convergence
property holds for H, via the following result:

Theorem 2 (p. 342 in [SSBD14]). Let D € P(X x Y) be a fixed distribution and suppose
that H is of finite VC dimension d = VC(H). Then for any 6 € (0,1)

P(wmﬁwaumpa¢MbQ?””bﬂM®)ga (2.8)

heH n

This result, together with the link between uniform convergence and agnostic PAC learning
described in Section [2.1.2, can be used to show that a hypothesis space with VC dimension d
is agnostic PAC learnable with sample complexity:

mMg&zQ(mH%uwv. (2.9)

€2

As an alternative formulation, Theorem 2/ implies that given a training set of size n, one can
guarantee that the distance between the empirical and the true risk of a hypothesis is at most

of O© (\/g)
In the realizable PAC learning case one can show that the sample complexity of a hypothesis

space with a finite VC dimension is actually smaller that in the agnostic case. Specifically, one
can show that [SSBD14]

(2.10)

(e, 8) < O <dlog(1/e) +log(1/5)> |

€

In particular, only O (%) samples are needed to find an e-optimal solution, as compared to

@) E%) in the general case. It is therefore standard to refer to the O (%) rates achievable in
the realizable PAC learning scenario as “fast statistical rates”.

Rademacher complexity In the case of a non-binary label space and a general loss function
a more sophisticated complexity measure, namely the Rademacher complexity, can be used to
describe the sample complexity and uniform convergence rates of a hypothesis space.

11
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Definition 5. Let H be a hypothesis space and  be a loss function. Let S = {(x;,y;)}1,
be a set of n i.i.d. data points from a distribution D. Let 0 = (04, ...0,) be a set of n i.i.d.
Rademacher random variables, that is, random variables uniformly distributed on {—1,1}.
Then the empirical Rademacher complexity of H with respect to ¢ and the sample S is defined

as
n

Re(loH) = E, (suplzaif(h(xi),yi)>. (2.11)

heH T ;5
The (distributional) Rademacher complexity of H with respect to ¢ and the distribution D is
defined as

R (Lo H) = Egopn (EU <sup LS outh(ay), yi)>> — Esp (Rs(lo).  (212)

heH T ;5

Intuitively, the Rademacher complexity captures the degree to which the hypothesis space can
capture random noise [MRT18| and is therefore a useful measures of the expressiveness of H.
As a result, one can also use the Rademacher complexity to bound the gap between the test
time and the train time loss of a classifier, uniformly over the hypothesis space.

Theorem 3 (Theorem 3.3 in [MRT18|). Let H be a hypothesis space and ¢ be a loss function
such that £(y1,y2) < M for some M > 0 and for all y;,y> € Y. Then for any 6 € (0, 1), with
probability at least 1 — & over the i.i.d. sampling of a training set S ~ D" from a distribution
D, each of the following holds uniformly over all h € H.:

log(1/4)

R(h) < R(h) + 2R, (Lo H) + M — (2.13)
and
R(h) < R(h) + 2Rs(f o H) + 3M logéi/‘s). (2.14)

In the special case of binary classification, the Rademacher complexity can be upper-bounded
using the VC dimension d = VC(H). The Rademacher complexity can first be bounded in
terms of the growth function of H as follows:

log(Su(n)

14 < 2.1
R,(loH) < o (2.15)
Next, Sauer’s lemma can be used to show that whenever n > d,
en\ ¢
Sy (n) < ) .
n(n) < ( d
Therefore, for any n > d,
dl d ~ d
Rl o) < (| LB/ _ 5 ( ) . (2.16)
2n n

Note that this upper bound can be used together with Theorem 3/ to show a bound on the
excess risk with the same asymptotic behavior as the one in Theorem 2. In particular, the
bound based on the VC dimension is looser. This is essentially because the VC dimension is a
distribution-agnostic measure of complexity and generalization arguments that are based on it
are necessarily worst-case over the properties of D. In contrast, the Rademacher complexity
is a tool for providing distribution or data-dependent guarantees for learning, which can be
tighter for certain “easier” learning problems.

12
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2.2 Learning from corrupted data

As discussed in the previous section, one of the central assumptions within the framework of
PAC learning is that the training set S is sampled i.i.d. from the target data distribution D.
While being natural and convenient from a theory perspective, this assumption hardly ever
holds in practice. There are various real-world data problems that can lead to a deviation
from the i.i.d. model, for example dependence between the samples or underrepresentation of
the certain subpopulations. In this thesis we focus on another issue that is of high relevance
in practice, namely that of data corruption, that is, the presence of noisy, biased or even
purposely manipulated entries within a subset of the training data.

In the presence of data corruption, a cause of concern is that the machine learning guarantees
that are traditionally developed under the idealistic i.i.d. assumption may not apply anymore
because this assumption is not fulfilled. Unfortunately, empirical observations have shown that
such deviations from the classic theory can indeed lead to poor performance of learned models
[BNL12a| ICLL™17, SNT*20]. In other words, models trained via classic machine learning
techniques are often not robust to the data corruption. This naturally hinders the applicability
of such systems to real-world tasks.

A major focus of this thesis is on overcoming the aforementioned issues by developing
machine learning algorithms that offer provable performance guarantees and strong empirical
performance, even when a fraction of the training data is corrupted. In this section, we first
motivate this problem and give specific examples of the types of data corruptions that can be
expected in machine learning datasets. Then we introduce several classic models that allow us
to reason about learning from a potentially corrupted dataset.

We note that learning from corrupted training data is a field with long history, where both
theoretical and experimental issues have been widely studied, e.g. [Tuk60, [Hub64, |AL88,
KL93| ICBDF™99, BEK02, [CS04, BNL12a, [CSV17, [SKL17, ICLL*17, DKK™19b]. A complete
overview of this field is therefore unavoidably beyond the scope of this thesis. Instead, we
focus on concepts related to robustness in the context of PAC learning.

2.2.1 Motivation

There are various types of data corruption that are known to occur in real-world training data.
Here we present a few motivating examples.

Label noise One of the most commonly cited problems with real-world data is that of
label noise [FV13]. This issue is particularly prevalent in recent years, since it is becoming
increasingly common to label datasets via crowdsourcing platforms, such as Amazon Turk,
and the quality of the obtained labels is often low.

Measurement errors Various types of random or systematic errors can also appear on
the level of the input variables [BEK02]. For example, in many scientific fields data is often
obtained via taking measurements by using sophisticated devices. Since these devices are often
used as black boxes, a practitioner may not notice certain malfunctions that result in random
or systematic errors for some data entries.

Historical bias In many cases when machine learning models are trained as part of a real-
world decision making system, one may expect training data issues related to bias stemming

13
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from past human behavior [MMS™19]. For example, when creating models for evaluating job
applications, the training data used will likely be based on previous rounds of applications,
where human decision makers may not have been completely objective in their evaluations.

Adversarial manipulations of the data In some cases one may expect worst-case manipu-
lations of the data that specifically target the model's accuracy or other desirable properties,
such as the model’s fairness. For example, in 2016 Microsoft released its own Twitter bot,
called Tay, that was meant to learn from real-world Twitter data in an online manner [Hun16].
This resulted in an immediate surge of tweets containing inappropriate content, published by
users seeking to sabotage the performance of the bot. Consequently Tay was taken down by
its creators soon after it started mimicking the malicious data content that it was trained
on. Additionally, multiple studies from the academic community, e.g. [BNL12b} ICLL™17],
have shown that even a small fraction of adversarially perturbed training data points can
significantly impact the performance of the resulting model.

These examples suggest that the presence of data corruption is a common phenomenon in
real-world data. Moreover, these and others data quality issues can have a direct negative
impact on model performance. It is therefore important to study various models that go
beyond the classic PAC learning setup by allowing for a certain fraction of the data to deviate
from the clean distribution D. The underlying intention is that such models can inform
machine learning researchers about ways of designing learning algorithms that are robust to
data corruption.

2.2.2 Learning against an adversary

Models of data corruption A common approach towards addressing the issue of poor data
quality is to design learning models under specific assumptions about the types of corruptions
that are present. For example, consider the case of creating a supervised learning dataset
S = {(x;,y;)}I, based on crowdsourcing, where the inputs are collected centrally and the
crowdsourcing workers are only asked to provide labels. In such a scenario it is natural to
assume that the input variables z; are clean and indeed sampled i.i.d. from the marginal
distribution of the inputs. The corruption model is then restricted to label manipulations.
If it is reasonable to assume that labeling mistakes happen randomly and independently of
the input values, then an appropriate model is that of label noise. In such a scenario, each
data point (z;,y;) is assumed to be generated as follows. First, a clean data point (z¢, yf)
is drawn. Then with some (small) probability «, the label y{ is flipped and hence the final
data point is (z;,y;) = (2§, 1 — y¢). Otherwise, with probability 1 — «, the returned point is
(@i, yi) = (25, 95).

There are two main disadvantages of such application-specific data corruption models. Firstly,
the types of corruptions present in the data vary greatly between different applications and
therefore separate models might have to be developed and studied for different scenarios.
Secondly, even within a single application it is often hard to foresee all possible types of data
problems that might be present. Therefore, using a corruption model that is too specific
may lead to flawed guarantees and therefore unexpected performance of the learned model
at prediction time. This is undesirable, especially in security-critical applications of machine
learning, such as autonomous driving and fraud detection. Moreover, the inability to provide
worst-case guarantees for machine learning models may in the long run hinder their adoption
for real-world decision-making tasks.

14
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The adversary Due to the aforementioned issues, in this thesis we will mostly adopt an
orthogonal, fully worst-case approach to modeling data corruptions. Following an established
framework from the fields of cybersecurity and the software verification, we will assume the
presence of a malicious opponent, called the adversary [BEY05], that may insert corrupted
data points that can be generated with infinite computational resources and can be chosen
with a broad knowledge of the underlying setup, the clean data points and even the learning
algorithm. While in some cases such a worst-case approach may appear overly pessimistic, our
treatment has the advantage of providing a “certificate” for the model performance: whenever
our theoretical analysis provides guarantees against the adversary, these guarantees hold under
a very broad range of possible data problems and therefore cover a rich set of applications and
secure the model against multiple, known or unknown, data issues.

Formally, the adversary is simply a procedure that takes in a clean dataset and output a new,
corrupted set of points of the same size as the original training set. That is, the adversary
is a potentially randomized function @ : U2, (X x V)" — U2, (X x V)", with the only
constraint that |4(S)| = |S] for any S C (X x )). Typically, we will assume that the adversary
is subject to certain limitations, for example, only being able to affect a certain fraction of
the data. We will denote the set of all possible adversaries, that is, all functions that satisfy
the limitations, by 2[. Depending on the type of restrictions that are imposed on 9, various
adversarial models are obtained. We will present several examples of popular adversarial models
in Section 2.2.3.

One common limitation enforced on the adversary that will be recurring throughout the thesis
is that only a certain fraction of the data, say a € [0, 1], can be manipulated. That is, the
adversary can only manipulate up to an points, with this upper bound being either approximate
(e.g. Bin(n, «) points can be changed) or exact. In the fields of robust statistics and machine
learning, it is standard to think of a as a small constant and in particular to consider o < 0.5.
Indeed, in the case when v > 0.5, robust estimation has only been shown to be possible under
additional assumptions, for example the possibility of returning multiple candidate estimates
or the availability of a small subset of trusted, clean data [CSV17].

We will consider « as a crucial parameter that describes the power of the adversary and often
refer to an adversary that can corrupt (approximately) an points as an adversary of power «.

PAC learning against an adversary We now formalize the learner’'s objective in the
presence of an adversary. Intuitively, given a supervised learning problem with a hypothesis
space H and a loss function /¢, a learner £ : U2, (X x V)" — H will be successful against
the set of adversaries 2l if it is able to guarantee PAC learnability based on the corrupted data
against any adversary in @ € 2 and for any clean data distribution D. Here we formalize this
as follows:

Definition 6. A hypothesis space H is adversarially agnostic PAC learnable with respect
to a loss function ¢ : Y x Y — R™T and against the set of adversaries 2, if there exists a
learner £ : U2, (X x V)" — H and a function my : (0,1) x (0,1) — N, such that for
any €,0 € (0,1), any distribution D and any adversary @ € 2, whenever S¢ is an clean i.i.d.
dataset of at least my,(€,0) points sampled from D and SP = A(S°), if the learner takes as
input the set SP , then with probability at least 1 — ¢ with respect to the sampling of the
points in S¢ and the randomness of the adversary:

R(L(S7)) = R(L(@(S)) < inf R(h) + e (2.17)
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Intuitively, it is assumed that the adversary has access to an initial clean training dataset S°¢
and manipulates it into a poisoned (corrupted) dataset S”. The learner then works with the
dataset S? and hence only has access to the corrupted data.

Crucial in this definition is the ordering of the quantifiers. As discussed above, our approach to
the problem of learning from corrupted data is a worst-case one. Therefore, we are assuming
that the adversary acts with a full knowledge of the setup, including the hypothesis space
and loss function, but also the clean distribution, the clean training data and even the learner
itself. In contrast, the learner is assumed to have access only to the hypothesis space, the loss
function and the corrupted data.

This is indeed reflected in the formulation of Definition 6, since the adversary is chosen after
the learner. In particular, for a learner £ to achieve PAC learnability, £ needs to “work” in the
usual PAC sense under any distribution-adversary pair. Since the adversary is chosen after £
is fixed, this is a way to formalize the claim that the adversary “knows” the learner.

This reasoning is also reflected in the results in the following sections of the thesis. Whenever
we state positive results that certify the existence of a learner achieving a certain performance,
these results will be structured as follows:

There exists a learner L, such that for any distribution D, any adversary @ € 2 and any
6 € (0,1), with probability at least 1 — ¢ ...

Since the learner is fixed before the distribution and the adversary are, it has to work for any
such pair. In contrast, hardness results that show that the adversary can prevent the learner
from finding models with certain properties will have the form:

For any learner L there exists a distribution D and an adversary 4 € 2,
such that with constant probability . ..

Note in particular that the adversary can be chosen after the learner is constructed and together
with the distribution and it can therefore be tailored to their choice.

2.2.3 Adversarial models

We now discuss two established worst-case models of data corruption, namely the malicious
adversary model [Val85] and the nasty adversary model [BEK02]. Throughout the thesis we
will be considering adversaries that are inspired by these classic models and adapted to the
corresponding contexts that we study.

For both models, we assume that a clean dataset S¢ ~ D" is sampled i.i.d. from D and we
describe the (randomized) procedure for computing a corresponding corrupted dataset S”.

The malicious adversary model The malicious adversary model was first introduced by
[Val85] and extensively studied by [KL93] and [CBDF799|. Informally, given a clean dataset,
the malicious adversary has the power to arbitrarily manipulate a randomly chosen subset of
the data of size Bin(n, «), for some corruption ratio o € [0, 1]. Within this random subset,
the adversary can substitute each data point with an arbitrary input-label pair, chosen with
knowledge of the remaining data, the clean distribution and the learning algorithm. Outside
of this set, the points have to remain the same.
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Formally, the process of computing the corrupted dataset SP = {(z¥, 4?)}, from the clean
data S¢ = {(25,y5)}1., ~ D" is as follows:

» The malicious adversary attempts to mark every index/point i € {1,2,... n} and
succeeds independently with probability «, for a fixed constant a € [0,0.5). Denote the
set of all marked indexes by BB C [n] and note that ['B| ~ Bin(n, «).

» The adversary computes, in a possibly randomized manner, a corrupted dataset S? =
{(af,;y?)}ry € (X x V)™, with the only restriction that (xF, y?) = (x5, y5) for all i & P.
That is, the adversary can replace all marked data points in an arbitrary manner, with
no assumptions whatsoever about the points (2%, y?) for i € .

A classic result by [KL93] states that in the context of binary classification any hypothesis
space, excluding degenerate cases, is not adversarially agnostic PAC learnable against the set
of all malicious adversaries. That is, there is no learner that can achieve close to optimal error
with high probability against the malicious adversary, even in the infinite data limit. Moreover,
Theorem 1 in [KL93] shows that a malicious adversary of power « can always ensure that the
error incurred by the learning algorithm is at least .

Crucially in this adversarial model, the indexes of the points that the adversary can change are
independent of the observed data. This assumption is relaxed in the next adversarial model
we study.

The nasty adversary model The nasty adversary model was introduced by [BEK02].
Just like the malicious adversary, the nasty adversary can arbitrarily manipulate a subset of
the data of size Bin(n,«). However, the adversary can choose any randomized procedure,
possibly dependent on the observed data, for selecting the subset that can be corrupted. The
only constraint is that the adversary needs to ensure that the size of the corrupted subset
is distributed as Bin(n,a) with respect to the randomness of the clean data and of the
procedure.

Formally, the process of computing the corrupted dataset SP = {(z¥,4?)}7_, from the clean
data 5S¢ = {(25, y5)}_; ~ D™ is the following:

» The nasty adversary observes the clean data and based on S¢ computes, in a possibly
randomized manner, a subset P C [n]| of marked indexes. The only constraint on this
procedure is that it must be the case that | ~ Bin(n, «) with the randomness taken
with respect to both the clean data and the adversary’'s computations.

» The adversary computes, in a possibly randomized manner, a corrupted dataset S? =
{(af,y?)}r_y € (X x V)", with the only restriction that (xF, y?) = (x5, y5) for all i & .
That is, the adversary can replace all marked data points in an arbitrary manner, with
no assumptions whatsoever about the points (2%, y?) for i € .

The nasty adversary model is strictly stronger than the malicious one. This is because the
nasty adversary can always choose to mark every index independently with probability «, hence
simulating the malicious adversary. In addition, the nasty adversary can already introduce a
harmful bias into the data through the way that it selects the marked data points already. For
example, if the clean data contains a small subpopulation of rare, but important, data points,
the adversary can choose to always mark the points from this subpopulation. Therefore, the
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adversary can ensure that this subpopulation is never present in the corrupted dataset at all.
In contrast, the malicious adversary can not in general ensure that, since the subset of the
data that it can manipulate is random.

In particular, the hardness results implying the impossibility of learning against a malicious
adversary transfer also to the case of the nasty adversary. In fact, for binary classification one
can show that a nasty adversary of power « can always ensure that the error incurred by a
learning algorithm is at least 2« [BEK02].

2.3 Fairness in machine learning

We now turn to another topic in trustworthy machine learning that is studied in this thesis,
namely the one of fairness. As argued in the introduction, with machine learning models
penetrating modern automated decision-making systems, it is becoming increasingly important
to ensure that ML systems do not discriminate individuals or organizations based on various
characteristics protected by law or by certain ethical standards. Such considerations are
especially relevant for tasks such as automated screening of job or loan applications, but also
for medical data, where it is desirable that a disease recognition model works well for people
of all races, say.

Here we discuss what types of fairness notions are commonly considered in the machine
learning literature. Then we focus on one of these types, namely on group fairness notions. We
discuss how these can be studied alongside with accuracy in the context of binary classification.
We also present several group fairness notions that will be studied in this thesis. The short
discussion in this section necessarily touches only on a few topics in fair machine learning. For
a more thorough introduction we refer to [BHN19, MMS™19].

2.3.1 Types of machine learning fairness

Fairness being a rather general and sophisticated philosophical concept, there are many ways
to rigorously define it in the context of supervised machine learning. Focusing on the context
of classification, there are three commonly considered types of fairness, namely individual,
group and counterfactual fairness.

Individual fairness Individual fairness, first discussed in a machine learning context by
[DHP™12], is a constraint on machine learning systems that aims to ensure that, informally,
similar instances (e.g. individuals) are treated similarly by the classifier. The fairness notion
is individual in the sense that it is designed to protect every instance in the population, as
it guarantees that each instance is treated similarly to others like it. Formally, the notion
of individual fairness depends on two distance metrics - one on the space of the inputs
(say, the space of applicants for a job) and one on the space of classifier outputs (e.g. the
square distance between the two scores given by the classifier to two applicants). Individual
fairness is then understood as a Lipschitz property of the classifier with respect to these two
distance metrics [DHP™12]. Choosing the distance notions is therefore the key to incorporating
application-specific fairness considerations.

Group fairness Groups fairness, e.g. [CKPQ9, HPS16], refers to the concept that the
decisions of a classier should, on average over the population, be taken without exhibiting a
discriminative behavior with respect to a certain protected attribute (e.g. race or gender) of
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the inputs. The exact definition of “discriminative behavior” is typically stated in the form
of a (conditional) independence property between the classifier output and the protected
attribute and may vary between applications. As compared to individual fairness, group fairness
properties are often much easier to state, since they do not require a careful construction
of appropriate distance measures. On the other hand, group fairness ensures that a fairness
property is satisfied in a statistical sense only, that is on average, and therefore it does not
explicitly guarantee fair treatment for every individual instance.

Counterfactual fairness Counterfactual fairness [KLRS17] provides an intuitive notion of
fair treatment with respect to a protected attribute, by aiming to ensure that the decisions of a
classifier would not change in case of an intervention on a particular instance that changes the
value of this protected attribute only. For example, in the case of loan applications decisions,
the outcome of the application of any black individual should not have been different had they
been white (all other presented information being the same). While being both intuitive and
related to every individual of the population, counterfactual fairness notions are often hard to
verify due to the inherent difficulties of counterfactual inference more generally.

2.3.2 PAC Learning and group fairness

In this thesis we will be focusing on group fairness, where the statistical nature of the fairness
constraints allows for tools from PAC learning to be transferred to fairness-aware learning as
well. Here we discuss how the fairness-aware learning problem can be formulated in statistical
terms.

The key necessary addition to the classic PAC learning framework is the notion of a protected
attribute. For any data point, we assume that, in addition to an input x € X and an output
y € Y, a protected attribute value a € A is also given. This should correspond to a feature
with respect to which discriminatory behavior should be avoided, for example race or gender.
A training dataset then consists of n triplets S = {(z;, a;, y;)}" € (X x A x Y)". We assume
that these data points are sampled from an unknown distribution D € P(X x A x )) over the
input-attribute-label triplets space and denote the random variables corresponding to z, a and
y as X, A and Y respectively. A fairness-aware learner is a function that takes in a dataset S
of triplets and outputs a hypothesis h from a given hypothesis space H.

Different works define . either as a subset of J**4 or as a subset of J*. That is, some
works, e.g. [HPS16, WGOS17], allow for the classifier to explicitly use the protected attribute
when making a classification decision, while others, such as [ABD"18, IMW18a], do not. In
this thesis we opt for the latter option, so that the classifier is not explicitly using the variables
a € A. Note that while the decision for any particular instance does not use the variable a
directly, the way that the hypothesis is selected by the learner during training is fundamentally
influenced by the protected attribute values, so that, hopefully, fair treatment is ensured at
test time.

There are several reasons why we opt to study classifiers that do not use a directly for their
decisions. Firstly, the protected attribute a can always be assumed to be explicitly present
among the features of the input variable x, so that the other case is also covered by our
analysis. Secondly, in cases when a is not part of the input x, this might be for good reasons:
in many circumstances using a protected attribute value directly when making decisions can
be considered unethical, even if the intentions are to ensure fair treatment. Finally, in some
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situations protected attribute information may be unavailable at test time, for example for
privacy reasons.

Similarly to the classic PAC learning setup, the performance of the learner is measured in terms
of the performance of the returned hypothesis h € ‘H on the distribution D. For measuring
accuracy, the expected risk R(h) can be used again. For fairness, we will again be interested
in the extent to which the fairness property is satisfied by h on a population level, that is,
with respect to the distribution D. To this end, one can define a fairness deviation measure
['(h, D), that quantifies the amount of unfairness that h possesses, with respect to the fairness
definition of interest. We give a few examples of such measures in the following section.

2.3.3 Notions of group fairness

Finally, we present the three arguably most popular group fairness notions from the literature,
which will also be considered throughout this thesis: demographic parity, equalized odds and
equality of opportunity. We also give examples of corresponding fairness deviation measures.
The fairness notions are well-defined for a general space A, but we will explicitly consider
the case where A = {0,1} is binary, for example corresponding to a setup where a single
disadvantaged group of candidates for a job should be protected from discriminatory decisions.
We study the binary case separately since corresponding fairness deviation measures can be
readily defined in this context.

Demographic parity Given a distribution D € P(X x A x )) and a classifier h: X — ),
a natural fairness property is to require that the decisions of the classifier are independent of
the protected attribute, that is h(X) 1L A. This fairness notion is known in the context of
machine learning as demographic parity [CKPQ9, [HPS16]. In the case when A = {0, 1}, this
is equivalent to enforcing:

Pix,ayyp(M(X) =1]A =0) = Px ay)-p(h(X) =1|A=1). (2.18)

In practice, few classifiers will achieve exact fairness in the sense of demographic parity. In
addition, even if a classifier is perfectly fair, this will be impossible to infer from training data,
due to the finite sample size effects. Therefore, it is natural to consider a corresponding fairness
deviation measure [WGOS17, IMW18al, WM19], describing the extend to which a classifier
h is unfair. Here we adopt the mean difference score measure of [CV10] and [MW18a] for
demographic parity

7" (h, D) = [Px.ayrp(h(X) = 1]A = 0) — Py ayrop(h(X) = 1JA=1)|.  (2.19)

While being a natural notion of fairness, demographic parity can in many cases be impossible
to achieve alongside with high accuracy. In particular, in a realizable PAC learning setup,
a perfectly accurate classifier h* € H exists, but it may be the case that h*(X) strongly
correlates with the variable A. This reflects the observation that in many cases the true label,
e.g. the suitability for a job, may in fact be correlated with the protected attribute, for example
because of better access to education for people from non-disadvantaged backgrounds. This
observation naturally leads to the notion of equalized odds.

Equalized odds Equalized odds requires that A(X) L A|Y. That is, the decisions of
the classifier can depend on the protected attribute A, in contrast to the implications of
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demographic parity, but only through the value of the true label. Equivalently, for the case of
binary classification, equalized odds is satisfied if and only if:

Ph(X)=1A=0,Y =y)=Ph(X)=1A=1,Y =y), forbothye{0,1}. (2.20)
As in the case of demographic parity, one can consider the amount of unfairness that a classifier
possesses, in terms of the deviation from equalized odds, for example

1

Fodds h.P) = =

( Y ) 2 Z

ye{0,1}

P(h(X)=1/A=0,Y =y) —P(h(X) = 1|[A= 1Y = y)|. (2.21)

Equality of opportunity For some binary classification tasks, one might only be interested
in the fairness of classification decisions regarding instances for which the correct label indicates
a positive outcome (e.g. receiving a job or being granted a loan). In that case, the constraint
of equalized odds can be relaxed for the true negatives. Assuming without loss of generality
that a positive outcome is indicated by Y = 1, we obtain the equality of opportunity fairness
constraint h(X) L A|Y =1, or equivalently:

Ph(X)=1A=0,Y=1)=P(h(X)=1A=1,Y =1). (2.22)
Again, we can also measure the amount of unfairness by

T (h,P) = |[P(h(X) = 1|A=0,Y = 1) —~P(h(X) =1|A=1,Y =1)|.  (2.23)
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CHAPTER

On the Sample Complexity of
Adversarial Multi-Source PAC Learning

We now move to the first topic covered in this thesis, namely that of robust learning from
corrupted data sources.

As discussed in Chapter 2, the problem of learning from adversarially corrupted data is in
general very hard: the classic result of [KL93] states that when a fixed fraction of a training
dataset is corrupted within the malicious adversary model, successful learning in the PAC sense
is not possible anymore. In other words, there exists no robust learning algorithm that could
overcome the effects of adversarial corruptions in a constant fraction of the training dataset
and approach the optimal model, even in the limit of infinite data.

In this and the next chapter we will study learning from untrusted data in a different setup and
show that by tailoring our adversarial model to a specific scenario, learning against a malicious
opponent becomes possible, both in theory and in practice. Specifically, we will consider a
scenario where a number of datasets, coming from different sources, are given for training. In
addition, we will assume that while an unknown subset of these sets may contain corrupted
data, the other datasets will contain data sampled i.i.d. from the target distribution. We refer
to this problem as “adversarial multi-source learning”. In the next section we argue why such a
setup is highly relevant from a practical perspective. Then, for the rest of this chapter, we will
study the limits of adversarial multi-source learning and provide PAC-style upper and lower
bounds on the performance that a learner can achieve under two strong adversarial models. In
Chapter |4 we will also study the problem from a practical perspective and provide an algorithm
for multi-source learning that is designed to work against more moderate data corruptions,
but exhibits a strong performance in a broad range of experiments.

3.1 Motivation and outline

Due to the outstanding performance of modern machine learning algorithms on various
real-world tasks, there is an increasing amount of interest by practitioners in producing
predictive models, specific to their purposes. In many application domains, however, it may
be prohibitively expensive for a single expert to produce a high-quality labeled dataset, that
is large enough for training a good model. Therefore, it has become a common practice to
obtain data from various external data sources. Examples range from the use of crowdsourcing
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platforms, through collecting data from different websites and social networks profiles, to
collaborating with other parties working in similar domains. Once access to such datasets is
granted, they might either be available for training centrally, or be stored distributedly and
used for training via a distributed learning procedure, e.g. via using the recently developed
techniques for federated learning [MR17].

Naturally, datasets obtained from such sources vary greatly in quality, reliability and relevance
for the learning task. For instance, genetic data from multiple laboratories may have been
obtained via different measurement devices or data preprocessing techniques [WMPT03]. In
the case of crowdsourcing, a typical problem is label bias and label noise, due to incompetent
or malicious workers [WLC™10]. More generally, such datasets might also contain gross errors,
contaminations and adversarial modifications of the data [BGS™17]. The variety of possible
deviations from the target data distribution, as well as the large volume and dimensionality of
the data in real-world applications, make the assessment of the quality of the provided data a
difficult task.

In this and the next chapter we will study the problem of how to learn from multiple untrusted
sources, while being robust to any corruptions of the data provided by some of them, be it
such coming from negligence, bias or malicious behavior. The analogous question to the classic
problem of robust learning from one dataset against an adversary is as follows. Given a number
of i.i.d. datasets, a constant fraction of which might have been adversarially manipulated, is
there a learning algorithm that overcomes the effect of the corruptions and approaches an
optimal model?

For the rest of this chapter we study this problem, in the centralized data case, from a formal
PAC learning perspective and provide a positive answer. Specifically, our main result is an
upper bound on the sample complexity of adversarial multi-source learning, that holds as long
as less than half of sources are manipulated (Theorem 4).

A number of interesting results follow as immediate corollaries. First, we show that any
hypothesis class that is uniformly convergent and hence PAC-learnable in the classic i.i.d. sense
is also PAC-learnable in the adversarial multi-source scenario. This is in stark contrast to the
single-source situation where, as mentioned above, no non-trivial hypothesis class is robustly
PAC-learnable. As a second consequence, we obtain the insight that in a cooperative learning
scenario, every honest party can benefit from sharing their data with others, as compared to
using their own data only, even if some of the participants are malicious.

Besides our main result we prove two additional theorems that shed light on the difficulty
of adversarial multi-source learning. First, we prove that the naive but common strategy of
simply merging all data sources and training with some robust procedure on the joint dataset
cannot result in a robust learning algorithm (Theorem 5). Second, we prove a lower bound
on the sample complexity under very weak conditions (Theorem 6). This result shows that
under adversarial conditions a slowdown of convergence is unavoidable, and that in order to
approach optimal performance, the number of samples per source must necessarily grow, while
increasing the number of sources need not help.

3.2 Related work

To our knowledge, our results are the first that formally characterize the statistical hardness of
supervised learning from multiple i.i.d. sources, when a constant fraction of them might be
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adversarially corrupted. There are a number of conceptually related works, though, which we
will discuss for the rest of this section.

The limits of learning from unreliable data sources Most related is the work of [QV18],
as well as the follow-up works of [CLM19, [JO19], that aim at estimating discrete distributions
from multiple batches of data, some of which have been adversarially corrupted. The main
difference to our results is the focus on finite data domains and on estimating the underlying
probability distribution rather than learning a hypothesis.

[Qial8] studies collaborative binary classification: a learning system has access to multiple
training datasets and a subset of them can be adversarially corrupted. In this setup, the
uncorrupted sources are allowed to have different input distributions, but share a common
labelling function. The author proves that it is possible to robustly learn individual hypotheses
for each source, but a single shared hypothesis cannot be learned robustly. For the specific
case that all data distributions are identical, the setup matches ours, though only for binary
classification in the realizable case, and with a different adversarial model.

In a similar setting, [MMM19] show, in particular, that an adversary can increase the probability
of any "bad property" of the learned hypothesis by a term at least proportional to the fraction
of manipulated sources. These results differ from ours, by their assumption that different
sources have different distributions, which renders the learning problem much harder.

Byzantine-resilience in distributed and federated learning Another related general
direction is the research on Byzantine-resilient distributed learning, which has seen significant
interest recently, e.g. [BGS™17, [CSX17| YCRB18| [YCKB19, [AAZL18]. There the focus is on
learning by exchanging gradient updates between nodes in a distributed system, an unknown
fraction of which might be corrupted by an omniscient adversary and may behave arbitrarily.
These works tend to design defences for specific gradient-based optimization algorithms, such
as SGD, and their theoretical analysis usually assumes strict conditions on the objective
function, such as convexity or smoothness. Nevertheless, the (nearly) tight sample complexity
upper and lower bounds developed for Byzantine-resilient gradient descent [YCRB18] and its
stochastic variant [AAZL18] are relevant to our results and are therefore discussed in detail
in Sections 3.4.2/ and 3.5.2 The worst-case performance of distributed SGD has also been
studied in the context of asynchronous training [DSZO"15, [ADSK18].

The non-i.i.d. split of the data on local devices is one of the main characteristics of federated
learning and the pioneering work of [MMR™17| addresses this by occasionally averaging local
models to ensure global consistency. There is also a large body of literature on attacks and
defences in this context, e.g. [SCST17, BCMC19, [FYB18]. Apart from focusing on iterative
gradient-based optimization procedures, these works also allow for natural variability in the
distributions of the uncorrupted data sources.

Other approaches to robust learning from unreliable sources Learning from multiple
sources is a topic relevant for many applications of machine learning and data corruption is a
problem acknowledged in some of these areas. In particular, [BWKT14, [KTK12, ABHM17]
and references therein consider the problem of label noise in crowdsourced data. However,
they only focus on label corruptions. [Fenl7] considers the fundamental limits of learning
from adversarial distributed data, but in the case when each of the nodes can iteratively
send corrupted updates with certain probability. [FXM14] provide a method for distributing
the computation of any robust learning algorithm that operates on a single large dataset.
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Robustness has also been explored in the context of multi-view learning, where data arrives
from various feature extractors [ZXXS17, Xiel7, [ZIK17].

Robust learning from a single data source There is a vast body of literature focusing
on robustness of learning algorithms to corruptions within a dataset, e.g. [Tuk60| [KL93,
BEKO02, [Hub11), DKK™16, PSBR18], and on identifying data corruptions at prediction time,
e.g. [HG17, SL18|]. These lines of work are orthogonal to ours, since we consider multiple
training datasets, some of which are corrupted, and hence a literature review in this direction
is beyond the scope of our discussion. Most relevant are the works of [KL93| [BEK02], who,
as already discussed in Chapter 2, study the fundamental limits of PAC learning from a single,
adversarially corrupted data source. We compare our results to this classic scenario in Section
3.4.1l

3.3 Preliminaries

In this section we introduce the technical definitions that are necessary to formulate and prove
our main results. We start by introducing the relevant notation and reminding the reader of
the setup of supervised learning, as laid out in Section 2.1.2. We then introduce the setting of
learning from multiple sources and notions of adversaries of different strengths in this context.

3.3.1 Notation and Background

Let X and Y be given input and output sets, respectively, and D € P(X x)) be a fixed
but unknown probability distribution. By ¢ : J)x) — R we denote a loss function, and by
H C {h:X — Y} aset of hypotheses. All of these quantities are assumed arbitrary but fixed
for the purpose of the work within this chapter.

A (statistical) learner is a function £ : UX_,(X xY)™ — H. In the classic super-
vised learning scenario, the learner has access to a training set of m labelled examples,
{(x1,91),- -, (Tm, Ym)}, sampled i.i.d. from D, and aims at learning a hypothesis i € H with

small risk, i.e. expected loss, under the unknown data distribution,

R(h) = By~ (l(h(2),y)). (3.1)

Recall that PAC-learnability is a key property of the hypothesis set, which ensures the existence
of an algorithm that performs successful learning:

Definition 7 (PAC-Learnability). We call H (agnostic) probably approximately correct (PAC)
learnable with respect to {, if there exists a learner £ and a function m4, : (0,1)x(0,1) — N,
such that for any €,6 € (0,1), whenever S is a set of m > my(¢€,0) i.i.d. labelled samples
from D, then with probability at least 1 — & over the sampling of S':

RL(S)) < minR(h) +c. (3.2)

Another important concept related to PAC-learnability is that of uniform convergence. Here
we use a version of this property that is slightly different than the one presented in Section
2.1.2

Definition 8 (Uniform convergence). We say that H has the uniform convergence property
with respect to { with rate sy, if there exists a function sy : Nx(0, 1)xUse_; (X xY)" — R,
such that for any distribution D € P (X x)) and any 6 € (0,1):
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= given m samples S = {(x1,11) ... (Tm,ym)} "~ D, with probability at least 1 — §

over the data : -
sup [R(h) — R(h)| < sy (m,9,S), (3-3)
heH

where R(h) is the empirical risk of the hypothesis h.

= S30(m,0,S,) — 0 asm — oo, for any sequence (S,,)men With S, € (X xY)™.

It is easy to see that the this version is equivalent to the one in Definition 3. We only state
the property with the sample complexity used as an explicit bound on the gap between the
empirical and the true risk, as this simplifies the layout of our analysis later on.

Throughout this chapter we drop the dependence of s34, , on H and ¢ and simply write s.

3.3.2 Multi-source learning

Our focus in this chapter is on learning from multiple data sources. For simplicity of exposition,
we assume that they all provide the same number of data points, i.e. the training data consists
of N groups of m samples each, where m, N € N are fixed integers.

Formally, we denote by (X' x ))™ " the set of all possible collections (i.e. unordered sequences)

of N groups of m datapoints each. A (statistical) multi-source learner is a function L :
Uy Use_y (Xxy)Nxm — ‘H that takes such a collection of datasets and returns a predictor
from H.

3.3.3 Robust Multi-Source Learning

Informally, one considers a learning system robust if it is able to learn a good hypothesis,
even when the training data is not perfectly i.i.d., but contains some artifacts, e.g. annotation
errors, a selection bias or even malicious manipulations.

In lines with the discussion in Section [2.2.2, we model this by assuming the presence of an
adversary, that observes the original datasets and outputs potentially manipulated versions.
The learner then has to operate on the manipulated data without knowledge of what the
original one had been or what manipulations have been made.

The multi-source analogue to the definition of a single-source adversary is as follows:

Definition 9 (Adversary). An adversary is any function @ : (X x V)N — (X x Y)V ™,

Throughout the chapter, we denote by 5" = {S},5),...,S\} the original, uncorrupted
datasets, drawn i.i.d. from D, and by S = {51, 5s,..., Sy} = A(S’) the datasets returned by
the adversary.

Different scenarios are obtained by giving the adversary different amounts of power. For
example, a weak adversary might only be able to randomly flip labels, i.e. simulate the presence
of label noise. A much stronger adversary would be one that can potentially manipulate all
data and do so with knowledge not only of all of the datasets but also of the underlying data
distribution and the learning algorithm to be used later.

Here we adopt the latter view, as it leads to much stronger robustness guarantees. We define
two adversary types that can make arbitrary manipulations to data sources, but only influence
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a certain subset of them. The two notions are inspired by the two adversarial models presented
in Section 2.2.3.

Definition 10 (Fixed-Set Adversary). Let G C [N]. An adversary is called fixed-set (with
preserved set 3), if it only influences the datasets outside of G. That is, S; = S; for all i € G.

Definition 11 (Flexible-Set Adversary). Let k € {0,1,...,N}. An adversary is called
flexible-set (with preserved size k), if it can influence any N — k of the N given datasets.
That is, there exists a set G C [N], such that |G| =k and S; = S for all i € G.

In both cases, we call the fraction « of corrupted datasets the power of the adversary, i.e.
o= N—TIGI for the fixed-set and o = % for the flexible-set adversaries.

While similarly defined, the fixed-set adversary is strictly weaker than the flexible-set one, as
the latter one can first inspect all data and then choose which subset to modify, while the
former one is restricted to a fixed, data-independent subset of sources. In particular, the
flexible-set adversary can already bias the distribution of the data by throwing out a carefully
chosen set of sources, before replacing them with new data.

Both adversary models are inspired by real-world considerations and analogues have appeared
in a number of other research areas. The fixed-set adversary is essentially the multi-source
equivalent of the malicious adversary model [KL93]. It is an appropriate model in situations in
which N parties collaborate on a single learning task, but an unknown and fixed set of them
are compromised, e.g. by hackers that can act maliciously and collude with each other or due
to systematic data issues, such as label bias. This is a similar reasoning as in Byzantine-robust
optimization [AAZL18], where an unknown subset of computing nodes are assumed to behave
arbitrarily, thereby disrupting the optimization progress.

The flexible-set adversary corresponds to the nasty adversary model of [BEK02]. It models
a situation where a malicious party can observe all of the available datasets and choose
which ones to corrupt, up to a certain budget. This is similar not only to the classic model
of [BEK02], but also to models from robust mean estimation, e.g. [DKK™19a], where the
adversary can again influence which subset of the data to modify once the whole dataset is
observed.

Whether robust learning in the presence of an adversary is possible for a certain hypothesis set
or not is captured by the following definition, which is a multi-source analogue of Definition |6:

Definition 12. A hypothesis set, H, is called multi-source PAC-learnable against the class
of fixed-set adversaries (or flexible-set adversaries) and with respect to (, if there exists a
multi-source learner L and a function m : (0,1)*> — N, such that for any ¢,6 € (0,1), any
distribution D € P(X x V) and any set G C [N] of size |G| > 1N (or any o < 3 ), whenever
S e (XxY)N*™ is a collection of N datasets of m > m(e, d) i.i.d. labelled samples from D
each, then with probability at least 1 — & over the sampling of S':

R(L(A(S)) < minR(h) + e, (3.4)

heH

uniformly against all fixed-set adversaries with preserved set G (or all flexible-set adversaries
of power «). A learner, L, with this property is called robust multi-source learner for H.
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In particular, the same learner £ should work against any adversary and for any « or set G.
At the same time, the adversary is arbitrary once L is fixed, so in particular it can depend on
the learning algorithm.

Note that the robust learner should achieve optimal error as m — oo, while N can stay
constant. This reflects that we want to study adversarial multi-source learning in the context
of a constant and potentially not very large number of sources. In fact, our lower bound
results in Section 3.5 show that the adversary can always prevent the learner from approaching
optimal risk in the opposite regime of constant m and N — oo.

3.4 On the sample complexity of adversarial
multi-source learning

In this section, we present our main result in this chapter, a theorem that states that whenever
‘H has the uniform convergence property, there exists an algorithm that guarantees a bounded
excess risk against both the fixed-set and the flexible-set adversary. We then derive and discuss
some instantiations of the general result that shed light on the sample complexity of PAC
learning in the adversarial multi-source learning setting. Finally, we provide a high-level sketch
of the theorem'’s proof.

3.4.1 Main result

Theorem 4. Let N,m,k € N be integers, such that k € (N/2,N]. Let a = =5 < 1 pe
the proportion of corrupted sources. Assume that H has the uniform convergence property
with rate function s. Then there exists a learner L : (X xy)Nxm — H with the following
two properties.

(a) Let G be a fixed subset of [N] of size |G| = k. For S = {S},...,Sy} "% D, with
probability at least 1 — § over the sampling of S’:

!

R(L(A(S))) —minR(h) < 2s (km, g, Sc;) + 6 max s(m, 2(];\[, SZ») (3.5)

heH i€[N]
uniformly against all fixed-set adversaries with preserved set G, where S = {Sy,..., Sy} =
A(S /) is the dataset modified the adversary and S = U;cS; is the set of all uncorrupted
data.

(b) ForS'={S;,...,Sy} "% D, with probability at least 1 — & over the sampling of S':

/

. 5 5
R(L(A(S))) — minR(h) < 25 (km, @ Sa) + 6a ?Q%S(m, o i) (36)

uniformly against all flexible-set adversaries with preserved size k, where S = {S;,...,Sn} =
A(S") is the dataset returned by the adversary, G is the set of sources not modified by
the adversary and S = U;c.S; is the set of all uncorrupted data.

The learner L is in fact explicit, we define and discuss it in the proof sketch that we provide in
Section 3.4.3. The complete proof is provided in Appendix A.1.

As an immediate consequence we obtain:
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Corollary 1. Assume that ‘H has the uniform convergence property. Then H is multi-source
PAC-learnable against the class of fixed-set and the class of flexible-set adversaries.

Proof. It suffices to show that for any § € (0,1), the right hand sides of (3.5) and (3.6)
converge to 0 for m — oco. This it true, since s(m, §,S) — 0 as m — oo for any § and S, by
the definition of uniform convergence. Since the same learner works regardless of the choice
of G and/or «, the result follows. 0

Discussion. Corollary 1]is in sharp contrast with the situation of single dataset PAC robustness.
As discussed in the Preliminaries section, in the single dataset case, where an adversary controls
an a-fraction of the individual data points, a malicious adversary can ensure that no learner
can recover a hypothesis with accuracy better than a/(1 — «) [KL93]. Similarly, a nasty
adversary can ensure an irreducible error of 2av [BEK02]. Both results hold regardless of the
value of m, thus showing that PAC-learnability is not fulfilled.

3.4.2 Rates of convergence

While Theorem /4 is most general, it does not yet provide much insight into the actual sample
complexity of the adversarial multi-source PAC learning problem, because the rate function s
might behave in different ways. In this section we give more explicit upper bounds in terms a
standard complexity measure of hypothesis spaces — the Rademacher complexity. Let

R (0o H) ]Eg<suplzn:<7i€(h(xi),yi)>, (3.7)

heH N ;5

be the (empirical) Rademacher complexity of H with respect to the loss function ¢ on a
training set S = {(z1,v1), ..., (n,yn)}. Here {o;}_, are i.i.d. Rademacher random variables.
Let S¢ = Uiea Siy Ri = Rs,(L o H) and Rg = R, (£ o H). Assume also that the loss
function ¢ is bounded, so that for some constant M > 0, {(y;,y2) < M for all y1,y0 € V.

Rates for the fixed-set adversary.

An application of Theorem 4| together with a standard uniform concentration result gives:

Corollary 2. In the setup of Theorem 4, against any fixed-set adversary, it holds that

R(LEA(S))) - minR(h) < 4R +6M 13%5?

log (4X¥
+ a(lSM g<6)+12maxiﬁi).
2m i€[N]
(3.8)

The full proof is included in the supplementary material.

In many common learning settings, the Rademacher complexity scales as O(1/4/n) with the
sample size n (see e.g. [BBL0O4]). Thereby, we obtain the following rates against the fixed-set
adversary:

@(\/;_m + oz\/lﬁ> (3.9)

where the O-notation hides constant and logarithmic factors.
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The results in Corollary 2 and Equation (3.9) allow us to reason about the type of guarantees
that can be achieved given a certain amount of data. However, they also imply an explicit
upper bound on the sample complexity of adversarial multi-source learning (i.e. an upper
bound on the smallest possible m(e,d) in Definition 12) of the form:

e (1-«

m(e,8) < O 1Og(jﬁv)( = )N+a) . (3.10)

Discussion. We can make a number of observations from Equation (3.9). The \/1/km-term
is the rate one expects when learning from & (uncorrupted) sources of m samples each, that

is from all the available uncorrupted data. The |/1/m-term reflects the rate when learning
from any single source of m samples, i.e. without the benefit of sharing information between
sources. The latter enters weighted by «, i.e. it is directly proportional to the power of the
adversary. In the limit of @« — 0 (i.e. all N sources are uncorrupted, & — N), the bound

becomes (5(\/1/Nm). Thus, we recover the classic convergence rate for learning from Nm
samples in the non-realizable case. This fact is interesting, as the robust learner of Theorem 4
actually does not need to know the value of « for its operation. Consequently, the same
algorithm will work robustly if the data contains manipulations but without an unnecessary
overhead (i.e. with optimal rate), if all data sources are in fact uncorrupted.

Another insight follows from the fact that for reasonably small a;, we have:

~/ 1 1 ~7 1

O(M—Fam) <<(9<\/m>, (3.11)
so learning from multiple, even potentially manipulated, datasets converges to a good hypothesis
faster than learning from a single uncorrupted dataset. This fact can be interpreted as
encouraging cooperation: any of the honest parties in the multi-source setting with fixed-set
adversary will benefit from making their data available for multi-source learning, even if some
of the other parties are malicious.

Comparison to Byzantine-robust optimization. Our obtained rates for the fixed-set
adversary can also be compared to the state-of-art convergence results for Byzantine-robust
distributed optimization, where the compromised nodes are also fixed, but unknown. [YCRB18]
and [AAZL18] develop robust algorithms for gradient descent and stochastic gradient descent
respectively, achieving convergence rates of order

~7 1 1 1

O(—I—a—i—) 3.12

Ot (3.12)

for « < 1/2 unknown. Clearly, these rates resemble ours, except for the additional 1/m-term,
which matters when « is 0 or very small. As shown in [YCRB18], this term can also be made
to disappear if an upper bound 5 > « is assumed to be known a priori.

Overall, these similarities should not be over-interpreted, as the results for Byzantine-robust
optimization describe practical gradient-based algorithms for distributed optimization under
various technical assumptions, such as convexity, smoothness of the loss function and bounded
variance of the gradients. In contrast, our results are purely statistical, not taking computational
cost into account, but holds in a much broader context, for any hypothesis space that has the
uniform convergence property of suitable rate and without constraints on the optimization
method to be used. Additionally, our rates improve automatically in situations where uniform
convergence is faster.
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Algorithm 3.1: Dataset filtering for robust multi-source learning

Inputs: Si,..., Sy
Initialize T = {} // trusted sources
fori=1,...,N do

if dy(Si,9;) <5 (m, 5. Si) +5 (M 5%, 5 )

for at least | £'] values of j # i, then
T=TuU{i}

end if
end for
Return: U;ct S; // all data of trusted sources

Rates for the flexible-set adversary

An analogous result to Corollary 2 holds also for flexible-set adversaries:

Corollary 3. In the setup of Theorem 4, against any flexible-set adversary, it holds that

R(L(A(S))) — Ihrélygl R(h) < 4Re + 12 max R, + O <\4/\/%> : (3.13)

The proof is provided in the supplemental material.

Making the same assumptions as above, we obtain a sample complexity rate

O (\/;_m + %) : (3.14)

which differs from (3.9) only in the rate of dependence on «, which, if at all, matters only
for very small (but non-zero) . Despite the difference, most of our discussion above still
applies. In particular, even for the flexible-set adversary the same learning algorithm exhibits
robustness for & > 0 and achieves optimal rates for o = 0.

Moreover, an explicit upper bound on the sample complexity against a flexible-set adversary is
given by:

m@®§@£(1+%g . (3.15)
(1—a)N

3.4.3 Proof Sketch for Theorem 4

The proof of Theorem |4 consists of two parts. First, we introduce a filtering algorithm, that
attempts to determine which of the data sources can be trusted, meaning that it should be
safe to use them for training a hypothesis. Note that this can be because they were not
manipulated, or because the manipulations are too small to have negative consequences. The
output of the algorithm is a new filtered training set, consisting of all data from the trusted
sources only. Second, we show that training a standard single-source learner on the filtered
training set yields the desired results.

Step 1. Pseudo-code for the filtering algorithm is provided in Algorithm [3.1. The crucial
component is a carefully chosen notion of distance between the datasets, called discrepancy,
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3.4. On the sample complexity of adversarial multi-source learning

that we define and discuss below. It guarantees that if two sources are close to each other
then the difference of training on one of them compared to the other is small.

To identify the trusted sources, the algorithm checks for each source how close it is to all
other sources with respect to the discrepancy distance. If it finds the source to be closer than
a threshold to at least half of the other sources, the source is marked as trusted, otherwise it
is not. To show that this procedure does what it is intended to do it suffices to show that two
properties hold with high probability: 1) all trusted sources are safe to be used for training, 2)
at least all uncorrupted sources will be trusted.

Property 1) follows from the fact that if a source has small distance to at least half of the other
datasets, it must be close to at least one of the uncorrupted sources. By the property of the
discrepancy distance, including it in the training set will therefore not affect the learning very
negatively. Property 2) follows from a concentration of mass argument, which guarantees that
for any uncorrupted source its distance to all other uncorrupted sources will approach zero at
a well-understood rate. Therefore, with a suitably selected threshold, at least all uncorrupted
sources will be close to each other and end up in the trusted set with high probability.

Discrepancy Distance. For any dataset S; € (X' x))™, let

Rih) = — 3 ((h(z),y) (3.16)

be the empirical risk of a hypothesis h with respect to the loss . The (empirical) discrepancy
distance between two datasets, S; and S;, is defined as

dy(S:, ;) = sup (|Ri(h) — R;(h)]). (3.17)
heH

This is the empirical counterpart of the so-called discrepancy distance, which, together with
its unsupervised form, is widely adopted within the field of domain adaptation [KBDGO04,
BDBC™10, IMM12]. Intuitively, the discrepancy between the two (empirical) distributions is
large, if there exists a predictor that performs well on one of them and badly on the other.
On the other hand, if all functions in the hypothesis class perform similarly on both, then the
distributions have low discrepancy. Therefore, the discrepancy is used to bound the maximum
possible effect of distribution drift on a learning system.

Unlike other notions of distance between distributions, such as the total variation distance
or the Kullback-Leibler divergence, the discrepancy is easy to estimate from samples and is
not overly strict, since it depends on the learning setup. As shown in [KBDG04, BDBC™10],
for randomly sampled datasets, the empirical discrepancy concentrates with well-understood
rates to its distributional value, in particular to zero, if two sources have the same underlying
data distributions. The empirical discrepancy is well-defined even for data not sampled from
a distribution, though, and together with the uniform convergence property it allows us to
bound the effect of training on one dataset rather than another.

Step 2. Let St = U;er Si be the output of the filtering algorithm, i.e. the union of all trusted
datasets. Then, for any h € H, the empirical risk over S can be written as

_ 1 _

Rr(h) = m Z Ri(h) (3.18)

1€T

We need to show that training on S+, e.g. by minimizing 7/€\T(h), with high probability leads
to a hypothesis with small risk under the true data distribution D.
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By construction, we know that for any trusted source S;, there exists an uncorrupted source
S;, such that the difference between R;(h) and 7/Z\j(h) is bounded by a suitably chosen term
(that depends on the growth function s). By the uniform convergence property of H, we know
that for any uncorrupted source, the difference between R;(h) and the true risk R(h) can
also be bounded in terms of the growth function s. In combination, we obtain that Rr(h) is
a suitably good estimator of the true risk, uniformly over all h € H. Consequently, St can be
used for successful learning.

For the formal derivations and, in particular, the choice of thresholds, please see the supple-
mental material.

3.5 On the hardness of adversarial multi-source learning

We now take an orthogonal view compared to Section 3.4, and study where the hardness of
the multi-source PAC learning stems from and what allows us to nevertheless overcome it.
For this, we prove two additional results that describe fundamental limits of how well a learner
can perform in the multi-source adversarial setting.

For simplicity of exposition we focus on binary classification. Let ) = {—1,1} and ¢ be the
zero-one loss, i.e. {(y,y) = 1{y # y}. Following [BEK02], we define:

Definition 13. A hypothesis space H over an input set X is said to be non-trivial, if there
exist two points x1,rs € X and two hypotheses hy, hy € H, such that hy(xy) = ho(x1), but

hl (Ig) 7& hQ(ZL’Q).

3.5.1 What makes robust learning possible?

We show that if the learner does not make use of the multi-source structure of the data, i.e.
it behaves as a single-source learner on the union of all data samples, then a (multi-source)
fixed-set adversary can always prevent PAC-learnability.

Theorem 5. Let H be a non-trivial hypothesis space. Let m and N be any positive integers
and let G be a fixed subset of [N] of size k € {1,...,N —1}. Let L: (X x Y)N*™ — H
be a multi-source learner that acts by merging the data from all sources and then calling a
single-source learner. Let S" € (X X y)NX’” be drawn i.i.d. from D. Then there exists a
distribution D with minyey, R(h) = 0 and a fixed-set adversary A with index set G, such that:

Pyp (R(L(g(s’>) > 8(1a_a)> > 210 (3.19)

where o = Y= js the power of the adversary.

The proof is provided in the supplemental material. Note that, since the theorem holds for the
fixed-set adversary, it automatically also holds for the stronger flexible-set adversary.

The theorem sheds light on why PAC-learnability is possible in the multi-source setting, while
in the single source setting it is not. The reason is not simply that the adversary is weaker,
because it is restricted to manipulating samples in a subset of datasets instead of being
able to choose freely. Inequality (3.19) implies that even against such a weaker adversary,
a single-source learner cannot be adversarially robust. Consequently, it is the additional
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information that the data comes in multiple datasets, some of which remain uncorrupted even
after the adversary was active, that gives the multi-source learner the power to learn robustly.

An immediate consequence of Theorem 5 is also that the common practice of merging the
data from all sources and performing a form of empirical risk minimization on the resulting
dataset is not a robust learner and therefore suboptimal in the studied context.

3.5.2 How hard is robust learning?

As a tool for understanding the limiting factors of learning in the adversarial multi-source
setting, we now establish a lower bound on the achievable excess risk in terms of the number
of samples per source and the power of the adversary.

Theorem 6. Let H C {h: X — Y} be a hypothesis space, let m and N be any integers and
let G be a fixed subset of [N] of size k € {1,...,N —1}. Let &’ € (X x )" be drawn
i.i.d. from D. Then the following statements hold for any multi-source learner L:

(a) Suppose that H is non-trivial. Then there exists a distribution D on X with minyey, R(h) =
0, and a fixed-set adversary @ with index set G, such that:

, o 1
P, (R(L(g(s ) > 8m> > (3.20)
(b) Suppose that H has VC dimension d > 2. Then there exists a distribution D on X x Y
and a fixed-set adversary @ with index set GG, such that:

y . d « 1
Py (R(c(sa(s ) - min R(h) > 1 mov 16m) > (3.21)

In both cases, a = % is the power of the adversary.

The proof is provided in the supplemental material. As for Theorem 5, it is clear that the
same result holds also for flexible-set adversaries with preserved size k.

Analysis. Inequality (3.20) shows that even in the realizable scenario, the risk might not
shrink faster than with rate Q(«/m), regardless of how many data sources, and therefore data
samples, are available. This is contrast to the i.i.d. situation, where the corresponding rate is
Q2(1/Nm). The difference shows that robust learning with a constant fraction of corrupted
sources is only possible if the number of samples per dataset grows.

In inequality (3.21), the term Q(y/d/Nm) is due to the classic lower bound on the sample
complexity of binary classification (e.g. Theorem 3.23 in [MRT18]) and corresponds to the
fundamental limits of learning, now in the non-realizable case. The Q(«/m)-term appears as
the price of robustness, and as before, it implies that for constant o, m — o0 is necessary in
order to achieve arbitrarily small excess risk, while just N — oo does not suffice.

Relation to prior work. Lower bounds of similar structure as in Theorem 6 have also been
derived for Byzantine optimization and collaborative learning. In particular, [YCRB18] prove
that in the case of distributed mean estimation of a d-dimensional Gaussian on N machines,
an « fraction of which can be Byzantine, any algorithm would incur loss of Q(ﬁ + \/Nim).

[AAZL18| construct specific examples of a Lipschitz continuous and a strongly convex function,
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such that no distributed stochastic optimization algorithm, working with an a-fraction of
Byzantine machines, can optimize the function to error less than (7= + V 5k-), where d is
the number of parameters. For realizable binary classification in the context of collaborative
learning, [Qial8] prove that there exists a hypothesis space of VC dimension d, such that no
learner can achieve excess risk less than Q(ad/m).

Besides the different application scenario, the main difference between these results and
Theorem |6 is that our bounds hold for any hypothesis space H that is non-trivial (Ineq. (3.20)),
or has VC-dimension d > 2 (Ineq. (3.21)), while the mentioned references construct explicit
examples of hypothesis spaces or stochastic optimization problems where the bounds hold. In
particular, our results show that the limitations on the learner due the finite total number of
samples, the finite number of samples per source and the fraction of unreliable sources « are
inherent and not specific to a subset of hard-to-learn hypotheses.

3.6 Summary and subsequent work

We studied the problem of robust learning from multiple unreliable datasets. Rephrasing this
task as learning from datasets that might be adversarially corrupted, we introduced the formal
problem of adversarial learning from multiple sources, which we studied in the classic PAC
setting.

Our main results provide a characterization of the hardness of this learning task from above
and below. First, we showed that adversarial multi-source PAC learning is possible for any
hypothesis class with the uniform convergence property, and we provided explicit rates for
the excess risk (Theorem 4| and Corollaries). The proof is constructive and shows also that
integrating robustness comes at a minor statistical cost, as our robust learner achieves optimal
rates when run on data without manipulations. Second, we proved that adversarial PAC
learning from multiple sources is far from trivial. In particular, it is impossible to achieve for
learners that ignore the multi-source structure of the data (Theorem 5). Third, we proved
lower bounds on the excess risk under very general conditions (Theorem 6), which highlight
an unavoidable slowdown of the convergence rate proportional to the adversary's strength
compared to the i.i.d. (adversarial-free) case. Furthermore, in order to facilitate successful
learning with a constant fraction of corrupted sources, the number of samples per source has
to grow.

Two relevant subsequent works are those of [JO20] and [HK20Q]. In particular, [JO20] extend
the framework of [QV18] to learning of distributions over infinite domains, from untrusted
batches of data. They also develop a robust algorithm for binary classification, achieving similar
statistical rates to ours. Regarding hardness results, they show how a result from [QV18]

can be adapted to prove a lower bound of the form O (\/% + ﬁ) essentially closing the
gap between the lower and the upper bounds known for the adversarial multi-source learning
problem. Also regarding hardness results, [HK20] recently gave a number of sample complexity
lower bounds for multi-task learning with N tasks that share an optimal hypothesis. Their
work shows in particular that no learning procedure can achieve optimal risk as N — oo, even
in this non-adversarial setting, as long as the number of data points per task is constant and
the learner has no additional information about the relationship between the tasks, apart from
the given data.
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CHAPTER

Adversarial Multi-Source Learning in
Practice

4.1 Motivation and outline

In this chapter we study the problem of multi-source adversarial learning from a more practical
perspective. Indeed, while Algorithm 3.1, as studied in the previous section, provides provable
guarantees against the strong adversarial models we have considered, it is by and large
impractical for real-world tasks. This is because the thresholds used for accepting or rejecting
sources are based on worst-case generalization bounds and are therefore often too large and
do not detect malicious sources in practice, unless the number of samples per source is
prohibitively large. An additional complication is that for many practical learning scenarios the
data might have to remain decentralized, because of high communication costs, or it might
not be directly available for inspection, due to privacy constraints. In contrast, the analysis
from the previous chapter only concerns the centralized data case.

In order to design a more practical learning algorithm for the general problem of learning
from unreliable data sources, we make two simplifying, but natural, assumptions. Firstly, we
assume that a small trusted reference dataset is provided to the learner, in addition to the
N untrusted data sources. This is justified in many situations where obtaining some clean
data is possible, even if expensive. For example, this is the case for medical data, where a
trusted professional can be asked to label a limited number of x-ray images manually, even
if it is impractical to obtain a dataset large enough for training only from this single expert.
Secondly, we will focus on a slightly different data corruption model: we assume that each
of the untrusted sources follows its own distribution, which may or may not be close to the
target one. This is realistic in many cases where small differences between the distributions of
the clean sources are expected, but sources with truly irrelevant or contaminated distributions
should be avoided.

In this context, we provide an alternative to the naive approaches of simply training on all
data or only on the trusted subset: we propose a method that automatically assigns weights
to each of the untrusted sources. To this end, we build up on techniques from the domain
adaptation literature and prove an upper bound on the expected loss of a predictor, learned by
minimizing any weighted version of the empirical loss. Based on these theoretical insights, our
algorithm selects the weights for the sources by approximately minimizing this upper bound.
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Intuitively, the weights are assigned to the sources according to the quality and reliability of
the data they provide, quantified by an appropriate measure of trust we introduce. This is
achieved by comparing the data from each source to the small reference dataset. The measure
can also be computed locally at every source or by a gradient-based optimization procedure,
which allows for the implementation of the algorithm under privacy constraints, as well as its
integration into any standard distributed learning framework.

We perform an extensive experimental evaluation! of our algorithm and demonstrate its
ability to learn from all available data, while successfully suppressing the effect of corrupted
or irrelevant sources. It consistently outperforms both naive approaches of learning on all
available data directly or learning on the reference dataset only, for any amount and any type
of data contamination considered. We also observe its performance to be superior to multiple
baseline methods from robust statistics and robust distributed learning.

4.2 Related work

In addition to the related work discussed in Chapter 3, a number of works are relevant to the
approach to the adversarial multi-source problem taken in this chapter.

In particular, [CSV17, HMWGI8a] also study learning with a reference dataset as a protection
against data corruption, but focus on a single untrusted dataset only and on convex objectives
and label noise respectively.

On the methodological level, we borrow techniques from the field of domain adaptation. To
measure the difference between data distributions, we use the same integral probability metric
as [MM12| [ZL17]. The problem we study is related to multi-source domain adaptation, e.g.
[CKW08|, BDBC*™10|, and to multi-task learning with unlabeled data [PL17]. In particular,
our Theorem 7| is similar to a result in [ZZY13]. We refer to the paragraph after Theorem 7| for
a more detailed comparison. However, all these works focus on sharing information between
similar domains, in order to obtain better predictors for a target task, while we are interested
in applying such techniques for detecting untrustworthy sources of data and improving the
robustness of the learning procedure.

A relation between robustness and domain adaptation has been explored in the work of
[MS14], who use a property called algorithmic robustness to derive generalization bounds
for domain adaptation. Another related line of work is the one of [MMR09, HMZ18], who
provide guarantees for a classifier learned on data from /N domains on any target distribution
that is a mixture of the distributions of the sources. Domain adaptation techniques were also
used by [SHWH19], for improving the test-time robustness of predictive models to adversarial
examples.

4.3 Robust learning from untrusted sources

Given a small reference dataset, we want to leverage additional training data from multiple
untrusted sources in an optimal way, so that the obtained predictor performs well on a target
distribution. A naive approach will be to trust all data, merge it into one dataset and train
end-to-end to obtain a predictive model. Such an approach will intuitively be vulnerable to

1Code is available at https://github.com/NikolaKon1994 /Robust-Learning-from-Untrusted-Sources
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4.3. Robust learning from untrusted sources

irrelevant or low-quality data provided by some sources. In this section, we design a more
robust algorithm that instead minimizes a weighted empirical loss.

4.3.1 Theory

Setup. Let X be an input space and ) be an output space. Our theoretical setup covers
both the case of classification () = {1,2,..., K}) and regression ()) = R). We assume that
the learner has access to a small reference dataset St := {(zr1,y71),- - (TTmp, Yrmy) } Of
myp samples drawn i.i.d. from a target distribution Dy over X x ). In addition, training data
is available from N untrusted data sources, each of them characterized by its own distribution,
D;, over X x Y, possibly different from Dr. We denote the number of samples from source ¢
by m,. Let the corresponding i.i.d. datasets be S; := {(zi1,¥i1),-- - (Timss Yim:) } ke D;
foreachi=1,...,N.

Let £:Y x Y — R, be a loss function, bounded by some M > 0. For any distribution D on
X x ) and any function h : X — ), denote by

RD (h) = IE(ac,y)w’D (E (h(ﬁ), y))

the expected loss of the predictor h with respect to the distribution P. Let R; (h) = Rp, (h)
be the expected loss of a predictor A on the distribution of the i-th source. Denote by R; the
corresponding empirical counterparts.

Given a hypothesis class H C {h : X — Y}, our goal is to use all samples from the sources
to construct a hypothesis with low expected loss on the target distribution Dr. Note that if
we also want to use the reference data at training time, we can simply include it as one of the
data sources.

Source-specific weights. For a vector of weights o = (a, ..., ay), such that XY  a; =1
and «; > 0 for all 7, we define the a-weighted expected risk of a predictor h as:

Ra(h) =3 aiRi(h) = ; iz y)~p, (L(A(7),y)) (4.1)

and its empirical counterpart as:

Ra(h) =3 aifs(h) =3 S ) ) (42)

i=1 i ;2

With 7 as our hypothesis class, let i, = argminherQa (h).

We aim to find weights «, such that the predictor ha performs well on the target task, i.e.

A

such that Rz (h,) is small.

Evaluating the quality of a source. Intuitively, a good learning algorithm will assign more
weight to sources, whose distribution is similar to the target one, and less weight to those
that provide different or low-quality data. Although any standard distance measure on the
space of distributions could in theory be used to measure such differences, most of them would
not provide any guarantees on the performance of the learned classifier. Furthermore, most
similarity measures between distributions, e.g. the Kullback-Leibler divergence, are hard to
estimate from finite data and overly strict, as they are independent of the learning setup.
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We therefore again adopt the discrepancy distance [MM12], whose empirical version we used
in Chapter 3 as a specific notion of distance that depends on the hypothesis class and allows us
to reason about the change in performance of a predictor from H learned on one distribution,
but applied to the other. Formally, define the discrepancy between the distributions D; and
Dr with respect to the hypothesis class H as:

dy (D;, Dr) = sup (IRi(h) = Rr(h)])- (4.3)

Recall that the discrepancy between the two distributions is large, if there exists a predictor
that performs well on one of them and badly on the other. On the other hand, if all functions
in the hypothesis class perform similarly on both, then D; and D7 have low discrepancy.

The following theorem provides a bound on the expected loss on the target distribution of the
predictor h,,, i.e. the minimizer of the a-weighted sum of the empirical losses over the source
data.

Theorem 7. Given the setup above, let ho, = argming,c, Ro(h) and hi = argming, .., Rr(h).
For any 6 > 0, with probability at least 1 — § over the data:

N N 1 A\ M2 | N2
~ * g ) O[,L'
RT(ha) S RT(hT) +4 Z Oéi%i (H) +2 Z Oéidq_[ (’Dl, DT) +6 9 E,
i=1 i=1 i=1 7
(4.4)
where, for each sourcet=1,...,N,

1 &
Ri (H) = E, (SUP ( Z oi i t(f (i), Z/zg)))
and o; ; are independent Rademacher random variables.

A proof is provided in the supplementary material.

We note that a similar result appears as Theorem 5.2 in the arXiv version [ZZY13] of the NIPS
paper [ZZY12]. The authors bound the gap between the weighted empirical loss on the source
data of any classifier and its expected loss on the target task, with the additional assumption
of a deterministic labeling function for each source. Based on this, they study the asymptotic
convergence of domain adaptation algorithms as the sample sizes at all sources go to infinity.
In contrast, our theorem compares the performance of the minimizer hg of the a-weighted
empirical loss on the target task to the performance of the optimal (but unknown) A% and
does not require deterministic labeling functions. Our target application is also different, since
we use the bound to design learning algorithms that are robust to corrupted or irrelevant data,
given finite amount of samples from each source.

4.3.2 From bound to algorithm

Algorithm description. To obtain a good predictor for the target task, we would like to
choose «, such that Rr(h,) is as close as possible to R (h}.) (the expected loss of the best
hypothesis in ). This suggests selecting the weights by minimizing the right-hand side of

(4.4).
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4.3. Robust learning from untrusted sources

Algorithm 4.1: Robust learning from untrusted sources
Inputs: 1. Loss ¢, hypothesis set H, parameter A
2. Reference dataset St
3. Datasets 51, ..., Sy from the N sources
for i = 1 to N do {Potentially in parallel}
Compute dy (S;, St)
end for
Select « by solving (4.6).
Minimize a-weighted loss: h, = argming, ., Ry (1)
Return: ﬁa

While the Rademacher complexities are functions of both the underlying distribution and
the hypothesis class, in practice one usually works with a computable upper bound that is
distribution-independent (e.g. using VC dimension). For some common examples of such
bounds we refer to [BBLO4, SSBD14]. In our setting the hypothesis space H is fixed and
therefore these bounds would be identical for all i. Therefore, we expect the R; () to be
of similar order to each other and the impact of o on the second term in the bound to be
negligible. We thus concentrate on optimizing the remaining terms.

Because the true discrepancies are unknown, we estimate them from the data by their empirical
counterparts:

dy (S, St) = sup (|7Azz(h) - 7A2T(h>’)

1o 1
’ Zf (@), Yi5) 725 (x75) Y1)

mljl

) (4.5)

In summary, the bound suggests to choose a weighting for the sources by minimizing:

N N2
mcgnza/zd% (SZaST)+)\ Zﬁv
i—1 i—1 M (4.6)

N
subject to: Y a; =1 and a; > 0 for all 4,
=1

where A > 0 is a hyperparameter that can be selected by cross-validation on the reference
dataset. The algorithm then proceeds to minimize the a-weighted empirical risk over the

sources (4.2), possibly with a regularization term. Pseudocode of the algorithm is given in
Algorithm 4.1.

We note that in general computing the empirical discrepancies can be a hard problem. However,
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for the 0/1-loss, a symmetric hypothesis class H and for ) = {—1,+1}, we have:

1 & 1 &

dy (Si, ST) = igﬁ e ; {h(ai j)yi ;<O0} — mr 4 Z ]l{h (z7,5)yr,; <0}
1 m; 1 mr
=sup | — > Lingeijypes<0) = —— Z (h(ar,)yr; <0}
heH m’L ] 1 ] 1
o . (4.7)
=sup | 1 m”zlﬂm] y”<0}+mT;]1{h o1 )ur,4<0)

. 1 1
At 2“{h <) ¥ mTJZl“’“”J )
where y, . = 1 — g, ; is the flipped label of the j-th data point from the i-th source. Now
notice that computing the infimum in equation (4.7) is equivalent to solving a (weighted)
empirical risk minimization problem with the input data from the source and the target merged
and the labels being the flipped labels from the source and the actual labels from the target.

Therefore, computing the empirical discrepancies in this case is equivalent to solving an
empirical risk minimization problem and standard convex upper bounds on the 0 — 1 loss can
be applied to design computationally efficient approximate algorithms. In our experiments, we
solve the ERM problem by using the square loss.

Discussion. While derived from our theoretical results, the minimization procedure for
selecting the weights also has an intuitive interpretation. Note that the first term in (4.6)
is small whenever large weights are paired with small discrepancies and hence encourages
trusting sources that provide data similar to the reference target sample. The second term is
small whenever the weights are distributed proportionally to the number of samples per source.
Thus, it acts as a form of regularization, by encouraging the usage of information from as
many sources as possible.

The hyperparamater A controls a trade-off between exploiting similar tasks and leveraging
information from all sources. As A — oo, all tasks are assigned weights proportional to the
amount of training samples they provide and the model minimizes the empirical risk over all
the data, regardless of the quality of the samples. In contrast, as A\ — 0, the model becomes
more sensitive to differences between the source data and the clean reference set, until all
weight is assigned to the source closest to the target domain. Assuming that the reference
set is included as one of the data sources, these extremes correspond to the naive approach
of trusting all sources and training on a merged dataset and not trusting any of them and
training on the initial clean data only. In our experiments in Section 4.4 we will see that there
is a better operating point between those two extremes. It naturally depends on the actual
quality of the available data and our algorithm identifies it successfully.

4.3.3 Learning from private or decentralized data

The described algorithm is straightforward to implement on top of any standard learning
procedure, when the data from all IV sources is directly available to the learner. We now
discuss how we can learn robustly in cases where the sources cannot fully reveal their data.
There are many applications where such a situation can arise. For example, this can be due
to privacy reasons in the case of medical and biological data or to communication costs and
storage limitations in the case of distributed learning [MMR™17].
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4.4, Experiments

Here we focus on ways to compute the discrepancies under such constraints. Once this
is done, the vector o can be computed easily and then any standard distributed training
procedure, e.g. [DCM™T12, IMMR™17], can be used to obtain the a-weighted empirical loss
minimizer. Standard approaches in distributed learning only require the exchange of gradients
of minibatches with respect to the current state of the model between the data sources and the
central server, so in particular the actual local datasets are never observed by the learner. In
cases when the gradients may reveal sensitive information about the data, secure aggregation
[BIKT17] or other privacy-preserving distributed learning methods [SS15] can be used on top
to ensure privacy.

We distinguish two cases, depending on whether the reference dataset can be shared with the
sources.

Case 1: the reference dataset is available to all nodes. If the reference dataset can be
shared with the sources without privacy and communication complications, the discrepancies
can be estimated locally on every source, in parallel. If necessary, the computational protocol
can be executed via a trusted computation method [CMMQ9], for example by using Software
Guard Extensions (SGX extensions) [MAA™16], to ensure the correctness of the procedure.
The discrepancies alone can then be sent to the learner and the algorithm proceeds as described
above. This approach ensures the privacy of the local datasets and allows for all discrepancies
to be computed in parallel.

Case 2: the reference dataset can not be shared. In this case the learner can still
compute the empirical discrepancies without observing the data from the sources directly,
by using a gradient-based optimization procedure. This is because the function inside the
supremum in (4.5) decomposes into a term depending only on the reference dataset and a
term depending only on the data of the source. Therefore, each discrepancy can be estimated
by using a sequence of queries to the source about the gradient of a minibatch from its data
with respect to a current candidate for the predictor achieving the supremum.

4.4 Experiments

4.4.1 Method and baselines

We perform two large sets of experiments, following the setup considered in this chapter.
We train our algorithm on the data from all sources, including the reference dataset. The
hyperparameter ) is selected by 5-fold cross-validation on the trusted data. The prediction
tasks we consider here are binary classification problems with the 0/1-loss, so we compute the
empirical discrepancies by approximately solving the optimization problem (4.5) as follows.
Given the two datasets .S; and S, the binary labels of one of them are flipped. The optimization
can then be reduced to an empirical risk minimization problem that we solve using a standard
convex relaxation approach. We refer to the supplementary material for a more formal
description.

We compare the performance of our algorithm to the two naive approaches: training on the
reference dataset only (corresponding to A = 0 in our algorithm; denoted as "Reference only"
in the plots and tables) and merging the sources and training on all the data (corresponding
to A — oo; referred to as "All data" in the plots and tables). All three methods use linear
predictors and are trained by regularized logistic regression. The regularization parameter is
always selected by 5-fold cross-validation on the reference data. The learned models are then
evaluated on held out test data.
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Our aim is to test whether the proposed algorithm successfully leverages information from the
sources, while being robust to various perturbations in the distributions of the local datasets,
and whether exploiting the multi-source structure of the data gives any improvement over the
two standard learning procedures. We also compare the performance of our algorithm to the
following robust learning baselines.

Robust aggregation of local models. We consider two recently proposed approaches
for robust distributed learning. Following [FXM14], one baseline learns a separate linear
model based on each of the source datasets. The final linear predictor is then constructed as
the geometric median of these locally learned weight vectors. Another baseline, inspired by
[YCKB18], takes the component-wise median instead. Thirdly, based on the locally learned
models all N estimates for the probability that a test point belongs to a certain class are
computed and the final prediction for the label of that point is obtained by taking the median
of these probabilities and thresholding it (referred to as "Median of probs" in the plots and
tables). All these baselines aim at learning a robust ensemble of local models.

Robust logistic regression. We use the method of [Pre82], based on the minimization of a
Huber-type modification of the logistic loss. Specifically, the method minimizes the following
robust loss function, instead of the classic logistic loss:

log(1 4 e~ ¥2'®) if log(1+ev®'®) < ¢
2\/0 log(1 + e¥w'®) — ¢ otherwise

ﬁ(w,w,y):{

In our experiments, we use the recommended threshold value of ¢ = 1.3452, under which the
estimate of the linear predictor has been shown to achieve a 95% asymptotic relative efficiency
[Pre82]. We also include a regularization term here and learn the regularization parameter by
5-fold cross-validation on the reference data. This baseline is an example of learning robustly
on the whole dataset.

Batch normalization. Inspired by the success of batch normalization in deep learning [IS15],
we compute the mean and standard deviation of the data at each source separately. We
then subtract from each data point the mean and divide by the standard deviation of its
corresponding dataset. We do the same for the reference data. We then merge all data
together and train a logistic regression model with a regularization term. Finally, at test time
every input is preprocessed by subtracting the mean and dividing by the standard deviation
of the reference dataset, before applying the classifier. This approach aims at increasing
robustness to source-specific biases.

4.4.2 Amazon Products data

Our first set of experiments is on the "Multitask dataset of product reviews"? [PL17],
containing customer reviews for 957 Amazon products from the "Amazon product data"
[MPL15, IMTSVDH15], together with a binary label indicating whether each review is positive
or negative. All reviews in the data set are represented via 25-dimensional feature vectors,
obtained by computing a GloVe word embedding [PSM14] and applying the sentence embed-
ding procedure of [ALM17]. We treat the classification of a review as positive or negative as
a separate prediction task for each of the products, resulting in a total of 957 input-output
distributions.

Zhttp: //cvml.ist.ac.at/productreviews/
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Table 4.1: Results from the experiment on all 957 products.

| Algorithm [Mean classification error|
Ours 0.289 +0.0016
Reference only 0.301 4+ 0.0019
All data 0.312 4 0.0017
Median of probs. 0.325 £ 0.0021

Geom.median [FXM14] 0.329 £+ 0.0021
Comp.median [YCKBI18] 0.329 £+ 0.0021
Robust loss [Pre82] 0.353 £ 0.0021
Batch norm 0.298 £ 0.0016

As a first, illustrative, experiment, we chose 20 books and 20 other, purposely different,
products (e.g. USB drives, mobile apps, meal replacement products). For simplicity, we refer
to these additional products as "non-books". Intuitively, when learning to classify book reviews
and given access to reviews from both some books and some non-books, a good learning
algorithm will be able to leverage all this information, while being robust to the potentially
misleading data coming from the less relevant products.

We randomly sample one of the books and 300 positive and 300 negative reviews for it. Out
of those, 100 randomly selected reviews are made available to the learner as a reference
dataset. The 500 remaining reviews from the product are used for testing. For a given value of
n € {0,1,...,10} the learner also has access to 100 labeled reviews from each of 10 —n other
randomly selected books and from each of n randomly selected non-books. Our algorithm, as
well as all baselines, are trained on this available data and the learned predictors are evaluated
on the test set for the target product. For each n, we repeat this experiment 1000 times.

The results are plotted in Figure 4.1. The xz-axis corresponds to the number n of non-books
and the y-axis gives the average classification error. The error bars correspond to the standard
errors of the mean estimates. We see that our method (green) performs uniformly better
than the naive approaches of training on the reference dataset from the target product only
(red) and training by merging all data together (blue). When reviews from many books
are available, our algorithm is able to use this additional information even better than the
model learned on all data. As the proportion of non-books increases, the performance of the
second approach degrades, confirming the intuition that the reviews for the non-books provide
less useful information for the target task. On the other hand, our algorithm successfully
incorporates the information from the useful sources only, converging to the performance of
the model learned on the reference data as all additional sources become non-books.

Our algorithm also outperforms all baselines. The batch normalization approach appears
to reduce the effect of irrelevant sources, but its performance degrades as n — 10. The
median-based approaches perform reasonably when at most half of the sources are non-books,
but eventually become worse than the other methods. The component-wise median and the
robust loss baselines were excluded from the plot for clarity, as they performed uniformly worse
than the other baselines, ranging in average classification error from 0.338 to 0.375 and from
0.348 to 0.372 respectively. Note that the robust loss function of [Pre82] is non-convex, so
the poor performance of this baseline is presumably due to failure of the gradient descent
optimization procedure to converge to a good local minimum.

Additionally, we performed an experiment on the set of all 957 products. With every product as
a prediction task, we randomly selected 100 reviews from it as a reference dataset, leaving 500
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Figure 4.1: Results from the experiments on 20 books and 20 other products from the
"Multitask dataset of product reviews". The z-axis gives the number n of non-books in an
experiment and the y-axis - the mean classification error. Error bars give the standard error of
the estimates.

for testing. An additional set of 100 labeled reviews were available from every other product.
The algorithms were trained on all available data and evaluated on the test set. The average
classification errors achieved by the algorithms are presented in Table 4.1, together with the
standard errors of those estimates. We see in particular that our algorithm successfully uses
the information from multiple sources to achieve the best overall performance.

4.4.3 Animals with Attributes 2

The Animals with Attributes 2 dataset [XLSA18| contains 37322 images of 50 animal classes.
The classes are aligned to 85 binary attributes, e.g. color, habitat and others, via a class-
attribute binary matrix, indicating whether an animal possesses each feature. This results in a
total of 85 different binary prediction tasks of identifying whether an animal on a given image
possesses a certain attribute or not.

Feature representations of the images are obtained via the following procedure. We use a
ResNet50 network [HZRS16], pretrained > on ImageNet [RDS™15], to obtain feature represen-
tations of the ImageNet data and reduce their dimension to 100 by PCA. Finally, for each image
in the Animals with Attributes 2 dataset, we compute the ResNet50 feature representation
and apply the PCA projection pre-learned on ImageNet.

3We use a pretrained model from the TensorNets package, https://github.com /taehoonlee/tensornets.
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Figure 4.2: Results for the attribute "black" from the Animals with Attributes 2 dataset. Each
plot corresponds to a different contamination type. The z-axis gives the number n of corrupted
sources and the y-axis gives the average classification error of the algorithms, achieved over
100 different runs. Error bars correspond to the standard deviation around those means.

We perform an independent set of experiments for each attribute and for various types and
levels of corruption of the data sources. In each run, we randomly split the data into 60
groups of 500 images, with the remaining 7322 images left out for testing. One of the
groups is selected at random as the clean reference dataset available to the learner. The
remaining 59 groups correspond to the data sources, some of which provide low-quality or
corrupted data. We consider six different types of corruptions. Three act on the labels or the
feature representations directly and the next three are synthetic modifications of the images
themselves. In the second case, the corresponding images are manipulated before the feature
representations are extracted.

B . " n=20 n =10 n = 20 n = 30 n = 40 n = 50 n =55 n =59
aseline

Reference only 84/1/0 | 505/5/0 | 497/13/0 | 487/23/0 |475/35/0]442/68/0|325/185/0] 0/510/0
All data 0/85/0 | 115/395/0 | 267/243/0 | 370/140/0 | 438/72/0 | 468/42/0 | 479/31/0 | 484/26/0
Med of probs. 9/76/0 | 47/463/0 |172/338/0 |336/174/0 | 469/41/0 | 504/6/0 | 502/8/0 |499/11/0
[EXM14] 8/77/0 | 32/478/0 |110/400/0 | 338/172/0 | 457/53/0| 504/6/0 | 502/8/0 |497/13/0
[YCKB18] 14/71/0|179/331/0|390/120/0 | 432/78/0 |472/38/0| 502/8/0 | 503/7/0 |497/13/0
[Pre82] 55/30/0 | 308/202/0 | 361/149/0 | 416/94/0 |437/73/0 | 455/55/0 | 470/40/0 | 485/25/0
Batch norm 0/85/0 | 107/403/0|317/193/0 | 416/94/0 |446/63/1 | 478/32/0 | 487/23/0 | 482/28/0

Table 4.2: Summary of the results from the Animals with Attributes 2 experiments, over all
85 prediction tasks and all 6 types of corruption. Given a number of corrupted sources n
(columns) and a baseline (rows), we report values in the form A/B/C, where A is the number
of times that our method performed significantly better than the corresponding baseline, B
is the number of times it performed equally well and C is the number of times it performed
significantly worse, summed over the various types of corruptions and all attributes. More
details are provided in the main body of the text.
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» Label bias: The labels of all (corrupted) samples are switched to class 1.

» Shuffled labels: The labels of all samples are shuffled randomly, separately in each
corrupted source.

= Shuffled features: Given a permutation of the indexes between 1 and 100, the features
of all samples are shuffled according to it.

» Blurred images: Each image is blurred by filtering with a Gaussian kernel with standard
deviation o = 6.

» Dead pixels: In each image a random 30% of the pixels are set to pure black or white.

» RGB channels swapped: The values in the red and the blue color channels of each image
are swapped.

Given an attribute, a type of corruption and a value of n € {0, 10, 20, 30, 40, 50, 55,59}, the
data is split randomly, as described above, and the samples of n randomly chosen sources are
corrupted. Our algorithm, as well as all baselines, then learn a model based on the resulting
data and the performance of the obtained predictors is evaluated on the test data. For any
combination of target attribute, corruption strategy and value of n, the experiment is repeated
100 times with a different random seed to obtain error estimates.

The results for the first attribute from the Animals with Attributes 2 data ("black") are given
in Figure 4.2, Each plot corresponds to a different type of contamination. The z-axis gives
the number of sources providing corrupted data and the y-axis corresponds to the average
error that an algorithm achieved on the test set, over the 100 runs for each experimental setup.
The error bars give the standard deviation around this average.

Our algorithm (green) performs at least as well as or strictly better than all baselines, for
any type of corruption and any proportion of corrupted sources. When all sources provide
clean data, the performance of our method matches the one of the classic regularized logistic
regression approach on i.i.d. data (blue). As the number of corrupted sources increases,
the performance of all baselines gradually degrades, while our algorithm is able to leverage
the remaining clean data and suppress the effect of the corruptions. The median-based
baselines perform reasonably when less than half of the sources are corrupted, but fail for
larger proportions. The robust logistic regression baseline performs poorly, again likely due to
the non-convexity of the loss function. As all sources become unreliable, our method performs
as well as the approach of learning from the reference dataset only, which is indeed optimal
since all other data is corrupted.

We summarize the results from all attributes in Table 4.2. For any number of corrupted
sources n (columns), we compare our method to the performance of each baseline (rows). We
report values in the form A/B/C, where A is the number of times that our method performed
significantly better than the corresponding baseline, B is the number of times it performed
equally well and C is the number of times it performed significantly worse, summed over the
various types of corruptions and all attributes. For a fixed type of corruption and attribute, we
say that one method performs significantly better than another over the set of 100 runs with
this setup, if the difference in the average performance of the two models is larger than the
sum of the standard deviations around those means (that is, if the error bars, as in Figure 4.2,
do not intersect).
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4.5. Summary

The results in Table |4.2 show that our method performs significantly better than all baselines
for many types of corruption and many values of n, especially for high levels of contamination,
while essentially never performing significantly worse than any baseline.

In addition, we performed experiments in which a proportion p of the samples in the n
corrupted sources are modified (instead of all of them). Apart from p = 1, we experimented
with p = 0.5 and p = 0.2. We present the same table of results for these cases in Table 4.3

and 4.4 respectively.

Table 4.3: Summary of the results for p = 0.5, over all 85 prediction tasks and all corruptions.

B . " n=20 n =10 n = 20 n =30 n = 40 n = 50 n = 55 n =59
aseline

Reference only 84/1/0 508/2/0 501/9/0 | 488/22/0 | 471/39/0 | 424/86/0 |303/207/0 || 156/354/0
All data 0/85/0 0/510/0 | 82/428/0 |158/352/0 |215/295/0 | 241/269/0 | 223/287/0 || 168/342/0
Median of probs. || 9/76/0 || 30/480/0 | 53/457/0 | 93/417/0 | 189/321/0|272/238/0 | 252/258/0 || 216/294/0
[EXM14] 8/77/0 || 28/482/0 | 19/491/0 | 84/426/0 | 172/338/0|254/256/0 | 253/257/0 || 217/293/0
[YCKBI1S] 14/71/0| 123/387/0 | 227/283/0 | 155/355/0 | 247/259/4 | 295/215/0 | 282/228/0 || 224/286/0
[Pre82| 55/30/0 || 287/223/0 | 282/228/0 | 329/181/0 | 350/160/0 | 358/152/0 | 374/136/0 || 367/143/0
Batch norm 0/85/0 2/508/0 | 78/432/0 |139/370/1 |183/326/1|186/323/1|155/354/1 || 97/412/1

Table 4.4: Summary of the results for p = 0.2, over all 85 prediction tasks and all corruptions.

B . " n=20 n =10 n = 20 n = 30 n = 40 n = 50 n = 55 n =59
aseline

Reference only 84/1/0 507/3/0 505/5/0 504/6/0 | 492/18/0 | 459/51/0 | 429/81/0 || 404/106/0
All data 0/85/0 0/510/0 0/510/0 0/510/0 0/510/0 1/509/0 2/508/0 1/509/0
Median of probs. || 9/76/0 || 28/482/0 | 21/489/0 | 16/494/0 | 17/493/0 | 28/482/0 | 30/478/2 || 31/479/0
[EXM14] 8/77/0 || 30/480/0 | 24/486/0 | 16/494/0 | 16/494/0 | 20/489/1 | 23/485/2 || 26/484/0
[YCKBI1S] 14/71/0|| 95/415/0 | 146/364/0 | 34/476/0 | 42/468/0 | 39/471/0 | 36/474/0 || 40/470/0
[Pre82| 55/30/0 || 282/228/0 | 282/228/0 | 275/235/0 | 287/223/0 | 264/246/0 | 281/229/0 || 267/243/0
Batch norm 0/85/0 0/510/0 0/510/0 0/510/0 0/510/0 0/509/1 0/509/1 1/508/1

4.5 Summary

We introduced an algorithm for learning from data provided by multiple untrusted sources.
It incorporates information from all of them, while being robust to arbitrary corruptions and
manipulations of the data. By making use of the grouped structure of the task and a reference
dataset, the method is able to successfully learn even if more than half of the available data is
corrupted or uninformative. Our method is theoretically justified and easy to implement, even
in cases when the data is decentralized and/or private. We demonstrated its effectiveness
through two sets of extensive experiments, showing its superior performance to all baselines,
for various levels and types of corruption.
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CHAPTER

Fairness-Aware PAC Learning from
Corrupted Data

We now turn to another aspect of learning from corrupted data that is especially relevant from
a present perspective - that of studying whether it is possible to ensure that in addition to
accuracy, the fairness of the learned classifier is also protected from malicious data effects.
Here we study the problem from a PAC learning perspective, in the single dataset scenario.

5.1 Motivation and outline

As explained in Section 2.3 many ways of measuring and optimizing the fairness of learned
models have been developed. The problem is perhaps best studied in the context of group
fairness in classification, where the decisions of a binary classifier have to be nondiscriminatory
with respect to a certain protected attribute, such as gender or race [BHN19]. This is typically
done by formulating a desirable fairness property for the task at hand and then optimizing for
this property, alongside with accuracy, be it via a data preprocessing step, a modification of the
training procedure, or by post-processing of a learned classifier on held-out data [MMS™19].
The underlying assumption is that by ensuring that the fairness property holds exactly or
approximately based on the available data, one obtains a classifier whose decisions will also be
fair at prediction time.

A major drawback of this framework is that for many real-world applications in which fairness
can be a concern the training and validation data available are often times unreliable and
biased [BR18, IMMS™19]. For example, demographic data collected via surveys or online polls
is often difficult and expensive to verify. More generally any human-generated data is likely to
contain various historical biases. Datasets collected via crowdsourcing or web crawing are also
prone to both unwittingly created errors and conscious or even adversarially created biases.

These issues naturally raise concerns about the current practice of training and certifying fair
models on such datasets. In fact, recent work has demonstrated empirically that strong poison-
ing attacks can negatively impact the fairness of specific learners based on loss minimization.
At the same time, little is known about the fundamental limits of fairness-aware learning from
corrupted data. Previous work has only partially addressed the problem by studying weak data
corruption models, for example by making specific label /attribute noise assumptions. However,
these assumptions do not cover all possible (often unknown) problems that real-world data
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can possess. More generally, in order to avoid a cat-and-mouse game of designing defenses
and attacks for fair machine learning models, one would need to be able to certify fairness as
a property that holds when training under arbitrary, even adversarial, manipulations of the
training data [KL93].

Outline In this chapter, we address the aforementioned issues by studying the effect of
arbitrary data corruptions on fair learning algorithms. Specifically, we explore the fundamental
limits of fairness-aware PAC learning within the malicious adversary model of [Val85]. We
focus on binary classification with a binary protected attribute and on the demographic parity
[CKPQ9] and equal opportunity [HPS16] fairness notions.

First we show that learning under this adversarial model is provably impossible in a PAC sense
- there is no learning algorithm that can ensure convergence with high probability to a point on
the accuracy-fairness Pareto front on the set of all finite hypothesis spaces, even in the limit of
infinite training data. Furthermore, the irreducible excess gap in the fairness measures we study
is inversely proportional to the frequency of the rarer of the two protected attributes groups.
This makes the robust learning problem especially hard when one of the protected subgroups
in the data is underrepresented. These hardness results hold for any learning algorithm based
on a corrupted dataset, including pre-, in- and post-processing methods in particular.

Perhaps an even more concerning result from a practical perspective is that the adversary
can also ensure that any learning algorithm will output a classifier that is optimal in terms
of accuracy, but exhibits a large amount of unfairness. The bias of such a classifier might
go unnoticed for a long time in production systems, especially in applications where sensitive
attributes are not revealed to the system at prediction time for privacy reasons.

We also show that our hardness results are tight up to constant factors, in terms of the
corruption ratio and the protected group frequencies, by proving matching upper bounds.
To this end we study the performance of two natural types of learning algorithms under the
malicious adversary model. We show that both algorithms achieve order-optimal performance
in the infinite data regime, thereby providing tight upper and lower bounds on the irreducible
error of fairness-aware statistical learning under adversarial data corruption.

We conclude with a discussion on the implications of our hardness results, emphasizing the
need for developing and studying further data corruption models for fairness-aware learning,
as well as on the importance of strict data collection practices in the context of fair machine
learning.

5.2 Related work

To the best of our knowledge, we are the first to investigate the information-theoretic limits of
fairness-aware learning against a malicious adversary. There is, however, related previous work
on PAC learning analysis of fair algorithms, robust fair learning, and learning with poisoned
training data, that we discuss in this section.

Fairness in classification Fairness-aware learning has been widely studied in the context of
classification: we refer to our discussion in Section 2.3 for a brief overview and to [BHN19| for
an exhaustive introduction to the field. On the methodological side, our upper bounds analysis
employs a technique for proving concentration of estimates of conditional probabilities that
has previously been used in the context of group fairness by [WGOS17] and [ABD718]. A
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number of hardness results for fair learning are also known. In particular, [KMR17] prove the
incompatability of three fairness notions for a broad class of learning problems and [MW18b]
quantify fundamental trade-offs between fairness and accuracy. Both of these works, however,
focus on learning with i.i.d. clean data.

Fairness and data corruption Most relevant for our setup are a number of recent works
that empirically study attacks and defenses on fair learners under adversarial data poisoning. In
particular, [SBC20], [CNM™20] and [MNMG20] consider practical, gradient-based poisoning
attacks against machine learning algorithms. All of these works demonstrate empirically that
poisoned data can severely damage the performance of fair learners that are based on empirical
loss minimization. In our work we go beyond this by proving a set of hardness results that hold
for arbitrary learning algorithms. On the defense side, [RLWS20] design and empirically study
an adversarial training approach for dealing with data corruption when training fair models.
Their defense is shown to be effective against specific poisoning attacks that aim to reduce the
model accuracy. In contrast, for our upper bounds we are interested in learners that provably
work against any poisoning attack, including those that can target the fairness properties of
the model as well.

Among works focusing on weaker adversarial models, a particularly popular topic is the one
of fair learning with noisy or adversarially perturbed protected attributes [LZMV19, AKM20),
WGN™20, [CHKV21], MC21}, [CMV21]. Under the explicit assumption that the corruption does
not affect the inputs and the labels, these works propose algorithms that can recover a fair
model despite the data corruption. A related, but conceptually different topic is the one of
fair learning without demographic information [HSNL18| [KMZ20, MOS20, ILBC™20]. Another
commonly assumed type of corruption is label noise, which is shown to be overcomable under
various assumptions by [DADCI18|, [JN20], [WLL20] and [EGC20]. A distributionally robust
approach for certifying fairness is taken by [TNKB20], under the assumption that the real
data distribution falls within a Wasserstein ball centered at the empirical data distribution. In
[ICS720] a formal methods framework for certifying fairness through unawareness, even in the
presence of a specific type of data bias that targets their desired fairness measure, is provided.
The vulnerability of fair learning algorithms to specific types of data corruption has also been
demonstrated on real-world data by [CZ13] and [KZ18].

An orthogonal line of work shows that imposing fairness constraints can neutralize the effects
of corrupted data, under specific assumptions on the type of bias present [BS20]. Also related
are the works of [TRO™19] and [LBSS21] who propose procedures for data cleaning/outlier
detection, without a specific adversarial model, that in particular improve fairness performance.

Learning against an adversary Learning from corrupted training data is a field with long
history, where both the theoretical and the practical aspects of attacking and defending ML
models have been widely studied [Tuk60, Hub64l /AL88| [KL93| ICBDF™99, BEK02, [CS04,
BNL12al [CSV17, [SKL17, ICLL™17, IDKK™19b]. In this work we study fair learning within
the malicious adversary model [Val85] [KL93, ICBDF799]. This chapter adds an additional
dimension to this line of work, where fairness is considered alongside with accuracy as an
objective for the learner.
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5.3 Preliminaries

In this section we formalize the problem of fairness-aware learning against a malicious adversary,
by giving precise definitions of the learning objectives and the studied data corruption model.

5.3.1 Fairness-aware learning

Throughout the chapter we adopt the standard group fairness classification framework, as
introduced in Section 2.3 We consider a product space X x A x ), where X' is an input space,
Y = {0, 1} is a binary label space and A = {0, 1} is a set corresponding to a binary protected
attribute (for example, being part of a majority/minority group). We assume that there is an
unknown true data distribution P € P(X x A x )) from which the clean data is sampled.
Denote by H C {h : X — Y} the hypothesis space of all classifiers to be considered. We
denote the random variables corresponding to randomly sampled inputs, labels and protected
attributes as X, Y and A respectively.

PAC learning Adopting a statistical PAC learning setup, we are interested in designing
learning procedures that find a classifier based on training examples. Formally, a (statistical)
fairness-aware learner £ : U,en(X X A X V)" — H is a function that takes a labeled dataset
of an arbitrary size and outputs a hypothesis. Note that we again consider learning in the
purely statistical sense here, focusing on any procedure that outputs a hypothesis, regardless
of its computational complexity, and seeking learners that are sample-efficient instead.

In a clean data setup, the learner is trained on a dataset S¢ = {(x{, a$, y§)}i, sampled i.i.d.

from [P and outputs a hypothesis i := L£(S¢). The performance of a learner can be measured
via the expected 0/1 loss (a.k.a. the risk) with respect to the distribution P

R(h,P) = P(h(X) £ ). (5.1)

Group fairness in classification In (group) fairness-aware learning, an additional desirable
property of the classifier h = L£(S¢) is that its decisions are fair in the sense that it does
not exhibit discrimination with respect to one of the protected subgroups in the population.
Many different formal notions of group fairness have previously been proposed in the literature.
Here we consider two of the group fairness measures we discussed in Section 2.3.3, namely
demographic parity and equality of opportunity. Recall that demographic parity [CKPQ9],
requires that the decisions of the classifier are independent of the protected attribute, that is

P(h(X) = 1|A = 0) = P(h(X) = 1|A = 1). (5.2)

The second notion, equality of opportunity [HPS16], states that the true positive rates of the
classifier should be equal across the protected groups, that is

P(h(X)=1A=0,Y =1) =P(h(X) = 1|A =1,Y = 1). (5.3)

In this definition, an implicit assumption is that Y = 1 corresponds to a beneficial outcome
(for example, an applicant receiving a job), so that this fairness notion only considers instances
where the correct outcome should be advantageous.

In practice, it is rarely the case that a classifier achieves perfect fairness. Therefore, we will
instead be interested in controlling the amount of unfairness that h possesses, measured via
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corresponding fairness deviation measures I'(h) [WGOS17, MW18a, WM19]. Here we adopt
the mean difference score measure of [CV10] and [MW18a] for demographic parity

2P (b, P) — ‘P(h(X) — 1A= 0) — P(h(X) = 1|A = 1)’ (5.4)
and its analog for equality of opportunity
TEOp (1, P) — 'IP’(h(X) _A=0,Y = 1) = P(h(X) = 1|A=1,Y = 1)’. (5.5)

To avoid degenerate cases for these measures, we assume throughout the chapter that
P,=P(A=a)>0and P, =P(Y =1,A=a) > 0 for both a € {0,1}. For the rest of the
chapter, whenever we are interested in demographic parity fairness, we assume without loss
of generality that A = 0 is the minority class, so that Py < % < Py. Similarly, whenever the
fairness notion is equality of opportunity, we will assume that Py < Piy.

Whenever the underlying distribution is clear from the context, we will drop the dependence
of R(h,P) and I'(h,P) on P and simply write R(h) and I'(h).

5.3.2 Learning against an adversary

As argued previously, machine learning models are often trained on unreliable datasets, where
some of the points might be corrupted by noise, human biases and/or malicious agents. To
model arbitrary manipulations of the data, we assume the presence of an adversary that can
modify a certain fraction of the dataset and study fair learning in this context. In addition to not
being partial to a specific type of data corruption, this worst-case approach has the advantage
of providing a certificate for fairness: if a system can work against a strong adversarial model,
it will be effective under any circumstances that are covered by the model.

Similarly to the classic robust machine learning setup, a fairness-aware adversary is any
procedure for manipulating a dataset, that is a possibly randomized function

A: Upen(X X AXY)" = Upen(X x A X Y)"

that takes in a clean dataset S¢ = {(2¢,a§,y5)}" , sampled i.i.d. from P and outputs a
new, corrupted, dataset SP = {(z¥,a, y¥)}" | of the same size. Depending on the type of
restrictions that are imposed on the adversary, various adversarial models can be obtained.

In this chapter we focus on the malicious adversary model, as introduced in Section 2.2.3|
and adapt it to the fairness-aware learning case. The formal data generating procedure is as
follows:

= Ani.id. clean dataset S¢ = {(x¢,a$,y$)}r, is sampled from P.

17 10

» Each index/point ¢ € {1,2,...,n} is marked independently with probability «, for a
fixed constant o € [0,0.5). Denote all marked indexes by B C [n].

» The malicious adversary computes, in a possibly randomized manner, a corrupted dataset
SP = {(2¥,al; y") 1, € (X x A x V)", with the only restriction that (af a?, y?) =
(xf,a§,ys) for all i & P. That is, the adversary can replace all marked data points in
an arbitrary manner, with no assumptions whatsoever about the points (¥ a?, y) for

1 €P.
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= The corrupted dataset S? is then passed on to the learner, who computes £(SP).

For a fixed a € [0,0.5), we say that @ is a malicious adversary of power . Note that the
number of marked points is [B| ~ Bin(n, «).

Since no assumptions are made on the corrupted data points, they can, in particular, depend
on the learner £, the data distribution P, the clean data S¢ and all other parameters of the
learning problem. That is, the adversary acts with full knowledge of the learning setup and
without any computational constraints, which is in lines with our worst-case approach. Note
that this is in contrast to the learner £ that can only access the data points in S?. We refer
to Section 5.3.4 for a more formal treatment.

5.3.3 Multi-objective learning

Our goal is to study the performance of the classifier £(S?) learned on the corrupted data,
both in terms of its expected loss R(L(S?),P) and its fairness deviation I'(L(S?),P) on the
clean (test) distribution P. We will be interested in the probabilities of these quantities being
large or small, under the randomness of the sampling of S? - that is the randomness of the
clean data, the marked points and the adversary.

Note that it is not a priori clear how to trade-off the two metrics and that this is likely to be
application-dependent. Therefore it is also unclear how to evaluate the quality of a hypothesis.
Here we study two possible ways to do so.

Weighted objective One approach is to assume that a (application dependent) trade-off
parameter \ is predetermined, so that the learner has to approximately minimize

La(h) = R(h) + AT'(h). (5.6)

In particular, the quality of the hypothesis £(h®) can be directly measured via Ly(L(h%)) —
minyey Ly(h). We will use LPP and LY°” to denote the weighted objectives with I'°F and
[EOP respectively.

Element-wise comparisons Alternatively, one may want to consider the two objectives
independently. Given a classifier h € H, denote by U(h) = (R(h),I'(k)) the vector consisting
of the values of the two objectives. Note that U does not, in general, induce a total order on
‘H. Instead we can only compare two classifiers hq, ho € H if, say, h; dominates hs in the sense
that both R(h;) < R(h2) and I'(hy) < I'(hy). We denote this relation by B(hy) < U(hs).
As we will see, these component-wise comparisons are still useful for understanding the limits
of learning against an adversary.

To be able to measure how far a classifier is from optimal under the < relation, it is natural
to consider situations where there exists a classifier that is optimal both in terms of fairness
and accuracy. Then the quality of any other hypothesis can be measured with respect to
this optimal classifier. That is, one may assume that there exists a h* € H, such that
h* € argmin,,, R(h) and h* € argmin,,, I'(h), so that V(h*) < V(h) for all h € H. Then
the quality of £(S?) can be measured as the R? vector

L(L(5%)) = B(L(S")) = B(h7). (5.7)

As with the weighted objective, we use LPF(L£(S?)) and LFOP(L(SP)) to denote the loss
vector when demographic parity and equality of opportunity are used respectively.
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One particular situation that we will study in which a component-wise optimal classifier h*
exists, is within the realizable PAC learning model with equality of opportunity fairness. Indeed,
whenever a classifier h* € H satisfies P(h*(X) = Y) = 1, we have that both R(h*) = 0 and
[EOP(h*) = 0 and so LEOP(L(SP)) = BEOP(L(SP)).

5.3.4 The limits of fairness-aware learning against an adversary

Lower and upper bounds analysis Over the next sections we will be showing lower and
upper bounds on L(L(S?)) and L(L(S?)), that is, the risk and the fairness deviation measure
achieved by the learner when trained on the corrupted data. Our lower bounds can be thought
of as hardness results that describe a limit on how well the learner can perform against the
adversary. These are based on explicit constructions of hard learning problems and adversaries
that demonstrate these limitations. Our upper bounds complement the hardness results by
constructing learners that recover a classifier with guarantees on fairness and accuracy that
match the lower bounds, for a wide range of learning problems and adversaries.

As discussed in Section 2.2.2, crucial in these results is the ordering of the quantifiers. These
matter not only for the comparison between the upper and the lower bounds, but also for
the sake of formalizing the powers of the adversary and the learner. Recall that the learner
only operates with knowledge of the corrupted dataset. At the same time, the adversary is
assumed to know not only the clean data, but also the target distribution and the learner.
Therefore, our lower bounds are structured as follows:

For any learner L there exists a distribution P and an adversary 4,
such that with constant probability . . .

Note in particular that the adversary can be chosen after the learner is constructed and together
with the distribution and it can therefore be tailored to their choice. At the same time, our
upper bounds read as:

There exists a learner L, such that for any distribution P, any adversary @ and any 6 € (0,1),
with probability at least 1 — ¢ . ..

Since the learner is fixed before the distribution and the adversary are, it has to work for any
such pair.

We note that all probability statements refer to the randomness in the full generation process of

the dataset SP, that is the randomness of the clean data, the marked points and the adversary.

For a fixed clean data distribution IP and a fixed adversary @, we denote the distribution of S?
a

as P+,

Role of the hypothesis space Learnability in our setup can be studied either as a property
of any fixed hypothesis space, or as a property of a class of hypothesis spaces, for example
the hypothesis spaces of finite size or finite VC dimension. However, one can easily see that
for certain hypothesis spaces fairness can be satisfied trivially. For example, whenever H
contains a classifier that is constant on the whole input space (that is, always predicts 1 or
always predicts 0), a learner that returns this constant classifier, regardless of the observed
data, will always be perfectly fair with respect to both fairness notions, under any distribution
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and against any adversary. We therefore opt to study the learnability of classes of hypothesis
spaces.

In particular, our hardness results demonstrate the existence of a finite hypothesis space, such
that a certain amount of excess inaccuracy and/or unfairness is unavoidable. Therefore, no
learner can achieve better guarantees on the class of all finite hypothesis spaces, even in the
infinite training data limit. This is contrast to, for example, classic PAC learning with clean
data, where the ERM algorithm is a PAC learner for all finite hypothesis spaces and more
generally all spaces of finite VC dimension [SSBD14].

On the other hand, the learners we construct for the upper bounds are shown to work for
any hypothesis space that is finite or of finite VC dimension, in all cases matching the lower
bounds.

Parameters of the learning problem Our bounds will depend explicitly on the corruption
ratio o and on the smaller of the protected class frequencies Py = P(A = 0) (for demographic
parity) oron Pjp =P(Y =1,A=0) <P(Y =1, A = 1) (for equality of opportunity). To
understand the limits of fairness-aware learning against a malicious adversary, we will analyze
our bounds for small values of o and Py or Pj. Intuitively, the smaller the corruption rate
« is, the easier it is for the learner to recover an accurate and fair hypothesis. On the other
hand, a small value for F, or Py implies that one of the subgroups is underrepresented in the
population, and so intuitively the adversary can hide a lot of information about this group and
thus prevent the learner from finding a fair hypothesis.

As we will see, this intuition is reflected in our bounds, which give a tool for understanding
the effect of these quantities on the hardness of the learning problem. Comparing the lower
bounds, which hold regardless of the sample size n, to the upper bounds in the limit of n — oo
allows us to reason about the absolute limits of fairness-aware learning against a malicious
adversary. Indeed, in this large data limit, we find that our upper and lower bounds match in
terms of their dependence on o and P, or Pjg up to constant factors. We note that designing
algorithms that achieve sample-optimal guarantees in our context is beyond the scope of this
work. However, we will also be interested in the statistical rates of convergence of the studied
learners to the irreducible gap certified by the lower bounds. We refer to Section 5.5.2 for a
formal treatment.

5.4 Lower bounds

We now present a series of hardness results that demonstrate that fair learning in the presence
of a malicious adversary is provably impossible in a PAC learning sense. Complete proofs of
all results in this section can be found in Appendix C.1.

5.4.1 Pareto lower bounds

We begin by presenting two hardness results that intuitively show that for some hypothesis
spaces H the adversary can prevent any learner from reaching the Pareto front of the accuracy-
fairness optimization problem. We first demonstrate this for demographic parity:

Theorem 8. Let 0 < a < 0.5,0 < Fy < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space H, such that for any learning algorithm
L Upen(X x A X W)™ — H, there exists a distribution P for which P(A = 0) = P, a
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malicious adversary A of power « and a hypothesis h* € H, such that with probability at least
0.5

R(L(SP),P) — R(h*,P) > min {1604 2p0p1}

and

PP (£(SP),P) — TPP(h*,P) > min {2130131(1_0(), 1} .

The proof of this theorem (as well as of the other hardness results presented in this section) is
based on the so-called method of induced distributions, pioneered by [KL93|]. The idea is to
construct two distributions that are sufficiently different, so that different classifiers perform
well on each, yet can be made indistinguishable after the modifications of the adversary. Then
no fixed learner with access only to the corrupted data can be “correct” with high probability on
both distributions and so any learner will incur an excessively high loss and exhibit excessively
high unfairness on at least one of them, regardless of the amount of available data.

Here we provide a sketch proof of Theorem [8, to illustrate the type of construction used. A
complete proof can be found in Appendix C.1.

Proof. (Sketch) Let n = 17, so that v = .. We assume here that n = 2, < 2P (1- 1),
with the other case following from a similar construction, but with an adversary that uses a

smaller value of « (so that it leaves some of the data points at its disposal untouched).

Take four distinct points {1, x9, r3, x4} € X. We consider two distributions Py and Py, where
each P; is defined as

1—Py—n/2 fe=x,a=1y=1
Py—n/2 if r=19,a=0,y=0

Pi(z,a,y) =< n/2 ifx=x3,a=1,y =i
n/2 ifx=x4,a=—i,y=1
0 otherwise

Note that these are valid distributions, since n < 2Py (1 — Fy) < 2P < 2(1 — F) by
assumption and also that Py = P;(A = 0) for both i € {0, 1}. Consider the hypothesis space
H = {hg,hl}, Wlth

ho(l’l) =1 ho(l’g) =0 ho(ﬂ]g) =1 ho(l’4) =0

and
hl(asl) =1 hl(.l'z) =0 h1($3) =0 h1($4) =1.

The point of this construction is as follows: there are only two points, x3 and x4, where the
two distributions differ. This is also where the classifiers differ and, in fact, each classifier
h; is better performing on the distribution P;, in both accuracy and fairness, than the other
classifier.

Indeed, it is easy to verify that
L(h-;,P;) — L(h;,P;) =n, for bothi=0,1. (5.8)
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Moreover,

PP (h_y, P;) — TPP(hy P;) = ———1— for both i =0, 1. 5.9
Now what the adversary does is to use all of the marked data to insert points with inputs x3
and x4, but with flipped labels and protected attributes. Then, since the points with inputs x3
and x4 in the original data are sufficiently rare, the adversary manages to hide which one of
the two distributions was the original one.

Specifically, consider a (randomized) malicious adversary @; of power «, that given a clean
distribution P;, changes every marked point to (z3, —i,7) with probability 0.5 and to (x4, 7, —7)
otherwise. Under a distribution P; and an adversary @;, the probability of seeing a point
(w3,1,7d) is 2(1 —a) = gﬁln = «/2, which is equal to the probability of seeing a point
(x3,—,1). Therefore, denoting the probability distribution of the corrupted dataset, under
a clean distribution IP; and an adversary @;, by IP;, one can verify that P, = P}, so the two

initial distributions Py and P; become indistinguishable under the adversarial manipulation.

The proof concludes by formalizing the observation that any fixed learner £ : U,en(X X
A x )" — {ho, h1} will perform poorly on at least one of the distribution-adversary pairs
(IP;, 4;), since the resulting corrupted data distributions are the same, but the optimal classifiers
differ. O

Discussion Our hardness result implies that no learner can guarantee reaching a point on
the Pareto front in a PAC learning sense, even for a simple family of hypothesis spaces, namely
the finite ones. To prove the theorem we explicitly construct a hypothesis space that is not
learnable against the malicious adversary. As discussed in Section [5.3.4, a constructive proof
is necessary here, because fairness can be trivially satisfied on some hypothesis spaces, for
example those that contain a constant classifier, which is fair under any distribution and
against any adversary.

We now analyze the bounds and their behavior for small values of o and F,. First assume that
1o < 2Py P, which in particular is the case whenever 2a < [5. Then under the conditions
of the theorem, with probability at least 0.5*

R(L(S?)) - R(E) > O (a) (5.10)
and
TOP(L£(SP)) — TPP(h*) > O (;‘()) | (5.11)

The lower bound on the excess loss (5.10) is known to hold for any hypothesis space as shown
by [KL93] (see also the discussion in Section 2.2.3). What Theorem 8 adds to this classic
result is that for certain hypothesis spaces: 1) the learner can at the same time be forced to
produce an excessively unfair classifier; 2) the fairness deviation measure I'PP can be increased
by Q(«/Py). Note that these results hold regardless of the sample size n.

Equations (5.10) and (5.11) immediately imply the following lower bounds on L, and L%

LRP(L(S?)) — min £27 (h) > © <a + A%) . (5.12)

We use the 2-notation for lower bounds on the growth rates of functions.
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LPP(L(SP)) = (Q (), 0 (1‘;‘())) (5.13)

In the second case, when = > 2R Py, the adversary can force a constant increase in the
loss and make the classifier completely unfair, so that T'””(L£(S?)) = 1. These observations,
combined with the rates from the first case, indicate that unless & = o(F), the adversary
can ensure that the resulting model’s demographic parity deviation measure is constant. In
particular, if one of the protected groups is rare, even very small levels of data corruption can

lead to a biased model.
Next we show a similar result for equality of opportunity.

Theorem 9. Let 0 < o < 0.5 and Py < P < 1 be such that P, + P11 < 1. For any input
set X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : U,en(X X A x V)" — H, there exists a distribution P for which
P(A=a,Y =1)= Py, fora € {0,1}, a malicious adversary @ of power o and a hypothesis
h* € H, such that with probability at least 0.5

R(ﬁ(Sp),]P)) - R(h*,]P)) 2 min {106, 2P10, 2(1 — P10 — Pll)}
—

and

PR (2(,) TR0 By = in { e PP

2(1—0[)P10’ ’ PlO

Discussion A similar analysis to the one after Theorem 8 applies here as well. In particular,
whenever 2~ < 2min { Py, 1 — Py — P11}, we obtain

EOp PV — in 7EOP (1) > ( Oé)
Ly7P(L(SP)) Ihrg?l}L)\ (h) > a+)\P10 (5.14)
LEOP(£(57)) = (Q (), (O‘>) . (5.15)
Prg
The case when 2= > 2min { Py, 1 — Py — P11} leads to a constant equality of opportunity

deviation measure. If in addition we have that 1 — P,y — P;; > Pjo, a completely unfair
classifier will be returned. Consequently, if positive examples associated with one of the
protected groups are rare (that is, if Pig = P(Y =1, A = 0) is small), then even very small
corruption ratios can lead to a biased model.

5.4.2 Hurting fairness without affecting accuracy

While the results above shed light on the fundamental limits of robust fairness-aware learning
against an adversary, models that are inaccurate are often easy to detect in practice. On
the other hand, a model that has good accuracy, but exhibits a bias with respect to the
protected attribute, can be much more problematic. This is especially true in applications
where demographic data is not collected at prediction time for privacy reasons. In this case
the model’'s bias might go unnoticed for a long time, thus adversely affecting one of the
population subgroups and potentially extrapolating existing biases from the training data to
future decisions.

We now show that such an unfortunate situation is indeed also possible under the malicious
adversary model. The following results show that any learner will, in some situations, be
forced by the adversary to return a model that is optimal in terms of accuracy, but exhibits
unnecessarily high unfairness in terms of demographic parity.
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Theorem 10. Let 0 < a < 0.5,0 < Fy < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space H, such that for any learning algorithm
L Upen(X x A x V)" — H, there exists a distribution P for which P(A = 0) = Py, a
malicious adversary @ of power o and a hypothesis h* € H, such that with probability at least
0.5

R(L(S?),P) =R(h",P) = %i%R(h,P)

and
PP (£(SP),P) — TPP(h*,P) > min {O‘, 1} .
2P,

We also present a corresponding result for equality of opportunity.

Theorem 11. Let 0 < o < 0.5, Pig < P11 < 1 be such that P, + Pi1 < 1. For any input
set X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : U,en(X X A x V)" — H, there exists a distribution P for which
P(A=a,Y =1)= Py, fora € {0,1}, a malicious adversary @ of power o and a hypothesis
h* € H, such that with probability at least 0.5

R(L(S?),P) =R(h",P) = 1;1%17111 R(h,P)
and

P P
EOr(L£(SP),P) — TEOP(h*, P >min{a <1—10>71_10}'
( ( ) ) ( >— 2(1—Q)P10 Py Py

Once again the error terms on the fairness notions are inversely proportional to ) and P
respectively, indicating that datasets in which one of the subgroups is underrepresented are
particularly vulnerable to data manipulations.

5.5 Upper bounds

We now prove that the (sample-size-independent) lower bounds from the previous section are
tight up to constant factors, by providing matching upper bounds for the same problem. We
do so by studying the performance of two natural types of fairness-aware learning algorithms
under the malicious adversary model. We find that these algorithms achieve order-optimal
performance in the large data regime.

Complete proofs of all results in this section can be found in Appendix C.2. A sketch
of the proofs is also presented in Section 5.5.3.

5.5.1 Upper bounds on the \-weighted objectives

The first type of algorithms we study simply minimize an empirical estimate of the A-weighted
objective L,. We show that with high probability such learners achieve an order-optimal
deviation from minycy Ly(h) in the large data regime, as long as H has a finite VC dimension.
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Bound for demographic parity Let i € H be a fixed hypothesis. We consider the
following natural estimate of 'PP(h), as given in equation (5.4), based on the corrupted
dataset SP = {(af, a?, yP)}1;:

- n Py =1,a0 = n Py =1,a =
FDP(h) — =1 ﬂ{h(Iz) B ]'7a2 0} I ﬂ{h(xz) B 1’0'1 1} ’ (5.16)
izt Hai =0} i1 Hai =1}

with the convention that % = ( for the purposes of this definition. We also denote the empirical
risk of hon S by RP(h) = L3 1{h(a?) # 7}

n

Now let A > 0 be a fixed trade-off parameter. Suppose that the learner £LPF : U% (X x A x
V)" — H is such that

LPP(SP) € argmin(RP(R) + AT'PP(h)), for all SP.
heH

That is, LT always returns a minimizer of the A\-weighted empirical objective. Then the
following result holds.

Theorem 12. Let H be any hypothesis space withd = VC(H) < co. LetP € P(X x AX))
be a fixed distribution and let @ be any malicious adversary of power a < 0.5. Denote by P
the probability distribution of the corrupted data SP, under the random sampling of the clean
data, the marked points and the randomness of the adversary. Then for any 6 € (0,1) and

8log(16/9) 12log(12/6) d .
n > max{ TPy > ,5}, we have:

PR (LRP(£R7(S7)) < puip LE" () + AP7) > 136

~ d d
pP _ 9 ADP Je @
AY 3a+ A(2A )—I—O( n—l—)\ Pon

2x a
APP — :O().
%+Oz Fy

where?

and

This result shows that for any H of finite VC dimension, any distribution P and against any
malicious adversary @ of power «, the learner LY is able, for sufficiently large values of the
sample size n > Q((Py/a)?), to return with high probability a hypothesis such that

LPP(L£PP(SP)) — min LPP(h) < O (a + AO‘) . (5.17)
heH B
Note that these rates on the irreducible error term match our lower bound from Theorem
8 and Inequality (5.12). Indeed, the hardness result shows that no algorithm can guarantee
better error rates than those in (5.17) on the family of finite hypothesis sets and hence also
on the hypothesis sets with finite VC dimension.

2The O-notation hides constant and logarithmic factors.
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Bound for equality of opportunity Similarly, we consider the following estimate for the
equality of opportunity deviation measure:

[FOP(h) = | == =
(") T = 0.7 = 1) =L =1 |
(5.18)

with the convention that 8 = 0 for the purposes of this definition. Suppose that a learner
LI U (X x Ax V)" — H is such that

LEOP(57) € argmin(RP(h) + A\T'POP(h)),  for all S,
heH

that is, always returns a minimizer of the A\-weighted empirical objective. Then:

Theorem 13. Let H be any hypothesis space withd = VC(H) < co. Let P € P(X x AX))
be a fixed distribution and let @ be any malicious adversary of power o < 0.5. Then for any

§ € (0,1) and n > max {8(110—%1)%?7 12108(12/2) g}

pA (LfOp(cfo%sp)) < min LE(h) + Afo”) > 1-6,

~(]d [ d
AYP = 3a + A(2A797) + O (\/; +A Pwn)

2x Q
ABO» — :(9().
%-l—a P

where

and

Again, for a sufficiently large sample size, this result implies an upper bound on the excess

loss of the learner Efol’ in terms of the weighted objective
LEOP(£EOP(§P)) _ min LEOP(R) < O <a + AO‘) , (5.19)
heH P

which is again order optimal, according to Theorem 9 and Inequality (5.14).

5.5.2 Component-wise upper bounds

We now introduce a second type of algorithms, which return a hypothesis that achieves both a
small loss and a small fairness deviation measure on the training data, or, if no such hypothesis
exists, a random hypothesis. We show that, in the case when there exists a classifier that is
optimal in both accuracy and fairness, with high probability such learners return a hypothesis
h € H that is order-optimal in both elements of the objective vector L(%), as long as H is of
finite VC dimension and n is sufficiently large. Finally, in the case of realizable PAC learning
with equality of opportunity fairness, we are able to provide an algorithm that achieves such
order-optimal guarantees with fast statistical rates, for any finite hypothesis space.

Throughout the section, we assume that there exists a classifier h* € H, such that U(h*) <
U (h) for all h € H. Thatis, R(h*) < R(h) and I'(h*) < I'(h) for all h € H. We also
assume that d = VC(H) < oc.
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We note that the algorithms studied in this section require the knowledge of @ and of P, and
Py for demographic parity and equality of opportunity respectively, since they explicitly use
these quantities when selecting a hypothesis. Estimates of these two quantities can often
be obtained in practice, for example by having the quality of a small random subset of the
data S? verified by a trusted authority, or via conducting an additional survey/crowdsourcing
experiment.

Bound for demographic parity Given a corrupted dataset S” = {(z}, a},y;)}, let =
argmingc,, R?(h) and hP" € argmin,, .o, PP (h). Further, we define the sets

8d log () + 21og(16/0) }

n

Hy = {h e M :RP(h) —RP(R) < 3a +4¢

2d1log(25) + 210g(96/0)
(1 — a)Pon

Hy =< heH:TPP(h) —TPP(RPP) < 2APF 4 324

That is, H; and H, are the sets of classifiers that are not far from optimal on the train data,
in terms of their risk and their fairness respectively. The upper bound terms are selected
according to the concentration properties of the two measures and describe the amount of
expected variability of those, due to the randomness of the training data. Now define the
component-wise learner:
£OP(59) {any heH N Hy, (fHINH, 0
any h € H, otherwise,

that returns a classifier that is good in both metrics, if such exists, or an arbitrary classifier
otherwise. Then the following result holds.

Theorem 14. Let H be any hypothesis space withd = VC(H) < co. LetP € P(X x Ax )
be a fixed distribution and let @ be any malicious adversary of power o < 0.5. Suppose that
there exists a hypothesis h* € H, such that B(h*) < B(h) for all h € H. Then for any

9 €(0,1) and n > max {8(1;)%(;%;5), 1210%12/6), g} with probability at least 1 — §:

LPP(LDF(sP)) = (6a +0 (\/g) JAAPY O (, /Pd)) .

Since APP =0 (1%0) in the large data limit we obtain that

LPP(LDF) < ((’)(a), 0 (O‘)) . (5.20)
0

Note that this bound is order-optimal for the class of finite hypothesis spaces, and hence

also for the class of hypothesis spaces with finite VC dimension, according to Theorem 8| and

Inequality (5.13).

Bound for equality of opportunity Similarly, let hZ°7 ¢ argmin,,_,, [Z°P(h). Further,
we define the set

2dlog(29) + 210g(96/0)
(1 — Oé)Plo'fL

Hs = { h € H : TEOP(h) — TEOP(REOP) < 9AFOP 4 32J
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That is, H3 is the set of classifiers that are not far from optimal on the train data, in terms
of equality of opportunity fairness. Now define the component-wise learner for equality of
opportunity:

EEOP(SP) _jany heHiNHs, if HiNHsF# 0
“ any h € H, otherwise,

that returns a classifier that is good in both metrics, if such exists, or an arbitrary classifier
otherwise. Then the following result holds.

Theorem 15. Let H be any hypothesis space withd = VC(H) < co. LetP € P(X x Ax)Y)
be a fixed distribution and let @ be any malicious adversary of power o« < 0.5. Suppose that
there exists a hypothesis h* € H, such that U(h*) < G(h) for all h € H. Then for any

6 €(0,1) and n > max {8(110_’58)%‘?, 121°g0(£12/6), g} with probability at least 1 —

LFOr(LEOP(5P)) < <6a +0 (\/@ JANEOP L O ( Pdn)) .

Since AEOr = O (Pim) in the large data limit we obtain that

LEOP(LEOP) < <O(a), 0 (]j‘m)) . (5.21)

Note that this bound is order-optimal for the class of finite hypothesis spaces, and hence
also for the class of hypothesis spaces with finite VC dimension, according to Theorem |9 and
Inequality (5.15).

Upper bound with fast rates Finally, we study learning with the equality of opportunity
fairness notion, in the realizable PAC learning framework, where a perfectly accurate classifier
exists. Given this additional assumption, we are able to certify convergence to an order-optimal
error in both fairness and accuracy at fast statistical rates. For simplicity we assume that H is
finite here.

Specifically, note that while the results presented already achieve order-optimal guarantees in

the limit as n — oo, for a finite amount of samples they incur an additional loss of O (%)
Regarding Py (for demographic parity) or Py (for equality of opportunity) as fixed, all previous
1

algorithms need O (ﬁ) samples to achieve an excess risk and fairness deviation measure of

O («). In contrast, the algorithm we present now only requires O (é) samples.

Formally, assume that the underlying clean distribution IP is such that there exists a h* € H,
for which P(h*(X) =Y) = 1. This implies that L(h*) = 0 and T'E9?(h*) = 0.

Key to the design of an algorithm that achieves fast statistical rates for the objective L are
the following empirical estimates:

:}/p (h) _ ?:1 ]l{h(.l‘f) = O,le = a??Jf = 1}
" o Hai = a,y; =1}

of ¥1,(h) =P(h(X)=0/A=a,Y =1) =0 for a € {0,1}. Given a (corrupted) training set
SP, denote by

(5.22)

H*(SP) = {h € ’H’méix A (h) < APOP ARP(h) < 320‘} (5.23)

06



5.5. Upper bounds

the set of all classifiers that have a small loss and small values of A%, for both a € {0,1} on
SP. Consider the learner £/%* defined by

any he H*, ifH*#0

. (5.24)
any h € H, otherwise.

Efast(sp) — {

Then the following result holds.

Theorem 16. Let H be finite and P € P(X x A x ) be such that for some h* € H,
P(h*(X) =Y) = 1. Let @ be any malicious adversary of power a < 0.5. Then for any
d,n € (0,1) and any

n>maX{8log(16!’H|/5) 1210g(12/5) 2log(8[H|/6)  2log(X924) }

(1—a)Py a ’ a7 3n%(1 — a)Ppo
o (loallH1/5)
n?Proa
with probability at least 1 — o
3a 2AFOP
LEOp fast/ op < )
sy = (2 200

As an immediate consequence of Theorem (16, setting n =
high probability

5. say, yields that for large n, with

LEOp(Lfost(5P)) < ((’)(a), 0 (O‘)) | (5.25)
Py
Again, this bound is order-optimal for finite hypothesis sets, according to Theorem 9 and
Inequality (5.15). In addition, regarding Py as a constant, the number of samples needed
for achieving this order-optimal element-wise error is indeed O(+), according to Theorem [16,
which is faster than the @(ﬁ) we obtained with the previous results.
5.5.3 Sketch of the upper bounds proofs

Here we present a sketch of the proofs of the upper bounds. The complete proofs can be
found in Appendix |C.2.

The proofs of Theorems 12, (13, 14, 15 rely on a series of results that describe the deviations
of the corrupted fairness estimates I'(h) from the true underlying population values I'(h),
uniformly over the hypothesis space H. Key to this is bounding the effect of the data corruption,
as expressed by the maximum achievable gap between the corrupted fairness estimates and
the corresponding estimates based on the clean (but unknown) subset of the data. Then the
large deviation properties of these clean data estimates are studied instead.

Here we make this specific for the case of demographic parity, with the analysis for equality of
opportunity being similar. We denote
imy H{h(z) =1,a] = a}

o Haf = a}

Yo (h) =
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and
Ya(h) =P(M(X) = 1|A = a),

so that TPP(h) = |48 (h) — A%(h)| and TPP(h) = |y5(h) — 71 (R)|. Note that ~?(h) is an
estimate of a conditional probability based on the corrupted data. We now introduce the
corresponding estimate that only uses the unknown clean subset of the training set S?

iy A7) = 1,07 = a,i ¢ B}
Xicy Hai = a,i & B} '

Va(h) =

Bounding the effect of the adversary First, we bound how far the corrupted estimates
v2(h) of v,(h) are from the clean estimates 7<(h), uniformly over the hypothesis space H:

8log(4/56) 12log(3/6)
(1-a)Po ? e

Proposition 2. /fn > max{ } we have

pA <sup (RB(R) = ~5(B)| + 72 (h) = A (R)]) > e ) <0
heH 3 e

Informally, this proposition allows us to connect the corrupted estimate fDP(h) with the
corresponding ideal clean estimate ['“(h) = |y5(h) — 75(h)|.

Bounding the deviation of the clean data estimate Secondly, a technique used by
[WGOS17] and [ABD™18] for proving concentration of fairness measures is used to derive a
concentration result for the clean estimates v¢(h), around the true population values ~,(h).
This, together with Proposition 2, allows us to bound the gap between the corrupted estimate
I'PP(R) and the true population value P (h), for a single hypothesis.

Making the bound uniform over H Finally, the bound obtained is made uniform over H.
For this, we use the classic symmetrization technique [Vap13] for proving bounds uniformly
over hypothesis spaces of finite VC dimension. However, since the objective is different from
the 0-1 loss, care is needed to ensure that the argument goes through, so the proof is given in
full detail in the supplementary material.

Once a uniform bound on the deviations of the corrupted fairness estimates from the true
underlying population values is obtained, the results of Theorems|12, 13, 14, 15| follow similarly
to most classic ERM results.

Proof of Theorem 16 Similarly to the other results, the proof of Theorem [16 first links the
corrupted estimates 4%, to their clean counterparts and then uses the clean data concentration
to study the behavior of the corrupted estimates. However, an important tool that allows us
to obtain the fast statistical rates, is a set of multiplicative concentration bounds on the 77,
estimates. Full details and a complete proof can be found in the supplementary material.

5.6 Summary and discussion

In this chapter we explored the statistical limits of fairness-aware learning algorithms on
corrupted data, under the malicious adversary model. Our results show that data manipulations
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can have an inevitable negative effect on model fairness and that this effect is even more
expressed for problems where a subgroup in the population is underrepresented. We also
provided upper bounds that match our hardness results up to constant factors, in the large
data regime.

While the strong adversarial model and the statistical PAC learning analysis we have considered
are mostly of theoretical interest, we believe that the hardness results have several important
implications. Indeed, crucial to increasing the trust in learned decision making systems is
the ability to guarantee that they exhibit a high amount of fairness, regardless of any known
or unforeseen biases in the training data. In contrast, we have shown that this is provably
impossible under a strong adversarial model for the data corruption.

We believe that these results stress on the importance of developing and studying further data
corruption models in the context of fairness-aware learning. As discussed in the related work
section, previous research has shown that it can be possible to recover a fair model under
corruptions of the labels or the protected attributes only. While real-world data is likely to
contain more subtle manipulations, one may hope that for certain applications there will be
models of data corruption that are, on the one hand, sufficiently broad to cover the data issues
and, on the other hand, specific enough so that fair learning becomes possible.

Our results can also be seen as an indication that strict data collection practices may in fact
be necessary for designing provably fair machine learning models. Indeed, our bounds hold
under the assumption that the learner can only access one dataset of unknown quality. In
contrast, it has been shown that the use of even a small trusted dataset (that is, a certified
clean subset of the data) can greatly improve the performance of machine learning models
under corruption, both in the context of classic PAC learning [HMWG18bl KL19] and in the
context of fairness-aware learning [RLWS20]. Such data can also be helpful for the sake of
validating the fairness of a model as a precautionary step before its real-world adoption.

In summary, understanding and accounting for the types of biases present in machine learning
datasets is crucial for addressing the issues brought up in this chapter and for the development
of certifiably fair learning models.
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CHAPTER

Fairness through Regularization for
Learning to Rank

In this chapter we move away from the topic of data corruption and study another issue that
hinders the practicability of fairness-aware learning, namely that most existing techniques and
algorithms in this field are designed to work for binary classification only. In contrast, fairness
issues also arise in situations where machine learning models are used in far more sophisticated
domains, in particular in ranking. Here we study fairness in the context of learning to rank.
We start by motivating why fairness is important to consider in this context. We then show
how numerous fairness notions can be translated from the language of classification to learning
to rank and can be integrated in this new context with minor computational cost and with
theoretical guarantees.

6.1 Motivation and outline

Ranking problems are abundant in many contemporary subfields of machine learning and artifi-
cial intelligence, including web search, question answering, reviewer allocation, recommender
systems and bid phrase suggestions [MSRO08]. Decisions taken by ranking systems affect our
everyday life, leading to concerns about the fairness of ranking algorithms.

Indeed, ranking systems are typically designed to maximize utility and return the results
most likely relevant for each query [Rob77]. This can have potentially harmful down-stream
effects. For example, in 2015 Google became the target of heavy criticism after news reports
that when searching for "CEO" in Google's image search, images of women were massively
underrepresented [Lol5]. Similar problems still exist in other ranking applications, such as
product recommendations or online dating.

To remedy such problems, a number of fair ranking methods have been proposed. However,
these suffer from two main shortcomings. Firstly, most existing works introduce specific fairness
notions, for example by demanding that two groups of items receive an amount of exposure
proportional to the groups' utilities [BGW18, [SJ18]. While well-suited for a certain range
of applications, these notions may not be applicable in other scenarios, be it due to specific
ethical considerations, legislation or other reasons that require a different notion of fairness to
be considered. For example, when selecting a set of k applicants for a job interview, one may
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be required to invite an equal number of people from disadvantaged and non-disadvantaged
backgrounds, rendering the above fairness notion inapplicable.

Secondly, few existing fair ranking methods are suited for the increasingly adopted learning to
rank (LTR) paradigm [Liulll IMC18], where a machine learning model is trained to predict
the relevances of the items for any query at test time. A LTR algorithm has to learn to be
fair based only on the training data, bringing up the problem of generalization for fairness:
a ranking method could appear fair on the training data, but turn out unfair at prediction
time. To be best of our knowledge, no previous fair ranking algorithm provides generalization
guarantees.

Outline In this chapter, we address the aforementioned challenges and develop fairness-
aware algorithms for LTR that can incorporate numerous fairness notions and provably
generalize. To this end, we exploit connections between ranking and classification, where both
the algorithmic and theoretic challenges of learning fair models are rather well understood
[BHN19, ICGJT19, WGOS17]. Importantly, many different notions of classification fairness
have been proposed, which describe different properties that are desirable in various applications
[MMS™19].

We provide a formalism for translating such well-established and well-understood fairness
notions from classification to ranking by phrasing LTR as a binary classification problem for
every query-item pair. We exemplify our approach on three fairness notions that fit naturally in
the ranking setting and correspond the popular concepts in classification, discussed in Section
2.3: demographic parity, equalized odds, and equality of opportunity. We then formulate
corresponding fairness regularization terms, which can be incorporated with minor overhead
into many standard LTR algorithms.

Besides its flexibility, another advantage of our approach is that it makes the task of fair LTR
readily amendable to a learning-theoretic analysis. Specifically, we show generalization bounds
for the three considered fairness notions, using a chromatic concentration bound for sums of
dependent random variables [Jan04] to overcome the challenge that training samples for the
same query are not independent.

Finally, we demonstrate the practical usefulness of our method for training fair models.
Experiments on two ranking datasets confirm that training with our regularizers indeed yields
models with greatly improved fairness at test time, often with little to no reduction of ranking
quality. In contrast, prior fair ranking methods are unable to consistently improve our fairness
notions.

6.2 Related work

Fairness in classification Algorithmic fairness is well explored in the context of binary
classification, see Section 2.3/ and [BHN19]. In this work we show how to extend the three
popular group fairness notions from Section 2.3 to the ranking setting. In principle, our
formalism is applicable to other group fairness notions, as well as to individual [DHPT12]
and causal [KLRS17] fairness. We defer the exploration of these to future work. On the
methodological level, we opt for a highly adaptive and scalable regularization approach,
inspired by successful similar methods for fair classification [KAS1I, [KAAS12bl [ZVRG17].
Our regularization technique can be integrated into any standard gradient-based LTR system
with only a minor additional computational cost. More generally other fair classification
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methods, e.g. [BNBR19, [CHS20, [KCT?20, REMZ20, TYET20, [ZLM18|, may be applicable to
our framework.

Fairness in ranking Fairness in ranking has so far received less attention than fairness in
classification. For an overview of recent techniques, see [Cas19]. Most existing works introduce
a particular fairness notion, often inspired by a specific application. One popular concept
is fairness of exposure [BGW18, [GDL20, IMSHJ20, ISZER™19, [SJ18, SJ19, [YDJ19, [ZC20Q].
It states that the exposure received by a group of items or an individual item should be
proportional to its utility. Other works aim at ensuring sufficient representation of items from
different groups in the top-k positions of a ranking [CSV18| [CMV20, IGAK19, [YS17, [ZBC™17].
Besides group fairness also fair treatment of individuals has been studied in the context of
ranking [BEYS21), [YGS19]. In contrast to these works, we do not introduce a specific new
fairness criterion, but instead provide a formalism that allows for transferring existing fairness
notions from classification to ranking.

Perhaps closest to our work is the one of [SJ17], who introduce a number of fair ranking
definitions and draw parallels to equalized odds and demographic parity from fair classification.
However, they do not provide a formal framework for studying the correspondence between the
two setups, and do not study how to optimize these measures in a learning to rank context.
Moreover, their fairness measures concern fair rankings for a fixed query, which also holds for
the causal fairness notion of [WZW18]|. In contrast, our notion of ranking fairness is amortized
across queries, similarly to [BGW18].

Another line of work that adapts fair classification techniques to ranking is the one of pairwise
fairness [BCD™19, [KVR19, NCGW20]. However, their classification task is the proxy commonly
employed by pairwise ranking methods, namely predicting which one of two items is more
relevant than the other for a given query. In contrast, we define fairness in relation to the
end decision of whether to return an item for a query or not, which is a more direct measure
of the real-world impact of the ranking system. [KZ19] and [VBC20] also study pairwise
fairness notions, but with the aim of learning fair continuous risks scores. Among other papers
considering broader notions of fairness in ranking, [AJSD19] design learning algorithms that
can work with any fairness oracle. The framework however is limited to linear classifiers and
the authors do not propose any new fairness notions.

Two further distinctions between our work and previous methods are as follows. Firstly, few
prior works consider fairness in the context of learning, and those who do usually propose new
training techniques. Instead, the fairness regularizers we introduce can be combined with any
existing LTR procedure that can be formulated as learning a score function by minimizing a
cost function. Secondly, no prior work provides generalization guarantees for fair ranking as
we do.

Fairness in recommender systems For recommender systems, fairness can be studied with
respect to the consumers/users (known as C-fairness) or with respect to the providers/items
(known as P-fairness) [Burl7]. [Stel8, [TPT19] consider calibration and bias disparity within
recommender systems with respect to recommended items. In [BSOG18, [FKT"18, [ZHC18,
CPG™19, [PK19] various hybrid approaching for achieving both C-fairness and P-fairness are
presented. In contrast to our paper, these works are specific to collaborative filtering or
tensor-based algorithms and do not carry over to approaches based on supervised learning.

A concept from recommender systems related to demographic parity fairness is that of neutrality
[KAAS12a], in which one aims to provide recommendations that are independent of a certain
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viewpoint. In particular, [KAAS12a, KAAS14] apply a neutrality enhancing regularizer to a
recommender system model. The focus of these works, however, lies on dealing with filter
bubble problems and no formal links to classification or fairness are made.

Diversity in ranking Another related topic is the one of diversifying the output set of
ranking system, see,e.g., [RBCJ09]. However, diversifying rankings generally has the goal of
improving the user experience, not a fair treatment of items. A discussion on the relationship
between fairness and ranking diversity can be found in [SJ18].

6.3 Preliminaries

In this section we introduce some background information on the learning to rank (LTR) task.
For a thorough introduction see [Liulll IMC18].

Learning to rank Let O be a set of possible queries to a ranking system, and let Z be
a set of items (or documents) that are meant to be ranked according to their relevance for
any query. A dataset in the LTR setting typically has the form S = {(qz, 7 ) YieINy.jefmi)»
i.e. for each of N queries, ¢1,...,qy € Q, a subset of the items Z,, = {di,d},...,d., } CI
are annotated with binary labels 7% = 7(¢;, d?) € {0, 1} that indicate if item dé. is relevant to
query ¢; or not. In practice m; is often much smaller than |Z|, since it is typically impractical
to determine the relevance of every item for a query.

The goal of LTR is to use a given training set to learn a ranking procedure that, for any future
query, can return a set of items as well as their order. That is, the learner has to construct a
subset selection function,

R:Q — P(2), (6.1)

where 13 denotes the powerset operation, as well as an ordering of the predicted item set. The
size of the predicted set will depend on the application and may in general be smaller than the
total number of relevant items. For example, for ads selection only a limited number of slots
may be available on a website.

In practice, R is typically constructed by learning a score function, s : @ x T — R. For
any fixed ¢, s(q,-) induces a total ordering of Z, and the set of predicted items is obtained
by thresholding or top-k prediction. The function s is usually learned by minimizing a loss
function on the quality of the resulting ranking on the train data. Classic examples of this
construction are SVMRank [Joa02] or WSABIE [WBU11]. Most other pointwise, pairwise and
listwise ranking methods can also be phrased in this way, with differences mainly in how the
loss is defined and how the score function is learned numerically [Liull].

Evaluation measures Many measures exist for evaluating the quality of a ranking system,
arguably the simplest being precision at k.

Definition 14. Let S be a test set in the format introduced above. For any query q;, let
di, dy, ... be a ranking of the items in I, with associated ground-truth values r(q;, d}). For

any k € N\ {0}, the precision at k is defined as PQk = & Y| PQk(g;) with
1 k
Pak(g) = ZT (gi,d (6.2)
]:1
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For any k, the P@k value reflects which items appear in the top-k list, but not their ordering.
Moreover, PQk is automatically small for datasets in which queries have few relevant documents.
To mitigate these shortcomings, one can add position-dependent weights and normalize by
the score of a best-possible ranking.

Definition 15. In the same setting as for Definition 14, the normalized discounted cumulative
gain at k is defined as NDCG@k = = >V, NDCG@¥k(q;) for

min(k,K;) 1

NDCG@k(qi)Z(iM>/( > 1ogz(j—|—1)>’

‘ (6.3)

j=1 log,(j +1) j=1
where K; = [{d € Z,, : r(q;,d) = 1}| is the number of relevant items for query q;. Queries
with no relevant items are excluded from the average, as the measure is not well-defined for
these.

The role of k in these definitions is twofold. Firstly, in most applications only a fixed number
of items, k, can be retrieved in total and so one is only interested in the performance of the
ranker up to the k-th document. Secondly, multiple values of k can be considered for the
quality of the ranking system to be better assessed.

6.4 Fairness in learning-to-rank

We now introduce our framework for group fairness in ranking. The main step is to exploit a
correspondence between ranking and multi-label learning, a view that has previously been em-
ployed for practical tasks, e.g., in extreme classification [BDJ™19], but not —to our knowledge—
to make LTR benefit from prior work on classification fairness.

Specifically, we study how the fairness of the subset selection function (6.1) can be evaluated.
The objects for which we want to impose fairness, the items, occur as outputs of the learned
function. This makes it hard to leverage fairness notions from classification, which are defined
with respect to the inputs.

We advocate an orthogonal viewpoint: for any fixed query ¢, we treat the items not as elements
of the predictor’s output, but as the inputs to a query-dependent classifier: f, : Z — {0,1},
where f,(d) = 1, if item d is should be returned for query ¢, and f,(d) = 0 otherwise. As the
query is a priori unknown, this means one ultimately has to find an item selection function

f:OxT—{0,1}. (6.4)

While, of course, both views are equivalent, the latter one allows us to readily integrate notions
of classification fairness into the LTR paradigm.

Note that even though the item selection function f(q,d) and the relevance label r(q, d) have
the same signature, their roles are different. r specifies if an item is relevant for a query or
not. f indicates if the item should be returned as a result and hence characterizes the impact
of the decisions made by the ranking system. While f will in general be an approximation of
r, as learned by the LTR model, f will also likely depend on other factors. For example, if at
most k items can be retrieved, but more than k are relevant, some relevant items will end
up not being included. Additionally, the choice of f may be influenced by diversity, or, as we
argue, fairness considerations.
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6.4.1 Group fairness in learning to rank

Group fairness notions in classification are typically based on an underlying probabilistic
framework that allows statements about conditional independence relations [BHN19]. Sim-
ilarly, we assume that D € P(Q x I x {0,1}) is an unknown fixed distribution over
query/document/relevance triplets. For the rest of our work, all statements about prob-
abilities of events will be with respect to samples (¢, d,(q,d)) ~ D.

Analogously to the situation of classification, we assume that any item d € Z has a protected
attribute, A(d), which denotes the group membership for which fairness should be ensured.
For example, A(d) can correspond to gender, when the retrieved items are images of people,
or to the country of origin of an Amazon product. For simplicity, we assume binary-valued
protected attributes, but extensions are easily possible.

A plausible notion of fairness in the context of ranking is: For any relevant item the
probability of being included in the ranker’s output should be independent of its
protected attribute. This intuition is easy to formulate in our formalism, resulting in a direct
analog of the equality of opportunity principle from fair classification [HPS16].

Definition 16 (Equality of opportunity for LTR). An item selection function f : Q x T —
{0,1} fulfills the equality of opportunity condition, if

P(f(q,d) = 1]A(d) = 0,r(q,d) = 1) = P(f(q,d) = 1|A(d) = 1,r(q,d) =1).  (6.5)

In practice, a ranker will rarely achieve perfect fairness, so we also introduce a quantitative
version of Definition 16 in the form of a fairness deviation measure [CV10, WGOS17, WM19],
that reports a ranking procedure’'s amount of unfairness:

Definition 17. The equality of opportunity (EOp) violation of f: Q x Z — {0,1} is

L2or(f) =|B(f(q, d)=1]A(d)=0,7(q,d)=1) = P(f(g,d) =1|A(d)=1,7(¢,d) =1) .

Clearly, f is fair in the sense of Definition [16/ if and only if it fulfills TEOP(f) = 0.

Other fairness measures As discussed extensively in the literature, different notions of
fairness are appropriate under different circumstances. For example, to check the equality of
opportunity condition one needs to know which items are relevant for a query, and this can be
problematic, e.g., if the available data itself exhibits a bias in this respect. A major advantage
of our formalism compared to prior fair ranking methods is that it is not partial to a specific
fairness measure. Besides equality of opportunity, many other notions of group fairness can
be expressed by simply translating the corresponding expressions from classification.

For example, one can avoid the problem of a data bias by demanding: The probability of
any item to be selected should be independent of its protected attribute (disregarding
its relevance to the query). In our formalism, this condition is a direct analog of demographic
parity [CKPQ9].

Definition 18 (Demographic Parity for LTR). An item selection function f : Q x T —
{0, 1} fulfills the demographic parity condition, if

B(f (¢, d)=1]A(d) =0)=P(f(q, d) = 1| A(d) =1). (6.6)
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As a corresponding quantitative measure we define the demographic parity (DP) violation of

f as
LPP(f) =[P(f(q, d) = 1|A(d) = 0) — P(f(q.d) = 1|A(d) = 1)|.

Another meaningful notion of fairness in ranking is: The probability of any item to be
selected should be independent of its protected attribute, individually for all relevant

and for all irrelevant items. This condition yields the ranking analog of equality odds
[HPS16].

Definition 19 (Equalized Odds for LTR). An item selection function f : Q x Z — {0,1}
fulfills the equalized odds condition, if for all r € {0,1}:

P(f(q,d) = 1|A(d) = 0,r(q,d) = 7) = P(f(q,d) = 1|A(d) = L,r(q,d) =)  (6.7)
The equalized odds (EOd) violation of f is

o) :; > IP(f(g,d)=1]A(d)=0,r(q,d)=7) = P(f(q,d) =1|A(d) =1,7(q,d) =r)|.

7€{0,1

6.4.2 Training fair rankers

In order to enforce the fairness of a LTR system during the training phase, we create empirical
variants of the fairness violation measures and add them as a regularizer during the training step
[ABD*18, [KAS1I]. For this construction to make sense, we have to answer two questions:
Can we solve the resulting optimization efficiently? and Does the inclusion of a regularizer
generalize, i.e. ensure fairness also on future predictions? In rest of this section, we will answer
the first question. The second question we will address in Section 6.4.3|

To allow for gradient-based optimization, we parametrize the binary-valued item selection
function in a differentiable way using a real-valued score function s : @ x Z — [0, 1], similarly
to the discussion in Section 6.3. Our inspiration, however, comes from the classification
setting, such as logistic regression, and we assume that s is not arbitrary real-valued, but that
it parameterizes the probability that d is selected for ¢, i.e. s(q,d) = P(f(q,d) = 1).

Empirical fairness measures For a given training set, S, in the format discussed in
Section 6.3, we obtain empirical estimates of the previously introduced fairness violation
measures. For any a € {0,1}, r € {0, 1}, denote by .S, the subset of data points (¢, d, (g, d))
in S with A(d) = a, and by S, the subset of data points in S with A(d) = a and (q,d) = 1.

Definition 20 (Empirical fairness violation measures). For a function s : Q x T — [0, 1],
its empirical equality of opportunity violation on a dataset S is

1
[#07(s;.9) > s(g,d) - > s(a, d)‘
|SOl|fId€So1 |Sll|(qd€S11
The empirical demographic parity violation of s on S is
1
027(si8) = |7 S - 5 Py (4:)|
0 (g,d)ESo 1 (g,d)eST

and the empirical equalized odds violation of s on S is

1 1 1
Z Z (Q7d)_|517"

FEOd(S S) =
TG{O 1} |50 T|(q d)€So,1

> (q,d)’

‘(q d)eS11

r
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These expressions can be derived readily as approximations of the conditional probabilities
of the individual fairness measures by fractions of the corresponding examples in S. This is
done by assuming that the marginal probability of any data point in S is P, and inserting
the assumed relation s(p,q) = P(f(p,q) = 1). Note that Definition 20 applies also to
binary-valued functions, so it can also be used to evaluate the fairness of a learned item
selection function f on a dataset.

Learning with fairness regularization Let L(s,S) be any loss function ordinarily used
to train an LTR model. Instead of optimizing this fairness-agnostic loss, we propose a
fairness-regularized objective:

L®"(s;8) = L(s,S) + al'(s,9) (6.8)

for « > 0, where I'(s; S) is any of the empirical measures of fairness violation. The larger the
value of a, the more the resulting rankers will take the fairness of their decisions into account.
However, as our experiments in Section 6.5/ show, the relation between fairness and ranking
quality is not necessarily adversarial.

Optimization The fairness regularization terms, al'(s,.S) and their gradients can be com-
puted efficiently using standard numerical frameworks. In large-scale settings, where memory
and computational concerns may arise, the regularized objective (6.8) can also be optimized by
stochastic gradient steps over mini-batches, as long as the unregularized loss function L(s, S)
supports this as well. The resulting per-batch gradient updates are not unbiased estimators
of the full gradient, though, so the characteristics of the fairness notion change depending
on the batch size. For example, if each batch is formed of a single query with all associated
documents, fairness would be enforced individually for each query, instead of on average across
all queries. In our experiments, however, we did not observe any deleterious effect of stochastic
training when using a moderate batch size of 100.

6.4.3 Generalization

We now show that, given enough data, our train-time regularization procedure will also
ensure fairness at prediction time. Our results are similar to the ones in [WGOS17] for the
classification setting. However, in the case of ranking there is additional dependence between
the samples, which complicates the analysis and influences the complexity term.

Data generation process To study the generalization properties of our fairness measures,
we first formally define the statistical properties of the training data. We assume the following
data generation process which is consistent with the structure of LTR datasets, with the only
simplifying assumption that the item sets for all queries are of equal size m. For a given
data distribution D € P(Q x Z x {0,1}), a dataset S = {(g;, d%, %) }ie(n),jepm), is sampled

AN
as follows: 1) queries, q1,...,qy, are sampled i.i.d. from the marginal distribution D(q); 2)
for each query ¢; independently a set of items, D, = {d,...,d.,}, is sampled in an arbitrary

way with the only restriction that the marginal distribution of each individual dé- should be
D(d|g;); 3) for each pair (g;, d’) independently, the relevance 77 is sampled from D(r|g;, d’).

Note that while each resulting data point has marginal distribution D, a lot of flexibility
remains about how the actual items per query are chosen. In particular, the item set can
have dependencies, e.g. avoiding repetitions or diversity constraints. While incorporating
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dependencies complicates the analysis, we believe that it is necessary, so as to make sure that
real-world ranking data, which typically is far from i.i.d., is covered.

We now characterize the generalization properties of the fairness regularizers. Let F C {f :
Q x T — {0,1}} be a set of item selection functions that make independent deterministic
decisions per item (e.g., by thresholding a learned score function). Then, the following holds:

Theorem 17. Let S be a dataset sampled as described above with 2Nm > v for v =
VCdim(F). Let T = min,, (P(r(g,d) = r A A(d) = a)) and v = min, (P(A(d) = a)).
Then, for any § > 0, each of the following inequalities holds with probability at least 1 — 9
over the sampling of S, uniformly for all f € F:

(20m) +10g (%)

vNTZ ’

vlog(zefm) + log(%)
NTt2 ’

viog(222) + log(%)

v

Nv2

FEOp(f) < FEOp(f, S) + 8\/2U10g

PEOA(f) < TEO4(F, 8) + 8% 2

rPP(f) < FDP(f,S)+8\/2

Proof sketch. The proof consists of two parts. First, for any fixed item selection function a
bound is shown on the gap between the conditional probabilities contributing to a fairness
measure and their empirical estimates. For this, we build on the same technique of [WGOS17]
for showing concentration of fairness quantities as the one we used in Chapter 5. We combine
this with the large deviations bounds for sums of dependent random variables in terms of the
chromatic number of their dependence graph of [Jan04], see below. Secondly, the bounds
are extended to hold uniformly over the full hypothesis space by evoking a variant of the
classic symmetrization argument (e.g. [Vap13]), while carefully accounting for the dependence
between the samples. A complete proof can be found in the supplementary material.

Dealing with the between-sample dependence To deal with the dependence between
the samples, we use the following framework from [Jan04]. Let Y, be a set of random variables,
with « ranging over some index set A. Let X =3 .4 Y,. To derive concentration bounds
for X, the following notions are useful:

Definition 21 ([Jan04]). Given A and {Y,}aca:

= A subset A" C A is independent if the random variables {Y,}nca are (jointly) indepen-
dent.

= A family {A;}; is a cover of A if U;A; = A. A cover is proper if each set A; is
independent.

= x(A) is the size of the smallest proper cover of A, that is the smallest integer m, such
that A can be written as the union of m independent subsets.

Then the following result holds, similar to the Hoeffding inequality, but accounting for the
amount of dependence between the random variables {Y,, },c.:
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Theorem 18 ([Jan04]). Let Y, and X be as above, with a, <Y, < b, for every a € A, for
some real numbers a, and b,. Then, for every t > 0:

P(X > E(X) + ) < exp <_2x(A) S ;(ba - aa)2> . (6.9)

The same upper bound holds for P(X < E(X) —t).

If instead one considers the mean of {Y,}aec4, namely X = ﬁ Y acA Yo, then the following
holds:

_ _ t2|./4|2 )
P(X >EX)+t) <exp|—-2 . 6.10
X 2B 0 <o (2 e (6:10)
Specifically, if the Y,, are Bernoulli random variables:
P(X > E(X)+1t) < exp <—2t2|A|> . (6.11)
X(A)

For the case of the ranking dataset S = {(¢;, d’, %) }icin)jeim) and a fixed function f :
Q x I — {0,1}, we study the set of random variables Y; ;) = f(g,d}), for the indexes
A={(i,7) :i € [N],j € [m]}. Examining the assumptions we made about the way that the
data is sampled, it is easy to see that x(A) = m. Therefore, Theorem 18 can be used to

understand the concentration properties of the random variables Y{; jy = f(q;, d;)

Discussion Theorem 17| bounds the fairness violation on future data by the fairness on
the training set plus an explicit complexity term, uniformly over all item selection functions.
Consequently, any item selection function with low fairness violation on the training set will
have a similarly low fairness violation on new data, provided that enough data was used for
training. Indeed, the complexity term decreases like (/log N/N as N — oo, which is the
expected behavior for a VC-based bound.

The same scaling behavior does not hold with respect to the number of items per query,
m. This is unfortunate, but unavoidable, given the weak assumptions we make on the data
generation process: because we do not restrict how the per-query item sets are created, each
of them could simply consist of many copies of a single item. In that case, even arbitrary large
m would provide only as much information as m = 1. In the current form, m appears even
logarithmically in the numerator of the complexity term. We believe this to be an artifact
of our proof technique, and expect that a more refined analysis will allow us to remove this
dependence in the future.

Note that for real data, we do expect larger m to be have a beneficial effect on generalization.
This is the reason that we prefer to present the bound as it is in the theorem, i.e. with the
empirical fairness estimated from all available data, rather than any alternative formulation,
e.g. subsampling the training set to m = 1, which would recover an i.i.d. setting. Finding an
assumption on the generating process of real-world LTR data that does allow bounds that
decrease with respect to m is an interesting topic for future work.

In addition, we expect that more advanced techniques from learning theory, e.g. analysis
based on Rademacher complexities [BM02], can be applied to obtain sharper, data-dependent
guarantees. Indeed, there has been work on extending the classic Rademacher complexity
generalization bounds to the case of dependent data, e.g. [UAGO5], and we deem the application
of such techniques in the context of fair LTR an interesting direction for future work.
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6.5 Experiments

We conduct experiments to validate the practicality and performance of our method for
training fair LTR systems, including in a large-scale setting. Our emphasis lies on studying
the interaction between model quality and fairness, the effectiveness of our proposed method
for optimizing these notions on real data and on the comparison to previous fair ranking
algorithms.

6.5.1 Datasets and experimental setup

We report experiments on two datasets. As a measure of ranking quality we use NDCGQFE
for k € {1,2,3,4,5}, with results for PQk in the supplemental material. To quantify fairness,
we evaluate the three different empirical measures of fairness violation.

TREC Fairness data We use the training data of the TREC 2019 Fairness track dataset [BDEK19].
It consists of 652 queries taken from the Semantic Scholar search engine, together with a set
of scientific papers for each query and binary labels for the relevance of every query-paper
pair. The average number of labeled papers per query is 7.1, out of which 3.4 are relevant on
average. Because of the rather small number of queries, we use five-fold cross-validation to
evaluate our method and report averages and standard errors across the folds. As an exemplary
protected attribute we use a proxy of the authors’ seniority. We split the set of documents
into two groups based on whether the mean of their authors’ i10-index proxies (as provided
in the TREC data) exceed a threshold ¢ or not. For ¢t € {3,4,5} we get different amounts
of group imbalance, with the minority group consisting of around 46%, 26% and 9% of all
papers, respectively.

Inspired by the learning to rank approach for the TREC track of [Bonl9], we pre-compute
9-dimensional embeddings of every query-paper pair by using the following hardcrafted features:

» the BM25 score of the query with the title, abstract, authors, topics and publication
venue of the paper (5 values),

= the number of in- and out-citations (2 values),
= the publication year of the paper (1 value)

» the character length of the query (1 value).

Each feature is normalized by substracting the mean of the feature over the dataset and
dividing by its standard deviation.

MSMARCO We also perform experiments on the passage ranking dataset v2.1 of MS-
MARCO [NRS™16|. It consists of approximately one million natural language questions, which
serve as queries, associated sets of potentially relevant passages from Internet sources, and
binary relevance labels for all provided query-document pairs. On average, there are 8.8
passages per question, and the average number of relevant ones is 0.65. We use the default
train-development split and report average performance and standard deviation over 10 random
seeds. To create a protected attribute, we split the passages into two groups based on their
top-level domains, as a proxy of the answers’' geographic origin. Specifically, we split by " . com
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vs other" (denoted by com) and by ".com/.org/.gov/.edu/.net vs other"
(denoted by ext). Their minority groups are of size 32% and 5% of all passages, respectively.

We use pretrained 768-dimensional BERT feature embeddings [DCLT19] for representing the
query-passage pairs. Specifically, we follow the embedding procedure described in [NC19,
HWBN20], where each query-passage pair is represented as the following token sequence:

[CLS] query text [SEP] passage text [C'LS]

This sequence is then processed through a pre-trained BERT model from Tensorflow Hub
[AABT15|, with maximum sequence length set to 200, and the hidden units of the first [C'LS]
token are used as a representation of the query-passage pair.

6.5.2 Learning to rank models

Our algorithm We adopt a classic pointwise LTR approach with a generalized linear score
function, s(d,q) = (0,¢(q,d)), for a predefined feature function, ¢ : Q x T — RP. as
described in the previous section. As loss function of ranking quality, L(s,S), we use the
squared loss between the relevance labels and the predictions of s over all data. To optimize
for both ranking quality and fairness, we train with a weighted loss, as in equation (6.8). For
TREC we train all models by 1500 steps of gradient descent with a learning rate of 0.003. In
the MSMARCO experiments we train with 5 epochs of SGD with a batch size of 100 queries
and 10 passages per query and a learning rate of 0.0001.

Baselines and ablation studies Our work provides a novel way of converting well-established
fairness notions from classification to a LTR setting. While previously developed methods
for fair ranking aim to optimize for other fairness notions, it is informative to see how such
algorithms perform against our method, in order to understand the relationship between our

and previous works. Therefore, we consider two recent methods for fair ranking, DELTR
[ZC20] and FA*IR [ZBC™17], using their public implementation [ZSCK20].

DELTR is a state-of-the-art algorithm for fair LTR. At train time, a linear version of ListNet is
trained, together with a regularizer tailored to a notion of disparate exposure [CKPQ9, [SJ18].
We use the same feature representations as for our method, as well as the same range for their

regularization parameter -, to ensure a fair comparison. Unfortunately, the implementation of
[ZSCK20] does not scale to MSMARCO.

FA*IR, on the other hand, is an algorithm that changes the ranking query by query, at
prediction time, by ensuring that whenever k items are retrieved, the proportion of retrieved
items from a protected group is not smaller that the S-th quantile of a binomial distribution
Bin(k,p), for fixed parameters p, 8 € [0,1]. We use § = 0.1 and p € [0.02,0.04, ...,0.98].
Since FA*IR requires access to the items relevances at prediction time, we first train via our
method without a fairness regularizer and then, at test time, use the relevances predicted by
our method as inputs to FA*IR.

We also perform an ablation study by considering a version of our algorithm that learns to
enforce fairness on the per-query level. This is inspired by [SJ17], who, however, do not
propose an algorithm for enforcing such per-query fairness notions. Within our framework this
is achieved by regularizing with a separate term for every query in a batch and then averaging
over the batch afterwards.
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Figure 6.1: TREC: Test-time performance of fair rankers with equal opportunity, demographic
parity and equalized odds fairness, achieved by our algorithm and the baselines: unfairness (left
y-axes) and NDCG@3 ranking quality (right y-axes); after training with different regularization
strengths (z-axis).

6.5.3 Results

Figures 6.1/ and 6.2 show the ranking quality and the unfairness, achieved by our method
and the three baselines, when imposing different amounts of each fairness measure in typical
settings for TREC (¢ = 3,k = 3) and MSMARCO (com, k = 3) respectively. As one can
see, our method is able to consistently improve fairness. For TREC, this comes at no loss
in ranking quality (here NDCG). For MSMARCO the loss is quite small for small to medium
values of a. As the figure shows, these observations are robust across the different amounts
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Figure 6.2: MSMARCQO: Test-time performance of fair rankers with equal opportunity, de-
mographic parity and equalized odds fairness, achieved by our algorithm and the baselines:
unfairness (left y-axes) and NDCG@3 ranking quality (right y-axes); after training with different
regularization strengths (z-axis).

of regularization and across the studied fairness measures. In contrast, the fairness curves of
the baselines behave erratically with respect to the trade-off parameters.

The possibility of increasing the fairness of learning models without damaging their accuracy
has been previously observed in the context of supervised learning [WPT19], but not, to our
knowledge, in a ranking context. This effect is more expressed in the experiment on the TREC
data than for MSMARCO, possibly due to the higher number of relevant items per query
in TREC, which results in more flexibility to rearrange items without decreasing the ranking
quality.

We obtained similar results for the other setups, e.g. different values of k, fairness measures
and protected attributes and for PQk. Table 6.1 summarizes some of the results in a compact
form. For different fairness notions and splits into protected groups (rows), it reports the
maximal and mean reduction of the fairness violation measure over the range of values of the
trade-off parameter for which the corresponding model's prediction quality is not significantly
worse than for a model trained without a fairness regularizer (i.e. « = 0). Here we call a model
significantly worse than another if the difference of the mean quality values of the two models
is larger than the sum of the standard errors/deviations, for TREC/MSMARCO respectively,
around those averages (i.e. if the error bars, as in Figures 6.1 and 6.2, would not intersect).
The results are averaged over k € {1,2,3,4,5}.
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6.6. Summary

Intuitively, the max values quantify how much an algorithm can improve fairness without
decreasing the ranking quality, while the mean values report the average improvement of
fairness over the values of the trade-off parameters, as a more robust measure. The results
confirm that in all cases our proposed training method is able to greatly reduce the unfairness
in the test time ranking without majorly damaging ranking quality. In comparison, the baselines
behave inconsistently between experiments and are less robust to the choice of the trade-off
parameter, indicating that training with the right regularization, as integrated in our method,
is indeed beneficial for test time fairness.

Table 6.1: Maximal and mean relative fairness increase, achievable without a significant
decrease of ranking quality, for our algorithm and the baselines. See main text for details.

Ours DELTR FA*IR Per-query
Max\ Mean Max\ Mean Max\ Mean Max\ Mean

cquality of | = 3 48%] 34% [30%] 23% [ 56% 18% | 10%] -5%
ooty | =4[ 46%| 37% | 2% | -8% | 56% | 11% | 14% -4%
t=15/46%| 32% || 18%| 7% || 6% | -17% || 8% |-13%
demographic ! = 3| 27% | 17% | 55% 36% [ 83% 24% | 1% 1%
. t=4|44%]| 32% || 12% | 6% ||56% | 10% ||27% | 5%
parity t=5|/57%| 40% || 26% | 14% || 11% | -35% || 24% | 1%
T =31[20% | 13% ||48% | 31% [[57% | 16% ||14% | -3%

egzalized t=141(/30%| 21% || 9% | 4% |40%| 3% | 13%| -1%
odas

TREC

t= 29% | 21% || 21% | 12% || 0% | -35% || 7% | -4%
average 39% | 27% || 26% | 14% [|41% | -1% [ 16% | -3%
Ours DELTR FA*IR Per-query

MSMARCO Max\ Mean Max\ Mean Max‘ Mean Max\ Mean

equality of com [|55% | 36% || NA | NA [[64% | 11% ||24% | 6%
opportunity ext |[19%| 10% || NA | NA || 0% |-112% || 2% | 0%
demographic com |[42% | 27% || NA | NA [[39% | -50% || 0% | 0%

parity ext ||20% | 13% || NA | NA || 0% |-168% || 7% | 3%
equalized ~ com ([ 61% | 41% || NA | NA |[45% | -12% || 14% | 4%
odds ext [|28% | 17% || NA | NA || 0% |-142% || 1% | 0%

average 37%| 24% || NA | NA [[25% | -79% || 8% | 2%

6.6 Summary

We introduced a rigorous framework for transferring classification fairness notions to the context
of LTR, by rephrasing ranking as a collection of query-dependent classification problems. This
simple viewpoint allows for expanding the optimization methods and proof techniques from
fair classification to ranking and multi-label learning. We report the first, to our knowledge,
generalization bounds for group fairness in ranking and show that including a suitable regularizer
during training can greatly improve the fairness of rankings with no or minor reduction in
model quality. This effect seems even more pronounced than in classification tasks, especially
if the number of relevant items per query is large. We hypothesize that the multi-label nature
of the ranking task naturally allows for more fairness without adverse effects on accuracy.
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CHAPTER

Discussion and future work

In this thesis we explored several topics in the field of trustworthy machine learning. In
particular, we studied adversarial multi-source learning as a model for learning from unreliable
data sources. We also explored the topic of fairness, in particular in the presence of data
corruption and in the challenging setup of learning to rank. A major focus of this work was on
designing machine learning algorithms that come with theoretical guarantees, even under severe
problems with the data, i.e. worst-case data corruption, and even in contexts beyond binary
classification, such as ranking. We believe that establishing such performance guarantees is a
necessary step towards increasing the trust in real-world machine learning algorithms among
the general public.

A distinctive feature of the results presented in this thesis, as compared to other works in
the field of trustworthy machine learning, is the use of PAC learning techniques for obtaining
guarantees for machine learning models. In the context of robustness to training data corruption,
a substantial amount of recent research effort [BNL12b, |CLL™17, [SBC20] has been focused
on designing practical gradient-based attacks and defenses for learned systems, resulting in
a cat-and-mouse game between the learner and the adversary. In contrast, we studied the
fundamental limits of PAC learning in the presence of worst-case data corruption, similarly
to [KL93]. In the case of fairness-aware learning, the vast majority of works addressing the
problem from a theoretical perspective have focused on understanding fair decision-making
when the set of all possible binary classifiers is used and when full information about the data
distribution is available, disregarding learnability considerations, e.g. [HPS16, MW18a]. In
contrast, we accounted for the finite-sample effects when studying fairness-aware learning,
similarly to [WGOS17, ABD™18].

We hope that our analysis of the learning-theoretic aspects of robust and fair machine learning
serves as a useful complement to the on-going effort in making learned models more trustworthy
and reliable.

While this thesis has focused on robustness to training data corruption and on fairness, there
are many other desirable properties of machine learning algorithms that are important to satisfy
in order to ensure their positive impact in real-world applications. Already in the context of
robustness, an orthogonal aspect to the one studied in this thesis is that of protecting learned
models from test-time data manipulations. This topic has received a lot of recent attention,
for example in the context of image recognition, where it is known that deep neural network
models can easily be fooled by inconceivable, but carefully chosen pixel perturbations [SZST14].
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DISCUSSION AND FUTURE WORK

At the same time, there are many real-world applications where the presence of strategic
entities altering test time instances to their own advantage is a significant practical concern
[HMPW16, [AEIK18]. Therefore, dealing with potentially worst-case data perturbations is
crucial also in the context of test time manipulations.

Beyond the scope of this thesis are also the issues of privacy and interpretability. Indeed, as
machine learning models are increasingly trained on private data, for example via federated
learning [MMR™17], it is important to ensure that knowledge about a model or its training
process cannot serve as a basis for reconstructing sensitive information [MTV720]. In addition,
with the increasing amounts of available data and computing power, larger and larger models,
e.g. deep neural networks, are being adopted for solving various real-world prediction tasks.
While excelling in performance, these models often act as black boxes, as they are too large to
be analyzed by standard mathematical techniques. Methods for interpreting and explaining
the decisions made by such massive models are highly desirable [GBY™18], in particular for
the sake of ensuring fairness, detecting spurious correlations or providing feedback to entities
that receive an unfavorable classification decision.

Within the context of robust and fair machine learning, there are a number of possible
extensions of the work presented in this thesis that we see as interesting directions for future
work. Below we present these, in an order that aligns with the chapters of the thesis.

Adversarial multi-source learning from heterogeneous data In Chapters |3 and 4 we
have studied the problem of learning from multiple unrealiable data sources, where a subset of
the sources can contribute arbitrary, even adversarially perturbed, data. However, a recurring
assumption is that the clean sources contain data that is sampled from the same distribution,
or at least from distributions that are very similar to each other. In contrast, there are many
situations where this assumption may not hold. In fact, in setups such as federated learning
[MR17] and collaborative learning [BHPQ17], the point of using multiple data sources is
exactly to obtain data from different modes of an underlying meta-distribution and some data
heterogeneity is not only expected, but also desirable.

In such contexts, an additional challenge towards achieving robustness is that the natural
variability in the distributions of the clean sources makes it difficult to distinguish between-
source differences that are benign (due to the sources containing different types of clean data)
from those that are due to data corruptions and other issues with the datasets. For this
distinction to be possible, one would need to have an appropriate model of what “natural”
changes of the distribution can be expected between the clean sources.

To our awareness, robustness in the heterogeneous multi-source setting is a problem that has
largely remained unaddressed in the literature and we deem this an exciting direction for future
work.

Learning theory for fairness-aware learning In Chapter 5 we showed that PAC learning
guarantees for fairness can be obtained as long as the VC dimension of the hypothesis class
that is used is finite. However, we also argued that in many situations fairness can be certified
trivially (and provably), for example in cases where the hypothesis class contains a constant
classifier. This means that while the VC dimension being finite is a sufficient condition for
“fairness learnability”, it is certainly not a necessary one.

Therefore, a natural question is what are the properties of a hypothesis space that precisely
characterize learnability in terms of various popular fairness measures. Understanding these
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properties can be useful not only for studying the limits of learning in terms of fairness, but
also for quantifying the fairness-accuracy trade-off in the context of binary classification.

Fairness-accuracy trade-off in ranking and multi-label learning The fairness-accuracy
trade-off is important to understand not only for classification, but also in the context of
ranking. As discussed in Chapter 6, our experimental findings suggest that achieving fairness
does not necessarily need to come at the price of utility in LTR settings. We hypothesize that
this is due to the multi-label nature of ranking problems: for a given query, it is often the case
that many items are relevant and so the exact set of returned items, as well as their order,
can often be adapted in multiple ways without a substantial drop in utility.

An interesting open question is whether this intuition can be formalized and whether our
experimental findings will also hold for real-world recommender systems applications.
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APPENDIX

Proofs from Chapter 3

In this chapter we present the proofs of all results from Chapter 3. In particular, in Section
A.1/ we prove our upper bound result and its corollaries. We then move on to the lower bounds
and prove Theorems 5| and 6 in Sections |A.2| and A.3 respectively.

A.1 Proof of Theorem 4 and its corollaries

Theorem 4. Let N,m,k € N be integers, such that k € (N/2,N]. Let a = =5 < 1 pe
the proportion of corrupted sources. Assume that H has the uniform convergence property
with rate function s. Then there exists a learner L : (X xy)N *™ s H with the following
two properties.

(a) Let G be a fixed subset of [N] of size |G| = k. For S = {S},...,Sy} "% D, with
probability at least 1 — § over the sampling of S’:

R(L(A(S))) — min R(h) < 2$(km 0 ,Sa) + 6amax s(m ’2;5\[’51')’ (A.1)

heH i€[N]
uniformly against all fixed-set adversaries with preserved set G, where S = {Sy,..., Sy} =
A(S") is the dataset modified the adversary and S¢; = U;eS; is the set of all uncorrupted
data.

(b) ForS'={S;,...,Sy} "% D, with probability at least 1 — & over the sampling of S':

R(L(A(S)) —minR(h) < 25 (km,

) 0
S¢ ) + 6amax s .S A2
oy o) oty ) 42
uniformly against all flexible-set adversaries with preserved size k, where S = {S;,...,Sn} =
A(S") is the dataset returned by the adversary, G is the set of sources not modified by
the adversary and Sg = U;cS; is the set of all uncorrupted data.

Proof. Denote by S; = {(2} 1, %i1),- -, (T, Yim)} for i =1,..., N the initial datasets and

i,m) yz,m
by Si = {(®i1,¥i1)s- -, (Tim,Yim)} for i =1,... N the datasets after the modifications of
the adversary. As explained in the main body of the paper, we denote by:

ZE (i), Yij) (A.3)
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the empirical risk of any hypothesis h € H on the dataset S; and by:

d(Si, S;) = sup Ri(h) — R;(h)] (A.4)

the empirical discrepancy between the datasets S; and .S;.

We show that a learner that first runs a certain filtering algorithm (Algorithm A.1) based on
the discrepancy metric and then performs empirical risk minimization on the remaining data
to compute a hypothesis satisfies the properties stated in the theorem. The full algorithm for
the learner is therefore given in Algorithm A.2.

(a) The key idea of the proof is that the clean sources are close to each other with high
probability, so they get selected when running Algorithm A.1. On the other hand, if a bad
source has been selected, it must be close to at least one of the good sources, so it can not
have too bad an effect on the empirical risk.

For all 7 € G, let &; be the event that:

—~ 0
R(h) — Ri(h)| < =5 . A5
g ) )] < (5.5 ~9
Further, let £z be the event that:
—~ )
sup |R(h) — Ra(h)| < s (km, -, SG> : (A.6)
heH 2

where . .
ki Z Z (i) Vi)
G —

Denote by £f and &£ the complements of these events. Then we know that P (£5) < g, and
P (&) < X forall i € G. Therefore, if £ = g A (AiecE:), we have:

P (&) =P(EEV (Viecl)) < P(EG) + D P(E) < = 0 + ki <. (A7)
= 2 2N

Hence, the probability of the event £ that all of (A.5) and (A.6) hold, is at least 1 —¢§. We now
show that under the event &£, Algorithm A.2| returns a hypothesis that satisfies the condition

in (a).

Algorithm A.1: Dataset filtering for robust multi-source learning

Inputs: Datasets Sy,...,Sy
Initialize T = {} // trusted sources
fori=1,...,N do

if dyy(Si,8;) <5 (m, . Si) +5 (M 5%, 5 )

for at least |4 | values of j # i, then
T=TuU/{i}

end if
end for
Return: U;ct S; // indices of the trusted sources
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Algorithm A.2: ERM on the trusted sources
Inputs: Datasets Sy,..., Sy
Run Algorithm A.1/ to compute St = U;et Si

Compute h¥ = argmin, ., 5] D(egyesy Lh(2),y)
Return: h2

Indeed, fix an arbitrary fixed-set adversary @ with preserved set G. Whenever £ holds, for all
1,7 € G we have:

o~ o~

e (S1,8;) = sup(Ri(h) = Ry (h)]) < sup ([Ra(k) = R(M) + sup (|R(R) = R; (1))

) )
< _ . _ . .
S <m, 2N’SZ> + s (m, 2N’Sj>

Now since k& > L%J + 1, we get that G C T. Moreover, for any i € T \ G, there exists at
least one j € G, such that dy(S;,S;) <'s (m, QN,S) + s ( , 2?\/’3]‘)' For any i € T\ G,
denote by f(i) the smallest such j. Therefore, for any i € (T \ G):

(A.8)

Ri(h) = R(h)] < [Ri — Ry (B)] + | Ryoy (h) — R(R)]

)

4] o
< ) ‘
<s <m, 2N’Sl> +2s <m7 SN Sf(z)> (A.9)
Denote by
E > U(h (A.10)
|T| €T |ST‘ (z,y)EST

the loss over all the trusted data. Then for any h € H we have:

Re(h) = R(h)| < |T|m<zz h(xig), i) RUL))‘

1€G =1

Y D (i), pia) — R(h))D
ie(T\G) li=1
o Ra(h) = RO + - 3 [Ral) = R()
) ] 2,
k o 1 _
< —s km,,Sg>+ Ri(h) — R(h
a7 (b 5% + o [Rat) =R
k 0 1 ) )
< e (bm o8 + 7 e (o (m35) +25 (mo 350
k ) |T| — )
< e g
= |s<km,2,50>+3 T] g%s<m,2N7SZ>
0 N —k 0
< e o i
_s(km,Q,S(;)—i—B {Iel%s<m,2N,5’z>
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Finally, let h* = argmin,.,, R(h) and h® = £(A(S")) = argmin, ., R (h). Then:

R(WA) = R(h*) = (R(h¥) = Rr(h?)) + (Rr(h?) — R(h))
< (R(h®) = Re(r?)) + (Re(h?) — R())
< 22115 ‘RT h)’ (A.11)

Since we showed this result for an arbitrary fixed-set adversary with preserved set (G, the result
follows.

(b) The crucial difference in the case of the flexible-set adversary is that the set G is chosen
after the clean data is observed. We thus need concentration results for all of the subsets of
[N] of size k, as well as all individual sources.

For all i € [N], let &; be the event that:

— 0
sup [R(h) — Ri(h)| < s |m,—,S! |, A.12
sup [R() ~ R0 < s (m, 3.5 (A12)
where L m

Further, for any A C [N] of size |A| = k, let £4 be the event that:

— J
sup ‘R R’A(h)’ <s|km, —x, S0 | (A.14)
heH Z(k)
where S’ = U,;c4S] and
D 1 S / /
Ria(h) = 7= > L(h(x5,), vjy)- (A.15)
km 34

Then we know that P(&f) < % for all i € [N] and P (€g) <
|A| = k. Therefore, if £ = (Aa€4) A (/\,;e[N]&-), we have:

2&,) for all A C [N] with

5 5
P(E7) =P ((Va€Q) V (View&)) < S PEL) + 16%1@ (&) < @)2@) + Ny =0

(A.16)

Hence, the probability of the event £ that all of (A.12) and (A.14) hold, is at least 1 —¢. In
particular, under &:

= o / )
222\7% ~Ra(h)| = sup R(h) = R(h)| < s (k:m, Q(ZZ),SG) = (k:m, Q(ZZ),SG)
(A.17)
and
Sup ”R ‘ = sup ’R ﬁ;(h)‘ <s (m, 2(]5\[, S;) =5 (m, Z(JS\T’Si> , (A.18)



forall 7 € G.

Now, for any flexible-set adversary with preserved size k, the same argument as in (a) shows
that:

A _R(h) < 0 N_Fk 0 g
R(h®) R(h)_2s(km,2<N>,SG>+6 I ?61[2}\3;](8 m,zN,SZ (A.19)

k

holds under the event £. O

We now show how to obtain data-dependent guarantees, via the notion of Rademacher
complexity. Let

Rg (Lo H) = (sup Z il Ui ) (A.20)

hE’Hnl 1

be the (empirical) Rademacher complexity of H with respect to the loss function ¢ on a
sample S = {(z1,2%1),...,(Zn,yn)}. Here {o;}I, are i.i.d. Rademacher random variables.
Let S¢ = Uieq Si» Ri = Rs,(C o H) and Re = Rs, (€ o H). Assume also that the loss
function ¢ is bounded, so that for some constant M > 0, £(y;,y2) < M for all y1,y2 € V.
Then we have:

Corollary 1. In the setup of Theorem 4, against a fixed-set adversary, it holds that

RLE@(S))) — minR(h) < 4R + 601y 220

log (4N)
—|—a<18M +12maxf)‘{>
heH 2km 2

m 1€[N]

(A.21)

Proof. We use the standard generalization bound based on Rademacher complexity. Assume
that S = {(x1,v1),..., (Zn,yn)} ~ D, then with probability at least 1 — J over the data
[MRT18]:

sup [E (((h(z), ) — i h(w:), :)| < 2R (€0 M)+ 3M toe () (A.22)
heg Y n = i)sYi S m . .
Substituting into the result of Theorem 4] gives the result. m

Corollary 2. In the setup of Theorem 4, against a flexible-set adversary, it holds that

R(LA(S))) — Ihrgll R(h) < 4R + 12 max R, + O <\4/\/%> . (A.23)

Proof. Using the concentration result from Corollary 1 and (2’) = ((1—12)1\/) = (a]\]fv) < 2H (N

where H(p) = —plogy(p) — (1 — p) logy(1 — p) is the binary entropy function, we obtain:

4N
R(L(A(S inR(h) < 4R oM o8 <(5)> 18M log (%) 12 R,
(L@()) — min R(R) < 496 +6M\ — - +a T

10g((];[)) n log(%)

=4 M
Ra+6 2km 2km
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m i€[N]
H(a)Nlog(2) log(%)
< 4R + 6M .
¢t \J 21— a)Nm  2(1—a)Nm
g (&)
+a | 18M 0 + 12 max fR;
m 1€[N]

. 4
< 4Rq + 120zm%iﬁi +(9<\/a>
1€

where for the last inequality we used H () < 2y/a(l —a), 1—a € (3,1 and Ya > a. O

For the case of binary classifiers, we also provide a simpler bound in terms of the VC dimension

of H.

Corollary 3. Assume that Y = {—1,1} and that H has finite VVC-dimension d. Then:

(a) In the case of the fixed-set adversary there exists a universal constant C, such that:

21 4 21o —N
R(L(A(5"))) — min R(h) <2C,/ +24/ °g5 +a 60\/7 61 5 ‘5

(A.24)

(b) In the case of the flexible-set adversary:

R(LA(S"))) — min R(h <O(\F \f \/K ) (A.25)

Proof. (a) Whenever H is of finite VC-dimension d, there exists a constant C, such that the
following generalization bound holds [BBLO4]:

n 210 2
222 IE (((h(x),y)) — i;f(h(x@),yl)] < C\/g—i- \ i<6) (A.26)

2l0g(2)
and hence H has the uniform convergence property with rate function s = C’\f + 1/ 2log(3) :
Substituting into the result of Theorem 4| gives the result.

(b) Using the concentration result from ( ) and (N) = ((1 ]\;)N) = (aN> < 2H(ON " where

H(p) = —plogy(p) — (1 — p)log,(1 — p) is the binary entropy function, we obtain:

/ 21 21 ﬂ
R(L(A(S"))) — mmR ) <2C +2 ngm +a 60\/7—#6 og LA U

112



_20\/7 JZlog(( )) 210g( )
+a 6(]\/7—%6\ 2log ()

d 2H(a)Nlog(2)  2log(4)
§2C\/>+2\J (1—a)Nm + 1—04)?\77%
+ 60\/7+6W

(\/7 \/7 log )

where for the last inequality we used H(a) < 2\/a(l —a) and 1 —a € (3,1]. O

A.2 Proof of Theorem 5

Theorem 5. Let H be a non-trivial hypothesis space. Let m and N be any positive integers
and let G be a fixed subset of [N] of size k € {1,...,N —1}. Let L: (X x Y)N*™ — H
be a multi-source learner that acts by merging the data from all sources and then calling a
single-source learner. Let S' € (X x Y)"*™ be drawn i.i.d. from D. Then there exists a
distribution D with minyey R(h) = 0 and a fixed-set adversary A with index set G, such
that:

Pgp (R(c(A(S/)) > 8(10‘_05)) > 210 (A.27)

N—-k

where o = ~

is the power of the adversary.

We use a similar proof technique as in the lower bound results in [BEKO02] and in the classic
sample complexity lower bound for binary classification, e.g. Theorem 3.20 in [MRT18]. An
overview is as follows. Consider a distribution on X" that has support only at two points -

the common point z; and the rare point z5. Take P(z2) = O(7%;). Then the expected

number of occurrences of the point x5 in G is O ( ~(1— a)Nm) = O (aNm). Thus, one
can show that with constant probability the number of xo's in G is at most a/Nm and hence
the adversary (that has access to exactly « Nm points in total) can insert the same number
of x5's, but wrongly labelled, into the final dataset. Therefore, based on the union of the
corrupted datasets, no algorithm can guess with probability greater than 1/2 what the true
label of x5 was.

Proof. We prove that there exists a distribution D on X and a labelling function f € H, such
that the resulting joint distribution on X x ), defined by = ~ D and y = f(x), satisfies the
desired property.

Without loss of generality, let G = [1,2,...,k|. Since H is non-trivial, there exist hy, hy € H
and 1,9 € X, such that hy(x;) = ho(xy), while hy(z2) = 1, but ho(x9) = —1. Consider
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the following distribution on X’
]P)D((L'l) =1—4¢ and ]P)D(.IQ) = 46, (A28)

where € = %ﬁ Assume that the points are labelled by a function f € H (to be chosen later
as either hy or hy). Denote the initial uncorrupted collection of datasets by S = (57, ..., Sy),

with S; = {(2},, f(%(41)), -, (¥}, f(7,,))} and 2] ; being i.i.d. samples from D.

First we show that with constant probability the point x5 appears at most a/Nm times in G.
Indeed, let C' be this number of appearances. Then C'is a binomial random variable with
probability of success 4¢ and number of trials (1 — «) Nm. Therefore, by the Chernoff bound:

(3 m 1
Ps/(C > aNm)=Pg(C > (1+1)4e(1 —a)Nm) < e~ < e/ < 2; (A.29)

and so:

3

Now consider the following policy for the fixed-set adversary @° : S — S. For any index
i € [N] the adversary replaces S; = {(z}, f(2},)),. .., (¥, f(7],,))} with a dataset
Sz' = {(Ii’l, yi,l) ceey (l‘i’m, yi,m)}y SUCh that:

(@), f(ah,), ifieG=[12...k

(Ii,jayi,j) = (Ig,—f(xg)), if i € [lﬁ+1,,N] and (’L—]C— 1)m+] < C (A31)
(z1, f(x1)),  otherwise

Then the adversary returns S = (Sy,...,Sy). That is, the adversary keeps the datasets in G
untouched, and fills the datasets in [N]\G with as many z,'s as there are in GG, but wrongly
labelled.

Crucially, whenever C' < aNm, the union of the data in all N sets will look the same no
matter if the original labelling function was hy or hy. In particular, £(@°(S")) will be identical
in both cases.

Finally, we argue that under the event C' < aN'm and the chosen adversary, the learner would
incur high loss and show that this implies the result in (A.27). Let S be the set of all datasets
in (X x Y)™ such that C < aNm holds. We just showed that Pg (S’ € S) > > and
that whenever 5" € S, £(@°(5")) is independent of whether the original labelling function was
hy or hs.

Consider a fixed set S’ € § and let S = @°(S’) and hg = L(S). Denote by R(hg, f) =

ED(hS(xh) # f(z) Nz # x1) and note that R(hg, f) < Pp(hs(x) # f(z)) = R(L(A*(S"))).
otice that:

R(h57 hl) + R(th h2) = Z ]lhs(ffi)#hl(m)1961‘791‘1]?(371') + Z ﬂhs(l“i)#fm(mi)]1501‘75961P(:Bi)

i=1,2 i=1,2
= Lng (o) #hi (22)4€ 1 Lng (o) o (ar)4€
= 4e,

where we used that hy(z3) = 1 = —hy(x2) and that hg is independent of the underlying

labelling function.
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Since the above holds for any S’ € S, it also holds in expectation, conditioned on S’ € S:
Egleg (R(hs, hl) ‘I— R(hS, hg)) 2 46. (A32)

Therefore, Egics (R(hg, h;)) > 2¢ for at least one of i = 1,2. Take f to be hy, if hy satisfies
the inequality, and hy otherwise. Conditioning on {R(hs, f) > €} and using R(hg, f) <
Pp(x # x1) = 4e:

2¢ < Eges (R(hs, f)) = Esies (R(hs, f)|R(hs, f) > €) Psies (R(hs, ) > €)
+ Esres (R(hs, f)|R(hs, f) < €) Psies (R(hs, f) <€)
< dePgics (R(hs, f) > €) + Psies (R(hs, f) <€)
= €+ 3Psres (R(hs, f) > €).

Hence,

1

PS’ES (R(hg, f) Z 6) Z (26 - 6) = g (A33)

1
3€
Finally,

Py (R(L(A*(S")) > €) > Py (R(hs, f) > €) > Pyes (R(hs, ) > €) Py (S € S)
13
~ 320
B 1
-

A.3 Proof of Theorem 6

Theorem 6. Let H C {h: X — Y} be a hypothesis space, let m and N be any integers and
let G be a fixed subset of [N] of size k € {1,...,N —1}. Let S’ € (X x V)™ be drawn
i.i.d. from D. Then the following statements hold for any multi-source learner L:

(a) Suppose that H is non-trivial. Then there exists a distribution D on X’ withmin,cy R(h) =
0, and a fixed-set adversary @ with index set GG, such that:

Py, (R(ﬁ(g(s’)) > 8‘;) > 210 (A.34)

(b) Suppose that H has VC dimension d > 2. Then there exists a distribution D on X x Y
and a fixed-set adversary @ with index set G, such that:

y . d o 1
Py (R(E(Q(S ) - min R(h) > 1 gt 16m) > (A.35)

N-k
N

In both cases, o = is the power of the adversary.
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To prove part (a), we use a similar technique as in the lower bound results in [BEK02] and
in the classic sample complexity lower bound for binary classification, e.g. Theorem 3.20 in
[MRT18]. An overview is as follows. Consider a distribution on X’ that has support only at
two points - the common point z; and the rare point x5. Take P(z3) = O(2). Then one can
show that with constant probability the number of datasets that contain x5 is at most a/V.
We show that in this case there exists an algorithm for the strong adversary that will return
the same unordered collection of datasets, regardless of the true label of x5. Thus no learner

can guess with probability greater than 1/2 what the true label of x5 was.

Part (b) follows from part (a) and the standard lower bound for agnostic binary classification.

Proof. a) As in Theorem 5, we prove that there exists a distribution D on X’ and a labeling
function f € H, such that the resulting joint distribution on X x ), defined by x ~ D and
y = f(x), satisfies the desired property.

Without loss of generality, let G = [1,2,...,k]. Since H is non-trivial (d > 2), there exist
hl,hg € H and x1,To € X, such that hl(ZL‘l) = hg(l’l), while hl(l'g) = 1, but hg(l’g) = —1.
Consider the following distribution on A’

]P)D(xl) =1—4e¢ and ]P)D<ZU2) = 46, (A36)
where € = . Assume that the points are labelled by a function f € H (to be chosen later as
either hy or hy). Denote the initial uncorrupted collection of datasets by S" = (S],...,Sk),
with S; = {(z}, f(%i41)), .-, (¥}, f(77,,))} and 2] ; being i.i.d. samples from D.

First we show that with constant probability the point x5 is contained in no more than a/N
sources. Indeed, let C, be the number of sources that contain z5 and let C), be the number of
points (out of the Nm in total) that are equal to 5. Clearly C, < C,. Note that C,, is a
binomial random variable with probability of success 4¢ and number of trials Nm. Therefore,
by the Chernoff bound:

17
<16 o 1
=¢ 20

alN
6

Ps(Cp > aN) =Pg(Cp, > (1 +1)4eNm) < e~ (A.37)

and so: ;
Ps(Cp, < aN) > Pg(C, < aN) > 20" (A.38)

Now consider the following policy for the adversary @* : S — S. Whenever C, < aN, let M C
G be the list of indexes i € G, such that S contains 9. Let [ = | M| and note that | < C), <
aN. For any index i € [N] the adversary replaces S} = {7}, f(2},), ..., (¥}, f(7,,))}
with a dataset S; = {(zi1,¥i1) - - -+ (i Yim)}, such that:

T

o faly), fieG=[1,2,... K]
xlaf( 1))7 IfZE [k+1,,k+l] and ZL‘/M[i_k]’j:l’l
,IQ’—f(Qj‘Q)), if 7 c [kf—'— 1,,k+l] and x/]\/[[i—k],j = T2

N (A.39)
Il;f(:l;l))’ |fZ€[k+l+1,,N]

(
(Tigs Yij) = E
(

Then the adversary returns S = (S4,...,Sy). That is, the adversary keeps the datasets in G
untouched, copies all of the datasets in M into its own data, flipping the labels of the z;'s,
and, in case there are additional sources at its disposal, it fills them with (correctly labelled)
x1's only.
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Crucially, the resulting (unordered) collection is the same no matter if the original labelling
function was hy or hy. In particular, £(.S) will be the same in both cases.

In the case when C}, > aN, the adversary leaves the data unchanged, i.e. S = 5.

Finally, we argue that under the event C;, < a/N and the chosen adversary, the learner would
incur high loss and show that this implies the result in (A.34). Let S be the set of all datasets
in (X x y)NXm, such that C, < aN holds. We just showed that Pg (S" € S) > 2% and that
whenever S" € S, L(@°(S")) is independent of whether the original labelling function was h,
or hs.

Now the proof proceeds just as in Theorem 5. Consider a fixed set S’ € S and let S = @°(.5)
and hg = L(S). Denote by R(hs, f) = Pp(hs(xz) # f(x) Nz # z1) and note that
R(hs, f) < Pp(hs(z) # f(x)) = R(L(A*(S"))). Notice that:

R(h57 hl) + R(h57 h2) = Z ﬂhs(zi);éhﬂmi)1967;75901]?(561) + Z ﬂhs(wi)¢h2($i)lziaféle(xi)

i=1,2 i=1,2

= ﬂhs(rz)#hl(ﬂv2)4€ + 1hs($2)7ﬁh2(12)4€
= 4e,

where we used that hy(z3) = 1 = —hg(x2) and that hg is independent of the underlying
labelling function.

Since the above holds for any S’ € S, it also holds in expectation, conditioned on S’ € S:
Eses (R(hs, h1) + R(hs, ha)) = 4e. (A.40)

Therefore, Egres (R(hs, hi)) > 2¢ for at least one of i = 1,2. Take f to be hy, if hy satisfies
the inequality, and hy otherwise. Conditioning on {R(hs, f) > €} and using R(hs, f) <

]P)D(QT 7é [L’l) = 4e:

2¢ < Eges (R(hs, f)) = Esries (R(hs, f)|R(hs, [) > €) Psies (R(hs, ) > €)
<

+ Eses (R(hs, f)|R(hs, f) <€) Psres (R(hs, f) <¢)
< A4ePgics (R(hs, f) > 6) + Psres (R(hs, f) <€)
=€+ 3ePgcs (R(hs, f) > €).
Hence,
Poes (Rlhs, /)2 ) 2 5 (2e—0) = 3 (r41)
Finally,

Ps (R(L(B°(S))) > €) > Py (R(hs, [) > €)
> Pgics (R(hs, ) 2 €)Ps (S" € S)
13

>77
320

1
207
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b) First we argue that there exists a distribution D; on X x ) and a fixed-set adversary 47,
such that:

Py p, (R(ﬁ(gi(s'))) CminR(R) > 42 ) > L (A.42)

heH 320Nm 64

This follows directly from the classic lower bound for binary classification in the unrealizable
case. Indeed, applying Theorem 3.23 in [MRT18] and setting the adversary to be the identity
mapping gives the result.

Now, since any hypothesis space with VC dimension d > 2 is non-trivial, we also know from
a) that there exists an adversary @5 and a distribution Dy on X’ x Y, such that:

Pop, (RIC@(S) — mig R(H) > ) > L (A.43)

Fix any set of values for N,m,d,k. Then at least one of the pairs (4],D;) and (45, D)

satisfies:
S ! 1 d -
Por | RIL@(S)) = minR(h) > \| 5o + 16—

> Py (R(ﬁ(gs(s’))) > 2max{ ’ - })

1280Nm.’ 16m

_Ps (R(IJ(QS(S’))) > a2 8‘;}>

>674.
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APPENDIX

Proofs from Chapter 4

Here we present a proof of Theorem 7. To this end, we first show a concentration result
about the a-weighted empirical risk R, (h). Then we use this result, together with a standard
discrepancy argument, to prove the statement of the theorem.

First we bound |R, (h) — R (k)| with high probability and uniformly over H. We adapt
the classical proofs of generalization bounds in terms of the Rademacher complexity of a
hypothesis class, e.g. [BBLO04].

Lemma 1. Given the setup and assumptions described above, for any § > O with probability
at least 1 — O over the data, for any function h € H.:

Ra (h) —Ra (h)] < 2§ai%i (H>+3W@’ (B.1)

where for eachi=1,2,... N:

R (H) =E, (SUP (1 i Ui,j£(f<xi,j>>yi,j))) ; (B.2)

feH \ My j=1

and where o; ; are independent Rademacher random variables.

Proof. Write:

R (1) < R (1) + s1p (R () = R (1) (8.3)

To link the second term to its expectation, we prove the following:

Lemma 2. Define the function ¢ : (X x Y)™ — R by:

d{z11,v11} - {ZNmy s UNmy }) = SUD (Ra (f) — Ra (f)) .
fer

Denote for brevity z; ; = {x; j,yi;j}. Then, foranyi e {1,2,... . N}, je€{1,2,...,m;}:

s
sup | (21053 Zijo- s ZNmy ) — @ (21,1, ceey Zz/',jv ! ZNﬂ”N) | < M (B.4)

’ "
21,1552N,mp %5
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Proof. Fix any 4,7 and any 211,..., 2Nmy» ” Denote the a-weighted empirical average of

the loss with respect to the sample 211, ,z”, .y ZNmpy bY R Then we have that:

’

6oz ) = (o2l ) = [sup (R () = R () = sup(Ra () = Ry, ()

FeEH feH

< Isup(R, (1) = R (1)

A
|
<

Note: the inequality we used above holds for bounded functions inside the supremum. O

Let S denote a random sample of size m drawn from a distribution as the one generating out
data (i.e. m; samples from D; for each 7). Now, using Lemma 2, McDiarmid's inequality gives:

P<¢<S>E<¢<S>>>t><exp( _ )exp< %)
YN e lm M2 M2 ;

Zlm

For any § > 0, setting the right-hand side above to be d/4 and using (B.3), we obtain that
with probability at least 1 — §/4:

. log (4)
Ra (h) <Ry (h)+ Eg (sup (Ra(f) ; T (B:3)
feH i=1 m;

To deal with the expected loss inside the second term, introduce a ghost sample (denoted by
S"), drawn from the same distributions as our original sample (denoted by S). Denoting the
weighted empirical loss with respect to the ghost sample by R, 3; = m;/m for all i, and
using the convexity of the supremum, we obtain:

B (sup (Ra) - Ru1) ) = Bs (sup (B3 (Ro00) ~ Rul)

feH feH

< Bae (sup (RN - Ral)

feEH
B [sup [ 0SS (W), 0L — (), 0)
7 \fen \m = = 6 AN v

Introducing m independent Rademacher random variables and noting that ¢(f(z'),y") —
((f(x),y) and o (E(f(:v/),y') - 6(f(x),y)> have the same distribution, as long as (z,y) and
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(z',y") have the same distribution:

Eg <sup (Ra(f) — ﬁa(f))> < Esg o (sup ( L Zi (;Ui,j (f(f(af;,j)ay;,j)

JeH feH

feH

= 2Egs, (sup (ﬂl% Z i gzaﬂ (f(z4), yz])))

We can now link the last term to the empirical analog of the Rademacher complexity, by using
the McDiarmid Inequality (with an observation similar to Lemma 1). Putting this together,
we obtain that for any J > 0 with probability at least 1 — §/2:

A 1 X log %
Ra(h) < Rq (k) + 2E, sup Z Z O’w f@i)vij)| ] +3 —5 — Z E
i=1j= 1 1 ?

Finally, note that:

E, (sgp (;;i Zo'i,jé(f(xi,j)ayi,j )) (Z Q; sup ( ! gdzﬂ(f(%]) yw)))

feH i=1 j—=1 =1 JEH \Ti ;5
N 1 m;
=> aE, [sup | — > 0 0(f(zij), v
>, (s 3 o) )
N
:Zaﬁiz (H)
=1

Bounding R (h) — R (h) with the same quantity and with probability at least 1 — /2 follows
by a similar argument. The result then follows by applying the union bound. O]

Now we show:

Theorem 7. Given the setup above, let ho, = argming,,Ro(h) and hi = argming,c, Ry (h).
For any 6 > 0, with probability at least 1 — § over the data:

. N N log (%) M2 | N 2
RT(}ZQ) S RT(h}) + 4 Z ozz-fﬁi (H) + 2 Z Oéidq.[ (’Dz, DT) + 6 f Z ﬁ,
i=1 i=1 i=1 1%
(4 4

where, for each sourcet=1,...,N,

R; (7—[) =E, (Sup ( 1 iai’]g(f<xlj> yi,j)))

feH

and o, ; are independent Rademacher random variables.
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Proof. For any h € H:

N N N

[Ra(h) = Re(h)| = [>_ aiRi(h) = Rr(h)| < 3 _ ci|Ri(h) = Rr(h)| < > _ cudy (Di, Dr).
i=1 i=1 i=1

Now applying this bound twice and using Lemma |1, we get that with probability at least 1 — 9:

N
RT(ha) S Ra(ha) + Z aid'H (D’M DT)

=1

A N log (%) M2 | N 2 N
< Ralha) + 2> R (H) + 3 5 > ﬁ + Y aidy (D;, Dr)
i=1 i=1 """ i=1

A N log (%) M?2 | N 42 XN
<Ra(hy) +2) R (H) +3 5 > EZ + > aidy (D, Dr)
i=1 i=1 """ i=1
N log (%) M?2 | N 2 N
< Rao(Wy) +45 " ai’; (H) +6 5 > =+ > ady (D;, Dr)
i=1 i=1 """ i=1
N log (%) M? | N o2 N

=1 i=1 " i=1

122



APPENDIX

Proofs from Chapter 5

Here we present the proofs of all results from Chapter 5. The chapter is structured as follows.

» Appendix C.1| contains the proofs of all lower bounds results. Section |C.1.1 focuses on
the Pareto lower bounds. Section C.1.2| contains the proofs for the lower bounds on
fairness, given that accuracy is kept optimal.

» Appendix |C.2 contains the complete proofs of our upper bound results. In particular,
Section |C.2.1 explains the notation and introduces the classic concentration tools that
we will use. In Section C.2.2/ a number of concentration results under corrupted data for
the demographic parity and equal opportunity fairness notions are shown. Finally, Section
C.2.3| gives the formal proofs of all upper bound results, building on the concentration
inequalities from the previous section.

C.1 Lower bounds proofs

In the proofs of our hardness results we use a technique from [KL93| called the method of
induced distributions. The idea is to construct two distributions that are sufficiently different,
so that different classifiers perform well on each, yet can be made indistinguishable after the
modifications of the adversary. Then no fixed learner with access only to the corrupted data
can be “correct” with high probability on both distributions and so any learner will incur
excessively high loss and/or exhibit excessively high unfairness on at least one of the two
distributions, regardless of the amount of available data.

The proofs of the four results are structured in a similar way, but use different constructions
of the underlying learning problem, tailored to the fairness measure and the type of bound we
want to show.

C.1.1 Pareto lower bounds proofs

Theorem 8. Let 0 < a < 0.5,0 < Fy < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space ‘H, such that for any learning algorithm
L Upen(X x A x V)" — H, there exists a distribution P for which P(A = 0) = P, a
malicious adversary A of power « and a hypothesis h* € H, such that with probability at least
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0.5
L(L(SP),P) — L(h*,P) > min {131 2Py (1 — PO)}

and

FDP(,C(SP),P) _ FDP(h*’P) > min {2P0(1 AT a)71} > min {QPO, 1} .

Proof. Let n = :*~, so that a = ﬁ

Case 1 Assume that n = 2~ < 2P(1— Fy). Take four distinct points {x1, 22, 23, 24} € X.
We consider two distributions Py and [Py, where each P, is defined as

1-F—n/2 fe=z,a=1y=1
Py—n/2 ifr=x9,a=0,y=0

Pi(z,a,y) =< n/2 ifx =x3,a=1,y =i
n/2 ifx =x4,a=—1,y=1
0 otherwise

Note that these are valid distributions, since n < 2Py (1 — Fy) < 2P < 2(1 — F) by
assumption and also that P, = P;(A = 0) for both i € {0,1}. Consider the hypothesis space
H = {hg,hl}, with

ho(x1) =1 ho(z2) =0 ho(zs) =1 ho(xy) =0

and
hi(x1) =1 hy(z2) =0 hi(zs) =0 hy(xy) =1

Note that L(h;,P;) = 0 for both i = 0, 1. Moreover,

PP (ho, Po) = [Pix ayyry (ho(X) = 1/A = 0) = Prx )y (ho(X) = 1|4 = 1)

n/2 . 1-P—n/)2
Py—n/2+n/2 1—-PF —n/2+n/2
|m  2-2KR-n

2P, 2(1—P)

B
2P (1 — Py)
n

C2R(1—PRy)’

=1

since n < 2Py(1 — B) by assumption. Furthermore,

PP (hy, Po) = [Pix ayyery (h1(X) = 1]A = 0) = Prx ayyep, (b1 (X) = 1|4 = 1)
_jo—1
—1

Therefore, I'PP(hy,Py) — T'PP(hy, Py) = sy Similarly,

Po(
PP (hy, P1) = [Pix ayyer, (R (X) = 1A = 0) = Prx ayyer, (b (X) = 1[4 = 1)
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:‘ n/2  1-P—n/)2
Py—n/2+n/2 1—-PF —n/2+n/2
S T A

2P, (1 — Py)

and

PP (ho, Py) = |Px a vy, (ho(X) = 1]A = 0) = Pix oy, (ho(X) = 1|4 = 1)
= 10— 1|
pu— 17

so that T2 (o, P1) — TPP (h1, P1) = spipy-

Consider a (randomized) malicious adversary @; of power «, that given a clean distribution
IP;, changes every marked point to (x3, —,4) with probability 0.5 and to (4,7, —i) otherwise.
Under a distribution P; and an adversary @;, the probability of seeing a point (3,1, i) is
11 —-a) = gﬁ = «/2, which is equal to the probability of seeing a point (x3,—i,1).
Therefore, denoting the probability distribution of the corrupted dataset, under a clean
distribution P; and an adversary 4;, by IP; (as a shorthand for IP?) we have

(1—a)1—=Py—n/2) ifr=x,a=1y=1
(1—a)(Py—n/2) ifz=25,a=0,y=0
a/2 ifr=2x3,a=1,y=—i

Pi(x,a,y) =< a/2 if v =x3,0a =i,y =1
a/2 ifx=x4,a=—i,y=1
a2 ifx=x4,a=1,y =i
0 otherwise

In particular, P, = P, so the two initial distributions Py and IP; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : U,en(X X A X V)™ — {ho, h1}. Note that, if the clean distribution
is Py, the events (in the probability space defined by the sampling of the poisoned train data)

{L(L(S),Po) — L(ho,Py) > n} = {L(S?) = i}

DP p bp L
_ {F (L(S5"),Po) = 7" (ho, Po) = 2Po(1—Po)}

are all the same. Similarly, if the clean distribution is IP;
{L(L(S),P1) — L(h1,P1) > n} = {L(S”) = ho}

DP p bp k
:{r (L(SP),Py) —T <h1’P1>22Po(1—Po)}'

Therefore, depending on whether we choose Py or IP; as a clean distribution, we have

Psop ((L(E(Sp)a]?o) — L(ho,Po) > 1) A (FDP(E(Sp)aPO) —TP7(ho,Py) > 2]30(1?7—P0)>>

== PSPN[P6 (L:(Sp) - hl)
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and

Py s, ((Lw(sp), P1) — L(hi, By) > ) A (FD%(SP), Py) = PP (i, Py) > zp<f7_p>>>

- PSPN]P/l (£<5p> - ho)

Finally, note that P, = P, so that either Pgop; (L(S?) = h1) > 1/2 or Pgop, (L(SP) = ho) >
1/2. Therefore, for at least one of i = 0,1, both

L(L(S?),P;) — L(hi, ) > n =

and
PP (L(SP),P;) — PP (h,, P;) > " _ o
( ( )7 ) ( 7 )_2P0(1—P0) 2P0(]_—P0)(1—O[)
both hold with probability at least 1/2 when the choice of distribution and adversary is P; and
4, respectively. This concludes the proof in the first case.

Case 2 Now suppose that n = 2= > 2P (1 — F). Let a; € (0,0.5) be such that

- = 2P (1 — ). Note that since f(z) = ;% is monotonically increasing in (0,1), a; is

unique and a; < a.

Now repeat the same construction as in Case 1, but with n, = - = 2R (1 — F).
For every marked point, the adversary does the same as in Case 1 with probability a;/« and
does not change the point otherwise. Then the same argument as in Case 1 shows that for

one i € {0,1}, both

o

L(L(S?),P;) — L(hs,IP;) > m = —a =2P(1 - F)
— o
and ;
IPP(L(SP),P;) — TPl (hyPy) > —1—— =1
(£(57).B) =7 (i B) 2 ot s
both hold with probability at least 1/2. This concludes the proof of Theorem 8. O

Theorem 9. Let 0 < a < 0.5, Py < P;1 < 1 be such that Pyg + P;; < 1. For any input set
X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : U,en(X X A X V)™ — H, there exists a distribution P for which
P(A=a,Y =1)= Py, fora € {0,1}, a malicious adversary A of power o« and a hypothesis
h* € H, such that with probability at least 0.5

L(L(SP),P) — L(h*,P) > min {111 2Py, 2(1 — Py — PH)}

and

1—Py— P
EOP(£(SP), P) — [EOP(h*, P >min{ a 1, 10 ”}.
(L(SP),P) (h",P) > 20— )P P

Proof. Let n = :%-, so that a = ﬁ
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Case 1 Assume that = 2= < 2min{Pyy,1 — Pip — Pi1}. Take five distinct points
{x1, 29, 3,24, x5} € X. We consider two distributions Py and Py, where each P; is defined as

P ifr=x,a=1y=1
Py —n/2 ifr=x9,a=0,y=1

Pu(e.ay) = {77 fo=dma=ty ==
n/2 ifxr=x4,a=-1,y=1
1—Po—P1—1n/2 ifr=x5,a=0,y=0
0 otherwise

Note that these are valid distributions, since n < 2Py, n < 2(1 — Pjg — Py1) by assumption,
and that P, = P;(A =a,Y = 1) for both a € {0,1},7 € {0,1}. Consider the hypothesis
space H = {hg, h1}, with

ho(ZL‘1> = ]_ ho(l’g) = ]_ ho(l’g) = ]_ h0<1'4) = O ho(l’g)) = O
and
h1<.§l,’1> =1 hl(SL’2> =1 hl(xg) =0 h1($4) =1 h1<$5) =0
Note that L(h;,P;) = 0 and ['¥9P(h;,IP;) = 0 for both i = 0, 1. Note also that L(h;,P) =
L(hg,Py) = n. Moreover,
PEOP (hy, o) = [Pix ayyepy (h1(X) = 1A = 0,Y = 1) = Pix ayyery (1 (X) = 1A= 1Y =1)|

‘ Py —n/2
1310—77/2‘H7/2

and similarly TP (ho, 1) = 57—

Consider a (randomized) malicious adversary @; of power «, that given a clean distribu-
tion P;, changes every marked point to (z3,—i,4) with probability 0.5 and to (z4,1, —)
otherwise. Under a distribution P; and an adversary @;, the probability of seeing a point
(w3,1,71) is (1 — ) = gfln = «/2, which is equal to the probability of seeing a point
(x3,—i,1). Therefore, denoting the probability distribution of the corrupted dataset, under a

clean distribution IP; and an adversary 4;, by IP;, we have

(1—a)Pp fr=xz,a=1y=1
(1 —a)(Pp—n/2) ifr=25,a=0,y=1
a/2 ifx=x3,a=1d,y =1

o= |
a2 if e =x4,a=—1,y=1
a2 fr=x4,a=1,y=—i
(1-—a)(l—=Poy—P1—n/2) fe=x5a=0,y=0
0 otherwise

In particular, P, = P}, so the two initial distributions Py and IP; become indistinguishable
under the adversarial manipulation.
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Fix an arbitrary learner £ : Upen(X x A x V)" — {ho,h1}. Note that, if the clean
distribution is [Py, the events (in the probability space defined by the sampling of the poisoned
train data)

{L(L(S"),Po) — L(ho, Po) = n} = {L(S") = I}

- {FEOP<£<SP>,PO> — T2 (g, By) > "}
2P

are all the same. Similarly, if the clean distribution is [P,
{L(L(S?),P1) — L(h1,P1) > m} = {L(S?) = ho}

:{FEOP(E(SP),I%)—FEOp(hl,}Pl)2 il }
2P

Therefore, depending on whether we choose Py or IP; as a clean distribution, we have

Pos-s, (L(L(S7),Po) = Lho, o) = 1 ATEOP(L(SP), Bo) — TFOP(ho, Po) = )
10

= PSPN]% (E(Sp) == h1>

and

Psrp, (L(E(Sp),IPl) — L(hy,P) > n ATEOP(L(SP),Py) — TFOP(hy,Py) > 212 )
10

- ]PSPNIP’l (E(Sp) — ho)
Finally, note that P, = P/, so that either Psop; (L(SP) = h1) > 1/2 or Pgop, (L(SP) = ho) >
1/2. Therefore, for at least one of i = 0,1, both

L(L(S), ) — L(hi,P) > 5y = —

11—«

and

[EOP(£(SP), B;) — TEOP (R, ) > —— = a
( ( )’ ) ( ’ ) o 2P10 2P10<1 —Oé)

both hold with probability at least 1/2. This concludes the proof of the first case.
Case 2 Now assume that +*~ > 2min { Py, 1 — Pip — P11 }. We distinguish two cases:

Case 2.1 Suppose that Pjg <1 — Pyg — P11. We have that = > 2Po. Then, denote by
ay the unique number between (0,0.5), such that - = 2P0 = 2min {Pyo,1 — Py — P11},
and note that oy < . Then repeat the same construction as in Case 1, but with n; = 1?;1
and an adversary that with probability o /a does the same as in Case 1 and leaves a marked

point untouched otherwise.

Then the same argument as in Case 1 gives that for some i € {0, 1}, with probability at least
0.5, both of the following hold

(651

L(L(SP),B:) — L(hi, ;) > = 2Py,

]_—O./l

and

TEOP(£(SP), P;) — DEOP (R, By) > —2 = 1.
2Py
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Case 2.2 In the case when 1 — Py — P1; < Py we have that %~ > 2(1 — P;g — Py1).
Then, denote by s the unique number between (0,0.5), such that 122~ = 2(1 — Pyg — Pi1) =
2min {Pyp, 1 — Pig — P11}, and note that ay < a.. Then repeat the same construction as in
Case 1, but with ny = 722~ and an adversary that with probability o/ does the same as in
Case 1 and leaves a marked point untouched otherwise.

Then the same argument as in Case 1 gives that for some i € {0, 1}, with probability at least
0.5, both of the following hold

L(E(Sp)ﬂpl) - L<h’l7Pl) 2 1 OéQOé == 2(1 — P10 — Pll)
—
and o b
EOp(p(gP P, _ TEOop hi ;) > 2 _ L — 1o — 1
(£(S7).P) = TP, P) > 5 = =0
This concludes the proof of Theorem 9. O

C.1.2 Hurting fairness without affecting accuracy - proofs

Theorem 10. Let 0 < o < 0.5,0 < Py < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space H, such that for any learning algorithm
L Upen(X x A x V)" — H, there exists a distribution P for which P(A = 0) = Py, a
malicious adversary A of power « and a hypothesis h* € H, such that with probability at least
0.5

L(L(S"),P) = L(h*,P) = min L(h,P)

and

(0%

2Pl = By)(1— a)’l} = min {;130 1}'

PP(L(S7),P) — PP (h*,P) > min {

Proof. Let n = %, so that o = ﬁ

Casel First assume that n = - < 2P (1—F,). Take four distinct points {1, 72, 73, 24} €

o —

X. We consider two distributions P and IP;, where each P; is defined as

1—Py—n/2 fe=x,a=1y=1
Py—n/2 ifx=29,a=0,y=0

Pi(x,a,y) = {n/2 ifr=x3,a=1,y=1
n/2 ifr=x4,a=-i,y=1
0 otherwise

Note that these are valid distributions, since n < 2P,(1 — Fy) < 2Py < 2(1 — ) by
assumption and also that Py = P;(A = 0) for both ¢ € {0,1}. Consider the hypothesis space
H= {hg,hl}, with

ho(z1) =1 ho(za) =0 ho(xs) =1 ho(xy) =0

and
hl(ﬂfl) =1 hl(flfz) =0 hl(l'g) =0 h1($4) =1.
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Note that L(h;,P;) = L(h-;,P;) = n/2 for both i = 0, 1. Moreover,

TP (ho, Po) = |P(xax)~po (ho(X) = 1]A = 0) = P(x ay)epy (ho(X) = 1|4 = 1)
n/2  1-PR—n/2

—n/2+n/2 1-P—n/2+n/2

_|nm 2-2KR-—n
2P, 2(1—Py)

?,]7 —_—
2Py(1— By)
o
2P (1 — Ry)’

since n < 2Py(1 — P,) by assumption. Furthermore, I'PF(hy,Py) = 1, so that ['PP(hy, Py) —

FDP(hOa]P)O) = m. Similarly,
PP (hy,Py) = ’ (x,Av)~p (1 (X) = 1A =0) = Px,ay)~p, (h1(X) = 1|A = 1)’
— ‘ 77/2 1—P0—77/2
Po—n/2+n/2 1—Py—n/2+1n/2
R/
2P (1 — Fy)

and FDP(h(),IP)l) = 1.

Consider a (randomized) malicious adversary @, of power «, that given a clean distribution
IP;, changes every marked point to (x3, -, 1) with probability 0.5 and to (x4, 4, 1) otherwise.
Under a distribution P; and an adversary @;, the probability of seeing a point (z3,4,1) is
1(1-a)= gﬁ = «/2, which is equal to the probability of seeing a point (x3, —i,1). There-
fore, denoting the probability distribution of the corrupted dataset, under a clean distribution

IP; and an adversary 4;, by P, we have

(1-—a)(1=P—n/2) fx=z,a=1y=1
(1 —a)(Py—n/2) if v =29,a=0,y=0
a/2 ifr=x3,a=1y=1

Pi(x,a,y) = a/2 if v =x3,a=-i,y=1
a/2 ife=x4,a=—1,y=1
a/2 fr=x4a=1,y=1
0 otherwise

In particular, P, = P}, so the two initial distributions Py and P; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : Upen(X x A X V)™ — {hg, h1}. Note that, if the clean distribution
is Py, the events (in the probability space defined by the sampling of the poisoned train data)

{L(SP) =} = {FDPM(S”)JP’o) = TP (o, Bo) 2 zpoun_pO) }
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are all the same. Similarly, if the clean distribution is [P,

L(SP) = ho} = {TPP(L(SP), B,) — TPP(hy, Py > — 1L
(£(5%) = i) = { T2 (6(57), P = T2 (01, P) > g
Therefore, depending on whether we choose Py or IP; as a clean distribution, we have
DP DP n _ _
]P)SPN]P)E) (F (;C(Sp),]P)O) -T (ho,]Po) Z 2P0(1—P0>> = ]P)SPN]P’E) (E(Sp) = h1>

and
]P)S'PN]P’/I (FDP<£(SP)’P1) — FDP(h17]p1> > M) = ]P)SPN]P”I (£(5p> = ho)

Finally, note that Py = I, so that either Pgoup; (L£(SP) = hy1) > 1/20r Pgppr (L(SP) = ho) >
1/2. Furthermore, L(L(S?),IP;) = n/2 holds for both i € {0, 1}, for any realization of the
randomness. Therefore, for at least one of ¢+ = 0, 1, both

L(L(S?). B) = L(hi, ) = 3

and

DP ?\ P.) — TPP(}. P. U = >
PPL(s?) ) = T B) 2 5 = By = SR = )1 —a)

both hold with probability at least 1/2. This concludes the proof in the first case.

Case 2 Now suppose that n = %~ > 2P (1 — F). Let a; € (0,0.5) be such that

- = 2R (1 — ). Note that since f(z) = ;% is monotonically increasing in (0,1), a; is

unique and a; < a.

Now repeat the same construction as in Case 1, but with 1, = 2. = 2P(1 — F). For
every marked point, the adversary does the same as in Case 1 with probability a;/a and does
not change the point otherwise. Then the same argument as in Case 1 shows that for one
i € {0,1}, both

L(L(SP),P,) = L(h;,P;) = ‘& = Py(1 — By)

2
and 0
PP (L(SP), ;) —TPP(h, ) > — 1 =1
(£(57),B) =T (he ) 2 gl
both hold with probability at least 1/2. This concludes the proof of Theorem 10. O

Theorem 11. Let 0 < a < 0.5, Pjg < Pi; < 1 be such that Pig + P11 < 1. For any input
set X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : Upen(X x A x V)" — H, there exists a distribution P for which
P(A=a,Y =1)= Py, fora € {0,1}, a malicious adversary A of power o and a hypothesis
h* € H, such that with probability at least 0.5

p — L(K* P) = mi
L(L(SP),P) = L(h*,P) = min L(h,P)
and

P, P
EOp P __ 1T EOp/1,* > mi o« ( — 10) _ .
T (£<S )7P) r (h 7]P> Z mnin {2(1 _ OZ)PIO 1 P11 71 }

Proof. Let n = :%-, so that a = ﬁ
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Case 1 First assume that n < 2P;,. Take five distinct points {xy, 29, x3, x4, 25} € X. We
consider two distributions Py and IP;, where each P; is defined as

P —n/2 fr=z,a=1y=1
P —n/2 ifr=x9,a=0,y=1

Py(z,a,y) = n/2 ?fx:acg,a:z}y:l
n/2 ifr=x4,a=—-i,y=1
1—Pog— Py ifz=x5a=0,y=0
0 otherwise

Note that these are valid distributions, since n < 2Py < 2P;; by assumption, and that
P, =Pi(A =aY = 1) for both a € {0,1},7 € {0,1}. Consider the hypothesis space
H = {hg,hl}, with

ho(l’1> =1 ho((lfz) =1 ho((lfg) =1 h0<1’4) =0 h0(1’5) =0

and
(SL’l) =1 h1($2> =1 hl(l’g) =0 hl(ﬂf4) =1 h1<ZL’5) =0
Note that L(h = L(h-;,P;) = n/2. Moreover,
2P (hy, Py) = \ vz (h(X) = 1A =0,Y = 1) = Px ayyep, (1 (X) = 1[A = 1,Y = 1)|
_ | Py —n/2
Pi—n/2+n/2
2P11
and similarly TEOP(h; Py) = 52-. Since Py < Py, T'FOP(ho,Py) < TFOP(hy,Py) and
P,
D207 (hy, B) — T207(ho, o) = = (1= 22)).
( 1, 0) ( 05 0) 2P1() P11
Slmllarly FEOp(hQ,]P)l) = F and FEOp(hl,Pl) , SO that FEOp(hl P1> FEOp(ho,]P)l)
and

P
PEOP (hy, Py) — TEOP (g, Py) = 212 (1-52).
10 11

Consider a (randomized) malicious adversary @, of power «, that given a clean distribution
IP;, changes every marked point to (x3, -, 1) with probability 0.5 and to (x4,4, 1) otherwise.
Under a distribution P; and an adversary @;, the probability of seeing a point (z3,4,1) is
11-a) = gﬁ = «/2, which is equal to the probability of seeing a point (x3,—i,1).
Therefore, denoting the probability distribution of the corrupted dataset, under a clean

distribution P; and an adversary 4;, by PP, we have

(1—a)(Py —n/2) ifr=x,a=1y=1
(1 —a)(Pio—n/2) ifr=29,a=0,y=1
a/2 ifr=x3,a=1y=1

Pz, a.y) = a/2 ?fx:xg,a:—m:,yzl
a/2 ife=u4,a=—i,y=1
a/2 fr=x4a=1,y=1
1—a)1—=Po—Py) ifr=x5,a=0,y=0
0 otherwise
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In particular, P, = P}, so the two initial distributions Py and IP; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : U,en(X X A X V)™ — {ho, h1}. Note that, if the clean distribution
is Py, the events (in the probability space defined by the sampling of the poisoned train data)

(£(57) = ha} = (PO ($7),B0) = TP o o) 2 5 (1 50}

are all the same. Similarly, if the clean distribution is [P,

(£(57) = ha} = {T200(L(57),B1) ~ 9901y, Py) > T (1 20

Therefore, depending on whether we choose Py or IP; as a clean distribution, we have

Po-ry (TPO(L(S7), Po) — T2 (ho, Po) = 51— (1 P)) — Paopy (L(S?) = )
0 2P Py 0
and
EO EO n Py
Poop (F P(L(S?),Py) = T"%P(hy,Py) > (1 — )) =Pgp (L(SP) = hy)
' 2P Py !

Finally, note that P, = P, so that either Pg»p; (L(S?) = h1) > 1/2 or Pgop; (L(SP) = ho) >
1/2. Moreover, L(L(S?),P;) = L(h;,P;) = n/2 holds for both i € {0, 1}, for any realization
of the randomness. Therefore, for at least one of 7+ = 0, 1, both

L(L(S?),P;) = L(h;,P;) = g
and
P, « P,
rrore(sn), ) — TP, = 1 (1 B0y (o)
( ( ) ) ( )_2P10 P11 2P10<1—Oé) P11

both hold with probability at least 1/2. This concludes the proof in the first case.

Case 2 Now assume that ;%= > 2Py. Then denote by «; the unique number between
(0,0.5), such that 12;1 = 2Py, and note that a; < . Then repeat the same construction as
in Case 1, but with n; = 1?;1 and an adversary that with probability a;/a does the same as

in Case 1 and leaves a marked point untouched otherwise.

Then the same argument as in Case 1 gives that for some i € {0, 1}, with probability at least
0.5, both of the following hold

and

TEOP(£(5P). ;) — TEOP (B, P,) > 1 — (1_>: _ Do

This concludes the proof of Theorem 11| O
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C.2 Upper bounds proofs

We now present the complete proofs of our upper bounds. The main challenge lies in
understanding the concentration properties of the empirical estimates of the fairness measures,
as introduced in the main body of the paper. To this end, we first bound the effect that
the data corruption may have on these estimates. We then leverage classic concentration
techniques to relate the “ideal” clean data estimates to the corresponding population fairness
measures.

C.2.1 Concentration tools and notation

We will use the following versions of the classic Chernoff bounds for large deviations of Binomial
random variables, as they can be found, for example, in [KL93]. Let X ~ Bin(n,p). Then

P(X < (1—a)pn) < e @"m/?
and
P(X > (1+a)pn) < /3

for any a € (0,1). We will also use the Hoeffding's inequality [Hoe63]. Let X1, Xy, ..., X,, be
independent random variables, such that each X; is bounded in [a;, b;] and let X = % T X

Then

P(')_( —]E()_()‘ > t) < 2exp <—2thz>

- i (b —ai)?)
Throughout the section we denote the clean data distribution by P € P(X x A x )). As
in the main body of the paper, we denote P, = P(A =a) and P, =P(Y =1, A = a) for
both a € {0,1}. We assume without loss of generality that 0 < Py < % < P, (when studying
demographic parity) and 0 < Py < P;; (when studying equality of opportunity).

We will be interested in the concentration properties of certain empirical estimates based
on the corrupted data SP. Therefore, we denote the distribution that corresponds to all the
randomness of the sampling of S?, that is the randomness of the clean data, the marked
points and the adversary, by P?. Here we consider both P> and @ arbitrary, but fixed.

C.2.2 Concentration results

We study the concentration of the demographic parity and the equality of opportunity fairness
estimates in Sections |C.2.2 and |C.2.2 respectively.

Concentration for demographic parity

We use the notation C, = > | 1{a? = a,i & B} for the number of points in S? that were not
marked (that is, are clean) and contain a point from protected group a and B, = > ; 1{al =
a,i € P} for the number of points in S? that were marked (that is, are potentially bad*)
and contain a point from protected group a. Note that By + B; = B3| is the total number
of poisoned points, which is Bin(n,«), and By + By = n — Cy — C;. Similarly, denote by

We use B, with B for bad here, instead of P for poisoned, to avoid confusion with the protected group
frequencies P;.
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Ca(h) =X, Hh(2f) = 1,af = a,i ¢ B} and B,y (h) = X0, I{h(a}) = 1,0} = a,i € P}.
Denote
*, 1{h(a?) = 1,a? = a}

1 l{af = a}

Yo (h) =
and
Ya(h) =P(M(X) = 1|A = a),

so that TPP(h) = |48 (h) — A%(h)| and TPP(h) = |79(h) — v1(h)|. Note that ~?(h) is an
estimate of a conditional probability based on the corrupted data. We now introduce the
corresponding estimate that only uses the clean (but unknown) subset of the training set SP

c _ C;(h) _ ?:1 ﬂ{h(l‘f) - 1,&? = a,1 g SB}
) =Gy = N —aidP]

First we bound how far the corrupted estimates 7?(h) of v,(h) are from the clean estimates
~v¢(h), uniformly over the hypothesis space H:

Proposition 2. /fn > max {iio_gﬁg), 121°i(3/5)}, we have
P (sup (|78 (h) — 45(h)] + [A (h) — 5 (h)]) > . ET (C1)
heH - P0/3 + «

Proof. First we show that certain bounds on the random variables B, and C, hold with high
probability. Then we show that the supremum in equation (C.1) is bounded when these bounds
hold.

Step 1 Specifically, since By + B; ~ Bin(n, ), by the Chernoff bounds and the assumption
onn

3 4]
Pg (BO + Bl Z ;n> S efom/12 S g

Similarly, Cy ~ Bin(n, (1 — a)F) and C; ~ Bin(n, (1 — a)P;) and since Py < P, we get

and

N

Pg (Cl < 1— aPm) < ef(lfa)Pln/SB < é
2 4
Therefore, by a union bound

2

aPOn)\/(C'lg1;&P1n>>§g+5+5<5

3o
Pg(<B°+3122”)V(COS 171
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Step 2 Now assume that all of By + B; < 37‘171 Cy > %Pon, i > l_?c‘Pln hold. This
happens with probability at least 1 — § according to Step 1. Let h be an arbitrary classifier.
Since we consider h fixed, we will drop the dependence on h from the notation for the rest of
this proof and write 42 = ~?(h), C! = C}(h), etc.

We now prove that for both a € {0,1}
B
A, = AP — e < — o C2
he =l <75 (C.2)

For each a € {0, 1}, this can be shown as follows. First, if >, 1{a? =a} = B, + C, =0,
then both 72(h) and ~5(h) are equal to 0, because of the convention that 2 = 0. In addition,
B, = C, = 0. Therefore, inequality (C.2) trivially holds.

Similarly, if B, =0, but C, > 0, then 7?(h) = v$(h) and so A, = 0 and (C.2) holds.
Assume now that B, > 0. Note that if C;, = 37, 1{a} = a,i € P} = 0, then

c B, B, B, B,
A= lra(h) =va(h) = |5* — |=B:B T C SO 4B

Finally, assume that both C, > 0 and B, > 0. Note that under any realization of the
randomness of the data sampling and the adversary, for any a € {0, 1}

it Hh(z) =1, af = a}

P(h) =

Talh) Ar—
— Z'l:l 1{h($f) = 17azp = avi ¢ SB} + Z?:l 1{]1(:6?) = 17azp = aai € m}

Yy Hap = a,i € P+, 1{a] = a,i € B}
_CitB,
- C,+ B,
Therefore,

Ay =P — ﬂ_@_@_i%_ﬂ i
© e Tl TG Y B, Cy|  Cat Bo|Co Ba| = Co+t B,

and so (C.2) holds in all cases. Therefore, we can bound the sum Ag + A; as follows:

By B
Ao+ A < +
Ol =G+ By, T G+ By
< Bo + e
17TCKPOTL‘FBO 17T04P1n—i‘.81
B B
S 11—« - + l—« -
Tpon—i—Bo 7P0n+Bl
B 54 Py
- 2P+ By L2 Pyn — By + (Bo + B1)
BO 1_TOZPO’H

Tap 5 T 1-
e Pyn + By L2 Pyn — By + %n

1 1
—2-(1—a)P
( a)Fon ((1 —a)Pyn + 2By + (1 —a)Pyn + 3an — QBO>
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Studying the function f(x) = (1—a)11>0n+2z + (1—a)P07L1+3an—2:p’ we see that

/ _ 1 - 1
flz) =2 (((1 “ )P+ 3an—22)°  ((1—a)Pon + 2:6)2) |

Note that By < By + By < 370‘ so we may assume 0 < z < 37‘" Therefore, both (1 —
a)Pyn 4+ 3an — 2z > 0 and (1 — a)Pyn + 2x > 0. Therefore, f'(z) = 0 if and only if
(1 —a)Pyn+ 3an —2zx = (1 — a)POn + 2z, that is, z = 3¢n. Moreover f'(z ) < 0if
z €10,%n) and f'(z) > 0 if z € (22n, 32n). Therefore, f(z) is minimized at z = 2¢n and

SO

1 1
Ag+A <2—(1—-a)P,
0SS (1-a) On((l—a)Pon+ZBo+(1—04)]30”"‘30‘”_230)
1 1
<2—-(1-a)R,
B 6
- 2(1—a)Py + 3«
6a 200

< =
_P0+30é P0/3+O{

and hence (C.2) holds in this case as well. Since the derivations hold for any classifier h € H,
the result follows. O

For the rest of the section, we keep the notation A,(h) = |7?(h) — 7<(h)| for a € {0,1} and
ADP — _2a
Po/3+a”

Next we use the previous result and the technique of [WGOS17] for proving concentration
results about conditional probability estimates to bound the probability of a large deviation of
['PP(h) from TPF(R), for a fixed hypothesis h € H.

Lemma 3. Let h € H be a fixed hypothesis and P € P(X x A x )) be a fixed distribution.
Denote P, = P(A = a) for a € {0,1}. Let @ be any malicious adversary and denote
by P? the probability distribution of the poisoned data SP, under the random sampling

of the clean data, the marked points and the randomness of the adversary. Then for any

n > max{g(io_ggg), 121°i(6/5)} and o € (0,1)

a | |ppP DP DP log(16/6)
P* [ T7"(h) —T""(h)] < A 2| ————=— | >1-0. C3
(! () =TPP()| < APF 42 S| 2 (C3)
Proof. Again we write v = ~?(h),C} = C!(h), etc. since h is fixed. First we study the
concentration of the clean estimate % around v,. To this end, denote by S¢ = {i : af =
a,i ¢ P} the set of indexes of the p0|soned data for which the protected group is a and the
corresponding point was not marked for the adversary. Notice that S is a random variable

and that |S¢| = C,. Since n > Sdiggg) for both a € {0,1}, we have

PP (17 — | > 1) =SSP (1 — al > 59 P(SS)
Sg

<p? (C’a LU 5 o) Pan>
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a(|Ca
+ > P (‘Ca—%>t

Sg:Ca>%Pan

< exp (_(I_Q)P‘ln> + Z 2 exp (—27526'@) Pg(S;)

8
Sg:Ca>uiTa)Pan

s;) PA(s50)

< g + 2exp (—t2(1 — Oé)Pa”) )

where the second inequality follows from Hoeffding's inequality. Note that this step crucially
uses that the marked indexes are independent of the data. The triangle law gives

17 =A==l <o =9 =%+ <196 =+ D — 7l
<16 =%l + 176 — Yol + 97 =5+ =l
= |76 — Yol + Vi — 7| + Ao + Ay

Combining the previous two results (recall that we assume Py < P)
P15 = 981 = o =l > 2t + A + A1)
< P95 — 0l + 175 =l + Ao + Ay > 2+ Ay + Ay)

<P (|75 =0l > ) V(175 —m| > 1)
<PA(Jn5 — 70| > 8) +PA(|ys — | > )

)
< 1 + 4exp(—t*n(l — a)Py).

Setting t = tg = :;Egl(fggg) gives

(“% Al =bo=mll> B0t +2 n(l — Oé)PO) 4 416 2 (C4)

In addition Proposition 2 gives

P (A0 + Ay > APP) < g

(C.5)

Using (C.4) and (C.5) we obtain that:

P? (H'Yg_’m — o —mll < APP +2 m

log(16/6) )

log(16/0
> p? ((M—m 1o = Il < Do+ Ay +2 M) A(Bo+ A SADP))

b 0
>1— - — - =1—6.
>1 575 1-9¢

]

Finally, we show how to extend the previous result to hold uniformly over the whole hypothesis
space, provided that H has a finite VC-dimension d := VC(H)
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Lemma 4. Under the setup of Lemma 3, assume additionally that H has a finite VVC-dimension

d. Then for any n > max {g(io_ggg), 121°i(6/5), %} and 6 € (0,1)

2d1log(25*) + 21og(48/0)
(1 — CY)]%)TZ

P2, | sup |TPP(h) — TPP ()| < APF + 16\J >1-4. (C.6)

heH

Proof. From Proposition 2, we have that whenever n > max{g(io_gsg), 121°i(6/5)} and § €
(0,1)

N

pA (21615 (Ao(h) + Aq(h)) > ADP> < (C.7)

Additionally, in the proof of Lemma 3 we showed that for a fixed classifier h € H for any
5 €(0,1),t € (0,1) and both a € {0,1}, we have

(1_(8)[)Pan> + 2exp (—t2(1 - a)Pan)

t2(1 — a)Pyn
),

B2 (|7£(h) = na(h)] > 1) < exp (—

< 3exp <— (C.8)

The proof consists of two steps. In Steps 1 and 2 we show how to extend inequality (C.8) to
hold uniformly over 7. Then, we combine the two uniform bounds with a similar argument as
in the proof of Lemma 3|

The first step uses the classic symmetrization technique [Vap13] for proving bounds uniformly
over hypothesis spaces of finite VC dimension. However, since the objective is different from
the 0-1 loss, care is needed to ensure that the proof goes through, so we present it here in full
detail.

Step 1 To make the dependence of the left-hand side of (C.8) on both & and the data S?

explicit, we set v¢(h, S?) = %Elh)

Introduce a ghost sample S! = {(z!,al, y!)}™, also sampled in an i.i.d. manner from P4,
that is, S! is another, independent poisoned dataset °. Let v¢(h, S') be the empirical estimate
of 7. (h) based on S*.

First we show a symmetrization inequality for the ~, measures

B3, (sup (1) — 250,57 > ) < 26 (sup s, 57) =50 7| 2 1/2) . (€9)
heH heH

8log(6)
(1—a)Pon”

for any constant 1 >t > 2

Indeed, let h* be the hypothesis achieving the supremum on the left-hand side . Note that

L (|ra(h*) = 35 (0", SP)| = )1 (Jya(h?) = 35(h", S1)| < 2/2)

2Formally, we associate S! also with a set 3; of marked indexes.
3If the supremum is not attained, this argument can be repeated for each element of a sequence of
classifiers approaching the supremum
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<1(

Ye(h*, S1) = 5(h", SP)| > 1/2).
Taking expectation with respect to S*

1 (Jva(h*) = A5(h*, S7)| > 1)P% (
<P (

Ta(h) —7e(h, Y| < t/2)
Yk 5Y) =i, )| > 1/2).

Now using Lemma 3

Pd (

Yalh) = 75(h", 81| <

Ta(h?) = 5", 5Y)| < 1/2) > P, 8 log(6) )

(1—-a)Pn

(V3
N —

N =

SO

1

SMHalh) = 36, S7)| 2 ) < PR (e, 8) = 2507, 87)] 2 /2).

Taking expectation with respect to S?
PE (17a(h*) =35k, S7)| > 1) < 285, g (|7e(h™, S1) = ~5(h", S7)| > 1/2)

Yo(h, SY) = (b, S7)| 2 1/2).

< 21?’%;,751 (sup
heM

Step 2 Next we use the growth function of H and the symmetrization inequality (C.9) to
bound the large deviations of ~¢(h) uniformly over H.

Specifically, gives n points z1,...,x, € X, denote

o A(B(21), . () b € HY.

,,,,,

We will use that well-known Sauer’s lemma (see, for example, [BBL03]), which states that
whenever n > d, Sy (n) < <%)d

Notice that given the two datasets S?, S and the corresponding sets of marked indexes, the
values of v¢(h, S?) and v¢(h, S') depend only on the values of i on S? and S! respectively.

8log(6)

Therefore for any 1 > ¢ > 2 (—a)Pon’

Py, (sup () — (1, 57)] 2 t)
heH

Ye(h, ) =5 (h, S)| > t/2>

Ye(h, ST = A5(h, S7)| > 1/2)

< 2]P’%p g1 | sup
’ heH

< 28u(2n)P, o (
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< 25 (2P0 ([re(h, 8) = 75(0)] > t/4V (h, S7) = 7(R)] > t/4)
< 4Su(2n)PE, (175(h, ) = ~5(h)] > t/4)

t2(1 —a)Pn
128 .

< 1253(2n) exp (—

Using Py < P; and Sauer’s lemma, whenever 2n > d we have

2en\ t*(1—a)R,
ng (sup |’7a(h) - %Cl(h’ Sp)| = t) =12 <Zn) P <_(1208WL> ‘
heH

Using inversion, we get that

2dlog (%) + 21og(48/6
P5, (supw)v;(h,sp)wJ Mot >)<i, (C.10)
heH

(1 —a)Pyn

whenever

log(2¢%) 4 21og(12
o |pios) < 2ios12/8) [ Slogfs)
(1 —a)Pyn (1 —a)Pyn

It's easy to see that the right inequality holds whenever § < 1 and 2n > d. In addition,
inequality (C.10) trivially holds if the left inequality is not fulfilled. Therefore, (C.10) holds
whenever 2n > d.

Step 3 Finally, we use (C.7) and (C.10) to proof the lemma. Recall from the proof of
Lemma 3 that

PP (R) = TPP(R)] = |75(hs S7) = 75 (R, SP)| = Io(R) = (R)|
< [16(h, S7) = 2(R)] + [7i(h, S) = 1 ()| + Ao (h) + Av(R).

Therefore,

sup [T77 (k) = TP (k)| < sup [7§(h, S7) = 70(h)|
heH heH

+sup |7i(h, S) = n(h)]
heH

+ 2161713(Ao(h) + A (h)).

Now, using the union bound and inequalities (C.7)) and (C.10), whenever

> maX{Slog(8/5) 121og(6/4) d}

(1—a)Py’ a "2

we get

= 2dlog (%) 4 21og(48/6
BY, [ sup [F2P(h) — PP ()] > APP + 16, | 2410805 T 2108(48/0)
heH ( _ Oé)Pon

2dlog(22) + 2log(48/6)
< ]ng h) =% h’ S =8 i
o (2278%( ) = %o )| = \J (1—a)Pyn
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+PS, | sup [ (h) — ¥5(h, S7)| > SJ
heM

2d1og(2") + 21og(48/4)
(]_ )P()TL

N

4+ P4 sup (Ag(h) + A1(h)) > ADP>

heH

IA

_|_

Z 2

S| s

Concentration for equality of opportunity

We introduce similar notation as in Section (C.2.2} but tailored to the equality of opportunity
conditional probabilities.

We use the notation Cy, = 30, 1{i : af = a,y’ = 1,7 & B}| for the number of points in
S? that were not marked (are clean) and contain a point from protected group a and label
y=1and By, =", 1{i:al =a,y? =1,i € P}| for the number of points in SP that were
marked (are potentially bad) and contain a point from protected group a and label y = 1.
Note that Byg+ B is the total number of poisoned points for which y = 1 and so is at most
Bin(n, ). Similarly, denote by C{ (h) = > 1{i: h(2?) =1,a! = a,y} = 1,7 ¢ B}| and
Bi,(h) =X Wi h(af) = 1,a) = a,y7 = 1,i € P}

Denote

:L:l :H'{h(l'f) = ]-7 CL? = a, y:f - ]‘}

PR —
Tialh) T e = 1)

and
Ya(h) = P(h(X) = 1A = a,Y = 1),

so that THOP(h) = |75y (h) — A4, (h)| and TEOP(h) = |y10(h) — 11 (h)|. Note that 1, (h) is
an estimate of a conditional probability based on the corrupted data. We now introduce the
corresponding estimate that only uses the clean (but unknown) subset of the training set S?:

L O S b)) = La = ayf = 1i ¢ F)
) =Gy = ol = = LigP]

Similarly to before, we first bound how far the corrupted estimates 77, (h) of v14(h) are from
the clean estimates ¢, (h), uniformly over the hypothesis space H:

Proposition 3. /f n > max {?ffi%‘z, 121°i(3/5) } we have
P (sup (112 (h) — 7o (0] + WA (B) — v () = =2 ) <& (C.11)
heH - P10/3 + «

Proof. Similarly to the proof of Proposition 2, we first show that certain bounds on By,
and C1, hold with high probability. Then we show that the supremum in (C.11) is bounded
whenever these bounds hold.
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Step 1 Note that By + By; < By + By ~ Bin(n, a), and so
3 3 )
p? (BIO + By > ;n> <P? (Bo + B, > ;n> <e /12 < 3

Similarly, Cy¢ ~ Bin(n, (1 — a)P1,) and Cy; ~ Bin(n, (1 — «)P1;) and so

P <010 < 1- O‘pmn> < e~ (1-a)Pun/s & i
and
]:P)g <Cll S 1 - aP11n> S e_(l—Oé)Plln/S S i
Now since n Z max {?lliif;l]éi))’ 1210i(3/6)} and P10 S P11
3 1— 1-— o o0 0
P ((BIO + B 2 ;n> \% (Cl(] < 5 aplon) \ (C'n < 5 aPu”)) < 3 + 1 + 1
(C.12)
<9, (C.13)

Step 2 Now assume that all of Byg + By; < %"‘n, Cio > 1_70‘P10n, Cy > 1_T“P11n hold.

Consider an arbitrary, fixed h € H. Since h is fixed, we drop the dependence on h from the
notation for the rest of the proof and write ¥, =17, (h), Ci, = C1,(h) etc.

We now prove that for both a € {0, 1}
Bla
Ay =V =~ < ————.
e A

For each a € {0, 1}, this can be shown as follows. First, if > 1{a? = a,y’ = 1} =
Bijo + Cia = 0, then both 7, (h) and 7%, (h) are equal to 0, because of the convention that
% = 0. In addition, By, = C1, = 0. Therefore, inequality (C.14) trivially holds.

Similarly, if By, =0 and Cy, > 0, then 77, (h) = ~{,(h) and so A, = 0 and (C.14) holds.
Assume now that By, > 0. Note that if Cy, = Y7, 1{a} = a,y’ = 1,i € P} =0, then

(C.14)

Bi,
Bla

Blla o Blla < Bla

Aa: p h— ¢ h = _0: — .
o = 0a0) = 3500 = e 0| = e = B e

Finally, assume that both C}, > 0 and B;, > 0. Note that under any realization of the
randomness of the data sampling and the adversary, for any a € {0, 1}

X Hh@d) =1af =ay =10 Py + 50, Hh(ay) =107 = a,y) = 1,i € B}

p p—
e L =yl = Lig P+ o, Hd =a.f = 1i€F)
_ Cl.+Bj,
C110, + Bla'
Next we bound how far this quantity is from the clean estimator %
cl + B! By 1 B,
Aa:: pa_czu_czia c _ Zlaf| ~ a ‘
1 kel Yal |Cla+B1a Ta Cro+ B Ma B |~ Cu.+ By
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Now since BIO + B < 37(171, ClO > 1_70‘P10n, 011 > I_TO‘PHn hold, we get

Bio By
A+ A < +
0 H Cio+ By Cu+ Bn
B B
< 10 T 11
Tplon + BIO 7P11n + Bll
B B
< 10 T 11
S*Pon+ By 5*Pion+ Bn
. B L1 kTann
52 Pion + By 152 Pion — Byg + (Bio + Bi1)
l—«
=ap
< Big 41— 5 4107

1—a 11—« 3a
TPmn + B10 7]31071 - BlO + 5 n

:2—(1—()1)P107’L< ! + ! )

(1 — Oé)Plon + 2310 (1 — Oé)Plon + 3an — 2310

The same argument as in Proposition 2 shows that this is maximized at By = %n and so

B By
A+ Ay < + C.15
0 Y= Cuw+ By Cu+ By ( )
1 1
<2—(1—-a)P,
(1= a)Pion ((1 —a)Pyn + 3¢n * (1 —a)Pyon + 3an — 32‘3“n>
2c
< —.
P10/3 + o
Since this holds for any arbitrary hypothesis h € H, the result follows. O
Denote the irreducible error term for equality of opportunity by AFOP = P102/§+a. We then

have the following bound for a fixed h € H:

Lemma 5. Let h € H be a fixed hypothesis and D € P(X x A x ) be a fixed distribution.
Denote P, = P(A = a,Y = 1) fora € {0,1}. Let A be any malicious adversary and
denote by P? the probability distribution of the poisoned data SP, under the random sampling

of the clean data, the marked points and the randomness of the adversary. Then for any

8log(8/9) 12log(6/9
n> max{(ljf)lélg, i( / )} and § € (0,1)

]P)g (‘fEOp(h> _ FEOp(h)’ < AEOp +2 nlggilz/)(zlo) >1—-90 (C16)

Proof. The proof is exactly the same as the one of Lemma [3 , but with conditioning on
St ={i:ad =a,y? = 1,i & P} (the set of indexes of the poisoned data for which the
protected group is a, the label is 1 and the corresponding point was not marked for the
adversary) instead. O

The same argument as in Lemma 4| gives a uniform bound over the whole hypothesis space,
provided that # has a finite VC-dimension d := VC(H):
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Lemma 6. Under the setup of Lemma 5, assume additionally that H has a finite VC-dimension

d. Then for any n > max {?llfif%fg, 121°i(6/5), g} and 0 € (0,1)

~ 2dlog (22 + 21og(48/68
P2, [ sup [FE08(h) — 1EON (1)) < AFOv 4 1,| 241080L) T 2108U8/0) ) o\ 5
heH (1 —a)Pin

(C.17)

Finally, we prove multiplicative bounds and claims in the case when P(h(X) =14 =10,Y =
1) =P(h(X) =1/A=1,Y = 1) = 1 (which holds for example when h(X) = Y almost
surely). These will come in useful for proving the component-wise upper bound with fast rates.

We will be interested in the estimate

?:1 ﬂ{h(ﬂﬁf) = 07 CL;,? = CL?yf = 1}

P (B) =
71(1( ) ?:1 1{&? =a, yzp — 1}

of 1,(h) =P(h(X) = 0|A =a,Y = 1). Again, we also introduce the corresponding clean
data estimate C? (h) := 3", 1{i: h(2f) = 0,a¥ = a,9) = 1,i ¢ B} and
_ Cu(h) _ X0, 1{i - h(af)

_c(h) _ = :O’a};:a,yle’zgsp}
Tal =0 T S I{idf = a,yf = 1,i & B}

Denote also

Aro(h) = e (h) = 15a(B)]

We only show non-uniform bounds for a fixed h € H here, so we omit the dependence of
these quantities on h. We have:

Lemma 7. Let P € P(X x A x )) be a fixed distribution and let h € H be a fixed classifier.
Denote P, =P(A=a,Y =1) fora € {0,1}. Let @ be any malicious adversary and denote
by P? the probability distribution of the poisoned data SP, under the random sampling of the
clean data, the marked points and the randomness of the adversary. Then:

(a) For any n > 0 and any n,0 € (0,1)

_ _ - 1 —a)Pian 1 _
B (> (4 Bu) < o (=290 ) o (< 200 - )Pt
(C.18)
and
(1 —a)Pian

Pg (5/%[)(1 < (1 - 77)7)/1(1 - Ala) < exXp <_ ]

) + exp (—iﬁg(l - Oé)Pla%a”) :
(C.19)

(b) Assume further that P(h(X) =0/A=0,Y =1) =P(h(X) =0A=1Y =1) =0.

Then for any 6 € (0,1) and n > max {?fﬁf%fz, 12103;(3/6)}

PR (o + 7% > ATOP) <6 (C.20)
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Proof. Let S§, = {i:al =a,y’ =1,i ¢ P}. For any a € {0,1} we have
]P)g (5/}170, > (1 + n)ﬁla + Ala) ZPg (P)/la = 1 + 77)’71(1 + Ala

S Pg (Cla S <1 ; a> Plan>

+ Z ]P)g (,71{@ Z (1 + n)fi)/la + A10L
S5¢,:C1a> (1504) Pian

S Pg (Cla S (1 ; a> Plan>

ok Cl
+ Z ]P)g ( A, — Cla 4 Ola >
Sfazclaz(lga)P n la la

S5) (S5

S, ) PA(SE,)

(141710 + Aua

S Pg (Cla S (1 ; a) Pla”)

oL )
+ > Pg<01>%1+nwm
9¢,:C1a> 1520 Py ta

< exp <—(1 — (;)Plan>

S5, ) PA(S5,)

Sﬁ) PA(S5,)

20 =
Y e (—’7 ;ﬂl“)Pg(Sfa)
Sg:ClaZ(l;Qa)Plan

1—a)P, 1 _
< exp <_((18)1n> + exp (—6772(1 — oz)Playlan> )

A similar argument, with the other direction of the Chernoff bounds, gives the other bound.
(b) Similarly to the argument in the proof of Proposition 3

_ 0
Ala =17 Ola

By
P a
’Yla Cla

o Cla + Bla'

(C.21)

Using the inequalities (C.12) and (C.15),

20 a BIO BH 200
P A+ Ay > | <P + = <0
( 10 1= Pro/3 + a) = (Cm + By Cui+ By~ Pyp/3+ a)
(C.22)

Since also

a (Cl. a
P
¥ (Ola ) Z <Cla -0

we have that 0 < 77, = A, almost surely, for both a € {0,1}. Therefore, 0 < 7%, + 4%, =
Ajg + Aqq and the result follows.

Sfa> PA(S5,) = S P (Bin(|S5,,0) > 0) PA(S5,) = 0,
S’C

O
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C.2.3 Upper bound theorems - proofs

We are now ready to present the proofs of the upper bound results from the main body of the
paper.

Upper bounds on the \-weighted objective

First we prove the bounds for the A-weighted objective.

Bound for demographic parity Let A > 0 be fixed. Recall our notation for the A-weighted
objective:

LY (h) = R(h) + ALPP(h).
Suppose that a learner £P7 : U (X x A x V)" — H is such that

LPP(SP) € argmin(RP(h) + ATPT(h))  for all SP.
her

That is, LPF always returns a minimizer of the \-weighted empirical objective. Then we have
the following:

Theorem 12. Let H be any hypothesis space withd = VC(H) < co. LetP € P(X x AX))
be a fixed distribution and @ be any malicious adversary of power a < 0.5. Denote by P
the probability distribution of the poisoned data S?, under the random sampling of the clean
data, the marked points and the randomness of the adversary. Then for any 6 € (0,1) and

n > max{s(lffg%i), 1210%12/5), g} we have

PR (LEP(£R7(57) < puin LE" () + AP7) > 15

APP =30+ 2)0APP 1 O (\/E+ A,/d)
n Pyn

2a o
ADP::O().
P0/3+Oé P(]

where®

and

Proof. By the standard concentrations results for the 0/1 loss (see, for example, Chapter 28.1
in [SSBD14])

n

P (sup Re(h) — R(R)| > 2\/8d10g(667> * 210g(16/5)) < i
heH

where Re(h) = L% 1(h(xf) # y¢) is the loss of h on the clean data. Since the total

n £ei=1

number of poisoned points || ~ Bin(n, a) and since n > %(4/5)
PA (sup [Re(h) — RP(h)] > 22 ) < PR (my > O‘n) <eon/12 < 0
heH 2 2 4

“the O-notation hides constant and logarithmic factors
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Since sup,,cy |RP(h) — R(h)| < suppey |RP(h) — RE(h)| +supyes [RE(h) —R(h)], we obtain

pA <sup Re(h) ~ R()| > o 2\/8d10g<65> i 210g(16/5)) < g (C.23)

heH n

In addition, Lemma 3 implies that

\l 2d1log(2$) + 210g(96/0)

~ 5
pé PP (R) —TPP(R)| > APP 41 <. (C24
(225 (") ()] > APF +16 (1—a)Bon )2 (C.24)

Now let ) = argming, .y (R?(R) + AIPP(h)) and let

8dlog(<) + 2log(16/0 2d log(24) + 21og(96/6
AQP:?MW 0g(%) + 2log( />+MDP+32AJ 0g(24) + 210g(96/0)

- <W+A\/T)n (1— a)Pom
n Pon |-

Then, using (C.23) and (C.26), we have that with probability at least 1 — §

LEP(CR7(S7)) = R(CYT(S7)) + ATPP(£E7(57))
< RILPP(S7)) + AEPP(LRP(57)) + L ARY

. ~ 1
_ DP L ApP
= min (Rp(h) + AT (h)) + QA/\

< min LY (h) + APT.

heH

]

Bound for equality of opportunity We now show a similar result for the weighted-objective
with the equality of opportunity deviation measure

LYOP(h) = R(R) + ATEOP(h).
Let £Y97 - U (X x A x V)" — H be such that

LEO(SP) € argmin(RP(h) + ADFOP(R)),  for all SP.
heH

That is, E:\EOP always returns a minimizer of the A\-weighted empirical objective. Then:

Theorem 13. Let H be any hypothesis space withd = VC(H) < co. LetP € P(X x AX))

be a fixed distribution and A be any malicious adversary of power o < 0.5. Denote by P
the probability distribution of the poisoned data SP, under the random sampling of the clean

data, the marked points and the randomness of the adversary. Then for any 6 € (0,1) and
8log(16/d) 12log(12/6) d
(1—a)Pio ? o 72

n > max{ } we have
PR (LEO(L5(87)) < min L () + AFO) < 6
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where

~ d d
AV =3a +20AFP + O (\/n +A,/P n)
10

2c a
AEOP::O(>.
P10/3—|—CY PlO

and

Proof. Similarly to the proof of Theorem (12, we combine

(C.25)

_ 8d10g (") 1 210g(16/9
pA (sup|Rp(h)—R(h)| > 30‘+2\/ 08(%y) + 21og(16/ )> <
heH 2 n 2

and Lemma b

C.26)

(1 — Oé)Plon

N 2d log(2<) + 21og(96/4
]P)%p (Sup ’FEOp(h) . FEOp<h)| > AEOp + 16J Og( d )+ Og( / )) S (25 (
heH

Now let iy = argming, .y, (R?(h) + AT'®OP(h)) and let

8dlog(<2) + 21log(16/6 2d log(2¢2) 4+ 210g(96 /5
Afopzmd 0g(F) +2108(16/8) | o\ oy | 5oy | 24108(%F) + 210g(96/9)
n (1 —a)Pion

Then we have that with probability at least 1 — ¢
LYOP(LYOP(S7)) = R(LYPP(S)) + ALPOP(LO7 (57))
_ ~ 1
< RP(LYV(SP)) + ADFOP(LRP(S7)) + S AY
_ ~ 1
— i p EOp ZAEOp
= min (RP(h) + AT (h)) + S

< min LY (h) + AYOP.
< min Ly (h) + A,

Component-wise upper bounds

We now prove the component-wise upper bound results.

Bound for demographic parity Recall our notation A" € argmin,,, R”(h) and hP e
argmingc,, [P (). Further, we define the sets

_ . 8dlog(<") + 210g(16/5
7—[1:{heH:Rp(h)—Rp(hT)§3a+4\/ Og(d)tl o8 /)}

2en
Mo = dh e PPP(R) — TPP(RDP) < AP 4 3o, 20108CL) + 2108(96/0) |
(1 — Oé)Pon
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That is, H; and Hs are the sets of classifiers that are not far from optimal on the train data,
in terms of their risk and their fairness respectively. Define the component-wise learner:

EDP(SP) _ any h e HlmHQ, ileﬂHQ 7&@
o any h € H, otherwise,

that returns a classifier that is good in both metrics, if such exists, or an arbitrary classifier
otherwise. Then we have the following:

Theorem 14. Let H be any hypothesis space with d = VC(H) < co. LetP € P(X x AX )
be a fixed distribution and let @ be any malicious adversary of power oo < 0.5. Suppose that
there exists a hypothesis h* € H, such that U(h*) < G(h) for all h € H. Then for any

5 € (0,1) and n > max {S(Iff(;%g), 12 log(§12/5)7 g} with probability at least 1 — 0:

LPP(LPP(sP)) < (604 +0 (\/z) AAPP 1O (, /Pd>) .

Proof. From the proof of Theorem (12, we have that with probability at least 1 — 4, both of
the following hold:

Y

R 8dlog(<*) + 2log(16/0
sup |RP(h) — R(h)| §304+2\/ 0g(%) + 2log(16/9)
heH 2 .

heH (1 — Oé)PoTl
We show that under this event, H; N Hy # () and for any h € H; N Ho,

dlog(<) + 2log(16/6 2d1og(2n) + 21 5
LPP(h) < 6a+8\/8 08(‘3) +2108(16/9) |\ \pr | ¢, | 24108(5F) + 2108(96/9) }
n (1—0&)P07L

N 2d1og (%) 4 210g(96/6
Sup’FDP<h) _FDP(h>‘ < ADP+16\J og(=7") + 21log(96/ )

from which the result follows. Note that

=, 8dlog(<) + 210g(16/0
R”(h*)SR(h*)JrS;H\/ o8l + 214(16/9

~ 8d log (< 2log(16/6
sn(h")+3o‘+2¢ og(’q) + 210g(16/9)

2 n
=~ 8dlog(<}) + 2log(16/0
SRp(h’")+3a+4\/ Og(d”n o&16/0)

and similarly

2d1log(25*) + 210g(96/0)
(1 — CZ)P()?”L

Therefore, h* € H; NHy and so Hy N Hy # .
Now take any h € H; N Hy. We have that

3a N 2\/8d10g(e§) + 21log(16/9)
2 n

R(h) < RP(h) +
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. 8dlog(2) + 21og(16/6
SRP(,ZTH?)??JFG\/ og(d)J; 0g(16/4)

_ 8dlog(<) + 210g(16/0
gRP(h*)+33O‘+6\/ 0g(‘7) + 21og(16/9)

2 n
d log(& 21og(16/6
SR(h*)+6a+8\/ Og(dHn 0g(16/9)
Similarly,
2dlog(22%) + 210g(96/6)
FDP h < FDP h* 4ADP 64 d
and the result follows. O

Bound for equality of opportunity Similarly, let 29 € argmin, ., TZ°P(h). Further,
we define the set

_ o 2dlog(22) + 210g(96/0
7—[3{heH:FEOp(h)FEOp(hEOp)<2AEOp+32J 08Uy + 2log( /)}.

(]_ — O[)Pl()n

That is, Hs is the set of classifiers that are not far from optimal on the train data, in terms
of equality of opportunity fairness. Now define the component-wise learner for equality of
opportunity:

any he HiNHs, fHINHs#0D

L£EOP(5P) =
cw () {any heH, otherwise,

that returns a classifier that is good in both metrics, if such exists, or an arbitrary classifier
otherwise. Then we have the following:

Theorem 15. Let H be any hypothesis space withd = VC(H) < oco. LetP € P(X x AxY)
be a fixed distribution and let @ be any malicious adversary of power o« < 0.5. Suppose that
there exists a hypothesis h* € H, such that U(h*) < G(h) for all h € H. Then for any

6 €(0,1) and n > max {8(110_’58)%‘?, 121°g0(£12/6), g} with probability at least 1 —

LEOP(LEDP(SP)) < <6a +0 (\/g) AAEOP L O (, / Pdn)) .

Proof. From the proof of Theorem 13| we have that with probability at least 1 — §:

—~ 8d 1 en
sup [RP(h) — R(h)| < 2% + # o8('s)
heH 2

+ 21og(16/9)
n

and Lemma 5

2dlog(29) + 210g(96/6)
(1 — Oé)PloTL .

sup |TEOP(h) — DFOP(R)| < AFOP 4 16\J
heH

The proof proceeds in an identical manner to that of Theorem 14. O
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Upper bound with fast rates Recall our notation:

?:1 ]]'{h(xf) = 07 af = avyzlj = 1}
o Hai = a,yf =1}

Via(h) = (C.27)

as the empirical estimate of 7,,(h) =P(h(X) =0[A=a,Y =1) =0 for a € {0,1}. Given
a (corrupted) training set S?, denote by

1 1= (e Hlmaxt, () < AP ARV < 5 (C.28)

the set of all classifiers that have a small loss and small values of A%, for both a € {0,1} on
SP. Consider the learner £/%* defined by

Ll (gv) = {anth?—[, if H* #0 (C.29)

any h € H, otherwise.

We then have the following:

Theorem 16. Let H be finite and P € P(X x A x )) be such that for some h* € H,
P(h*(X) =Y) = 1. Denote by P, = P(Y = 1,A = a) fora € {0,1}. Let @ be any
malicious adversary of power o« < 0.5. Then for any 6, € (0,1) and any

n>max{810g(16’"*‘|/5> 1210g(12/8) 2log(8|#H|/6)  2log(*¥) }

(1—a)Py a ’ a7 3n%(1 — a)Ppo
(a9
n?Proa
with probability at least 1 —
o
LEOp(Efast) < 3a 2AFOP .
“\1-n"1-nq

Proof. Throughout the proof we will drop the dependence of H* (and other subsets of H)
of the data SP. We will be interested in the probability of certain events involving H* under
all randomness in the generation of S?: the random sampling of the clean data, the marked
point and the adversary (denoted by P? as elsewhere).

Step 1 First note that by Lemma 7(b), whenever n > max {Slog(w/é) 121°g(12/5)}

(1—a)Pio ? o

PR ((Fho(h') > A7) v (4 (1) > A7) < BF (2(h) + 3 (") > AP <

NS

In addition, since |B| ~ Bin(n, «)

A(RP(h* 30‘)<g< >)< oy 0
P (R(h)> L) <P (1012 S < exp(-T0) < =
It follows that P? (h* ¢ H*) < ¢+ & =2,
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Step 2 Next let H; C H be the set {h € H’R (h,P) } For any h € H,
pA (k\c(h) < SOz) < pA (Bin (n, 3a> <(l1-mn) sa n)
1—n (1—n)
< exp <—7723an>
B 2(1 =)

4]
< olars?
~ 8IH|

2log(*FH) _ 2log(*F)(1-n)
3n2a > 3n2a

as long as n > . Taking a union bound over all h € H;,

pd (min ﬁc(h) < Ba) < é
heH 8

Since also PA(|B| > 22) < & and RP(h) > R°(h) — %], we obtain

<
(i< ) <P (0 =) (1> ) <+ -2
P(%ER =7 min R(h) <3 ) VBl =2 o)) < g+ 5 =51

(C.30)

Similarly, let Hy = {h € H’FEOp(h) > l%nAEOp}. Fix any h € Hy. Assume without loss
of generality that 7,, > f‘yn > 0 (for this particular h only). Then 4, > 7,0 — 711 =
V10 — Y11l = |70 — 711l > 5 AEOP (note that the 7, are non-negative). At the same time,
by Lemma [7(a),

P (710 (1_77)710_510) Swa

whenever

y 8log(XUH)  4log(1oH)
n max .
(1 - Oé)Plo n (1 - CY)Plo%o

(16(\5H|)
(1—a)Pro

210g(16|'H|) - 410g(16|7ﬂ)
3n% (1 — a)Proor — m?(1 — @) Pioyyg

The last inequality is obtained by observing that 7,, > ﬁAEO” > 6a, which follows by using

This is indeed the case since n > by assumption and also

n >

Therefore, with probab|I|ty at least 1 — 8|H| max, ¥y, = Yo > (1 —n)710 — Ajg > 2AF0P —

Ey > 2AF% _ B, — By, with By, = leitfl?m' where we used inequality (C.21).

Crucially, 2AFOP — Bq — E; does not depend on h. Therefore, taking a union bound over
all h € Ho,

a EO 0
P h) <2A"*YP — F,y— FE -
(%161%12 max Wa(h) < 10 11) 3
Note also that since n > max{s(lfﬂl)%?, 1210%12/5)}, using inequality (C.22),
)

Pg (Elo + Eq > AEOP) < 1
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Therefore

heHo2 - heHo

+p? (Buo + By > AFOP)
36
<

pA (min max Ao (h) < AEOp> <p? <min mgxﬁx’fa < 2AFOP _ By — E11>

(C.31)

Finally, using (C.30) and (C.31),

B (1 (Hy U Ha) #0) = B (uin R() < %5 ) v (jmin max 72, () < A7)

heH, hEH
< 50 N 30
— 24 8
20
< —.
3

Step 3 Combining steps 1 and 2, we have that with probability at least 1 — 4, h* € H* (and
so H* is non-empty) and for any h € H, R(h,P) < f’_—”ﬁ and T'EOP(p) < ﬁAEO? which
completes the proof. O
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APPENDIX

Proofs from Chapter 6

Here we present the complete proof of Theorem [17. To this end, we first show in Section D.1
how the technique of [Jan04] for studying the large deviations of sums of dependent random
variables can be used to derive large deviation bounds for the three fairness notions, given a
fixed classifier. The proof is similar to the corresponding i.i.d. result of [WGOS17], however
an application of the results from [Jan04] is needed because of the dependence between
the samples. Then in Section |D.2| we show how these bounds can be made uniform over
the hypothesis space by adapting the classic symmetrization argument (e.g. [Vapl3]) to a
dependent data scenario.

D.1 Non-uniform bounds

First we use the tools from the previous section and a technique of [WGOS17, ABD™18]| to
show a non-uniform Hoeffding-type bound for equality of opportunity and equalized odds:

Lemma 8. Fix § € (0,1) and a binary predictor f : Q x T — {0,1}. Suppose that
N > 81865 " \here + = min,, P(A(d) = a,r(q,d) = r), then:

P (|FEOP<f, S) — TE08(f)| > 2 lgff/‘”) <. (D.1)
and
P(|PE0d<f,s>—rE0d<f>|>2 lgﬁﬁ/é)) <4 (D.2)

Proof. Denote by I, = {(i,7) : A(d}) = a,r(g;,d};) = r} the set of indexes of the training
data for which the document belongs to the group a and the relevance of the query-document
pair is 7. Notice that I, is a random variable and that |/,.| = |S,,|. We first bound the
probability of a large deviation of




from v4,-(f) == P(f(q,d) = 1|A(d) = a,r(q,d) = r), for each pair r € {0,1},a € {0, 1}.
Since f is fixed here, we omit the dependence of v,,.(f), 5. (f), TEOP(f), TEOY(f), etc. on f
for the rest of this proof.

For any fixed [,,:

E (3 1) = E (| - X d;i)) — B(f(q.d) = L|A(d) = a,7(q, d) = ) = Yar (/).
Tl (4,5)€lar
(D.3)

since the marginal distribution of every (qi,dé-,r(qi,dé)) is D. It is also easy to see that if
A = {(i,j) : i € [N],j € [m]} is the index set of the random variables Y(; ;) = f(q:, d}),
then x(A) = m. Therefore, for any fixed set 1, C A, we have x(/,) < x(A) = m. Now

conditional on I,,:
2|1, |
>t] <2exp|—2 .
m

(D.4)

1
[ Lar|

Z f(q“d;) — Yar

(ivj)ell“”

E(h/fr - 7a7”| > t|Ia7‘) = E (|

Similarly, [Ior| = Siein Zjepm 1(r(ai, i) = 7, A(d) = a) is the sum of Nm Bernoulli
random variables indexed by A = {(4,7)}icin]jepm, such that x(A) = m. Denote by
Py = Puan~p(A(d) = a,r(q,d) = r) and recall the notation 7 = min,, P,,. Then
E(|1ar|) = ParNm. Therefore,

t2
]P Iar SPO/I'N _t S —2 .
(] < Porm =0 < 0 (257 )

Setting t = P,,.Nm/2, we obtain:

P, P2N
P (\Iar\ < Nm) < exp <—2> . (D.5)

Now assume that N > 21%(3/5). Then for any r € {0,1},a € {0,1}:

P(hfr - ’Yar| > t) = ZPO’Yfr - 'Yar| > t|IaT)IP)(Im’)

Ia’r

Pa?”
< P(’]ar| < Nm) + Z P(hzfr - ’Yar| > t|[ar>P(-]a7’)

2
Iaﬂlfar‘zw

P:N
< exp (—“;) + Z 2 exp (—2

Tap:|Tar|> Farlm

2|1,

) Pesin)

0 2
< 3 + 2exp (—t NPM> .
The rest of the proof proceeds as in [WGOS17]. For a fixed r € {0, 1} the triangle law gives:

Ve — Vil = vor — el < e — V5 — Yor + 71el < 1or — Yorl + 17 — Y10

Therefore,
P(| |76 — virl = 1or — 1ell > 28) < P16 — vorl + 175 — 10| > 2t)
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< P((15r = Yorl > 1) V (I, = el > 1))
)
< 1 + 4exp(—t2NT).

log(16/9)

Setting t =ty = e

gives:

P (H’YE)S;" - Vigr| - h/Or - ’YITH > 2

Setting r = 1 gives the first result.

For the second result, note that taking the union bound over r € {0,1} shows that with
probability at least 14 both | |75, =5l =700 =710l | < 2t0 and [|7§; =7 = o1 = l] < 2t
hold.

Under this event we have:

[PEO(f, §) = TR )

1 1
‘2 (’%So — ol + o1 — 751’) D) (Inoo = Y10/ + |01 = 711])

1 1

‘2 (’%go — Yol = 700 = 710\) T3 (ng — 7l = o = 711\)‘
1 1

<3 “7690 — ol = 700 = 710\‘ +3 “%‘?1 =711l = o1 = 711\‘

< 2ty

and hence the result follows. O

An identical argument, by conditioning on the values of the set I, = {(4,j) : A(d}) = a} gives
a similar result for demographic parity:

Lemma 9. Fix 6 € (0,1) and a binary predictor f : Q x T — {0,1}. Suppose that
N > 81%(28/6), where v = min, P(A(d) = a), then:

P (!FDP(f, S) =T (f)| > 2 bgﬁv/d)) <. (D.6)

D.2 Uniform bounds on proof of Theorem 17

In this section we show how to formally extend the non-uniform bounds from the previous
section to hold uniformly over the hypothesis space H.

Let S = {(q},d},r(q;,d})) }iein]jeim) be a ghost sample independent of S and also sampled
via the same procedure as S, as described in the main body of the paper. In the proof of
Lemma |8 we showed that for any classifier f and any t € (0,1):

P <|FEOp(f) —TEOP(f.9)| > 275) < 2exp (—7-22]\[) +4dexp (—tQQVT)
t2N7'2>

< 6exp (— 5
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2

2N 2
< 12exp <—t 27 ) (D.8)

P (|FEOd(f) —TEO4(f 9| > 215) < 4exp <—T22N> + 8exp (—t2NT>

Similarly, from the proof of Lemma |9

2 2 2 N7 2
IP’(|FDP(f) —TPP(f,9)] > Qt) < 2exp (—U2N> + 4dexp (—t ]2\[1}) < 6exp (—t JZU >

(D.9)

We will use these in particular to prove the following symmetrization lemma:

Lemma 10. Forany 1 >t > 4\/@

Pg <sup(rEOP( f) —TE%(f 9)) > t) < 2P o (sup(FEOp( f,8) —TEO(f,89)) > t/2> :
feF feF
(D.10)

2log(24) .

Forany 1 >t > 4,/ =33

Ps (supwEOd(f) _TEO4f,5)) > t) < P (sup@EOd(f, §') — TFOU(f, 5)) > t/2> -
feF feF (D 11)

Forany 1>t >4 21°g(12)

Ps (SUp(FDP(f) —IP7(f,9)) > t) < 2Pss (SHP(TDP(f, S) = TPP(f,9)) = t/2> :
fer feF
(D.12)
Proof. We show the result for the equality of opportunity fairness measure, the rest follow in
an identical manner.
Let f* be the function achieving the supremum on the left-hand side !, Note that:
L(DEOP(f*) — DPOP(f*, 8) > ) L(PPOP(f*) — TEOP(f*,8") < 1/2)

= AT (f7) — TPOR(f7, 8) > ¢ ATPOR(f7, §) — IO (f°) > ~1/2)

< L(IOP(f7,5) TP (f7,5) > t/2).
Taking expectation with respect to 5"

L(TPOP(f*) = TEOP(f*, S) > )P (DEOP(f*) — TEOP(f*, 8") < t/2)

< P (DEOP(f*,87) — TEOP(f*5) > t/2).

Now using (D.7):

32 -2
LIf the supremum is not attained, this argument can be repeated for each element of a sequence of
classifiers approaching the supremum

Py (TEOP(£*) — TEOP( %, §') > ¢/2) < 6 exp (_t2N72> . 1
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SO:

SUTE(f) TR0, 8) 2 1) < B (TP (1", 8) — TPV, 8) > 1/2).

Taking expectation with respect to S:

Pg(TEOP(f*) — THEOP(f*,9) > t) < 2Pg 5 (TEOP(f*, ") — THEOP(f*,9) > t/2)
< 2P o (sup(TOP(f, 8") — TFOP(f, 9)) > t/2).
feF

[
Given a set of n input datapoints 21, . .., 2z, with z; = (¢;, d;, (i, d;)), consider:
Foren =11, d1)s - s fl@n, dn)) : f € F} (D.13)
Then the growth function of F is defined as:
Sr(n) = sup |Fu,. 2| (D.14)

We can now present a proof of Theorem 17}

Theorem 17. Suppose that v =V C(F) > 1 and that 2Nm > v. Then for any § € (0, 1):

P (SUpwEOp(f) —TFon(f, ) > J s ) Fsl) <5 (o
feF N7—2

- (S“p(FDP(f) —TP7(£,8)) > V o) FlosG)) < (D.16)
feFr Nv2

Ps (S%<PEOd<f>—FEOd<f, S)) 28\/ leog(%gm)j os(5)) < (D.17)
fer Nt

Proof. Again we present the proof for equality of opportunity, with the other inequalities
following in an identical manner.

Note that given sets S and ', the values of TFOP(f,S) and T'EOP(f,S) are completely

determined by the values of f on S and S’ respectively. Therefore, for any t € (4 m?vgigz)’ 1)

using Lemma 10 and the union bound:

Pg (sup(FEOp( f) —TEOP(£.9)) > t) < 2Pg g (sup(FEOp( f,8) —TEOP(f 8)) > t/2>
fer feF

< 287(2Nm)Ps s (TEOP(£,5') — TEOP (£, 8) > 1/2)
< 257(2Nm)Ps o ((ITEOP(f, 8') — TEOP(£)] > t/4)
V (JTEOP(f) — TEOP(£, 5)| > t/4))

< 4SF(2Nm)Ps ([TPOP(f) = TR0 (f, 8)| > t/4)
t2N7'2>

< 24S7(2Nm) exp (— 198
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In particular, if d = VC(F), by Sauer's lemma Sz(2Nm) < (%)d whenever 2Nm > d,
so:

b o 2e Nm\ ¢ t2NT2
Ps (fcgg(FEo (f) = TE9P(f,9)) > t) < 24( y ) exp <— o8 )

It follows that:

dl 2eNm 1 24
Py (sup(FEOWf)—FEO"(f,S))28\/2 i S Og(”)sfs (D.18)
feFr NT
whenever:
dlog(28m) + log(2) 21log(12)
> Z oA
> 8\/2 N2 =4 N2

It is easy to see that the right inequality holds whenever d > 1, 2Nm > d and § < 1. In
addition, inequality (D.18) trivially holds if the left inequality is not fulfilled. Hence the result
follows. O]
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