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ABSTRACT   

The Secret Sharing is a scheme for sharing data into n pieces using (k, n) threshold method. Secret Sharing 

becomes an efficient method to ensure secure data transmission. Some visual cryptography techniques don’t 

guarantee security transmission because the secret information can be retrieved if the hackers obtain the 

number of shares. This study present a secret sharing method with hiding based on YCbCr color space. The 

proposed method is based on hiding the secret text file or image into a number of the cover image. The 

proposed method passes through three main steps: the first is to convert the secret text file or image and all 

cover images from RGB to YCbCr, the second step is to convert each color band to binary vector, then divide 

this band in the secret image into four-part, each part is appended with a binary vector of each cover image 

in variable locations, the third step is converting the color space from YCbCr to  RGB color space and the 

generated shares, hidden with covers, are ready for transmission over the network. Even if the hackers get a 

piece of data or even all, they cannot retrieve the whole picture because they do not know where to hide the 

information. The results of the proposed scheme guarantee sending and receiving data of any length. The 

proposed method provides more security and reliability when compared with others. It hides an image of size 

(234x192) pixels with four covers. The MSE result is 3.12 and PSNR is 43.74. The proposed method shows 

good results, where the correlation between secret and retrieved images is strong ranging from (0.96 to 0.99). 

In the proposed method the reconstructed image quality is good, where original and reconstructed images 

Entropy are 7.224, 7.374 respectively. 
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1. Introduction 

Visual cryptography is a secret sharing scheme that allows encryption of a secret image among a number of 

participants, the decryption of the secret image requires neither knowledge of cryptography nor complex 

computation, it can encrypt a large amount of secret information, i.e., an entire image where the content can be 

versatile. VCS can be applied in secret sharing, information hiding, identification/authentication, copyright 

protection, etc. [1]. Access to very important resources via several authorized people is showing the necessity 

of secret sharing.  Many techniques were improved to serve increasing levels of secret sharing security focusing 

on information privacy becoming one of the most significant computing sciences leading to growth in demand 

for data and media technologies [2, 3]. At present, effective management and protection of the content of digital 

multimedia, in addition to the prevention and deletion of computer crimes and increasingly dangerous 

information from illegal diversion, have become a point of contact in the field of information security [4-7]. 

The encryption techniques are used to ensure that the message is not damaged through the use of secret keys by 

different methods; thus, the eavesdropper cannot understand the confidential information. However, at the same 

time, the results of encryption can attract the attention of hackers, in addition, cryptographic algorithms are 

complex encryption and decryption operations require large space and time, then the secret sharing scheme is 

https://creativecommons.org/licenses/by/4.0/
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used to enhance security and prevents authority fraud by avoiding the loss, modification, or destruction of 

important hidden information [8, 9]. Secret sharing divides the secret information into parts among participants 

group, where each part of the secret is taken by each participant, this part is called a share. These shares are 

combined together for recovering the secret. The secret cannot be retrieved with the loss of any of these secret 

parts. Visual cryptography is the new method in a cryptographic system, which is used for solving the secret 

sharing problem. The idea of visual cryptography is to hide secret information within images by encoding 

images into shares and decoding them later [10, 11]. Visual cryptography can encrypt the original image for 

providing more security by allowing the encryption of information where a decryption process can be done by 

the human visual system. The visual cryptographic system performance depends on different measures, for 

example, the type of secret image (color image, binary image), security, computational complexity, and 

accuracy [12, 13]. This paper proposes a schame based on hiding a secret text or image into a number of cover 

color space and then to binary vector followed by hiding the  rCbimages by converting images from RGB to YC

information in the cover image with variable locations. In the extraction and restoration phase, the original 

hese shares are combined color bands then t rand Cb, image can be retrieved from variable locations of Y, C

together for reconstructing the hidden secret image.                                                                                              

2. Related work 

In this section, available literature-published information related to the proposed method, Secret Sharing is 

introduced. Shamir [14] and Blakley [15] in 1979 proposed the first secret sharing method by using (k, n) secret 

sharing scheme,  by dividing the image to a number of shares, the human visual system implements the decoding 

process without any difficult computation. The scheme uses the polynomial of order (k −1) as:𝑓(𝑥) = 𝑎0 +
𝑎1𝑥1 + 𝑎2𝑥2 + ⋯ … 𝑎𝑘−1𝑥𝑘−1       (𝑚𝑜𝑑 𝑞)                                                                                                                               (1) 

 Where, 𝑎0 the secret, 𝑞 the prime number. The shares as a pair of (𝑥𝑚, 𝑦𝑛) values.   

 

𝑦𝑛 = {
𝑓(𝑥𝑚)       1    ≤ 𝑚 ≤ 𝑝  

0    𝑥1 < 𝑥2 … < 𝑥𝑝 ≤ 𝑞 − 1
                                                                                                              (2) 

A polynomial function 𝑓(𝑥) is smashed after each contributing own values (𝑥𝑖 , 𝑦𝑖) ) where each contributing 

doesn’t know the secret value a0. The SSS Shamir’s is the best secret sharing technique because it does not 

display the information about the secret.  D.Wang, L.Zhang, N.Ma, X.Li [16] in 2007 proposed a probabilistic 

(2, n) and deterministic (n, n) method for grayscale images by using Boolean operations and have no pixel 

expansion. Chang and Kieu [17] in 2008 proposed a technique for embedding a secret image and bitstream into 

two shadow images. Then after extracting the stream of the secret bit, the secret image is restored pixel by pixel 

completely. J. Ida Christy and V. Seenivasagam [18] in 2012 proposed the Extended Visual Cryptography 

technique depending on Back Propagation by taking one secret image with two cover images of the same size 

as input to the system and producing two shares as system output. Vandana G. Pujari, et. al. [19] in 2014 

proposed an OGWO using the Elliptic Curve method by separating the color image into three color bands and 

generating shares using pixel measures and partitioning shares to blocks. Ankush V. Dahat, et.al. [20] in 2016 

used CMY color space for visual cryptography that was implemented with ((n-1), n), then compare the results 

with RGB color space that was free from security, pixel expansion, and accuracy issues. MohitRajput 

,MarotiDeshmukh [21] in 2016 proposed the (n, n + 1)- MSIS method based on additive operation for images. 

Javvaji V.K.  IN 2017 proposed (k,n) secret sharing method using XOR operations for enhancing the security 

of image by using the circular shifting method [22]. Her Chang Chaoa and  TzuoYauFanb in 2017 proposed a 

secret sharing scheme with multi-level encoding using a random grid, where the original image and shares size 

are the same without expansion [23]. Wanmeng Ding et al. in 2018  proposed the (k,n) threshold secret sharing 

method using the matrix method [24]. Xuehu Yanaet al. in 2018 proposed the Chinese remainder method for 

secret sharing images in three decoding choices: capability of visual preview, grayscale recovery, and lossless 

recovery. In an encoding process, the random grid and the Chinese remainder are used for encoding the binary 

and grayscale images. In a decoding process, the grayscale recovery, visual previewing capability are applied 

[25]. Yu-Chi Chen et al. in 2018 presented an address shared one key scheme, where using multi-secret sharing 

as encryption, only the provider and receiver share the secret key without any knowledge from the data hider 

[26]. M. Karolin , T. Meyyappan [27] in 2019 used the blowfish algorithm to create the RGB images and share1, 

share2. The shares are encrypted and decrypted with the same original image. John Blesswin et al. in 2019 

proposed an  Enhanced Secret Sharing method that shares the gray-scale image with the receiver by using two 
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covers. Then the receiver reconstructs the secret image [28]. Nikhil C. Mhala in 2019 proposed the modified 

Visual Secret Sharing method to enhance the contrast of reconstructed medical images by using high-resolution 

idea [29].  

3. The contribution of the work 

This paper proposes a method based on hiding a secret text file or image into a number of the cover image. The 

hiding process is implemented in three steps: the first step is to convert the secret text file or image and all cover 

images from RGB to YCbCr, the second step is to convert each color band to binary vector then divide this band 

in the secret image into four-part, each part is appended with a binary vector of each cover image in variable 

locations where Cb color band hide in ascending order,  Cr color band hide in descending order and Y color band 

hide after (Cb, Cr) locations depending on covers then each color band from binary to decimal for all images. 

The third step is converting the color space from YCbCr to  RGB color space and the generated shares, hidden 

with covers, are ready for transmission over the network.  

The results guarantee sending and receiving data of any length. The proposed method provides more security 

and reliability where even if the hackers get a piece of data or even all, they cannot retrieve the whole picture 

because they do not know where the information is hidden. 

4. YCbCrColor space 

The images are represented in (Red, Green, Blue) color space. where these images must be converted to another 

color space, for the reason of the sensitivity to color and brightness in the human visual system. The YCbCr are 

widely used in image and video techniques that are defined by the transformation from RGB color space [30]. 

The digital video standard develops YCbCr as a part of ITU-R. YCbCr scaled and YUV color space version. 

 The 8-bit with a range of 16– 235, defines Y, and the Nominal range of 16–240, defines the Cb and Cr [31]. 

The values of RGB color space can be transformed into YCbCrcolor space. In YCbCr the term Y component 

represents the brightness and Cb , Cr components represent the chrominance.  

The individual eye is more sensitive to brightness and less sensitive to variations of colors and saturation. This 

means that the color and resolution of Cb and Cr can be reduced to the visual impact of the viewer. The color 

components RGB  of the original image is transformed into less correlated color space YCbCr to reduce the 

spectral redundancy [32]. (See equations (3), (4), and (5)): 

 

 

  𝑦                 16                                    65.738      129.057      25.064              𝑅𝑛                         (3)    

𝐶𝑏   =        128     +    
1

256
       − 37.945 − 74.494    112.439           .      Gn                        (4)   

𝐶𝑟             128                                 112.439   − 94.154    18.285                𝐵𝑛                       (5)

 

 

The values of YCbCr color space can be back-transformed RGB color space by (See equations (6), (7), and (8)): 

 

 

𝑅𝑛                                  298.082                     0                408.583                  Y − 16                         (6)

𝐺𝑛      =        
1

256
           298.082    − 100.291            208.120           .      Cb − 128                    (7)

𝐵𝑛                                  298.082         − 516.411               0                      Cr − 128                        (8)

 

 

5.  Proposed algorithm 

The proposed algorithm is based on hiding the secret text file or image into a number of the cover image. This 

is done by converting the color space of the secret text file or image and the covers from the RGB to the YCbCr 

color space and converting each color band to a binary vector for all images then dividing this secret image 

information into 4 parts and hiding each part in cover image in variable locations where Cb color band hide in 

ascending order, and Cr color band hide in descending order, and Y color band hide after (Cb, Cr) locations 

depending on covers as shown in algorithm (1). Figure (1) describes the shares generation, hiding, and 

construction process. 
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Figure 1. Shares generation 

 

Algorithm 1: Hiding and Construction  

Input:  Original secret text file or image, Cover Images 

Output:  Covered images 

Start  

      Step1: Get a secret text file or image and four covers  

      Step2: Do Until not EOF(image file, text file).  

      Step3: Separate the color component to three channels (R,G,B). 

             Step4: Convert RGB color space to YCbCr color space using equations (3), (4) and (5) 

             Step5: Convert YCbCr color band to binary vector for all images.  

ybin = IntToBin(y) 

cbbin = IntToBin(Cb) 

crbin = IntToBin(Cr) 

Step6: Divide the binary vector for all color band in the secret image into four-part. 

Step7:Whilenot EOF 

  Cbshare1 = Mid(cbsecret, 1, 2) 

  Cbshare2 = Mid(cbsecret, 3, 2) 

  Cbshare3 = Mid(cbsecret, 5, 2) 

  Cbshare4 = Mid(cbsecret, 7, 2) 

 

  Crshare1 = Mid(crsecret, 7, 2) 

  Crshare2 = Mid(crsecret, 5, 2) 

  Crshare3 = Mid(crsecret, 3, 2) 

  Crshare4 = Mid(crsecret, 1, 2) 
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  Yshare1 = Mid(Ysecret, 3, 2) 

  Yshare2 = Mid(Ysecret, 1, 2) 

  Yshare3 = Mid(Ysecret, 7, 2) 

Yshare4 = Mid(Ysecret, 5, 2) 

EndWhile 

Step 8: each color band from binary to decimal for all images  

y = BinToInt(ybin) 

Cb = BinToInt(cbbin) 

Cr = BinToInt(crbin) 

Step9: convert the color space from YCbCr to  RGB color space using the equations (6), (7) and (8) 

Step10: A generated shares hidden with covers are ready to transmitted over the network. 

                                  End 

In the reconstruction process, the original image value can be retrieved from variable locations of Y, Cb, and Cr 

color bands then these shares are combined together to reconstruct the secret image as shown in algorithm2. 

Figure2 describes the reconstruction of the original image. 

Algorithm 2:  Reconstruction Process 

Input:  Covered images 

Output:   Original secret image or text file  

            Begin 

    Step1: For all sharesDo Until not EOF(image file or text file).  

    Step2: Separate the color component to three channels (R,G,B). 

           Step3: Convert RGB color space to YCbCr color space using equations (3), (4) and (5) 

           Step4: Convert YCbCr color band to binary vector for all images.  

ybin = IntToBin(y) 

cbbin = IntToBin(Cb) 

crbin = IntToBin(Cr) 

             Step5: Retrieve the value of the original image from shares by 

Step6:Whilenot EOF 

Cb1 = Mid(Cbshare1, 1, 2) 

Cb2 = Mid(Cbshare2, 3, 2) 

Cb3 = Mid(Cbshare3, 5, 2) 

Cb4 = Mid(Cbshare4, 7, 2) 

 

Cbsecret = Cb1 & Cb2 & Cb3 & Cb4 

 

Cr1 = Mid(Crshare1, 7, 2) 

Cr2 = Mid(Crshare2, 5, 2) 

Cr3 = Mid(Crshare3, 3, 2) 

Cr4 = Mid(Crshare4, 1, 2) 

Crsecret = Cr1& Cr2& Cr3& Cr4 

 

Y1 = Mid(Yshare1, 3, 2) 

Y2 = Mid(Yshare2, 1, 2) 

Y3 = Mid(Yshare3, 7, 2) 

Y4 = Mid(Yshare4, 5, 2) 

Cr = Y1 &Y2 &Y3&Y4 

           EndWhile 

Step 7:convert each color band from binary to decimal for all images  

y = BinToInt(ybin) 

Cb = BinToInt(cbbin) 

Cr = BinToInt(crbin) 

Step8: convert the color space from YCbCrto  RGB color space using the equations (6), (7) and (8) 

Step9:Reconstructing the original image or text file  

End  
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Figure 2. Reconstruction of Original Image 

 

 

Example: This example in figure 3 shows the location of hiding the YCbCr color band of the secret image 

that is hidden in four cover images. 

 
Figure 3. Location of hiding the YCbCr color band of the secret image 

 

 

6. Experimental results 

In this section, the results show that the proposed scheme is efficient in ensuring security. Figure 4 and Figure 

5 show the secret and covered images. 
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Figure 4. Original images 

 
Figure 5.  Cover images 

The visual cryptography shares in YCbCr color spaces, generated by converting RGB to YCbCr color space 

equations (3), (4), and (5), the secret images in YCbCr color band are generated as illustrated in Figures (6),(7), 

and (8). 

 
Figure 6. YCbCr color space of girl image 
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Figure 7. YCbCr color space of cat image 

 

 
 

Figure 8. YCbCr color space of Lena image 

After the conversion of the secret and cover images from RGB to YCbCr color space, each color band is 

converted to a binary vector for all images then dividing this secret image information into 4 parts for generating 

the four shares; the created shares are presented in Figures (9),(10), and (11). 

 

 
Figure 9. The 4 shares of girl image 
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Figure 10. The 4 shares of cat image 

 

 
Figure 11. The 4 shares of Lena image 

 

The shares generated from the secret image are hidden in cover images, the hiding process is done in variable 

locations where Cb color band hide in ascending order, Cr color band hide in descending order, Y color band 

hide after (Cb, Cr) locations depending on covers. The secret shares, embedded with covers, are shown in 

Figures (12),(13), and (14). 
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Figure 12. The embedded shares of girl image with covers 

 
Figure 13. The embedded shares of the cat image with covers 
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Figure 14. The embedded shares of the Lena image with covers 

 
 

Figure 15. Reconstruction of girl image 
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In the reconstruction process, the shares are combined together for secret image reconstruction. Figures (15), 

(16), and (17) show the reconstruction of the secret image. 

 

 
Figure 16. Reconstruction of cat image 

 
Figure 17. Reconstruction of Lena image 

7. The discussion and measurement 

To measure and ensure the method performance and image quality, many standard metrics such as PSNR, MSE, 

histogram, correlation are used and explained below: 

 

1) PSNR  

 

The PSNR (Peak Signal to Noise Ratio) is employed for measuring the quality of the image after embedding 

secret information in covers. The term (PSNR) represents the ratio between maximum signal value and 

distorting noise power that affects the quality of representation. Where PSNR is calculated as:  
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𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔 
2552

𝑀𝑆𝐸
                     (9)          

Where MSE represents the mean square error between secret and reconstructed images. MSE is defined as: 

𝑀𝑆𝐸 =
1

𝑖 𝑥 𝑗
∑ ∑ (𝐻𝑚 𝑥 𝑛 − 𝐻′𝑚 𝑥 𝑛)𝑗

𝑛=1

𝑖

𝑚=1
                                                                              (10) 

     

Where; 𝐻𝑚 𝑥 𝑛 denotes color pixel of the original image, 𝐻′𝑚 𝑥 𝑛 denotes color pixel of the reconstructed image, 

i x j denotes image size. For evaluating the performance of the proposed secret sharing schemes, Table 1, figure 

18 show PSNR, MSE values for (girl, cat, Lena, baboon, plane, peppers, Barbara, and boat) images. Table 2, 

figure 19 show a comparison of the MSE, PSNR among the proposed approach in this work and other 

approaches. 

Table 1. PSNR, MSE values 

Image PSNR MSE 

girl 44.731 2.913 

cat 43.611 2.520 

Lena 45.083 2.707 

Baboon 45.586 2.864 

Plane 43.016 3.268 

Peppers 43.851 2.011 

Barbara 45.903 3.284 

Boat  45.624 3.807 

 
Figure 18. PSNR, MSE values  

 
Table 2. Comparison of MSE, PSNR values 

 D.Wang Chang method 

 

J. Ida Christy Proposed 

method 

Estimated 

MSE 

7.54 10.5 6.7 3.12 

Estimated 

PSNR 

39.39 37.9 42.2 43.71 

 
Figure 19. The MSE, PSNR among the proposed approach and other approaches. 
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2) The Histogram 

 

The probability distribution of pixel values is drawn from the histograms for ensuring the security and the 

efficiency of the construction process, as shown in Figures (20), (21), and (22).  

 
 

Figure20. Histogram of girl secret image 

 

 
 

Figure 21. Histogram of cat secret image 

 

 
 

Figure 22. Histogram of Lena secret image 
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3) Correlation  

 

Correlation shows the relationship between the secret and reconstructed images. The equation is defined as : 

𝒄𝒐𝒓𝒓 =
∑ (𝑿𝒏−𝑿′)−(𝒀𝒏−𝒀′)

𝒋
𝒏=𝟏

√∑ (𝑿𝒏−𝑿′)𝟐𝒋

𝒏=𝟏
√∑ (𝒀𝒏−𝒀′)𝟐𝒋

𝒏=𝟏

                  (9)  

 

where X ,Y are data of  N values. 𝑿′,𝒀′ are mean data that given by: 

𝑿′ =
𝟏

𝒊
∑ 𝑿𝒊𝒊

𝒏=𝟏                                              (10)  

𝒀′ =
𝟏

𝒊
∑ 𝒀𝒊𝒊

𝒏=𝟏                                                             (11)  

 

The correlation range between two images is between the interval [ -1, +1]. The value 0 represents that no 

correlation exists between images, +1 represents the positive images’ correlation, and  -1 represents the 

negative images’ correlation. Table 3, figure 23.show the correlation results. 

 

Table 3. Correlation value between secret and reconstructed images 

Image  correlation 

girl  0.9623  

cat  0.9741  

Lena 0.9915  

Baboon 0.9619  

Plane 0.9443  

Peppers 0.9705 

Barbara 0.9530 

Boat  0.9627 

 

 

Figure 23. Correlation value between secret and reconstructed images 

 

4) Entropy 

Entropy is the statistical measurement of the randomness that is used for characterizing the texture of secret 

and reconstructed images. The Entropy equation is defined as: 

( )
−

=

−=
1

0

2 )(log)(
G

k

kPkPH                                                                    (12)   

Table 4, figure 24  show the results of the Entropy between secret and reconstructed images. 
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Table 4. Entropy of secret, reconstructed images 

Image name secret image reconstructed image 

girl 7.27 7.31 

cat 7.29 7.40 

Lena 7.224 7.374 

Baboon 7.477 7.885 

Plane 7.631 7.994 

Peppers 7.375 7.943 

Barbara 7.445 7.452 

Boat 7.12 7.479 

 

 
Figure 24. Entropy of secret, reconstructed images 

8. Conclusions  

In this paper, the secret-sharing method with a digital hiding technique, based on YCbCr color space, is 

proposed. The secret text file or image information is split into a number of shares; these shares are hidden in 

covers and distributed to many receivers. In the reconstruction process, the original image or text file value is 

retrieved from variable locations of Y, Cb, and Cr color bands, and then these shares are combined together for 

reconstructing the secret image of text. Even if the hackers get a piece of data or even all, they cannot retrieve 

the whole picture because it does not know where to hide the information. The results of the proposed method 

guarantee sending and receiving data of any length. The proposed method provides more security and reliability. 

The effectiveness of the proposed algorithm is verified by the experimental results. These results show MSE 

with value (3.12) and PSNR is (43.74) that the correlation coefficient between secret and retrieved images is 

(0.96 to 0.99). The Entropy of the original and reconstructed images are 7.224,7.374 respectively. where these 

results show that the proposed algorithm has more security, verifiability, and low complexity.  

As future work, we suggest many improvement models to  Image Secret Sharing with Hiding based on Color 

Feature, such as encryption algorithm using Fourier transform and DNA [33]or encrypting the image by using 

the chaotic system and S-box optimization [34] and so on. The proposed algorithm can be extended for hiding 

multiple secrets with multiple shares. 
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