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ABSTRACT

Blockchain technology is one of the basic technologies for securing data sharing and storage across peer-to-
peer systems in a distributed and untrusted network. Information is stored in electronic governance, which is
considered sensitive data about citizens and companies and is the focus of external attacks. E-government
has one point of failure and depends on centralization, and the decision is in the hands of one party or one
official. Therefore, a secure and distributed electronic system for e-governance based on blockchain
technology has been proposed. The system consists of several entities, organizations or nodes responsible
for consensus to make decisions. Users are given the right to raise a transaction or send a request. The
transaction is evaluated by auditors, and the citizen acquires a smart contract as a way out. The proposed
system was compared with electronic governance systems without the use of blockchain technology. The
proposed system was tested and compared with the previous systems, and it was found that the proposed
system was superior in terms of security, the speed of processing the transaction and the time of filing the
transaction.
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1. Introduction

Transactions between parties in the current systems take place in centralized form that requires the participation
of a trusted third party, but which results in a single failure point and high fees of transaction. Blockchain
technology addresses those issues by allowing the interaction of the untrusted entities with each other in
distributed way without involving any trusted third party. Block-chain represents a data-base which records all
the transactions occurring in any network. The blockchain has been proposed in Bitcoin, as it is a peer-to-peer
digital system that has been developed into a scalable technology based on decentralization [1-3]. Blockchain
allows untrusted participants to communicate with one another in a secure manner without needing any trusted
third parties. So the blockchain can be considered as an ordered list of blocks. Every one of the blocks has been
identified by cryptographic hash, and every one of the blocks refers to the block it came from, which leads to
block chains. And every block consists of a series of the transactions, and as soon as a block has been created
and attached to blockchain, this file cannot be changed or undone [4]. We find that the origin of the blockchain
was mentioned in a paper that has been published by the name of S. Nakamoto. The network consists of a group
of members who act as a contract through which correspondence takes place within the peer-to-peer network
[5, 6]. Blockchain technology represents a combination of several technologies, like cryptography, algorithms,
mathematics, etc.
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Technology consists of six components as follows:

- Decentralization: Each node can be a master node that records, stores and updates the ledger.

- Transparency: The block data is recorded by every one of the nodes and distributed amongst the other
nodes that are connected, resulting in the creation of the transparency amongst nodes.

- Consensus: The change is not accepted until after Consensus between the nodes and all nodes are
eligible for the transfer and updating, but after unanimity. The change is not made unless a person is
able to control more than 51% of the contract at the same time.

- Anonymous: for the purpose of making the transaction anonymous, the data is hashed prior to being
shared, which is performed with the use of secure algorithms.

- Open Source: the majority of the block-chain systems are open source and allow participants to alter
code such that it suits their needs [7, 8].

1.1. Structure of the blockchains

Every one of the blocks in a block-chain consists of 5 elements:

Main data, hash of previous block, the current block hash, other information timestamp.

- The main data: - which is dependent upon the transaction type in general.

- Previous block hash: in the case where a transaction has been executed, it has to create a hash and
broadcast it to network. There are many hash algorithms that are being widely used, however, the
most common one of them is Merkle tree. These algorithms allow for easy hashing or
defragmentation, which is why merkel is a popular choice.

- Current block hash: The final value of the hash is recorded in the header of the block (the current
block hash) whereas actual content is stored in block’s body.

- timestamp: when a block was created

- Nonce and other information such as the block signature.

Figure 1 shows the data structure of the blockchain.
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Figure 1. Bitcoin transactions’ block structure [9]

A cryptographic hash function represents a review process that is performed on each block of data. The data is
presented in sequential way to all of the parties on a network with appropriate access levels. The time that is
needed for the verification and recording of transactions on distributed ledger technology differs according to
utilized process [10-13].

2. Distributed ledger technology

The evolutions of the ledger from centralization to distribution. Block-chain provides a data-base which operates
on a distributed network that is usually known as a general purpose technology or serious innovation [14].
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The blockchain is under development and is considered a new mechanism to provide trust while providing a
mechanism for anonymity of the contract in transactions [15, 16].
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Figure 2. Centralization, decentralization and distributed [17]

Figure 2 shows us the difference between centralization, decentralization and distribution

Centralized structure: It is one of the most famous structures in network systems, unlike decentralization.
Each node is a client responsible for making its own decision, and each node is directly linked to a central server.
The architecture of the central architecture is client-to-server, and by creating a common center between them,
it becomes easier to send information to the system by providing a database. Thus, the database makes the
system centralized and highly reliable.

Decentralization structure: is to delegate the organization's activities to planning and decision-making far
from what is expected.

Distribution structure: They are multiple entities that have the ability to cooperate between them, and each
entity has an independent opinion, and when these entities agree, they can interact, and when they do not agree,
they cannot [18, 19].

2.1. Main benefits for the distributed ledger technology

- Privacy is maintained via encryption techniques.

- Distributed, sustainable, and up-to-date with every transaction, automatically shared between subscribers and
in real time.

- Authentication and verification of the transaction.

- Auditability.

- Participants cannot tamper with the transaction history.

- Participants in a transaction can access same records and are allowed to identity verification.

- Consensus-based in which network participants must agree to the transaction and verification is done by
consensus algorithms [20].

3. Blockchain and e- governments

E-governance is one of the concepts in public administration. The concept of e-governance recognized the roles
of digitization as input or as a factor, as it focuses on the user, as these services benefit from digitization and
information assets. Digital governments can be classified into three groups (government to government (G-G) -
government to citizen (G-C) -government to business (G-B) ). Government to government provides an online
interaction between governments, authorities, and organizations to disseminate information. Government to
Citizen and Government to Business allow citizens and electronic companies to ensure security and privacy in
order to increase trust within the government. Citizen participation is a two-way interaction between citizens or
the private sector. The citizen is given a share in decision-making in order to improve intermediate and final
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development, and is represented by the participation of citizens in consultation, cooperation and access to

information.
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Figure 3. Dimensions of citizen engagement [21]

Source: Adapted from “IAP2 Spectrum of Public Participation,” International Association for Public

Participations.

Among the challenges in citizen participation:

- Limited trust: in the government and it is considered the main challenge to start consultations and build trust.
Government actions are often seen as low due to weak public trust and for many reasons including failure to
fulfill stated promises, corruption and nepotism

- Political hesitation: essentially, the public participation represents a political process and it’s usually not
formalized or carried out in an organized way, and it’s usually difficult to link participation to positive changes
in the daily lives.

- Limited ability to participate: so as to participate profoundly in the discussions of the public policy, it’s
essential that the participants are aware of the issues that are at hand.

- Lack of commitment: Participation in the policy-making operations is a long-term operation that requires the
people to make commitments of long-term nature.

Blockchains represent one of the newest digital technologies which must be taken under consideration in
making the governmental policies.

3.1. Among the main benefits of applying blockchain technology in governance

-Low economic costs, time and complexity in the exchange of information between governments and between
the public and private sectors that improve the governments’ administrative functions.

-Increasing transparency, automation, accountability and auditability for information in government records for
benefits of the citizens.

-Reducing bureaucracy, discretion and corruption resulting from utilizing contracts.

-Increased confidence of the citizens and businesses in the governmental processes and record keeping, which
are driven by using algorithms which aren’t regulated by governments anymore.

-Blockchains have a potential for the facilitation of the direct interactions between the citizens and the public
institutions.

-mproving public services in recording transactions and exchanging operations.
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Blockchain is a combination of many existing technologies, but it constitutes an efficient, decentralized and
informational infrastructure that is reshaping the way in which governments and citizens interact with each
other. Blockchains have the ability of reducing the operational risks and transaction cost, increasing the
compliance and trust in the governmental institutions. On the other hand, the lack of stable and mature trading
platforms and the presence of some gaps in basic functions indicate the lack of actual applications within the
government. Decentralization comes in the form of blockchain, but the key disadvantage of block chains is
their lack of scalability. Blockchain relies on intensive consensus mechanisms, which leads to more processing
costs and increased energy consumption [22-24].

4. A comparison between the structure of e-governance before the emergence of the blockchain and
after- emergence of the blockchain (proposed system)

4.1. E-governance before the emergence of the blockchain

Old government systems rely on traditional databases with a structure (client - server). The client represents the
citizen or the beneficiary, and the data is stored on a server. The database is controlled with a certain authority
that validates customer data before providing access to the database. The central authority is responsible for
managing the database represented by adding, deleting, modifying and updating.

DB Centralize
-
Web Application gyl
Server - Server t
l 2
Service System || Server Side Make decision

External [nfernal

Figure 4. Implementing e-governance without blockchain technology

Figure 4 shows us the application of e-governance without blockchain technology, the work is summarized in
several operations:

Service System: It is a set of operations, including (requests submitted by the citizen or the beneficiary party)
It must be submitted in person by the citizen or via the Internet. The request is passed through a series of
procedures, including archiving, inbox, and administration and then pass the request to the system.

Service Side: It is the examination of the request submitted through the central database (that any decision-
making will be in the hands of one authority and in the hands of one citizen).

Make decision: Represents the output and print the contract after making the decision.
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4.2. B-E-governance after the emergence of the blockchain (proposed system)

E-government services have evolved significantly over the past decade from traditional paper-based procedures
to digital services. Where transactions are processed electronically while providing integrity, confidentiality,
transparency and providing response times. Blockchain has all these characteristics to provide stability and
transparency of transactions and help in providing trust between nodes.
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Figure 5. Implementing e-governance with blockchain technology tion, decentralization and distribution
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Figure 5 shows us a proposed system for building electronic governance based on blockchain technology.

The system is summarized in two parts, internal and external.

External layer: - It consists of the information of the user of governance, and the second layer of the Internet is
accessed through electronic devices or smart phones, through which the internal layer is dealt with.

Internal layer: - It is represented by the blockchain layer and refers to a group of auditors who are responsible
for verifying and authenticating transactions before adding any transaction to the block. Investigators are
obligated to collectively sign transactions, either granted by contract or rejected. As for the last layer, it is
represented by a set of technologies represented by the network, storage of physical materials, etc. The network
is to provide communication between users of the e-government and the blockchain layer, such as Wi-Fi,
Ethernet or the cellular network. The Storage represents the storage and replication of data such as images and
PDF files. It cannot be stored in the block-chain, and it cannot be deleted or changed. Rather, it is an appending
rule that cannot be deleted or changed, and this is considered the most important layer. The system was applied
to one of the affiliated government departments for the directorates of Baghdad municipalities. The system is
distributed and used between more than one nodes. Each node has access to this system. The work of the
directorate is to give contracts to citizens proving their ownership of the state, whether they are beneficiaries of
the state a plot of land or not. The database has been stored with the names of citizens Beneficiaries of the state
by SQL server, MongoDB and stored in the cloud. Previously, the process was traditional, which is the
withdrawal by mail of requests, then they are transferred to one node to make a decision about them, with that
decision in the hands of one node, and there may be corruption or manipulation of the results for the benefit of
the node or for the benefit of the citizen. As for the proposed new system, the database upload it to the cloud,
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and a decision will be taken by all the participating nodes registered in the system. The system is scalable and
more flexible as it is possible to add new nodes or delete node and assign it tasks without affecting the work
environment.

5. The scenario used for deciding on a transaction proposal

The first stage: arequest is submitted by the citizen. The request is (the extent to which the citizen has benefited

from the state), i.e. proof of the citizen's ownership of the state. The request is a letter supplied by another

Directorate or submitted by another department, or the request may be personal by the citizen himself.

The second stage: The submitted application will be passed in several stages and several node.

> First Node: - the transaction will be examined if the transaction has been submitted previously or not. If it
was submitted previously, the answer will be given immediately. If it was not submitted previously, a new
transaction will be opened in the name of the citizen. The transaction includes recording all the citizen’s
information and submitting the application as a pdf and pass the transaction to the second node.

»  Second Node: - add information about the proposed transaction and pass it to the third node.

»  Third Node: - The third node adds some details and information about the citizen. The transaction is passed
from the third node to the first node for archiving.

Withdrawal of the benefit, and we mean by it if the person whose name is among the beneficiaries or not, it will

be automatically from the data base and the contract does not interfere with that

The third stage: A contract is opened for a citizen. The contract is in two forms, either beneficial or non-

beneficial ,if he is a beneficiary, his benefit from the state is proven by the part number and county with the

installation of a digital signature for the nodes participating in the previously used mechanism, which proved

that the citizen benefited from the state. Figure No 6, shows us that the request submitted by the citizen has been

submitted previously, so the first node provides the citizen with the contract. As for the figure No 7, it shows

that the citizen submitted a new request, which was submitted for the first time. In the event that the request is

suspicious of the form that has been transferred to it, can refuse the submitted request, and no movements will

be recorded in the blockchain.
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Figure 6. Submit a transaction and prove that it was submitted previously
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Figure 7. Submit a new transaction that was not previously submitted

Any transaction passing from one node to another will be stored in the blockchain. It is not allowed to pass any
transaction except after verifying that the node is registered in the system by generating a hash for the
transaction. So, each transaction will have a series of moves, with all the hash resulting from these moves being
recorded. After the citizen's information is obtained from the data base and his transaction is filled out by the
node participating in the system. A private smart contract is opened for the citizen. It turns out that the smart
contract will contain a QR CODE for each transaction. The QR CODE is the result of the signatures of all node.
The signatures here are generating a hash for each node (each node filling in its own fields is converted to a
hash) and finally, the generated hashes are collected and converted into a QR code. The last stage, when
withdraws the validity of the issuance of transaction citizen, a recovery of the QR-CODE is done, and thus the
node will extract all the details of the transaction with all its movements and smart contract.

6. The system analysis
Proposed system was analyzed in terms of strengths, which are represented by several steps that included:-
6.1. The time of raising the transaction request

The time taken to open a transaction by the node is in real time.

Table 1. The time taken to open a transaction
Node Time Execution
Nodel 0.00

627



PEN Vol. 10, No. 1, February 2022, pp.620-631

6.2. The ease or complexity of the system

The suggested system is a system that enjoys ease of use and flexibility.

The most useful feature is that the system has the ability to add and delete nodes and open interfaces, as a work
has been done for the system so that we do not need to reprogram the system again.

But as the internal programming of the system, it is very complex to prevent any attack that may affect it.

6.3. Dependence of performance on the number of transactions per second

The performance of a blockchain network is dependent upon the number of transactions processed each second.
User transactions are verified in one second or less, and the increase in the number of validators in a network
will reduce the speed. Therefore, the presence of a sufficient number of validators provides better verification

of transactions.
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Figure 8. The number of transactions per second against validators. Decentralization and Distribution

A network of 1, 2, 3, 4 and 5 validators can validate a large number of transactions in less than a second.
Whereas, if the number of auditors increases, the time required to audit transactions may increase from the ideal
limit.

6.4. The capacity, which is represented by the size of the network bandwidth

Maximum data transfer rate over a given path
Bandwidth = number of transactions per second=TPS
TPS equation has two constraint / variables:-
Block size =A
Block time =B
TPS= (block size)*(block time)

= (transaction / block)*(block/ second)
Block size= 2500 transaction/1 block
Block time =1 block /3000 min = 1 block/ 180000 sec
TPS= (2500/1)*(1/180000) =2500/0.00000555=450.004
Blockchain=E-government
Blocksize: 2500transaction
Block time (speed) =1/180000 sec
Capacity = 450.004 TPS

6.4. Transaction throughput

The read transfer rate measures the number of read processes that are completed in a specified period
of time. It is represented in readings per second as follows:
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Throughput= total read operations/ total time in sec.

The transaction transfer rate represents rate at which valid transactions are executed by a block-chain
in a specific period of time, and it does not represent the transfer of the transactions in one node, but
in all nodes.

Transaction throughput = total committed transaction/ total time in second

Table 2. The time it required to implement a number of transactions

Number of transactions Time execution
100 2 hour — 120 min -7.200sec
500 10 hour — 600 min -36.000 sec
1500 20 hour — 1.200 min -72.000 sec
2500 50-hour-3.000min-180.000sec

6.5. Transaction latency

The transaction response time is a network-wide display of amount of the time that it takes for the
effect of the transaction to become usable over a network. The measure comprises the time that it takes
from the point at which it’s presented to the point at which result is commonly available in a network.
And that includes the time of the propagation and any settlement time as a result of consensus
mechanism in place with it.

Transaction response time = confirmation time - submit or dispatch time

6.6. Security and privacy assessment

A qualitative assessment of how the proposed system prevents external threats from attacking DDOS that occur
when attackers attempt massive Internet traffic with bogus requests to render the service unavailable. Thus, it
will consume a large amount of bandwidth and resources, which will lead to disruption of the service. The
solution is not to use a central server, but the load must be distributed on the network.

6.7. Authentication attacks

When users try to control the network so that they can delegate themselves or provide a contract to delegate
users while they are in control. This is considered impossible in the system because all the nodes have been
selected in advance with the possibility of specifying the tasks they perform. In the proposed system, any
adversary trying to contact the system will be detected, and users who are trying to access information will be
verified. Some of the advantages of the proposed blockchain are summarized.

Transaction speed: Only a group of participants processes transactions.

Scalability: New participants can be added to the system.

Low transaction costs: - Verify transactions without fees to the citizen.

Low energy consumption: A simple verification mechanism has been used with low energy consumption.
Attack 51%:- Low risk of 51% Random participants are not allowed to join the network and nodes are
specified in it before and it is not allowed to give tasks to a node more than a second All nodes are equal.
High transparency: Participants in the network know their peers. There is a high level of cooperation so that
departments can share information upon request.

7. Conclusion

In this research, an e-government structure was proposed based on the blockchain technology, through which
the transaction is evaluated based on the number of transactions per second. It is possible to keep fewer
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validators for higher throughput of transactions. Through the system, we demonstrate the architecture to provide
security, privacy, transparency, and less risk from external attacks.
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