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Abstract. FIDO Transaction Confirmation is an extension for the FIDO
authentication protocols to enable the verification and signing of digital
transactions, e.g., for online banking. The standard currently consid-
ers only to include a transaction message text in the assertion which is
signed by the user’s authenticator. However, this is not useful for more
complex transactions and leaves room for ambiguities that might lead to
security vulnerabilities. Therefore, we propose to include the transaction
information to the FIDO protocols in a structured data format with a
strictly defined schema to validate and sign transactions more reliably
and securely.
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1 Introduction

In recent years, passwords have proven to be not secure enough to withstand at-
tacks, such as, phishing or brute-forcing [3]. Consequently, two-factor and multi-
factor authentication have been introduced to make authentication more se-
cure [I]. The FIDO Alliance has proposed protocols for using authenticators as
an additional factor and even as a passwordless solution. An important exten-
sion to these protocols is the Transaction Confirmation [2], which allows users
to confirm online transactions using a FIDO authenticator. A relying party can
include a transaction message or an image to an assertion request, which is dis-
played to the user and signed by the authenticator. However, research has shown
that it is possible to trick a user into approving a malicious transaction [9I0].

Further, since the transaction is only represented as a text string or an image
without clear defined semantics, the transaction information leaves room for am-
biguities. Therefore the desirable What- You-See-Is- What- You-Sign [7] property
is not sufficiently fulfilled. It would be more reliable to use a structured data
format that contains a well-formed and self-describing representation of a trans-
action [4J6]. The contribution of this paper is therefore a proposal and discussion
on the use of structured data formats for FIDO Transaction Confirmation.

The remainder of this paper is structured as follows. In Section [2] some back-
ground on FIDO Transaction Confirmation is provided. Our proposed enhance-
ment for the FIDO transaction extension is described in Section Bl Section [4]
discusses advantages and disadvantages of our approach. Finally, in Section
our findings are concluded and suggestions on future work are given.
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2 FIDO Transaction Confirmation
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Fig. 1. Transaction Confirmation flow diagram showing the different processing steps.

The FIDO UAF and FIDO2/WebAuthn protocols are based on a challenge-
response protocol, where an authenticator, e.g., a smartphone, hardware token
or platform authenticator, registers with a public-key against a relying party.
For authentication, the authenticator needs to sign a random challenge to proof
possession of the corresponding private key.

Transaction Confirmation as an extension of these protocols seeks for “a
standardized and secure way of gathering explicit user consent for a specific
action” [2]. Consent is based on the user’s interaction with the respective au-
thenticator to confirm that he has seen and approved the transaction message.
This allows to use FIDO authenticators for carrying out bank transactions, on-
line purchases, granting access to certain information, and more.

Fig. [I] gives an overview on how a transaction is processed with the FIDO
protocols. The relying party sends a FIDO assertion request to the client, which
contains a human-readable representation of a transaction in form of a simple
text. The user confirms the transaction by interacting with the authenticator.
Afterwards the authenticator creates the assertion response along with the signa-
ture created with the corresponding private key. The assertion response is then
returned via the client application to the relying party, which finally verifies the
signature and executes the requested transaction [5].

3 Structured Data for Transactions

Instead of just plain text, we propose to use a machine-readable representation
of a transaction that is converted into a human-readable text by the client or
authenticator. One common data format for structuring data is the Extensi-
ble Markup Language (XML), which is typically defined and validated using
the XML Schema Definition (XSD) language. Also, there are respective W3C
standards for signature generation and encryption.

The data formats used in the FIDO protocols are JavaScript Object Nota-
tion (JSON) and its binary counterpart Concise Binary Object Representation
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"type": "purchase",
"value": 1000.00,
" "currency": "usb",
Consent to pay $1000 to company X > "datetime": "2021-01-01 15:00",
for purchasing product Y "customer": {"id": "123456", "name": "John Doe"},

"retailer": {"id": "123456", "name": "company x"},
"product": {"id": "123456", "name": "product y"}

Fig. 2. Example transaction as plain text and structured data.

(CBOR). FIDO extensions are expected to be in the CBOR format. Thus, we
consider this data format to be most suitable for transaction data structures
as well. Similar to XSD, there already exists the Concise Data Definition Lan-
guage (CDDL) which analogously enables the definition and validation of CBOR
objects. Signatures, message authentication and encryption are standardized in
the CBOR Object Signing and Encryption (COSE) protocol. In Fig. |2 on the
left hand-side, an example mentioned in [2] is shown. With our approach this
can be replaced by a semi-structured representation like presented on the right-
hand side. Some information like identifiers and time were added, showing how
transactions could easily be extended with relevant information. Also, validation
and limitations on each of the attributes could be applied by the authenticator.
Further aspects are discussed in the following section.

4 Discussion

Semi-structured data formats like XML, JSON or CBOR provide properties, e.g.,
well-formedness and being self-describing with clear semantics [§]. This avoids
ambiguities from unclear formulations, which is common for plain text. Further,
for more complex types of transactions it might be useful to display only relevant
parts to the user before signing. This can be realized more easily with structured
data, if these parts are separate attributes inside the data structure, e.g., an
account number inside a bank transaction. Also, structured data is machine-
readable, which allows to define policies for certain attributes. These can be
provided as CDDL schemas by the relying party during registration, which are
then used by the client application or the authenticator for validation.

FIDO transactions may be manipulated or eavesdropped through XSS or
malware on the client. Therefore it is reasonable to let the relying party sign [9]
and encrypt the transaction data. If the CBOR format is used for transactions,
the COSE protocol can provide a standardized way for ensuring both integrity
and confidentiality on both ends.

An obvious disadvantage of using data structures for FIDO transactions are
the complexity and its data overhead. This may especially be problematic for
hardware tokens with limited computation and storage resources. The authen-
ticator would need to perform CDDL schema validation. Ideally, it should also
support the COSE signature validation and decryption. Increased latency may be
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acceptable, since registration and normal authentication would not be affected.
In case it does not work on hardware tokens, the validation can be outsourced
to the client application, however, reducing the security gain.

5 Conclusion and Future Work

The FIDO protocols are a promising step towards more secure authentication
and a potential replacement for passwords. Transaction Confirmation is a good
example of how these protocols support use cases beyond that. This paper ad-
dresses some shortcomings of this extension and proposes to use structured data
instead of plain text. As discussed, our approach provides many opportunities,
such as allowing an authenticator to validate transactions against policies and
using standardized ways to ensure integrity and confidentiality.

In future work, we are planning to test the approach for different applications
and different types of authenticators, to analyze different attack scenarios and to
evaluate the application of CDDL schemas and COSE signature and encryption.
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