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Sharing d

& DataverseNO

e 147,000 Datasets
e 38.2 Million downloads

e Social Sciences 30,300
(21%)

* Medicine, Health and
Life Sciences 7,420
(5.1%)

https://dataverse.org/metrics

< il

Distributor Name

UiT Open Research Data (676)
NORD Open Research Data (132)
UiB Open Research Data (86)

The Tromse Repository of Language
and Linguistics (55)

NTNU Open Research Data (22)

More...

Subject

Earth and Environmental Sciences
(684)

Physics (501)

Medicine, Health and Life Sciences
(207)

Arts and Humanities (106)

Social Sciences (47)

More...

Keyword Term

ionosphere (405)

aurora (404)

SUN-EARTH INTERACTIONS (403)
ionodata (403)

ionogram (403)

0

ata I1s the norm

# dataverse.no (

Search ~ Deposit

Certified by:

Replication data for: Perinatal exposure to a human relevant mixture of persister
Effects on mammary gland development, ovarian folliculogenesis and liver in CL
N May 28, 2021 - NMBU Open Research Data
Johanson, Silje Modahl, 2021, "Replication data for: Perinatal exposure to
persistent organic pollutants: Effects on mammary gland development, ove
in CD-1 mice.", https://doi.org/10.18710/MSTYOR, DataverseNO, V1

Complete raw data for the results presented in the manuscript Perinatal exposure to a
persistent organic pollutants: Effects on mammary gland development, ovarian follicul
mice. The ability of persistent organic pollutants (POPs...

Replication data for: Devonian—Carboniferous collapse and segmentation of the
Eurekan inversion—overprint and strain partitioning and decoupling along inheritt
faults
N May 28, 2021 - UiT Open Research Data
Koehl, Jean-Baptiste P., 2020, "Replication data for: Devonian-Carboniferc
segmentation of the Billefjorden Trough, and Eurekan inversion-overprint a

decoupling along inherited WNW-ESE-striking faults", https://doi.org/10.1¢
V2

High-resolution versions of the figures and supplements of the Koehl et al. (2020) man
Carboniferous collapse and segmentation of the Billefjorden Trough, and Eurekan inve
partitioning and decoupling along inherited WNW-ESE-stri...

Replication data for "The Billefjorden Fault Zone north of Spitsbergen: A major ti
— May 28, 2021
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Sensitive datasets cannot
be public

e Trust issues [Bongartz et al. 2017]

* Easy to identify individuals [Salerno et al.

2017, Goodman and Meslin 2014]

* Consent revocations (GDPR, GPDPR)

T T
SPORRESKJEMA
Dato for utfylling
Dag mnd ar
Kjente sykdommer:
Ja Nei Usikker
1. Har du hatt angina eller hjerteinfarkt......................... L] ] ]
2. Har du hatt hjerneslag eller drypp......cccovevvvenirneninnnn ] ] ]
3. Har du diabetes mellitus (sukkersyke)...............cc....... ] i ]
Kun diett Insulin

Hyvis ja: navaerende behandling.........ccovvvviiiiiiiiiniinnnn

Diagnosedr:

Reoyking:
Har du noen gang vert daglig zey
Har du noen gang vart4 3
Har du noen gagg¥
[[] Jeg ha (aldh

Hvis du er ‘

Alder ved roy! 2 Alder i 4r
Alder ved siste ‘ ‘ 1 . Alder i ar
Ll b B RO S A R NG E R R e I L L | Ar
Antall sigaretter (cller tilsvarende) perdag:......ccovvvviiviiiiiniinininininan, Antall

1 sigar = 4 sigaretter, 1 sigarillo =2 sigaretter, | pipe = 2,5 sigaretter

Familieanamnese:
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Opinions change

B Not Concerned @ Somewhat Concerned B Very Concerned Family

Allegies
Fans
Nationality
Financial Status 26 % 43 Y%
Health Status 36 % 36 %
Identity 30 % 50 %
—— Images Team Doctor

0 % 25 % 50 % 75 % 100 %  ~° Time

-------- Location

Rriends

% of Responses

Sharma, Aakash, et al. "Privacy Perceptions and Concerns in Image-Based Dietary Assessment Systems: Questionnaire-Based Study."
JMIR Human Factors 7.4 (2020): e19085.
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A project’s lifecycle

Proposal Approval Collection Analysis Dissemination
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A project’s lifecycle Is non-
trivial

Proposal Approval Collectio 'naton

We need system support for dynamic security policies
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Sensitive data leads to silos

Tension between
e Open research (Dataverse)

> Decentralized research model

» Operate on institutional infrastructure
* Privacy risks

> Projects operate in silos

» Shared computational infrastructure (trusted by all parties, TSD)

https://www.uio.no/english/services/it/research/sensitive-data/
Dataverse Community Meeting 2021



Compliant sharing with
Lohpi

PROJECT 222

PROTOCOL L

APPROVAL

ETHICS
COMMITTEE

A distributed metadata layer i-------------mT\my/fmmmmmommmmeoy
that enables compliant data | |

sharing. o, o
s0e9
A dataset’s security policy can

be updated in near real- | L :
time. 1 :.

ANALYSIS
$

o

LOH P I © RESEARCHER
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Lohpi workflow

fish /home/thomas/dataverse

init |

> Integrates with existing
authentication services
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workflow

Il fish /home/Rhomas/dataverse

dataverse $ init

Initialized Lohpi directory
verse $ login

Login link @

https://login.microsoftonline.com/c628abe3-0fel-4381-bcc0®-4721d43879

73/oauth2/v2.0/authorize?&state=12345&client_1d=14e351f7-5500-4345-b

ael-3f308cfade90&response_mode=query&response_type=code&scope=https% LN =FlellleR I Ne I\ E )2

BA%2F%2Fgraph.microsoft.com¥2FUser.read%20&redirect_uri=http%3A%2F%2 .

Flocalhost%3A5000%2FgetAToken&prompt=select account&code challenge=1 datasets (d|SC0V9rY)

qaz2wsx3edc4rfv5tgbéyhn1234567890qwertyuiop&code _challenge _method=pl

"Identifiers": [
"Data.bin",
"Fish Dataset.zip",
]
}

- s
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Lohpi workflow

17 fish /home/thomas/dataverse

dataverse $ checkout notMNIST.zip
nauthorized: 401 Unauthorized

Y |

» Seamless data checkouts
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Lohpi workflow

fish /home/thomas/dataverse

Vv S checkout notMNIST.zip
nauthortzed 401 Unauthortzed

ataverse $ checkout notHHZST.zip
Downloading "notMNIST.zip".
Success! Location: notMNIST 21p

verse $ comply notMNIST.zip
uataset checkout is compllant

Y |

> Up-to-date data security
policies
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Lohpi architecture

Compliance checks Analysis
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Sharma, Aakash, et al. "Up-to-the-minute Privacy Policies via gossips in Participatory Epidemiological Studies." Frontiers in big Data 4
(2021).

Dataverse Community Meeting 2021



Secure dissemination with
gossips

POLICY O
STORE ®

Jenkins, Kate, Ken Hopkinson, and Ken Birman. "A gossip protocol for subgroup multicast." Proceedings 21st International Conference on
Distributed Computing Systems Workshops. IEEE, 2001.

Johansen, H. D., Renesse, R. V., Vigfusson, Y., & Johansen, D. (2015). Fireflies: A secure and scalable membership and gossip service. ACM

Transactions on Computer Systems (TOCS), 33(2), 1-32.
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Remove bottleneck

DIRECT MESSAGING GOSSIPING
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Scalability

DIRECT MESSAGING GOSSIPING
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What’s in a gossip?

MessagelD ad528370

- Signature Algorithm SHA-256 ECDSA
Signature 71 bytes: 30 45 02 20 7E 3C 48 DA B9 A5
BO 2F 5A 31 EC C4 25 6B 04 ...

Index version 1.0

Index Policy ID#1 (0f5fbb8&f, 2.23)
Policy ID#2 (c5bdaf2f, 2.5)
Policy ID#3 (bd9a29dd, 1.3)

Policy (Of5fbb8f,

{
Location code: EU-NO,

Authority: REK-NOR-8392,
Intents: research-only...

}...
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Ongoing work

Low-code policy language
Compliance (formal proofs)

Policy enforcement (Intel SGX, FUSE)
Cloud-based service for clients

Host sensitive datasets (Sports, Fisheries Crime)
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Conclusion

Lohpi

e A distributed infrastructure to support compliant data
sharing and analytics.

e Scalable across multiple ethics committees.

e Cloud-based or local infrastructure.
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