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ABSTRACT

Organizations are exposed to several types of risks, such as environmental, legal, operational,
financial, and technological; that are subjected to epistemic uncertainty. In this context, a
contemporary issue is how to deal with accidents, with greater difficulty in understanding the
sociotechnical system, due to its complex and dynamic characteristics, in an attempt to
prevent accidents based on components’ behavior. Although, for most complex systems and
projects, a record of the exposure to hazards is incomplete or nonexistent, especially when it
is highly innovative. This study developed a risk analysis framework for complex aerospace
research projects by integrating different methods: problem structuring, safety control action
analysis, and prioritization of results. Three methods are proposed: (1) Soft Systems
Methodology (SSM) for initial review and understanding of the problem situation, and
preliminary identification of hazards and losses; (2) Systems-Theoretic Process Analysis
(STPA), to identify Unsafe Control Actions (UCAs) and their causal scenarios; and (3),
Preferences Sorting Technique by Similarity to Ideal Solution (TOPSIS Fuzzy) for
prioritization of the UCAs and mitigating causal scenarios. This proposal was applied to the
Liquid Propulsion Injection Systems Laboratory (CEPROS), and, through the SSM, 7 hazards
and 4 losses were found. On the other hand, the STPA method found 15 loops with 48 UCAs
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and 106 causal scenarios. In the end, it is recommended that the Decision Maker establishes a
cut-off criterion, that is, a Hierarchy of Management and Control of the identified UCAs. The
proposed methods follow the line of sociotechnical systems, considering the difficulty of the
decision-maker for risk analysis in aerospace research projects. Thus, this work presents a
structure of different methods covering the entire risk management process, increasing the
difficulty in fulfilling the mission due to the level of complexity of the project, and

supporting strategies for coordinated decision-making.
Keywords: Risk analysis; Complex problem; Problem structuring.
1. INTRODUCTION

Organizations are exposed to several types of risks, such as environmental, legal,
operational, financial, and technological; that are subjected to epistemic uncertainty, present
mainly in projects with complex characteristics (multiple decision-makers, multiple
perspectives). For those projects, a holistic initial risk analysis is essential. Although, for
most complex systems, data of exposure to hazards is incomplete or non-existent due to its

innovative character.

In this context, a contemporary issue is how to understand the sociotechnical system
with complex and dynamic characteristics to better deal with hazards, in an attempt to
prevent accidents. An essential problem in modeling complex sociotechnical systems as a
chain of events is that the dependencies (interactions) between components are not
adequately considered. These interactions can be multiple, non-linear, and simultaneous.
Thus, in the analysis of the systemic model, with a complex and dynamic context, we seek to
explain the variability and resonance of activities, with an emphasis on preventive actions

that consider the ability to adapt to the organizational pressures (Carbognin, 2017).

According to ISO 31000 (ABNT, 2018), a standard guide, the risk management
process has three phases: Definition of scope, context, and criteria; Risk assessment process;
and Risk treatment. In these phases, the decision-maker responsible for a project has to select

a method, or methods, to mitigate incidents.

In the study of risk analysis methods, since the 1931 Heinrich’s Domino Theory,
researchers consider that accidents occur from multiple variables, receiving significant
developments. Within this concept, new methods emerged incorporating systemic thinking

with a qualitative analysis, such as Accimap by Jens Rasmussen (1997), Functional
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Resonance Analysis Method (FRAM) by Erik Hollnagel (2004), and Systems-Theoretic
Accident Model and Processes (STAMP) by Nancy Leveson (2004).

In this study, we evaluated which methods would serve to identify a higher number of
potential causes to prevent accidents in complex systems. STAMP and its derivative
technique for hazard analysis, the Systems-Theoretic Process Analysis (STPA), received
considerable notoriety. The STPA is based on the evaluation of the interactions between the
controllers and controlled processes, not limited to the analysis of possible failures of a
component or operators’ errors. In contrast with other hazard identification methods, STPA
aims to map control actions to derive more hazardous scenarios and identify more causal
factors, being recommended for software development projects, system design, and analysis

of human behavior (Leveson, 2011).

Although, STPA, does not reveal which method could be used initially to identify the
hazards and losses, and how to prioritize mitigating measures. This, from a management

point of view, makes implementation more difficult.

Thus, as a starting point for structuring a complex problem, an exploratory method
that allows the researcher to better understand the problem under analysis is essential. In this
article, Problem Structuring Methods (PSM) are used to support the understanding of
problematic situations, the identification of hazards and losses, and identification of relevant
systems that would need intervention. Soft Systems Methodology (SSM) was selected
because, since its inception, it was proposed in the administrative area for a preliminary

understanding of the problematic situations with a systemic view.

This first analysis, based on the SSM, allows a better application of the STPA.
However, there was still a lack of a method for prioritizing defenses. In this phase, Multiple-
Criteria Decision Method (MCDM) was used for prioritization according to criteria and
weights defined by the researcher. Among MCDMs, it is proposed the use of the TOPSIS
Fuzzy method, which is useful for a treat the epistemic uncertainty. That is, there is no

specific method or historical data, thus requiring a qualitative analysis.

Also, the TOPSIS method itself aggregates data, providing group decision analysis. In
this way, multiple alternatives are analyzed according to the selected criteria. By the Fuzzy
method, the intrinsic uncertainty in the decision is considered (initially using linguistic

variables to explain the alternative, and then the numerical transformation of the results is
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made). According to Sodhi and Tadinada (2012), the classification of alternatives is
considered when it is closest to the Fuzzy Positive Ideal Solution (FPIS) and the furthest
away from the Fuzzy Negative Ideal Solution (FNIS).

Therefore, at the end of this article, we propose a risk management structure for
complex aerospace research projects to integrate different risk management methods in order

to structure the problem, identify hazards, and prioritize defenses.
2. MATERIAL AND METHODS

According to the Project Management Institute (PMI, 2013), project risk originates
from intrinsic uncertainty, in which organizations and stakeholders are willing to accept at

different levels, and seeks to reduce the probability and impact of events adverse.

Risk analysis standards are useful for understanding the analysis process and
responsibilities, from general definitions to operations for an organization, such as 1SO
31000, NR-9, NR-13, among others.

Although standards exist to maintain a higher level of safety during operations, these
are often considered to be general, open to many interpretations. An important contemporary
issue for analysts and risk managers is how to deal with accidents (or more broadly,
"unintended consequences”) in complex systems, such as electrical, mechanical, biological,
computational, economic, or political. Such complex systems are affected by generalized
uncertainty, which can lead to surprising behavior during their operation (Bjerga, Aven &
Zio, 2016).

According to 1SO 31000 (ABNT, 2018), risk is the uncertainty in the objectives, and
risk prevention seeks to mitigate or control adverse events. Besides, risk analysis is the
process of understanding its nature and determining its level, as well as the necessary
treatment, for example, removing the source of risk, changing the probability and

consequences.

As shown in Figure 1, there is a risk management process, from the definition of the

scope to the treatment of risks.
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Figure 1: Risk management process.
Source: ABNT NBR I1SO 31000 (ABNT, 2018).

In the study of risk prevention and accident investigation methods, most of them fell
in a sequential and deterministic chain of events. In which, the causality of the accident is
described as a chain of failure events and human errors that lead to the event with real loss.
Among them: FMEA (Failure Mode and Effects Analysis), FMECA (Failure Modes, Effects
and Criticality Analysis), FTA (Fault Tree Analysis), ETA (Event Tree Analysis), HAZOP
(Hazard and Operability study), and Cause and Consequence Analysis. Such models are
limited in their ability to deal with complex system accidents (resulting from interactions
between components and not just individual failures), software-related accidents, highly
complex human decision-making, or migration of the system to an accident over time
(Leveson, 2013). Within this concept, new methods have emerged that incorporate systemic
thinking; the most cited are Accimap, STPA, and FRAM (Carbognin, 2017).

Table 1 highlights some differences identified between those methods and the
criteria for selecting one of them. It is possible to observe that no method covers the entire

risk management process, but the STPA method came closer to the defined premises.

Table 1: Comparison of methods for the risk management process.
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Risk matrix X X
FTA X X X

ETA X X X

Accimap X X X X

STPA X X X X X
FRAM X X X X

In this sense, the STPA method stood out in meeting the most considerable number
of premises for complex sociotechnical systems, especially due to the need to identify and
establish control actions to prevent hazards and losses (before denominated accidents).
However, it was noted the lack of a method for initial context analyses and the necessity of

results' prioritization.
21. SSM

The methods of Soft Operational Research have come to be known as PSM and
developed independently from the mid-1960s onwards. These innovations accompanied an
expanded criticism of traditional or Hard Operational Research (Mingers & Rosenhead, 2004;
Rosenhead & Mingers, 2001). The difference between Hard Operational Research and Soft
Operational Research is that the first one considers the existence of very well defined
problems, in the world itself, while the second shifts the idea of a problem to the perception

of the observer in its process of investigating the world (Ensslin, 2002).

To understand complex problems, the PSMs are essential, and according to Mingers
and Rosenhead (2004), they have a feature by multiple actors, multiple perspectives,
challenging to measure and conflicting interests, intangible importance, and critical

uncertainties.

Besides, Mingers and Rosenhead (2004) affirm that the most well-known PSMs
methods are: Strategic Options Development and Analysis (SODA), Strategic Choice
Approach (SCA), and SSM. Although, there are other methods, such as Robustness Analysis,
Drama Theory, Viable Systems Model (VSM), and System Dynamics (SD).

Of these, SSM gained greater prominence in the 1980s, according to Water, Schinkel
and Rozier (2007), to initiate a debate to create a shared vision and understanding of the
context of the problematic situation and creating a consensus. In comparison to Delphi,
Brainstorm, SCA, SODA, and others that support the formation of this consensus, SSM is

mainly focused on solving the question “what” (and perhaps “why”) and not on the issue
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SSM was developed in the period from 1969 to 1972, by Peter Checkland at
Lancaster University (Simonsen, 1994). SSM delivers the tools to create a framework of
scientific premises and knowledge through an investigation process, that constitutes a starting

point on how to look at the problematic situation. In this way, it makes possible the scientific

criticism of the framework within the issue (Hanafizadeh & Mehrabioun, 2018).
22. STPA

Even in simple situations, risk coordination is necessary. For example, when
multiple individuals are controlling the same process, it can result in two types of unsafe
interactions: (1) both controllers assume that the other is carrying out control responsibilities
and, as a result, nobody does this or (2) the controllers provide conflicting control actions,

with unwanted side effects (Leveson, 2011).

According to Rasmussen (1997), more than finding the causes, it is necessary to find
the deep reasons that can lead to the accident. Eventually, any task presents many degrees of
freedom to the actors, being essential to approach the requirements analysis and evaluation of

the system for the management of behaviors and operations.

The STPA is used to prevent losses. It is based on the STAMP model, which was
created to explore the connection between Systems Safety and Systems Engineering.

Like traditional methods, the STPA seeks to identify scenarios that lead to hazards,
aiming to mitigate them or to control losses. The significant difference of this method comes
from the identification of hazards considering not only the failure of a component or operator

but the existing hierarchical relationship seen from different perspectives (Leveson, 2004).

According to Bjerga, Aven and Zio (2016), the variation is often referred to as
stochastic uncertainty. The authors discuss the feasibility of using probability in complex
socio-technical systems. In the method FRAM, according to Hollnagel (2004), fail
probability can be complementary data. Meanwhile, in the STPA, Leveson (2004, 2015), in
dynamic systems doesn't make sense to talk about probability because the environment and

behavior of operations are in constants change.

Thus, both FRAM and STPA methods produce a potential listing of causal scenarios
that provide better results than the classic sequential methods. However, these methods are
approaches with a focus on qualitative modeling and description of the system's behavior,

giving due attention to dependencies, but without considering, in the end, the uncertainty and
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probability of occurrence. According to Bjerga, Aven, and Zio (2016), this phase is essential
for prioritization. However, there is difficulty in defining the probability in specific models
and components, as unique cases of new technologies without a history of data or

performance of human variability.
2.3. TOPSIS Fuzzy

A proposal to the gap of prioritization of the actions identified in STPA, and to
complete the framework, is the use of MCDM methods have several advantages, such as,
allowing the criteria that influenced the decision to be explicitly considered; facilitate the
monitoring and visualization of the stages of the process; allow to assess the contribution of
each criterion in an isolated and aggregated way conducting to the result of the decision;
facilitate the discussion of divergent perspectives of the interest groups and increase the
understanding of the elaborated recommendations (Campolina, Soarez, Amaral, & Abe,
2017; Figueira, Greco, & Ehrgott, 2016).

However, the selection of a multicriteria decision model depends on the
characteristics and objective of the problem under analysis. Each method can be classified
depending on elements such as the type of data or the number of decision-makers involved in
the decision process (Costa, 2012). Table 2 presents the MCDM in three categories and it can
be observed that TOPSIS is categorized as a support method for the choice and prioritization

of alternatives.

Table 2: MCDM problems and methods.

. Prioritization Classification
Choice problems
problems problems

1 AHP AHP AHPSort
2 ANP ANP UTADIS
3 MAUT/UTA MAUT/UTA FlowSort
4 MACBETH MACBETH ELECTRE-tri
5 PROMETHEE PROMETHEE
6 ELECTRE I ELECTRE Il
7 TOPSIS TOPSIS
8 GOAL PROGRAMMING DEA
9 DEA

Source: Adapted from Ishizaka and Nemery (2013).

The TOPSIS method was proposed by Hwang and Yoon, in 1981, as a method of
multicriteria decision support and it is used to order alternatives based on preferences that
lead to an ideal solution. Since the solution called the positive ideal is one that maximizes the
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benefit criteria and minimizes the cost criteria, the negative ideal solution represents the other

way around (Hwang & Yoon, 1981, Picanco et al., 2017).

Two widely explored techniques of the MCDM methods are TOPSIS (Hwang &
Yoon, 1981) and TOPSIS Fuzzy (Chen, 2000), the latter being an adapted version of the
former. Unlike comparative approaches such as AHP (Analytic Hierarchy Process), ANP
(Analytic Network Process), AHP Fuzzy, ANP Fuzzy, the TOPSIS, and TOPSIS Fuzzy
methods allow the adoption of an unlimited number of criteria to evaluate an unlimited
number of alternatives. Besides, even in comparison to other methods, the simplicity of the
mathematical procedures of both contributes to easy analysis and application (Lima Junior &
Carpinetti, 2015).

Although these two methods have been developed based on the same principle of
proximity to the ideal positive solution, they differ concerning the logic that underlies their
mathematical procedures. While TOPSIS uses absolute numerical values in crisp format, and
these are manipulated through calculations based on classical logic (or Aristotelian logic), the
TOPSIS Fuzzy method incorporates Fuzzy logic to perform algebraic operations with
numerical interval values, using together linguistic elements. Because of this, the TOPSIS
Fuzzy method is considered an easier model, the process of data collection, the computational
effort required, and even the final decisions provided for the same problem (Sodhi & T.,
2012).

Fuzzy logic is a tool capable of capturing vague information, in general, described in
natural language and converting it to a numerical format that is easy to manipulate. For that,
linguistic variables, whose values are called Fuzzy sets, can be sentences and described when
a preliminary language is specified, using proper terms (low, medium, high), logical
connectives (non-negative, connectives and/or), modifiers (very, little) and delimiters (as
parentheses) (Chenci, Rignel, & Lucas, 2011).

The following are the relevant conceptual definitions for understanding the TOPSIS

Fuzzy method:

A Fuzzy set in d in a universe of speech is X is characterized by a function that p (x)
that maps each element x in X to a real number in the range [0, 1]. The value of the function
i, (x) is called the degree of membership of x in @. The closer the value of g, (x) to the unit,

the higher the degree of association of x in a (Sodhi & T., 2012).
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According to Kore, Ravi, and Patil (2017), a Fuzzy triangular number is expressed as

atripleta = (al, a2, a3), represented in Figure 2.

Halx)

1

ﬁ- ﬁ: ﬁ; X

Figure 2: Fuzzy triangular system.
Source: Kore, Ravi and Patil (2017).

Being that:
o a2 gives the maximum degree of u, with g, = 1
o al gives the minimum degree of pt, with iz, =0
o al and a3 are the lower and upper limits of the area available for

assessment or support data.

The membership function ., (x) of the triangular Fuzzy number d is given as Eq. 1.

a—a

ifa<x=<bh
—ia

M) =9 = psx<ce (D)

0 Otherwise

=

3. FRAMEWORK

Thus, a study on the integration of methods for risk analysis in complex systems was
carried out, featuring a separate proposal in three phases, the first related to the approach to
the description of the system as a whole, the second phase, the analysis of UCAs, and the

third phase, the prioritization of UCAs.

This approach emerged in the study of methods considering systemic thinking, in
which the STPA method was highlighted for the analysis of unsafe action and the
identification of scenarios in different loops and levels of complex systems. And, this
framework propose was developed to support decision-making in complex aerospace

research projects, considering the prevention of accidents through the application of defenses.
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As shown in Figure 3, for each phase of the risk analysis process, a support method is
suggested, Table 3 reveals the expected results.

Risk management process

Scope, context, SSM I
3 W e SSM |
8 - STPA
-g _— e - I
8 TOPSIS
2 Risk FuZZ
g agsessment o _Y_I

Risk treatment

Figure 3: Risk management process and proposed methods.
Source: Adapted from ABNT NBR 1SO 31000 (2018).

Table 3: Expected results for each method.
Scope SSM: Holistic view and consensus among the main actors in understanding the
identification,a | problematic situation; identification of the relevant systems with their respective
preliminary list of | CATWOE and Root Definition (revealing the Transformations, what needs to be

hazards and intermediated in the system, main actors, restrictions, and world view); Preliminary
accidents identification of hazards and accident.

Hazards and STPA: Assembly of a Control Structure (with the hierarchical representation of the
accidents system's actors); Identification and analysis of control actions, with respective causal

identification scenarios and defenses.

TOPSIS Fuzzy: Establishment of criteria; Analysis of epistemic uncertainty; Data
aggregation as it is a group decision; Prioritization of Unsafe Control Actions (UCAS);
Validation of defenses.

Risk analysis and
assessment

The framework propose is illustrated in Figure 4, it highlights the phases and stages
proposed based on the methods.

Phase 1 - Problem Structuring

Analyse and represent
the problem (Rich
Figure)

Hazards and accidents Analyse how to model
identification LR AT the system

Phase 2 - Analysis of UCAs

Control Structure |dentification of UCAS Identification of causal Definition of defenses

Modeling scenarios
Defining criteria for scoring aggregation R Analysis and validation
evaluating UCAs and normalization Prioritization of UCAs of defenses

Figure 4: Framework proposes.
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In addition, the risk treatment phase of ISO 31000 would be in charge of the project

manager, after all the risk management analysis, for the implementation of the defenses.

Furthermore, this structure needs to be revised when inconsistency is noted in some
phase of the application, as well as between one phase and another. In the end, one should
also be aware that the context analysis occurs at a given moment, that is, the systemic
analysis needs to be revised in the event of considerable changes (such as the structure of the
analyzed organization or project, for example), aiming to be true to reality and preserve the

validity of the results.
3.1. Phase 1 - Problem Structuring

The SSM s structured in 7 (seven) stages, as shown in Figure 5. In this article, the
context analysis of the problem was sought, which was achieved in the first three stages of
this methodology, then the theoretical phases and results will be presented, based on several
materials (Bellini, Rech, & Borenstein, 2004; Checkland, 2000; Curo & Belderrain, 2010;
Heyer, 2004; Parrilla, Aradjo Junior, Belderrain, Bergiante, & Belderrain, 2018).

(7) Take action to

(1) Enter situation improve the
considen.ad problem situation \ (6) Define possible
problematical changes which are

i both feasible and

desirable

(5) Compare

(2) Express the models with real-

problem word actions (4

ituati with 2)

stuation > Real world

(3) Formulate root (4) Build conceptual Systems Thinking
definitions of relevant N models of the about the real world

systems of purposeful " | systems named in the
activity root definitions

7

Figure 5: SSM processes.
Source: Adapted from Mingers and Rosenhead (2001).

It is important to note that other steps of the SSM were covered by the STPA method,

like the hazards and losses that are re-evaluated and related to the unsafe control actions of

the system.
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3.1.1. Stage 1: Analyse and represent the problem (Rich Figure).

In this proposed stage, the first two steps of SSM are used, “Enter situation

considered problematical” and “Express the problem situation”.

These two stages involve deeply the problematic situation and identifying people
(actors), culture and norms, through interviews and discussions, observations, brainstorming,

and “Rich Figures”.

Rich Figures are an ideal starting point for dealing with disordered situations,
seeking to capture everything that is intended to know about the disordered situation without
imposing any structure or analysis, launching an "uncovered"” image. It portrays all the factors
involved, ideas, people, structures, the whole situation analyzed. Besides, subjective elements
can be represented, such as characteristics, feelings, conflicts, and prejudices (literally "pre-
judgments™) (Armson, 2011).

3.1.2. Stage 2: Hazards and losses identification.

Thus, first, research and interviews can be carried out to identify the problematic
situation, and later Rich Figures are used to express the different elements pointed out by the

main actors, finally listing the hazards and losses of the system.
3.1.3. Stage 3: CATWOE identification.

This stage is fundamental in SSM; it is about “Formulate root definitions of relevant

systems of purposeful activity” (table 4).

Table 4: CATWOE of the Relevant System 1: Personnel exposure to risks in the CEPROS

Laboratory.
CLIENT Students and researchers are working on the Project in Laboratory.
ACTORS Teachers, technicians, students (undergraduate and graduate),

Aeronautics Institute of Technology (ITA) Work Security.
Other actors: Financier, Ministry of Science, Technology, Innovations,
and Communications (MCTIC), Suppliers of pressurized tanks.

TRANSFORMATION High exposure to risks in the Laboratory. — Low exposure to risks
in the Laboratory.
WELTANSCHAUUNG University laboratories are work environments whose objectives are

focused on teaching and research. Thus, the safety approach under
the aspects of the law, rules, and procedures contributes to the
awareness of teachers and students about preventive practice.
OWNER Command of Aeronautics and Rectory of ITA.
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ENVIRONMENTAL - Total financial resources made available by FINEP.
CONSTRAINTS - Alignment of the activities schedule, consisting of the purchase of
equipment, hiring of technicians, structuring, and planning of activities,
tests, and treatment of results.

- Safety plan for the operation, to mitigate risks, train personnel, and
meet technical standards.

Root definition: A system that serves students and researchers; operated by professors, technicians,
students (undergraduate and graduate) and ITA's job security; from high to low exposure to laboratory
risks; due to the safety approach under the aspects of the law, rules, and procedures that contribute to the
awareness of teachers and students; belonging to the Command of Aeronautics and Rectory of ITA; and
operates in compliance with the total financial resources, alignment of the activity schedule and safety
plan for the operation.

After drawing the Rich Figures, to define the relevant systems within the Systemic
Thinking, the Root Definitions are identified. It is a sentence that describes the ideal system:
the proposal, who is involved, who is interested, who it will be, or even be likely to be
affected. In other words, root definition means saying what should be done, how it should be
done, and why it should be done.

To construct the Root Definitions, the mnemonic acronym CATWOE is used

(definition of each element):
e Customer or client: Who are the customers, victims, or beneficiaries?
e Actors: Who are the actors, protagonists, or participants in the system?

e Transformation process: What is transformed by this system (conversion of an input

and an output)?

e Weltanschauung (Worldview): What view (perception) of the world covering up the

system?
e Owner: Who owns the system (with the power to stop it)?

e Environmental Constraints: What are the (external) environmental restrictions allowed

to the system?

These elements are implicit in the Root Definition of the problem. They must be
identified to have a clear definition of the structure, limitations of the system, and the
necessary transformation. Besides, there may be more than one CATWOE, considering the
relevance and distinction of the Relevant Systems.
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3.1.4. Stage 4: Analyse how to model the system.

Group discussions are then used to try to agree on a single applicable root definition
or decide on several to open further considerations. Thus, it ends with a clear consensus of
the entire system, keeping in mind the hierarchical structure of those involved and their

responsibilities, and where intermediation will be necessary.
3.2.  Phase 2 - Analysis of UCAs.

STPA is an approach developed from the STAMP model, in which the main losses
and hazards of the system are preliminarily listed, followed by the design of a Control
Structure using a process control model. Besides, systemic thinking is highlighted, with a

hierarchical relationship of the whole in a top-down analysis.
3.2.1. Stage 1: Control Structure Modeling.

At this stage, steps 1 and 2 of the STPA are implementing. In step 1 of the STPA
method, it is necessary to define the purpose of the analysis, identify hazards, losses and

define system boundary (Leveson & Thomas, 2018).

Once the purpose is defined, step 2 of STPA is to model the Control Structure,
considering the control actions and responses among the components, having: Controller
(who sends the control action, with an algorithm in the case of a machine or a process model
in the case of a person), Controlled Process (receives the control action from the Controller
and executes), Actuator (will be the intermediary between the Controller and the Controlled
Process) and Sensor (after the execution of the ordered action, the Controlled Process sends a

message to the Controller).

Controller

Actuator Sensor

Controlled
process

Figure 6: Loop of the Process Control Model.
Source: Adapted from Leveson (2011).
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Thus, it’s necessary to develop a hierarchical control structure, being an instance of
the more general concept of system theory. The objective is to have defenses to eliminate or
reduce losses (Leveson, 2003). Figure 6 shows a feedback control loop in a simple way; in it,
the controller has requirements assigned to apply to the controlled process, which it does, by
issuing control actions to change the state of the controlled process. For controllers in a safety
control structure, the assigned requirements must ensure that defenses are maintained in the

controlled process (Leveson & Thomas, 2018).
3.2.2. Stage 2: ldentification of UCAs.

The next stage (such the step 3 of the STPA method) is to identify the UCAS, making

the following distinction:

e TYPE 1: A necessary control action for safety is not provided (for example, the air

traffic controller does not issue a warning essential to maintain safe separation);

e TYPE 2: An unsafe control action is provided, and leads to a hazard (for example, an

air traffic controller issues a hazard that the accident has occurred);

e TYPE 3: A potentially safe control action is provided too late, too early, or out of

sequence;

e TYPE 4: A safe control action is interrupted or applied excessively; for example, the
pilot performs the required ascension maneuver, but continues after the flight level is
reached (Leveson, 2011).

3.2.3. Stage 3: Identification of causal scenarios.

This stage (step 4 of STPA) identifies loss scenarios, possible causes to help analyze
unsafe actions. The scenarios can then be used to eliminate some causes or, if it is not
possible or practical, to mitigate. Prevention may involve altering any part of the control
circuit, or the design of the controlled process, such as control actions, projected feedback,

means of communication, among others (Leveson, 2011).
3.2.4. Stage 4: Definition of defenses.

The result of the STPA analysis is a list containing requirements and constraints to
avoid unsafe control actions from occurring. These conditions occur when the operation

becomes unsafe on a certain context. This list of defenses can be given to the decision-maker
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(Bjerga, Aven & Zio, 2016) and used to suggest and measure how to reduce or mitigate

hazards.
3.3. Phase 3 - Prioritization of UCAs.

Following this proposed method integration, the TOPSIS Fuzzy is applied to prioritize
alternatives, which according to Sodhi and Tadinada (2012) and Kore, Ravi, and Patil (2017),

the application stages can be summarized as follows.
3.3.1. Stage 1: Defining criteria for evaluating UCAs.

Considering a group with k decision-makers. The decision-making problem in a fuzzy
multicriteria group can be consistently expressed by the decision matrix D ¥, Eq. 2, with m

alternatives and n criteria.

C; C .. G
Ay xf xfy . xi
ﬁ = J|-l;:| x;{l x;{: e x;{?! (2)
P
x::‘ll _'1':;1: x:;m

In this analysis, the alternatives 4; represent the UCAs, and the criteria C; were
divided into probability, impact, and detectability. This concept is similar to the FMEA
method, which establishes three indexes to score the risk: Occurrence (defines the frequency
of failure); Severity (corresponds to the severity of the failure); and Detection (facility to
detect the fault before it occurs) (Amaral, Amaral, & Nunes, 2010).

3.3.2. Stage 2: Scoring aggregation and normalization.

The linguistic variable is defined by a triangular fuzzy function (with the minimum,
medium, and maximum values). Since k is the number of decision-makers (with
k=12,..,K), the index i the alternative, which in the problem in question are the
(i =UCA,,UCA,,...,UCA,, ) and the index j the evaluation criteria (j = 1,2, ...,n).

The aggregation of the individual matrices of the k decision-makers is obtained by Eq.

3, resulting in the aggregate matrix D for each alternative, Eq. 4.

— min k _ 1 _ <K k _]‘?‘ECU':{ k}
G5 = o xi_;l'}’ bi}'_}{_zk:lxi}'! Cij = k Cij (3)
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D= (ﬂ:}, z_;lJ'cz'_;l'] (4)
The weights of each criterion are assigned, W = (aj*,b/*, c/¥), separated into the

minimum, medium, and maximum. The aggregation of weights, by the k decision-makers to
the criteria, is obtained similarly, by Eq. 5 and can be represented by Eq. 6.

]‘?’EM{ I

i 1
CT,J}. = m:” {ﬂ"i}.}, b’}. = ; ;!:1 b"}., C'l}. = ; c i}'} (5)
W}- = (WP WE’ ""Wuj (6)

From the aggregate matrix D normalization is performed, resulting in matrix T
which is obtained by Eq. 7 and Eq. 8, respectively, for benefit and cost criteria. The elements

of 7.

i Bii Cis max
soo—= 2L ZH T = ..
ri_;l' (r_:- ] '5_,: » E;) C_;u ! {cz} (7)

[

Being ¢; for the criterion of the most significant benefit, that is, the higher, the better.

For example, how greater the detectability of the unsafe action, it’s better.

- a; a; a; - min
o= (k) ay =", ®

c[_l.- b[_l-' R[J-'

And a; is the opposite, that is, if bigger, its worse. For example, the higher the

probability of the occurrence and impact of the unsafe action, the worse it is.

Besides, this method preserves the property of normalization of the fuzzy triangular

numbers, belonging to the scale between 0 and 1.

The aggregated and normalized matrix, ¥;; is weighted by the vector of aggregated

weights, according to Eq. 9.
1“3{.}. = F:‘_;f[')ﬁ;j;r [: U,b”,c” 9)
3.3.3. Stage 3: Prioritization of UCAs.

The determination of FPIS and FNIS is obtained by Eq. 10 and Eq. 11.

FPIS:
AY = (5,57, ....57), wherein: (10)
1'3 = (c,c,c)
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c = ma:x{ } i=12,...m;j =12, ..,n

FNIS:
A™ = (8,5, ..., 77 ), wherein: (11)
1’3}-_ =(a,a,a)
mm{ } nj =12, ..m

Calculation of the Euclidean distance between the UCAs and the FPIS and FNIS. The

Euclidean distance between two fuzzy triangular numbers, ¢ and g, is obtained by Eq. 12.

Being ﬁi_;l = [ﬂ’!b! le ag} = (ﬂ"l.l' b".r c"j.

4, = [Hlla=a)+ b=+ (= )7] 12
The distance from the UCAs to the ideal positive fuzzy point is obtained by Eq. 13.

df= }lb[uu, +)1—12 (13)

Similarly, the distance to the ideal negative fuzzy point is obtained by Eq. 14.

di =Xi-,d, [-_vu,v }z e, MM (14)

As soon, the coefficient of the proximity of the UCAs to the ideal positive fuzzy point

is obtained, according to eg. 15.

- % i =
Cp, el 1,2, ..,m (15)

Being, Cp; € [0,1].
3.3.4. Stage 4: Analysis and validation of defenses.

Thus, with the application of the TOPSIS Fuzzy method, there is the prioritization of
the UCAs and possible validation of the model, with a list of defenses already ordered

according to the UCA:s.
4. RESULTS

Brazil has invested in projects that enable the development and launch of satellites
for different purposes, minimizing the dependence on supplier countries and expanding

national results. The Laboratory of Injection Systems for Liquid Propellants (CEPROS) was
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created in 2012, with the support of researchers from ITA. The Institute for Advanced Studies
(IEAV), the Institute of Aeronautics and Space (IAE), and the National Institute for Space
Research (INPE) created a cooperation network on liquid propulsion, with the objective of

developing a combustion chamber powered by ethanol and cryogenic oxidizer.

In this study, systemic mapping was sought to identify the critical areas for the
proper functioning of the academic laboratory in question, in the standards and legal
requirements. Based on the context of empirical safety analysis of this laboratory and
interviews with the two main professors in charge, the SSM, STPA, and TOPSIS Fuzzy
methods were applied.

4.1. Phase 1 - Structuring the CEPROS Laboratory problem.

Next, following the methodological structure, the proposed steps were applied and the

main results found will be presented.
4.1.1. Stage 1: Analyse and represent the problem (Rich Figure).

The CEPROS Laboratory contains the primary support of professors, students, and
researchers from ITA and searches for information on the behavior of components of a liquid
propellant combustion chamber of rocket engines. In this project, there is a need for studies
on hazard identification, because the professors work in the planning of CEPROS Laboratory

procedures, with attention to safety and reports for proper accountability for the Financier.

Checkland's SSM (1981) mentions the use of a Rich Figure (shown in Figure 7) as the

most common tool, which was assembled based on the interview with the professors.

Support Foundation
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Figure 7: Rich Figure.
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It is possible to observe that the professors, responsible for the laboratory, contribute
to the study of the students, as well as, have to prepare the teaching activities (materials,
presentations, correction of exercises and tests, ...), and are responsible for the laboratory
activities (research procedures, hiring staff, filling in reports, ...). As this is a public-funded
project, the Funder must be regularly accounted for, as he or she evaluates the proposals,
results and authorize financial resources. The Support Foundation provides administration
resources and hires technicians to work in the laboratory, including a Work Safety Technician
who monitors compliance with rules and laws (especially in tests). Similarly, laboratory
activity requires Air Force Command authorization, and all activities are monitored at a high

level.
4.1.2. Stage 2: Hazards and losses identification.

From all these interactions and study, which is reflected in Rich Figure, it is possible
to identify losses (for example, loss of human life and damage of equipment or infrastructure)
and hazards (for example, leaking oxygen in the laboratory and contact with a spark) that is

reflected in Relevant System 1: Personnel exposure to risks in the CEPROS Laboratory.
4.1.3. Stage 3: CATWOE identification.

This stage uses SSM for “Formulate root definitions of relevant systems of purposeful
activity”. This article will present the CATWOE of the transformation “High exposure to

risks in the Laboratory — Low exposure to risks in the Laboratory.”
4.2.  Phase 2 - Analysis of UCAs for the CEPROS Laboratory.

The XSTAMPP software, version 4.7.3, was used to support the application of the
STPA model, an open-source platform for application in the field of safety engineering
(Abdulkhaleq, Wagner & Leveson, 2015).

4.2.1. Stage 1: Control Structure Modeling.

In the beginning, the Control Structure was set up, with the identification of 12 actors
and 15 loops, based on the information previously collected. In Figure 8, the control loop
between Technicians and the Laboratory, in the function of Controller and Controlled

Process, is shown.
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sequence
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Figure 8: Control Structure (developed at the XSTAMPP software).
4.2.2. Stage 2: Identification of UCAs.

One of the first steps of the STPA method is shown in Figure 9, and it is possible to
observe the UCAs of the Control Action “Start the experiment sequence”.

Mot providing causes Providing incerrect causes | Wrong timing or order Stopped too soon or

Control Action

hazard

hazard

causes hazard

Applied too long

Start the
experiment sequence

Ucali

Technician does not
trigger the start of the

Ucal2

Technician triggers the
start of the experiment

Ucald

Technician triggers the
start of the experiment

experiment sequence sequence when he sequence without first
when all machines are notices an error. checking all the
ready. machines.
[H-3] B -1 [H2 calCRINNCE: =
H-3]  [H-4] M3 [H-4
H-5]  [H-6] -5 [H-6]
H-7] H-7]
Ucal3
Add not given UCA Technician triggers the Add wrong timing UCA

Add stopped too soon U

beginning of the

experiment sequence m
when the operation is
interrupted.

3] [H-5] oal
[H-6]

Add given incomectly UC

Figure 9: UCAs of the Control action "Start the experiment sequence” (developed at the
XSTAMPP software).

4.2.3. Stage 3 and 4: Identification of causal scenarios and Definition of defenses

Subsequently, it is possible to identify causal scenarios and measures to improve
system safety, as shown in Figure 10, which took UCA1l as an example. Due to the
"Technician does not trigger the start of the experiment sequence when all machines are

ready", there would hazard and causal scenarios, with possible defenses.
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fermulated

procedures.
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supervision,
Add a new scenaric

Add Unsafe Contrel Action

Add new Causal Factor
Figure 10: Causal scenarios for Control action “Start the experiment sequence” (developed at
the XSTAMPP software).

4.3.  Phase 3 - Prioritization of CEPROS Laboratory UCAs.

Following, from the UCAs identified by the professors (mainly responsible for the
Laboratory), in the loop between Technicians and Combustion chamber for UCAL, the
TOPSIS Fuzzy method was used.

4.3.1. Stage 1: Defining criteria for evaluating UCAs.

In Fuzzy theory, conversion scales are applied to transform linguistic terms into fuzzy
numbers. Thus, the criteria and alternatives can be classified on a scale of 1 to 9, for example,
and the intervals are chosen to have a uniform representation for the Fuzzy triangular

numbers. Table 5 presents the five linguistic classifications used to analyze this problem.

Table 5: Linguistic variables based on the Fuzzy Theory.

FUzzY Evaluation of Alternatives Weights
numbers Probability Impact Detectability
1,13 Very low (E) Very low (E) Very high (A) Very low (VL)
1,3,5 Low (D) Low (D) High (B) Low (L)
3,5,7 Average (C) Average (C) Average (C) Average (AA)
5,79 High (B) High (B) Low (D) High (H)
7,9,9 Very high (A) Very high (A) Very low (E) Very high (VH)

For this work, an interview was carried out with 2 (two) professors of the CEPROS
laboratory for Fuzzy classification and to define the importance weight of each decision-

maker k about alternative i, and criterion j (according to Tables 6 and 7).

For example, for Decision 1 at UCA1, the probability was seen as High (B), impact as
Very High (A), and the detectability as Low (D).
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4.3.2. Stage 2: Scoring aggregation and normalization.

In this phase, for each a;; b;;,¢;;, given the values of Tables 6 and 7 with the
Professors responses, the minimum, average, and maximum general values of each
alternative by criterion, as Eq. 3 and Eq. 4, and for weights Eq. 5 and Eq. 6. According to
Sodhi e Tadinada (2012), in this way a Fuzzy multicriteria problem of Group Decision
Making can be expressed concisely in matrix format (Table 8), the linear scale transformation
is used to transform the alternatives on a comparable scale, resulting in an aggregated Fuzzy

decision matrix.

Table 6: Decision-maker 1.

UCA Probability Impact Detectability
UCAl High (B) Very high (A) Low (D)
Weight w | Very high (VH) | Very high (VH) High (H)

Table 7: Decision-maker 2.
UCA Probability Impact Detectability
UCA1l Very low (E) Very high (A) Average (C)
Weightw | Average (AA) | Very high (VH) | Very high (VH)

Table 8: Aggregate Matrix.
UCA Probabilit Impact Detectability
UCA1l 1 4 |9 7 9 9 3 6 9
Weightw | 3 5 |7 7 9 9 3 5 7
Cost Criterion | Cost Criterion |Benefit Criterion

In this phase, each 7;; is found, where each of the results of the Probability and Impact
criteria in Table 8 is divided by ¢; (this is the overall maximum value) because how greater
the Probability and the Impact, than will be the prioritization; against the Detectability
criterion, each of the results was divided by a; (this is the general minimum value), because

how lower Detectability, than greater will be the degree of prioritization, the results of this

analysis are presented in Table 9.

Thus, ¢; is the benefit criterion, which considers the maximum value found in ¢,

according to Eq. 7.

And, a; is the cost criterion, which considers the minimum value found in a;,

according to Eq. 8.
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Table 9: Normalized Matrix.
UCA Probability Impact Detectability
UCA1 0,11 0,44 1,00 0,78 | 1,00 | 1,00 | 0,11 | 0,17 | 0,33
Weightw | 3 5 7 7 9 9 3 5 7
Cost Criterion Cost Criterion Benefit Criterion

A weighted normalized Fuzzy decision matrix v;; is calculated by multiplying the

weights W of the assessment requirements with a normalized Fuzzy decision matrix ;,

according to Eq. 9 and Table 10.

Table 10. Normalized and Weighted Matrix.

UCA Probability Impact Detectability
UCALl |0,33]2,22]7,00]544]9,00]900]|033]0,83] 233
Cost Criterion Cost Criterion Benefit Criterion

4.3.3. Stage 3: Prioritization of UCAs.

The FPIS and FNIS of the alternatives are defined based on Eg. 10 and Eq. 11.
Among the alternatives (UCASs) for each criterion, in the column with the maximum values,

the one with the highest value is selected (C;). In the column with the minimum values, the

one with the lowest value (4;) is selected. In this way, the minimum and maximum values are
found.

The distance (d;" and d;”) of the weight of each alternative i = 1,2, ..., m of FPIS and
FNIS is computed as Eq. 12. The results are shown in Table 11, and for each UCA, the FPIS
and FNIS are found. As for the Fuzzy triangular distance, let p;; = (a, b, ¢) and g;; = (a’, b,

c'), two Fuzzy triangular numbers find the distance between them, according to Eq. 13 and
Eq. 14.

Table 11: Calculation of FPIS and FNIS distances.

FPIS | FPIS | FPIS | FPIS | FNIS | FNIS | FNIS | FNIS

Criterion UCA | UCA | UCA | UCA | UCA | UCA | UCA | UCA
1 2 3 4 1 2 3 4

Probability | 474 | 525 | 525 | 406 | 400 | 219 | 219 | 424

Impact 205 | 301 [ 301 | 301 [ 427 [ 379 | 379 [ 379

Detectability | 589 | 620 | 489 | 620 | 119 | 065 | 393 | 065

Sum = 1268 1445 | 1314 1327 946 663 | 991 868

In the end, the proximity coefficient Cpi is calculated, which represents the distances
to the positive ideal solution A, and the negative ideal solution A~ simultaneously. The

result of the proximity coefficient for each alternative is calculated by Eqg. 15.
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Table 12 shows the ordering of the UCAs. Since, as the scores of the proximity
coefficients for alternatives are numerical values, they can be used to indicate the degree of

inferiority or superiority of the alternatives among themselves.

Table 12: Cpi Proximity Coefficient.

UCA Cpi Classification
1 0,427 2
2 0,315 4
4 0,395 3
3 0,430 1

4.3.4. Stage 4: Analysis and validation of defenses.

As the STPA method has already been adopted as general defenses, this step is carried

out for final validation. For each UCA, a safety action is possible, as shown in Table 13.

Table 13: List of UCAs and defenses.

UCA Defenses
1 — Technician does not trigger the start of the | Monitoring of the responsible professor in the test
experiment sequence when all machines are ready. operations.
2 - Technicians triggers the start of the experiment | Periodic safety training for Laboratory
sequence when he notices an error. Technicians, and follow the checklist before
starting the activities.
3 - Technician triggers the beginning of the experiment | The teacher in charge should prepare the
sequence when the operation is interrupted. procedures before starting the experiment and
being attentive to details of operation (including
external environments, such as power failure due
to grid maintenance).
4 - Technicians triggers the start of the experiment | Establish a list of safety check-in and activities to
sequence without first checking all the machines. be performed.

In the end, it is recommended that the Decision Maker establishes a cut-off criterion,
that is, a Hierarchy of Management and Control of the identified UCAs. Even though that
those responsible for the actions are already established, on a day-to-day basis, teachers and
laboratory technicians could monitor compliance with defenses and carry out the collection

for more significant benefit to the project.

Thus, the professor responsible for the laboratory and the technicians who monitor
daily activities, based on the priority list of the 48 identified UCAs, could verify compliance
with preventive action, based on the Pareto diagram, for example. According to this method,
80% of the consequences come from 20% of the causes, helping to address nonconformities,
identify points for improvement and define action plans that must be sent first (Pedrosa Filho,
2016). Thus, if the Pareto Diagram concept were adopted, the first 9 UCAs, which represent

20% of the causes of accidents, would be given higher priority.
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TS
5. DISCUSSIONS AND CONCLUSION

The control and prevention of hazards need to be constant, and it is imperative to plan
and take action, through the STPA method it was possible to establish a roadmap for
modeling UCAs in systemic thinking. Nevertheless, this study also addressed the lack of a

method for the initial consensus of the problem and final prioritization of actions.

With the presentation of a structure composed of three phases: Structuring the
Problem (with the identification of the scope, actors, necessary transformation in the system,
hazards, and accidents); Analysis of UCAs (with extensive analysis and assessment of
hazards and accidents, setting up a hierarchical structure, identification of UCAs, causal
scenarios, and defenses) and Prioritization of UCAs (establishment of criteria, analysis of
epistemic uncertainty, aggregation of data when deals with a group decision, prioritization,

and validation of actions to mitigate hazards).

Methods for structuring problems were studied since most of the difficulties pointed
out in research projects were in structuring models, in the planning and in the administration
of the time, costs, and other resources. The selection of the SSM is justified because this
methodology is oriented to systemic thinking. Since its beginning, it was designed for
preliminary analysis and to bring practical value to the administrators, analyzing the changes

that would need to be made in the processes or attitudes.

Besides, to prioritize the results, the TOPSIS Fuzzy method was selected, because
starting from qualitative analysis, supporting innovative projects that do not have a historical
base with probabilities. Also, to enabling the aggregation of data in the own steps for the
group decision and, in the end, prioritization based on criteria and alternatives, which are
closer to the ideal solution, take into account the imprecision of human evaluation in the
process, with the use of linguistic variables and the Fuzzy logic, which supports the

classification alternatives and data integration process.

It is also noteworthy that through the literature review, it was possible to verify which
methods would best achieve the objective. Thus, the proposed methods follow the line of
sociotechnical systems, considering the difficulty of the decision-maker for risk analysis in
aerospace research projects. Therefore, different hazard analysis methods were studied, in
which the STPA method stood out for modeling the system, and identifying UCAs, and
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Finally, the integration of the methods, SSM and TOPSIS Fuzzy provides risk
analysis that fills the gaps of the STPA method, in the identification of hazards and losses or
accidents, addressing the lack of considering risk aspects, that is, incorporating uncertainty

into the process, by combining the criteria extracted from the FMEA and the fuzzy technique.

Thus, the objective of this research was achieved, providing a coordinated structure
for analyzing the context and refining the information available to decision-makers, and

finally prioritizing unsafe actions that could cause more significant damage to the system.
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