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Abstract: Detection of unintentional islanding is critical in microgrids in order to guarantee personal
safety and avoid equipment damage. Most islanding detection techniques are based on monitoring
and detecting abnormalities in magnitudes such as frequency, voltage, current and power. However,
in normal operation, the utility grid has fluctuations in voltage and frequency, and grid codes establish
that local generators must remain connected if deviations from the nominal values do not exceed
the defined thresholds and ramps. This means that islanding detection methods could not detect
islanding if there are fluctuations that do not exceed the grid code requirements, known as the
non-detection zone (NDZ). A survey on the benefits of islanding detection techniques is provided,
showing the advantages and disadvantages of each one. NDZs size of the most common passive
islanding detection methods are calculated and obtained by simulation and compared with the limits
obtained by ENTSO-E and islanding standards in the function of grid codes requirements in order to
compare the effectiveness of different techniques and the suitability of each one.

Keywords: islanding detection methods; non-detection zone; voltage phase jump detection; RoCoF;
grid codes

1. Introduction

Distributed generation resources have become an attractive option to locally generate
energy in small scale microgrids. Most microgrids can work both in grid-connected mode
and in islanded mode, and the change from grid-connected mode to islanded mode can
take place in two ways: intentionally and unintentionally. The first case is applied locally
in the microgrid for maintenance such as live working or economic purposes, and it does
not pose any issue as the plant controller is aware of the situation. However, unintentional
islanding is problematic because it is performed by an external agent and the microgrid
plant controller is not aware of this issue. Then, if the local generators continue injecting
power, the utility grid will continue to be electrified. This situation entails safety issues
because maintenance workers can be at risk of electrocution if they manipulate the utility
grid when it is supposed to be unelectrified. Consequently, a reliable islanding detection
system is very important in every distributed power plant. In addition, unintentional
islanding can affect local stability and the devices of the microgrid. Reconnection from
undetected unintentional islanding can cause inverters and synchronous generators to be
out of voltage, frequency and synchronism, being at risk of damage when reconnection
occurs. Interconnection codes establish that distributed power plants must incorporate
islanding detection and the necessary circuits and actuators to disconnect the generation
systems in a limited period of time after an unintentional islanding occurs [1]. These
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methods can be compatible with all earthing systems, and they are independent of other
grid protections.

A wide range of works regarding unintentional islanding detection in distributed
generation microgrids can be found in the literature. Reference [2] classifies and evaluates
the most relevant methods in three categories, whereas [3,4] give a more technical overview
of some passive and active methods, respectively. References [5,6] also classify and describe
the most relevant methods. Paper [7] includes a catalogue of islanding methods and a
research regarding their behavior according to the principle of detection, i.e., the physical
magnitude that is monitored (frequency, harmonics, impedance, power variation, etc.).
Reference [8] is another survey about islanding detection in microgrids which also includes
the classification of techniques and a description of the most relevant methods. In paper [9],
a review of islanding detection methods is shown, and a new technique is presented.

Reference [10] contains, apart from a list of methods, the islanding regulations of IEC,
IEEE, UL, Germany, Spain and Italy, as well as a study about the influence of islanding
in microgrids, proposing a communication method based on a hierarchical scheme. The
work of [11] contains a theory about the implementation of islanding detection methods at
the microswitch and not at individual microsources in multi-inverter systems, proposing
a conceptual test circuit in consonance with the IEEE 1547 standard [1]. In reference [12],
after a brief explanation of some well-known methods, a study of the analytical basis to
understand the influence of the load and the type of DG during islanding is presented.
Reference [13] includes a study of some aspects of the architecture, grid code compatibil-
ity and significant issues of some islanding detection methods. Reference [14] analyzes
the behavior and the detection time of three basic islanding detection techniques using
MATLAB-Simulink simulations. Reference [15] focuses on islanding detection methods
based on grid synchronization and PLLs, as well as the subsequent reconnection after an
islanding event. Reference [16] contains a quick review of islanding detection methods
that focuses on those based on signal measurement and mathematical treatment, such as
Fourier transform or wavelet transform.

Many islanding detection methods are classic and well-known, whereas some others
are more specific and less relevant. To establish a classification that comprises most of them
is not an easy task because of their different bases, specifications and scopes. An important
issue is the location where they reside, which allows to differentiate between local methods
and remote methods. Local methods are those that are fully included in the microgrid. In
small power plants, the power plant controller can be the PV inverter, so many methods are
derived from this device. Larger power plants can have a specific power plant controller
that manages all power sources of the microgrid. In this case, a local detection method
should be included in the power plant controller. A relevant characteristic of local methods
is that islanding detection is carried out by measuring local parameters and signals of
the microgrid, with or without the introduction of any type of disturbance. Then, local
methods can be classified into three categories: passive methods, active methods and
hybrid methods. Passive methods consist of measuring some magnitudes of the microgrid
(such as voltage, current, frequency, phase, power, etc.) to analyze parameters as its value,
its rate of change or its harmonic content. Active methods are those that deliberately
introduce disturbances to the microgrid to analyze their effects, for example, deviations in
voltage, current or frequency. A third category called hybrid methods can be established to
include methods that use more than one technique simultaneously.

On the other hand, remote methods are those that are fully or partially resident in the
utility grid. Some of them consist of active data communication from the utility grid to the
distributed generators, which are classified as communication methods. Another group
of remote methods are those that are based on the addition of a component on the grid
side, for example, an impedance that is connected or changes its value in case of islanding.
These have been included in a category called utility grid methods.

In practice, it is quite usual to implement an islanding detection procedure in dis-
tributed power plants that combines several of these methods, especially a simple one such
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as Over Under Voltage or Over Under Frequency, with some more advanced and more
effective than others. In the same way, it is difficult to determine a method as the best
choice for a specific power plant or microgrid because there are particular characteristics
that make each of the choices more or less suitable. The performance and the cost are
relevant factors in the anti-islanding method selection, being important to achieve a good
compromise between them. Stability and power quality are also important issues in dis-
tributed power plants [17]; therefore, islanding detection methods should not compromise
them. Harmonic disturbance is one of the main factors to consider [18], being especially
relevant to the interaction between PV inverters and grid components [19]. Even passive
methods can cause power quality issues in renewable distributed energy power plants [20].
Consequently, complex controllers are often required in distributed generation systems to
guarantee stability under a wide range of circumstances [21].

In this work, a complete survey of islanding detection methods has been elaborated.
It is important to note that in the literature, many different lists can be found because
some techniques have similarities and can be considered a variation of an existing method
by some authors or as a new method for other authors. Figure 1 show the proposed
classification of the islanding methods that are described in this paper, and in Tables 1–5,
the most relevant information of each method is shown.
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Table 1. Resume of the passive islanding methods presented in this document.

Passive Methods Detection
Time Effectiveness

Error
Detection

Rate
NDZ Multiple

inverters
Power Quality
Degradation

Over Under Voltage
and Over Under

Frequency [2]
4 ms–2 s

Low if there is a small
mismatch between

local generation and
local consumption

Low Large Yes No

Rate of Change of
Output Power

[16,22–25]
24–26 ms

Low if balanced loads
or if local generators

cannot compensate the
load change

High Small Yes No

Rate of Change of
Voltage/Frequency/

Frequency over Output
Power [9,15,26–30]

24 ms (V)
24 ms (F)

100 ms (FoOP)

Good unless the
capacity of the

generation units
matches the

demanded load

High Small Yes No

Voltage Unbalance [31] 53 ms Good Low Large Yes No

Voltage Phase Jump
Detection

[2,6,21,32–39]
10–20 ms Good unless power

factor closes to unity Low Large Yes No

Harmonic Content of
Voltage and Current

[31,40–46]
45 ms

Good, but it can fail
with high Q, and if

RLC loads attenuate
the measured

frequency

High
Large

for High
Q

Yes No

Wavelet Transform
[9,16,47–51] <20 ms

Only effective if all
generation units are

connected to the PCC
via DC-AC inverters

- Very
small Yes No

Fourier and other
Mathematical

Transform-Based
Methods [52–58]

<1 ms (F)
26 ms (S)

Efficient, but high
computational cost - - Yes No

Table 2. Resume of the active islanding methods presented in this document.

Active Methods
[59]

Detection
Time Effectiveness

Error
Detection

Rate
NDZ Multiple

Inverters
Power Quality
Degradation

Change of
Impedance [60,61] 10 ms Only good with small

generation units Low Small Yes (complexity
increases) No

Active Impedance
Detection [62–68]

0.77–0.95
ms

Good if the utility grid
is strong Low Small No Yes

Harmonic
Component

Injection [16,69–76]
Few ms Good if the utility grid

is strong Low Very small

Yes, but one
inverter has to
be the master

one

Yes (slightly)

PLL Phase
Perturbation

[77,78]
120 ms Good if the utility grid

is strong Low Small Yes Yes (negligible)
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Table 2. Cont.

Active Methods
[59]

Detection
Time Effectiveness

Error
Detection

Rate
NDZ Multiple

Inverters
Power Quality
Degradation

Slip Mode
Frequency Shift

[36,79–82]
0.4 ms

It can fail if the load
phase slope is greater

than the frequency
deviation slope

Low Small Yes Yes

Active Frequency
Drift [2,15,83] 2 s

Very effective for pure
resistance loads, it may
fail for other types of

loads

High Large for
high Q Yes Yes

Sandia Frequency
Shift [84–89] 0.5–1 s

Good when the
generation units are

connected via constant
current-controlled

inverters, bad when
the generation units are
connected via constant

power-controlled
inverters

Lower than
Active

Frequency
Drift

Smaller
than Active
Frequency

Drift

Yes Yes (slightly)

Sandia Voltage
Shift [90] 0.5 s

The most efficient
method based on
positive feedback

Low Small

Yes, but
performance
reduces and

detection time
is longer

Yes (slightly)

Frequency Jump [2] 75 ms

If multiple inverters
are not synchronized,

the variations
introduced by each one
could act to cancel each
other out, resulting in

detection failure

Low Small

Yes, but it loses
effectiveness

unless the
dithering of the

frequency is
synchronized

Yes

Variation of Active
Power/Reactive
Power [91–93]

0.3 s (A)
2 s (R)

Instability problems
may appear because
the generation units
continuously inject

extra active/reactive
power to the grid

Low Small

Yes, but a cross-
correlation

index of the rate
of change has to
be introduced

Yes

Reactive Power
Export Error

Detection [94]
2 s

It can detect the
islanding fault even

when there is no load
change in the

microgrid

Low Small
No, they tend to
maintain a unit

power factor
Yes

Reactive Power
versus Frequency
(Q-f) Droop [95]

190 ms

It forces the
synchronous

generators to lose their
stable operation,
relying on OUF

detection

Low Very small Yes Yes

Sudden Change in
Impedance [2] -

In the case of
desynchronization,

NDZ becomes higher if
the number of

inverters increases

Low Small

Yes, but
injections could

interfere and
cause false trips
if not using de-
synchronized

inverters

Yes
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Table 2. Cont.

Active Methods
[59]

Detection
Time Effectiveness

Error
Detection

Rate
NDZ Multiple

Inverters
Power Quality
Degradation

Virtual Capacitor/
Virtual Inductor/
Virtual Resistor

[96–98]

20–51 ms
(C)

13–59 ms (L)
39 ms (R)

Effective under
different types of loads Low Small - Yes

Table 3. Resume of the hybrid islanding methods presented in this document.

Hybrid Methods Detection
Time Effectiveness Error

Detection Rate NDZ Multiple
Inverters

Power Quality
Degradation

Voltage Unbalance
and Sandia

Frequency Shift
[99]

0.15–0.21 s Same as Sandia
Frequency Shift

Same as Sandia
Frequency Shift

Same as Sandia
Frequency Shift Yes

Temporary (only
when Sandia

Frequency Shift
triggered)

Rate of Change of
Voltage and
Variation of

Active/Reactive
Power [100,101]

0.5 s
Same as

Variation of
Active Power

Same as
Variation of

Active Power

Same as
Variation of

Active Power
Yes

Temporary (only
when Variation of
Active/Reactive
Power triggered)

Rate of Change of
Voltage/Frequency

and
High-Frequency

Voltage
Perturbation [102]

0.2 s

Same as a High-
Frequency

Voltage
Perturbation

Same as a High-
Frequency

Voltage
Perturbation

Same as a High-
Frequency

Voltage
Perturbation

-

Temporary (only
when

High-Frequency
Voltage

Perturbation
triggered)

Rate of Change of
Reactive Power and
Load Connecting

Strategy [103]

40 ms
Same as Load
Connecting

Strategy

Load
Connecting

Strategy

Small (Load
Connecting

Strategy)
Yes

Temporary (only
when Load
Connecting

Strategy triggered)

Sandia Frequency
Shift and Reactive

Power versus
Frequency Droop

[104]

1.4 s

Higher than
standard
Sandia

Frequency Shift

Lower than
standard
Sandia

Frequency Shift

Lower than
standard
Sandia

Frequency Shift

-
Yes (lower than
standard Sandia
Frequency Shift)

Table 4. Resume of the communication islanding methods presented in this document.

Communication Methods
[105,106]

Detection
Time Effectiveness Error

Detection Rate NDZ Multiple
Inverters

Power Quality
Degradation

Power Line Carrier
Communication [107–109] Very few ms Very high None No Yes No

Standard Data
Communication [110,111] Very few ms Very high None No Yes No

Table 5. Resume of the utility islanding methods presented in this document.

Utility
Methods

Detection
Time Effectiveness Error Detection Rate NDZ Multiple

Inverters
Power Quality
Degradation

Impedance
Insertion [46] Few ms Very high

Low but possible if impedance
sizes out the minimum

variation of phase

Very
small Yes No



Energies 2022, 15, 460 7 of 30

Furthermore, according to each normal operating range defined by standards and
national regulations, a particular NDZ is obtained for each anti-islanding protection method.
In this work, the novelty is the NDZ evaluation for ENTSO-E and standards and the
comparison of these limits with the NDZs obtained by calculation and simulation for the
most common passive islanding detection methods.

The remainder of this paper is organized as follows. Sections 2 and 3 show local
and remote islanding detection methods, respectively. Section 4 presents the comparison
of NDZs considering grid codes, islanding standards and common islanding detection
methods. A review of future trends is shown in Section 5, and finally, the conclusions of
this work are presented in Section 6. Appendix A contains a list of the abbreviations and
acronyms used in this manuscript.

2. Overview of Local Detection Methods
2.1. Passive Methods

Passive islanding detection methods are based on monitoring one or several significant
magnitudes of the microgrid. A wide range of passive methods have been proposed in
the literature [2–11] according to the magnitude measured (voltage, current, frequency,
etc.) and the parameter calculated and monitored (the value of the magnitude, the rate
of change, the harmonic content, etc.). The general implementation scheme of a passive
method is shown in Figure 2.
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Passive methods are well known and largely used because they are simple, inexpensive
and because of the fact that they do not introduce disturbances such as variations of reactive
power or harmonics that could degrade the power quality. However, they suffer from a
non-detection zone (NDZ), which means that, under some conditions, islanding detection
may be compromised, reducing their performance. The concept of NDZ as a performance
index to evaluate different anti-islanding schemes is widely explained in reference [112].

2.1.1. Over Under Voltage (OUV) and Over Under Frequency (OUF)

This method consists of continuously monitoring the voltage and/or the frequency in
the Point of Common Coupling (PCC) of the microgrid to verify if they are between the
previously defined threshold values. When the microgrid is connected, these magnitudes
are imposed by the utility grid, and they remain quite stable during normal operating
conditions. When islanding occurs, the mismatch between the local generation and local
consumption leads to deviations in voltage and frequency from the nominal values.

The drawback is that if local generation and local consumption mismatch is small when
the islanding occurs, power and frequency deviations can be negligible. In consequence,
there is an NDZ in which islanding is not detected.

2.1.2. Rate of Change of Output Power (RoCoP)

This method consists of monitoring the output power (active and/or reactive) at the
PCC. If the variation rate is higher than a value, the method considers that islanding has
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occurred. This method is effective with unbalanced loads, it is quite fast (24–26 ms), and
it has a small NDZ, being possible to obtain better results compared with other methods
such as rate of change of voltage (RoCoV) [22,23]; however, it has a high error detection
rate [16,24]. This method can fail in the cases where the microgrid generators do not have
enough available power to compensate the load change (for example, if they are working
at full load), which means that the output power will not change due to a load variation,
and islanding will not be detected. Reference [25] presents an application of this method
based on measuring the reactive power changes through the quotient ∂V/∂Q.

2.1.3. Rate of Change of Voltage (RoCoV)/Frequency (RoCoF)/Frequency over Output
Power (RoCoFOP)

RoCoV and RoCoF consist of constantly measuring the variation rate of the voltage
and the frequency at the PCC, respectively. Threshold values have to be chosen to avoid
false positives, i.e., to recognize islanding as common disturbances of the grid that are
comprised into the admissible range according to the grid codes [26,27].

There is a variation of this method called RoCoFOP that consists of measuring both
the frequency and the power output of the generators and using this quotient to detect
islanding [28]. It is especially effective in small systems where there are small load changes.
It has a small NDZ, a detection time of around 100 ms and a very low error detection
rate [16,29].

In reference [30], a technique is presented in which RoCoF is complemented by also
analyzing the rate of change of the impedance (RoCoF-RoCoI) with the purpose of blocking
RoCoF trips in case of a false positive.

2.1.4. Voltage Unbalance (VU)

This method is based on monitoring the voltage unbalance in the three-phase output
power generated in the microgrid, according to the expression:

VU =
V2

V1
(1)

where V1 is the positive sequence component and V2 is the negative sequence component.
The basis of this method is that changes in loading conditions cause changes in the VU

provoked by harmonic distortion peaks [31]. The detection time is approximately 53 ms,
and it has a low error detection rate but a large NDZ.

2.1.5. Voltage Phase Jump Detection

The phase angle jump is a parameter largely used to detect voltage dips when a fault
occurs and is part of the protective relaying system [32–35]. During grid-connected mode,
the voltage at PCC is imposed by the utility grid. When islanding occurs, the phase voltage
at the PCC becomes dependent on the power factor of the local load, which usually results
in a sudden change of its value, as seen in Figure 3. The voltage phase jump detection
method measures this phase angle, normally using a phase-locked loop (PLL), to detect
islanding. The method is easy to implement, but threshold values have to be carefully
chosen because the start of big loads, such as motors, can cause transients of this magnitude.
The performance depends on the local load; if the power factor is close to unity, islanding
could not be detected as the phase jump will be negligible. Sometimes this method is
named power factor detection or transient phase detection [2,6,36].

A variation of this method has been presented under the denomination phase moni-
toring [20]. It consists of monitoring the phase shift between the voltage and the current
in the inverter output, considering that the phase of any load can be calculated from the
expression [20]:

ϑ = tan−1
[

R
(

ωC − 1
ωL

)]
(2)
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where ω is the angular frequency of the grid, R the resistive load, L the inductive load and
C the capacitive load.
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Under normal operation, voltage and current should be in phase because the reference
current for the inverter is synchronized with the fundamental voltage at the PCC. If
islanding occurs, the voltage frequency can vary, causing a shift of the voltage vector and,
consequently, the phase changes. This method can detect islanding as long as the load does
not resonate at the grid frequency because, in this case, the phase does not vary. Then, the
NDZ size is quite similar to the OUF method.

Reference [37] presents a method based on the phase angle of positive sequence voltage
that has achieved zero NDZ and a detection time of 0.10 s in simulations considering the
IEEE 1547 standard [1].

Another variation of this method has been presented under the denomination rate of
change of phase angle difference (RoCPAD) [38]. Voltage and current signals are measured
and transformed into phasors (amplitude, phase and frequency) to determine the current
to voltage phase angle. The variation rate of this phase angle is constantly monitored and
fluctuations faster than a defined value are interpreted as islanding. In reference [39], a
method named rate of change of power factor angle, which has adaptive thresholds values,
is presented.

2.1.6. Harmonic Content of Voltage and Current

The output voltage waveform of the inverter is a square wave which is non-sinusoidal.
Figure 4 show the harmonic content of the measured output voltage vAC(t) of a 6 kW and
5 kHz three-phase inverter.

Harmonic content detection methods can be classified into two types. To the first
category belong those that are based on the measurement of the total harmonic distortion
(THD) in voltage and/or current signals. The THD is a parameter that quantifies the total
harmonic content of a signal, and it is calculated by the following expression (for voltage),
with V1 being the fundamental voltage and Vk the k-order harmonic voltage:

THD =

√
∑k=3,5,7... V2

k

V2
1

(3)

In grid-connected operation, THD at PCC is highly influenced by the quality of supply
of electricity. The harmonic content in distribution grids has been extensively studied, both
on customer buses and at substations [113–115].
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An important issue of this method is the selection of an appropriate threshold that
provides good effectiveness and a low error detection rate. This threshold has to be lower
than the THD produced in unintentional islanding but higher than the admissible THD of
the grid, according to regulations such as EN 50160 [116].

This method can fail with high levels of reactive power (Q). Resistive, inductive
and capacitive loads (RLC) can attenuate some frequencies and produce resonances in
some other frequencies used by local inverters. Moreover, some voltage disturbances (for
example, the connection of capacitor banks) can produce a transitory THD peak that could
be interpreted as islanding. Due to these issues, this method is not often used [40].

Reference [41] presents a passive method measuring the THD of the current. Refer-
ence [42] presents a passive method based on calculating the THD of the voltage, combined
with a voltage unbalance detection. This author has also developed protection schemes
and circuits [43,44].

The other category of harmonic content detection methods is based on the measure-
ment of some specific harmonics, especially the lowest ones (3rd, 5th and 7th) or some other
ones produced locally, such as those generated by the switching of local inverters. The
magnitude of these harmonics is different if the microgrid is connected or not connected to
the grid; therefore, this kind of method can be effective to detect islanding.

Some examples of this possibility can be found in the literature. Reference [45] presents
a passive islanding detection method based on measuring the 5th harmonic voltage at the
PCC, which meets the requirements of IEEE 1547 standards [1]. Reference [46] presents
a harmonic monitoring method based on the measurement of the 3rd and 5th harmonics,
obtaining a high detection ratio with an optimal selection of the threshold values. Refer-
ence [31] presents a method based on voltage unbalance and current THD measurement.

2.1.7. Wavelet Transform

Wavelet transform is a generalization of short-time Fourier transform (STFT). It can be
viewed as the projection of a signal into a set of basis functions named wavelets [47]. As
the power is affected by variations when islanding occurs, this signal processing technique
can track this magnitude in a certain frequency range. It can also process signals with time
and frequency variation [48].

Many islanding detection methods based on wavelet transform have been developed.
Reference [49] proposes a time-frequency detection algorithm based on monitoring the
high-frequency components injected by PV inverters in which wavelet analysis is applied to
obtain time localization of the islanding condition. The detection time is between 17.19 ms
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and 26.87 ms, the NDZ is small and it is tolerant to grid frequency and voltage variations.
Reference [50] proposes an islanding detection technique based on the combination of
a wavelet packet transform (WPT) and a probabilistic neural network (PNN), in which
the PCC voltage is measured and processed by the WPT to find the normalized Shannon
entropy (NSE) and the normalized logarithmic energy entropy (NLEE). In reference [51],
a method that uses the transient signals generated during the islanding event has been
developed, based on obtaining transient current signals from a discrete wavelet transform
and applying pattern recognition techniques through probabilistic neural networks [16].
Reference [9] proposed a passive method based on wavelet transform and machine learning
that achieves high accuracy.

2.1.8. Fourier and Other Mathematical Transform-Based Methods

Fourier transform (FT) is a very powerful tool to analyze stationary signals [52], but it
has some issues with non-stationary signals, transitory periods and fluctuations [53]. As a
consequence, FT can be used to analyze the harmonic content in stationary mode but not to
analyze fluctuating signals derived from islanding. Fourier-based methods are fast and
efficient, but their computational requirements are high.

Many algorithms of fast Fourier transform (FFT) and discrete Fourier transform (DFT)
have been developed to implement this transformation in digital systems. In reference [54],
grid harmonic components at the PCC are monitored using a DFT to detect islanding
because this harmonic content is different in grid-connected when compared to islanded
mode. The detection time is less than 1 ms. Reference [55] presents a method based on
measuring the impedance at the switching frequency of a local pulse width modulation
(PWM) inverter, improving the resolution in the frequency domain using FFT. This method
can work in a microgrid with multiple inverters, but different switching frequencies must
be used.

In the literature, examples for the application of the s-transform [56], tt-transform [57]
and Hilbert transform [58] can be seen.

2.2. Active Methods

Active islanding detection methods have been developed with the objective of in-
creasing the performance of passive methods and reducing the NDZ. The main difference
with passive methods is that active methods require the addition of small perturbations
to the grid, as shown in Figure 5. These perturbations are calibrated to have negligible
effects when grid-connected but to be noticeable when islanded. Then, active methods
can be effective in detecting islanding in scenarios where many passive methods fail, for
example, when local generation and consumption are in balance. However, they might
cause a degradation in the quality of supply. Another disadvantage is that some of them
present problems in power plants with more than one synchronous generator [59]. Next, a
description of the most relevant active methods is presented.
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2.2.1. Change of Impedance

This method consists of monitoring the source impedance, taking into account that
the source impedance of the utility grid is smaller than the impedance of the local load.
Then, the measured impedance will be much lower when grid-connected rather than when
islanded, which allows the detection of this situation. A common way to measure the
source impedance is by applying a near short-circuit with a low value impedance in each
cycle, during an instant close to the zero-cross (for example, from 358◦ to 360◦, as shown in
Figure 6), and measuring the current [60]. Another way of implementing this method is to
use a small high-frequency signal as the input of a voltage divider which has, in parallel, a
fixed impedance and the system impedance [61].
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This method has a small NDZ, a low error detection rate and a short detection time
(about 10 ms). This method is suitable for small microgrids.

2.2.2. Active Impedance Detection

This method consists of introducing a perturbation in the current that produces a
perturbation in the voltage, or vice versa. It also causes a perturbation in power. The
voltage variation ∆V can be calculated as [2]:

∆V =
∆P
2

√
R
P

(4)

where ∆P is the perturbation in active power, R the resistance and P the active power.
An example of perturbation can be a notch in the signal, as shown in Figure 7, gen-

erated by varying the gain parameter in the inverter during this period of time. If the
microgrid is connected to a strong enough utility grid (low impedance), the voltage or
the current at PCC is not affected by the notch. However, if the monitored magnitude
shows this notch, that means that the impedance at the inverter terminals is higher than it
should be if the utility were connected, then islanding is detected [62]. This method usually
presents a reduced NDZ, but does not work well with multiple local inverters.
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Some variations of this method use the symmetrical component transformation or
the direct-quadrature-zero transformation. For example, the technique known as negative
sequence current injection consists of injecting a disturbance signal of negative sequence
current to the PCC [63,64]. When grid-connected, this negative sequence will flow to
the utility grid. However, when islanded, it will flow to the load, causing an unbalance
in voltage. If this unbalance exceeds a threshold value, islanding will be detected. This
technique improves the performance and the sensitivity to noise, and the NDZ can be
negligible by using a periodic pulse signal as the reference signal of the negative-sequence
current [65]. Reference [66] proposes to inject a signal based on DQ that is continuously on
top of the DC component. The spectral content of this signal is confined to a very narrow
band around the fundamental frequency, reducing the waveform distortion and avoiding
the degradation of the power quality. The method proposed in [67] consists of injecting
a disturbance signal through either the direct axis (it affects the amplitude of the voltage)
or the quadrature axis (it causes a frequency deviation) and measuring these magnitudes
at PCC. When grid-connected, the influence is negligible, but under islanded conditions,
they have noticeable effects. Reference [68] shows an example of an algorithm consisting of
generating disturbances by signal injection based on DQ implementation and detecting
islanding by measuring voltage, frequency, active and reactive power and total harmonic
distortion. This method can work with resistive, capacitive and inductive loads.

2.2.3. Harmonic Component Injection

This method can be found under several denominations: harmonic component injec-
tion, impedance at specific frequency, harmonic amplitude jump or high frequency signal
injection. The method is based on the same principles as passive harmonic content of
voltage and current but with the injection of a particular harmonic, normally in current,
with a specific frequency. It is advisable to inject the frequency signal close to the PCC. In
this method, it is considered that the harmonic content is introduced intentionally; in case
it is introduced unintentionally, for example, caused by the inverter switching, the method
should be classified as passive. Detection is based on the fact that the utility grid impedance
is much lower than the load impedance at the harmonic frequency. The high-frequency
impedance can be measured according to the output current and the measured output
voltage of an LCL filter [69]. For most common implementations of this method, the NDZ
is reduced, and they have short detection times (several ms) and a low error detection
rate [16]. This is suitable with several inverters, but one of them should be the master [70].
However, this method produces a slight degradation in the power quality, increasing the
THD of the signal.
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In reference [71], an islanding detection technique based on measuring the harmonic
impedance by injecting a current disturbance and measuring the resulting voltage is pro-
posed. Reference [72] presents a way to detect islanding conditions based on introducing a
low amplitude voltage signal with a frequency different from the fundamental frequency.
Reference [69] proposes a detection method based on the injection of a high-frequency volt-
age to measure the high-frequency impedance of the grid. In reference [73], it is presented
an islanding detection technique based on harmonic distortion that works introducing an
active voltage locus to shift the reference active power. This signal is an amplification of
each harmonic component by its order, which changes the voltage at PCC and breaks the
power balance transferring the operating point outside the NDZ. Then, the OUV method
can detect islanding by only measuring the voltage at the PCC. Paper [74] presents a
method consisting of injecting a Gaussian modulated signal to cause voltage disturbances
at the PCC that trips the ROCOF protection in case of islanding.

Mathematical transformations such as wavelet transform or Fourier transform can
also be applied in harmonic-based methods. For example, the technique proposed in [75]
combines the injection of a harmonic current with the application of the Goertzel algorithm
(a Discrete Fourier Transform). Reference [76] proposes a method capable of working with
multiple inverters also based on injecting harmonic currents with the same or different
harmonic orders and monitoring the changes at the PCC, in which the Goertzel algorithm
is employed to identify frequency components.

2.2.4. PLL Phase Perturbation

This method consists of slightly modifying the inverter current signal reference by
adding a second harmonic disturbance signal at the PLL reference. The amplitude of this
disturbance at the PCC depends on the impedance connected to this point. When grid-
connected, the generated current is not affected in a noticeable way because the voltage
will be stabilized by the utility grid. However, when the grid becomes unavailable, due to
the added second harmonic, a deviation of the voltage at the PCC can be detected, which
allows the detection of islanding.

This method causes a very small disturbance when grid-connected compared to other
active islanding detection methods, such as active frequency drift or Sandia frequency shift.
It has a small NDZ, a low error detection rate and a detection time of approximately 120 ms.
In addition, it can be used with multiple local generators running in parallel [77].

Reference [78] uses this method by injecting a second harmonic at the inverter output
current and observing the behavior of the voltage at the PCC, which depends on the
impedance connected to the PCC in an islanding situation; this islanding detection is based
on the Goertzel algorithm.

2.2.5. Slip Mode Frequency Shift (SMS)

This method, also called active phase shift, uses positive feedback in the PLL of the
inverter to destabilize the phase when the utility grid is not present. With this method,
the current-voltage phase angle is controlled to be a function of the PCC voltage. When
the utility grid is connected, the frequency of the grid is not impacted because it is a solid
reference that stabilizes the operating point. However, in islanded mode, this positive
feedback causes instability due to the fact that the PLL acts in the wrong direction to correct
the phase error. It is a simple method with small NDZ and is able to work with multiple
inverters; however, it decreases the power quality.

Reference [79] presents an improvement of this method called automated phase
shift, where an additional phase shift is introduced to improve the accuracy. In [80], an
advanced version of the conventional SMS method is presented, in which the parameters
are calibrated periodically by measuring the impedance of the local load. Performance and
stability analysis of this method are also available [1,81,82].
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2.2.6. Active Frequency Drift (AFD)

In this method, also known as frequency bias, the waveform of the current is slightly
distorted, for example, increasing the frequency and remaining the signal at zero until
the next cycle, as represented in Figure 8. This causes the inverter to give a distorted
output current, as its frequency is slightly different than the voltage frequency at the PCC.
When grid-connected, the utility grid maintains a stable frequency, and this disturbance
has no effect. When islanded, the effects are noticeable, and the inverter tends to increase
the frequency to eliminate the phase error. This tendency continues until frequency exits
the OUF protection range and islanding is detected [2,15]. The chopping factor c of the
perturbation is defined as follows, with T being the period and tc the zero-time:

c =
2·tc

T
(5)
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This technique can be used with multiple local generators [83].

2.2.7. Sandia Frequency Shift (SFS)

This method, also called frequency set point, frequency positive feedback or active
frequency drift with positive feedback, consists of introducing positive feedback in the
frequency of the PCC voltage. When grid-connected, the utility grid maintains stability.
When islanded, a slight deviation causes the frequency to increase or decrease progressively
because of the positive feedback until it reaches the OUF threshold. The chopping frequency
c f can be calculated from the next expression, in which c f 0 is the chopping factor, kSFS is
the proportional gain, finv is the output frequency of the inverter and fgrid is the frequency
of the grid:

c f = c f 0 + kSFS

(
finv − fgrid

)
(6)

Several implementations of this method can be seen in [84–87]. It can be combined
with the Sandia voltage shift method; both together are very effective [88]. The NDZ of
this method and the dependence of the local active power consumption are analyzed in
reference [89].

2.2.8. Sandia Voltage Shift (SVS)

Sandia voltage shift is based on adding positive feedback in the voltage at the PCC.
During grid-connected operation, no significant variations should occur. In the case of a
disconnection of the grid, a small variation of the voltage at the PCC is amplified by the
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positive feedback, quickly becoming out of the range of OUV and allowing the detection of
the islanding. This method has a small NDZ, but it degrades the power quality [90].

2.2.9. Frequency Jump (FJ)

This method is a modification of the AFD method [2]. It consists of inserting dead
zones into the output current waveform, but only in some cycles. There are many possi-
bilities for this dithering pattern; a simple option would be, for example, a dead zone in
every third cycle. If the microgrid is connected to the utility grid, the result is a modified
inverter current that is occasionally distorted, but the utility grid dominates the voltage at
the PCC, and it is not significantly affected. When working disconnected from the utility
grid, islanding can be detected by a deviation in frequency (as in AFD) or by a variation in
the PCC voltage frequency that matches the dithering pattern.

2.2.10. Variation of Active Power/Reactive Power

These two methods are based on the fact that when the microgrid is islanded, the
voltage is a function of active power alone, whereas its frequency is a function of both
active and reactive power.

Variation of active power, also called active power shift, consists of the injection of
extra active power at the PCC that increases the amplitude of the voltage. If grid-connected,
this increase will be compensated by the utility grid, but when islanded, it causes the actual
voltage to be higher than the nominal voltage, which allows the detection of islanding [91].

In a similar way, variation of reactive power consists of introducing a continuous
perturbation in the reactive power supplied by local generators, whereas voltage and
frequency at the PCC are monitored. Then, this injection of reactive power will increase the
frequency at the PCC if islanded, allowing the detection of islanding [92].

Both methods have a small NDZ but a high error detection rate, with the detection
time of approximately 0.3 s in the first case and roughly 2 s in the second one. They degrade
the power quality, and they also might cause instability issues.

Reference [93] proposes an islanding detection technique based on modifying the
power-voltage (P-V) curves of the synchronous generators in a way that the microgrid
maintains stability while grid-connected and loses its stability if islanded. As a result,
OUV and OUF protection methods are sufficient to detect islanding, achieving an almost
negligible NDZ.

2.2.11. Reactive Power Export Error Detection (RPEED)

This technique consists of forcing the generation units to produce some reactive power
which cannot be supported unless the generator is connected to the grid. If grid-connected,
it flows to the PCC and then to the utility grid. If islanding occurs, this reactive power
cannot be injected into the grid, and there will be a difference between the reactive power
setpoint and the reactive power generated. Consequently, islanding can be detected [94].

2.2.12. Reactive Power versus Frequency (Q-f) Droop

Reference [95] presents a technique consisting of the establishment of a Q-f droop
curve that forces the synchronous generators to lose their stable operation when islanded,
allowing detection by OUF protection.

2.2.13. Sudden Change in Impedance

This method, presented in [2], consists of installing two independent monitoring
devices in series in the external and neutral conductor. Each of these independent units
continuously monitors the connected grid by measuring voltage, frequency and impedance
(injecting a small pulse). They can detect significant changes in impedance, which would
occur if the utility were disconnected.
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2.2.14. Virtual Capacitor/Virtual Inductor/Virtual Resistor

In virtual capacitor and virtual inductor methods, the local inverter acts as a virtual
capacitor or a virtual inductor, respectively, having a fundamental frequency slightly lower
or higher than the utility grid. Then, if the grid power becomes interrupted, the virtual
capacitor/inductor operation of the local generator results in the change of load voltage in
amplitude or frequency, even when local generation and consumption is balanced. Hence,
the proposed method can immediately detect the islanding operation [96,97]. Both methods
slightly degrade the power quality.

The virtual resistor method acts in a similar way. The inverter has an operating
frequency slightly higher or lower than the nominal frequency of the grid. In grid-connected
mode, the voltage and frequency at PCC will be stabilized by the utility grid. If disconnected
from the utility grid, the voltage amplitude or frequency of the load will change. If the
change exceeds a predefined threshold value, islanding will be detected [98].

2.3. Hybrid Methods

Hybrid methods are a combination of two or more methods, normally passive and
active, with the purpose of increasing the effectiveness of passive methods without perturb-
ing the power quality as much as most active methods do. Normally, the passive method is
continuously working, and in case of possible islanding (if the parameter is over a mini-
mum threshold but under a maximum threshold that directly trips the islanding detection),
the active method is quick to launch, as shown in Figure 9. Hybrid strategies can work
well if the selected methods complement each other efficiently. However, the complexity
and the cost of hybrid methods are usually higher than using these methods individually.
Many examples of hybrid methods can be found, some proposals are shown below.
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2.3.1. Voltage Unbalance and Sandia Frequency Shift

Reference [99] proposes a method that combines voltage unbalance (passive) and
Sandia frequency shift (active). The method that is continuously working is VU, which
does not cause any disturbance. If VU detects a variation, SFS is launched to confirm that it
is due to islanding and not for any other reason; therefore, positive feedback in frequency
is applied. Then, if the frequency at PCC changes from the rated value to the SFS setpoint,
islanding is detected. In any other case, the grid will impose the nominal frequency, and
there will not be any noticeable change; therefore, islanding will not be detected.

In this way, the power quality degradation caused by these active methods is tem-
porary and not permanent. This combination can detect islanding in 0.15–0.21 s, and
its effectiveness depends mainly on the SFS. Then, in microgrids with non-synchronous
generators, the effectiveness decreases.
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2.3.2. Rate of Change of Voltage and Variation of Active/Reactive Power

In [100], a technique consisting of a combination between RoCoV (passive) and varia-
tion of active power (active) is proposed. RoCoV is continuously monitoring the voltage
variation rate at PCC, and if this method detects potential islanding, variation of active
power is launched. Then, the local generators inject an extra active power, which is com-
pensated by the utility grid if connected. However, if the system is islanded, this extra
active power will increase the voltage amplitude at PCC from the nominal value, allowing
the detection of islanding. This combination provides the detection efficiency and low NDZ
of active power variation, avoiding a degradation in the quality of supply for most of the
time. It is very effective unless demand and generation perfectly match. The detection time
is lower than 0.5 s.

In [101], a similar combination has been tested, but with variation of reactive power.
In this case, islanding is detected by the variation in frequency.

2.3.3. Rate of Change of Voltage/Frequency and High-Frequency Voltage Perturbation

Paper [102] explains the development of a method based on a combination between
RoCoV/RoCoF (passives) and high-frequency voltage perturbation (active), being the
last one a case of harmonic component injection. Primary detection is conducted by
RoCoV/RoCoF, measuring voltage and frequency at PCC. If potential islanding is detected,
a high-frequency voltage perturbation is introduced by switching a high impedance load.
When grid-connected, this perturbation is absorbed by the utility grid, but when islanded,
the voltage variations at PCC caused by the injected perturbation allow the detection of
islanding. The detection time is approximately 0.2 s, and it is very effective with different
types of loads regardless of the quality factor. However, its effectiveness decreases in large
microgrids (more than 1 kW).

2.3.4. Rate of Change of Reactive Power and Load Connecting Strategy

In reference [103], a technique that combines RoCoP (passive) and load connecting
strategy (active) is presented. In the first step, the rate of change of reactive power technique
is used to detect islanding. If this method suspects islanding, to discriminate it from other
events, a load is connected to change the reactive power demand. When the microgrid
is connected to the grid, the addition of this load will cause a negligible variation in
dq/dt because the utility grid regulates the reactive power at PCC. However, in islanded
mode, the system will observe a large difference between the demanded and the generated
reactive power, which allows the detection of islanding. This method is quite effective if the
connected load has an appropriate value, a small (but not zero) NDZ and a quick detection
time (about 40 ms).

2.3.5. Sandia Frequency Shift and Reactive Power versus Frequency Droop

Reference [104] presents a hybrid method that aims to reduce the NDZ of SFS (active)
using and Q-f droop curve method (also active). In SFS, the optimal value of the gain kSFS is
directly proportional to the quality factor of the load. Then, if the quality factor of the load
is high, the gain has to be also high, which can result in false-positive detection and also in
instability issues. Adding some reactive power according to a Q-f droop curve allows high
effectivity in islanding detection by monitoring the change of frequencies, maintaining
kSFS in moderate values. In grid-connected mode, the demanded Q is supplied by the grid,
but when islanded, the value of Q will be close to zero because generation units are set to
minimize the generation of Q, producing a change in the frequency that can be detected.
The effectiveness is high, and the detection time is approximately 1.4 s.

3. Overview of Remote Detection Methods
3.1. Communication Methods

Communication methods are based on the existence of communication between the
power plant and the utility grid. The status of islanding or not islanding is directly sent, so
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the detection is immediate and without NDZ. In addition, they do not affect the quality
of the power supply at all. However, communication methods are expensive because of
the requirement of dedicated specialized hardware, and they could fail if communication
interrupts for any reason [2,105,106]. They can be classified into two groups regarding the
channel used to send data.

3.1.1. Power Line Carrier Communication (PLCC)

A PLCC system consists of a transmitter installed on the utility grid and a receiver on
the microgrid that detects the signal of the transmitter. When islanding occurs, the receiver
loses the signal, and consequently, it can be detected [107–109].

3.1.2. Standard Data Communication

This group comprises several methods consisting of the establishment of communica-
tion between the microgrid and the utility grid through an independent channel. A popular
method called signal produced by disconnect consists of a signal that is only sent when the
utility grid is disconnected. Some other communication methods are based on a SCADA
that allows to remotely monitor the status of the power plant [110]. This requires some
specific hardware (PC, PLC, etc.). Communication methods can also be based on a transfer
trip scheme, which is complex and expensive [111].

3.2. Utility Methods

Methods of this category are based on the installation of some electric components,
normally inductors or capacitors, on the utility grid side. The purpose is that in the case of
islanding, the impedance at the PCC changes, making it possible to detect this situation.
These methods can be fast and quite reliable without affecting the quality of the power
supply, but they are expensive because of the requirement of some specific components.

Impedance Insertion

This method consists of installing a low-value impedance, usually a capacitor bank,
on the grid side. The breaker of this component is normally open, and it only closes when
islanding occurs. This causes a sudden variation in the reactive power consumption that
can be easily detected by the microgrid [46].

4. Non-Detection Zones: A Comparison between the Limits of ENTSO-E, Islanding
Standards and Common Anti-Islanding Passive Methods

Islanding standards establish the test procedure for evaluating the reliability of island-
ing protections implemented in inverters. The experimental setup for the IEC 62116 [117]
tests is shown in Figure 10.

Once the system reaches the steady state, the test begins when the switch S1 opens, and
the time (ttrip) while the inverter continues to feed the load before the islanding protection
trip is measured. The test is carried out for different active and reactive power conditions.
Table 6 summarizes the requirements of each standard and shows the quality factor (Q f ),
the required islanding trip time (ttrip) and the normal range of operation for frequency and
voltage. The quality factor (Q f ) is defined as:

Q f = R·
√

C
L

(7)

where R is the effective load resistance, L the effective load inductance and C the effective
load capacitance.
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Table 6. Comparison between reference islanding standards and ENTSO-E [118].

Qf
1 ttrip

2 Normal Range of Operation 3 NDZ 4

IEC 62116 [117] 1
t < 1 s ( f0 − 1.5) Hz ≤ f ≤

( f0 + 1.5) Hz −6.28% ≤ ∆Q
P ≤ 5.74%

t < 2 s 85% ≤ V ≤ 115% −24.38% ≤ ∆P
P ≤ 38.40%

ENTSO-E [118]
(EU) 2016/631

( f0 − 2.5) Hz ≤ f ≤
( f0 + 1.5) Hz −10.80% ≤ ∆Q

P ≤ 5.74%

85% ≤ V ≤ 115% −24.38% ≤ ∆P
P ≤ 38.40%

IEEE 929-2000
UL 1741 [119] 2.5 t < 2 s

59.3 Hz ≤ f ≤ 60.5 Hz −5.93% ≤ ∆Q
P ≤ 4.11%

88% ≤ V ≤ 110% −17.35% ≤ ∆P
P ≤ 29.13%

IEEE 1547-2018 [1] 1 t < 2 s
59.3 Hz ≤ f ≤ 60.5 Hz −2.37% ≤ ∆Q

P ≤ 1.64%

88% ≤ V ≤ 110% −17.35% ≤ ∆P
P ≤ 29.13%

VDE 0126-1-1
Germany [120] 2 t < 0.2 s

47.5 Hz ≤ f ≤ 50.2 Hz

80% ≤ V ≤ 115% −24.38% ≤ ∆P
P ≤ 56.25%

AS4777.3-2005
Australia [121] 1 t < 2 s

Setting value (Hz)

Setting value (V)

Grid interconnection
Code JEAC 9701-2019
(Japanese standard)

[122]

0 (+rotating
machinery)

Passive:
t < 0.5 s

Setting value (Hz)

Setting value (V)

Active:
0.5 s < t < 1 s

Setting value (Hz)

Setting value (V)
1 Q f : Quality factor; 2 ttrip: Required islanding trip time; 3 f0: Rated frequency; 4 NDZ: Non-Detection Zone.

The normal operating range for inverters is defined by islanding standards, as is shown
in Table 6. Regulations establish minimum periods of time during which an electricity
generation module must be able to operate at a different frequency and voltage values,
deviating from the nominal value, without disconnecting from the grid. In the European
Union, the ENTSO-E regulation [118] is considered. According to each normal operating
range defined by standards and national regulations, a particular NDZ is obtained for the
OUV and OUF protections. In this work, ENTSO-E, IEC 62116, IEEE 929-2000 [119], IEEE
1547-2018 [1], the German VDE 0126 [120], the Australian AS4777.3-2005 [121] and the

www.iec.ch
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Japanese JEAC 9701 [122] have been evaluated. The NDZs obtained for these regulations
are then compared with the NDZs obtained with different anti-islanding methods.

During the test or an islanding event, the active power (∆P) and reactive power (∆Q)
mismatches are not enough to obtain the frequency ( f ) and voltage (V) out of their normal
operating range, making islanding detection impossible. The NDZs can be obtained from
the following equations that determine the relationship between active power and voltage
and between reactive power and frequency [112]:(

V
Vmax

)2
− 1 ≤ ∆P

P
≤
(

V
Vmin

)2
− 1 (8)

Q f ·
(

1 −
(

f
fmin

)2
)

≤ ∆Q
P

≤ Q f ·
(

1 −
(

f
fmax

)2
)

(9)

where Vmin, Vmax, fmin and fmax are the limits of the allowed operating range. Therefore,
according to the different standards and the ENTSO-E, the NDZs calculated for OUV and
OUF are shown in the fourth column in Table 6 and represented in Figure 11.
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Both Equations (8) and (9), are derived for ∆P = ∆Q = 0. Therefore, when ∆P and ∆Q
are different of zero, that is when there is a load mismatch between the AC power sources
and the RLC load (calculated at the resonant frequency for Qf = 1). To show the accuracy of
the approach, the value obtained from (8) and (9) are compared in Figure 12 with those of
the simulation (case of inductive load). Hence, Equations (8) and (9) give a simple way to
estimate the NDZ with acceptable accuracy.
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As previously explained, RoCoF detection is used for the purposes of anti-islanding
disconnection protection. However, as it is indicated in ENTSO-E, to ensure network
stability, a power generating module should be capable of staying connected to the network
and should operate at RoCoF up to a threshold specified by ENTSO-E. To obtain the RoCoF
value, firstly, the frequency ( f ) is estimated from the measured voltage using a PLL. A
200-ms time window with a latency of 50 ms has been considered to obtain the frequency.
Then, the time derivative of the frequency is computed, and a low-pass filter is applied
to eliminate high RoCoF dynamics, being the smoothing trend obtained using a moving
average filter. RoCoF is calculated [117] with a 500-ms time window and a latency of
250-ms, and it is compared with the settings. In Figure 13, this RoCoF schematic diagram is
shown.
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Figure 13. RoCoF schematic diagram.

The NDZ for the anti-islanding scheme based on RoCoF detection has been derivated
as follows. The RoCoF threshold is set to 2 Hz⁄s, the limits of frequency are then 49 Hz and
51 Hz, starting at an initial value of 50 Hz and considering in both cases that Q f = 1. Hence,
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substituting the frequency limits into Equation (9), allows us to define the NDZ for RoCoF
protection as indicated in Equation (10) and shown as the red color area in Figure 14:

− 4.12% ≤ ∆Q
P

≤ 3.88% (10)
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On the other hand, the voltage phase jump detection is based on the measurement of
the phase difference between the inverter output voltage and the inverter output current.
If a voltage phase jump occurs during islanding, detection is possible. However, the
threshold value setting (θthreshold) is critical to provide reliable islanding detection. The
equation proposed in [112] to evaluate the NDZ of phase jump is:∣∣∣∣∣arctan

(
∆Q
P

1+∆P
P

)∣∣∣∣∣ ≤ θthreshold (11)

The election of θthreshold depends significantly on the accuracy of the voltage and
current measurements at the PCC. As can be noticed in Figure 14, for high precision
measurements (θthreshold = 2◦, lines in blue) the voltage phase jump detection method is
able to reduce the NDZ obtained with the ENTSO-E criteria for voltage and frequency
variations (yellow area in Figure 14). Likewise, the resulting NDZ increases when θthreshold
increases. Figure 14 show the NDZ for θthreshold = 4◦ in green.

In the case of anti-islanding protection based on the measurement of voltage or current
harmonics, the NDZ size depends on the harmonics chosen for the comparison and the set
thresholds. For that reason, the quantitative determination of the associated NDZ is much
more complex. In any case, the network can present contents in harmonics and, therefore,
thresholds must be large enough to allow these contents in harmonics. Furthermore,
the contents of the grid frequency harmonics due to the inverter depends on the power
generated and on the power factor. The lower the power generated is, the higher the
harmonics are. Likewise, there is a dependence on the load and its power factor. However,
regarding the harmonics of the switching frequency, the harmonic content is due to the
inverter itself, and that probably makes the use of these methods more feasible.
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5. Future Trends

Interconnection codes lay down rules for distributed generators, which involves
some NDZ. Only in the case of communication can the islanding methods’ NDZ can
be avoided. However, this last technique is expensive. Small scale microgrids need to
minimize software and hardware requirements; therefore, the utilization of advanced
communication infrastructures is not the best option.

From an industrial point of view, research should be focused on non-expensive solutions
capable of eliminating NDZ in order to overcome drawbacks. Furthermore, the speed and
accuracy of detection are the main targets for future islanding detection method research.

On the one hand, learning algorithms and advanced digital signal processing tech-
niques are potential tools for islanding detection, and they will continue to be developed,
even though they can increase the hardware and software resources needed.

On the other hand, passive methods are inexpensive; therefore, more development
is expected even if it is not easy. Regarding the harmonics of the switching frequency, the
harmonic content is due to the inverter itself, and that makes the use of these methods
more feasible.

Finally, active methods are effective in islanding detection; however, they inject small
perturbations in a steady state. Avoiding the power quality degradation in a steady state
will continue to be the challenge for active methods.

6. Conclusions

A comprehensive review of islanding detection methods has been conducted to help
to define the best control to achieve a certain NDZ. These methods have been classified as
can be seen in Figure 1. Their strengths and weaknesses have been evaluated in terms of
detection time, effectiveness, error detection rate, NDZ, the possibility of working with
multiple inverters and possible impact on the power quality (Tables 1–5).

Most islanding methods have limitations because of the requirements of grid codes
that establish a range of voltage, frequency, etc., in which the local microgrid must remain
connected to the utility grid. To analyze how it affects islanding detection, a comparison
between the resulting NDZ obtained from the requirements of grid codes and the most
common passive islanding detection methods have been performed. NDZs of these meth-
ods have been calculated analytically and by simulation and compared with the NDZs
imposed by ENTSO-E and standards (Table 6).

It is worth noting that RoCoF protection is able to obtain an NDZ lower than the
NDZs imposed by the grid codes irrespective of network conditions or parameter settings.
However, only in the case of communication islanding methods can NDZ be eliminated.
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Appendix A

In Table A1, the abbreviations and acronyms used in this manuscript are presented.

Table A1. List of abbreviations and acronyms used in this manuscript.

AC Alternating Current
AFD Active Frequency Drift
AS Australian Standard
DC Direct Current
DFT Discrete Fourier Transform
DG Diesel Generator
DQ Direct Quadrature
ENTSO-E European Network of Transmission System Operators for Electricity
EU European Union
FFT Fast Fourier Transform
FJ Frequency Jump
FT Fourier Transform
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
JEAC Japan Electric Association Code
LCL Inductor (L), Capacitor (C), Inductor (L)
NDZ Non-Detection Zone
NLEE Normalized Logarithmic Energy Entropy
NSE Normalized Shannon Entropy
OUF Over Under Frequency
OUV Over Under Voltage
P Active Power (also named Real Power)
PC Personal Computer
PCC Point of Common Coupling
PLC Programmable Logic Controller
PLCC Power Line Carrier Communication
PLL Phase-Locked Loop
PNN Probabilistic Neural Network
PV Photovoltaic
P-V Power-Voltage
PWM Pulse Width Modulation
Q Reactive Power
Q-f Reactive Power Frequency
RLC Resistive (R), inductive (L) and capacitive (C)
RoCoF Rate of Change of Frequency
RoCoFOP Rate of Change of Frequency over Output Power
RoCoP Rate of Change of Output Power
RoCoV Rate of Change of Voltage
RoCPAD Rate of Change of Phase Angle Difference
RPEED Reactive Power Export Error Detection
SCADA Supervisory Control And Data Acquisition
SFS Sandia Frequency Shift
SMS Slip Mode Frequency Shift
STFT Short-Time Fourier Transform

www.iec.ch


Energies 2022, 15, 460 26 of 30

Table A1. Cont.

SVS Sandia Voltage Shift
THD Total Harmonic Distortion
UL Underwriters Laboratories
VDE Verband der Elektrotechnik
VU Voltage Unbalance
Wi-Fi Wireless Fidelity
WPT Wavelet Packet Transform
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