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MDKHAPOJIHHIA HAYKOBO-TEXHIYHUI XXYPHAJT “THOOPMALIIMHI TEXHOJIOTTi TA KOMIT'FOTEPHA THXXEHEPLSI”

YK 004.056.055

B. A. JIV)KELIbKUI, A. B. OCTAIIEHKO
BinHAIBKMH HAIIIOHANBHUH TEXHIYHUHA yHIBEpCHTET, BiHHUTIA

AHAJII3 AJITOPUTMIB CUMETPUYHOT O BJIOKOBOT' O IIIN®PYBAHHA

Awnoranis. [IpoBereHo aHami3 aNroOpUTMIB CHMETPUYHOTO OGIOKOBOrO MIM(PYBAaHHS 3 TOUKH 30py CIOCOOY peaiisalii mepeTBOpeHHs BXif-
HUX JaHUX y mudporexcT. ChopMynpoBaHO pekoMeHamil Uit BHOOPY IepeTBOpPEHb, 0 3a0e3nedaTs MiJBUICHHS IIBUIKOCT] MU(pyBaH-
HSL

Kurouosi ciioBa: cumerpuyHi 6J10koBi mm¢pu (CBIL), kpunrorpadisi, mmdp, mmppysanus.

Annotanus. IIpoBeneH aHamu3 aaropuTMOB CHMMETPHYIHOTO OJIOYHOTO HIM(POBAHHS C TOUKH 3PEHHUs CIOCcO0a peasn3aluy Ipeodpa3oBa-
HHS BXOJHBIX JaHHBIX B mudporekct. CHopMyIHpoBaHbl peKOMEHAAINH [Jis BbIOOpa MpeoOpa3oBaHuii 4To obecmeyar MOBEIICHHE CKOPO-
CTU MHU(POBAHHUS.

KuroueBbie ci1oBa: cummeTpuyHble 6s109Hble uGpsl (CHL), kpunrorpadus, mudp, mmdpposanue.

Abstract. We analyzed the symmetric block cipher algorithms, depending on the method of converting input data into ciphertext. We pro-
posed recommendations for selection of transformations that will provide increasing speed of encryption.

Key words: symmetric block cipher, cryptography, cipher, encryption.

Beryn
Kosxuwuii Buz iHdopmaii Mae cBoi crieriuHi 0cOOIMBOCTI, 110 CYTTEBO BIUIMBAIOTH Ha BUOIp METOMIB 1i
mmdpyBanHs. Bennke 3HaueHHs BiAirparoTh 00’eM Ta HeoOXiJHa IIBUIKICTH mepepadi nanux. [lotpeda Bupi-
IICHHS MPOOJIeMH 3aXUCTY eIeKTPOHHOI iH(QopMaIlii 00yMOBITIOE aKTyaJbHICTE PO3pOOKH MM (PIB, K OFHOTO i3

BUAIB KpUNTOTPa(iuHUX IIEPETBOPEHB, M0 BUKOPHCTOBYIOTH U 3aXHUCTy iHPOpMAIii B KOMIT FOTEPHHUX CHCTE-
Max Ta Mepexax.

AKTyanbHicTh

Ha cporoaHimHill AeHs MepeBakHa OLMBIIICTD CTIMKMX KPUMTOCHCTEM peai3oBaHa HA OCHOBI CHUMETpHY-
Hux OmoxoBux mudpiB (CBI). Anxroputmu mudppysanas CBII peamizyloTs TPUHIHNI, SIKHHA MOJISATAE B TOMY,
110 0araToOKpaTHO BHUKOHYETHCS MEPETBOPEHHS OJIOKY JTaHHWX 3 BUKOPUCTAHHSM CEKPETHOTO Kiroya mugppyBaH-
Hi. 3a MiIX0laMy JI0 peaizaliil [boro nepeTBOPEHHs BUAUIAIOTH 0JI0OKOBI mH(py noOyaoBaHi Ha OCHOBI Mepex
Deticrens, uepryBaHHs IpoLENyp MEPECTaHOBOK 1 MigacTaHoBOK (SP-mepex), cTpykTypu «kBaapar» (Square) [1]
Ta onepauiid 3a MoxyieM [2]. OckinbKy BCl BOHU MalOTh Maike OJHAKOBI XapaKTEPUCTHKU LMIBUAKOCTI mH(py-
BaHHs, CTIMKOCTI JI0 BIJOMHX aTaK, TOMY Ba)XJIMBO BUOpaTu OJIOKOBUH mudp, sIKMH HAHOUIBII TOBHO BPaXOBYE
HasiBHI Y pO3pOOHHUKIB CHCTEM 3aXHMCTy IPOTpaMHi Ta arnapaTHi 3aco0u.

Merta

MerToro CcTaTTi € aHaNi3 CydaCHHX CHMETPUYHUX OJIOKOBHX IIM(PIB AN BHOOPY MEpeTBOPEHb, IO 3a0e3-
neyvaTh MiJBUIIEHHS OIBUAKOCTI m(pyBaHHSs.

IlocranoBka 3aau

Sx mpaBwuio, anroputMu 3ammdpysanas Ta posmmppyBanHs CBIL € itepaniiHIMH 1 CKITagaroThCs 3 TOC-
JIOBHOCTI epeTBopeHs (puc. 1).
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Pucynok 1 — 3aransna cxeMa nepersopeHHs qaHux y CBII

B x0kHOMY payHJIi BUKOPHUCTOBYETHCS OKPEMUH PAyHIOBUN KITIOY, SIKHIA OTPUMYETHCS K PE3yIbTAT MPO-
LEIypU PO3TOPTAHHS CEKPETHOTO KITF0Ya. 3aaucio JaHOT mpoleaypH € popMyBaHHS HEOOXiTHOI KIIBKOCTI pay-
HJIOBHX KJIIOUIB i3 CEKPETHOTO KJtoua, oOMexeHoro po3mipy. HailtnpocTima ii peamizamist nependadae po30OUTTs
KJI0Ya Ha YaCTHHH, SIKI 10 Yep3i BUKOPUCTOBYIOThCS y payHaax. [Jist 3MeHIIeHHs po3Mipy KITlo4a JaHa mpolie-
nypa OyayeThcsl sIK CKJIaJHE OaraToeTarHe MepeTBOPEHHs, 1o Moaudikye cekpernuit xmod [1]. [Iponemypu
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BX1IHOTO Ta BHXIJHOTO 3a01TFOBaHHS 3MINIYIOTh BXifHI JaHi M 1 pe3yabTaT NepeTBOPECHHS MiCls  7-T'0 payHIy 3
KJIF0YOBOIO iH(OpMAIli€lo, NUISIXOM BUKOPUCTAHHS omepallii moditoBoro gonasanHs, XOR.

OcnoHi nepetBoperHss CBIL MoxyTh OyTH NpencTaBieHi TEBHOIO KITBKICTIO TOCTIJOBHAX BUKOPHUCTaHb cllad-
KOro 010K0BOTO MHU(PY, IO HA3WBAETHCS PAYHAOM NEpeTBOpeHHs. Lli mepeTBOpeHHs OMHCYIOTHCS OJIHIEIO i
Ti€0 X (DYHKIII€I0, ajie B SIKOCTI apIyMEHTIB SIKOT BUKOPHCTOBYIOTBCS PE3YNIBTAT MONEPEIHBOT0 TIEPETBOPEHHS 1
BIMOBITHUN payHAOBUI KII0Y. Y3aradbHeHa cxema payHnoBoro neperBoperHs: CBIII mpencrasiena Ha puc. 2,

nie ki — payHIOBHI KIt04; 711, — OJIOK BXiJHOTO HoBifoMieHHs; [ — QyHKuis payHJ0BOrO NepeTBOPEHHS; C,;—

OJI0K KpUITOTPaMH IICIISA {-TO payHy IepETBOPECHHS.

m;

k;
—» Fmk) —» ¢

Pucynox 2 — Y3aranpHeHa cxema payHnoBoro nepersoperHs CBII

B 3aranpHOMY BUTNanKy, QYHKIIS payHIOBOTO TIEPETBOPCHHS € MOCIIOBHICTIO 3aJICKHUX BiJl KJIF0Ya HeJli-
HIHUX 3aMiH, «MIKCYFOUUX» MEPECTAHOBOK Ta ITUKITIYHKX 3CYBIB [3].

BinmoBigHO 10 crmoco0iB KOMOIHYBaHHS CEKPETHUX CHCTEM [4] ISl OTpUMaHHS HOBOI CEKPETHOT CUCTEMU,
ocHOBHI nepetBopeHHs Aanux y CBII MoxyTh OyTH MpencTaBlieHi K T00yTOK CEKPETHUX CUCTEM:

s=T]r,
1_1[ ’ (1)

ne S — koMGiHOBaHa ceKpeTHa cucTeMa; 1, — i-a CeKpeTHa cucTeMa (payH | IepeTBOPEHHS) 3 Habopy 1 CeKpe-

THHX CHCTEM.

To0T0, BUKOPHCTAHHS CYKYIHOCTI CJIAOKHMX payHJIB YTBOPIOIOTH cTilikuii mm¢p [4]. Ockinbku Haoip i no-
CJIIZIOBHICTh BHKOHAHHS OIEpaliil B payHAax € He3MiHHMMH, Kpunrorpadiuyna criiikicts po3rmsnytux CBII
3aJIEXKUTH BiJl PO3MIPY CEKPETHOTO KIII04a, CKIaJHOCTI BUKOHYBaHHUX OIepallii abo KiNbKOCTI payHAIB MEepeTBO-
peHHsl, y pa3i BUKOPUCTaHHS NpocTHX onepauiil. Takuii criocid moOynosu nepersopens CBIL 3HauHO nonerniye
K iX peanizalito (anapaTHy Ta IpOrpamMHy), Tak 1 IX KpunrorpadiuHui aHai3, 0 JO3BOJISE OyyBaTH aTakh Ha
MEHIIY KUIbKICTh payH/liB, 3r0JJOM PO3LIMPIOr0YH iX [1].

HezanexHo Bin cmoco0y peaxnizamii ocHOBHUX meperBopeHb cydacHi CBII, MaroTh 3a10BOJBHATH TaKUM
3araJlbHONPUITHATAM BUMOTaM:

1. 3HaHHS anTOPUTMY HE MMOBHHHO 3MEHIIIYBaTH KPHUIIOCTiHKicTh mmdpy (mpaBuio Kepkodda) [4].

2. CridikicTs anropuTMy mupyBaHHS TOBIHHHA 3AJIEKATH TUTBKHU BiJ CEKPETHOTO Kiroda [4].

3. BuxopwucraHHsg 10BXUHH 010Ky He MeHIIe 128 OiT (2x64 6it) [1]. Xoua po3mip 6moxy 64 OiT € Ha ChO-
rofHi Oe3redHnM, ajie 3BaXKaroud Ha MIBUAKHHA PiCT MOKIIMBOCTEH eIeMeHTHOI 0a3H, BXKe B HeJaIeKOMYy Maiily-
THROMY MOJKJIMBI BJIaJIi peai3allii eBHUX BUJIIB aTaK.

4. MoOXJIHMBICTh BUKOPHCTaHHS Pi3HOTO po3Mipy cexpeTHoro kmoya (128, 192, 256 6it) [1].

Henonixu anroputMiyHoi peanizanii ocHOBHUX neperBopeHb CBIIl MOKyTh MpHU3BOAUTH 10 3MEHIIEHHS iX
kpunTorpadidHoi CTIMKOCTI Ta 3MEHIIEHHS MIBUAKOCTI Hpoueayp 3ammdpyBaHHs, posmmdppysanHs. Towmy,
nocrae 3axada ananizy CBIII 3 Touku 30py crnocoOy peanizanii NIepeTBOPEHHS BXIAHUX AAHUX Y IIH(PPOTEKCT
JUTsl BHOOPY TEepEeTBOPEHbD, MO 3abe3rneuaTsh MiIBUMICHHS IMBUIKOCTI MUGPYBaHHA. Y TMEpeBakHIH OUTBIIOCTI
CBII ocHOBHI TIepeTBOpeHHs MOOYIOBaHi Ha OCHOBI Mepex DelcTerns, depryBaHHs IpOoIeayp MePeCTaHOBOK i
MiACTaHOBOK (SP-Mepex), CTpYKTYpH «KBaJpaty» Ta orepalliii 3a MoaysieM. Po3rissHeMO e TabHIIIE IIi Ti IXO0TH.

BusioxoBi mm¢ppu Ha ocHOBI Mepe:k PelicTens
Bimomi mepexi ®etictens 3 neoma [1] Ta wotupma rimkamu [5]. B mepexi ®eficTens Ha ABi TiTKH 00po0-
JIOBaHMH OIIOK po36KBacThCA Ha 1Ba migonoku L, R . JIns Ko’HOTO payHIy 0OUHCITIOETBCS:

L=R_® F(LFl’k[fl ), R =L

Pesyinbratom BHKOHaHHs ¥ payHais € Gnoku L, , R, sammdposanoi indopmauii. Ha puc. 3 Hasegeno
TUTIOBY CXEMY payHAY IIEPETBOPCHHS Ha OCHOBI Mepexi DeiicTens 3 TBOMa TiTKaMH.
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L;

R;

Pucynok 3 — Cxema payHIy IepeTBOPEHHS Ha OCHOBI Mepeski DeficTemns 3 1BoMa TUTKaMu

OcHoBHi kinmbKicHI xapaktepuctuku cydacHuXx CBII Ha ocHOBI Mepexi @DeiicTens 3 nBoMa rinkamu [1]

TpeCTaBJICHHI B Ta0I. 1.

Tabmuus 1 — Xapakrepuctiku CBII Ha ocHOBI Mepexi DeficTers 3 JBOMA TiTKAMU

AnroputM KinbKicTh payHIiB 7 Jowxuna ximova K (6it) Po3wmip Gioky W (GiT)
Blowfish 16 32-448 64
) 18 128
Camellia 2 192/256 128
12 40/64/80
CAST-128 6 128 64
CAST-256 48 (12x4) 128/160/192/224/256 128
6 128/192
DEAL 8 256 128
DES 16 56 64
DFC 8 128/192/256 (abo 0-256) 128
I'OCT-28147-89 32 256 64
E2 12 128/192/256 128
FEAL-N 4-32 64 64
Cimeiictso HPC 8 be3 obmexeHHs be3 obmexeHHs
ICE 16 64 64
KASUMI 8 128 64
Khufu 8-64 (xpatHe 8) 64-512 (xpaTHE 64) 64
LOKI97 16 128/192/256 128
Lucifer (4) 16 128 128
6 128/192
MAGENTA 2 756 128
MISTY]1 4xn(8) 128 64
RCS 1-255 0-2040 32/64/128
TEA 64 128 64
XTEA 64 128 64

Amnani3 tabn. 1 mo3Bossie BuminuTu Taki ocodmuBocti CBII moGymoBannx Ha ocHOBI Mepex Deiicrens 3

JIBOMa TUTKaMU. Y OUThIIOCTi MUGPIB 3a7aHi KOHKPETHI GikcoBaHI 3HAYCHHS KiJTBKOCTI payHIIiB, TOBXHHU KITIO-
4a ta po3mipy 610ky (DES, ICE, KASUMI, TEA Ta in.), aie B aeskux (Blowfish Ta iH.) 3HauenHs ogHoro adbo
JIEKUTBKOX TapaMeTpiB MoXyTb Oyt 0e3 oOmexens (CimelictBo HPC) abo BapitoBaTHCh B MeXaX KpaTHOCTI
nesHoMy 3HaueHHIO (Khufu, MISTY1). KinbkicTs payHaiB MiHIMaIbHO MOXKIIMBA Bij 4-X, 8-1 1 MAKCUMAJIBHO /10
32-x, 64-x. Hludp RC5 mae pianazoH MOXIIMBHX 3Ha4EeHb KUIBKOCTI payHIiB Bix 1 no 255 (pekomeHmoBaHUM
MiHiMyM 4 payHau). 3HaUeHHS 3a1aH0] JOBXHUHU Kitoda Bix 40-64 no 512 6it, npuyoMy BUKOPHCTaHHS OLITBIIOT
JIOBXKMHH KJIIOYa TakoxX 301IblIye HeoOXinHy KinbkicTh payHaiB (Camellia, CAST-128, DEAL, MAGENTA).
IpeBaxkna 6inpmricts CBII nependavatoTs BUKOpHUCTaHHs O0KiB o 64 Ta 128 6ir, mume CimetictBo HPC ne
HakJagae 0OMexeHb Ha OBXHHY 070Ky Ta mudp RCS miarpumye MiHiManbHY JOBXUHY 010Ky 32 OiT.

V¥ koxHomy CBIII BUKOpHCTOBYEThCS nesika GikcoBaHAa MHOYKHHA oreparliii, Ha 6asi sikoi i OymayeThes pay-
HI0Ba (DYHKIIIS, TPUUOMY KOHKPETHHUI HaOip omnepailiii CyTTeBO BIUIMBAE HA MBUAKICTH MPOIEAYp MU(PPYBaHHSI.
Tomy, nmpoanarnizyemo Habip 6a3oBux omeparrii nius CBIL, moOymoBannx Ha ocHOBI Mepexi DeiicTens 3 ABoMa
rinkamu (Tadum. 2).
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Ta6muus 2 — ba3osi onepauii st CBIL Ha ocHoBI Mepexi DelicTens 3 1BOMA riIKaMu

BiekTuBHI MaTemMaTH- [o06iToBi MUKITIYHI 3CyBU ..
. . . Jloriuni IepecraHoB-
4Hi QyHKIIT (3MiHHI/pikcoBaHi)

A Tabnuuna Ka
JITOpHTM Jlon. Mok ) |3 3aMiHa (xepoBaHa/
sa mod2" - 332/\’ Bniso Bnpaso @ % TabnHuHa)

Blowfish (N=32) 4 Tabm.

Camellia (p=1) + | + 4 Tabm. (1)

Sl s D) () 4 Tadu.

Srr il B P R e ) 4 Tadu.

DEAL 8 Tabu. (1)
DES 8 Tabu. (1)
DFC (N=64) (N=64) +

I'OCT- i _

28147-89 (N=32) (p=11) 8 Tabm.
E2 (N=32) (p=1) + + (1)
FEAL-N (N=8) ($=2)
CimeiicT- - (3/0=2,8, (3/b=4,5,
Bo HPC (N=64) 12,22,32) 11,17,23) *
ICE 4 tabm. (x,1)
KASUMI (d=1) + | + 2 tadn.

Khufu ($=8,24,16) 1-8 Tabu.

LOKI97 (N=64) 2 tadm. (x,1)

Lucifer

= 2 Tabu. T

MISTY1 + + 2 TabuL.
RC5 (N=16-64) (3)
TEA (N=32) (¢=4) (¢=5)
XTEA (N=32) (¢=4) (¢=5)

Tak cepen Ol€KTUBHMX MaTeMAaTWYHHX (DYHKI[IF 3HAYHO BXKMBAHIIIOK € OMepallis JOJaBaHHS 332 MOMY-

nem 2V npudoMy 3HadeHns /N Bapitoerses Bix 8 (FEAL-N) mo 128 (RC5). HalGinbm mommpeHuMH € TTo0iToBi
IUKITIYHI 3CYBH BIiBO Ha (ikcoBaHy KinbKicTh OiT, nmmre mmdpu CimeiictBa HPC, TEA, XTEA BUKOpPHCTOBY-
I0Th OWUKIIYHUN 3CyB BIpaBo. ['pyma mmdpiB it moOynoBr payHIOBOI (QyHKII HE BUKOPHUCTOBYE OIEparii
TaOJIMYHUX 3aMiH Ta MEPEeCTAaHOBOK, MPH IbOMY IMH(PYIOUYH MaHI KOMOIHAIli€0 Oi€EKTUBHUX MaTeMaTHYHUX
¢yskmiii Ta oneparniit nukiaigHoro 3cyBy (FEAL-N, CimeiictBo HPC, RC5, XTEA). Haiibinpma kinekicTs Tab-
e 3amid nepenbadena B mmppax DEAL, DES, 'OCT-28147-89 ta Khufu y pa3i BukoHaHHs 64 payHiB.
Hatimenmuii Habip 6a3oBux onepauiit Bukopucranuii y mugpax FEAL-N ta RCS, a naii6insmmii [ y mmdpax
Camellia ta E2. Onepauii napHoi nepecranoBku Ta XOR € He3MiHHMMU 0a30BuMHU onepatisiMu Mepex Delicte-
ast (puc. 3), TOMy BOHM 32 3aMOBYYBAHHSM IIPUCYTHI B YCiX IpEJCTaBHUKAaX JaHOTO BHIY i He OyJin BHECEHI B
tab. 2. ITo6iTOBI HUKIIYHI 3CYBH MOXYTh OyTH 5K 3 (ikcoBanuM 3HaueHHsM (Camellia, TOCT-28147-89 ta
iH.), TaK i 3 3MIHHAMH 3HAYCHHIMH, 110 3ajexkarth Bix kimoda (RC5, CAST-256 Ta iH.). AHAJIOTIYHO 1 3 omeparii-
€10 TIEPECTAHOBKH sika Moke OyTH 3amaHoto Tabmuiero (Camellia, Lucifer (4) Ta iH.), abo x OyTH 3aJI€KHOIO BiJ
neBHux napametpiB (ICE, LOKI97). B mmudpax CAST-128, CAST-256, TEA, XTEA Ta B Cimeiictei HPC Bu-
KOPHUCTOBYEThCA JoAaBaHHs i BiqHiMaHHs 32 mod 2N. [ludp E2 BukoHye omepartii (3cyBy, 3aMiHH Ta TiepecTa-
HOBKHM) Haj Oaiitamu. OKpiM MUKIITHOTO 3CyBY B Aeskux mudpax (TEA, XTEA) BukoHyeThes apuMeTHIHUR
3cyB 0iT. Y DES BHKOHYETBCS pO3NIMPIOIOYA MEPECTAHOBKA, IO PO3UIUPIOE BXigHe 3Ha4YeHHS 3 32 1o 48 OiT.
Khufu nyist koxxHuX 8 payHniB nependadae reHepyBaHHs HOBO1 Tabnuui 3amin, a B LOKI97 tabxumi 3amin o6po-
OystroTh BXiJHI aHi pizHOI pospsinHocti (11 Ta 13 6ir). B anropurmi Lucifer(4) BUKOHYETBCS KepoBaHa CEKpeT-
HUM KJIFOYEM OTepallis TaOJIMIHOT 3aMiHHM, [II0 BU3HAYAE KA i3 TBOX TaOJHIL 3aMiH Oy/ie BUKOPUCTAaHA y BiIO-
BizHOMy paynai. BIII MAGENTA He yBi#noB 1o ta0i. 2 OCKiJIbKH HOTo MepeTBOpeHHs Mo0y0BaHi Ha KOMOi-
HAIIi{ JIUIIe onepariii maHeceHHs 0 cTeneHs TBipHoro eneMenTa ot GF(28) ta XOR.

Binporicts cydacaux CBII BukopuctoBytoTh Mepexy delicrens 3 ABOMa T'iIkaMu B SIKOCTI OCHOBH [1].
OCHOBHI TepeTBOpPEeHHSI TOOYI0BaHi 3a JOMOMOTOI0 JaHOT Mepexi € 00epHEHNMH, a TPOIeAYpH 3armu(pyBaHHS
Ta po3MU(PPyBaHHS BiAPIZHAIOTHCS JIHIIE MOPSIAKOM BUKOPHCTAHHS PAyHIOBUX KJIOYIB, I MHADPIB 3 OJHAKO-
BOIO QYHKITi€r0 MHU(pPyBaHHA, a00 MOPSIKOM BHKOPUCTaHHS QYHKIINA mMU(pyBaHHS MPH BUKOPUCTAHHI TETEPO-
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rerHoi ctpyktypu (MARS, CAST-128, CAST-256). Lle mo3Bomsie Jerko peamizyBaTH MIUQPHU SK Ha MPOrpaM-
HOMY, TaK i Ha arnapaTHOMY PiBHI, BHKOPHCTOBYIOUHM OJMH ()parMeHT anapaTHOi CXEMH Y MPOTPaMHOTO KOy,
1o 3a0e3nevyye MakCHMalIbHO KOMITAKTHY peajli3allifo i MIPOKi MOKIMBOCTI 3acTocyBaHHA [1].

€ 1pu T Mepex DeiicTens Ha YOTHPH TUIKH, MO TMOKIaneHi B ocHOBY moOymoBu CBII (puc. 4), ne

X, X, —6uoxu Bxixnoro nosinomienns, ¥, Y, — Gnoku mudporexcry [1, 5].

‘Xl‘Xz‘X3‘X4‘ ‘XI‘XZ‘X"X“‘ ‘XI‘XZ‘X3‘X4‘

\ 4
‘YI‘Y2‘Y3‘Y4‘ Y Iy [y, [v,] ‘YI‘YZ‘YS‘Y4‘

a) 6) B)

Pucynok 6 — CxeMa payHy IEpETBOPCHHS Ha OCHOBI Mepex DelicTens 3 4oTupMa TiIKaMu:
a) Tun 1; 6) Tun 2; B) THI 3

KinbkicHi xapakrepuctuku CBII Ha ocHOBI Mepex Deiicrens 3 yotupma rinkamu [ 1] HaBeieHi B Tadu. 3.

Tabmms 3 — Xapakrepuctiku CBI Ha ocHOBI Mepex DeficTens 3 YoTHPMa TIIIKaMH

Anroput™m Kimpkicts payrzis » | HoxwuHa xmoda K (6it) | Po3swmip 6moky W (6it) | Twum ctpykrypu
18 128
CLEFIA 22 192 128 1
26 256
IDEA 8+1 128 64 2
MacGuffin 32 128 64 3
MARS 32 128-1248 128 2
36 128 64
NUSH 68 192 128 3
132 256 256
RC2 16+2 8-1024 64 3
RC6 20 128/192/256 128 1
SPEED >32 (xpatHe 4) 64-256 (xpatHe 16) 64/128/256 3
Skipjack 32 80 64 1
Twofish 16 128/192/256 128 1

[IpoananizyBaBmu Tabn. 3 MOXKHA Bi3HAUATH Taki ocobmmBocTi. Bei mpenctaBanku CBII Ha ocHOBI Me-
pexx DeiicTens 3 4OTHpPMa TiTKaMH IependavaroTh Po3OMTTS OJOKY BXiTHOTO HOBIIOMJIEHHS Ha 4 migOiIoKH
okpim mudpy SPEED, mo 06pobiste 8 miadmokis. [lepeBakHa OibIIicTh BUKOPUCTOBYE MEPIIMNA Ta TPETIH THIT
ctpyktypu, aume IDEA, MARS noGynoBani 3a mprHINTIOM CTPYKTYpH THITY ABa. KimbKicTh payHIIB 3a3BHYai
€ (ikCOBaHMM 3HAYCHHSIM, IO 30UTBIIYETHCSA BIAMOBITHO 10 30impmeHHs mnowxuHU Kmoda (CLEFIA, NUSH),
muie B SPEED nepenbaueHo BUKOpPHUCTaHHs 3MIHHOI KUIBKOCTI payHAIB Yy KiJIbKOCTI He MeHuIe 32 (kpaTHid 4).
[pu yomy mmdp SPEED enunnii cepen posrisinytux y tadn. 3 CBII niarpumye 3MiHHUA po3mip 6J10kiB. Mak-
CHMaJIbHY JIOBXKHMHY KJIFOYa JI03BOJISIIOTH BUKOpHcToBYBatH mmppu MARS (1248 6it) Ta RC2 (1024 6ir), miHi-
ManbHy RC2 Tta SPEED 8 Ta 64 6it Bignosinno. OcHoBHUI HaOip 6a30Bux onepariii ;s CBIL moOynoBanux Ha
ocHOBI Mepex DeifcTens 3 yoTupMa rikamu npenacrasienuid B Tadn. 4. Y mmgpi Twofish takox nependauene
BUKOPHCTAHHS Oleparlii MHOXKEHHS Ha MaTPULO JaHWX, OTPUMAHMX Micisl onepauii Tadnmunux 3amid. Hudp
IDEA BuKOpHCTOBY€E MHOKEHHS 32 MoAyJeM (216+1). Omepartist mo6iToBoro nmukiigHOro 3cyBy y mudpi NUSH
BUKOHYETHCS Ha 3MIHHY KiJIbKIiCTh OiT, 3HAYSHHS SKHUX 33JIaHO B TAOJUII 1 3aJICKUTH BiJl HOMEPY payHIa, TAKOK
32 CXO0XHUM MPHUHIIAIIOM ITOYEPTOBO BUKOPUCTOBYIOTKLCS, B 3aJIS)KHOCTI BiJl BiAIMOBIqHOT TaOMHII, JIOTiUHI omepa-
mii «I» ta «ABO». IlIudgp RC2 B dpyHKIii payHIOBOTO MEPETBOPEHHSI BUKOPUCTOBYE JIOTIUHY orepariito «HI»
(iaBepcist miabI0Ky), Ta MUKITIYHUHN 3CYB BIIiBO Ha 3MiHHY KIJIBKIiCTh OiT, 3HAYCHHS SKUX 3a7aH0 TaOIUIero Bix 1

. N . .
10 5. Konkperni 3nauenns N B onepauii JoaapaHHs 3a MoayjleM 2" Ta (GiKCOBAaHOTO LUKIIYHOIO 3CYBY BIIPABO
y mmdpax SPEED, NUSH 3anexats Bim po3mipy OJIOKy, 0 00poOiseThest. AHaii3 Tabm. 4 m03BOJIIE CTBEP-
JokyBatH, o Haidactime B CBIII moOymoBannx Ha ocHOBI Mepex deiicTens 3 YoTHpMa T1IKaMH BUKOPHUCTOBY-

. N
€ThCA OIlepallis J10JaBaHHs 3a MOAyldeM 2 , PH 1IbOMY BUKOPHCTaHHS MHOKEHHs nepeabaucHo aume B RC6.
Haii6inpma kinpKicTh 6a30BUX omepalliii BUKOpUCTOBYeThCs B udpax MARS, Twofish, a Haiimenmy y IDEA.
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Tabmuus 4 — bazosi onepauii st CBIL Ha ocHOBI Mepex DelicTens 3 HoOTUPMa T'IIKaMU

. . . ITo6iTOBI UK YHI
BiexTuBH1 MaTemMaTUuH1 . ..
yHKri o (SMIHT Jlorir IepecTanoBka
Hi/(pikcoBaHi) Ta6auuna p
Anroput™ - samina (xepoBaHa/
Hon. Muox. . R o) TabIUYHA)
3a mod2" 3a mod2" Baiso Bripaso e ﬁ
IDEA (N=16) +
MacGuffin 8 TaluI. (1)
MARS (N=32) (3/¢p=13,5) (d=8) 3 taluI.
NUSH (N=16-64) (3) + +
RC2 (N=16) (3=1-5) + (1)
RC6 (N=32) (N=32) (3,0=5)
SPEED (N=8/16/32) (3,=3/7/15)| +
Skipjack (N=10) +
Twofish (N=32) (9p=1,8) (p=1) 4 Tabm.

B po6ori [5] 6ynu HaBenewni psag nepesar CBII noOynoBanmx Ha ocHOBI Mepexx DeiicTens 3 YoTHpMa TiJ-
kamMu. Tak JOMiHYBaHHS HE3MiHHOI YacTWHH (THII 3) HO3BOJISIE YCKIATHUTH XapakTep 3aJe)KHOCTI 3HAYCHHS
¢Gynkuii F' Bix cBOiX apryMeHTiB, IpH IBOMY PO3MIp 3amM(POBAHOI YACTHHHU € MaIMM, TOMY IS TOCATHEHHS
3aJJaHOTO PIBHS KPUNTOCTIMKOCTI HEOOXiqHO 30LIbIINTH KijbKicTh iTepanii (NUSH), mo BruMBae Ha IIBUAKICTD
mudpysanns. Konu x Bif0yBaeThes ToMiHyBaHHS 3MiHHOT yacTunu (tun 1, 2) Qynkuis F 3anexurs Bijg MeH-
moi 3a po3MipoM YacTHHH OJIOKY, TOMY JUlsi Hel CIIPOINY€eThCs MPOLEC BCTAHOBJIECHHS 3aKOHOMIpHOCTEH. AJie
MICIIsl KOXKHOTO payHJa 3MIiHIOETHCS OifibIlla YacTHHA OJIOKY, IO YCKJIAQJHIOE MEPETBOPEHHS Ta KOMICHCYE LieH
Henonik. [Ipu mpomy crifikicts CBI mobymnoBannx Ha OCHOBI Mepex DeiicTelns 3 40THpMa TIIIKaMH 10 JTiHIHHO-
ro kpurrroanamizy Oinpma Hixk B CBI mobynoBanux Ha ocHOBI Mepesxi DeficTens 3 nBoMa rimkamu [5].

CBIII Ha ocHOBi Mepex DercTens MaroTh TaKi HEJOTIKH:

1. BigHOCHO HEBHCOKa MIBUIKICTh MPOLEAYp 3amupyBaHHs, po3mn(pyBaHHI, OCKUIEKH OJMH payHA 00-
po0uIsie rIIIe MOOBHUHY (U1 MEpeKi Ha JIBi T'TkK) a00 YacTHHY (VI MEpeX Ha YOTHUPH TUIKH) OJIOKY BXiIHOTO
MTOBITOMJICHHSI, III0 BUMAarae 301bIIeHHS KUIBKOCTI iTeparii [1,5].

2. Hu3bki OLIHKH CTIHKOCTI IO CTATUCTHYHUX METOJIIB KPUNTOAHATI3Y [5].

3. INorpeba B eHeproHe3ayeXHOI Mam’sITI IPH BUKOPUCTAHHI BEIHMKOI KinbkocTi Tabmuip 3amin (CAST-
128, LOKI197, MacGuffin ta in.).

Baokosi mudpu Ha ocHoBi SP-mepe:x

VY onokoBux mudpax nodyaoBaHuX Ha OCHOBI SP-Mepek 00poOka TaHUX 3BOANTHCS, B OCHOBHOMY, JIO 3a-
MiH (KOJIM, HalpHKIaa, (GparMeHT BXiJHOTO OJOKY 3aMiHIOEThCS IHIIMM ()pParMEHTOM BIiIIOBIIHO 10 TaGuIMI
3aMiH S, ska MOJKe 3aJIeKaTH BiJ] 3HAUCHHS KIF04a) 1 MepecTaHoOBOK P, 3anexHux Bix kimtoda [1]. Y3aranpHeHa
cxXeMa payH1y OCHOBHHUX IIEpETBOPEHb HABEICHA Ha PHC. 5.
M;

\
» 1
k; TV

A 4
Sil sz Si3

P
vvy Yy

| My |
Pucynok 5 — Cxema payHay epeTBOpEHHS Ha OCHOBI SP-mepexi

Uuwm Ginbinie S-0710K, THM Ba)kde 3HAWTH CTATUCTHYHI 3aJIE)KHOCTI JJI PO3KPUTTSI METOJAMHU KPUIITOAHATI-
3y. binbnricTs BUMagkoBuX S-OJ0KIB HEMiHIIHI 1 XapaKTepU3YETHCS BUCOKOIO CTIHKICTIO IO JIHIHHOTO KpHIITOA-
Hai3y, MPUIOMY i3 3MEHIIEHHSAM KUTBKOCTI BXiTHUX OITiB CTIHKICTh 3HMXKYETHCS NOCTATHHO MOBUILHO [6]. P-
OJIOKM peani3yloTh Omeparlii MepecTaHOBKH, 32 JOTOMOIOI SKHUX MAaCKYIOTHCS B3a€MO3B'SI3KM MiXK BiIKPHUTHM
TEKCTOM, MIHMPOTEKCTOM i KiroueM. OCOOTUBICTh IEPECTAHOBKH MOJIATAE B BHKOPHUCTAHHI TAKUX MEPETBOPCHB,
SIKi BUKITIOYAFOTh MOXIIUBICTh BiTHOBJICHHS B3a€MO3B 3Ky CTATUYHHUX BIACTUBOCTCH BiKPHUTOTO Ta 3alIU(pO-
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BaHOTO ToBimoMIeHHA [6]. OCHOBHI KiibKicHI xapaktepucThku cydacHux CBIII, moOynoBarnnx Ha ocHOBI SP-
Mepex [ 1], mpencraBneHHi B Ta0I. 5.

Tabmms 5 — Xapakrepuctuku CBII Ha ocHOBI SP-Mepex

Anroputm KinmpkicTs payHzis JlopxunHa ximoda K (6iT) Po3mip 6moxy W (6iT)
3-Way 11 96 96
ARITA 12/14/16 128,192,256 128

CS-Cipher 8 8-128 64

Diamond2 10-15 8-65536 128

Hierocrypt-L1 6 128 64
Khazad 8 128 64
SAFER+ 8/12/16 128/192/256 128
Serpent 32 128/192/256 128
7 128
SC2000 3 192/256 128
72 256/512
Threefish 20 1024 256/512/1024

Amnani3 tabn. 5 mokasye, mo Outbiricte CBIL BUKOpUCTOBYIOTE B cepeHbOMY 8-16 payHIiB, 10 3HAYHO

mennre nopisasHo 3 CBII nmoOynoBanumu Ha ocHOBI Mepex Pelictens. MakcumanbHa KUIbKICTh payHIiB 80
BuKoHyeThest B mm¢pi Threefish ns 6moky 1024 6ir i kmoua 1024 GiT BiINOBIAHO, KW onepye MPOCTHMH
oreparismMu. HaiOinpmmii fiana3oH 3HaueHb Kiova 3ajaHuid B mudpi Diamond2 8-65536 6ir. 3HaueHHs po3-

Mipy 6oy B CBIII Bapitoetses Big 64 (CS-Cipher, Khazad) no 1024 6it (Threefish).
[Ipoanamnizyemo Habip 6azoBux omeparii At CBI mobynoBanux Ha ocHOBI SP-Mepex (Tadm. 6).

Tabmmms 6 — bazosi omepanii aist CBI Ha ocHOBI SP-Mepex

Hon. Tobirosi [T A Jloriusi Tabmmana Muox. Ha
Anroput™ 3a 3CYB BJIiBO . IMepecranoBka
mod2" |  (aminmi/dikcosani) orepar 3amiHa MATpHIIO
ARTA 4 Tabm. +
CS-Cipher (p=1) «Dy/«HI» /+ +
Hierocrypt-L1 + +
Khazad + +
SAFER+ + + +
Serpent (v=1,3,5,7,13,22) 8 Tadu. +
SC2000 «I» 3 talu. + +
Threefish (N=64) (3) +

Omnepamnist XOR npucyTas y Beix po3rsiHyTHX CBIL Tomy He BuHeceHa B Tabm. 6. Iudpp ARIA Bukopmuc-
TOBYE Pi3HYy KOMOiHAIlif0 TaOIHIe 3aMiH JUI MApHUX Ta HenmapHUX payHaiB. Y CS-Cipher nepenbadeHa MOXITH-
BiCTh BUKOHAHHS a00 TabmudaHO{ 3amMiHu abo obOuncieHHs (QyHKIIT, 3HAYSHHS K01 MOKHA BH3HAYUTH 3a TaOIH-
eI Yi OOYUCIIUTH, B 3AJIGKHOCTI BiJ HassBHUX pecypciB. Y mmppax SC2000, CS-Cipher BUKOHYETBCS 101aT-
KOBE HaKJaJIaHHS KOHCTaHT Ha Oiok mammx. [udp Hierocrypt-L1 mependadae BUKOPUCTAHHS JIBOX MATPHUIlh
4x4 ta 8x8. Yci onepauii SAFER+ BukoHnytoTbcst 3a MojyieM 256. Tabauni 3amin Serpent 3reHepoBaHi 3 Tad-
muues DES. Takosx Horo niHiliHE MEpEeTBOPEHHSI MOXKE Peai3oBYBaTHCh Y BUTJISLII TaOIMYHOT 3aMiHM 200 K SIK
psin obGunciiens (mobitoBa muKIivHI 3cyBH BiiBOo Ta XOR). Ananmizyroun Tabn. 6 MOXXHa CKa3aTH IPO MacoBe
Bukopuctanus CBII nodynoBannmu Ha ocHOBI SP-Mepex onepailii MHOXKEHHS Ha MaTpuito. TaOnnyHi 3aMiHK
MOXYTb OyTH peallizoBaHi y BUIIISAl TabiuIb, a0o x sk psn onepauiii (CS-Cipher, Serpent, ARIA). [Iepecrano-
BKH € (hikcOBaHMMH 1 3anatoThes Tabaumyno (SAFER+, Serpent Ta in.). Onepaist 101aBaHHs 32 MOAYJIEM BHKO-
puctoByeThes nuire y Threefish, ctpykTypa sikoro He mepenbadae S-0I10K.

CBII, moOymoBaHi Ha OCHOBI SP-Mepex, € CTIHKUMHU IO PI3HUX BHIIB KPHUITOAHATI3Y, 3aBISKA BUCOKOMY
CTETICHIO HETHIHHOCTI OCHOBHUX TIEpETBOPEHb [6]. B 3arampHOMY BHIAAKY MpoIeaypH 3amu@pyBaHHS Ta pO3-
mUQpPyBaHHS CYTTEBO BiAPi3HAIOTHCS, IO 301IBIIYE CKIAIHICTD IX amapaTHOI Ta mporpaMHoi peaiizamii. Buko-
PHUCTaHHS TaOJIMYHUX 3aMiH CYTTEBO BIUIMBA€E Ha IMIBUIAKICTH MpOIEMyp 3amudpyBaHHS Ta pO3MU(PyBaHHS Ta
BUMOTH IU(DPIB 0 eHEeproHe3aaekHoi mam’sti [1]. BuinenaBeneHi HeJOMiKM CIIOBUTLHIOIOTH MTPOIIEC PO3POOKH
ta pocuimkenns CBII nanoro tumy.

BiaokoBi mugpu HA 0CHOBI CTPYKTYPH «KBaapaT» (Square)

Jnst CTpYKTYpH «KBaJIpaT) XapaKTEPHHUM € MpeCTaBICHHs 0JI0Ka y BUIIIA/I IBOBUMIpHOTo 6aiitoBoro ma-
cuBy. Kpunrorpagiuni nepeTBOpeHHsI MOXYTh BHKOHYBaTHUCh HaJl OKpeMUMH OaiiTaMu MacuBY, a TaKOX Haj
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Horo ctoBmuukaMu Ta psakamu [1]. OcHOBHI KinbKicHI xapaktepuctuku cydacHux CBII moOynoBaHux Ha oc-
HOBI CTPYKTYpH «KBajapat» [1, 7] HaBeneHi B Tadu. 7.

Tabmms 7 — Xapakrepuctiku CBIL Ha OCHOBI CTPYKTYPH «KBaapaT)

Anroputm KinmpkicTs payHIiB Josxwaa ximrouga K (6iT) Po3mip 6mmoxy W (6iT)
10 128 128
AES (Rijndael) 12 192 192
14 256 256
Anubis 8+K[32] 128-320 (xpaTre 32) 128
CRYPTON 12 8-256 (xparHe 8) 128
Grand Cru 10 128 128
Noekon 16 128 128
Q 8/9 128/192/256 128
SQUARE 8 128 128

Amnamiz Tabx. 7 mokasye, mo mrs CBII moOymoBaHMX Ha OCHOBI CTPYKTYPH «KBaJpaT» XapaKTEPHHUM €
npeacTaBiIeHHs 010Ky 128 OiT y Burisaai MacuBy (4x4) Gaiir, mumre mudp Noekon omepye 6110koM IpeacTaBiie-
HUM y BUTIAL 4-X psankiB mo 32 6it. MoximBa kinekicts payHziB Big 8 (SQUARE) no 18 (Anubis), mpuaomy
3MiHHY KiTBKICTh HiaTpuMye Jumre mudp Anubis Ta Q 3aIeKHO BiI JOBXKHHH KJIF0Ya. BimbOTicTh peacTaBHUKIB
nepeabdadaloTe BUKOPUCTAHHS 3aJaHOTO po3Mipy kimroda abo 3mimami 8-320 6ir (CRYPTON, Anubis). ¥V
3B 513Ky 3 CBOEPIIHUM INPEICTABICHHAM OJIOKY JaHUX clienu(piYHUMU € 1 oneparii, 10 BUKOPHUCTOBYIOTBHCS IS
CBI nanoro Ty, OCKUIBKM BOHM MOXYTh BHKOHYBaTHCh HaJ PSJIKaMH, CTOBITYMKaMH, Oaiitamu Ta Oitamu
6noky. BxinHe Ta BuxinHe 3a0UTI0BaHHS 3a3BUUail BUKOHYE KOMOIHALIIO IEKIIBKOX Ollepalliii OCHOBHOT'O TepeT-
BopenHs (SQUARE, Grand Cru T1a iH.).

Ha6ip 6a3zoBux onepanii quist CBIL noOynoBaHuX Ha OCHOBI CTPYKTYpH «KBaJpaT» HaBeAeHO B TaOII. 8.

Tabmuus 8 — bazosi onepaii ast CBIL Ha OCHOBI CTPYKTYpPH «KBaIpaTy

Asrop Hukmniuni 3cyBr Tabmmana [lepecranoBka MHoXeHHS Ha
(6aiiT/6iT) 3amiHa (0aiit) (6aiiT/6iT) MaTPHITIO
AES (Rijndael) (6aiiT) +
Anubis + (Gaiit) +
CRYPTON 5 talu. (6it, GaiiT)
Grand Cru (6it) + (Gaiit) +
Noekon (6iT) +
Q (6aiir) 3 talu.
SQUARE + (Gaiit)

Y umdpi AES BukopucroByethes onepaiiist MHOkeHHs cToBMIiB. Y CRYPTON s TabnuuHUX 3aMiH BU-
KOPHUCTOBYIOTBCA 4 (pi3HI U MapHUX Ta HEMAapHUX payHIIB) TaOJHIi, a JUII MEPEecTaHOBKU OIT BUKOPHCTOBY-
IOTBCSI MACKYIOUM KOHCTAHTH Ta JoridHa omepamis «I». s BxigHoro 3abimoBanus y Grand Cru Gaiftu 610Ky
TOCTITIOBHO JOJAIOTHCS i3 3Ha4YeHHAMHU Tabmmii 3amiH (B3sita 3 AES). Takoxk, 3Ha4eHHS IUKIIYHOTO 3CYBY
BIIPaBO OIT psijiKa 3aJIeKUTHh BiJ KIIO4Ya, a onepauix JOJTaBaHHS BUKOHYETHCS 3a MoxyieM 256. Y mmudpi Q Bu-
KOPUCTOBYETHCs OJHAKOBUH KIIFOY JUIsl BCIX payHAiB mu(pyBaHHs Ta 3amo3udeHi Taduuui 3ami, 3 mu¢py AES,
a iHuwi i3 Serpent, npy UBOMy nepenbaueHo BUKOPHCTAHHS LUKJIIYHOTO 3CYB Bropy y CTOBIUMKY Ha 3MiHHY Ki-
abKicTh Oaitr. [ngp SQUARE pean13ye JiHI{HE IEpEeTBOPEHHS HaJ| PS/IKOM LUIIXOM MHOXKEHHS OaiT 3a MOJy-
aem 28. Y mm¢pi Noekon yci oneparii BUKOHyIOThCS HaJ Oitamu psiaky. AHaniz 6azoux omnepauiid juss CBILI
NoOY0BAHMX HA OCHOBI CTPYKTYpH KBajpaT (Tabu. 8) 103BOIIs€ 3pOOHTH BUCHOBKH IO CHELH(IKY BHUKOPHC-
TaHHS [UX omnepariil. Tak MUKIIYHI 3CyBH MOXYTh BUKOHYBAaTHCh HE JIMIIE BITIBO Ta BIPABO ONEPYIOUN OiTaMH
Ta GaifiTamu ayie i Bropy B cToBIMUIHKY (Q). TabmnunHa 3amina 6aiiT mependadeHa BUKOPUCTAHHSAM BCiX PO3TIISHY-
trx CBII manoro tumy. Haﬁ6im>my KUTBKICTh TaOIUIh (5) BUKOPHCTOBYE Hmd)p CRYPTON, NPAYIOMY OCHOB-
HOIO € 0J1Ha TAOJMIIA, & YOTHPH iHII TEHEPYIOTBCSA 3 Hel 3a JOIIOMOTO0I0 Omeparliii UKIIYHOTO 3CyBY BiiBO. Ore-
parisi HIepecTaHOBKH 3aMiHIOE i-H pAnoK 1 i-# croBmuuk, yume y mmdppi CRYPTON nonarkoBo MPUCYTHS TIEpe-
craHoBka 0OiT. HaiiGinpmry kinbkicTe 0a3oBux onepaniii Buxopuctano y mudpi Grand Cru, a naiimMeHmory y
Anubis Ta Noekon.

[IpoBeneni nocmimkenHs y poboti [7] cBim4aTh MPO BHCOKY CTIHKICTb HBOTO Kilacy OJIOKOBHX IIUQPIB.
BukopucranHs 6aiT-opieHTOBaHOI CTPYKTYPH JO3BOJISE 3a0e3neunT epeKTHUBHY peamizallilo Ha 8-0iHUX Mik-
poxonTtponepax [1, 3]. IIpote, BUKOpUCTaHHS TaOMMYHUX 3aMiH OAWT CYTTEBO TO3HAYAIOTHCS HAa IIBUAKOCTI
mudpyBaHHs OJIOKOBUX MIMQPIB HA OCHOBI CTPYKTYpH Square.

BaokoBi mudpu Ha ocHOBI apudMeTHIHHX onepallii 3a MoayJieM

OcHogHi neperBopenns ganux CBII nependavatoTs BUKOPUCTAHHS OTEpaliii MHOXEHHS Ta JOAaBaHHS 3a
moxyneM [2]. Xapakrepuctuku takux CBII, npencraBnenHi B Tadu. 9.

62



MDKHAPOJIHHIA HAYKOBO-TEXHIYHUI XXYPHAJT “THOOPMALIIMHI TEXHOJIOTTi TA KOMIT'FOTEPHA THXXEHEPLSI”

Tabmms 9 — Xapakrepuctiku CBI Ha 0cHOBI onepartiif 3a MoIyIeM

Anroputm KinmpkicTs payHziB Jopxwna kmroda K (6iT) | Po3wmip 6moky W (6it)
ABC 17 512 256
. 128 128
Caligo 6 256 756
MMB 6 128 128

MultiSwap 12 374 64

3 256 256
“mx 512 512
12 768 768
16 1024 1024

Amnanizyroun Ta0i. 9 MOXKHA BIJI3BHAYHUTH, 10 MAKCUMAIIbHY KUIBbKICTh payHaiB (r=17) ans CBIII, no6ymo-
BaHUX Ha OCHOBI omeparliif 3a MoayneM, BukopuctoBye mmdp ABC, a minimansHy (1=6) [ mmdpu MMB Ta
Caligo. 3HaueHHs JOBXKMHH Kifoua HpyBaHHs BapiroeTbes Bix 128 6iT (MMB) mo 1024 6it (xmx), 1 3aJIeXKHUTH
BiZ po3Mipy Oioky (xmx, Caligo, MMB). MiniManeaEM po3mipom 670Ky omepye mmdp MultiSwap (64 6ir), a
MakcuMmanbHuM [ xmx (1024 6it). Y mmdppax ABC [8] Ta MMB [2] onepartist MHOKEHHS 32 MOIYJIEM BHKOPHC-
TaHa sK QyHkuis nodiroBoro nepeminryBanus. Y CBIL Caligo [9] BukonyeThest MHOKEHHS 3a MoyneM. [Iporec
samudpysanns ogHoro 61oky nanux CBIL MultiSwap [10] cknagaetses 3 12 payHuis, 3 sskux Ha 5 1 11 payrmax
BUKOHYETHCS I0JIaBaHHs MiAOIOKY AaHHUX 32 MOAyseM 232 3 KIfoueM, a Ha PeIlTi payH[IiB BUKOHYETHCS MHO-
JKCHHS MiA0J0Ka MaHuX 3a MomyieM 232 3 BimmoBimHuUM KitodeM. OCHOBHI MEPETBOPEHHS OJOKOBOTO HIHU(PY
xmx [11] 6a3yroTbcst Ha onepauisix MHOXXeHHs 3a MoxyieM Ta XOR. Crouatky 3xilCHIOETBCS TOOITOBE JOAa-
BaHHSA 1-0ITHOTO OJIOKA JaHUX 3 CEKPETHHM KIFOUEM A, OTpPUMaHHI pe3yIbTaT MHOXKUATHCS HA TEK caMe 3HA4CH-
us A 3a moaynem 2" —1. B mporeci po3umdpyBaHHs B SKOCTi MHOKHHKA BUKOPHCTOBYIOTh OGEpHEHE MYJIbTH-
TUTIKaTUBHE 4 32 MOJyJIEM M, 110 O0UNCITIOETHCSI 3 BUKOPHCTAHHSIM PO3LIMpeHoro aaroputMy EBkiina. ¥V po6oTi
[12] 3amponionoBano CBIL, sikuii oniepye 3 n-0iTHUMHK OJI0KaMK JaHUX i n-0iTHUMU KimtoueM. [Iponec 3ammdpy-
BaHHs OJIOKY JaHMX BUKOHYIOTH 3 BAKOPUCTAHHSIM TaKUX IIEPETBOPEHB!

Y = f(X ®K,) K, mod2" ) Ky mod2",

ne K, K,,K, —ninxmoui (K,,K ,— nenapni); f’ () (yHKIis 13epKaNbHOI MEPECTAHOBKH U OITHUX Hiadio-
KiB n-0iTHOTO OJIOKY nanuX. IIponec po3mmdpyBaHHs 00epHEHHI O BiIHONIEHHIO 70 3alIM(pyBaHHs 1 BUMarae

nouryk 06epHEHNX MyJIbTHILTIKATUBHHX 32 Mojtyidem 2"

CBIII Ha ocHOBI omepariii 32 MOlyJieM MaroTh HEJIOJIKH 3 TOYKH 30pY HEOOX1THOCTI BUKOPUCTAHHS ILIAT-
¢hopm, 10 MATPUMYIOTH onepanii MHOXeHHsI, 1ofaBaHHs (32, 64 06iT), Ui JOCATHEHHS HEOOX1THOT MIBUIKOCTI
mugpyBaHHs. BUKOPUCTaHHS OJHOTO i TOrO caMOro KJoda Juls JABOX PI3HUX IPYI ONeparii Ha BCiX payHaax
nmdpyBanHHs (xmx, MultiSwap) i BigkpuToro 3Ha4eHHS MOIyJIs HE 3a0e3meuye qOCTaTHIN piBeHb Kpunrorpadi-
YHOI CTIHKOCTI mudpy, IPOTH aTak, 3 BUKOPUCTAHHIM MYJIbTHILTIKATUBHUX nudepenmianis [13].

BucHoBku

Hagenenwuit ananiz Bizomux CBII mo3Bomsie copmymoBaTi peKOMEHAalli st BUOOPY MepeTBOPEHb, 110
3a0e3mnedaTh MiJBUIIEHHS IIBUAKOCTI IIH(pyBaHHS:

1. BukopuctaHHs BENUKOI KiJIBKOCTI TaOJMYHUX 3aMiH 301JbIIye BHMOTH MH(PY 10 €HEProHe3aJIeKHOT
nam’sti (Camellia, CAST-128, E2, LOKI97 Ta in.). ToMy a5 miZiBUIIEHHS MIBUAKOCTI IM(pYBaHHSI HEOOXiTHO
nepen0aYuTH MOXKIIMBICTD pealtizanii TabJIMYHOT 3aMiHM SIK TaOnuIi a00 NEBHOIO IOCIIIOBHICTIO anredpaiyHux
oreparii, 1yt BUOOPY Y KOHKPETHIH cUCTeMI.

2. MacoBe BHKOpHCTaHHs olepaliid opieHToBaHuX Ha neBHuil Buj miardopm (DFC, HPC, RC6, Ta iH.)
CYTT€BO 3MeHIye MBUAKICTh mudppyBanHs CBIII Ha iHmwMX miatdopmax, 1o 00MeKye MOKINBOCTI X BUKOPHU-
CTaHHSL.

3. BuxopuctaHHs CKIagHUX 6araToeTanHUX MPOLEAyp PO3TOPTAaHHS CEKPETHOTO KIF0Ya 3HAYHO 3MEHIIY-
10Th mBUAKICTh mHdpyBanusa (Blowfish, Twofish, Hierocrypt-L1), ane i BUKOpHUCTaHHS €JIeMEHTapHOI MpoIie-
nypu posropranas kmoda (MAGENTA, TEA, Noekon Ta iH.) 36iibIlye MOXIWBICTh YCIIIIHOI aTaku Ha
3B’ s3aHuX kirouax (Related-key attack). Orke, mmst 30idbIISHHS DIBUAKOCTI MUGPYBAHHS MPOIEIypa PO3Trop-
TaHHS CEKPETHOTO KII04a IMOBHHHA OyTH peali3oBaHa MAaKCHMAaJIbHO IPOCTO 3 MOXIIHMBICTIO PO3MapalielcHHS
o0uncieHp B 0araTonporecopHux CHCTEMax.

4. B 6aratrox CBII (FEAL-N, SPEED) 306inbiiersst piBHSI KpunTorpadigHoi CTIHKOCTI TOCITAEThCS LIS~
XOM 30UIBIICHHS KUIbKOCTI payHAiB WH(PYBAHHS, 10 3HAYHO 3MCHILIYE WIBHIKICTh mn(bpyBaHHﬂ Tomy, criii-
KICTh LIM(PY HEe NOBHHHA JOCATATHCH JHLIE BUKIIOYHO 30UIBIICHHSM KIIBKOCTI ITepalliil IepeTBOPCHHL.

5. BuxopucTanHs CKi1aHOI GyHKUIT payHI0BOIO [EPETBOPCHHS 3 BEIMKOIO KUIBKICTIO 6a30BHX Omepauii
(Twofish, MARS, SC2000 Ta iH.) CyTT€BO BIUIMBA€E Ha MIBUAKICTH IU(PYyBaHHA. J[0 TOTO X YCKIaIHIOE MOKIIHU-
BiCTh JIETAILHOTO aHaNi3y CTIHKOCTI MU(PY Ta YHEMOKIMBIIIOE TOBEACHHS BiJICYTHOCTI IPUXOBAHUX BPA3JIMBO-
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creit. ToMy, cTpykTypa ocHOBHUX neperBopeHp CBIIl moBrHHA OyTH MaKCHMalbHO 3pO3YMIJIOI0 Ta IPO30POI0
IUTA 11 aHai3y Ta JOCHiHKSHHS.

6. BuxopucraHHs OZHOPIIHUX CTPYKTYP NEPETBOPEHb MOXE MPU3BECTH IO TOTO, IO 3aKOHOMIPHICTb OJI-
HOTO payHIy Moke OyTH PO3IOBCIOJDKEHA Ha BECh JIAHIFOKOK OCHOBHHX IEPETBOPEHb, IOJETIIYIOYH THM Ca-
MHUM KpunToaHaniz. ToMmy, B ocTaHHiil 4ac AesKi aBTOPH KPHUIITOAITOPUTMIB BUKOPHCTOBYIOTh HEOJHOPIIAHY
(rereporeHny) cTpykTypy, B sikocti ocHoBu aist CBIIIL. ITpu npomy pisHi payHan mmdpyBaHHS MOXYTh MaTH
BPAa3JIMBOCTI Pi3HUX THUIIB, ajie B CYKYITHOCTI 3a0e3euyBaTH BUCOKY CTIHKICTh IEPETBOPEHHSL.

Jnst mizBUIIEHHS OCHOBHHX XapaKTEPHUCTHK OJIOKOBHX HIM(PIB, PSIIOM JOCIHIIHUKIB IPOMOHYIOTHCS allb-
TEpHATHBHI NIIIXH NOOYJOBY IIEPETBOPEHHS JAHUX OJHUM 3 SIKHX € BUKOPHCTAHHS NPHHLMIIB IICEBIOHEACTEP-
MIiHOBaHUX aJTOPUTMIB [14]. MOXIIUBICTh CTBOPEHHS HUMH BEJIMKOI KITBKOCTI MOTUQIKaIii anroputMy -
pyBaHHS TEOPETHYHO POOUTH HEMOXIUBUM IOTIEPEIHI CTATHCTUYHI JTOCIHIIKEHHS, SIKi € 0a30BUMH I HAMUIIO-
TYXXHIIINX CY4aCHUX METOMIB KpunTorpadiunoro aHamizy. OCKITBKH CTIMKICTh aNTOPUTMIB TaKWX IIUQpPIB 3a-
Oe3neuyeThbesl, Ha BIZIMIHY BiJl ICHYIOUHX, HE CKJIaJHICTIO (QYHKIIT IEpETBOPEHHS, & HEBU3HAYEHUM IOPSIIKOM iX
3aCTOCYBaHHS (3 TOUKHM 30py 3JIOBMHUCHHKA) Ta 3MIHHOIO CTPYKTYpOI0 00pobitoBanoi iHdopmarii, ToMy 3HHKaE
notpeda y BUKOPUCTaHHI CKIIaAHUX 00unciens. [lepeTBopeHHs Oy 1yl0Thes Ha 0a3i elleMEHTapHUX OIepallii, sKi
HaWOUIbII MPOCTO Ta LIBHIKO PEANi3yIOThCS B Cy4aCHHMX MIKpOINpoIecopax, 110 00yMOBIIIOE MIBUKICTh iX BH-
KOHAHHS.
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