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Chapter II  Principles (Articles 5-11)

Article 5. Principles relating to processing of personal data

| CECILE DE TERWANGNE

Dersonal data shall be:

) processed lawfully, faitly and in a transparent manner in relation to the dara subject (‘law-
fulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a

" manner that is incompatible with those purposes; further processing for archiving purposes

_ in the public interest, scientific or historical research purposes or statistical purposes shall,

in accordance with Article 89(1), not be considered to be incompatible with the initial pur-

 poses (‘purpose limitation’);

“adequate, relevant and limited to what is necessary in relation to the purposes for which

they are processed (‘data minimisation’);

(d) accutate and, where necessary, kept up to date; every reasonable step must be taken to en-

sure that personal dara thar are inaccurate, having regard to the purposes for which they are

processed, are erased or recrified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary

~for the purposes for which the personal data are processed; personal data may be stored for

longer periods insofar as the personal data will be processed solely for archiving purposes in

the public interest, scientific or historical research purposes or statistical purposes in accord-

ance with Article 89(1) subject to implementation of the appropriate technical and organ-

isational measures required by this Regulation in order to safeguard the rights and freedoms

- of the data subject (‘storage limitation’);

processed in a manner that ensures appropriate security of the personal data, including

protection against unauthorised or unlawful processing and against accidental loss, de-

struction or damage, using appropriate technical or organisational measures (‘integrity and

confidentiality’).

The controller shall be responsible for, and be able to demonstrate compliance with, paragraph

1 (‘accouncability’).

Relevant Recital

39) Any processing of personal data should be lawful and fair, It should be transparent to natural
ons that personal data concerning them are collected, used, consulted or otherwise processed
id to what extent the personal data are or will be processed. The principle of transparency requires
any information and communication relating to the processing of those personal data be
y accessible and easy to understand, and that clear and plain language be used. That principle
cerns, in particular, information to the data subjects on the identity of the controller and the

fespect of the natural persons concerned and their right to obtain confirmation and communica-
ion of personal dara concerning them which are being processed. Natural persons should be made
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310 Article 5 Article 5 311

to exercise their rights in relation to such processing, In particular, the specific purposes &
personal data are processed should be explicit and legitimate and determined at th tir
collection of the personal data, The personal data should be adequate, relevant and li
is necessary for the purposes for which they are processed. This requires, in particular,
that the period for which the personal data are stored is litnited to a strice minimum. Perso
should be processed only if the purpose of the processing could not reasonably be fulfilled;
mmeans. In order to ensure that the personal data are not kept longer than necessa St
should be established by the controller for erasure or for a periodic review. Every reds
should be taken to ensure that personal data which are ipaccurate are rectified or deleted:
data should be processed in a manner that ensutes appropriate security and confidentiali
personal dara, including for preventing unauthorised access to or use of personal data
equipment used for the processing, i

342/12, Worten — Equipamentos pare o Lar SA v Autoridade para as Condigoes de Trabalho
: judgment of 30 May 2013 (ECLL:EU:C:2013:355).

2, Michael Schwarz v Stads Bochtm, judgment 17 October 2013 (ECLL:EU:C:2013:670).
sics C-293/12 and C-594/12, Digital Rights Ireland Ltd v Minister Jfor Communications,
and Natural Resources and Kirntner Landesregierung and Others, judgment of 8 April
(Grahd Chamber) (ECLI:FU:C:2014:238). :

83/13, Pharmacontinente — Saude ¢ Higiene SA, order of 19 June 2014 (ECLIEU:C:20 14:2028).
901/14, Smaranda Bara and Others v Casa Nutionald de Asignrivi de Sindtate and Others,
it of 1 October 2015 (ECLI:EU:C:2015:638). ,

cos C-203/15 and C-698/15, Tele2 Sverige AB v Post-och telestyrelsen and Secretary of Stare
Home Department v Tom Watson and Others, judgment of 21 December 2016 (Grand
bér) (ECLLEU:C2016:970).

08/18, TK v Asociatia de Proprietari bloc M5A Seara-A {pending).

Closely Related Provisions : .
wited Kingdom, Apph. No. 10454/83, judgment of 7 July 1989.

sweden, Appl. No. 20837/92, judgment of 27 August 1997.

, Romania [GC], Appl. No. 28341/95, judgment of 4 May 2000.

United Kingdom, Appl. No. 62617/00, judgment of 3 April 2007.

arper v Unired Kingdom, Appl. No. 30562/04, 30566/04, judgment of 4 December 2008.
ibie v Romania, Appl. No. 21737, judgment of 27 October 2009.

4 Others v Slovakia, Appl. No. 32881/04, judgmenc of 28 April 2009,

sid Vissy v Hungary, Appl. No. 37138/14, judgment of 12 January 20 16.

Article 6(1) {Lawfilness of processing) (sce too recitals 40-49); Article 6(4) (Fxcep
requirement of compatible purposes for further processing and criteria to ascertain wheth
pose of furthet processing is compatible with the purpose for which the personal data ar
collected) (see too recital 50); Article 12 (Transparent information) (see too recirals 5859
13-15 (Information and access to personal dara) {see also recitals 60-64); Article 24 (Ré
of the controller) (see too recitals 74-78) ; Article 32 (Security of processing) {sce too ¢
Article 89(1) (Safeguards and derogations relating to processing for archiving purposes i
interest, scientific or historical research purposes or statistical pusposes) (see too recitals 1 ;

A. Rationale and Policy Underpinnings
Related Provisions in LED [Directive (EU) 2016/680

Article 4 (Principles relating to processing of personal data) (see too recirals 26-28); Art
and (2) (Specific processing conditions) {see too recital 34); Article 13 {Informatioi fo:

available or given to the data subject) (see too recitals 39, 40 and 42); Article 19 {Obli
of the controller) (see too recitals 50-51); Article 29 (Securiry of processing) {see o C

5 GDPR lays down all the key principles providing the basis for the protection
ersonal data: lawfulness, fairness and transparency; purpose limitation; data mini-
fiy accuracy; storage limitation; integrity and confidentiality; and accountability.
i principles are further developed in other parts of the Regulation. That is the case
‘transparency principle (Article 5(1)(a)) which takes the form of a duty to inform
bjects (Articles 12 and following), as well as for the integrity and confidentiality
le (Arricle S(1)(f) which is elaborated in Articles 32 and following), and for the ac-
lity principle (Article 5(2)) which is elaborared in, inter alia, Articles 24 and 25).
4'protection fundamental principles have not been substantially modified com-

th the other rules governing this field for several decades. The principles laid
fin the 1980 OECD Guidelines' and in the Convention 108 of 1981 have demon-
ed: their capacity to stand the test of time: ‘More than 30 years of practical applica-
have proven these principles to be sound’.? These principles could indeed be applied
ifferent technical, economic and social contexts. ‘So far nobody has been able to
m ‘convincingly that the substantial principles of data protection as contained in Article 6

Dara Protection Directive 95/46—and in Article 5 of the Convention 108-—must
amended’.? In consequence, the GDPR does not make fundamental changes to these
ples. Nonetheless, certain adjustments and additions have been made in the GDPR,
own in the following commentary. '

Related Provisions in EUDPR [Regulation (EU) 2018/ 1

Article 4 {(Principles relating to processing of personal data) (see too recitals 20-22); Aiti
(Lawfulness of processing) (see also recitals 22-24); Article 6 (Processing for another ¢

purpose} (see too recical 25); Article 14 (Transparent information) {sce tao recitals 34-36)
15—17 (Information and access to personal data} (see also recitals 35-37); Article 26 (Res 0
of the congroller) (see too recitals 45—48) ; Article 33 (Security of processing) {see too rccitf
Article 71 (Principles relating to processing of operational personal dara); Article 72 (Lawhuli
processing operational personal data); Arricles 78-83 (Information and access with respect
ational personal data); Article 91 (Security of processing of operational personal data)

Relevant Case Law
CJEU

Joined Cases C-92/09 and 93/09, Valker and Markus Schecke GbR and Haremut Ei

Hessen, judgment of 9 November 2010 (Grand Chambet) (FCLEEU:C:2010:662). ! OECD Guidelines 2013. 2 Kotschy 2016, p. 277. See also de Terwangne 2014

* Korschy 2016, p. 277.
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B. Legal Background

led in the Bara case* that the requirement of fair processing of personal data
at a public administration informs data subjects when it transfers their personal
ther public administradion, The Court has also ruled in Schecke® that a legal obli-
ocess personal data (ir casu to publish personal data on every beneficiary of EU
ds) must respect the principle of proportionality (which is part of the require-
legitimate purpose). The Court has examined the respect for this principle of
ity in several cases, one of the most well-known being the Digital Righis Ireland
¢ase, the Court found chae this principle was not respected. It notably stated
. ould be criteria to determine the relevant data as regards the purpose of the pro-
Il as to determine the appropriate time-limit for the daw retention. The Court
rther in the 7éfe2 case,” where it stated that legislation prescribing a general and
nate retention of personal data exceeds the limits of what is strictdy necessary and
onsidered as justified. Proportionality considerations also come to the fore in the
c® where the Court has been asked to assess, inter alia, whether video surveil-
sive or inapptopriate with respect to Article 6(1)(e} DPD whete the controller is
e other measures to protect the legitimate interest in question.

otHR has repeatedly ruled that processing of personal data may in pardicular
nces constitute an interference with the data subject’s right to respect for private
Article 8(1) of the European Convention on Human Rights (ECHR’).” To be
tich an incerference must, incer alia, be in accordance with the law (Article 8(2)
which can be correlated with the requirement for lawful processing. This law
oresceable as 1o its effects. In the Rotam case,'? the Court indicatcd that, to be

1. EU legislation

Article 6(1) DPD contained virtually the same principles as Article 5 GDP
entitfed ‘Principles relading to data quality’, although it dealr with mote thy
quality. It set out principles relating o the lawfulness and fairness of pro
pose limitation; data minimisation; the accuracy of data; and storage limisati
principles were formulated very similarly to the GDPR. Contrary to Artlcle'.ﬁ
Article 6 DPD omitted mention of the principle of integrity and confidentialj
is arguably logical since this provision was dedicated to data quality—even
principles contained therein went beyond the mere matter of data quality. T
Article 5 GDPR is entitled ‘Principles relating to processing of personal datz
wider scope. Provisions on the integrity and confidentiality of processing wer
Articles 16 and 17 DPD. No accountability principle was stated as such but Ary
DPD clarified all the same that [i]t shall be for the controiler to ensure that p
is complied with',

Article 4 EUDPR contins provisions that are essentially identical to tho e of
GDPR, and the former should be interpreted in the same way as the latter (sez
5 EUDPR). In contrast, the equivalent principles set out in Article 4 LED, whi
similar to their GDPR and EUDPR counterparis, contain some differences (hi
in the analysis below), so that care must be taken when applying to them a
pretation derived from the GDPR or EUDPR, -

2. International instruments
ne the type of information that can be processed, the categories of persons on

The fundamental principles relating to data protection have been set forth from ormation may be collected, the circumstances in which such measures may be

beginning in the international instruments protecting individuals with regarc
cessing of personal data, Article 5 of Convention 108 inspired Article 6 1D crning the fairness and transparency principle, the ECtHR considers that the col-
virtually replicated its provisions while adding certain complements, and whic
has served as a basis for Article 5 GDPR. Article 5 of Convention 108 contains th
principles relating to the lawfulness and fairness of processing; purpose limitat
minimisation; accuracy of data; and storage limitation, Article 7 entitled ‘Data
requires appropriate security measures to be raken for the protection of perse
‘against accidental or unauthorised destruction or accidental loss as well as
authorised access, alteration or dissemination’. There is, however, no speéiﬁ
accountability principle in the Convention, '

The Modernised Convention 108 brings new elements in relation to thesc
points. 'The security requirement is slightly rewritten to state that: Eac'_ Par
provide that the controller, and, where applicable the processor, rakes ap
security measures against risks such as accidental or unauthorised access to
tion, loss, use, modification or disclosure of personal data’ {Article 7(1)) |
plemented by a new data breach notification duty (Article 7(2)). The accou
principle appears in the new Article 10(1) which stares that parties shall pr
controllers and processors must take alf appropriate measures to comply witl
ligations of the Convention as originally adopted and be able to demonstrae

th personal data (such as communication of the data to a third party) are within the
able expectations of the data subject. The Court noted that the further use of the data
¢ pursued a different purpose that was beyond the expectations of the applicant and
ded that this amounted to an interference with the applicants right to private life.'?
he S. and Marper case," the Court affirmed that data processing which interferes
ghts under Article 8(1) ECHR must be proportionate, that is to say appropriate in

ase C-201/14, Bara, paras. 34 et seq.

ined Cases C-92/09 and 93/09, Schecke, paras. 86-89,

ined Cases C-293/12 and C-594/12, Digital Rights Ireland.

ined Cases C-203/15 and C-698/15, Téle2, para. 107. 3 Case C-708/18, TXK

¢e penerally Bygrave 2014, pp. 86 fF. 1° ECeHR, Rotaru 1 Romania,

CtHR, Copland v UK, 2 Sce e.g. ECtHR, Haralambie v Romania; ECtHR, Gaskin v UK.

compliance. CtHR, M.S. v Sweden, para. 35. ¥ BCtHR, S. and Marper v UK,
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éntion the quality of the informartion to give to dat subjects: it should be
ible and easy to understand. To this end, clear and plain language should be
er, the fairness principle implies that special atrention should be paid to the
anguage used if addressing information specifically to children, Recital 39
s the conitent of the information to give in order to be transparent.

ents concerning the quality and content of this information duty are the
riicles 12—14 dedicated to “Transparency and modatities’.” Certain aspects
onnected to the fairness requirement. This is notably the case where recital 39
at-natural persons should be made aware of risks and safeguards in relation to
snfg of personal data. One does not find such a requirement in the information
<in Articles 13 and 14, However, it is difficult to imagine such a requirement to
oﬁt risks concretely implemented. There is—and this could seem logical—no
nsparency requirement in the LED since in most cases systematic transparency
per the efficiency of crime prevention activity ot of the criminal investigation
uthorities. However, fairness of processing is still required and may 1mply a
of transparency.”

relation 1o the legitimate aims pursued and necessary in the sense that there
appropriate and less intrusive measures with regard to the interests, rights an;
of data subjects or society. Moreover, the processing should not lead to a disprog
interference with these individual of collective interests in relation to the
pected from the controller, In particular, the retention of the data must be pro
in relation to the purpose of collection and must be limited in time.> As'sty
Court in 8. and Marper: “The domestic law should ... ensure that such data are
and not excessive in relation to the purposes for which they are stored; an
a form which permits identification of the data subjects for no longer than 1 is req
the purpose for which those data are stored’.'s

C. Analysis
1. Lawtfulness, fairness and transparency principle—Article 5(1)'(a)1

The first basic principle regarding data protection is that personal data be proces
fully, fairly and in a transparent manner in relation to the data subject’.

As in the DPD, the requirement thar data processing must be lawfaul essenti
that it respects all applicable legal requirements (for example che obligation
sional secrecy if applicable). Article 6 GDPR has been re-titled ‘lawfulness of pr
rather than ‘criteria for making data processing legitimate’ as in the DPD, an
find in this provision the core conditions for processing to be lawful. In faet,
GDPR states that processing shall be lawful only if and to the extent that’
the conditions it lists applies.’” In the same way, Arricle 8 LED sets out th
required for processing to be lawful in this field. Following the comment
European Union Agency for Fundamental Rights and the Council of Euro

s¢ limitation principle—Article 5(1)(b)

se limitation principle has long been regarded as a cornerstone of data pro-
and a prerequisite for most other fundamental requirements. This principle re-
data'to be collected for specified, explicit and legitimate purposes (the ‘purpose
{on’ dimension)?® and not further processed in a manner that is incompatible
ose purposes (the ‘compatible use’ dimension).?* Purposes for processing personal
ould be determined from the very beginning, at the time of the collection of the
data, 'The processing of personal data for undefined or unlimited purposes is un-
¢ it does not enable the scope of the processing to be precisely delimited. The
f data processing must also be unambiguous and clearly expressed instead of
ot hidden,? Finally, the purposes must be legitimate, which means that they may

and of Article 8(2) ECHR. Accordingly, to be considered as lawful, processin I'a disproportionate interference with the rlghts, freedoms and interests at stake,
Lo e of the interests of the data controller:®

dnsidered a legitimate purpose depends on the circumstances as the objective is to ensuye
ancing of all rights, freedoms and interests at stake is made in each instance; the right to
ection of personal data on the one hand, and the protection of other rights on the other
for example, berween the interests of the data subject and the interests of the controller

Fair processing implies that data have not been obtained nor otherwise p
through unfair means, by deception or without the data subject’s knowledg :
sake of clarity, the GDPR authors decided to explicitly include the transpares
with the requirement that data be processed lawfully and fairly, whereas before
commentators had read the transparency requirement into the notion of fairn

The transparency principle is explained in recital 39, which starts by specify
‘should be transparent to natural persons that personal data concerning them are
used, consulted or otherwise processed’. The recital adds that data subjects should
‘to what extent the personal data are or will be processed’. It is not clear what is cove
this phrase, which does not correspond 1o any specific information requ;rement R

ases, data processing serving an unlawful purpose (i.e. contrary to the law) cannot
nsidered to be based on a legitimate purpose.

second dimension of the purpose limitation principle implies that the controller
tform on these data all the operations that may be considered as compatible with
ittal purposes. This notion of ‘compatible’ processing of data has raised numerous
ons in practice. The authors of the GDPR have sought to mark it out better. Thus,

further the commentaries on Arts. 12 to 14 in this volume, :

also Art. 13 LED (‘Informarion to be made available or given to the data subject’} and Are, 14 LED
f access by the data subject).

WP29 2013, pp. 11 and 12. * Ibid., pp. 12 and 13, 5 TIbid., p. 39.

Ulanger et al. 1997. ¥ Fxplanatory Report Convention 108 2018, p.8.

** See also BCtHR, Seabo and Vissy v Hungary., 16 BCtHR, S. and Marper v UK, pari. 10

17" See further the commentary on Art, 6 in this volume, '* FRA 2014, pp. 64 et g

12 See for a case of unfair processing: ECtHR, K H. and Orbers v Slpvakia,

¥ Sec e.g. FRA 2014, p. 76 (‘Fair processing means transparency of processing, especlally
subjects’); Bygrave 2014, p. 147.
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aboration of statistical surveys or the production of statistical, aggregated
cs aim at analysing and characterising mass or collective phenomena in a
sulation.®

has also introduced the notion of archiving purpose in the public interest
e wording of the DPL and Framework Decision 2008/977/JAl as regards
istical or historical’ use.® Article 4(3) LED states that processin;g fa‘gliin
pe of this text may include such uses for the purposes of prevention, inves%
tion or prosecution of criminal offences, provided appropriate safeguards
hes and freedoms of data subjects are put in place. i

Article 6(4) offers a series of criteria to determine whether the processing fo
other than that for which the personal dara have been collected is to be consid:
patible wich this initial purpose.”® Account should be taken of the possible lin
both purpeses, of the context in which the personal data have been collecte
regarding the relationship between data subjecis and the controller, of the na
personal data {ordinary or sensitive), of the possible consequences of the inten
processing for data subjects, and of the existence of appropriate safeguards.”
Another new clement of the GDPR is the clarification that processing p
for a purpose other than that for which they have been collected is allowed i
cumstances even if this new purpose is not compatible with the firsc one. In
ginal Commission Proposal for the GDPR opened up this possibility very'w
would have reduced the purpose limitation principle to the bare bones. Th
initially wanted to go even further by proposing to authorise further proces
compatible purposes if done by the same controller and provided that the co
third party’s legitimare interests prevailed over the data subject’s interests,» Th
which was heavily criticised,” would have rendered the purpose limitation pr
and truly meaningless. The final text fias come back to the protective aim of th
limitation principle but softens it in the two following cases: if the data subyj
to the new incompatible purpose or if the processing is based on a Union o
Srate law.?? Article 4(2) LED permits the processing of data by public authorit
purp_osés of prevention, investigation or prosecution of criminal offences eve
data were initially collected for a different purpose, but on condition that th
is authorised to process such personal data in accordance with Union ot M
law and that processing is necessary and proportionate to the new purpoééﬁn
with Union or Member State law.
Finally, certain reuses of data arc a priori considered as compatible p
conditions are met,?? as previously permitted under the DPD. These ar
cessing for archiving purposes in the public interest, scientific or histor
purposes or statistical purposes’.* These categories of further processing '
rower than before since the previous ‘historical purpose’ has given plac
purposes—and only ‘in the public interest—and to ‘historical research pt
‘scientific purpose’ is also reduced to ‘scientific research purposes’. Som
these terms is to be found in a recommendation of the Council of Europe wh
that processing of data for scientific rescarch purposes aims at providing researe
information contributing to an understanding of phenomena in varied sc
(epidemiology, psychology, economics, sociology, linguistics, political scier
ology, etc.) in view of establishing permanent principles, faws of behaviour
of causality which transcend alt the individuals to whom they apply.”® Th
data processing for statistical purposes has remained unchanged.* ‘Statisti

imisation principle—Article 5(1){c)

-under the DPD, processed personal data must be adequate, relevant and
hat. is necessary in relation to the purposes for which they are processed
der the G,DPR personal dara must be ‘limited to what is necessary’ instead.
xcessive’ as in the DPD. The LED, though, has kept the wording of the
rticle 4(1){c) LED states that data must be ‘not excessive’. This differenc
ould not have a substantial effect on the scope of the data minimisatiorf
_Cl..taj 39 GDPR specifies that it requires, in particular, that personal data
e p.rocesscd if the purposes cannot reasonably be fulfilled by other means
e, this necessity requirement not only refers to the quantity, but alse to Ehe'
rsonal data. It is accordingly clear that one may not process an excessivel
nt of personal data (asking an employee for her complete medical file to as)j
.ity to work, for example). But one may not process a single datum eicher if
entail a disproportionate interference in the data subject’s rights and interests
e, olllecting infor'mation about private drug consumption from a job appli-
limited to what is necessary’ criterion also requires ‘ensuring that the period

he Pf:rsonal data are stored is limited to a strict minimum’ (see the storage
rinciple below). ;

cy principle—Article 5(1)(d)

ment that data be accurate and, where necessary, kept up to date was alread.y
d_e Dl;D and in Convention 108, and has been maintained in the GDPR. All
ata s OUIdf‘Zi rectified or erased. The controller must take every reasonable
respect of this accuracy principle. The GDPR clarifi is i
hsue res . ifies that this i
be done withour delay. e
cl - . a e
?S)({LED requies that competent authorities take all reasonable steps to ensure
n : ata V?‘hlch are inaccurate, incomplete or no longer up to date are not trans-
' ade avalla}ble'. These authorities must, as far as practicable, verify the quality of
e c?mrﬁumca-m-lg them. Article 7(2) LED goes further in specifically providing
e d of police activity that: ‘As far as possible, in all transmissions of personal dara
“This {ist is based on the one claborated by the WP2%: see WP29 2013, p. 40. fnformation enabling the receiving compet thor i
st st on o et g competent authority to assess the degree of
3¢ This proposal was aimed at facilitating ‘Big Data’ operations: sce Buston et al. 2016,
1 See notably WP29 Press Release 2015 and WP23 2013, pp. 36 and 37.
2 See the commentary on Art, 6 in this volume, :
7 These conditions are developed in Art. 89(1) GDPR. * Ibid, Art. 5{)(0)

35 Explanatory Repost Convention 108 2018, p. 3. . e
% See the detailed regime for processing for statistical purposes in COM Recommendatio

ppendix, point 1 3% Expl X i
1 . planatory Report C
il Framework Decision 2008/977/JAL " Hepore Comention 108 2018 p. %

Expl i
planarory Report Convention 108 2018, p. 9, for an explanation of the notion of ‘excessive’ data

de Terwangne de Terwangne



" 319
318 Article 5 Article 5

T oller.43
cloped in Article 24 dedicated to the responsibility of the controller.

accuracy, completeness and reliability of personal data, and the extent ¢ g )
» l TP , work on accountability has also been done by think-ranks such as the

up to date shall be added’,

5. Storage limitation principle—Article 5(1)(e)

This provision represents no real change to the prohibition in the DPD g
personal data in a form which permits identification of data subjects beyond
cessary to achieve the purposes of processing. However, there is a new eleg
39, which invites controllers to establish time limits for erasure or for 4 P
This will ensure thac the personal data are not kept longer than necessary,

Article 4(1)(e) LED provides for the same prohibition and Article 5 [
dates that appropriate time limits be established for ¢he erasure of the datg . '
odic review of the need for the storage of the daca. The text requires procedu: & Decision 2008/977/JHA of 27 November 20.08 on t]’}e protection ‘of gerszc;r(a)ag
to be adopred to ensure that those time limits are observed, Article 25 GDPR. din the framework of police and judicial cooperation in criminal matters, O]

1o ;5 2013: Organisation for Economic Co-operation and Development, The
T .

7 Bramework’ (2013},

the legitimate period of storage of personal data be respected. Such meastres tings (
expiry dates determined for each set of dara, : al; 1997: Boulanger, de Terwangne, Léonard, Louvcaux., I’\/Iorcaux and P%uiict, La

Moreover, the storage limitation principle permits the storage of per :0___ s données A caractére personnel en droit communautaire’, Journal des tribunaue—
longer periods if it is for archiving purposes in the public incerest, scientifi péen (1997), 145. ' ) fman, “The Final Eutopean
research purposes or statistical puiposes and is subject to implementation g 2016: Burton, De Boel, Kuner, Pat,erakl, Cadiot and HO‘. maﬂ]@ ng Sty (12
technical and organisational measutes in order to safeguard the rights asid nieral Data Protection Regulation’, Bloomberg Law: Frivacy

e 16). ‘
S )?)grave, Data Privacy Law: An International Perspeciive (OUP 2014), ‘

2014: “The Revision of the Council of Europe Convention 108 for _the ProteFtson
s as Regards the Automatic Processing of Personal Data’, 28 International Review of

iiers & Technology (special edition The Future of Data Protection: Collapse or Revival?)

6. Integrity and confidentiality principle—Article S5(1)(F) - .

Under the tide of ‘integtity and confidentiality’ may be found the cru
of security that is now included in the list of fundamental principles of d
Petsonal data must be processed in a manner that ensures their approp
‘including protection against unauthorised or unlawful processing and again
loss, destruction or damage, using appropriate technical or organisational :
principle mitrors more or less the terms of Article 17 DPD. A whole section of €
of the GDPR dedicated to controllers and processors develops this duty of sec
duty includes—and this is new—the tequirement to notify personal data bre
supervisory authority and in certain cases to the data subjects too. e
The LED contains the same articulation of the principle of integrity of data a
in the list of fundamental protection principles (Article 4(1)(0)) and provisions dev
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