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Abstract 

Cloud storage has become one of the most efficient and economical ways to store data over the 

web. Although most organizations have adopted cloud storage, there are numerous privacy and 

security concerns about cloud storage and collaboration. Furthermore, adopting public cloud 

storage may be costly for many enterprises. An open-source cloud storage solution for cloud 

file sharing is a possible alternative in this instance. There is limited information on system 

architecture, security measures, and overall throughput consequences when selecting open-

source cloud storage solutions despite widespread awareness. There are no comprehensive 

comparisons available to evaluate open-source cloud storage solutions (specifically owncloud, 

nextcloud, and seafile)  and analyze the impact of platform selections. This thesis will present 

the concept of cloud storage, a comprehensive understanding of three popular open-source 

features, architecture, security features, vulnerabilities, and other angles in detail. The goal of 

the study is to conduct a comparison of these cloud solutions so that users may better understand 

the various open-source cloud storage solutions and make more knowledgeable selections. The 

author has focused on four attributes: features, architecture, security, and vulnerabilities of three 

cloud storage solutions ("ownCloud," "Nextcloud," and "Seafile") since most of the critical 

issues fall into one of these classifications. The findings show that, while the three services take 

slightly different approaches to confidentiality, integrity, and availability, they all achieve the 

same purpose. As a result of this research, the user will have a better understanding of the 

factors and will be able to make a more informed decision on cloud storage options. 

 

Keywords: Cloud Storage, Cloud storage security, Features, Architecture, Vulnerability, Open 

source cloud storage, ownCloud, Nextcloud, Seafile 
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1  Introduction 

 Cloud storage is one of the most significant improvements in information technology. In recent 

years, it has developed from a theoretical approach to a practical requirement for both 

individuals and businesses. Cloud storage is one of today's fastest-growing IT areas. It is 

transforming how we live and interact as a society. Cloud storage facilitates collaboration and 

sharing by storing data remotely [1]. Additionally, it has a substantial influence on enterprises. 

Users may exchange and view data from anywhere, even if they do not access their local storage 

systems. Cloud storage enables us to deliver storage at a lower price while enhancing safety 

and stability. A cloud storage system is a collaborative service approach that utilizes many 

devices, application domains, and service methods.[1] [2] 

 

An open standard cloud platform provides its source code for users to examine how the service 

processes data and gain insight into its design. In the presence of numerous open-source cloud 

storage solutions, current frameworks and technologies are primarily centered on function 

features or a simple approach. As a consequence, end-users face difficulties in making 

appropriate decisions. This thesis covers a comparative analysis of three popular open-source 

cloud storage solutions (ownCloud, Nextcloud, and Seafile) regarding functionality, 

architecture, security, and vulnerabilities to overcome this challenge.[3] 

 

1.1 Background 

 Although cloud platforms have opened new storage and synchronization options for 

enterprises, they also introduce unknown risks. Trust difficulties would inevitably arise in the 

context of corporations and cloud services. Trust is shown as a complicated component 

comprised of asset control, data ownership, failure prevention, and other factors. While cloud 

storage is becoming increasingly popular, especially among individuals, institutions, and 

business organizations, particular security concerns remain [1][2]. Many commercial cloud 

storage companies exist, including Dropbox, Google Drive, Amazon, Etc. However, those 

third-party cloud storage solutions pose significant security and privacy risks, especially for 

storing sensitive information. Security, privacy, and data ownership must all be handled in the 

development and maintenance of systems that fulfill performance and resource criteria, as well 

as properly address data ownership and personal data ownership issues. On the other hand, 

frequent concerns about those questions lead to discussions about implementing open-source 
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private cloud infrastructure. Open-source cloud storage solutions improve security and privacy, 

data backup, productivity, and efficiency.[1], [2], [3] 

 

1.2 Problem statement 

The massive content generation of files, photographs, movies, and other items from various 

digital devices is driving up demand for storage mediums and cloud services. A storage device 

that does not have remote connectivity is less valuable than a cloud storage device. Dropbox, 

Google Drive, Amazon, and many other commercial cloud storage providers offer cloud 

services. However, those third-party cloud storage solutions constitute a substantial security 

and privacy issue when storing sensitive data. As a result, there is a significant risk of security 

and privacy violations [2]. An open-source cloud storage solution improves performance, 

reliability, and efficiency in data backup and security. End-users of open source cloud storage 

solutions have access to a vibrant community of industry experts who are constantly working 

to improve the products. This collaborative effort improves security. Most open-source storage 

models have the advantage of being free. Open source cloud storage solutions are also multi-

environment compatible and allow for source code modifications, giving them more flexibility. 

[2] [4] 

 

Even though there are numerous open-source cloud storage solutions for constructing private 

open-source cloud storage, it is challenging for end-users to decide on an appropriate cloud 

storage solution. Despite widespread interest, limited information is available on system 

architecture, security techniques, and overall throughput implications when choosing open-

source cloud storage solutions. There are still no comprehensive comparisons to help compare 

services and analyze the impact of platform choices. This thesis investigates a comparative view 

of the three robust open-source cloud storage solutions, namely ownCloud, Nextcloud, and 

Seafile, in terms of their features, architecture, security, and vulnerabilities. This comparative 

study helps users acquire a better understanding of the factors and be better equipped to make 

an informed selection about cloud storage solutions. 

1.3 Purpose and Objectives 

This thesis aims to compare the three popular open-source cloud storage options in terms of 

features, architecture, security, and vulnerabilities issues so that users can better understand 
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them and make better judgments. The following research objectives could facilitate the 

achievement of this aim. 

 

 Research Objectives: 

I. Identify the features of owncloud, nextcloud, and seafile. 

II. To understand the architecture of these three open-source  cloud storage solutions 

III. To explore the security features of  those cloud  storage solutions 

IV. To examine the vulnerabilities of owncloud, nextcloud and seafile 

 

1.4 Methodology 

This thesis has conducted a comparative study of ownCloud, Nextcloud, and Seafile in open 

source cloud storage solutions. Data has been collected from online articles, verified for 

accuracy, and compiled the data into an informative and comprehensible format for everyone 

who reads this thesis. The research was concentrated on analyzing data from journal articles, 

conference papers, and web pages from previous studies. The author was focused on four 

attributes: features, architecture, security, and vulnerabilities of three cloud storage solutions 

("ownCloud," "Nextcloud," and "Seafile") since most of the critical issues fall into one of these 

classifications. All referencing, style rendering and reference organization were done using the 

Zotero open-source reference management solution. The literature review methodology was 

applied to extract existing knowledge and analyze it in this comparative study. The following 

four stages were followed throughout the thesis  [5] [6]. 

I. Problem formulation ( Research questions) 

II. Literature search 

III. Data  assessment 

IV. Analysis, Synthesis, and Interpretation 

 

Problem formulation: The first stage was to determine the goal of the literature review. The 

goal of the literature review was to compare the three most popular open-source cloud storage 

solutions (owncloud,nextcloud, and seafile) in terms of features, architecture, security, and 

vulnerabilities. This thesis investigated the following key research questions to draw a 
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comparative view of the three open-source cloud storage solutions: owncloud, nextcloud, and 

seafile. 

Research questions: 

1. What are the features of the three cloud storage solutions (ownCloud, Nextcloud, and 

Seafile)? 

2. What is the architecture of the three cloud storage solutions that have been chosen? 

3. What are security features included in those cloud solutions? 

4. What are the vulnerabilities of those cloud solutions? 

 

Literature search: In this stage, research was carried out by searching for materials related to 

the research topic or investigating questions. Academic publications were found in journal 

articles, conference papers, and web pages from previous research. The search was performed 

entirely in English, with no geographical constraints imposed. The search retrieved academic 

articles from all around the world as no geographic constraints were set during the query. The 

following keywords were considered throughout the search: cloud storage, feature, architecture, 

security, vulnerability, owncloud, nextcloud, and seafile. These keywords were chosen because 

they provided the most comprehensive responses to the research questions. Search keywords 

(terms) help to identify the thesis's scope and ensure the most comprehensive coverage of 

literature across electronic databases. Each cloud storage solution was searched independently 

using four attributes (features, architecture, security, and vulnerability), i.e., "Features of 

owncloud," to obtain appropriate and relevant articles. In addition to the primary keywords, the 

operator "security OR vulnerability OR features OR "security difficulties") AND (seafile OR 

Owncloud OR Nextcloud)" is used to discover similar articles based on the three popular open-

source cloud storage systems to form a comparison view. The prominent search engine Google 

Scholar was utilized to find relevant articles. 

 

Data assessment:     Data was filtered to get the most accurate and relevant articles at this stage. 

The Google Scholar search results were included in the Zotero library. The following data was 

gathered, organized, and entered into Zotero from the articles: 

I. The article's title 

II. The article's year of publication 

III. The source of the article and the type of document 

IV. A list of authors who contributed 
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V. The article's abstract 

VI. The language in which the article was written  

VII. The article's intended audience 

VIII. Volume, issue, and number of pages of the article 

IX. Keywords that were used in the article 

X. A link to the article's URL. 

 

These articles were evaluated to check if they met the inclusion and exclusion requirements. 

The evaluation was accomplished by examining the publication's metadata, such as the title of 

the article, search terms, and summary, then using the inclusive and exclusive requirements 

listed as follows. Articles with titles that did not approach the research questions or had 

information not relevant to the questions were eliminated. When an article's metadata failed to 

identify its content, the entire text was scanned. Articles that addressed the study (research) 

questions were chosen for assessment. The meta-information and content of publications that 

did not specify the questions were excluded. Relevant publications to the research problems 

were identified after examining the meta information and formulating inclusion and exclusion 

conditions. The final articles were assessed for thematic analysis using preferred reporting 

elements [5]. The following were the requirements for inclusion and exclusion. 

 

Inclusive requirements : 

I. Articles focusing on cloud storage and open-source cloud storage solutions such as 

owncloud, nextcloud, or seafile. 

II. Articles that describe four attributes ( features, architecture, security, and vulnerability)  

of owncloud, nextcloud, or seafile 

III. The articles are included that explain a comparative study on open source cloud storage 

solutions including owncloud, nextcloud or seafile 

IV. Articles containing scientific evidence on open source cloud storage solutions, 

owncloud nextcloud or seafile 

V. Articles  published since 2010 were assessed to use updated information 

 

The exclusive requirements: 

I. Articles that are not obtainable through the university's web access 
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II. The content of the articles is irrelevant to the research questions 

III. Articles that are not conducted in English while having an English abstract 

IV. Expert-level articles on the topic  

 

Analysis, Synthesis, and Interpretation:  Data was compiled, summarized, gathered, structured, 

and contrasted with evidence retrieved from the included articles in the final stage. The gathered 

data was presented in a comprehensible manner that significantly contributes to the existing 

literature. The data were analyzed in a precise, useful, and understandable format for anyone 

reading this thesis. The final articles were reviewed and synthesized in each paragraph and 

throughout the thesis. Synthesize was performed by rephrasing the study's primary findings and 

applying them to the investigation to find solutions to the research questions. 

 

1.5 Structure of thesis 

There are six chapters in this thesis. The remaining sections of the thesis are organized as 

follows. Chapter 2 describes the fundamentals of cloud storage, types of deployment models 

for cloud storage, the basics of cloud storage architecture, and security issues in cloud storage. 

Moreover, it also describes the benefits of using open source cloud solutions. Chapter 3 

demonstrates the extensive comparative analysis of the three open-source cloud solutions based 

on their critical issues, especially security aspects, and research is carried out based on the 

current literature review. Chapter 4 describes the significant findings of the comparative study 

and assesses how they relate to research questions. Future research ideas are also suggested in 

this chapter. Chapter 5 is about the conclusion of the thesis, and Chapter 6 provides the 

references used in the research.  
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2 Fundamentals of cloud storage 

The major underlying fundamental issues of cloud storage strategies have been presented in 

this chapter. Security issues in the cloud storage system have also been described. 

2.1 Overview of Cloud Storage 

The phrase "cloud storage" can be defined in different ways. However, the majority of them 

have the same meaning: securely the usage of computer resources on demand. This technique 

is used to provide information technology services, in which contents are obtained via the web 

using web-based applications (Apps). Apps can interface with servers, which store all the data 

and software packages [7]. Cloud storage is a technique for organizing, storing, and processing 

data that is available via the internet and is controlled on the cloud. Because the cloud storage 

idea is predicated on web access, information can be viewed from any device that has Internet 

access. Since businesses are no longer required to use their infrastructure and instead lease it 

from service providers, they may discover that cloud storage reduces the cost of data 

management [7], [8], [9]. 

 

Cloud storage is a service that enables data to be safely backed up, managed, and accessed 

remotely, typically via the internet. The most common applications include data backup, 

disaster recovery, archiving, and DevOps. When compared to traditional storage area networks 

(SAN), cloud storage offers several benefits to customers, including cost savings and enhanced 

convenience features[7]. The fundamental structure of Cloud storage is illustrated in figure 1. 

 

 

 

 

           

Figure 1: Overview of cloud storage model  [9] 
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Institutions are required to incorporate how they maintain and use their information from 

formation to end of life caused of massive data volume and the requirements to maintain its 

security. Cloud storage offers a massive cluster of storage that can be accessed via web services 

APIs over a  stable network connection and instant availability of massive volumes of storage 

[9]. Cloud storage uses virtualization technology to consider storage devices, servers, and other 

equipment as a resource pool instead of a discrete system, allowing these resources to be 

allocated as needed. Integration of application and storage devices is crucial since cloud storage 

is more than just a memory; it is also a service. The improvement of Cloud Storage from 

traditional network storage to hosted storage is depicted in Figure 2. 
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As a cloud pool of storage resources, cloud storage is used to facilitate various operating modes 

that can be rapidly implemented in various physical systems and instantly summon resources 

based on user requirements [8][9]. Cloud storage introduces a new architecture for storing, 

managing, and analyzing rapidly increasing machine-generated data. Cloud storage will drive 

new levels of efficiency and economies into enterprise data centers by delivering advanced 

scalability, management, and the ability to collapse computation and storage on the same 

processing nodes. Both economic and security advantages come with cloud storage. Physical 

resources attached to a computer or network are usually more expensive than virtual resources 

delivered through the cloud. Data is shielded from accidental loss or hardware failures as it is 

stored on several physical devices. The cloud service continues to operate effectively even if 

one or more systems collapse since several backups are always preserved on demand. In the 

event of a system breakdown, data is automatically replicated to other servers [8]. 

 

Even though dealing with cloud storage solutions has its drawbacks, one of which is security 

susceptibility. With the cloud storage option, any confidential information can be exploited 

through a malicious attack and hackers could take advantage of this information. Instability and 

other technological issues often make cloud infrastructure insecure. Even the top cloud service 

provider organizations may experience this kind of issue in terms of maintaining good 

maintenance standards. Cloud storage is more trustworthy than on-premises computing for a 

variety of reasons, including high-profile cloud security breaches [2] [10]. 

 

2.2 Types of Cloud storage 

Cloud Storage consists of two major storage types: Ephemeral and Persistent storage. 

Ephemeral storage exists when a virtual server is up and running, and ephemeral storage is 

attached to the virtual server. However, when the virtual server is canceled or down due to 

errors, the user will lose everything that is running in that ephemeral storage. This type of 

storage is helpful for scratch, local, and temporary homes for log files. Ephemeral storage is 

almost always physically attached to the host that a virtual server is running on. Persistence 

storage persists; it continues to exist, even though a virtual server is not attached to it. The 

fundamental types of persistence storage are file storage, block storage, and object storage [11] 

[12]. Figure 3 depicts the differences between each type of storage. 
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                              Figure 3: Block, File, Object Storage, and Metadata Layout [12] 

 

The various types of cloud storage are discussed in the following sections. 

2.2.1  Block Storage 

 This category is typically found in a similar data center as the server. It separates data into 

volumes that are obtained by one or a few servers at the same time. Sectors and tracks represent 

the configuration of the local hard drive on the volumes[11]. This form of storage is ideal for 

databases and virtual machines because all communications take place over a dedicated storage 

area network based on lossless Ethernet or FC technology. It is suitable for all low-latency 

workloads. One of the disadvantages is the management complexity. Data duplication, 

compression, and thin provisioning are methods for lowering costs to a manageable level [11] 

[12]. The architecture of a block storage technique is illustrated in figure 4. 
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                                           Figure 4:  Block Storage Architecture [12] 
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generated. The virtual disk storage concept is the most frequently employed in a typical 

virtualized system [12]. Figure 5 represents an overview of the file storage system. 

 

                                                               NFS                                                       

 

 

 

 

      

 

Figure 5:  File storage structure [12] 
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                                              Figure 6: a model of Object storage [12] 
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Additionally, unstructured data is preserved in enormous volumes using object storage. This 

sort of storage is used by music applications, social networking platforms, and online storage 

services such as Dropbox. One of object storage's several advantages is that it facilitates users 

to save almost infinite amounts of information. Object storage keeps track of file changes using 

an HTTP(S)-based interface. Documents are allocated between nodes in this type of storage, 

which implies that altering a file requires uploading a new version of the full file, which can 

Client-side database 

Detacher 

Action 
Server-side database 

Cloudant database 

 

Changes  Feedfeed 

Update 

Save 

Cloud Functions 

Cloud 

Object 

Storage 

Object Storage 



 
 

 

22 

 

drastically slow things down. Object Storage is connected through an API and does not demand 

the use of a compute node [11] [12]. 

2.3  Service Models of cloud  

Each cloud service model supports its unique set of benefits that may be beneficial to a diversity 

of individuals or businesses. Cloud computing is comprised of three service models: Software 

as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) [13]. 

Figure 7 demonstrates the three cloud service models. 

 

 

 

 

 

Figure 7: Cloud-computing: The three layers of a generic model [14] 

 

The feature of those deployment models and their advantages are presented as follows. 

2.3.1 SaaS (Software as a Service) 

SaaS (Software as a Service) approves users to access other publicly accessible clouds of large 

enterprises for storing their data, such as Gmail. Data security is one of the many benefits that 

can be derived from a SaaS solution for a company. Using a cloud-based application with 

centralized data storage can reduce the need for employees to bring sensitive data with them 
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when they travel, which can save duration and money [13] [15]. In the SaaS model, the client 

is reliant on the serving operator to propose proper security quality. The protection problems 

associated with SaaS are mostly comparable to those associated with web-based applications. 

Other security benefits include the sharing of security testing expenses, the enhanced flexibility 

to deploy secure logs and secure builds, and a system that is more efficiently tailored to perform 

its functions. It enhances with online tools and apps to perform corporate tasks. End clients are 

the ones who apply it. It supplies end-users with infrastructure, software as a service, systems, 

and apps that all exit as SaaS [15] [16]. 

 

2.3.2  PaaS (Platform as a Service) 

PaaS (Platform as a Service) allows users to host apps or software on other public clouds, such 

as Google App Engine.  Infrastructure, such as networks, servers, storage, and operating 

systems, are not under the customer's govern in the cloud environment. However, the customer 

has complete control over the implemented apps and their configurations [13]. It offers virtual 

platforms and tools for developing, testing, and deploying applications. Developers take benefit 

of it. It delivers application runtime environments and deployment tools. Infrastructure and 

Platforms are provided by PaaS [15]. 

 

2.3.3  IaaS (Infrastructure as a Service) 

IaaS (Infrastructure as a Service) allows customers to virtualize any physical machine and grant 

use them for a fee. The customer is accountable for preserving control over the protection of 

the system, which includes the data, apps, and operating software. The developer under the IaaS 

model has full governance over security, and there are no safety gaps in the virtualization 

manager [16]. It builds platforms for app development, testing, and deployment and delivers a 

virtual data center to save information. It's a tool that network architects utilize. Users can 

access virtual computers, storage, and other facilities through it. IaaS (Infrastructure as a 

Service) is a service that only delivers infrastructure. [13] [15] 
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2.4  Types of Deployment models  

A brief overview of five cloud deployment models of the cloud is provided as follows. 

2.4.1 Public cloud  

A public cloud model strategy is used to gain access to excellent accessible and scalable 

services that are hosted on a distributed infrastructure. These services are available on request, 

inexpensive, and require no maintenance to operate effectively. Small firms can expand quickly 

without needing to make huge upfront capital investments or pay high operating costs due to 

this[17].  The public cloud model is shown in figure 8. 

 

 

 

 

 

                                    Figure 8: Public cloud Model [17] 

 

The users should ensure the protection and proper configuration of their services to run their 

applications. privacy and security are significant concerns for many businesses when deploying 

applications in this deployment model. The users should ensure the protection and proper 

configuration of their services to run their applications [18] [19]. 

 

2.4.2  Private cloud 

This deployment model is more common for government agencies, financial institutions, and 

healthcare institutes to employ this model than for other institutions. A private cloud can be 
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hosted on-premises or through a proprietary service provider [17]. Figure 9 shows the private 

cloud deployment model. 

 

 

 

 

 

 

                                              Figure 9: Private cloud model [17] 

 

As for the other components, they are dedicated. Some advantages of using a private cloud 

include extensive scalability, efficiency, protection, and customizability are just a few of the 

many benefits of cloud computing. There are possible to get security or performance concerns 

with private cloud storage [18] [20]. 

 

2.4.3  Hybrid cloud 

Hybrid cloud storage is a method of cloud storage management that combines on-site and off-

site resources. In this model, the services are distributed between the public cloud and the 

private cloud. The private cloud handles confidential records and critical applications. On the 

other hand, the Public cloud supports scalable and inexpensive infrastructure, and critical 

services with no sophisticated information are engaged [17] [18]. The hybrid cloud model is 

represented in figure 10. 
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                 Figure 10: Hybrid Cloud Model [17] 

 

Cloud computing infrastructure hybrid IT has gotten engaged by fusing the benefits of public 

and private cloud computing. Hybrid cloud storage is a popular option for businesses to simplify 

data backup and disaster recovery (DR) planning [19] [20]. 

 

2.4.4 Community cloud  

 A community cloud deployment is an improved version of a private cloud architecture that 

offers a cloud service to certain businesses and organizations. A hybrid cloud that mixes private 

and public cloud assets is a community cloud [17]. The general community cloud model has 

been described in figure 11. 
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                        Figure 11: Community cloud Model [17] 

 

 In this model, The multi-tenant approach allows many institutions to collaborate in the same 

environment [18]. A Community Cloud is a decentralized infrastructure that combines services 

from multiple types of cloud technologies to meet specific industry needs. This model operates 

well for institutions and organizations with similar functions, concerns, and regulations [19]. 

 

2.4.5  Multi-cloud 

 An approach to cloud computing is known as multi-cloud and it is a combination of two or 

more separate cloud environments. This multi-cloud can use two or more cloud services, 

allowing businesses to avoid vendor lock-in and reliance on a single supplier [19]. Additionally, 

a multi-cloud approach decreases an enterprise's reliance on just one cloud hosting provider, 

allowing for greater flexibility in the usage of cloud services [20]. Figure 12 depicts the 

structure of the multi-cloud model. 
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                                            Figure 12: Multi-cloud Model [17] 

 

Multi-cloud services are used by enterprises to redistribute computing assets and lower the risk 

of outages and data loss. A multi-cloud strategy allows enterprises to choose various cloud 

providers [17]. The key obstacle to multi-cloud security is uniformly securing data across a 

diversity of cloud operators. When a corporation employs a multi-cloud strategy, third-party 

partners manage various parts of security. As a result, it is critical in cloud implementation to 

correctly define and share protection obligations among the stakeholders [19] [20]. 

 

2.5  Cloud storage architecture 

Cloud storage architecture represents the interaction of the elements that comprise a cloud 

services platform. Cloud storage architecture is largely focused on supplying on-demand 

storage in a multi-tenant, high-density environment [21]. On-premises, cloud, software, and 

middleware are the four infrastructure divisions in which the different elements and sub-

elements can be constructed. The integration of these numerous components provides the core 
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components of any cloud storage service in various ways. Figure 13 represents the model cloud 

architecture. 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13: High levels of Cloud storage Architecture[22] 

 

In cloud storage designs, a front end is available that exports an interface for connecting with 

the backend storage. At this layer, users can use web applications, file-based Internet SCSI, or 

iSCSI frontend. This layer is the user's first point of contact with the operator. To access the 

services, users must first log in with their credentials [23][22]. The basic cloud storage 

architecture is demonstrated in figure 14. 
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       Figure 14;  Generic  Cloud storage Architecture [21] 

 

The Storage logic or controller layer provides linking the front-end API to the back-end storage. 

Virtualization, replication, and geo-graphical data placement methods are just a few of the 

characteristics available in this layer. The storage logic layer also provides reliability and 

security to the system.  The information is saved in the final layer (the backend storage). This 

could be a centralized protocol that manages individual applications or a typical disk backend 

[22]. Figure 15 depicts the four levels that make up the architecture of cloud storage. 
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                    Figure 15: Layers of  Cloud Architecture [22] 

 

The layers of cloud architecture have been described as follows. 

 

Storage layer: The most fundamental part of cloud storage overall design is the storage layer, 

which is at the very bottom of the complete solution architecture. Fibre-channel, NAS, and IP 

storage devices are all examples of FC storage devices, allowing cloud storage to connect and 

manage a huge number of storage devices situated all over the world [21]. 

 

Basic management layer: The most significant aspect of cloud storage is the core management 

layer, which delivers uniform interfaces for various services across public administrations. User 

administration, security control, copy administration, strategy administration, and other typical 

data governance tasks are all integrated. The fundamental management layer may easily 

connect the underlying storage and the higher application to achieve syncing between numerous 

storage devices. As a result, the most complex part of the cloud storage architecture will be the 

core management layer. 
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Application interface layer: The application interface layer is the most adaptable portion of 

cloud storage, as well as the part that interacts directly with users. Operators of cloud storage 

carriers provide numerous user interfaces to meet their needs, as well as a wide range of 

application platforms and services including video on demand, network drives, and file storage. 

 

Access layer: Access Control Layers As long as the user is approved, he can access the cloud 

storage system at any time and from any location using a standard public application interface. 

Depending on the provider, cloud storage offers a wide range of access tools and services.[21], 

[23], [22] 

 

2.6  Security of cloud storage 

The security of the cloud is a subset of the security of computers. It refers to a collection of 

regulations, technology, and control mechanisms that support data protection and services. 

Vulnerabilities influence the cloud service, directly or indirectly [24]. The integrity, 

availability, and confidentiality of cloud resources, as well as services provided by different 

layers, have been compromised, potentially raising new security concerns [23]. The goal of this 

section is to investigate several security concepts that will aid in a better understanding of cloud 

security issues. Figure 16 demonstrates the security model of cloud storage. 

 

 

 

 

 

 

 

 

 

 

                                  Figure 16: Cloud Storage Security Model [24] 
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 Businesses and organizations adopt cloud services because they are inexpensive and more 

flexible than locally installed hardware. Storing information in the cloud, on the other hand, 

exposes confidential files and sensitive data to new threats because cloud-stored data is outside 

the reach of many of the measures in place to secure sensitive data on-premises [2]. As a result 

of this evolution, business organizations are growing increasingly apprehensive about cloud 

storage security, both in terms of IT infrastructure and information security policies. 

 

 Both cloud storage providers and businesses share cloud storage security. Companies 

worldwide embrace cloud services, including cloud-native development, data analytics, and 

machine learning to mention a few. While saving and maintaining data has never been simpler, 

cloud vulnerabilities are now a major concern to data security. Cloud data is typically secured 

using a range of approaches, technologies, and methodologies. Cloud-based solutions already 

have a lot of security protection built-in, which is a significant plus. This usually includes strong 

encryption at rest and in transport [24]. 

 

To create a geographic border and detect suspicious behavior, IP addresses and other 

geolocation data are used. Data-aware filtering allows businesses to keep tabs on specific 

situations and events, as well as who has accessed information and when. Figure 17 illustrates 

an overview of cloud security and access control mechanisms. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 17:  Cloud Security and Access Method[22] 
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It can be coupled with role-based authorizations and privileges. Data classification policies are 

used by systems to control and automate how data is kept, preserved, archived, and discarded 

[24]. Backup and recovery services help a company deal with not only outages but also security 

risks such as ransomware and data that has been fraudulently wiped. Strong disaster recovery 

solutions based in the cloud assure availability in any situation. Examining logs and auditing 

workloads can identify security flaws and risks. Cloud storage companies deploy fundamental 

security measures like authentication, access control, and encryption to safeguard their 

platforms and the data they process. Most organizations then adapt their security protocols to 

strengthen cloud data security and limit access to sensitive data in the cloud [24] [23]. 

2.7 Security challenges of Cloud storage  

Security issues are increasing as cloud storage becomes more widespread. The biggest concern 

or challenge after a person has implemented his or her cloud-based system is security. When 

users choose a cloud solution from commercial cloud services, they relinquish control over 

physical security. Users share computational resources in a public cloud storage system. 

Confidentiality, integrity, and availability (CIA) [25].  Security issues, vulnerabilities, and 

challenges are explained in figure 18. 

 

                      Figure 18:  Cloud Storage Security Aspects, Vulnerabilities & Challenges[26] 
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Unauthorized access or exchange of confidential data is a significant security problem for an 

individual or any enterprise. Files can be stored anywhere on the globe. Information contained 

in any region should be compatible with cloud storage accuracy. Data privacy is eroded by 

exposing sensitive information, which results in a loss of data handling and exposes the 

company to a slew of cybersecurity risks and the legal and regulatory consequences that come 

with it [26]. The multi-tenancy issue makes it difficult to safeguard user data from unwanted 

access by other users running processes on the same physical servers. With the broad adoption 

of cloud storage and the fact that users are storing more essential data on the cloud, this issue 

must be considered appropriately [27]. 

 

Malicious third-party activities and hosting infrastructure flaws are putting data integrity at risk. 

Data availability is a very critical issue. Hardware malfunctions can occur at any time. Natural 

disasters, flooding, and even fire can all bring down systems [26]. A malicious insider is perhaps 

the most severe threat and the one with the most risk. A hostile insider, such as a system 

administrator, can gain access to potentially secret information and gain escalating levels of 

access to increasingly vital systems, leading to a data breach in the long run [25]. Threat actors 

can simply launch DDoS assaults and obtain access to critical data while remaining 

undiscovered by leveraging weak APIs.When an attacker employs the DoS or DDoS approach,  

the botnet's slaves are instructed to send fictitious traffic to the cloud, rendering legitimate cloud 

users' access to data, apps, or other services inaccessible [27]. 

 

One of the most dangerous aspects of multi-tenancy environments is the failure to establish 

impermeable isolation between tenants. Malicious actors could use the resources of some other 

user to get access to a company's assets or data. Multi-tenancy may increase the attack surface 

and lead to information leakage if the isolation measures fail. This vulnerability poses a risk to 

an institution's data security and privacy if it is not handled immediately [25] [27]. Attacks on 

the system that result in the security vulnerabilities outlined above can be carried out through 

three different channels. Networking, hypervisor, and computing hardware are all covered. 

Figure 19 represents the attack vectors and the potential security weakness in the systems. 
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                                     Figure 19: Cloud platform attack vectors [27] 

These vectors are targeted by three sorts of attackers:  internal clients, external clients, and the 

cloud service provider. Despite the inherent flaws of cloud storage, users have never been 

prevented from taking advantage of its cost savings and flexibility [25], [26], [27]. 

 

2.8 Importance of  Open source cloud storage solutions 

Numerous commercial cloud storage providers, such as Amazon Drive, Microsoft OneDrive, 

and Google Drive, provide free storage user access limitations. As a result, there is a high risk 

of violating security and privacy. When it comes to data backup and security, open-source cloud 

storage enhances efficiency and productivity. Many companies have built their cloud storage 

and security systems [4]. Self-hosted cloud storage is a growing trend among businesses. 

Sharing of information and collaboration has become more convenient due to cloud storage. 

Self-hosted open-source cloud storage systems are increasingly widely used for file sharing. 

The cloud storage area is currently under active development due to potential problems such as 

data loss, information hacking, and other assaults [28]. Using on-premises storage and 

integrated on-premises file sync and share technologies is the best way to keep data safe. 

Reliability, management, protection, and flexibility are all factors that support reducing the high 

cost of most free open-source cloud storage systems [3]. 

 

Open-source components are completely portable and can be utilized on any platform that 

facilitates them. The component, as well as any data linked with it, is completely under the 
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user's control. Users do not have to be concerned about vendor lock-in, as they do with 

proprietary components, because of the portability and control. Users will also be able to avoid 

the increased danger of granting access to their data and systems to third parties. Open-source 

software is completely observable and quantifiable [3] [29]. 

 

One of the grounds for the popularity of open-source cloud storage is that open source cloud 

solutions are a community, they are more likely to be able to fix any issues and disseminate 

solutions faster than proprietary software competitors [4]. Most of the improvements and 

upgrades are free and available to everyone because of the cooperative nature of open-source 

software. Vendor lock is a common problem for commercial cloud storage systems. clients can 

switch between cloud providers without any problems while using open source cloud software 

compared to commercial cloud applications. Open source is also distinguished by its ability to 

work in various paltforms [29]. Users can alter the source code of open source cloud systems, 

leading to increased functionality and flexibility. For example, suppose a new update is required 

for improved functionality of an open-source application. In that case, it can be implemented 

swiftly with the assistance of an experienced developer team [4]. 

 

Users get access to a whole commonality of the field specialists who regularly create and update 

the software when they use open-source software. Better protection is achieved as a result of 

this mutual effort. Even though commercial items can be safe, they lack the perspective variety 

found in a broader community. Data breaches can occur in any context; the only difference is 

that resolving them is different in each [3]. 
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3 Comparison: Owncloud vs. Nextcloud vs. Seafile 

In this chapter, a comparative study is analyzed the three open-source cloud solutions (ownCloud, 

Nextcloud, and Seafile) based on their features, architecture, security mechanisms, and vulnerabilities. 

3.1  Features 

 This section has described the significant features of the three open-source cloud storage 

solutions ( ownCloud, Nextcloud, and Seafile). The following significant features of owncloud, 

nextcloud, and seafile are identified in this study, and table 1 represents a comparison view of 

these cloud solutions based on the features. 

 

Table 1:Generic features of Owncloud,  NextCloud and Seafile  [30], [31], [32], [33] 

General  Features 

 ownCloud  Nextcloud Seafile 

Licensure Open source (AGPLv3) Open-source ( APGL) Open source 

Storage capacity Unlimited Unlimited 10 GB 

On site self-hosting Yes Yes Yes 

Classification File sharing and sync, 

cloud storage, content 

collaboration 

Document collaboration 

and management, file 

sharing, Team work, 

screen sharing, etc 

File sharing 

Support for large file size Yes Yes No 

Usability  Easy to use in general The UI is simple to use. required some technical 

skill 

Scalability at global level No Yes Yes 

The features for 

enterprise 

Network drive support, 

SharePoint integration, 

File firewall, Single sign-

on, etc 

Collabora Online Office, 

Custom branding 

Controlling the data flow, 

Integrated account 

management, etc 

Remote wipe,Role-based 

account 

management,Lock files 

Client apps for mobile 

devices 

Android, IOS Windows, Android, IOS Android, IOS 

Desktop clients Linux,Windows, mac Windows, mac linux Mac windows linux 

Realtime alert No  Yes No 

Dashboard and share note  No Yes No 
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3.1.1  Features of  OwnCloud  

Open-source file hosting service ownCloud was founded in 2010 to simplify the method of 

building and deploying cloud-based storage services. OwnCloud is an exquisite alternative for 

anyone curious about hosting their cloud storage system. OwnCloud was the first enormous 

alternative to commercial platforms like Dropbox, and it did so in an equally user-friendly 

package. Over the years, OwnCloud has grown and expanded into a major project supported by 

a large organization. It improved its user interface and made apps available for nearly every 

mobile and desktop platform [30]. It also works well for enterprises and entrepreneurs who 

choose to establish a cloud service for widespread public use because it does not require a high 

level of technical expertise. As shown in Figure 20, ownCloud offers consumer-grade usability 

and maintains file sync and share. 

 

 

                               Figure 20: The functionalities of ownCloud [34] 

 

Clients are often authorized to use OAuth, an open industry-standard protocol. It considerably 

boosts security while making it easier to integrate third-party apps or online services [30][35]. 

Organizations can use the audit functionality to track what users and admins do with which 

data, preventing misuse and conducting compliance audits. It's especially helpful in areas where 

data access is restricted, like within the health and financial industries [30] [36]. The integration 

of ownCloud with eM Client enables a protected and straightforward method of transferring 

documents over email without the utilization of a third-party service. This approach, 

additionally to being simpler to operate, provides better levels of protection for both the sender 
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and also the recipient. If the document is later destroyed, the link will not function properly. 

Furthermore, it's possible to guard the files with passcodes and set expiration dates for them 

[30] [35]. 

 

It is executable to automate the rules-based archiving and deletion of files using the ownCloud 

file lifecycle management app to suit a range of standards and requirements. The files firewall 

compares each access request against a group of rules and restrictions. It enables information 

technology departments to limit file access to certain user groups outside of company 

headquarters, for instance. Additionally, access to files with specified tags and from high-risk 

countries is often restricted [30]. The facial recognization verification method is conducted via 

the biometrically-secured authentication techniques in the particular operating platforms 

enabled by the ownCloud Apps for the platform(iOS and android). A seamless link between 

ownCloud and Microsoft Teams is enabled by combining the two apps, allowing for easier 

control and improved security. 

 

The metrics app allows for the focused gathering of important evaluation metrics, resulting in 

data for reporting [30]. The comment feature simplifies and speeds up coordination. The 

Outlook plugin allows the client to deliver emails with attachments that are automatically saved 

in their ownCloud and transmitted as a URL  rather than enclosed with an email. It is increased 

security and allows users to upload documents of any size. Public URLs allow users to share 

documents and folders with friends and family who do not have an account. Passwords and 

expiration dates can help keep track of personal data.[30][36] 

 

Data is protected using cutting-edge cryptographic techniques. ownCloud's modular and 

flexible encryption architecture allows for unique configurations to meet any threat level or 

regulatory requirement. Users may effortlessly link their ownCloud to Microsoft Teams, 

allowing them to share information and files consistently and safely across Microsoft's 

workstream collaboration tools. The Activity Stream highlights what was done with which 

document to others who used the same document and directories [30][36]. The True Secure 

View functionality allows clients to transfer confidential documents securely while maintaining 

high levels of control. Document classification automatically secures files based on content and 

tags. Enabling the virtual files feature allows users to sync a virtual file rather than the entire 

file, downloading the actual thing only when needed. It reduces the amount of data stored and 

the amount of bandwidth used [30]. Owncloud's architecture allows users to save and share 
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content of any size.OwnCloud provides users with customized access to their data. Using a full-

text search, they can get to the file they want faster [36]. 

 

3.1.2  Features of Nextcloud 

Another popular open-source cloud storage solution is Nextcloud, developed in 2016. 

NextCloud is a fork of OwnCloud. Additional features, such as full cryptographic algorithms, 

are currently available in Nextcloud. The group then started working with well-known open-

source software projects like LibreOffice. This collaboration resulted in Collabora Online 

Office, an open-source replacement for Google Docs. Nextcloud is constantly expanding, 

solidifying its position as the most dependable and robust open-source cloud storage solution 

[31] [37]. 

 

Teams can securely connect via video chat while also sharing documents and sending email 

messages, one of Nextcloud's key features. The functionalities include remote access, user 

authentication, compliance management, and audit tracking [31][38]. Safety pen-tests and 

external consultants have demonstrated that nextcloud was built with proper security 

measures[31]. Login security is supported by artificial intelligence (AI), two-factor verification, 

brute force prevention, and industry-leading features like video verification, end-to-end, and 

server-side encryption [37]. 

 

Nextcloud is one of the prominent open source file synchronization and collaboration system 

[31]. It offers the foremost comprehensive range of incorporated functionalities and interfaces 

available. There are quite 200 "apps" to choose from, each with enhanced security, 

collaboration tools, and infrastructure interfaces [39]. Users may utilize Nextcloud Flow to 

automate repetitive procedures and improve business processes. Edit office documents 

collaboratively with colleagues and takes notes while on a video chat [31] [39]. 

 

As a part of its compliance efforts, Nextcloud adheres to industry standards like Clause 14 of 

ISO/IEC27001-2013 yet as associated standards, advice, and security concepts [38]. Powerful 

features often cause complicated user interfaces, which might influence productivity and make 

it hard for organizations to quickly adopt new technology. Nextcloud does not limit users' 

abilities to avoid overwhelming them [37]. File locking helps users avoid disputes with 
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colleagues who try to change the identical files at the identical time as they're locking the files 

[31]. While some items, like office documents and notes, could also be changed in real-time 

within the browser, others must be downloaded to be modified. Collisions are prevented if the 

file is secured. If other users have questions about what's occurring, they will quickly contact 

other users in chat or through a remark [38]. 

 

Nextcloud incorporates a simple-to-use collaborative note-taking tool called Nextcloud Text. It 

provides a variety of rich text formatting options, including headers, bold, italics, pictures, and 

links. During a bunch of editing sessions, author colors are accustomed to indicate who made 

which changes[31] [37]. Under the GDPR and the CCPA regulations, businesses are held liable 

for any breaches of user privacy or failure to adhere to a high degree of data protection. By 

simplifying regulations, the open-source cloud storage solution Nextcloud lowers business 

costs and risks [31]. At healthcare service and biomedical facilities, patient safety is a top 

responsibility. Nextcloud provides patient information accessible to healthcare providers when 

they need it, with the highest level of assurance, protection, and confidentiality at a fair cost, 

through a simple implementation [31]. 

 

Utilizing WebRTC search engine techniques, Nextcloud includes an option for embedded 

audio/video chat. The deployment of a STUN/TURN dedicated server significantly improves 

its option to communicate with clients in severely firewalled environments [31]. The template 

support in Nextcloud allows users to quickly create a spread of files. within the templates folder, 

users can keep track of their templates. There are a variety of pre-made themes and plugins in 

the nextcloud system [31][37]. Nextcloud includes extensive keyboard ease of access and 

screen reader assistance to ensure that those with impaired vision can use it [31]. Collabora 

Online is a robust online office suite based on LibreOffice that supports collaborative editing 

in all popular browsers [38]. Account management is embedded into Nextcloud, along with an 

additional 2FA (two-factor authentication), enabling it simple to generate and alter accounts. 

The Monitoring app allows administrators to keep track of a Nextcloud system's activity and 

performance [37]. 
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3.1.3  Features of  Seafile 

Seafile is an open-source project that is developed in 2012 and has a long history of 

dependability and security. It has developed a tremendous rise, and it has been sponsored by a 

company that provides Seafile with enterprise assistance [32]. It has progressed from a peer-to-

peer file-sharing tool to a full-featured competitor to Dropbox and Google Drive over time. 

Among the features are file encryption, public link collaboration, automated cross-platform 

synchronizing, and per-folder controls [32] [40]. 

 

Seafile is a very robust and efficient open source file sync and sharing platform. Using this 

service, anybody may save files on a single server across several platforms [40]. Using 

Markdown format, users can put Wiki material straight into a library. Besides Wiki papers, 

other types of data can be housed in a library alongside them. Because of this seamless 

connection between Wiki and Cloud Storage, the conventional Wiki system's attachment size 

limit is no longer a concern for users. An HTML5-based Markdown editor, such as the 

WYSIWYG Markdown editor, makes it simple to edit Wiki pages in any web browser. 

Comprehensive knowledge management tools like full-text search, file tagging, relevant 

documents, and document review are available to help users be more productive [32] [40]. 

 

File locking is provided by Seafile to prevent multiple users from making modifications to the 

same document at the same time, which can escalate to avoid conflicts. Documents can be 

locked in the web UI or on desktop clients, depending on the user's desire. When an office file 

is opened, it is automatically locked [32]. Seafile preserves versions of documents and 

snapshots of folders in its database. Users may rapidly restore a file or folder to a prior version 

by simply clicking on the Restore button. Snapshots for folders are a practical approach to 

secure files from ransomware threats [32]. Using deduplication technology, document versions 

may be maintained effectively while utilizing less storage space. Incorporating Seafile's 

WebDAV interface with various mobile applications, such as DocumentsGoodReader, and 

permitting them to see files is feasible [40]. 

 

A REST API is also provided by Seafile for collaborating with third-party programs using 

HTTPS Seafile manages backups using mysqldump and rsync. Additionally, it enables real-

time backups via the implementation of a dedicated server to obtain backups from the primary 

server instance [32]. Seafile integrates with MS Office Online Server to provide interactive 
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collaboration and co-creator for Microsoft office files. Seafile also includes a preview function 

for films, audios, PDF documents, pictures, and text documents [32]. Seafile contains the self-

fsck function, which assists administrators in recognizing as well as deleting misleading 

content, fixing faulty libraries, and exporting all information in the event of a system crash [40]. 

 

Seafile offers free software downloads, allowing individuals or businesses to create their private 

file synchronization services. Users can utilize numerous synchronization servers and switch 

between them with Seafile. Seafile has group abilities, as a result, users can form and connect 

groups, as well as share files among them securely. Seafile uses a data format and distributed 

synchronization technologies that are related to GIT to improve dynamic synchronization and 

huge file management [32] [40]. Seafile provides a driving client that allows users to save data 

locally on their workstations. The drive client uses storage space on the Seafile server to give 

customers greater local storage. The documents in the drive client are not synced with the rest 

of the system[32]. 

 

3.2 Architecture  

This section describes the architecture of each of the three cloud storage systems that were chosen for 

comparative studies. 

3.2.1  Architecture of  ownCloud 

The key component of the ownCloud system is the ownCloud server. The server offers a secure 

internet interface via which admins may manage their ownCloud's entire systems. Legitimate 

members may allow and disallow features, define rules, construct archives, and monitor 

individuals using this interface [34]. Figure 21 shows the overview of the ownCloud solution 

architecture. 
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                                Figure 21:  Solution Architecture  of ownCloud [34] 

 

The server supports and protects API access to ownCloud, while also serving as the primary 

processing engine that allows the service to offer reliable and excellent file-sharing options. 

Figure 22 illustrates the core server architecture of ownCloud.OwnCloud maintains user 

information in industry-leading file formats and is therefore compatible with the majority of 

industrial file formats.   

 

Individual features like a web word processor, document versions, virus tracking, and server-

side protection are all incorporated in the main software of ownCloud [34]. There are numerous 

extra features that users can develop, from media streaming to calendar and contact syncing to 

customize verification systems and API-based storage [41].ownCloud interfaces effectively 

connect with all current components and services, from traditional data backup and detection 

of breaches to log management and Data Loss Prevention (DLP) solutions. On-site storage may 
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simply be mounted on the ownCloud server in most deployment settings, such as the mount 

point /data/storage device [34]. 

 

 

 

                                 Figure 22: ownCloud Server Architecture [34] 

Business directory integration and file "firewalls" give administrators a tremendous amount of 

freedom and control. ownCloud may be configured to use the included encryption module, 

which provides an extra degree of protection to user files while they are in transit [41]. The 

deployment model of ownCloud is described in figure 23. 
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                          Figure 23: Common Deployment Architecture for OwnCloud [34] 

 

Integration with existing technology is made available using ownCloud's plug-in applications, 

and Integration plugins deliver characteristics for instance  AD (Active Directory) and LDAP 

(Lightweight Directory Access Protocol) interface for member profile creation and verification, 

among other things. Mobile libraries, open APIs, and plug-in apps are all available for use in 

ownCloud to help with the development of customized integrations [34]. 

 

OwnCloud is typically implemented as a multi-tier load-balanced web app in a cloud server or 

integrated cloud architecture. OwnCloud may be installed on conventional, virtual, or private 

cloud servers utilizing a digital device footprint. A load balancer is often linked to multiple web 

servers on the deployment's forepart. The PHP script is served on the web servers of its cloud. 

The virtualized file cache, shared file lists, client and group metadata, and storage that allowed 

ownCloud programs require are all then attached to a database for user data. All servers also 

are linked to a shared back-end storage system, which is commonly a distributed filesystem 

[34] [41]. 

 

3.2.2 Architecture of  Nextcloud 

The server of  Nextcloud is a PHP web-based software component ( application) that runs on a 

Linux web server such as NGINX or Apache. It uses a database to store and exchange files, 

user information, program files, and settings, as well as file metadata. Nextcloud provides 

support for the databases MySQL, MariaDB, and PostgreSQL. As a performance measure, a 
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REDIS caching server may be utilized to accelerate data access while also reducing the burden 

on the database [42]. Figure 24 shows the diagram of a server architecture of Nexcloud and an 

illustration of a Nextcloud system with an NFS drive layer, Servers for  REDIS CACHING, an 

LDAP member directory, multiple db (database) servers, and a traffic shaping  ( load balancer). 

 

  

             Figure 24: NextCloud Server Architecture  [43] 

 

If a server can be equipped with a storage protocol like NFS or GFS2, the storage layer can use 

that protocol. This includes Red Hat Drive, Windows Network Storage, IBM Elastic Storage, 

and object stores that can be utilized with SWIFT and S3 [42]. The system is set up to 

automatically allocate storage space based on client directory listings, which allows for data 

separation and multi-tenant implementations. The system can be set up to automatically assign 

storage space based on client directory entries, which allows for data separation and multi-

tenant implementations. Administrators have a great lot of control over who can access and 

share their data with Nextcloud  [42] [43]. Administrators can match storage services to users 

based on group participation or other criteria by leveraging user data from LDAP or Active 

Directory. The storage path identifier can be acquired after joining LDAP/AD, allowing users 

to be directed to different storage paths [42] [44]. 
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Aside from primary storage, the system administrator can use the settings panel to mount and 

install a variety of alternative storage systems that can be differentiated for specific groups or 

clients. This allows a subgroup to access a CIFS or FTP system while some other clients 

maintain control over their private dropbox [43]. 

 

Consumers get a familiar and easy-to-use experience via Web browsers, iOS, and 

Android applications, and desktop synchronization tools, while administrators have a lot of 

control over data access and sharing. They can also use a range of collaboration tools, such as 

Nextcloud's WebDAV compatibility to access their files. Nextcloud's architecture is flexible, 

allowing administrators to add and remove functionalities as needed. REDIS caching can 

improve efficiency on deployments with tens to hundreds of thousands of clients. Following 

this stage, clients use the Federation to allow additional extensions to millions of clients [43]. 

Nextcloud comes with several server APIs that make it possible to combine it with other 

systems. Nextcloud's open-by-design architecture gives IT unprecedented freedom while 

effortlessly integrating with current legacy infrastructure. As a consequence, a cost-effective 

solution is designed that gives IT complete control over company data while providing end-

users with the appealing, productive layout they expect  [42]. 

 

3.2.3 Architecture of Seafile 

The architecture of Seafile cloud solutions is described as follows. A three-tier architecture is 

used in the Seafile cluster solution. These tiers have been explained as follows. 

 

Load balancer tier: This tier is responsible for routing data flow to the servers. Many load 

balancer nodes can be installed to achieve high availability.  

 

Backend storage: A shared storage cluster, such as S3, Swift, or Ceph, serves as the backend 

storage. 

 

Seafile server cluster: In a cluster, there are several Seafile machines. If a  balancer detects a 

failed instance, it will stop delivering data flow to it [45]. Figure 25 depicts the architecture of 

the sealife cluster. 
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 Figure 25: Architecture of Seafile cluster [45] 

 

Seafile is a horizontally scalable, stateless file server. MYSQL Cluster contains the user-library 

mapping as well as the commit ID. All information and metadata are kept in object storage [46]. 

Figure 26 describes the components of the architecture of Seafile’s server. 

 

 

 

 

 

 

 

 

 

 

 

  

 

Figure 26: Seafile Server Architecture [46] 
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The two major elements of the Seafile server links are the webserver (Nginx/Apache) and the 

application server. Client requests are delivered to the Seafile application server through the 

webserver. In the event of system failure, the load balancer is liable for recognizing and 

rerouting queries.  The overview of the Seafile architecture has been shown in figure 27. 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                   Figure 27: Overview of Seafile Architecture [46] 

 

The backend  (background) server of Seafile is in charge of full-text indexing, malware 

detection, office document reading, and LDAP synchronizing. It is recommended that it should 

be operated on a devoted server for best results. The application servers of Seafile are different 

and distinct in terms of operation [45] [46]. 

 

The data from the user is split into two divisions: the first is kept in a MySQL database, while 

the other is maintained on a backend storage cluster (S3, Ceph, etc.) [45]. Users receive an 

equal level of performance from all application servers. To perform effectively, all servers 

(applications) must be linked to a similar db (database) or db cluster [46] [47]. Figure 28 

illustrates the client's access technique and process of Seafile. 
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                                  Figure 28:  Process of Seafile clients' access [45] 

 

Seahub: Gunicorn, a lightweight Python HTTP server is included in the Seafile server package, 

is used to serve the website. Gunicorn comes pre-installed as a unicorn application. Nginx or 

Apache in WSGI mode can also be used with Seahub. 

 

Seafile server: It is responsible for raw file upload, download, and syncing. Data flow can be 

diverted to the local 8082 port by configuring Nginx/Apache. 

 

The connectivity to the service of Sealife may be implemented beneath a  web server. HTTPS 

can be used to secure all data traffic to and from the service.[45] [46]  

 

3.3  Security and Encryption Techniques 

One significant challenge when preserving data in the cloud is security. Thus, before selecting 

any cloud storage solution, individuals or enterprises should be aware that the cloud solution 

must have significant security techniques and various security measures to protect data against 

malicious threats [48]. This section has studied the key security aspects of the three open-source 

cloud storage solutions, which may help in selecting the expected cloud storage solution. In this 

research, the following significant security aspects of owncloud, nextcloud, and seafile were 

discovered, and table 2 represents a comparison view of these cloud solutions based on the 

security specifications. 
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Table 2: Security features of ownCloud,Nextcloud and Seafile [33], [49], [50], [51] 

Security 

 ownCloud  Nextcloud  Seafile 

Encryption on the server-

side 

Yes Yes Yes 

Encryption on the client-

side 

No Yes Yes 

Audit log Yes Yes Only in Pro Edition 

Binding 2FA Only OTP SMS/OTP/U2F/Telegram 

alert 

OTP/SMS/U2F 

Privacy links Yes Yes Yes 

Protection against brute 

force hacking 

Yes  Yes  Yes 

Conditions of service No Yes  Yes 

Suspected login detection 

using machine learning 

No Yes No 

Integrated information 

request or account  

cancellation 

No Yes  No 

Native SAML No  Yes Yes 

NIST standard password 

security  

No  Yes NO 

Auth via ENV parameter Yes Yes Yes 

AD/LDAP Yes Yes No 

Kerberos Yes Yes Yes 

Regulate over file access  yes Yes Yes 

Privileges to app 

connectivity 

No Yes Yes 

WEB User 

interface Protected WITH 

CSP 3.0 

No  Yes No 
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3.3.1 Security and Encryption Techniques of  ownCloud 

ownCloud offer many security mechanisms to secure data storage including files. It  

ciphers data both in travel and at residue. ownCloud is one of the safest applications for sensitive 

data because of its Privacy-by-Design and Zero-Knowledge-Architecture and available on-

premises hosting. It authenticates users using a variety of different authentication factors and 

integrates with current identity providers [52]. Permission management and policy enforcement 

are rigorous, and robust monitoring ensures that access is traceable and confined to authorized 

users [30].OwnCloud encrypts data in two aspects: when it uses the HTTPS protocol to send 

and receive data through the server, and when it stores data on a remote server using the 

encryption app. The Secure Socket Layer (SSL) protocol is applied to safeguard 

communications between web servers and browsers. Certificate Authorities, an impartial third 

party, can be used to determine the identities of either one or both parties involved in a 

transaction (CA) [48] [52]. The following are some important security features. 

 

2FA: Owncloud uses the 2FA method. It is more difficult for an intruder to get entry to a system 

using a legitimate user's credentials if two-factor authentication (2FA) and multi-factor 

authentication (MFA) are used in conjunction [52]. 

 

Firewall: An extensive set of rules and regulations is checked against each request made 

through the files firewall function. The IT department can, for example, restrict file access 

outside of company headquarters to select user groups. Files with specified categories can also 

be blocked from certain countries at the request of the user [52]. 

 

Auditing: Users and their administrators can be audited to prevent abuse and prepare for 

compliance audits by using Audit [52]. 

 

The secure view: The Secure View feature allows users to transmit secret information while 

restricting the options accessible to recipients to avoid misuse. The function eases the burden 

of providing certain contacts access to private material, such as virtual data rooms for merger 

and acquisition due diligence [30] [52]. 

 

Ransomware Protection: Through a two-step process, the Ransomware Protection App equips 

enterprises to combat one of the most heinous and destructive kinds of ransomware. It protects 
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data loss by limiting sync uploads from compromised clients. Additionally, it preserves prior 

versions of data for rollback purposes [48] [52]. 

 

Antivirus: The ownCloud Anti-Virus App ensures that files are screened for viruses, trojans, 

and other dangerous code before being uploaded to the cloud. 

 

Server-Side Security: A 4096-bit powerful private/public key pair is automatically made by the 

server for each person who logs in to their ownCloud account. As part of AES-256 

cryptography, private keys are encrypted with a user's login password. 

 

Each time a new file is uploaded to or synced, ownCloud produces a file-key for that file, which 

it then uses to encrypt the file using AES-256 encryption. As a result, every file that is known 

to ownCloud has a distinct file keyS. Figure 29  explains the process of encryption functions of 

ownCloud’s server-side. Along with OwnCloud's public key, each user's public key is utilized 

to encrypt their file key. This encryption method generates one or more share keys. A unique 

share-key is provided to each file that a user may access. 

 

 

 

 

 

 

 

 

Figure 29: ownCloud's Server Side Encryption Functions  [49] 
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new user's public key, resulting in the generation of a new share key. When a file is shared with 

new users, this abstraction forces ownCloud to re-encrypting the file key, but it avoids the far 

more expensive task of re-encrypting the entire physical file. When a user's access to one or 

more files is revoked, the same advantage is realized. 

 

Because of its adaptive architecture and capability of handling a variety of security 

requirements, ownCloud's encryption paradigm ensures data security across a variety of storage 

formats without compromising data security that has been proven time and time again by server-

side encryption. Owners of ownCloud's encryption technology have complete control over their  

encryption keys, which is incredibly scalable. [48], [52], [49]  

 

3.3.2 Security and Encryption Techniques of   NextCloud 

The server's architecture of nextcloud is such that it has both passive and active security 

features. This solution implements an extensive range of security measures, including data 

defense strategies 'Same-site' cookies Safety precautions against bruising Web servers and 

OpenSSL clients use TLS encryption to encrypt and secure data flow on both sides [43]. 

 

Authentication: As part of the authentication system, which also provides pluggable validation 

like two-factor verification and device-oriented passkeys, a list of associated navigators 

(browsers) and devices are displayed on the client's private site [42]. As an added degree of 

security, accessibility to the storage system can be restricted to device-specific password tokens. 

To invalidate active sessions, remove the client from the admin panel or alter the client's 

credentials. Administrators can turn on or off two-factor verification for clients from the admin 

panel [50].SAML 2.0 (including "Shibboleth") and Kerberos verification are facilitated by 

Nextcloud, which also offers extensive LDAP which is an open standard tool that is applied to 

gain accessibility to directory information over an online environment [50]. 

 

AI Protection: NextCloud employs AI techniques to identify malicious login operations. 

 

Rating and brute force protection: This feature restricts multiple guessing login attempts which 

support to protect against brute force attack. Rate limiting allows a developer to set a limit 

according to how many connections an IP span or a client can make in a given timeframe. This 
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can be useful for things like reducing the cost of API queries, securing users from obtaining 

huge data in a short period, and hardening brute force attacks even more. Nextcloud applications 

safeguard members from malicious and overuse [42] [50]. Admin can impose encryption 

quality standards that Nextcloud will follow. When key information such as the user's email 

account is changed, password reset tokens are invalidated to defend against phishing attempts. 

Nextcloud will prompt admins for credential verification while conducting security-sensitive 

actions [50]. 

 

Encryption (Client-Side and Server-Side): NextCloud protects its servers with AES-256 

encryption. It offers multilayered cryptographic techniques, improves data security on both 

sides (client and server), and exchanges data between users using TLS over HTTPS [50]. 

 

3.3.3 Security and Encryption Techniques of  Seafile 

In Seafile application, documents are formed into libraries in the Seafile system. Any device 

can be individually synced with a library. A user-defined passcode can also be applied to encode 

a library. Information is secure before it is transmitted to the server.  The documents are also 

inaccessible to the admin [53].Only hashed keys are used to keep track of user credentials. 

When a user signs in, they must use a  credential that is distinct from the credential for an 

encoding library. 

 

The encryption mechanism is as follows:  

1. Create a  secure 32-byte Arbitrary value that will serve as the cipher key for the file ("file 

key"). 

 

2 Apply the client's chosen passcode to the document key and preserve the outcome. The 

passcode is converted into a key/iv pair using the PBKDF2 algorithm. The document key is 

then secured using the AES 256/CBC technique. Clients can obtain the file code from the 

encrypted file code if they desire accessibility to data later on. 

 

3. The document secure code encodes the entire information of the file using AES 256/CBC 

cryptography. The PBKDF2 technique is utilized to acquire a key/iv pair from the document 

code, with the file passcode as the input. The information is transferred to the server once it has 
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been protected. The above-mentioned ciphering technique can be applied by client apps.[53] 

[51] 

 

Each Seafile desktop application is given its private key. When a user connects to the server, 

they will exchange their public keys and negotiate a session key. The PDKDF2 algorithm is 

used to create a secure random integer for the session key. Furthermore, information is protected 

during transfer between the client and server by applying  RSA encryption. The AES-256/CBC 

algorithm will be used to cipher the data transmission [51]. The goal of Seafile is to provide a 

dependable synchronizing tool. The synchronization technique used by Seafile is extremely 

robust and consistent [54]. 

 

3.4 Vulnerabilities 

The need for exponential expansion in storage capacity has made storage technology one of the 

most important technologies. Although there are numerous advantages to using cloud storage, 

there are also several key obstacles to overcome. Adoption is hampered by several issues, one 

of which is security [55]. Vulnerabilities in the cloud have become a major cloud storage 

security concern.  It is essential to acquire the knowledge of the risks of incorporating open-

source software tools, systems, and scripts into systems before selecting any solutions. 

Recognizing these threats can assist users in better directing security resources and safeguarding 

systems. This section examines the most significant flaws in each of the three open-source cloud 

storage alternatives. [56] 

 

3.4.1  Vulnerabilities of  OwnCloud 

The following are the significant vulnerabilities of the owncloud system. 

 

1) Permissions, Privileges, and Access Controls: A remote intruder could gain escalated access 

to the system as a consequence of this flaw. This threat arises because the unified share receiver 

can raise capabilities, letting security limitations be avoided and privileges are elevated [57]. 

 

2) Information disclosure: A malicious actor could get accessibility to possibly sensitive 

information as a result of the flaw. A threat exists because of the application's massive data 
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output. An authorized intruder with remote access can view the shareowner's internal path and 

username [57] [58]. 

 

3) Session Fixation: This flaw enables a local client to obtain entry into a connection to the 

target device. As session cookies are not reset after verifying for public connections, the 

vulnerability exists. A remote hacker can gain entry to the system's critical contents. [57] 

 

4) Improper Protection of Alternate Path: A malicious hacker could get control of a 

compromised machine By utilizing this flaw. The  API of share info can be used to avoid the 

privilege validation that performs when a file is dumped, which would be the vulnerability's 

source. An identified malicious actor can look through the files in the file drop.[57] [58] 

 

 5) OS Command Injection: Prior to ownCloud 1.0.0, the file antivirus component permitted 

OS Command Injection through the administration setup [57]. 

 

6) Resource Injection: In earlier version 2.9.2, a server may inject Resource Injection into the 

desktop client via a URL, resulting in malware [57].  

 

 

3.4.2 Vulnerabilities of NextCloud 

The following sections highlight the critical vulnerabilities of the Nextcloud system. 

 

Link following: When extracting an archive, the application is not capable to examine to see if 

the file is a symbolic link, which generates the flaw. If the application receives a corrupted 

document, it can be applied to modify arbitrary information in the system. If the flaw is 

performed successfully, a hacker may be able to connect to the compromised machine. An 

intruder can connect to a vulnerable system using this flaw [59]. 

 

Authorization bypass through user-controlled key: A remote hacker could be capable to 

compromise the target system as an outcome of this security weakness. The flaw exists as a 

consequence of the inability of verification. Any Unified document share can be compromised 

by a remote attacker who has capable to modify it.[59] [60] 
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Information disclosure: this flaw exposes critical information that may be connected remotely. 

The lookup server could receive a client's ID even though no fields are set to be disclosed on 

the member's account. Using a remote attack, a hacker can get capable to connect to the 

computer system to access confidential information [60]. 

 

Improper access control: A remote attacker can utilize this issue to get unauthorized access to 

functionality that would otherwise be restricted. The flaw exists as a result of erroneous access 

rights measures. The admin page can be compromised by a remote authenticated attacker [60]. 

 

Improper Handling of Unexpected Data Type: This flaw could be used by a remote intruder to 

gain access to the target machine. The threat emerges as a consequence of the documents being 

dropped, and a unified share can be generated by providing a public link. Unauthorized users 

can modify a file drop link into a federated share, resulting in the user encountering an error 

when attempting to connect the shared file. [59] [60] 

 

 Code Injection due to Incorrect sanitized talk: A code injection occurs an authority 

incorporates an inappropriate sanitized talk instruction to Nextcloud Talk 6.0.4, 7.0.2, or 8.0.7 

[60]. 

 

Vulnerable to brute force attacks: Nextcloud servers prior to 19.0.11, 20.0.10, and 21.0.2 are 

prone to attacks because IPv6 subnets are not regarded in rate restricting estimation. As a 

consequence, an intruder can avoid rate-limit protections such as Nextcloud's brute-force 

defense [59]. 

 

 Vulnerability to webauthn tokens: Nextcloud Server is a  storage solution for information. 

according to the versions 19.0.13, 20.011, and 21.0.3, Webauthn tokens are not discarded after 

a service user is erased. If the former client used an old login, they could connect to the target's 

profile  [60]. 

 

 SQL Injection: In Earlier Android app version 3.0.0 of nextcloud, SQL Injection permits a 

hacker to prompt to erase a local cache, attempting to enable the profile to be reset. [60] 
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3.4.3 Vulnerabilities of Seafile 

Some significant Seafile system vulnerabilities have been described in the following sections. 

 

Persistent XSS: The vulnerability can be exploited by cross-site scripting (XSS). The issue 

exists as a result of the "share of the library" functionality's insufficient data sanitization. A 

malicious intruder can inject, and execute  HTML and malicious script in a victim's browser. 

An attacker can make use of this flaw to steal personal information, alter the appearance of a 

website, and launch phishing and drive-by-download attacks [61] [62]. 

 

Vulnerability in sync token: A sync token is used by Seafile's file synchronization mechanism 

to provide clients gain obtain to library information. The token is stored in memory on the seaf-

server to enhance efficiency. When the server obtains a token from a sync terminal, it examines 

its cache to see if the token is already present. The server does not check whether the token is 

linked to the repository supplied in the URL if the token is present in the cache. Data from any 

recognized library can be accessed using any valid sync token. To begin, the attacker must find 

a library that it does not have access to. The library ID is a one-of-a-kind UUID that cannot be 

deduced from the library's URL. [62] [63] 

 

DLL hijacking: As exchndl.dll  can be fetched from the current directory, DLL hijacking is a 

risk with the seafile-client client 7.0.8 for Seafile [63]. 

 

 Sever’s vulnerability to  Log4shell  (log4j): The flaw in log4j takes advantage of the 

inadvertent processing of tampered log entries. Malicious code downloaded via the Internet can 

be reloaded and executed via tampered log entries. In the worst-case scenario, an intruder might 

abuse these security holes to acquire root access to the system and run code, such as creating a 

backdoor [63]. 
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4  Result and Discussion 

 The study results indicate that The three open-source cloud data collaboration and 

synchronization systems mentioned above are powerful and flexible alternatives. All these 

above Dropbox rivals offer file access, synchronization, and collaboration across several 

devices. For a given application case, each of them is usually the best alternative [33]. The most 

significant findings of the thesis, their interpretation, and the implication of the study have been 

reviewed and assessed in this chapter. Some potential limitations and recommendations for 

future studies are also discussed in this chapter. 

 

4.1 Major findings and  their interpretations  

The study shows a comprehensive analysis of the benefits of one service over another, as well 

as their drawbacks. ownCloud is designed from the ground up to be an open standard to keep 

up with commercial cloud providers. Nextcloud is a version of ownCloud developed by the 

core ownCloud team, including its founder. Seafile is a different type of file synchronization 

solution [64] [65]. A few technologies in Nextcloud let a team collaborate better efficiently. 

Collabora Online is a LibreOffice-based Office suite that is integrated with the nextcloud 

system to permit clients to read and update data from anywhere. The visitors' feature of 

ownCloud assists clients to create restricted profiles that grant visitors to interact beyond being 

labeled as a member, which is a unique feature. Seafile has a library feature that allows users 

to generate libraries of files and directories to synchronize or exchange [33]. 

 

Analyzing owncloud, nextcloud, and seafile, ownCloud comes with extensive information, 

including deployment and configuration instructions for users, admins, and developers, along 

with a GitHub repository where users may get access to the source code. The documentation 

website for Nextcloud includes connections to its communities, Internet Relay Chat (IRC), and 

social media channels for communal assistance. The community edition of Seafile is open 

source under the GPLv2 license. However, the professional edition is not [33]. Excluding 

Windows Mobile, ownCloud operates all other major platforms. Nextcloud software is 

compatible with Windows 7 and later, macOS 10.10 and later, Linux platforms, and mobile 

applications. Seafile is compatible with the same OS environment as ownCloud [33] 

[64].ownCloud's portfolio includes contacts applications and an official calendar. In 

contradiction to Nextcloud, there is no option to include text, voice, or web conference 
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capability. Nextcloud includes technologies such as Nextcloud ‘Talk' and  ‘Groupware’ which 

help teams communicate and cooperate more efficiently[64]. All of these qualities are missing 

from Seafile. It's mostly a file synchronization and sharing platform with some online office 

features thrown in for good measure  [65].Owncloud levies fees for collaborating with a huge 

number of participants. Clients who operate their servers can use OwnCloud for free. Data can 

be freely transmitted and synchronized between platforms. Only the server's capacity restricts 

the storage capacity available Anyone who manages their server can run  NextCloud for free. 

Clients can use any of the compatible device software, as well as online apps in their preferred 

browser, to synchronize and link their data. NextCloud can also be operated in conjunction with 

third-party service providers like Dropbox [33] [64].   Seafile provides free service for up to 

three users, including clients hosted on their servers. Users can trade documents with others and 

transfer information across multiple platforms using the free edition [65].OwnCloud adds an 

extra layer of protection to files by encoding them with an authorization or master identifier. 

The end-to-end cipher feature entirely ciphers the information, thus even the admin is unable 

to view it. NextCloud offers better service in terms of security because it facilitates users to host 

their services with multilayered security mechanisms that are not commonly available with the 

rest [33] [64].To ensure the protection of Nextcloud servers, admins can control and implement 

the 2FA method on a global or group basis. End-to-end cipher techniques are also included, 

which are distinctive in that the user governs his or her own secure and personal audio/video 

communication system. Seafile ensures privacy protection, by ciphering the library with a user-

defined passcode and ciphering the client end while utilizing PC terminal synchronization [33] 

[65]. 

 

The analysis shows that nextcloud delivers a better security solution since it enables users to 

host their services with comprehensive security measures that are not generally available with 

the rest. The majority of OwnCloud's security features are available as a free, self-hosted 

version. Ransomware protection is not available in the ownCloud free edition. NextCloud is 

needed more IT competence to build and manage the cloud solution NextCloud delivers 

advanced defense solutions to all users. Sensitive information is protected by end-to-end cipher, 

and clients have entire authority over documents and app accessibility. Furthermore, the 

protection of NextCloud's application is frequently being improved [64]. The seafile application 

employs AES 256-CBC encryption to encrypt data at rest and in transit. Aside from two-factor 

verification, the free edition allows users to regulate document and app access permissions [33] 

[65]. This thesis provides a comparison of the three open-source cloud storage options described 
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above. The characteristics, architecture, implementation technology, security, and vulnerability 

concerns are all illustrations of the functional qualities of each system. The findings show that 

while each cloud storage solution has its own set of advantages, it is critical to understand that 

regardless of which option is chosen, some issues remain unsolved. The findings have 

demonstrated the answers to the research questions or objectives. 

             

A study is done by IDC (International Data Corporation) in August 2008 among senior 

company executives and IT professionals addressing the challenges that primarily affect the 

success of the Cloud. And the poll results place security at the top of the list, emphasizing its 

significance in comparison to other cloud aspects [66]. Thus it is recommended to establish a 

security plan or model when implementing a self-hosted file sync and share solution, outlining 

precisely which hazards the server should guard against and structuring the system environment 

that facilitates protection against those threats. IT users should be more conscious of the 

numerous open-source cloud storage programs accessible, as well as how to make the best use 

of the technologies available to make better decisions, whether for personal or business 

purposes.[20] [67] 

 

The study demonstrates a thorough examination of the advantages of one service over the other, 

as well as their shortcomings. This analysis supports the theory that while the three services 

approach confidentiality, integrity, and availability in slightly different ways, they ultimately 

achieve the same goal of providing their end clients with a high level of security, reliability, 

and efficiency. Open-source cloud storage offers flexibility, on-demand services, and a wide 

range of customization options. The results indicate that open-source cloud solutions offer 

enhanced scalability, portability, security, control, agility, and on-demand services to end-users 

[28] [33]. Users will be able to better understand the characteristics of the open-source cloud 

platforms because of the study and succinct summation and will be able to select the most 

appropriate services based on their needs. They will also be able to make more unified choices 

on the open-source cloud platform based on features, architecture, security mechanism, 

vulnerability, and development support. Table 3 shows an overall comparison view of three 

cloud storage solutions (ownCloud, Nextcloud, and Seafile) in terms of features, architecture, 

security, and vulnerabilities. 
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Table 3: Overall Comparison of  ownCloud , Nextcloud,  and  Seafile [33], [64], [65] 

Characteristics OwnCloud Nextcloud Seafile 

Compatible OS and  devices Linux, Windows, 

macOS, Android, iOS 

Windows,Linux, macOS,, 

Windows Mobile Android, 

iOS 

Windows, macOS, Linux, Android, 

iOS 

Integrations & Apps Voice &  Teamware 

apps, App store with 

120+ apps 

App store with 200+ apps Not available 

 Features of sharing Distribute to a user or 

group, Public but secure 

links, Guests feature, 

Online workspace 

Distribute  a user or group, 

Public but secure 

links,Online workspace 

Distribute to  a user or group, Public 

but secure links, Library feature, 

Online Office 

Download choices Archive file, Distribution 

packages, Cloud 

providers,Web installer, 

Appliances and images, 

 

Web installer, Distribution 

packages, Archive file, 

Appliances and images, 

Cloud providers, Ready-

made devices 

Archive file, Docker images, 

Distribution packages,Web installer 

Deployment  On-premises, Hybrid, 

Cloud 

 

On-premises, Hybrid, Cloud 

 

On-premises, Cloud 

Large file comptability  Yes   Yes  No 

 Features of  Security  

 

control of file access, 

LDAP, Active Directory, 

Kerberos,Storage cipher, 

End-to-end encryption, 

 

End-to-end 

encryption,LDAP, Native 

SAML, Active Directory, 

Kerberos,File access control, 

App access,Storage 

encryption 

 

LDAP, Shibboleth, Active Directory, 

Kerberos,Storage encryption,End-to-

end encryption, App access rights 

Client authorization through 

open standards (OAuth2, 

OpenID Connect) 

The Identity Provider is 

used to authenticate the 

client 

only accessible through the 

server 

Most prominent single-sign-on 

authentication protocols are 

supported. 

 Storage encryption ownCloud Enterprise is 

bundled with HSM 

support for cipher  

HSM support is available on 

demand 

Yes 

Validation of file integrity and 

ICAP integration 

Yes No No  

Certification for storage Scality & SUSE No Yes 

Document  sorting  Yes No Yes 

Assurance of Quality Devoted QA team Engineering is ingrained Debian Seafile Team 

Kanban Support No  Yes No 

 

Scripted Automation Yes Yes No 

Real Time Notifications No Yes No 

 

Multi-factor authentication  Yes  Yes  No 

 

 

https://owncloud.com/features/mfa/
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4.2 Implications  of the study 

The findings reveal some significant distinctions in cloud storage platform preferences. As a 

result, the findings can be used as guidelines when choosing an open-source cloud storage 

solution. This thesis contributes to a clearer understanding of these three open-source cloud 

storage solutions and their strengths and limitations so that end-users can choose their open-

source cloud storage solution according to their demands. This research is a significant step 

toward defining open and adaptable benchmarking approaches for open source cloud storage 

solutions. It can assist end-users in comparing options and making knowledgeable choices 

based on features, architecture, security, and vulnerabilities. Finally, the findings also provide 

comparison tools to contribute to the research community to encourage additional research into 

open source cloud storage architecture, security, and performance. 

 

4.3 Limitations and Future Research 

This study may have some potential limitations. One of the most noticeable limitations is the 

absence of survey data. A survey of professionals and end-users could provide additional 

relevant information regarding these three cloud solutions. As a result, the survey data may 

improve the quality of study findings. Surveys would provide a credible dataset from which to 

derive specific results and inferences crucial decisions. Thus this issue should be addressed in 

future studies to improve the quality of the results. Further study can be conducted to evaluate 

other prominent open-source cloud storage systems using various methodologies such as 

systematic literature reviews and surveys of open source cloud storage specialists and end-

users. 
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5 Conclusion 

Cloud storage is a more contemporary internet-based technology that has been widely used and 

investigated. Data security and privacy issues have become increasingly important as the 

volume of data stored on cloud servers has grown. Cloud users must assess the security of cloud 

storage solutions. Apart from commercial services, there are numerous open-source cloud 

storage options available, each with a different level of application, architecture, features, 

security, and vulnerabilities. The distinctions among today's open-source options are only in 

the details: different features, different administration tools, and different security techniques 

[28]. 

 

Although there are numerous open-source cloud storage services for industrial and academic 

applications, it is difficult for individuals or an organization and their users to select the most 

appropriate platform for their needs. A detailed evaluation of three main open-source cloud 

storage options is offered in this thesis [68]. The comparison was made based on the current 

features, architecture, security techniques, vulnerabilities, and technologies of open-source 

cloud storage software. The platform's differences might be confusing now in terms of 

comprehension and usage. Readers may now comprehend the characteristics and make cloud 

storage solution selections based on the analysis in terms of cloud storage modules, services, 

development support, cloud interfaces, deployment, OS support, security, vulnerabilities, and 

compatibility.  

 

Even though each cloud storage option has its own set of advantages, It is important to 

remember that no matter whether the option is chosen, several issues have yet to be resolved. 

Maintaining high reliability, dealing with cluster failure approaches in a cloud system, assuring 

continuity, synchronization across various clusters in cloud infrastructure, interoperability, 

standards, and cloud system protection are all areas that need improvement [67][68]. Those 

issues can be addressed in further studies. Further research is needed on these concerns to 

enhance efficiency and mitigate security problems in cloud storage for future technology. 
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