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IoT-Enabled Operation of Multi Energy Hubs Considering Electric Vehicles and Demand Response 
 Behzad Kazemi, Abdollah Kavousi-Fard, Morteza Dabbaghjamanesh, Mazaher Karimi  

1Abstract: This paper introduces a novel Internet of Thing (IoT) enabled approach for optimizing the operation costs and enhancing the network reliability incorporating the uncertainty effects and energy management in multi-carrier Energy Hub (EH) and integrated energy systems (IES) with renewable resources, Combined Heat and Power (CHP) and Plug-In Hybrid Electric Vehicle (PHEV). In the proposed model, the optimization process of different carriers of Multi Energy Hubs (MEH) energy considers a price-based demand response (DR) program with MEH electrical and thermal demands. During the peak period, energy carrier prices are calculated at high tariffs, and other power hubs can help to reduce hub energy costs. The proposed model can handle the random behavior of renewable sources in a correlated environment and find optimal solution 
for turbines’ communication in EHs. The simulation results show the high performance of the proposed model by considering the dependency between wind turbines in MEH structure, power exchange and heat among the EHs.   Keywords: Multi Energy Hub, IoT, Unscented Transform.   Nomenclature Parameters   
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I. Introduction  Many definitions of energy hub (EH) have been proposed as an emerging concept in recent years. The existing literature provides valuable insights into the efficiency of energy systems. An EH is defined as a node in multi-carrier energy systems (MCES) in which energy can receive energy carriers at input ports and determine when much energy is stored and how to supply the basic needs of the energy hub [1][2][3]. Renewable energy programs, such as solar panels, wind turbine (WT), demand response (DR), energy storage (ES), and combined heat and power (CHP), improve the EH concept. Optimal exploitation of energy hubs in terms of economic, technical, and environmental benefits has led to the flexibility and stability of energy systems. Connecting multiple power hubs improves energy efficiency compared to the separate operation of hubs. In other words, when energy carriers are highly costly, other energy hubs can increase their capacity and reduce consumption costs [4]. Furthermore, the exchange of power and heat in EHs reduces operation costs, improves reliability, and ensures better balance. Renewable energy is an increasingly popular and practical technology. Given the random behavior of renewable sources, their output power is associated with uncertainty. Uncertainty studies adopt different models to address these uncertainties while exploring the output power of these resources. There are several common methods in modeling uncertainty, including the Monte Carlo method for generating different scenarios[5], the point estimation method[6], the scenario-based planning method[7]. Several studies have also used the definitive model to generate renewable resources[8]. The EH is another piece of equipment in energy storage. With the uncertainty of the output power of renewable resources, incorporating energy storage systems into network equipment is an effective solution for stabilizing energy fluctuations in renewable resources for loads requiring constant energy[9]. However, ESS is also used to adjust the load demand curve. When 

power and natural gas demand is off-peak, the energy is stored. The energy is released during peak hours to reduce network costs and improve network reliability[10]. Since solar energy is not generated at night, combined heat and power (CHP) systems are used to balance and supply different energy demands more efficiently. In addition to generating electricity, CHP units use extra heat to minimize costs[11-13]. Converting power to gas (P2G) reduces the cost of operating EHs and the interdependence between natural gas and electricity networks to ensure the more efficient operation of the natural gas network [14-17].  Previous research is consistently silent optimal simultaneous relationship between several hubs in multi-carrier energy systems (MCESs). Likewise, price-based DR programs, which reduce costs by exchanging power and heat between commercial, industrial, and residential hubs, have rarely been addressed in previous studies. This paper proposes a robust optimization model for the optimal performance of multiple EHs and the random behavior of renewable resources based on the unscented transformation (UT) uncertainty method to fill this gap. The main contributions of this study are as follows: I) It proposes an IoT-enabled optimal operating model for energy management among three EHs to reduce operating costs and enhance network reliability and II) It develops a UT-based stochastic framework for the uncertainty modeling of renewable resources in a correlated environment. III) It introduces a UT-based plan to control severe renewable energy resource fluctuations, making the proposed model less computationally demanding and more efficient. Also, the proposed model considers the dependence between wind turbines.  II. Overview of Proposed IoT-Enabled MEH  The proposed IoT-enabled MEH system consists of three interconnected residential, commercial, and industrial energy hubs. It uses the IoT for among different energy hubs [18-21]. Each EH consists of CHP, clean renewables, PHEV, boiler, heat storage (HS) units, and similar components. The EHs rely on natural gas and electricity as the main sources of power. The IoT technology provides the required situation for real-time data transferring based on sensors and secured communication channels. One point is to consider the requirements for the IoT assets based on power consumption and durability and small form factor which can help much in EHs. Through the IoT, higher observability would be achieved with very low latency in data communication.  A. The operational and practical limitations of CHPs As a power-generating technology, a CHP system receives natural gas input and simultaneously uses heat and electricity to supply the required loads. CHPs consist of power-only, combined heat and power (cogeneration), and heat-only units. Cogeneration reduces energy consumption and greenhouse gas emissions. In this paper, a production-based CHP unit has been used. A polygon represents the operating points of four CHPs in Fig. 1. Power and heat in a CHP cannot be controlled separately since they are interdependent. Eqs. 1-5 show the fuel consumption of the CHP[22].  
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Fig. 1 shows the possible operating area for the CHP unit. The order of the area below the AB curve, the area under the BC curve, and the top surface of the CD curve are represented in Eqs. 6-8. Fig. 1 shows the possible operation area for unit C. 
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 Fig 1. The feasible operational area for the CHP unit.  B. Energy storage unit Energy storage unit (ESU) or energy storage unit is a useful technology for storing energy to be used during demand peaks. ESUs improve network reliably and prevent critical events. This paper uses the storage of heat and battery energy as follows: B.1. Heat storage system: The thermal energy generated by CHPs and boilers is stored at off-peak hours. It is available to thermal loads in the peak hours during which the energy carrier is calculated at high tariffs. The mathematical equations of the heat storage unit is expressed as [23]: 
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The amount of heat stored by HS per hour is shown by Eq. (9). The heat energy stored from HS must be between the maximum and minimum amount shown in Eq. (10). HS's maximum charge and discharge power are limited to Eqs. (11) and (12), respectively, to not exceed a certain extent. HS prevents both charging and discharging processes in Eq. (13).  B.2. Power storage of battery  The batteries can manage the energy network by storing electrical energy at off-hours, reducing purchasing power from the network and the associated cost. They consist of 

various types. Lithium-ion (LIBs) is one of the most important types of batteries. The mathematical equations of battery energy storage and the same thermal storage system are similar.  B.2. Storage of battery power The batteries can manage the energy network by storing electrical energy at off-hours, reducing purchasing power from the network and the associated cost. They consist of various types. Lithium-ion (LIBs) is one of the most important types of batteries. The mathematical equations of battery energy storage are similar to the thermal storage system so it is not mentioned here.   C. PHEV FLEETS  PHEVs are connected to the system at intervals and thus may not be connected to the system within a certain timeframe. Assuming that it is not connected to the network in the time interval [a, b], its mathematical equations will be [24]:  
arg arg1

arg arg1

                       1

           1

PHEV
PHEV

PHEV
PHEV

tt DCHinitial ch e tPHEV PHEV CH Disch eh PHEVtPHEV tDCHinitial ch e t outPHEV PHEV CH PHEVDisch eh PHEV

PP P t DT
P PP P P t AT







=

=

 
+ −   − 

 
 

=
 

+ − −   + 
 
 



t

 
 
 
 
 
 
 



 
(14) 

min maxtPHEV PHEV PHEVP P P   (15) 
't initialPHEV PHEVP P=  (16) 

1 maxDTPHEV PHEVP P− =  (17) 
max ,0 PHEV

t tCH PHEV CH PHEVP P ch    (18) 
max ,0 PHEV

t tDCH PHEV DCH PHEVP P dch    (19) 
1t tPHEV PHEVch dch+   (20) 

Eq. (14) indicates the SOC of the PHEV battery during its connection hours. The SOC limit of the PHEV battery must be limited to a specific range, as shown in Eq. (15). Eq. (17) states that the PHEV battery should be fully charged before disconnection. The maximum charging and discharging capacity of the PHEV battery are limited to Eqs. (18) and (19), respectively, to avoid exceeding a certain limit. Finally, Eq. (20) states that the PHEV battery prevents both charging and discharging processes simultaneously.  D. PV model Air pollution and greenhouse gases (GHG) are some of the most critical challenges modern societies have to deal with today. Solar panels are widely used by various industrial, residential, and commercial sectors to reduce CO2 discharge by converting light energy into electricity: 
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Due to the unknown behavior of PV modules, the output power of these sources is unknown. Solar panels are associated with uncertainty, as their output power depends on daylight and is minimized at night. Here, the PDF of solar radiation has been used for modeling the uncertainty of PV's output power. The related equations are as follows[25]:   
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Finally, the PV power, a function of ambient temperature and solar radiation, is obtained from Eq. (27)[26].  
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E. Wind Energy Modeling  Wind power rotates the turbines to generate electricity, reducing fossil fuel consumption and air pollution[27-28].  
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F. DR Program The mathematical equations of the DR program are as follows[29]:  
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According to Eq. ) 30(, the reduction in the total load by DR should equal the total increase in the load in 24 hours. The power decrease and increase should be limited to less than the specific percentage examined by Eqs. (31) and (32). Eq. (33) states that increasing or decreasing load cannot occur simultaneously in any time interval. G. Random framework based on UT technique In order to describe the uncertainty modeling by UT, we assumed that we have a stochastic nonlinear problem 𝐴 𝑖 =
 ℎ (𝑧𝑖), where 𝑧𝑖 is the input, 𝐴𝑖 represents stochastic variables output, and ℎ is a nonlinear function. Using 𝑃𝑧𝑧 and the mean vector of the uncertainty variables n, 𝑧𝑖  =  𝑚 is solved to calculate the weight coefficients assigned to each state based on Eqs. (37-39). The mean value and the covariance matrix of the relationship are achieved by Eqs. 42-41 [30]: 
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With a constant initial value 𝑊0 = 0.25, the weight coefficients are obtained by Eqs. 37-39 in the second step. 
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𝐴 𝑖 =  ℎ (𝑧𝑖), is calculated for each vector point of output variables, and then by using the following equation, the mean value and 𝑃𝑦 covariance is calculated.  

2
0

n
i ii

W
=

 =   (41) 
2

0
( )( )n Ty i i ii

P W
=

=  −   −  (42) 
III- Mathematical problem formulation A. Objective function The performance of the proposed MEH objective function is to minimize the cost of the entire system over time, achieve maximum efficiency and increase system reliability. 
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 Eq. (43) shows the unit energy price produced by the optimization problem. The energy costs of purchasing electricity and gas from the main network are expressed in the first and second terms. The third and fourth terms indicate the cost of charging and discharging batteries and energy storage. The DR program costs for thermal and electrical loads are the fifth and sixth terms. The final term refers to charging and discharging costs. B. Proposed MEH energy balance Electricity and heat balance in the proposed MEH has been modeled, as shown in Fig. 2. After explaining the objective function, the next step is to define the constraints. Thus, the total heat and input power in the energy hub should equal the energy hub's total heat and output power. Mathematical equations, power, and heat balance of three energy hubs, including CEH, IEH, and REH, are shown below:   
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 Fig. 2. Flowchart of the proposed MEH The distributed energy resource (DER) and the PDF data of solar panels and wind turbines have been received according to the flowchart. After receiving the PDFs, the UT method is used as an estimate to solve the problem with several 2n + 1 loads instead of employing the distribution functions. Next, energy hubs equipment models, DR program, and objective function are modeled to minimize the total system costs and increase reliability. In the last step, the mean value and covariance of 𝑃𝑦 are calculated based on the UT method obtained from output points. IV. Simulation and numerical results This section presents the proposed linear programming problem as a linear programming problem to minimize the cost of the proposed MEH. An initial analysis has been implemented to find out the optimal route for MEH readings through the IoT protocol.  A .Input data and case study Table 1 shows the peak price information of electricity and NG carriers, DR, and ES programs. Table 2 presents the operational information of commercial and industrial energy hub batteries. Table 3 provides PHEV battery operation information in the residential energy hub. Table 4 presents the heat storage information in the residential, industrial and commercial energy hubs. Table 5 provides CHP fuel linear operation information. The capacity of heat transfer pipelines among EHs is equal to 10 kW and the capacity of power transmission lines between EHs is equal to 20 kW. Residential and industrial energy hubs include two micro-turbines that have a maximum power generation capacity of 10 kW and 8 kW, respectively, and their power generation efficiency in residential and industrial hubs is 45% and 43%, respectively. The maximum heat generation capacity of boilers in residential and industrial energy hubs is 15 kW and 25 kW, respectively. Also, the efficiency of heat production by both boilers is 40%. Figure 3 shows the daily load curves of three commercial, industrial and residential energy hubs.  Table 1  Prices of energy carriers, DR, and ES. 

 
power NG DR  ES Off-peak On-peak Off-peak On-peak Off-peak On-peak Off-peak On-peak 

Price 4 25 3 15 17 10 20 10 
  Table 2 Operational information of the batteries 
 ( )max,Bat CHP KW  ( )max,Bat DCHP KWh  ( )maxBatE KWh  ( )minBatE KWh  ( )initialBatE KWh  argch eBat  

argDisch eBat  
CEH 5 5 45 5 25 .8 .8 
IEH 5 5 45 5 25 .8 .8 

 Table 3  Operational information of the batteries 
( )max ,PHEV CHP kW  ( )max ,PHEV DCHP kW  ( )maxPHEVP kWh  ( )minPHEVP kWh  

6 6 40 5 
( )initialPHEVP KWh  ( )outPHEVP KWh  

argch ePHEV  argDisch ePHEV  
20 10 .85 .85  Table 4 Operational information of heat storage. 

 ( )max,HS CHP KWh  ( )max,HS DCHP KWh  ( )maxHSH KWh  ( )minHSH KWh  ( )initialHSH KWh  argch eHS  
argDisch eHS  

CEH 4 4 40 5 20 .8 .8 
IEH 4 4 35 5 20 .8 .8 
REH 4 4 35 3 20 .8 .8 

 Table 5  CHP linearization operational information. 
j Hbj mj i Ebi Pi 0 0 - 0 3 - 1 5 0.41 1 6 .88 2 10 0.85 2 9 1.2 3 15 0.87 3 12 1.41    4 15 1.69  Table 6. Area information possible operation for CHP. Table 6  Shows the possible operation area of CHP. 

,ACHP OPE  ,BCHP OPE  ,CCHP OPE  ,DCHP OPE  

15 13 2 3.8 
,ACHP OHH  ,BCHP OHH  ,CCHP OHH  ,DCHP OHH  

0 15 14 0  

 Electrical loads (a) 

 Thermal loads (b) 



Fig 3. Shows the daily curves of electrical and thermal loads of three commercial, industrial and residential energy hubs.  B .Simulation result and discussion  This section analyzes and discusses the simulation results and evaluates the performance of the proposed MEH model to minimize the cost of operation at the time horizon. The daily curve of the power output from DER on the business energy hub is shown in Fig. 4 (A). The energy carriers must be used at off-peak hours to provide electric and thermal loads in the MEH. Between 17:00 and 24:00 pm, CEH natural gas demand is at its peak. Therefore, the CHP electricity and heating demand decrease from 17:00 to 24:00 pm. At its peak hour, the demand for NG and electricity in IEH is 07:00 am to 4:00 pm, and 01:00 am to 08:00 am... For this purpose, the boiler has reduced its heat consumption demand from 06:00 to 16:00 due to the high rate of gas prices so that it does not produce any heat from 07:00 to 16:00 and starts again from 17:00 to 24:00 to generate its heat. From 06:00 to 16:00, the P2G converter also provides heat loads and compensates its generation at this time. From 01:00 to 06:00, no electricity has been generated because of the high electricity tariffs. In addition, from 08:00 to 16:00, there is reduced production of MT because of high gas prices. From 01: 00 to 08: 00, given the high tariffs, MT is used to meet the demands of electric charges. In Fig. 4b, the production capacity of WT1 is represented for 24 hours.   

 a. Power output from DER on commercial energy hub 

  b. Power output from DER on industrial energy hub 

 c. Power output from DER on residential energy hub  Fig 4. MEH‘s curve of output power in 24 hours  As shown in Fig. 4c, in the residential energy hub, the demand for NG and electricity is from 01: 00 to 08:00 in the afternoon and 17: 00 to 24:00 at the peak hours, respectively. Due to high electricity tariffs, the heater decreases the electricity demand from 17:00 to 24:00. However, MT has reduced its 

generation from 01:00 to 08:00 due to the high price of NG. MT starts generating electricity from 08:00 to 24:00 to supply electrical charges. Due to the high NG tariff, from 01:00 to 08:00, the boiler stops its production. Figure 5 and figure 6 show the daily charge and discharge curves and the State Of Charge of MEH energy reserves, respectively.  

 Fig. 5. Charge and discharge curve of MEH energy reserves  

 Fig. 6. Daily SOC curve of MEH energy reserves  When the hubs' electricity and natural gas demand is off-peak, the energy reserves are charged during these hours during the peak hours of consumption. When the demand for energy consumption for feeding loads increases, the energy reserves are depleted during these hours. While energy demand decreases, energy reserves are recharged. Electricity consumption demand in CEH is at its peak from 08:00 to 15:00, so the price of electricity at this hour is the highest. Therefore, the batteries contribute to network reliability by releasing energy and storing electrical energy from 01:00 to 07:00 and from 16:00 to 24:00. At IEH, demand for NG peaks from 07:00 to 4:00 pm. During these hours, with the release of HS, thermal loads are fed. From 01:00 to 06:00 and 17:00 to 24:00 that the demand and price of NG are low, HS is recharged, which is also true for other energy reserves. B)   

          a) Electric charge demand 

 



b) Demand for thermal load  Fig 7. Daily MEH curves before and after DR use  According to Fig. 7 (a), MEH electric charge demands can be reduced during peak hours by using the carrier. The demand for electricity consumption in REH, IEH, and CEH is in peak demand from 17: 00 to 24:00, from 01:00 to 08: 00, and from 08: 00 to 15: 00, respectively. The electric charge changes from on-peak to off-peak with DR, and transmission occurs 
for thermal loads, as for electric charges. In the IEH, the NG’s demand is at on-peak from 7:00 am to 4:00 pm. So the heat loads of this hub at this time change from on-peak to off-peak. This section examines other MEH issues. The proposed MEH offers a new management framework for the simultaneous operation of different energy carriers. Besides, optimal planning and distribution of energy among multi-energy hubs contribute to supplying electrical and thermal loads. When one of the hubs is calculated at a high tariff, other energy hubs can help by exchanging thermal and electrical energy at a lower price, improving efficiency and system reliability. Moreover, the proposed MEH comprises many equipment types, including energy resources, storage devices, and CHPs that supply electrical and thermal charges. For example, when the price of natural gas is high, the required heat load is 
provided by an electric heater. The system’s power is supplied via MT when electricity is high-priced. WTs and PVs are two worldwide solutions to generating low-carbon electricity. Fig. 8 shows the purchased electricity and gas curve from the network. In Fig. 8, MEH reduces the network’s electricity and gas when charged at high tariffs. Table 7 shows the operation costs with and without uncertainty. Regarding the uncertainty of renewable resources and the interdependence between wind turbines, the operation cost of the entire system has been reduced. Fig. 9. The curve shows the normal distribution function. 

 a) Power 

 b) Gas Fig 8. The daily curve of electricity and the natural gas amount purchased from the network 

 Fig 9. Probability distribution function 
 Table 7:  The operation costs 

cost ($) Uncertainty based on base scenario Uncertainty based on UT 
operation cost 13732/750 13709/15235 

V. Conclusion This paper proposed an IoT-based model to study the connection among different energy carriers in interconnected residential, commercial and industrial energy hubs. Each EH consists of various equipment, including a CHP unit, clean and renewable resources, PHEV, boilers, and the HS unit. A UT-based stochastic framework has been introduced for recording renewable resource uncertainty. The simulation results show that the exchange of power and heat between energy hubs reduces the dependence on electricity and natural and the overall network expenditure. Furthermore, when the energy demand is off-peak, energy storage can significantly affect the supply of required loads during high peak hours. Finally, the DR program and promoting optimal consumption will lead to less network operating costs and adjust the load demand curve, influencing energy markets significantly. In the future works, authors would assess developing fully distributed framework and the cyber security concerns.   References 
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