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Chaos-based cryptosystems have been an active area of research in recent years. Although these algorithms are not standardized
like AES, DES, RSA, etc., chaos-based cryptosystems like Chebyshev polynomials can provide additional security when used
with standard public key cryptosystems like RSA and El-gamal. Standard encryption algorithms such as AES have always been
the primary choice, but when it comes to image or video encryption, many researchers recommend chaos-based encryption
techniques due to their computational efficiency. This paper presents a survey on the most up-to-date chaos-based image
encryption techniques and classifies them into spatial, temporal and spatiotemporal domains for better understanding. The
significant improvements in the field of image encryption are discussed. In addition, comparative analysis is performed to
validate the evaluation matrices for quantifying the encryption algorithms’ security and performance in recent papers.
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1 Introduction

The rapid progression and adoption of new digital commu-
nication and network technologies have shown enormous
potential in improved data storage and electronic data
exchange across the Internet. However, it is equally impor-
tant to protect the confidential information and that is why
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network security and data integrity have always remained
issues of significant importance. This has led scientists to
take appropriate safety measures to gain visibility and prevent
security vulnerabilities. The multimedia shared and stored
over the Internet is mostly in the form of images. Hence, the
confidentiality and authenticity of digital images are ensured
by means of image encryption.

Image encryption uses a mathematical algorithm to con-
vert the original image into a form that is hard to inter-
pret; thereby increasing resistance against security attacks,
for example, brute force [1], statistical [2] and differen-
tial attacks [3]. Image encryption finds its applications in
many fields such as medical imaging, telemedicine, busi-
ness, biometric authentication and military communication.
Numerous image encryption techniques have been presented
to meet these security constraints, including digital water-
marking techniques [4], image scrambling methods [5],
image steganography [6] and image cryptography [7]. In
the last few decades, the exploitation of chaos in cryptog-
raphy has shown a surge in interest due to its fundamental
property of sensitivity to initial conditions leading to data
sets, which while deterministic, give the appearance of ran-
domness. Chaos-based cryptographic models have been used
to develop novel methods to design efficient image encryp-
tion systems, exhibiting exceptionally good characteristics

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10207-022-00588-5&domain=pdf
http://orcid.org/0000-0003-1422-2408
http://orcid.org/0000-0002-8243-2223
http://orcid.org/0000-0001-8017-2598
http://orcid.org/0000-0001-6796-9981
http://orcid.org/0000-0001-8314-5333
http://orcid.org/0000-0003-0150-8060

U.Ziaetal.

in many aspects regarding speed, cost, computational power,
computational overhead, complexity, vulnerability, etc.

This paper presents a theoretical survey of recent research
papers from years 2016-2021 that published chaos-based
image encryption schemes. Our survey classifies the chaos-
based encryption schemes as spatial, temporal and spatiotem-
poral domains. The motivation behind this segregation was
to group the advances in chaos-based image encryption
schemes which would make it convenient for readers from
beginners to expert in this field in targeting their relevant area
of interest. In this paper, a roadmap has been given on the
working of chaos-based cryptosystems for digital data, i.e.,
images and videos. A thorough comparison between tradi-
tional and chaos-based cryptographic schemes has also been
provided. Considering different types of attack models, a
summary of recent cryptanalytic attacks has been mentioned.
Finally, under every group classified a comparison matrix has
been provided to evaluate the type of attack models used to
validate the proposed algorithms.

The remaining structure of this paper is as follows: An
overview of chaos theory is presented in Sect. 2. Section 3
describes image encryption and its relation with chaos-based
cryptography. Section 4 comprises related work. Evaluation
parameters are discussed in Sect. 5. Section 6 represents
the survey of image encryption in spatial, temporal and spa-
tiotemporal domains. The concluding remarks are presented
in Sect. 7.

2 Image encryption

The rise of interest in chaotic dynamics in the 1960s and 70s
can be linked to the rise of the digital computer. Increased
computational power allowed a wide range of nonlinear sys-
tems to be investigated for the first time. Key features of
such systems are the existence of so-called strange attrac-
tors and the divergent nature of neighboring trajectories on

such attractors. These features combine to give rise to time
series which, though fully deterministic, give the appearance
of being random. It is this apparent randomness which makes
chaotic systems useful for encryption.

In cryptography, encryption is defined as the process of
converting useful information into an unrecognizable form
to protect it from unauthorized access. The image content
occupies vital characteristics like high redundancy, space,
capacity and correlation among the bit pixels, that demands
some kind of encryption technique where the primary pur-
pose is to securely transfer the image [8]. In other words, an
encryption algorithm is used to transform the plain image
into a cipher image, i.e., the useful actual information is
obscured. The encrypted image can then be securely trans-
mitted over the network; therefore no unauthorized person
is able to decrypt the image. Hence, at the receiving end of
the network, a decryption algorithm is utilized to decipher
the cipher image into the original image. Moreover, in the
process of image encryption, the original image is incorpo-
rated with a key to encode the image, whereas, for the image
decryption process, a decryption algorithm is used to decode
the encrypted image in order to recover the original image.
The keys used in image encryption and the decryption pro-
cess are categorized into two main types, i.e., symmetric and
asymmetric keys (shown in Fig. 1). In symmetric key (private
key) cryptography, the same key is used during the encryp-
tion and decryption processes, whereas in the asymmetric
key (public key) cryptography; separate keys are used, i.e., a
pair consisting of a private key and a public key are required
together for encryption and decryption.

2.1 Symmetric key cryptography

Symmetric key cryptography is also known as private key
or secret key encryption, as it requires only a single key for
encryption as well as decryption of the image [9]. The sender
encrypts the image with a private key which is then sent

Types of Encryption

l

l

Symmetric Key

l

Asymmetric Key

Encryption Encryption

[ [

i i v ! ! i
. . Diffie

Block Ciphers Stream Ciphers RSA EDCSA DSA

Hellman

[ !
v v v v v i i
AES 3DES CLEFIA PRESENT Grain Trivium Mickey

Fig.1 Types of image encryption algorithms

@ Springer



Survey on image encryption techniques using chaotic maps in spatial, transform and...

over the transmission media to the receiver. At the receiving
end, the encrypted image is decrypted using the same pri-
vate key that was used to encrypt the image. Symmetric key
cryptography has a computationally low cost and requires
fewer resources. As shown in Fig. 1, symmetric encryption
can further be segregated into Block and Stream Ciphers.
Stream ciphers usually work by encrypting single bits of
data at a time. They tend to perform encryption faster than
block ciphers and are lightweight in nature, some examples of
lightweight stream ciphers include Grain [10], Trivium [11]
and Micky [12]. On the other hand, block ciphers encrypt
data by encrypting a chunk of data (block) of chosen size. A
block cipher uses an initialization vector to add extra layer
of security against brute force attacks. Some examples of
block ciphers are Advanced Encryption Standard (AES) [13],
Triple Data Encryption Standard (3-DES) [14], CLEFIA [15]
and PRESENT [16].

2.2 Asymmetric key cryptography

Asymmetric cryptography is also known as public key
encryption, unlike symmetric key encryption public key
encryption uses two separate keys for encrypting and
decrypting the image [17]. Each sender and receiver pos-
sess a pair of keys known as public and private keys. The
private key is not shared with anyone, while the public key is
shared with the sender. The public key is used by the sender
to encrypt the image, which is then sent to the receiver.
The receiver then decrypts the image with their private
key. Asymmetric cryptography has a computationally high
cost and requires more resources. Examples of asymmet-
ric key cryptographic algorithms include: Digital Signature
Algorithm (DSA) [18], ECDSA [19], Rivest-Shamir—
Adleman (RSA) [20] and Diffie—Hellman [21].

The image encryption can be applied in various domains
namely, i.e., spatial, transform and spatiotemporal domains.
The classification of image encryption schemes is depicted
in Fig. 3. These image encryption techniques are discussed
thoroughly in the later subsections.

2.3 Chaos-based image encryption

In recent years, researchers have been keenly observing the
close correspondence between chaotic systems and cryp-
tography, in order to design chaos-based cryptographic
algorithms for secure image encryption and communication
in the presence of an attacker [22]. Hence, chaotic cryptog-
raphy is defined as a proportionate blend of chaos theory
and the science of cryptography. The main difference is that
chaotic systems are defined on real numbers, whereas cryp-
tosystems are mapped on a finite set of integers. Traditional
ciphers such as AES and DES are suitable for text but not
for image encryption, due to the repetitive information pixels

depict in similar images. Chaos-based encryption techniques
rectify this issue by producing evenly diffused random keys
that hide the image information in the cipher images [23].

Nonetheless, these two scientific notions are closely cor-
related and thus provide a good amalgamation of improved
performance, combined with a high level of security and
various useful practical applications such as pseudo-random
numbers to generate stream ciphers [24] and block ciphers
[25], secure communications [26], image encryption [27] and
video encryption [28]. Chaotic systems are considered as a
set of dynamical equations which vary with time, and time
can either be discrete or continuous [29]. The unique features
of chaotic systems such as determinacy, ergodicity and sen-
sitivity to initial condition, make it a worthwhile choice for
designing cryptosystems, as these properties are analogous
to the confusion and diffusion properties of a good cryptosys-
tem. With the continuous development in the field of image
encryption and cryptanalysis, several chaotic image encryp-
tion algorithms and improved methods have been proposed
that have potential to defeat various security threats.

The primary, and perhaps most challenging step is the
selection of chaotic maps in designing the chaos-based algo-
rithm [30]. The swiftness and robustness of a cryptosystem
are one of the most important prerequisites while designing
an efficient cryptographic algorithm. Therefore, researchers
initiated the design using simpler chaotic maps, such as
the tent map and the logistic map, which have small key
space, which results in inadequate security. Later, with fur-
ther development in the design of encryption algorithms,
chaotic maps with higher dimensions were applied which
resulted in fast, highly secure and improved quality of the
cryptosystem. Several chaotic maps have been studied for
image encryption such as the Henon map [31], Tinkerbell
map [32], Logistic map 1D [33], Logistic map 2D [34], Tent
map [35] and a 5D Hyper-chaotic map [36].

2.4 Chaos-based image cryptosystem architecture

The chaos-based image cryptosystem architecture generally
comprises two phases; the confusion phase and the diffusion
phase. The block diagram of the architecture is shown in
Fig. 2. The confusion phase is also known as the pixel per-
mutation, in which the pixel positions are rearranged over the
whole image while the pixel values remain unchanged, con-
verting the image into an unidentifiable form. Afterward, the
diffusion phase is applied, as the former phase is not secure
enough and can be easily hacked by an attacker. Hence, when
the diffusion phase is executed with the help of a chaotic
map, the values of the pixels of the whole image are changed
consecutively by the sequence generated from the chaotic
systems. Multiple iterations of the confusion—diffusion pro-
cess are performed until a satisfactory level of security is
attained.
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Fig.2 Chaos-based image cryptosystem architecture

2.5 Conventional cryptography vs chaos-based
cryptography

The continuous progression of multimedia technology has
enhanced the accessibility of data in digital form such as
image, video and audio by means of the Internet over public
networks. Thus, network security has become a challenging
issue in order to protect the tremendous amount of data gen-
erated over the Internet every day. Images possess certain
features which are different from textual data for instance,
high redundancy of data, scattered information, large size
data, strong correlation among adjacent pixels [37] and bulk
data capacity [38]. The basic working of image encryption
is based on conversion of the two-dimensional (2D) image
into a one-dimensional (1D) data stream and then encryption
using textual-based cryptosystems. In text-based encryption,
the decrypted text should always be identical to the origi-
nal text, i.e., in order to decrypt the original message each
bit must be recovered very precisely. However, there is no
such requirement for digital multimedia applications, since
a minute change in the attribute of the pixel of an image does
not drastically degrade the quality of the image. Moreover,
pixel data of an image comprises intensity values, which fall
in the range [0, 255]. When using conventional algorithms
to convert images, the encrypted value for a pixel is set as
per the encryption key used, and as the pixel value repeats in
an image multiple times (data redundancy), that value could
easily be guessed by the adversary.

An encryption algorithm which is considered best is one
which takes less computational time without compromising
the security. Unfortunately, most conventional cryptographic
schemes such as AES, DES, TDES, IDEA, RSA are typi-
cally designed to protect textual data more efficiently [39].
These techniques are not suitable for real-time image encryp-
tion, due to the inherent properties of images. Further, these
methods require high computational resources and are com-
plex to implement when undertaken by commercial software.

@ Springer

On the other hand, the chaos-based cryptographic meth-
ods provide several advantages such as increased flexibility,
high security, less computational overheads, less comput-
ing power and ease of implementation. Also, in the majority
of chaos-based encryption schemes, confusion and diffusion
of the encryption key are performed at pixel level [40—42].
These characteristics make them a promising alternative to
conventional cryptographic algorithms for encrypting and
decrypting a wide range of digital data. Additionally, a vari-
ety of chaotic maps are available that can be incorporated
in chaos-based cryptosystems, which in turn increase the
options to choose from. Thus, chaotic cryptography has
gained more attention than conventional methods because
of its lower mathematical complexity and better security.

2.6 Attack model for cryptanalysis

A cryptosystem is considered to be secure if it is able to resist
most type of known cryptanalytic attacks [43]. In general, a
successful cryptanalysis on a cryptosystem means that the
attacker is able to retrieve the original data without having
any knowledge of the secret key used. A brief description of
the four classical cryptographic attacks is given below:

1. Chosen-plaintext attack: In this attack model, the
attacker selects one or more plaintexts to be encrypted
and obtains the corresponding ciphertexts. The main pur-
pose of the attack is to gain additional knowledge which
lessens the security of the encryption scheme. This attack
is one of the potential classical attacks.

2. Chosen-ciphertext attack: In this attack model, the
cryptanalyst cleverly selects the ciphertext and acquires
the associated plaintext.

3. Ciphertext-only attack: In this case, the attacker has
access only to a collection of ciphertexts of several plain-
texts and thus has less information. The cryptanalyst
attempts to analyze them in order to deduce the key and
if the key is deduced with this poor information then the
cryptographic algorithm is fairly insecure.

4. Known-plaintext attack: In this case, the cryptanalyst
has the access to not only the plaintext but ciphertext of
those plaintext. The attacker has the liberty to deduce the
key by using the pairs of plaintext and ciphertext.

2.7 Cryptanalysis

To date, a variety of image encryption techniques have been
proposed in the literature. However, the cryptanalysis of the
conventional and modern chaos-based techniques shows that
many of these methods are proven to be vulnerable and
thus cannot be applied to secure communications [44—47].
For instance, Eli Biham et al. developed a known attack
capable of breaking the full 16-round DES using several
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iterative characteristics out of the 2°% possible ASCII plain-
texts [48]. The scheme obtained 2% ciphertext during the
data collection stage from 247 plaintexts using simple bit
repetition criteria in 237 time. Moreover, a successful crypt-
analysis was performed by Alani [49]. The scheme adopts a
neural network architecture. The work claims to be capa-
ble of predicting the plaintexts from ciphertexts of DES
and triple DES (3-DES) by learning from around 2'! and
212 plaintext-ciphertext pairs, respectively. In another attack
instance [50], also known as the Fluhrer, Mantin and Shamir
Attack scheme, in which the authors exposed the cryptana-
lytic significance of RC4 by presenting several weaknesses
of the key scheduling algorithm. The state and output bits are
determined by extracting information from a small number
of key bits from a pool of weak keys. A related key attack
on AES-192 and AES-256 was presented by Biryukov et
al. [51]. The attack strategy was based on the idea of find-
ing local collisions in the block cipher along with boomerang
switching techniques to gain free rounds in the middle. How-
ever, these attacks are of theoretical interest only and have no
significance practically. Thus, AES remains a secure cipher
for practical applications. Similarly, the literature presents
an extensive trend of cryptanalytic attacks performed on
chaos-based techniques. Li et al. [52] performed successful
cryptanalysis of a chaotic permutation and diffusion-based
image encryption scheme [53] and reveal its vulnerability
against chosen-plaintext attack. In the presented work, an all-
zero image was used for breaking the original diffusion phase
and plaintext images used for cracking the original permuta-
tion phase. Similarly, Dou et al. [54] successfully cracked the
color image encryption scheme using the combination of the
1D chaotic map with chosen-plaintext attack [33]. The Pak
scheme [33] proposed an efficient image encryption system
of linear—nonlinear—linear structure based on total shuffling,
which was cryptanalyzed by Wang et al. [45]. The presented
work could break the diffusion and permutation matrices of

Pak’s scheme and developed an enhanced image encryption
algorithm by integrating global plain information. An effi-
cient image encryption scheme [55] based on an improved
1D chaotic map was subsequently broken by Li et al. in [56].
The Fridrich algorithm [57] based on two-dimensional Baker
mapping for efficient chaotic image encryption, was cryptan-
alyzed by Solak et al. in [47] using chosen-ciphertext attack.
The authors built a causality-based tree to break permutation
matrix. Inspired by the work presented in [47], Xie et al. [58]
exposed the algebraic weaknesses of the Fridrich’s scheme
[57] which made it vulnerable against chosen-ciphertext
attacks. The paper [59], successfully investigated the loop-
hole of symmetric key image encryption using the chaotic
Rossler system [60] and found that it was breakable. Diab
et al. in [61] proposed an attack model to break Chen’s
image encryption scheme [62] by exploiting different sets
of plain/cipher images. The scheme proposed by Feki et al.
[63], using a modified Henon map was completely broken
by Alvarez et al. [64] due to the lack of detailed security
analysis.

3 Related work

This section covers a survey of the most recently published
chaos-based image encryption techniques. Several image
encryption algorithms have been proposed which vary in
terms of effectiveness and robustness. In this paper, chaos-
based image encryption techniques are discussed and are
classified into spatial domain, temporal domain and spa-
tiotemporal domain as represented in Fig. 3.

A theoretical survey and analysis of the above-mentioned
algorithms are discussed and evaluated on the basis of var-
ious performance metrics such as number of pixel change
rate (NPCR), unified average changing intensity (UACI),
key analysis (KA), histogram analysis (HA), coefficient
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correlation (CC), information entropy (IE), noise attack
(NA). The literature review of the most recent papers is pre-
sented as follows:

A survey of ten conventional and five chaos-based image
encryption techniques [65-78] has been presented recently
[79]. The comparison performed was based on different
evaluation metrics such as statistical, differential and quanti-
tative attack analysis. In order to evaluate their effectiveness,
experiments were performed on MATLAB-2015. The results
exhibited resistance of the chaotic schemes against statis-
tical attacks. The encrypted images were highly scrambled
with a consistent histogram distribution and lower correlation
coefficient values in all the three directions (horizontally, ver-
tically and diagonally). Similarly, the chaotic schemes were
also resistant to differential attacks due to high sensitivity
to pixel and key change values. All the techniques showed
significantly large key space and high information entropy
values, hence providing resistance against brute force attacks.
However, the conventional schemes proved to be less resis-
tant against differential attacks as they showed poor pixel
change sensitivities. In addition, they concluded that image
encryption using chaotic scheme 15, RC4 [80] and AES [81]
proved to be computationally efficient and had faster execu-
tion times as compared to other encryption algorithms being
considered.

In another study, digital image encryption and decryption
schemes are discussed [82]. These schemes exploit multi-
ple chaotic map methods to improve the existing algorithms
providing a high level of security to image data. The sensitiv-
ity of key size, key space, computational time and correlation
coefficient are used to validate the protection of images. How-
ever, the techniques and methods reviewed by the authors are
somewhat outdated and the outcomes of the paper are not
based on analysis of latest methodologies.

Monjul Saika et al. [83] published a brief survey of chaotic
map-based image encryption in the spatial domain. The
authors stated that chaos-based image encryption is most suit-
able for encryption processes due to their high sensitivity to
initial conditions. Furthermore, a general overview of chaotic
maps and three different phases (selection of chaotic maps,
confusion and diffusion of images) have been discussed and
elaborated with the help of examples, ensuring the security
of the system by providing protection to digital data against
unauthorized access. The drawback of this paper is that the
authors have not discussed or reviewed any research papers in
the field of the spatial domain and have restricted themselves
with basic chaotic maps and phases.

The authors in [84] attempt to survey image encryption
and steganography. The research papers [85-102] stud-
ied in this paper encompass various image encryption and
steganography techniques, used to ensure data integrity and
security. The encryption techniques were used to convert the
input image into a cipher image whereas stenography tech-

@ Springer

niques were used to improve the security of the system. In this
way, the encryption key is kept hidden in the cipher image
without changing or modifying the information in it. This
reduces the transmission time of key between the sender,
receiver and third party distributor. Moreover, the cost of key
distribution is also minimized.

An extensive analysis of several image encryption meth-
ods has been published in [103]. This paper described four
image encryption techniques namely spatial, compressive
sensing, optical and transform domain. The paper also per-
formed a broad comparison of these techniques on the basis
of different performance metrics such as UACI, histogram
analysis, key analysis, NPCR, noise, coefficient correlation,
information entropy and encryption speed. The paper mainly
focused on challenges associated with digital image encryp-
tion techniques such as computational time, security risks and
tuning parameters. In addition, the author discussed consider-
able achievements using meta-heuristic-based image encryp-
tion schemes to overcome the above-mentioned challenges.
According to research, these meta-heuristic techniques suf-
fer from premature convergence, sticking in local optima and
poor convergence speed. The paper concluded that there is a
significantly more work that can be done on image encryp-
tion based on meta-heuristic methods and various imaging
systems such as underwater, remote sensing, multi-spectral
imaging and 3D imaging systems.

The authors in [104] performed an analysis on some
traditional and modern hybrid encryption techniques with
post-quantum methods, such as DES—RSA [105], 3D chaotic
map techniques [106], RSA-based singular cubic curves,
RSA based on ECC with AVK [107], Joint Compression and
Encryption (JCE) [108] and Blowfish [109]. These encryp-
tion techniques and algorithms were compared on the basis
of various performance metrics such as execution time, bit
sizes, key length, possible keys and level of security. The
comparison made in this paper showed that the combination
of RSA-based singular cubic curve with AVK meant the time
complexity was reduced to a minimal level and provided high
functionality to the system in terms of security. However, in
double encryption the technique appeared to be suitable for
only small content. Similarly, the blend of AES—-ECC hybrid
techniques [110] showed a reduction in both space and time
complexities as compared to other algorithms. The hybrid
approach proved to be capable of providing more security.
On the other hand, quantum encryption performed better in
terms of key distribution also less resources were needed.
Experiments concluded that Blowfish outperformed other
algorithms (DES, IDEA and AES) in the analysis presented
in this paper and that in comparison to other current tech-
niques compression showed far better results in performance
of encryption execution time.

Younes et al. [111] presented a general introduction
to image encryption and cryptography along with a brief
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survey on recent techniques of image encryption that pro-
vide security to confidential data. These image encryption
techniques exhibit considerable protection of sensitive infor-
mation. Hence these techniques can be further enhanced to
develop new techniques to reduce the risk of data security
and integrity.

In another survey, the authors highlighted the issue of
co-evolution of security risks to digital images with the devel-
opment of technology [112]. The authors have also discussed
and analyzed ten papers dealing with image encryption tech-
niques to encourage further improvement in the performance
of these encryption methods, making them highly resistant
against security attacks. The methods discussed above have
used different combinational approaches to reduce the secu-
rity risks by embedding and encrypting the original image
and then sending it to the receiver. However, this approach
still lags behind due to slower transfer time from sender
to receiver. Moreover, the compression and segmentation
techniques could not resolve this problem as compression
techniques were not erasable or reversible whereas segmen-
tation techniques take much longer time in the transmission
of large data. Based on the survey of techniques presented in
the paper, the author concluded that chaos-based encryption
techniques are more secure and simple due to low consump-
tion time during the process of encryption and decryption of
a large image.

In [113], different image encryption techniques have been
reviewed and analyzed in the context of parameters used to
prove the efficiency of security algorithms. Different aspects
of image security in general and encryption in particular are
discussed. Bhat et al. have presented a general overview of
image security in multimedia data and have reviewed vari-
ous image encryption techniques in the context of security
parameters to validate the efficacy of these algorithms to
ensure the privacy and integrity of images. The analysis of
the encryption techniques showed that image encryption is
different from other multimedia encryption because of the
large data capacity and strong correlation among the pixels
which makes conventional encryption schemes unsuitable.
Hence, before design, any image encryption algorithm must
be analyzed against security constraints to ensure the credi-
bility of the algorithms.

Ratheesh et al. [114] have reviewed 13 papers on different
characteristics of image encryption algorithms and evaluated
the performance of these algorithms on the basis of various
parameters such as computational time, correlation coeffi-
cient, PSNR, entropy, NCPR, UACI, performance overhead
and complexity. The paper provided comprehensive insights
into image encryption and related issues including the com-
plexity level of the algorithms, lossless information, time
constraints, security attacks, subjectivity, lack of values of
the analytical parameters and excessive concepts related to
keys. The evaluation showed that conventional encryption

schemes were vulnerable to security attacks whereas DNA-
based algorithms were more efficient and highly resistant to
unauthorized access. Furthermore, the integration of chaotic
maps and DNA-based algorithms achieved a high level of
security and surpassed all the traditional techniques includ-
ing various performance metrics.

4 Evaluation measures

The effectiveness of the discussed image encryption tech-
niques is measured through the performance parameters
mentioned below namely differential analysis, statistical
analysis, information entropy, key sensitivity and noise
attack.

4.1 Differential analysis (DA)

Differential attack analysis is used to assess the variations
in the encrypted image after providing a minute change in a
pixel of the plain image. In this way, both the original image
and the altered image are encrypted using the same secret
key. Differential attacks are commonly analyzed by means
two criteria namely, the number of pixel change rate (NPCR)
and the unified average changing intensity (UACI).

4.1.1 Number of pixel change rate (NPCR)

NCPR is used to calculate the percentage of different pixel
numbers between two encrypted images. A high value of
NCPR indicates that the encryption algorithm can better
resist the differential attacks. The NPCR can be computed
as follows [115]:

Y. DG j)

X

NPCR = x 100 (D

where

o if EG.H=FEG)
D = 2
CD=N i B £ EG ) @)

and E(i, j)and E (i, J) are encrypted images of original and
modified images, respectively. While D (i, j) indicate differ-
ence between pixels of the encrypted original and change
image. W and H represent width and height of image,
respectively.

4.1.2 Unified average changing intensity (UACI)
UACI is used to measure the average intensity of difference

between two encrypted images [116]. It can be defined as
follows [117]:
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where E(i, j) and E (i, J) are the encrypted images of orig-
inal and modified images, respectively.

4.2 Statistical analysis (SA)

To validate the encryption strength of algorithms toward sta-
tistical attacks two criteria are used, correlation coefficient
(CC) and histogram analysis (HA) . To compare the differ-
ence from neighboring pixels of an encrypted image HA and
CC are employed .

4.2.1 Histogram analysis (HA)

A histogram reveals the frequency distribution of the pixel
intensity of an image. The histogram of the encrypted image
should always be entirely different from the original image.
The pixels of the original image are non-uniformly dis-
tributed while the histogram of the encrypted image is
uniformly distributed.

4.2.2 Correlation coefficient analysis (CCA)

CCA is used to determine the correspondence between adja-
cent pixels of the original and the encrypted image. In the
original image, the pixels are highly correlated in all direc-
tions, i.e., horizontally, vertically and diagonally. However,
there should be no correlation among the adjacent pixels of
the encrypted image. Higher correlation between the adja-
cent pixels indicates higher sensitivity to statistical attack.
Therefore, good encryption algorithms tend to reduce the
coefficient value. The correlation coefficient is found using
following equation:

r — C(X, }’) (4)

/D)D)

where

K PR— P—

Coy = YK E(Kx»(yl E(») )
1 K

D) = — E(x,- —Ex)% (6)
1 K

D) =—Y (i —Ex)? @)

K
i=1

C(x, y) is the co-variance between samples x and y, and x
and y are the coordinates of an image. D(x) and D(y) are the
standard deviation of x and y, respectively. K is the number
of pixel pairs x; , y;. E(x) is the mean of (x;) pixel values.
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4.3 Information entropy (IE)

IE represents the randomness of the image, i.e., average infor-
mation per bit in the given image. The information entropy
range for a good encryption algorithm is [0, 8]. Information
entropy can be computed as:

H(S) == (P(si) x logaP(s)) ®)

where H (S) is the entropy of message source (S), s; is the
information source (i.e., image pixel) and P (s;) represents
the probability of occurrence of s;.

4.4 Key analysis (KA)

In image encryption, the security keys are of fundamen-
tal importance as they are responsible for maintaining the
secrecy of data. The strength of keys is analyzed through key
space and key sensitivity. The size of the secret key indi-
cates the effectiveness of the key space. The larger the size,
the higher the key space, which makes it difficult for the
adversary to generate similar key due to the large size. Key
sensitivity can be best understood from the case where an
encrypted image cannot be retrieved back due to a small
change in the key used for encrypting the image. Thus, large
key space and high sensitivity are the attributes of an effective
encryption algorithm.

4.5 Noise attack (NA)

Noise attack analysis is also very important for an effi-
cient image encryption. Here, the unintended user adds noise
(Gaussian noise, salt and pepper noise, spackle noise, Pois-
son noise, etc.) in the encrypted image which then becomes
unrecoverable after decryption.

5 Chaos-based image encryption survey
in various domains

5.1 Image encryption in spatial domain

In the spatial domain, the encryption process involves direct
operations on image pixels. The techniques based on the
spatial domain are further classified into various categories
and the theoretical analysis is discussed in the subsequent
sections.

5.1.1 Image encryption techniques based on Chaotic maps

The time series data from chaotic maps appears as pseudo-
random visually and the initial conditions and control
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parameters for the maps can be used as keys to generate the
time series. Therefore, chaotic maps can be applicable for
the encryption/decryption of data. Chaotic maps are widely
used in providing security and computational efficacy in data
communication systems [118]. In the next part of this section,
some of the latest research findings dealing with chaos-based
image encryption techniques are discussed.

Hua et al [119], proposed a medical image encryption
technique using bit-wise XOR and modulo arithmetic oper-
ations to implement pixel adaptive diffusion. The encryption
technique mainly comprises two steps. Initially, the image
surroundings are incorporated by means of random data.
Later, the adjacent pixels are shuffled by means of high-speed
scrambling and the incorporated random data is propagated
throughout the image by implementing pixel adaptive dif-
fusion. The benefit of the proposed technique is that it can
be applied on a medical image of any format. Experimental
results indicated high efficacy and robustness in protection
against data loss and impulse noise.

Based on least squares approximations and chaotic maps,
M. Ghebleh et al. [120] proposed an image encryption
method consisting of two major phases, i.e., shuffling and
masking (using 1D piece-wise linear chaotic maps). Together
both phases are implemented on the rows and columns in sev-
eral rounds of the input image. The security of the presented
scheme is improved by using least squares approximations,
which yields a powerful blend of rows and columns of the
image. Experimental analysis shows that the proposed algo-
rithm is resistant against differential attacks.

Z. Hua et al. [34] have presented an image encryption
scheme based on the two-dimensional (2D) Logistic-Sine-
coupling map (LSCM). The 2D-LSCM is derived by cou-
pling two 1D chaotic maps, the Logistic map [121] and the
Sine map [122].

The Logistic map is given as:

Xit1 = 4nx;i (1 — x;), 9)

the parameter n has the interval [0, 1]. While the Sine map
is defined as:

Xi+1 = Bsin(mwx;), (10)

the parameter 8 € [0, 1] the combination of logistic and sine
map gives the logistic-sine coupling map as shown in equa-
tion (9):

Xit1 = sin(w(40x;(1 — x;) + (1 — 0)sin(wy;)))
Yit1 = sin(@(40y;(1 — yi) + (1 = O)sin(wx; + 1))
(11)

Here, 6 is the control parameter on the interval [0,1]. The
proposed algorithm is compared with several existing 2D
chaotic map techniques and the performance estimations
assessment indicate higher chaotic range, complex behavior
and improved ergodicity of the presented scheme. In addi-
tion, by exploiting the 2D-LSCM technique the author has
further proposed another algorithm namely Logistic-Sine-
coupling Map Image Encryption Algorithm (LSCM-IEA).
The structure of (LSCM-IEA) is based on the classical idea
of confusion and diffusion, the former is designed to shuf-
fle pixels of the image to alternate rows/columns while later
is used to propagate tiny variations of the cipher image to
the entire encrypted image. Theoretical results and simula-
tions show that the presented algorithm has better encryption
efficiency and outperforms several existing algorithms.

A. Abdulbaqi et al. presented an image encryption tech-
nique based on the combination of dynamic S-box, logistic
map and Lorenz system [123] . Initially, the permutation
algorithm is used to permute the plain image and substitution
is done block by block by implementing circular shift of the
variable S-box, later the key stages are added and a resul-
tant image is obtained, i.e., a XOR image. The key generated
by the logistic map is combined with the XOR image which
is then confused afterward. The proposed technique is eval-
uated on the basis of various performance metrics such as
entropy, histogram, key space, correlation, NPCR and UACI
proving its robustness and efficacy against differential and
statistical attacks.

Li et al. [124] proposed a hyper-chaos-based image
encryption algorithm by exploiting permutation and diffu-
sion architecture which implements permutation at bit level
and pixel level. These permutations are employed along with
a 5D chaotic map to achieve a secure cryptosystem and over-
come the limitations in low-dimensional chaotic maps. The
performance analysis demonstrates the robustness of the pro-
posed algorithm in terms of key sensitivity and key sensitivity
analysis, correlation analysis, histogram analysis and differ-
ential analysis.

To overcome the glitches of poor security and small key
space in the one-dimension logistic map when applied in
image encryption, Chunyan Han et al [125] proposed a mod-
ified logistic map image encryption algorithm. Simulations
and experimental analysis concluded high key sensitivity,
infinite key space and high security against statistical attacks.

Recently, Wang et al [126] introduced a one-dimensional
cosine polynomial (1-DCP) chaotic map in image encryp-
tion. The strength of the proposed algorithm lies in its
simple framework, larger key space and faster computational
time than other existing one-dimensional maps. Moreover,
another image encryption scheme (1-DCPIE) based on (1-
DCP) was designed in order to further improve the chaotic
properties. In this algorithm, the sequential permutation was
replaced with parallel permutation substitution to achieve
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Table 1 Comparison of recent papers based on the evaluation matrices
used by them to evaluate performance of chaos-based image encryption
techniques

Ref. NPCR UACI KA HA CcC 1IE NA
[118] Yes Yes Yes Yes No No No
[119] Yes Yes Yes Yes Yes Yes No
[120] Yes Yes Yes No No No No
[34] Yes Yes Yes Yes Yes Yes No
[123] Yes Yes Yes Yes Yes No Yes
[33] Yes Yes Yes Yes Yes Yes No
[124] No No Yes Yes Yes No No
[125] Yes Yes Yes Yes Yes Yes Yes
[126] Yes Yes Yes Yes Yes Yes No

high security and improved speed. Experiments and results
validate the robustness and efficiency of the proposed scheme
over several existing techniques. Table 1 represents the
comparison of some recent papers based on the evaluation
matrices they used to analyze the performance of chaos-based
image encryption techniques.

5.1.2 DNA-based image encryption techniques

In recent years, the rapid development in Deoxyribonucleic
Acid (DNA)-based image encryption has gained attention
among researchers due to its inherent properties of ultra-low
power consumption, huge information density and massive
parallelism. DNA-based encryption possesses remarkable
advantages over traditional techniques but taken alone it does
not satisfy the need of modern encryption algorithms [127].
Therefore, DNA encryption is combined with chaos-based
image encryption in order to achieve more secure image
encryption methods. A cryptosystem for color images based
on the combination of chaotic maps and DNA sequences
is presented in [128]. Image permutation in the presented
techniques is carried out by means of the key streams and
chaotic arrays generated by implementing the Chen system
[129], thereby reducing the time complexity. The chaotic
image is obtained by the key streams, both the chaotic
image and permuted images are then distributed into equal
blocks and image encryption is executed block-wise. A three-
dimensional logistic map is used to select DNA encoding
rules, which are used for the encoding of the plain image.
Theoretical and statistical analysis demonstrates the robust-
ness of the proposed scheme against statistical and brute force
attacks.

A significant number of cryptosystems have been broken
using chosen-plaintext attacks. In [130] a secure plain-
text related mechanism for color image encryption has
been introduced. The proposed encryption algorithm adopts
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the confusion—diffusion structure. A plaintext-related Latin-
square-based block permutation (PLBP) is presented for
shuffling the plain image pixels, while a diffusion method
dependent on the plaintext and scrambled image (DM-DPSI)
is proposed for modifying the permuted image pixels and
to attain the cipher image. The seed values for the one-
dimensional chaotic system are dynamically selected to
generate chaotic sequences. Furthermore, the image permu-
tation and diffusion operations are executed on the three
components of the color image while the initial values
and parameters are calculated using the external keys and
the plain image. To investigate the efficacy of the pro-
posed technique various performance analyses are used,
i.e., information entropy analysis, histogram analysis, key
space analysis, key sensitivity analysis and time complexity.
The experimental results prove good performance, large key
space and higher level of security.

Chen et al. introduced a secure image encryption scheme
based on the 2D Henon-Sine map and DNA coding [131].
The proposed algorithm espouses the structure of classical
permutation and diffusion. Image diffusion is implemented
using XOR and DNA random coding, while image scram-
bling is used for swap operations on the pixels of the image.
The DNA coding and XOR operation encryption effects are
synthesized using the substitution box (S-box). The proposed
algorithm shows that the idea of generalizing DNA encryp-
tion with S-box substitution is expected to be valuable in
designing image encryption techniques.

Based on dynamic DNA and a four-wing hyper-chaos a
color image cryptosystem has been proposed by Chai et al.
[132]. Firstly, the color image is segregated into three main
colors, and then chaotic sequences are generated by imple-
menting the chaotic system, while the initial values of the
chaotic system are computed by combining the external keys
and SHA 384 hash value of the plain image. The four-wing
hyper-chaotic system is represented as [133]:

X =ax + byz

C_ d

)-/ cy +dxz (12)
z=-exy+kz+mxw

W = ny

where x, y and z are state variables of the hyper-chaotic
system, a, b, ¢, d, e, k, m, n are system constant parameters,
and w is the state feedback controller. Secondly, the color
image components RGB are mixed with a Simultaneous
intra-inter-Component Permutation Mechanism Dependent
on the Plaintext (SCPMDP). Subsequently, to substitute the
DNA sequences of the plain image a diffusion mechanism
based on random numbers related to plaintext (DMRNRP)
is proposed. The DNA matrix is converted into three
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Table2 Comparison of recent papers based on the evaluation matrices
used by them to evaluate performance of DNA-based image encryption
techniques

Ref. NPCR UACI KA HA CcC 1IE NA
[128] Yes Yes Yes Yes Yes Yes Yes
[130] Yes Yes Yes Yes Yes Yes Yes
[131] No No No No No No No
[132] Yes Yes Yes Yes Yes Yes Yes
[134] No No No Yes Yes No No
[135] Yes Yes Yes Yes Yes Yes Yes

components by utilizing the DNA decoding rules. The experi-
mental study shows satisfactory performance of the proposed
algorithm in terms of robustness and security.

In 2018, a method to encrypt images using the Rivest
Cipher (RC4) and DNA encoding was presented [134]. The
proposed scheme improves the level of confidentiality and
randomness of the plain image without disturbing its quality.
Simulations and analysis indicate that the proposed algorithm
shows a good level of security.

The authors in [135] suggested a lightweight image
encryption technique that relies on pseudo-random numbers
(PRN) and DNA computing. A sequence of pseudo-random
numbers is used to permute the pixels of the image while
DNA computation encrypts the permuted image. Currently,
the presented method is applied only on gray images, how-
ever the technique may be extended for colored images
in the future. Different tests and analysis show that the
proposed algorithm is able to resist statistical attacks, dif-
ferential attacks and noise. Table 2 shows a comparison of
recent papers based on the evaluation matrices used by them
to evaluate performance of DNA-based image encryption
techniques.

5.1.3 Cellular automata (CA) image encryption techniques

Cellular automata (CA) have been extensively used for
encrypting images, owing to their characteristics of unpre-
dictability, homogeneity, parallelism and easy execution
in software and hardware systems [136]. CA have shown
promising results in image encryption, image processing,
image scrambling, authentication and security.

Yaghouti Niyat et al. have proposed an image encryption
framework based on non-uniform cellular automata (CA) and
hyper-chaotic functions, to resolve the issue of the limited
number of reversal rules [137]. In this technique, a CA is
used to relocate the pixel positions in the original image and
generate confusion. The image is then encrypted by selecting
random numbers through hyper-chaotic mapping, thereby
enhancing the key generation process. Experimental results
and security analysis show that the proposed method is a

good choice for encrypting digital images due to its larger
key space and high resistance against noise, statistical and
differential attacks .

Based on the memristive hyper-chaotic system, two-
dimensional CA and DNA sequence operations, an image
encryption algorithm is presented in [138]. The secret key
and the initial values of the system are generated using the
SHA 256 hash value function. The paper also introduces a
dynamic DNA encoding scheme. Different simulation anal-
yses are performed to evaluate the efficacy of the proposed
algorithm which show that it provides secure and efficient
image encryption and its resistance against plaintext attacks.

Li et al. [139] proposed an alternative method to previ-
ously published color image encryption techniques based on
cellular automata and a hybrid hyper-chaotic system. The for-
mer technique used the sum of values of the pixel component
ateach point to estimate the starting point for the logistic map,
furthermore, the presented method uses an equivalent permu-
tation key stream which keeps the sum of the value of pixels at
each color channel constant. Moreover, the paper gives three
principle strategies to attain improved image encryption: 1.
Instead of calculating the key by the sum of pixels, the rele-
vance of plaintext and secret key should be complex. 2. After
implementing XOR operation add an effective diffusion. 3.
Adopt multiple rounds of permutation—diffusion.

Recently, a 2D hybrid chaotic map image encryption tech-
nique has been presented for transmitting images securely
[140]. The technique is based on logistic, sine and tent maps,
which utilize cellular automata and a discrete framelet trans-
form for mixing the positions of image pixels by applying
various kinds of shifts. Different tests and analysis show that
the proposed method can effectively resist known plaintext
attacks, statistical attacks, differential attacks, data loss and
noise.

Li et al. [141] proposed a holographic frames encryption
scheme using cellular automata pixel-permutation encod-
ing to overcome the limitations of traditional encryption
schemes. In this technique, the established order of the image
pixels is broken which thus resolves the inherent issue of
traditional 2D CA mask-based encoding methods which pro-
vides horizontal patterns. Experiments and simulation results
demonstrate effectiveness and security against optical and
plain image attacks.

Based on recursive cellular automata RCA and DNA
sequences an image encryption algorithm is presented in
[142]. The presented technique comprises two main phases.
In the first phase, namely the permutation phase, the pixel
values of the image are shifted using the logistic map. In the
second phase, both DNA and RCA sequences are employed
in the diffusion phase to substitute the gray level of pixels to
new ones. Simulations and security analysis demonstrate the
effectiveness of the new encryption technique.
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Table 3 Comparison of recent papers based on the evaluation matrices
used by them to evaluate performance of cellular automata (CA)-based
image encryption techniques

Ref. NPCR UACI KA HA CcC 1IE NA
[137] Yes Yes Yes Yes Yes Yes Yes
[138] Yes Yes Yes Yes Yes Yes Yes
[139] Yes Yes Yes Yes Yes Yes Yes
[140] Yes Yes Yes Yes Yes Yes Yes
[141] No No Yes Yes No No Yes
[142] Yes Yes Yes Yes Yes Yes No
[143] Yes Yes Yes Yes Yes Yes No
[144] Yes Yes Yes Yes Yes Yes No

Naskar, Prahir Kurnar et al. [143] proposed a robust and
secure image encryption method based on a chaotic tent
map and cellular automata. In this work, the shuffling and
ciphering of the block size variable are achieved through
variable key streams. The size of each block depends on the
key stream. Different experiments and simulations assess the
effectiveness of proposed algorithm.

Su et al. [144] proposed a reversible cellular automata-
based image encryption technique for similarity research in
an encrypted domain. The presented technique implements
pixel-based deterministic encryption in order to define a
similarity search on the encrypted images. In addition, the
paper introduces a deterministic encryption reversible cellu-
lar automata (DERCA) based on the feasibility of pixel-based
deterministic encryption. Furthermore, based on DERCA
a two level granularity algorithm has been proposed to
ensure a similarity search on encrypted images. Theoretical
analysis and experiments show better performance in sim-
ilarity searches as compared to existing algorithms. Table
3 shows the performance comparison of cellular automata-
based image encryption techniques.

5.2 Image encryption in transform domain

Transform-based cryptography has been widely used for
image encryption. In the transform domain, with the help
of suitable transforms (discrete cosine transform (DCT), dis-
crete wavelet transform (DWT), gyrator transform (GT) and
Fourier transform (FT) ) the given data is transformed from
spatial to frequency domain. Thus, the images are encrypted
by changing the positions of the coefficients of the image.
Yao et al. [145] introduced an image encryption method
to encrypt color images to gray by employing the proper-
ties of the deduced gyrator transform. At the initial stage of
the encryption process, the image is transformed using the
gyrator transform and then the resultant image is multiplied
by a phase distribution p*, later on a Fourier transform is
applied. The RGB components of the color image are modi-
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fied using the random phase mask which is then combined by
convolution. Moreover, the decryption process of the image
employs the operation of the inverse Fourier transform. Sim-
ulations and experiments demonstrate the effectiveness and
feasibility of the presented scheme.

Li et al. [146], proposed a multiple-image encryption
technique based on unified permutation and separate diffu-
sion using a robust chaotic map in the wavelet transform
domain. In this work, the discrete wavelet transform is used
to decompose the original image into low frequency com-
ponents, which are then reassembled as the plain image.
After that, the Arnold cat map is employed to scramble the
plain image. Subsequently, the resultant scrambled image is
further decomposed to obtain block images which are then
integrated with the amplitude parameter of the robust chaotic
map (RCM) for producing key streams. Performance of the
proposed algorithm is verified through numerical simulations
and experiments.

In 2018, Ren et al. [147] proposed a unique asymmet-
ric image encryption technique based on phase-truncated
discrete multiple-parameter fractional Fourier transform
(PTDMPFRFT). Firstly, the original image is scrambled
using pixel scrambling and random-mask, which is then
phase-truncated using DMPFRFT. Then the image is
decrypted by applying inverse pixel scrambling using the
phase key in the DMPFRFT domain. Results and experi-
ments are conducted to demonstrate the recovered quality
and efficacy of the presented work.

Kumar et al. [148] proposed a robust medical image
encryption method to ensure the safety of medical images
employing logistic arrays in fractional discrete cosine trans-
forms (FrDCT). The FrDCT is applied on the original image
and the chaotic map is employed on the FrDCT coefficients.
Theoretical analysis and experimental results show that the
proposed technique provides higher degree of liberty for
encrypting medical images and is highly robust against dif-
ferential, statistical and brute force attacks.

In addition to the issues faced by conventional chaotic
image encryption techniques such as low key sensitivity and
low security, Meng et al. [149] have introduced an improved
image encryption algorithm based on chaotic mapping and
the discrete wavelet transform domain (DCT). Image scram-
bling and grayscale diffusion are applied on the original
image through multiple rounds. The obtained image is pro-
cessed by DCT followed by chaotic mapping. Numerical
analysis demonstrates that the proposed algorithm provides
good real-time performance and high resistance against sta-
tistical and differential attacks.

In [150], Shafique et al. addressed the issues of pixel
hiding of the original image with low textured regions and
increased computational time which are often present in tra-
ditional image encryption techniques. To overcome these
issues the author has proposed dynamic substitution S-box



Survey on image encryption techniques using chaotic maps in spatial, transform and...

encryption in a discrete wavelet transform (DWT). This tech-
nique resolves the issue of pixel concealment by employing
multiple S-boxes with dynamic substitution, while the com-
putational time of the encryption method is significantly
reduced by DWT as it decomposed the plain image up to fifth
level decomposition. The accuracy of the proposed algorithm
is evaluated through different performance metrics such as
MSE, PSNR, homogeneity, correlation, energy and entropy.
Numerical simulations are conducted to inspect the effec-
tiveness of the proposed scheme.

An improved chaotic image encryption algorithm based
on integer wavelet transform (IWT) and global bit scram-
bling (GBS) is proposed in [151]. The proposed algorithm
uses IWT to decompose the original image; the logistic map
is employed for encrypting the image while GBS is used for
bit scrambling of the image. The introduction of the GBS in
the scheme provides better resistance against various attacks.
The capability and efficiency of the algorithm are validated
through different tests and experiments. This paper presents
a new image encryption scheme based on the combination
of Haar wavelet transform with the Advanced Encryption
Standard (AES) and pixel shuffling using the logistic map
presented in [152]. Initially, the Haar wavelet transformation
is used to breakdown the image into its frequency compo-
nents, followed by AES encryption which encrypts the image
obtained in the first step. Thereafter, a subsequent image
is transformed by applying the inverse of the Haar wavelet
transform. Later the logistic map is used to shuffle the pixels
of the acquired image, thereby strengthening the efficiency of
the encryption process. Theoretical results and experiments
performed demonstrate that the proposed method achieved a
high level of encryption across a variety of test images.

Considering the weakness of color images in terms of
data redundancy makes them prone toward statistical attacks,
researchers in [153] presented two encryption solutions to
overcome such vulnerabilities. The proposed security solu-
tion is established using the phase retrieval algorithms,
random fractional Fourier transforms, in conjunction with
chaotic scrambling and diffusion techniques. The paper
comprises two novel encryption schemes that provide a strat-
egy to overcome inherent weaknesses and redundancies by
strengthening the security of the system. The proposed tech-
nique is evaluated in terms of NPCR, UACI and entropy
which demonstrate the flexibility and capability over the pre-
viously existing techniques.

The study published in 2019 [154] aimed to solve the
limitations of conventional image encryption algorithms
by proposing a double chaotic image encryption algorithm
based on a fractional Fourier transform. By employing the
fractional Fourier transform and the Henon map an opti-
mization algorithm is obtained from which the ciphertext is
obtained. Theoretical analysis and experiments show that the
proposed algorithm achieves large key space and strong key

Table 4 Comparison of recent papers based on the evaluation matri-
ces used by them to evaluate performance of transform-based image
encryption techniques

Ref. NPCR UACI KA HA CcC 1IE NA
[145] No No Yes Yes Yes No Yes
[146] No No Yes Yes Yes No Yes
[147] No No No No No No Yes
[148] Yes Yes Yes Yes Yes Yes Yes
[149] Yes Yes Yes Yes No Yes No
[150] No No No Yes Yes Yes No
[151] Yes Yes Yes Yes No Yes No
[152] No No No Yes Yes Yes No
[153] Yes Yes Yes Yes Yes Yes Yes
[154] Yes Yes Yes Yes Yes Yes No

sensitivity and is highly resistant against differential, statis-
tical and noise attacks. Table 4 represents the comparison of
recent papers based on the evaluation matrices used by them
to evaluate performance of transform-based image encryp-
tion techniques.

5.3 Image encryption in spatiotemporal domain

In recent years, coupled map lattices (CML)-based spa-
tiotemporal chaotic systems have attracted the attention of
many researchers as they have shown remarkable proper-
ties in secure communication as compared to single maps
[155]. The spatiotemporal chaotic system possesses a larger
parameter space, a spectrum of Lyapunov exponents and
pseudo-random chaotic series. CMLs are considered a good
choice for image encryption purposes.

A Color image encryption scheme based on chaos and
Customized Globally Coupled Map Lattices is presented in
[156]. The proposed scheme comprises four phases. Firstly,
the color decomposition method is used to decompose the
RGB image into its three components and a key image equal
to the size of original image is generated with the help of
CML-based logistic map. Secondly, the image is divided
and shuffled into four images, i.e., red image, green image
, blue image and RGB image, each of which is the same
size. Finally, the confusion operations will be performed
in order to choose the key image out of the four images.
Later, the remaining three images are combined to obtain the
cipher image. Experimental analysis and simulations show
that the presented image encryption algorithm is highly resis-
tant against certain security risks and attacks.

Another color image encryption technique based on the
combination of spatiotemporal chaotic system and DNA
sequences is presented in [157]. In order to achieve more ran-
dom sequences, the Logistic-Sine system (LSS) is employed
in the CML and a new spatiotemporal chaotic system is
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constructed. Initially, the key image is generated from the
original image and secret keys provided in the spatiotempo-
ral sequences. The pixel values are interrupted by applying
exclusive-OR operations. In addition, DNA deletion and
DNA insertion pseudo-operations are performed to confuse
the DNA encoded diffused image under the supervision of
key streams. Lastly, the DNA encoded mage is decoded to
acquire the encrypted image. Experimental results and theo-
retical analysis exhibit that the presented image cryptosystem
achieves high accuracy in performance and is robust against
various attacks including differential and statistical attacks.

In [158] the authors have highlighted the problem of
key diffusion in chaotic image encryption algorithms and
therefore presented a solution in this regard. The proposed
algorithm replaces half of the iterations with iterations of
a CML during the transient period. Various aspects of the
designated scheme such as sensitivity on keys or resis-
tance against differential attacks are presented. Moreover, a
detailed analysis of recent techniques is discussed and com-
pared with the proposed algorithm on the basis of widely
used performance metrics. The results conclude that the pro-
posed scheme outperforms other approaches by achieving
high values of Unified Average Changing Intensity (UACI)
and entropy.

Wang et al. have proposed a novel spatiotemporal chaos
system titled multiple coupled map lattices (MCML) [159].
The paper presents a detailed analysis of MCML features
like Kolmogorov—Sinai entropy, bifurcation diagrams and
spatiotemporal behavior, which prove it to be quite suitable
for image encryption algorithms. The proposed technique
uses nonlinear diffusion and at the same time conducts shuf-
fling and diffusion operations. With the experimental analysis
of key sensitivity, histogram analysis, correlation analysis
and differential attack, it can be deduced that this nonlinear
diffusion technique deteriorates the correlation among the
neighboring pixels in the plain image and shows significant
reduction in correlation between the R, G and B components
of the color image. The experimental analysis shows that the
proposed algorithm is robust, efficient and safe.

Hossein et al. presented a medical encryption method to
ensure the security of medical images [160]. The proposed
technique is based on a hybrid model of coupled map lat-
tices and modified genetic algorithm (MGA). Firstly, a secure
number of cipher images is produced (as initial population
of MGA) by using the CML. Later, the technique employs
MGA to decrease the execution time of the algorithm and
also increase the entropy of the generated cipher images.
The proposed algorithm provides improved quality images
in less computational time.

Wang et al. proposed a spatiotemporal chaos model called
logistic-dynamic coupled logistic map lattice (LDCML)
[161]. The paper presents a brief comparison of LDCML
with CML on the basis of adjacent pixels correlation, com-
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putational complexity, image sensitivity, secret key space
and information entropy. The theoretical analysis and exper-
iments indicate that LDCML is more chaotic and has larger
key space as compared to other image encryption schemes
discussed in the paper.

The paper [162] presents a novel double-image encryption
technique based on spatiotemporal chaos and DNA insertion
and deletion operations. The images in confusion and dif-
fusion phase are encrypted simultaneously by applying the
DNA insertion and deletion operations. The non-adjacent
coupled map lattice (NCML) is employed to generate the
key streams. The proposed double-image encryption algo-
rithm proves to have high key sensitivities, large key space,
high entropy and is highly resistant against noise and occlu-
sion attacks.

Zhang et al. propose a novel spatiotemporal dynamics
based on two-dimensional coupled map lattices 2DCML by
using mixed linear—nonlinear (MNCML) coupling [163]. In
order to quantify the complexity of the proposed system
different performance metrics such as Kolmogorov—Sinai
entropy, snapshot pattern diagrams, space-amplitude and
bifurcations analysis are employed. Furthermore, a brief
comparison of both 2DCML and MNCML is also demon-
strated. The numerical simulations and theoretical analysis
indicate that the proposed scheme encompasses various char-
acteristics including less regions of periodic behavior in
bifurcation diagrams. These wide ranging characteristics of
the proposed algorithm make it suitable for cryptography.

A high-dimensional spatiotemporal chaotic system based
on a 2D non- adjacent coupled map lattice 2DNACML) is
presented in [164]. The dynamics of the system are studied
and analyzed using Kolmogorov—Sinai entropy calculations,
Lyapunov exponent analysis and bifurcation diagrams. The
analysis of the 2DNACML model indicates that range for
control parameters of the system parameters is expanded
using the proposed method, also each lattice is effected by
other non-adjacent lattices which further increases the com-
plexity of the system. The output of the system is then used
for scrambling and diffusion of images based on chaotic and
knights tour methods. The results reveal that the proposed
system successfully passed randomness tests from National
Institute of Standards and Technology. The presented system
also showed promising results for statistical tests, informa-
tion entropy tests, key sensitivity analysis and algorithm
complexity analysis.

A new technique on image encryption based on non-
adjacent coupled map lattices is presented in [165]. Initially,
the CML is blended with a 3D Arnold transformation to
improve the security of the presented model. In compar-
ison to the traditional CML image encryption approach,
the non-adjacent CML implements the alternative struc-
ture of permutation, diffusion and substitution and each
pixel is encrypted only once, this mechanism minimizes the
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Table 5 Comparison of recent papers based on the evaluation matrices
used by them to evaluate performance of image encryption techniques
in Spatiotemporal domain

Ref. NPCR UACI KA HA CcC 1IE NA
[156] Yes Yes Yes Yes Yes Yes No
[157] Yes Yes Yes Yes Yes Yes Yes
[158] Yes Yes Yes No No Yes No
[159] Yes Yes Yes Yes Yes Yes No
[160] Yes Yes Yes Yes Yes Yes No
[161] Yes Yes Yes Yes Yes Yes No
[162] Yes Yes Yes Yes Yes Yes Yes
[163] No No Yes No No Yes No
[164] Yes Yes Yes Yes Yes Yes Yes
[165] Yes Yes Yes Yes Yes Yes Yes

complexity of the system. Lastly, a dynamic S-box is
designed by replacing the irreducible present in the plaintext
with the help of dynamic hash values, these plaintext values
are then substituted by dynamic S-box. The simulations vali-
date the efficacy of proposed technique. Table 5 represents the
comparison of recent papers based on the evaluation matrices
used by them to evaluate performance of image encryption
techniques in spatiotemporal domain.

6 Conclusion

This paper provides an extensive study on image encryption
techniques performed in spatial, temporal and spatiotem-
poral domains. A thorough survey has been performed on
the recent papers from last five years and has classified
them into relevant categories for better understanding. From
the literature review, it can be concluded that the field of
image encryption is still in the growth stage and needs
maturity in security issues, computational efficiency and
parameter tuning. The summary results of evaluation meth-
ods for encryption techniques depict that the majority of
the papers do not use all the standard checks to validate
an encryption algorithm’s performance. There should be a
standard benchmark to evaluate the efficacy and efficiency
of newly proposed image encryption schemes. An open area
of research is video processing and video security, and how
the image encryption techniques can be extended to video
encryption methods.
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