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ABSTRACT

Aninsiderthreatcantakeonmanyformsandfallunderdifferentcategories.Thisincludesmalicious
insider, careless/unaware/uneducated/naïve employee, and the third-party contractor. Machine
learningtechniqueshavebeenstudiedinpublishedliteratureasapromisingsolutionforsuchthreats.
However,theycanbebiasedand/orinaccuratewhentheassociateddatasetishugelyimbalanced.
Therefore, this article addresses the insider threat detectionon an extremely imbalanceddataset
whichincludesemployingapopularbalancingtechniqueknownasspreadsubsample.Theresults
showthatalthoughbalancingthedatasetusingthistechniquedidnotimproveperformancemetrics,
itdidimprovethetimetakentobuildthemodelandthetimetakentotestthemodel.Additionally,
theauthorsrealisedthatrunningthechosenclassifierswithparametersotherthanthedefaultones
hasanimpactonbothbalancedandimbalancedscenarios,buttheimpactissignificantlystronger
whenusingtheimbalanceddataset.
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1. INTRoDUCTIoN

Insiderattackspresentaconsiderableissueinthecyber-threatlandscape,with40%oforganisations
labellingthevectorasthemostdamagingattackfaced(Cole,2017)and(Moradpoor,2017).In2016,
thecontainmentandremediationofreportedinsiderthreatscostaffectedorganisations4milliondollars
onaverage(PonemonInstitute,2016).Inaddition,insiderthreatsareextremelycommonamongcyber-
incidents;in2015,55%ofcyber-attackswereinsiderthreatcases(Bradley,2015).Despitethehigh
costandfrequentoccurrenceofinsiderthreatattacks,detectionandmitigationremainaproblem.
In2018,90%ofcompaniesareregardedvulnerable(Insiders,2018).Afurther38%ofcompanies
acknowledgethattheirinsiderthreatdetectionandpreventioncapabilitiesarenotadequate(Cole,
2017).Thisdisparitydemonstratesasignificantgapbetweenthecurrentadvancementsininsiderthreat
detection,andtherequirementsofbusinesses.Giventheavailabilityofcomputationalresources,itis
feasibletouseMachineLearning(ML)techniquestosolveproblemsoflargercomplexitythanhas
previouslybeenpossible.Astrongprecedentofthiscanbeobservedinrecenthistorywiththegrowth
ofthefieldofBigData.ThisisalsoexemplifiedbythehistoricachievementofGoogleDeepmind
(Hassabis,2017),creatingamachinelearningalgorithmwhichmasterstheimmenselycomplexboard
gameGo(Silver,2016).Mostorganisationshavetheresourcestokeeplogsofemployeeinteractions
withtechnology.Byharnessingthedataproducedthroughlogging,thisinformationcouldbedigested
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intoaformatuponwhichpredictionsregardinginsiderthreatcasescouldbemade.Havingsaidthis,
adatadrivenapproachtoinsiderthreatmitigationisnotanewidea,thisisafieldexperiencingan
increasingrateofpublication.However,vanguardattemptsstillreportmoreeffectivemodelsthan
latercaseswheremachinelearninghasbeenapplied(Gheyas,2016).

Inmachinelearning/dataminingprojects,animbalanceddatasetisadatasetinwhichthenumber
ofobservationsbelongingtooneclassisconsiderablylowerthanthosebelongingtootherclass/
classes.Apredictivemodelemployingconventionalmachinelearningalgorithmscouldbebiasedand
inaccuratewhenbeingemployedonsuchdatasets.Thisispurelybecausemachinelearningalgorithms
aredesignedtoimproveaccuracybyreducingtheerrorinthenetwork.Therefore,theydonotconsider
theclassdistribution,classproportion,orbalanceoftheclassesintheirclassificationprocess.A
predictivemachinelearningmodelbeingbiasorinaccuratecanbepredominantinscenarioswhere
theminorityclassbelongstothemaliciousactivitiesandtheanomalydetectionisextremelycrucial.
Thisincludesscenariossuchas:occasionalfraudulenttransactionsinbanks,irregularinsiderthreats,
rarediseaseidentification,naturaldisastersuchasearthquakes,andperiodicmaliciousactivitieson
criticalinfrastructures(e.g.infrequentattacksonnuclearpowerplantsorwatersupplysystemsina
city).Giventheimportanceofthesescenarios,aninaccurateclassificationbyapredictivemachine
learningmodelcouldcostthousandsoflivesorhugecosttoindividualsand/ororganisations.There
areseveraltechniquestosolvesuchclassimbalanceproblemsusingvarioussampling/non-sampling
mechanismse.g.oversampling,undersealingandSMOTEaswellasensemblemethodsandcost-
based techniques. However, the importance of an imbalanced dataset has not been clearly and
adequatelyinvestigatedintheliteratureparticularlyformachinelearning-basedsolutionsforinsider
threatdetections.

Therefore,inthispaper,ourfocusisonanextremelyimbalanceddatasetofinsiderthreatswhere
thenumberofeventsbelongingtothemaliciousclassisconsiderablylowerthanthosebelonging
tothebenignclass.Weusespreadsubsample(Weka.ClassSpreadSubsample,2018)asapopular
balancingtechnique.Thefilterallowsyoutospecifythemaximumspreadbetweentherarestclass
andthemostcommonone.Forexample,givenanimbalanceddataset,youmayindicatethatthere
shouldbeafigureof3:1differenceinclassfrequency.Forthis,theoriginaldatasetfirstfitsinthe
memory then a randomsubsampleof adatasetwill beproducedgiven the identifiedmaximum
spreadbetween twoclasses. In thispaper,wespecify themaximum“spread”between therarest
class (i.e.maliciousevents)and themostcommonclass (i.e.benignevents)as“1” representing
uniformdistributionbetweentwoclasses.Thisallowsustokeepallthemaliciouseventsplusthe
equalnumberofthebenigneventsselectedrandomlywhichresultsinhavingauniformdistribution
ofmaliciousandbenignevents.

Inthispaper,weraisethefollowingspecificresearchquestions:

RQ1: Does balancing the dataset during the pre-processing phase improve metrics such as:
ClassificationAccuracy(CA),TimetakentoBuildthemodel(TB),TimetakentoTestthemodel
(TT),TruePositive(TP)rate,FalsePositive(FP)rate,Precision(P),Recall(R),andF-measure
(F)incomparisonwiththesamemetricsbutonanimbalanceddataset?

RQ2:Whataretheimportantparametersforeachclassifierthatconfiguringthemcouldhavean
impactontheclassificationresults?

RQ3:Doeschangingtheseparameterswithdifferentvaluesimprovemetricssuchas:Classification
Accuracy(CA),TimetakentoBuildthemodel(TB),TimetakentoTestthemodel(TT),True
Positive (TP) rate,FalsePositive (FP) rate,Precision (P),Recall (R), andF-measure (F) in
comparisonwithrunningtheclassifierswiththedefaultparameters?

Additionally,thispaperprovidesacomprehensiveexplanationandinvestigationonthedatapre-
processingstagewhichisacrucialpartofanydatamining/machinelearningprojects.Forthis,aclear
step-by-stepdescriptionisprovidedbytheauthors.Furthermore,weprovidedsixcomprehensive
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databreachscenarioswithfulljustificationsandexplanationswhichincludes:datatheft,privileged
userdatabreach,endpointsecurity,shadowitrisk,datasecurity,andsensitivefoldersprotection.

Theremainderofthispaperisorganisedasfollows.InSection2,wereviewtherelatedwork
based on our research questions followed by our data analysis in Sections 3. This is trailed by
implementation, results andanalysis inSection4, conclusionand futurework inSection5, and
acknowledgmentaswellasreferences.

2. RELATED WoRK

Insider threatproblemshavebeenstudiedwidelyin theexistingliterature.Thiscoversextensive
categoriessuchas:traitorandmasquerader,real-timeandnon-realtime,host-based,network-based
andhybrid(host-basedplusnetwork-based),userprofiling,useofdifferentdatasetsaswellasmachine
learning-basedsolutions.

Given that thispaper focuseson insider threatdetectionusing supervisedmachine learning
algorithmsforanimbalanceddataset,inthissection,weaddresstheexistingworkwheresupervised,
unsupervised,andsemi-supervisedapproacheshavebeenemployed.Forcompleteness,wefirstbriefly
explainfourpopularcategoriesofMachineLearning(ML)techniques:supervised,unsupervised,
semi-supervisedandtransferlearningsasfollows.

SupervisedMLtechniquessuchas:NearestNeighbourmethods(e.g.k-NN),NeuralNetworks
(NNs)andSupportVectorMechanism(SVM),builddataclassificationmodelfromlabelledtraining
datawhereforeverysingleinput(e.g.x1,x2)thereisacorrespondingtarget(e.g.y1,y2).Itisa
classificationproblem,ifthetargetsarerepresentedinsomeclassesandalternativelyaregression
problem,ifthetargetsarecontinuous.Asthenamesuggests,thereisastrongelementof“supervision”
in supervised learning.Lengthy training time,high trainingcostsand the requirements for large
amountsofwell-balanceddataaresomeofthedrawbacksforthismethodology.

InunsupervisedMLtechniquessuchas:GaussianMixturemodels,Self-OrganisingMap(SOM)
andGraph-BasedAnomalyDetection(GBAD),thedataisunlabelled.Thismeansforeachsingle
input(e.g.x1,x2),thereisnotargetoutputnorrewardfromitsenvironment.Thegoalofunsupervised
learningistofindhiddenstructureorrelationamongstunlabelleddataforclusteringorcompression
purposes.However,despitesupervisedlearning,sincethereisnoelementof“supervision”andthere
isnolabel,unsupervisedlearningcan’tprovideevaluationoftheaction.Additionally,neitherpre-
determinationonthenumberofclassesnorgettingveryspecificaboutthedefinitionoftheclasses
ispossible.

Semi-supervisedlearningtechniquessuchas:SelfTraining,GenerativeModels,GraphBased
AlgorithmsandSemiSupervisedSupportVectorMachines(S3VMs),fallbetweensupervisedand
unsupervisedlearningbymakinguseofbothlabelleddata(typicallysmallamount)andunlabelled
data(typicallylargeamount)fortraining.Therefore,thegoalistoovercomeoneproblemfromeach
category:nothavingenoughdatainsupervisedlearningandhavingnoclassificationinun-supervised
learning.Hence,giventhatgeneratinglabelleddataisoftencostlyasitneedsalotofresourcessuch
as manpower and computation while unlabelled data is generally not, semi-supervised learning
soundslikeapowerfulapproachparticularlyforbigdata.However,itsuffersfromsomelimitations.
Forinstance,whenthedatapatternschangeinasemi-supervisedapproach,oldassumptionsabout
labelleddatamayscrewupthenewunlabelleddata.

Transferlearningisamachinelearningtechniquewithanextrasourceofknowledgeinaddition
totraditionaltrainingdata.Someworkintransferlearningincludesextendingpopularclassification
and probability distribution systems such as artificial neural networks, Bayesian networks and
Markov Logic Networks. Three common measures by which transfer learning might improve
learningcomprises:1)performanceimprovementintargettaskwithtransferlearninginaddition
tothetraditionallearningfromdatacomparedtothenon-transferlearningscenario,2)totaltimeto
fullylearnthetargettaskwithandwithouttransferlearningprocess,and3)initialperformancein
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thetargettasklearningusingonlythetransferredknowledgecomparedwiththescenariowhereonly
traditionaltrainingdataisused(Torrey,2009).

However,negativetransferavoidancewhereapplyingtransfermethodsdecreasesperformance,
automationoftaskmappingtotranslatebetweentaskrepresentations,transferbetweenmorediverse
tasks,andperformingtransferinmorecomplextestbedsarethechallengesfacingtransferlearning
techniques.

Asummaryoftherecentworkoninsiderthreatdetectionusingmachinelearningtechniques
ispresentedinTable1.Weclassifythembasedondifferentmetricssuchas:MLalgorithmse.g.
Supervised(S)(Singh,2014)and(Gavai,2015),Unsupervised(U)(Parveen,2011),)Tuor,2017),
(Böse,2017)and(Parveen,2012)orSemi-supervised(Se)(Gavai,2015),and(Veeramachaneni,
2016).TheaddressedworkinTable1isalsoclassifiedbasedonthesourceofdatae.g.userlogs
oravailableinsiderthreatdatasets,setupenvironment,experimentresultsandperformancemetrics
e.g.FalsePositive(FP)andFalseNegative(FN)rates.Thespecificationsrelatedtoourworkinthis
paperisalsopresentedinTable1.

Authors in (Singh, 2014) employed supervised Modified k-Nearest Neighbour (k-NN) with
CommunityAnomalyDetectionSystem(CADS)andmetaCADSonnon-real-timeuseraccesslogs.
CADSandmetaCADSaretheframeworksthatdon’tdependonanypriorknowledgesuchasuserrole
oraccesscontrolmechanismtodetectanomalies.WhileCADSincludestwostepsofpatternextraction
andanomalydetection,metaCADScontains twomorestepsofnetworkconstructionassignment
andcomplexcategoryinterface.TheyclaimedthattheModifiedk-NNbeatsk-NN.However,their
presentedresultdoesn’tshowthisandareratherunclear.Noperformancemetricse.g.FPorFNare
presentedeither.Additionally,someexamplesonuseraccesslogssuchasuser–subjectrelationship
andthesubject–categoryrelationshipwouldhavemadetheirworkclear.

Authors in (Hashem, 2016) used supervised SVM on a combination of real-time human
biologicalsignalpatternssuchasElectroEncephaloGraphy(EEG)andElectroCardioGram(ECG)
withtenvolunteersandthreescenariosthatincludedmaliciousandbenignactivities.Theycaptured
86%averagedetectionaccuracywithEEGwhichwasincreasedby5%afteraddingECGsignals.
However,justificationfornotincludingElectroMyoGraphy(EMG)signalsinadditiontoEEGand
ECGsignalshasnotbeenidentified.Additionally,theirresultsfromPrincipalComponentAnalysis
(PCA)havenotbeenclearlydetailed.Giventhattheirworkreliesonuserswearingtheheadsetand
sensorsallthetimetomeasurethesignalscontinuously,theriskofwearingthemonuser’shealth
isalsonotclear.Additionally,notonlywearingheadsetandsensorsconstantlyisinconvenientfora
userbutaninsiderislesslikelytowearthemeffectivelyknowingthathis/heractivatesaregoingto
bemonitoredcontinuously.

Authorsin(Tuor,2017)employedunsupervisedDeepNeuralNetworks(DNNs)andRecurrent
NeuralNetworks(RNNs)onComputerEmergencyResponseTeam(CERT)InsiderThreatDataset
v6.2(CERT)withTenserflow.GiventhattheirworkfunctionsonrawsystemlogsfromCERTinsider
threatdataset,theyconsidereditasequivalenttorawstreamingdatathuscallingtheirworkonline
andrealtime.TheycapturedCumulativeRecall(CR-k)fordailybudgetsof400and1000which
showedthatDNNsandRNNsoutperformPrincipalComponentAnalysis(PCA),SVMandIsolation
Forest(IF).Giventhattheirworkmodelsonlynormalbehaviourandusesanomalyasanindicatorof
potentialmaliciousactivities,FPratehasnotbeenclearlyaddressed.CERTdatasetisbasedonCERT
modelwhichprovidesadvantagessuchassufficientstudyoninsiders’motivationandpsychological
orbehaviouralaspectsoftheircrimeoroffenseinthefieldofinsiderthreat.However,CERThas
somedrawbacks.Forexample,thereisnoinsiderthreatclassificationfortherawsystemlogsinthis
dataset.CERTmodelisalsocomplexevenafterthelatestimprovements.Thismeansforusingthis
modelagroupofexpertsisalwaysneededtoperformprediction.

Authorsin(Parveen,2012)usedunsupervisedincrementalsequencelearningcombinedwith
compressionlearningforinsiderthreatdetection.Theyworkedon168realbenigntracefilesofusers
inUniversityofCalgaryinadditiontotheir25maliciousartificialfiles.ThetracefilesaretheUnix
Cshelcollected fromfourgroupsofpeopleandcategorisedbasedon theirprogrammingskills.
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Table 1. Related work on insider threat detection using machine learning techniques

Author, year ML: 
S/ 
U/ 
Se

ML algorithms Source of Data Environment, 
Configurations, 

Framework

Experimental 
results

Captured 
performance 

(e.g. FP and FN)

Real 
Time?

(Singh,2014) S Modifiedk-Nearest
Neighbour(k-NN)

Useraccesslogs CommunityAnomaly
DetectionSystem
(CADS)&metaCADS
frameworks

ModifiedkNN
beatsk-NN

N/A No

(Hashem,2016) S SupportVector
Machine(SVM)

Tenvolunteers
equippedwith:
EmotivEPOC
headsetand
OpenBCIsensors

Electroencephalography
(EEG)andthe
electrocardiogram
(ECG)signals

91%average
detectionaccuracy

Presented:
Accuracy,
Precision,Recall,
F-measure,and
Error-rate

Yes

(Parveen,2011) U Ensemble-Graph-
BasedAnomaly
Detection
(E-GBAD)with
StreamMiningand
GraphMining

1998Lincoln
Laboratory
IntrusionDetection
Dataset

Systemlogsfromthe
dataseteachspecifies
byatokenwitheight
attributes

E-GBADapproach
ismoreeffective
thantraditional
single-model
approach

0%FNanda
lowerFPrate
thansingle-
model

No

(Tour,
2017)

U DeepNeural
Networks(DNNs)
&Recurrent
NeuralNetworks
(RNNs)

Computer
Emergency
ResponseTeam
(CERT)Insider
ThreatDataset
v6.2

UsedTenserflow.
Tunedthedatabasedon
randomhyper-parameter
searche.g.learningrate
of0.01forbothDNN
andRNN

DNNsandRNNs
outperform
Principal
Component
Analysis(PCA),
SVMandIsolation
Forest(IF)

Presented:
Cumulative
Recall(CR-k)for
dailybudgetsof
400and1000

Yes

(Parveen,,2012) U Compression
andincremental
learning

Usertracefilesof
theUnixCshel
inUniversityof
Calgaryinaddition
totheirownfiles

168realbenignfiles
collectedfromfour
groupsofpeoplein
additiontotheir25
artificialmaliciousfiles

Theirapproach
performedwell
withlimited
numberofFP
comparedtostatic
approach

Presented:
AverageFPand
averageTPrates

No

(Bose,2017) U Unsupervised
k-NNandk
dimensional(k-d)
tree

Generatedby
DARPAADAMS
program

Real-timeAnomaly
DetectionInStreaming
Heterogeneity
(RADISH)system

k-dtreeismuch
fasterthan
kNN.RADISH
performance
anditsaccuracy
presented

N/A Yes

(Veeramachaneni,
2016)

Se Matrix
Decomposition,
NeuralNetworks,
andJoint
Probability

Athree-monthreal
logdataproduced
totalof3.6billion
linesgeneratedby
enterpriseplatform

Components:an
analyticsplatform,
anunsupervisedrare
eventmodeller,a
feedbackplatform,and
asupervisedlearning
module

Thesystemlearns
todefendagainst
unseenattacks

Presented:TP
andFPrates;TP
rateimproved;
FPratesreduced
whentime
progresses

Nearly
real
time

(Gavai2015) Se Unsupervised
Modified
IsolatedForest
+Supervised
RandomForests

Areal-world
datasetnamed
’Vegas’for
benignactivities
inadditionto
artificiallyinjected
insiderthreat
events

Anunsupervisedanda
supervisedapproach:
toidentifyabnormality
andtolabelquitters,
respectively

Unsupervised:
ROCscoreof
0.77%,supervised:
accuracyof73.4%

Presented:ROC,
Recalland
Precision

No

Thiswork,2019 S Supervised
machinelearning
algorithms:J48
SVM,NaïveByes
(NB),andRandom
Forest(RF)

Sixdemoscenarios
obtainedfrom
(ZoneFox,2017)

Capturedeightfeatures
forfiveusersinfour
consecutivedaysfor
hourstoconstructfive
userprofiles

Balancing
thedataset
doesn’timprove
performance
metrics;theimpact
ofusingdifferent
parametersfor
classifiersis
significantly
strongeron
imbalanceddataset

Presented:
Accuracy,Time
takentoBuild
themodel(TB),
Timetaken
toTestthe
model(TT),
TruePositive
(TP)rate,False
Positive(FP)
rate,Precision
(P),Recall(R),
andF-measure
(F)

No
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TheycapturedFPandTPaverageratesthatshowstheirworkperformedwellcomparedtothestatic
approach.However,themaliciousanomalousdataisartificialandcraftedbytheauthor.Additionally,
thispublicdataset(Greenberg,1988)isnowdated.

Authorsin(Veeramachaneni,2016)proposedanearlyreal-timesupervisedandunsupervised
systemwithananalyst-in-the-loopagainstunseenattack.Theunsupervisedpartoftheirsystemlearns
amodelthatcanidentifyextremeandrareeventsindata.Therareeventsthenpresentedtothesystem
analystwholabelsthemaseithermaliciousorbenign.Attheend,thelabelleddataisprovidedto
thesupervisedlearningpartoftheirsystemwhichproducesamodelthatcanpredictwhetherthere
willbeattacksinthefollowingdays.Ontheunsupervisedpartoftheirmodel,theyemployedMatrix
Decomposition,NeuralNetworksandJointProbabilitytodetectrareeventseachofwhichgenerates
ascoreindicatinghowfaracertaineventisfromothers.Theyusedatotalof3.6billionrealloglines
producedwithin3monthsandpresentedthattheTPrateimprovesbyalmostthreetimesandFPrate
reducesbyfivetimesastimeprogresses.

Authorsin(Gavai,2015)employedunsupervisedModifiedIsolationForest(IF)andsupervised
RandomForestalgorithmstodiscoverinsiderthreatsbasedonemployees’socialandonlineactivity
data.Theirapproachincludesgeneratingsomefeaturesbasedonemailcontent,work-practiceand
onlineactivitywhichisthenusedintheunsupervisedpartoftheproposaltoidentifysuspicious
behaviour.Thesefeaturesarealsousedinthesupervisedpartoftheirproposalinconjunctionwith
quittinglabelstodevelopaclassifier.Theyusedareal-worlddatasetnamedVegasforbenignactivities
inadditiontotheirownartificiallyinjectedinsiderthreatevents.Theeventsincludepatternsforemail
communication,webbrowsing,emailfrequency,andfileandmachineaccess.TheyobtainedaROC
scoreof0.77%fortheunsupervisedpartoftheirworkandaclassificationaccuracyof73.4%forthe
supervisedpartshowingthattheirapproachissuccessfulindetectinginsiderthreatactivityaswell
asquittingactivity.However,themaliciousanomalousdataisartificialandcraftedbytheauthors.

Theworkpresentedinthispaperdiffersfromtherelatedworksdescribedaboveaswefocus
onemployingmachinelearningtechniquesonextremelyimbalanceddatasetinwhichthemalicious
classisintheminorityandthebenignclassisinthemajority(i.e.themaliciouseventsarelessthan
1.3%ofthetotaldataset).Giventhattheimportanceoftheclassimbalanceproblemhasnotbeen
addressedintheexistingliteraturefortheinsiderthreat,ourmethodologyforexploringtheimpactof
databalancingderivedfrom(Galar,2011),(Hanifah,2015)&(Pavlov,2010)wheredifferentbalancing
techniqueshavebeendiscussedincludingundersampling,oversamplingandhybrid-basedapproaches
fromwhichweemployapopularundersamplingtechniquecalledspreadsubsample.Ourworkin
thispaperisbuiltuponourpreviouswork(Moradpoor,2017)whereweusedSelf-OrganisingMap
(SOM)inconjunctionwithPrincipalComponentAnalysis(PCA)forinsiderthreatdetectiononthe
sameimbalanceddatasetthatweuseinthispaper.However,inourpreviouswork,thedatasetwas
unlabelled.Giventhatitislesslikelytohaveabalanceddatasetinareal-worldscenario,knowing
howtodealwithanimbalanceddatasetisnotonlycrucialbutalsomorerealistic.

Fortheclassifiers,weconsiderJ48decisiontree,SupportVectorMachine(SVM),NaïveBayes
(NB), andRandomForest (RF)algorithmsand forperformancemetricswe studyClassification
Accuracy(CA),TimetakentoBuildthemodel(TB),TimetakentoTestthemodel(TT),TruePositive
(TP)rate,FalsePositive(FP)rate,Precision(P),Recall(R),andF-measure(F).Theseperformance
metricsaremainlyderivedfrom(Buczak,2015)whereacomprehensivesurveyofdataminingand
machinelearningtechniquesforcybersecurityintrusiondetectionhasbeenfullydiscussed.

Additionally,weprovideacomprehensivereviewandexplanationsonthedatapre-possessing
phase.Thisphase,whichismissingfromtheexistingworkonML-basedinsiderthreatdetectione.g.
from(Singh,2014),(Parveen,2011),(Tuor,2017),(Bose,2017),(Hashem,2016),(Gavai,2015),
(Parvenn,2012)and(Veeramachaneni,2016),isanextremelyimportantpartofanymachinelearning
projectsgiventhatittransfersarawororiginaldatasettoanunderstandableandmeaningfulformat.
Thispartofourworkisencouragedby(Hamed,2018)whereataxonomyofdatapre-processing
techniquesforintrusiondetectionsystemshasbeendiscussed.Inthispaper,thedatapre-processing
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phaseincludesoutlieridentificationfromdatacleaningstage,datadecompositionanddataconversion
fromdatatransformationstage,anddatabalancingfromdatareductionstage.Thecomprehensive
explanationsondatapre-processingphaseonextremelyimbalanceddatasetinthispapercanbeused
asaguideandcanbeemployedonanydatamining/machinelearningprojects.

Furthermore,despite(Singh,2014),(Parveen,2011),(Tuor,2017),(Bose,2017),(Hashem,2016),
(Gavai,2015),(Parvenn,2012)and(Veeramachaneni,2016),thispapercontainssixcomprehensive
demosetupswhichcoversalltheseriousdatabreachscenarios:datatheft,privilegeduserdatabreach,
endpoint security breach, shadow it risk, data security, and sensitive folders breach. Besides, to
makethescenariosmorerealistic,itincludesdifferentarrangementsforthreegroupsofstaffwithin
anorganisation:permanentstaff(x3scenarios),temporarystaff(x1scenario)andthird-partystaff
(x2scenarios).Ourmethodologyfordefining,justifying,anddevelopingthesixscenariosaboveis
enthusedby(Lindauer,2014)wheregeneratingtestdataforinsiderthreatdetectorshasbeendescribed.
Theworkin(Legg,2015)alsoinspiredourworkintermsofusinguserandrole-basedprofilesfor
automatedinsiderthreatdetection.

3. ANALySING THE DATA

Inthispaper,sixdemoscenarioshavebeenidentifiedwhichhelptoshapethedatasetusedinour
experiments. They have been developed by (ZoneFox, 2017), which is a market leader in User
BehaviourAnalytics,toensurefamiliarisationoftheinsiderthreatsinanorganisation.Inthissection,
wediscuss:thesixdemoscenarios,theoriginaldatasetthatweusedforourexperimentsandthedata
pre-processingstage(outlieridentification,datadecompositionanddataconversion).

3.1 DEMo Scenarios
Oursixdemoscenarios includedifferent setups for threegroupsof staff:permanent, temporary
andthirdparty.Thiscontainsthreescenariosforpermanentstaff:DataTheft,EndpointSecurity
ProcessingandShadowITRisk,onescenariofortemporarystaff:PrivilegedUserDataBreachand
twoscenariosforthird-partymemberofstaff:DataSecurityandProtectSensitiveFolders.Toclarify
apermanentstaffisalong-termmemberofstaffwhoworksforinstanceincompany’sengineeringor
salesteame.g.Charlotte,RebeccaandLaura.Atemporarystaffisashort-termmemberofstaffwho
hasbeenemployedforthebusyperiode.g.Timmy.Athird-partymemberofstaffisanindividual
whohasbeenemployedtoworkwithoneoftheclientsystemse.g.Colin.Thenamesareallfictional
andhavebeenusedforthesakeofmakingourdemoscenariosclear.Allsixscenariosarepresented
inTable2anddefinedasfollows.

3.1.1 Demo Sceanrio 1: Data Theft
ADataTheft foranorganisationcommonly includesstealingsensitive informationrelated to its
staff, clients or business e.g. usernames, passwords, credit card information, medical records or
businesssecrets.InDemoScenario1,wefocusonthedatatheftthreatfromemployeeswithinagiven
organisationbyfollowingtheInsiderThreatKillChain(ITKC).ITKCidentifieshumanresourcesas
thegreatestrisktoorganisationsanddiscusseshowmembersofstaffwithinorganisationscanwork
togethertohelpaverttheserisksbeforetheybecomeaproblem.Toachievethis,weconsiderfour
groupsofpeoplewithintheorganisation:1)peoplewhointendedtoleavetheirjobandalreadyhanded
intheirnotice,2)peoplewholookaroundfileserversrepeatedly,3)peoplewhodownloadbackup
softwareontheirdesktopcomputersand4)peoplewhocopyzipfilestotheirremovabledevices.For
example,asitisshowninTable2DemoScenario1,Charlotte,whoisapermanentmemberofstaff
workinginthecompany’sengineeringteam,backsupfilestoaremovablediskdrive.



International Journal of Cyber Warfare and Terrorism
Volume 10 • Issue 2 • April-June 2020

8

3.1.2 Demo Scenario 2: Privileged User Data Breach
Intrudersneedprivilegedaccess,forinstanceadmin’susernameandpassword,tocarryoutmalicious
activitiesandproceedattackstothenextphase.Mischievousactivitiessuchasinstallingmalicious
software,e.g.malware,ransomwareorbackdoor,stealingsensitiveinformation,e.g.usernamesand
passwords,orevendisablinghardwareand/orvitalsoftwareonavictim’scomputer,e.g.anti-malware
oranti-spyware.

Thatiswhyprivilegeduseraccountsareinsuchhighdemandsbyintruders.Infact,therecan
besomanysharedprivilegedaccountswithinanorganisationwithnomanagementknowledgeon
whereallthoseaccountsresideorwhohasaccesstothem.InVerizonDataBreachInvestigations
Reportfor2016(Enterprise,2017),63%ofallbreacheswereduetousingweakorcommonpasswords
while53%ofthemweredowntothemisuseofprivilegedaccounts.Privilegedaccountsinclude:
localadminaccounts,privilegeduseraccounts,domainadminaccounts,emergencyaccounts,service
accountsandapplicationaccounts.Anefficientprivilegemanagementsystemwouldautomatically
identifytheseaccountsandbringthemunderamanagementsystemumbrella.InDemoScenario2,
pinpointingprivilegeduserdatabreachisdonebygoingthroughthefollowingsteps:1)identifying
privileged user accounts, 2) identifying sensitive files that could only be accessed using those
accounts,and3)monitoringtheaccesstothosesensitivefiles.Forexample,asitisshowninTable
2DemoScenario2,Timmy,whoisatemporarymemberofstaffwhohasaccesstoprivilegeduser
accounts,accessesafile,i.e.minutesofcompany’sFebruarymeeting,onthenetworkfilesystem
thathedoesnotneedaccessto.

3.1.3 Demo Scenario 3: Endpoint Security Processing
Inanorganisation,endpointsincludedesktopcomputers,mobiledevices(e.g.laptops,smartphones
andtablets),printers,scannersorevenbarcodereaders.Endpointsecuritymanagementisanetwork
securityapproachthatrequiresendpointdevicestofollowthesecuritypolicyofagivenorganisation.
Thisneedstobemetbeforeaswellasaftergrantingaccesstonetworkresources.InDemoScenario
3,weconsiderendpointsecurityprocessingbymonitoringthestaffactivitiesondesktopcomputers
acrosstheorganisation.Forinstance,turningoffordisablingasystem’santi-malwaree.g.popup

Table 2. Six demo scenarios of users

Demo scenarios Staff type Staff 
name

Application Resource Description

Demoscenario1:
Data Theft

Permanent Charlotte bbackup.exe rm:\\e:\\myusb\\backup.zip Charlottebacksupfilestoaremovable
diskdrive.

Demoscenario2:
Privileged User Data Breach

Temporary Timmy N/A nfs:\\......\\fileshare2\\
boardminutes\\minutes-
february.txt

Timmyaccessesafileonthenetwork
filesystemthathedoesnotneedto
accessto.

Demoscenario3:
Endpoint Security Processing

Permanent Laura Savservice.exe
(avsoftware)

N/A Lauradeactivatestheanti-virus
softwareonhercomputer.

Demoscenario4:
Shadow IT Risk

Permanent Rebecca dropbox.exe
Skype.exe

c:\\users\\rebecca\\dropbox\\
plan2.doc
c:\\users\\rebecca\\dropbox\\
plan1.doc
nfs:\\....\fileshare1\\
engineeringplans\\plan1.
docnfs:\\....\fileshare1\\
engineeringplans\\plan2.doc

RebeccausesDropboxtoperform
unauthorisedbackupstotheCloud.
RebeccausesSkypetoperform
unapproveduploadsfromnetworkfile
systemtoCloud.

Demoscenario5:
Data Security

Third-
party

Colin N/A nfs:\\......\fileshare1\\
engineeringplans\\plan1.doc
rm:\\f:\\copyto\\remdrive\\
ipdata.txt

Colinaccessesafileonthenetworkfile
systemthatheisnotsupposedtoaccess
andcopiesittoaremovablediskdrive.

Demoscenario6:Protect 
Sensitive Folders

Third-
party

Colin N/A nfs:\.....\fileshare1\PatientData\
AliceBrownMedicalRecord.txt

Colinaccessessensitiveinformation
(AliceBrown’smedicalrecord)onthe
networkfilesystemthatheshouldhave
noneedtoaccessto.
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blockers,anti-spyware,anti-spam,host-basedfirewallsandanti-viruses.Forexample,asitisshown
inTable2DemoScenario3,Laura,whoisapermanentmemberofstaffworkinginthecompany’s
salesteam,deactivatestheanti-virusonherdesktopcomputer.

3.1.4 Demo Scenario 4: Shadow it Risk
ShadowITreferstosoftwareorapplicationspurchased,downloaded,installed,usedormanaged
outsideorwithouttheknowledgeofanorganisation’sITdepartment.Theycanbedefinedasthe
ITassetsthatareinvisibletoanorganisation’sITdepartment.ShadowIThasgrownexponentially
inrecentyears.ThisisdowntothegoodqualityofapplicationsintheCloud,mobiletechnology
growthandtherapiddevelopmentinSoftwareasaService(SaaS),suchas:Dropbox,CiscoWebEx,
GoogleApps,Salesforce,Skype,andMicrosoftOffice365.ASaaS,whichisalsoknownasCloud
software, on-demand software or hosted software, is a way of delivering applications over the
Internet.AgivenSaaSmayormaynotofferstrongsecurityprotectionse.g.identitymanagement,
authentication,accesscontrol,securebackuppractices,datamaskingordataencryption.Therefore,
itcanexposeanorganisationand/oritsaffiliatestodatalossriskandsecurity-relatedthreatssuchas
insiderthreats.InDemoScenario4,weconsiderShadowITrisk,whichisimposedbyemployees
withintheorganisationusingunknown/unauthorisedSaaSe.g.DropboxorSkype.Forexample,as
itisshowninTable2DemoScenario4,Rebecca,whoisapermanentmemberofstaffworkingin
thecompany’sengineeringteam,installsDropboxtoperformunauthorisedbackupsandSkypeto
accomplishunapproveduploadstotheCloud.

3.1.5 Demo Scenario 5: Data Security
DataSecurityreferstoprotectivemeasuresappliedtopreventunauthorisedaccessandcorruption
toresourcessuchasendpointdevices(e.g.computers,printersandtablets),databases,websites,and
computerfiles.Backups,dataencryption,authenticationanddatamaskingarethecommonlyused
datasecuritytechniques.Forexample,datamaskingisamethodofprotectingtheactualdataby
creatingastructurallysimilarbutfakeversionofanorganisation’sdataforpurposessuchastrainingor
software/algorithmtesting.InDemoScenario5,weconsidermonitoringresourcesthatathird-party
memberofstaffisnotsupposedtoaccessormakeacopyfrome.g.accessingasensitivedocumentor
copyingintellectualpropertyfilestoaremovabledisk.Forexample,asitisshowninTable2Demo
Scenario5,Colin,whoisathird-partymemberofstaff,accessesandcopiesintellectualproperty
datatoaremovablediskdrivethatheisnotsupposedtodo.

3.1.6 Demo Scenario 6: Protect Sensitive Folders
Ingeneral,datacanbecategorisedaseitherpublic,restrictedorprivate.Thepublicdatasuchas:
pressreleases,courseinformationorresearchpublicationscanbeavailabletoanyonewithlittleorno
controlstoprotecttheirconfidentiality.Therestricteddatasuchas:creditcardnumbers,passwords
or personal medical information are those for which the unauthorized disclosure, alteration or
destructionofthemcouldcauseasignificantlevelofrisktoanorganisationoritsaffiliates.The
privatedatasuchas:homeaddress,birthdate,gender,religiousorsexualorientationarethosefor
whichtheunauthorizeddisclosure,alterationordestructionofthemcouldresultinamoderatelevel
ofrisktoanorganisationoritsaffiliates.InDemoScenario6,wefocusonprotectingfolderswith
restricteddatae.g.foldersthatcarrymedicalrecordsforindividualsmaintainedbytheorganisation.
Forexample,asitisshowninTable2DemoScenario6,Colin,whoisathird-partymemberofstaff
(i.e.acontractor),accessesrestricteddata(i.e.oneofthestaff’smedicalrecords)whichheshould
havenoneedtoaccess.

3.2 original Dataset
Inthissection,weexplainthedatasetthatweusedforourexperiments.Asmentionedbefore,the
originaldatasethasbeengivenby(ZoneFox,2017)andcoversallthesixscenariosthatwedefined
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in the previous section. It includes Charlotte, Rebecca, Laura, Timmy and Colin’s user profiles
capturedonfourconsecutivedays.Thedatasetalsocontainstheadministrator’snetworkactivities.
Asdiscussedbefore,eachuseriseitherapermanentmemberofstaff(e.g.Charlotte,Rebecca,Laura
orAdministrator),atemporarymemberofstaff(e.g.Timmy)orathird-partymemberofstaff(e.g.
Colin).Theoriginaldatasetisin.CSVformatandcontains2643linesofrawdatawhichincludes
sixfeatures:Date-Time,machine_ID,user_ID,application,actionandresource.Eachlineof the
datasetidentifiesanactiondonebyoneoftheusersintheuserpool(i.e.Charlotte,Rebecca,Laura,
Timmy,ColinorAdministrator).Forexample,onelineofthedatasetspecifiesthaton2016-02-23
at16:30:27(Date-Time),employeeA(user_ID)usedcomputerB(machine_ID)torunbackup.exe
(application)andwrite(action)thebackupintopathD(resource).

3.3 Data Pre-Processing
In this section, we explain the pre-processing phase employed on our original dataset given by
(ZoneFox,2017).Thisphaseisanimportantpartofanymachinelearningprojectsgiventhatittransfers
arawororiginaldatasettoanunderstandableandmeaningfulformat.Rawdataisoftenincomplete,
noisy,inconsistenceand/orlackingcertainbehaviours,attributesorstylesandislikelytogenerate
orcompriseerrorsiffedintactintomachinelearningalgorithms.Datapre-processingisaproven
methodofresolvingtheseissues.Itcomprisesstagessuchas:datacleaning,dataintegration,data
transformation,datareductionanddatadiscretisationeachcontainingvarioustasks.Forexample,
data transformation comprises tasks such as normalisation and aggregation while data cleaning
includesfillinginmissingdata,outlieridentification,outlierremovalandinconsistencyresolution.

Inthispaper,thedatapre-processingphaseincludesfourtasksof:outlieridentificationfrom
datacleaningstage,datadecompositionanddataconversionfromdatatransformationstage,anddata
balancingfromdatareductionstageasfollows.

3.4 Data Cleaning
Inanydatascienceproject,datacleaningisacriticalpartofthedatapre-processingphase.This
includestaskssuchas:fillinginmissingvalues,identifyingoutliers,smoothingoutnoisydataor
correctinginconsistentdata.Forexample,forfillinginmissingvaluesalearningalgorithmsuchas
Bayesordecisiontreecanbeusedtopredictthem.Additionally,domainknowledgeorexpertdecision
canbeemployedtocorrectinconsistentdata.Inthispaper,weusedoutlieridentificationtaskfrom
datacleaningstageasfollows.

3.4.1 Outlier Identification
In data science, “outliers” are values that “lie outside” the other values e.g. in the scores of:
{3,22,25,23,29,33,85},3and85areoutliergiventhattheyarefarawayfromthemaingroupofdata:
{22,25,23,29,33}.Indatamining,outlieridentification,whichisalsoknownasanomalydetection,
referstoidentificationofitems,eventsorbehaviourswhichdonotfollowanexpectedpattern.Itis
anobservationofthedatathatdeviatesfromotherobservationssomuchthatitawakenssuspicions
thatitwasgeneratedbyadifferentand/orunusualmechanism(Williams,2002).Inthedatapre-
processingphase,outlieridentificationisapartofthedatacleaningstageandincludestaskssuchas
binning,clusteringandregression.Inthispaper,outliermeansinsiderthreatandoutlieridentification
referstodetectionofdigitaltasksperformedbyemployeeswhichtheyarenotsupposedtodo/or
theyshouldhavenoneedtodo.Inordertoperformoutlieridentificationonouroriginaldataset,
wesurfedthrougheacheventmanuallyandmarkeditaseither1,representinganoutlierevent,or
0,representinganon-outlierevent.Thisisdecidedbyconsideringthesixdemoscenariosexplained
intheprevioussection(i.e.DataTheft,EndpointSecurityProcessing,ShadowITRisk,Privileged
UserDataBreach,DataSecurity,SensitiveFoldersProtection)alongwiththeindividual’srolewithin
theorganisation.Theoriginaldatasetisin.CSVformatandincludes2643linesofuseractivitiesfor
fiveindividuals:(i.e.Charlotte,Rebecca,Laura,TimmyandColin).Theoutlieridentificationtask
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resultedinidentifyingatotalof33outlieractivitiesoutof2643eventswithintheoriginaldataset.
AsitisdepictedinTable3,totaloutliereventsof6,5,11,1and10belongtoCharlotte,Rebecca,
Colin,LauraandTimmy,allrespectively.

Given that this paper is based on a supervised machine learning approach, the outlier
identificationtaskaddsanextrafeatureof“Outlier”toourdatasetwhichisalsoknownas“label”.
Outlieridentificationtaskorlabellingtheentiredatasetisdonetoprovideaplatformtoevaluatethe
performanceofoursupervisedmachinelearningapproach.Italsoassistswithourfutureworkwhich
isbasedonanunsupervisedmachinelearningapproach.Additionally,labellingtheentiredataset
willassistusinimplementingasemi-supervisedapproachforourpossiblefutureworkwhichisan
implementationofasupervisedmethodinadditiontotheunsupervisedmethodthatcouldhavea
potentialtoimprovetheaccuracyrateforinsiderthreatdetection.

3.5 Data Transformation
Machinelearningalgorithmswereunlikelytoprocessanydatacorrectlyand/orproduceanyaccurate
resultssuchaspredictionsifthedatadoesnotfollowasimilartype.Therefore,weemployeddata
transformationstageonouroriginaldatasetduringthepre-processingphasetotransformtheminto
asimilardatatype.Thisincludestwostepsofdatadecompositionanddataconversionasfollow.

3.5.1 Data Decomposition
Inadataset,decomposingsomevaluesintomultiplepartswillhelpamachinelearningalgorithmin
capturingmorespecificrelationships.Forinstance,datadecompositiononafeaturesuchas“date”
representedas“Tues;01.04.2017”into:dayofaweekandmonthofayearmayprovidemorerelevant
information.Infact,datadecompositionistheoppositeofdatareductiongiventhatitwilladdmore
datatotheoriginaldataset.

Inthispaper,weemploydatadecompositiononDate-Time,application,actionandresource
featuresinourdatasettocapturemorespecificrelationshipbetweentheindividualuserbehaviour
andinsiderthreat.

Forinstance,inouroriginaldataset,Date-Timerepresentedas2016-02-23T16:26:33Zindicating
a user event that has happened on 23th of February 2016 at 16:26:33 hours. This includes two
characters:T,whichcanbereadasanabbreviationforTime,andZ,whichstandsforzero-timezone
asitisoffsetby0fromtheCoordinatedUniversalTime(UTC).

AfterdatadecompositionDate-Timefeaturebreakdownto:Year(2016),Month(02),Season
(Winter),Day (23),WeekDay(Tuesday),WeekPortion (Middleofweek),Hours (16),Minutes
(26),Seconds(33)andTimeofDay(Afternoon).Likewise,theapplicationfeatureisdecomposed
toapplicationtype(i.e.systemapplicationoruserapplication)andapplicationID,actionfeatureis
decomposedtoactiontype(i.e.relatedtoprocessesorrelatedtofiles)andactionIDandresource
featureisdecomposedtoresourcelocation(i.e.localcomputer,localnetwork,removablememory
orCloud),fileextension(e.g..txt,.zipor.bkc)andfolderdepth(e.g.1,2or3).

Table 3. Outlier identification

Employee Name Total Events 441/2643454?? Outlier Events 33/2643

Charlotte 146 6

Rebecca 75 5

Colin 57 11

Laura 135 1

Timmy 28 10
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3.5.2 Data Conversion
Often,machinelearningalgorithmsrequirethedatainspecificswaysbeforefeedingthemintothe
model.Thiscanbedoneduringthedataconversiontaskwhichistheconversionofdatafromone
formattoanotherformate.g.fromcategoricaldatatonumericvalues.Categoricaldataarethedata
thatcontainlabelvalues,whichisoftenlimitedtoafixedset,ratherthannumericalvalues.Some
examplesinclude:“weekday”variablewiththevaluesof:“Monday”,“Tuesday”and“Wednesday”
or“season”variablewiththevaluesof:“spring”,“summer”and“autumn”.Therefore,giventhatmost
machinelearningalgorithmscan’toperateoncategoricaldatadirectlyandrequireallinputandoutput
variablestobenumeric,integerencodingalsoknownasnumericconversionandone-hotencoding
canbeused.Inintegerencoding,eachcategoricaldataisassignedanintegervaluee.g.“Monday”is
1,“Tuesday”is2,and“Wednesday”is3.However,inone-hotencoding,abinaryvariableisadded
foreachvaluee.g.inthe“weekday”variableexampleabove“Monday”is001,“Tuesday”is010,
and“Wednesday”is011.

Inthispaper,thedataconversiontaskhasbeenemployedon13outof20featuresofourdataset.
This includesnumeric conversion for:Date-Time, season,weekday,weekportion, timeof day,
machine_ID,user_ID,application_type,application_ID,action_type,action_ID,resource_location
andfileextension.

Forexample,inourmaindataset,theDate-Timefeatureforeacheventcontainsstandarddateand
timeformatincludingbothnumericandtextcharacter.Forinstance,2016-02-23T16:26:33Zrepresents
ausereventthathappenedon23rdofFebruary2016at16:26:33hours.Thisincludestwocharacters:
TforTime,andZforzero-timezoneasitisoffsetby0fromtheCoordinatedUniversalTime(UTC).
ForDate-Timeconversion,wefirstsplitthisfeaturetodateandtime.Thisgivesus:2016-02-23T
and16:26:33Zforourrunningexampleabove.WethenremovedTandZcharactersandformatted
thedateto:23/02/2016whiletimestaysthesame:16:26:33.Wethenconverteddateandtimetoa
UNIXtimestampwhichresultsin1456185600and59193forthedateandtime,respectively.Inthe
laststep,wecombinedthemtogetherwhichgivesus:1456244793.UNIXtimestampisthenumber
ofsecondsbetweenaparticulardateandtheUnixEpochonJanuary1st,1970atUTC.Werunthe
UnixtimestampconversionontheDate-Timefeaturefortheentiredataset.

Besidesthis,aswediscussedintheprevioussection,theDate-Timefeaturewasfurthersplitinto
year,month,season,day,weekdayandweekportion(forDatefeature)andhours,minutes,seconds
andtimeofday(forTimefeature)duringthedatadecompositiontask.Therefore,weallocatea1-4
rangetoseason,1-7toweekday,1-4toweekportionand1-4totimeofdayinthedataconversion
task.However,year,month,day,hours,minutesandsecondsremainunchangedduringthistask.

Furthermore,inouroriginaldataset,eachmachine_IDisacombinationofnumbers,uppercaseand
lowercaseletterse.g.4RcZBZz.Wedefined15,000–19,000rangeformachine_IDdataconversion
fromwhichanintegervalueisassignedtoeachcomputer.Forexample,16002hasbeenassignedto
acomputerwithanidof4RcZBZz.Likewise,1000–1500rangeisallocatedtotheuser_IDsinour
dataset.ThismeansauniquenumericalvalueforAdministrator,Charlotte,Rebecca,Laura,Timmy
andColine.g.1301hasbeenassignedasauser_IDtoColin.

Similarly,20–99rangehasbeenassignedtoapplication_ID,200-499toaction_ID,0-4to
resource_locationand0-19tofileextension.Moreover,intermsofapplication_typeandaction_type,
0representssystemsapplicationandprocessrelatedactionsand1representsuserapplicationand
filerelatedactions,bothrespectively.

Toputitinanutshell,sevenfeaturesofyear,month,day,hours,minutes,secondsandfolder
depth,remainunchangedduringthedataconversiontask.Allthearrangementsfordataconversion
havebeenidentifiedinTable4.

3.6 Data Reduction
Thisstageofthedatapre-processingphaseincludesstepsasfollows(Datapre-processing,2018).
“Reducingthenumberofattributes”:forinstance,removingirrelevantattributesorusingprinciple
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componentanalysistosearchforalowerdimensionalspacethatcanbestrepresentthedata.“Reducing
thenumberofattributevalues”:forexample,byclusteringwheresimilarvaluesgroupedinclusters.
“Reducingthenumberofdatasamples”:forinstance,withinthemajorityclasstoreducethedegree
ofimbalancedatadistributionandproduceabalanceddataset.Thisisalsoknownasdatabalancing.
Inthispaper,weonlyemploydatabalancingduringthedatareductionstageasfollows.

3.6.1 Data Balancing
In machine learning and data mining, the imbalanced class distribution is a scenario where the
numberofinstancesbelongingtooneclassissignificantlylowerthanthosethatbelongtotheother
classes.Insuchascenario,aswehaveinthispaper,theclassificationcouldbebiasedandinaccurate.
Thishappensduetothefactthatmachinelearningalgorithmsareusuallydesignedtoincreasethe
accuracybyreducingtheerror.Therefore,toachievethis,theydonotconsidertheclassdistribution,
classproportion,orbalanceofclasses.Therearevariousapproachesforsolvingclassimbalance
problems.Thisincludestwoareasof:1)resamplingand2)classifiermodifications.Inthispaper,
wefocusonthefirstcategorywherewereassembletheoriginaldatasettoprovidetwobalanced
classes(i.e.maliciousandbenign).Forthis,weuseWeka’sSpreadSubsamplefeature(Weka.Class
SpreadSubsample,2018)wheretheoriginaldatasetmustfirstfitentirelyinthememory.Thisincludes
theentireimbalanceddatawhichcontainsmaliciousandbenignevents.Thenweneedtospecifythe
maximum“spread”betweentherarestclass(i.e.“malicious”whichislabelledasclass“1”withthe
totaleventsof“33”)andthemostcommonclass(i.e.“benign”whichislabelledasclass“0”with
thetotaleventsof“2643”).Forinstance,“0”fordistributionSpreadofSpreadSubsamplemeansno
maximumspread,“1”meansuniformdistributionand“10”meansallowatmosta10:1ratiobetween
theclasses.Inthispaper,wechose“1”representinguniformdistributionbetweentwoclasses.This
allowsustokeepallthemaliciousevents(i.e.33maliciousevents)plustheequalnumberofthe
benigneventsselectedrandomly(i.e.33benignevents).Attheend,wewillhave66eventsintotal
withauniformdistributionofmaliciousandbenignevents(i.e.33maliciousand33benignevents).

4. IMPLEMENTATIoN, RESULTS AND ANALySIS

Inthissection,weexplainourcapturedresultsafterrunninganumberofpopularmachinelearning
algorithmswithdifferentparametersonourdatasets.Thisisdoneontwocopiesofourdatasets:
balancedandimbalanced.Bothdatasetshavebeenpassedthroughthedatapre-processingphase
including:outlier identification,datadecompositionanddata conversion.However, as thename
says,thebalanceddatasetincludesanextrastepofdatabalancing.WeuseWeka3(Weka,2018)in
ourexperimentswhichisapopularandpowerfultoolfordataminingandmachinelearning.Ithasa
collectionofmachinelearningalgorithmsandcontainstoolssuchasdatapre-processing,classification
andvisualization.Wekaisalsowell-suitedfordevelopingnewmachinelearningschemes.Theresults
capturedfromourmachinelearningschemesareanalysedasfollows.

4.1 Supervised Machine Learning Results
Supervisedlearningcanbecategorisedintoclassificationproblemswhentheoutputisaclassand
regression problem when the output is a real value. Some popular supervised machine learning
algorithmsare:NaiveByes(NB)forregressionandclassificationproblems,LinearRegression(LR)
forregressionproblems,RandomForest(RF)forregressionandclassificationproblems,Support
VectorMachines(SVM)forclassificationproblems,andNeuralNetworks(NNs)forregressionand
classificationproblems.Givenourdatasetsfromtheearliersection,theprobleminthispaperisa
classificationproblemaswewantoursupervisedapproachtoexplicitlyidentifyagiveneventeither
asbenign(i.e.itbelongstoclass“0”)ormalicious(i.e.itbelongstoclass“1”).Inthissection,we
employanumberofpopularmachinelearningalgorithmsforinstanceJ48decisiontree,SupportVector
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Machine(SVM),NaïveByes(NB),andRandomForests(RF)configuredwithdifferentparameters
alongwithseveraltechniques(e.g.singleclassifiersandbalancedvs.imbalanceddatasets).

Itisworthmentioningthat,forbothbalancedandimbalanceddatasets,weraneachexperiment
10timeswithseedvalueof1to10andsplitpercentagesof90%fortrainingand10%fortesting.

4.1.1 Result Comparisons
ThereareseveralparametersavailableintheJ48classifier(Weka.ClassJ48,2018).However,we
considereditstwoimportantparameters:ConfidenceFactor,alsoknownasC,andMinimumNumber
ofObjects,alsoknownasM.TheCisusedforpruningwhereadditionalstepsareaddedtolookat
whatnodesorbranchescanberemovedtomakethetreesmallerandeasiertounderstandwithout

Table 4. Data conversion

Field name Raneg

Date-Time UNIXtimestampconversion

Date year unchanged;e.g.2016

month unchanged;e.g.2(i.e.February)

season spring summer automn winter

1 2 3 4

day unchanged;e.g.23

weekday numaricvalues:1,2,3,4,…,7(e.g.1forMonand7forSun)

weekportion begginingofweek middleof
week

endofweek weekend

1
(i.e.forMon)

2
(i.e.forTues-
Wed)

3
(i.e.forThur-Fri)

4
(i.e.Sat-Sun)

Time hours unchanged

minutes unchanged

seconds unchanged

timeofday morning afternoon evening night

1 2 3 4

machine_ID 15,000–19,000

user_ID 1,000–1,500

application type 0:Systemapplications 1:Userapplications

ID 20–49;
e.g.43fortaskmgr.exe

50–99;
e.g.73forbackup4all.exe

action type 0:Relatedtoprocesses 1:Relatedtofiles

ID 200-399 400-499

resource location N/A local
drive

networkdrive removabledrive Cloud

0 1 2 3 4

fileextension N/A .ctm .rls .Ing .txt …. .bkc

0 1 2 3 4 …. 19

folderdepth unchanged;e.g.2forc:\backup\backup.ctm
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affectingtheperformancetoomuch.Ingeneral,smallervaluesforCincurmorepruning.TheM
identifiestheminimumnumberofinstancesoreventsperleaf.Thedefaultandconfiguredvalues
(alsoknownashyperparameters)for(C,M)are(0.25,2)and(0.5,10),allrespectively.

ThereareseveralparametersavailableintheSVMclassifier(Weka.ClassSMO,2018).However,
weconsidereditsimportantparameterof:ComplexitywhichisalsoknownasC(Saarikoski,2011).
TheCvaluetellstheSVMoptimisationhowmuchwewanttoavoidmisclassifyingineachtraining
example.Generally,smallervaluesofCgeneratemoremisclassifiedexamples.Thedefaultvaluefor
Cis1whichweconfiguredto100inourexperiments.

ThereareseveralparametersavailableintheNBclassifier(Weka.ClassNaiveBayes,2018).
However,weconsidereditstwoimportantparametersof:KernelEstimator(KE)andSupervised
Discretisation(SD).TheKEparameteruseskernelestimatorfornumericattributesratherthana
normaldistribution.TheSDparameterusessuperviseddiscretizationtoconvertnumericattributes
tonominalones.Bydefault,theKEandSDvaluesaresettofalseandwechangedthemtotrueat
thetimetomonitortheirimpactontheresults.

AddressingtheRQ1andRQ3,inthefirstsetofoursupervisedlearningexperiments,wewant
toidentifytheimpactof:1)balancingthedatasetand2)changingtheCandMvaluesforJ48,C
valueforSVM,andKEandSDvaluesforNBonthemetricssuchas:classificationaccuracy,time
takentobuildthemodel,timetakentotestthemodel,TruePositive(TP)rate,FalsePositive(FP)
rate,precision,recall,andf-measure.

Weraneachexperimenttentimeswiththeseedvalueof1to10,measuredtheweightedaverage,
andthenrepresenteditasourresult.Foreachexperiment,weconsidered90%splitfortrainingand
10%fortesting.Thishasbeendoneforbothbalancedandimbalanceddataset.Additionally,J48
(DF)representsJ48withthedefaultvalueof0.25forCand2forM,J48(2)representsJ48withthe
configuredvalueof0.5forCand10forM,SVM(DF)representsSVMwiththedefaultvalueof1
forC,SVM(2)representsSVMwiththeconfiguredvalueof100forC,NB(DF)representsNBwith
thedefaultvalueswhereSDandKEarebothsettofalse,NB(SD)representsNBwiththeconfigured
valueoftrueforSD,andNB(KE)representsNBwiththeconfiguredvalueoftrueforKE.

Theclassificationaccuracies(weightedaverage)onthebalancedandimbalanceddatasetsare
capturedinFigure1andFigure2,respectively.Addressingthepresentedresults,allalgorithmsexcept
NB(DF)showabetterperformanceontheimbalanceddataset incomparisonwiththebalanced
dataset.NB(DF)algorithmshowsaround1.03%classificationaccuracyboostwhenusingthebalanced
dataset.Therefore,answeringRQ1,balancingthedatasetdoesn’timprovetheclassificationaccuracy
overall.Additionally,answeringRQ3,changingparametersforeachclassificationalgorithmhave
moreeffectwhenusingimbalanceddatasetincomparisonwiththebalancedone.Indetailsandusing
imbalanceddataset,J48(2)performsbetterthanJ48(DF),SVM(DF)performsbetterthanSVM(2),
andNB(SD)performsbestincomparisonwithNB(DF)andNB(KE).However,itonlyhaseffect
onthebalanceddatasetwhenweuseNBalgorithms.

Wepresentthetimetakentobuildandthetimetakentotestthemodelonthebalancedand
imbalanceddatasetsinFigure3andFigure4,respectively.Addressingthecapturedresults,forallthe
algorithmsonbothdatasetsexceptNB(KE),thetimetakentobuildthemoduleismoreandsometimes
significantlymorethanthetimetakentotestthemodel.AnsweringRQ1,balancingthedatasetdoes
significantlyimprovethetimetakentobuildthemodelforallsevenalgorithms.Thisisthesamecase
forthetimetakentotestthemodelexceptforJ48(DF)inwhichwehaveanequaltimefortestingon
bothdatasets.Additionally,answeringRQ3,changingparametersforeachclassificationalgorithm
haveeffectondatasetsbutitisratherunsteadywhenwecomparethem.Indetail,ontheimbalanced
dataset,J48(DF)performsbetterthatJ48(2)andSVM(DF)performsbetterthanSVM(2)interms
oftimetakentobuildandtotestthemodel.However,thisistheoppositeforthebalanceddataset.

InFigure5andFigure6,wepresentthetruepositiveandthefalsepositiveratesonthebalanced
andimbalanceddatasets,respectively.Addressingthecapturedresults,forallthealgorithmsandon
bothdatasets,thetruepositiverateissignificantlymorethanthefalsepositiverate.Forthebalanced
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dataset,thehighesttruepositiverateequallybelongstoJ48(DF),J48(2),SVM(DF),andSVM(2)
whilethelowestratebelongstoNB(SD).Wealsorealisedanearly2.27%jumpinthefalsepositive
ratewhenwechangedtheclassifiertoNBalgorithms.Fortheimbalanceddataset,thehighesttrue
positiveratebelongstoSVM(DF)whilealltheNBsshowpoorperformancesingeneral.However,
alltheNBsperformbetterintermsoffalsepositiverateincomparisonwithSVMandJ48.Answering
theRQ1,balancingthedatasetdecreasesthetruepositiverateexceptforNB(DF)andimproves
the falsepositive rateexcept forNBalgorithms.Additionally,answering theRQ3,changing the
algorithm’sparametersimprovethetruepositiveandfalsepositiveratesbutwithstrongerimpacton
theimbalanceddatasetthanthebalanceddataset.

Figure7andFigure8representtheprecision,recall,andf-measureforallsevenalgorithmson
thebalancedandimbalanceddatasets,respectively.Ingeneral,thesethreemetricsarehigheronthe
imbalanceddatasetincomparisonwiththebalanceddataset,exceptforNB(DF)recall.Therefore,
answering the RQ1, balancing the dataset does not improve the precision, recall and f-measure
overall.Giventheimbalanceddataset,wenoticedthatchangingtheparameterstoJ48(2),SVM(DF)
andNB(SD)doimprovetheprecision,recall,andf-measure.However,thisisthecaseonlyforNB
(DF)andNB(KE)onthebalanceddataset.Therefore,answeringtheRQ3,changingthealgorithm’s
parametersimprovetheprecision,recall,andf-measurebutwithstrongerimpactontheimbalanced
datasetthanthebalanceddataset.

Figure 1. Classification accuracy (weighted average) using the balanced dataset
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Table5presents thesummaryofour results relating toAccuracy,Time toBuild themodel
(TB),TimetakentoTestthemodel(TT),TruePositive(TP)rate,FalsePositive(FP)rate,Precision
(P),Recall(R),andF-measure(F)withafocusonbalancedandimbalanceddatasets.Inthistable,
weidentifyalgorithmswhichproducethebestresultswith“*”intermsofthemetricsabovewhere
“B”represents“BalancedDataset”and“U”represents“ImbalancedDataset”.Wescoreeachand
calculate theoverallscorefor the table.Overall,ourexperimentsonthe imbalanceddataset(i.e.
originaldataset)showabetterperformanceincomparisonwiththebalancedoneexceptforthetime
takentobuildandthetimetakentotestthemodel.Therefore,answeringRQ1,foreachclassifier,
balancingthedatasetdoesn’timprovemetricssuchas:ClassificationAccuracy,TruePositiverate,
FalsePositiverate,Precision,Recall,andF-measureingeneral.However,itimprovesthetimetaken
tobuildandthetimetakentotestthemodel.

Table6and7representthesummaryofourresultsregarding:ClassificationAccuracy,TB,TT,
TPrate,FPrate,P,R,andFwithafocusontheimpactofemployingdifferentparametersineach
classifieronthebalancedandimbalanceddatasets,respectively.InTable6andTable7,“e”represents
“EqualResults”and“*”represents“TheBestPerformance”.

Addressingtwotables,runningeachclassifierwithdifferentparamentshasstrongerimpactwhen
usingtheimbalanceddataset,Table7,comparedwiththeresultsfromthebalanceddataset,Table
6.Indetails,asTable6represents,forthebalanceddataset,runningJ48andSVMwithdifferent
parametersresultinalmostequaloutputsforClassificationAccuracy,TB,TT,TPrate,FPrate,P,

Figure 2. Classification accuracy (weighted average) using the imbalanced dataset
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Figure 3. Time taken to build/test the model using the balanced dataset

Figure 4. Time taken to build/test the model using the imbalanced dataset



International Journal of Cyber Warfare and Terrorism
Volume 10 • Issue 2 • April-June 2020

19

Figure 5. True positive/false positive using the balanced dataset

Figure 6. True positive/false positive using the imbalanced dataset
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Figure 7. Precision/recall/f-measure using the balanced dataset

Figure 8. Precision/recall/f-measure using the imbalanced dataset
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R,andFeach.However,thisisnotthecaseforNBwhereNB(SD)givesthelowestscorecompared
withNB(DF)andNB(KE).

Moreover,asTable7represents,fortheimbalanceddatasettheimpactofemployingdifferent
parametersonCA,TB,TT,TPrate,FPrate,P,R,andFisstronger.Forinstance,J48(2)andSVM
(DF)performbetterthanJ48(DF)andSVM(2),bothrespectively.ForNBsetofalgorithms,NB
(SD)performsthebestwhileNB(DF)andNB(KE)areequallyworse.

Therefore,answeringRQ3,runningtheclassifiers,i.e.J48,SVMandNB,withdifferentparaments
willaffecttheCA,TB,TT,TPrate,FPrate,P,R,andF,howevertheimpactissignificantlystronger
whenusingimbalanceddatasetcomparedwiththebalanceddataset.

5. CoNCLUSIoN AND FUTURE WoRK

Inthispaper,weaddressedissuesregardingextremelyimbalanceddatasetswithafocusoninsider
threatprobleminwhichtheminorityclassbelongstothemaliciousactivitiesandthemajorityclass
belongstothebenignactivities.Forthis,weprovidedacomprehensivereviewandimplementation
onthedatapre-processingphasewhichisavitalstepinanydatamining/machinelearningprojects.
Thisincludesapopularbalancingtechniqueknownasspreadsubsample.Additionally,wewidely
explainedsixdemosetupsforthegeneraldatabreachscenarioincluding:datatheft,privilegeduser
databreach,endpointsecurityprocessing,shadowITrisk,datasecurity,andsensitivefolderbreach.
Wealsoinvestigatedseveralparametersforourchosenclassifiersandstudiedtheimpactofconfiguring
eachclassifierwiththeseparamentsandcomparedtheirperformancewiththedefaultsetups.Forour
experiments,weidentifiedeightperformancemetricsincluding:ClassificationAccuracy(CA),Time
takentoBuildthemodel(TB),TimetakentoTestthemodel(TT),TruePositive(TP)rate,False
Positive(FP)rate,Precision(P),Recall(R),andF-measure(F)alongwithafewpopularmachine
learningalgorithms(i.e.J48decisiontree,SVM,NB,andRF).

We then raised three researchquestions to answer in this study:1) the impactofbalancing
thedataset during the data pre-processing phase (i.e. using spread subsample technique) on the
performancemetricsmentionedabove,2)theimportantparametersforthechosenclassifiers(i.e.
J48decisiontree,SVM,NB,andRF)and3)theimpactofconfiguringourchosenclassifierswith
theidentifiedparamentsintermsofperformancemetricsincomparisonwiththedefaultsetupsfor
thebalancedandimbalanceddatasets.Answeringourresearchquestions,werealisedthatbalancing
thedatasetdidnotimproveCA,TPrate,FPrate,P,R,andFingeneralbutitimprovedthetime
takentobuildthemodelandthetimetakentotestthemodel.Additionally,werealisedthatrunning
theclassifierswithdifferentparametersaffectedtheperformancemetrics(i.e.CA,TB,TT,TP,FP,
P,R,andF)howevertheimpactwassignificantlystrongerontheimbalanceddatasetratherthanthe
balanceddataset.

Forourfuturework,wewillinvestigateallthepossibleandpopularbalancingtechniquesand
willimplementthemonourextremelyimbalancedinsiderthreatdataset.Wewillthenanalyseand
comparetheirimpactsintermsofperformancemetricsmentionedabove(i.e.CA,TB,TT,TP,FP,
P,R,andF).
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Table 5. Supervised machine learning results; Classification Accuracy (AC), Time taken to Build/Test the model (TB, TT), True 
Positive (TP), False Positive (FP), Precision (P), Recall (R), and F-measure (F)

Balanced and 
Imbalanced datasets

Classification 
Accuracy

TB TT TP FP Precision Recall F-measure

B U B U B U B U

J48(DF) * * * *

*

* * *

J48(2) * * * *

*

* * *

SVM(DF) * * * *

*

* * *

SVM(2) * * * *

*

* * *

NB(DF) * * * *

*

* * *

NB(SD) * * * *

*

* * *

NB(KE) * * * *

*

* * *

Total score 1 6 14 0 5 9 1 20

Table 6. Supervised machine learning results; Accuracy, Time taken to Build/Test the model (TB, TT), True Positive (TP), False 
Positive (FP), Precision (P), Recall (R), and F-measure (F)

Balanced dataset Accuracy TB TT TP FP Precision Recall F-measure Total 
score

J48(DF)
J48(2)

e * e e e e e 1

e * e e e e e 1

SVM(DF)
SVM(2)

e e e e e e e 0

e * e e e e e e 1

NB(DF)
NB(SD)
NB(KE)

e * * * * * 5

* * 2

e * * * * * 5
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Table 7. Supervised machine learning results; Accuracy, Time taken to Build/Test the model (TB, TT), True Positive (TP), False 
Positive (FP), Precision (P), Recall (R), and F-measure (F)

Imbalanced dataset Accuracy TB TT TP FP Precision Recall F-measure Total 
score

J48(DF)
J48(2)

* * * 3

* * * * * 5

SVM(DF)
SVM(2)

* * * * * * * 7

* 1

NB(DF)
NB(SD)
NB(KE)

* 1

* * * e * * 5

* e 1
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