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COVID-19 and Biocybersecurity’s 
Increasing Role on Defending Forward
Xavier Palmer, Old Dominion University, USA

Lucas N. Potter, Old Dominion University, USA

Saltuk Karahan, Old Dominion University, USA

ABSTRACT

The evolving nature of warfare has been changing with cybersecurity and the use of advanced
biotechnologyineachaspectofthesocietyisexpandingandoverlappingwiththecyberworld.This
intersection, which has been described as “biocybersecurity” (BCS), can become a major front
ofthe21st-centuryconflicts.TherearethreelinesofBCSwhichmakeitacriticalcomponentof
overallcybersecurity:(1)cyberoperationswithintheareaofBCShavelifethreateningconsequences
toagreaterextentthanothercyberoperations,(2)thebreachinhealth-relatedpersonaldataisa
significanttoolforfatalattacks,and(3)health-relatedmisinformationcampaignsasacomponent
ofBCScancausesignificantdamagecomparedtoothermisinformationcampaigns.Basedonthe
observationthatratherthaninitiatingthenecessarycooperationCOVID-19helpedexacerbatethe
existingconflicts,theauthorssuggestthatBCSneedstobeconsideredasanessentialcomponent
ofthecyberdoctrine,withintheDefendingForwardframework.Thefindingsareexpectedtohelp
futurecyberpolicydevelopments.
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Bio-Security, Biocybersecurity, Cyberbiosecurity, Defense, Security

INTRODUCTION

Thediscussionof theevolutionofcyberwarfare requires thediscussionof theconsequences in
termsof their impacts.Oneanalysisofpapers found thatbetween2010and2020, thenotionof
cyberattackshasbeennormalizedandthatinsomearticles,civilianlossesgounmentioned,ifnot
downplayed,despitethecomparedimpactoftoolsemployed(Sallinen,2021).Thisindicatesthat
the effects of cyberwarfare and cyberweapons in security studiesmayunderestimatebiological
casualtieswhentakingintoaccountpastorpossibleconsequencesofcyberconflictversustheimpact
ontargetedfacilities.Throughoutthehistoryofwarfare,humanshavewitnessedcountlessmodes
ofweaponryfromrockstonuclearwarheadsofwhicheachadvancementhasraisedthestakesand
risksinengagementindirectlosses,makingcyberwarfare,whichhasbeenseenbythelaypublic
inalargelycomputationallens,seembenign.Theexception,ofcourse,iswithincasesconcerning
ransomwareandnewsregardingthetargetingofpublicinfrastructuressuchashospitalsorconnected
spaces(Martinetal.,2017;Spenceetal.,2018).Thisviewisnotrareinconsiderationofmodern
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cyber conflicts between rival powers as losses areprimarily incurred in termsof financial loss,
infrastructurefunctionality,corruptionofdata,anddismantlingoflogistics,andmore,resultingin
thereductionofdirecthumancasualtiesthatwouldbecausedthroughuseofmunitions(Brennerand
Clarke2009;Evans,2020;Metzger2020;MorenoandLovaas2020;Sallinen,2021).

Indelineatingthedifferencebetweencyberwarandcyber-crime,astheyaresometimesusedin
similarinstances,acoredifferenceliesinstatesponsorshiporlinkedinfrastructureoftheattacks,
combinedwithorotherwiseoperationallylinkedtoarmedforce(Maurushat,2013).Forexample,
NationAsendingcriminalstoNationBcanbeseenashostilewhilenotbeingengagedinwarfare.
Alternatively,forNationAtosendabattalionofsoldierswouldbealmostunequivocallyseenas
warfare.Thecontextsofeachactionwilldiffer.Itisdifficulttoputanexactnumberonwhatnumber
oftroopsorwhichactionselevatehostilitiestowar-timeactions,anditisreasonabletobelievethat
theexactnumberwillbenebulousastheexactmanpowertoconstituteanactofwarwoulddepend
onparticularsandrationaleofthenationsinvolvedforsuchanaction.Assomenationsengagein
actswithoutfullydeclaringwar,enlargingtheframeforcyberwarincontextsinwhichnation-states
utilizecyberattacksinanorganizedmannerasapartofwar-timeorwar-timeadjacentactsishelpful
fordiscussionandmayreflectahelpfulmeasureofdefense.Inthemidstofconflictingliterature,the
authorsleantowardsBrenner’s(2006)cyberwaredefinitionwhichreflectsvirtualconductofmilitary
operationsastheysufficientlygroundthecontextofwarfare(Brenner,2006).Otherwise,suchhostile
acts,unconnectedtostate-actorsandarmedconflict,canbeframedascybercrime.

DIGITALIZATION OF BIOLOGy AND HINTS OF POSSIBLe ATTACKS

Despitethisdelineation,itispossiblethatthelinebetweencybercrimeandcyberwarmayyetstillfind
itselfblurredthroughtheoverlapofthedomainofbiology,givenbiology’sincreasingdigitalization
andversatilityofaccess.Vastresearchhasdemonstratedthathealthcanbepersonalized,andaspectsof
itcanbedigitalized,allowingincreasingaccesstohumanlivesdirectlyandpresentingincreasedrisk
(DiEuliisetal,2018;Bergeretal,2019).Threatstolifeatthisintersectionarequiteafewfornow,but
maysoonbefoundontheincrease.AhintwasgiveninSeptemberof2020,whereinitwasbelieved
thataGermanpatientwasafatalityduetoaransomwareattack.However,thislaterprovednotto
bethecase,andthepatientwasincriticalenoughconditionthatthefatalitywasinevitable(Goodin,
2020;O’Neill,2020).This,however,highlightsthepossibilityofthecaseandsuggestsitasbeinga
matterofwhen,notif,aransomwareattackcancripplehospitalfunctionsenoughtocauseafatality.
Consideringtheincreaseinransomwareutilized,itisrelativelyuncommonforlaypeopletothinkof
thedeathsthatcanoccurinsuchcyberattacks,butthisiscanchange(Habibzadehetal,2019).There
isgoodreasontobelievethatbridgingthedigitalworldandbiologycanbefurtherabused,andforthis
reason,theauthorsseeitimportantdiscusstheemergingdisciplinethataddressedthisintersection
cyberbiosecurity(Murchetal.,2018;Peccoudetal.,2018).Forthispaper,theauthorsalternatively
refertoitasbiocybersecurity(BCS),emphasizingthebiologicalfactors,suchasphysicalelements
likeDNAorcontextualizedinformationaboutthemindigitalform,thatcanbeusedandtargetedas
aninterlockincriticalsystemsreliantonbiometricsforauthenticationorprocessing,likehospitals.
Intime,cybermeanscanbeusedtoselectandattackdemographicsofpopulationswithprecision,
targetingspecificbiologicalmaterialsandqualities,fromrepositoriesinhospitals,privatecompanies
thatamasscitizendata,and/orpersonaldevices.TheexploitationofBCS,ifperformedonbehalfof
anation-state,increasesthepotentialfordestructioninwhatcouldbecalledbiocyberwarfare,that
is,theexploitationofintersectionalvulnerabilitiesinBCSasoraccompanyingtheuseofforcefor
war-time,geopoliticalgain.

Whatthismeansfortheeverydayindividualisthataspectsofmodernsocietythatarevitalfor
everydaylivingsuchasagriculture,healthcare,fashion,policing,andenergymaybecomenewtargets
forexploitationfromanewangleofattack:cyberattackswithabiologicalinterlock(Bakeretal,
2019;Duncanetal,2019;George,2019;Mantleetal,2019;PotterandPalmer,2020).Anyonewho



International Journal of Cyber Warfare and Terrorism
Volume 11 • Issue 3 • July-September 2021

17

iscreativeenough,fromtheindividualleveltothestate-level,andisendowedwiththeresourcesto
leverageBCSvulnerabilitiesmayintimebeabletomodifyspecificbiologicalcomponents,interface
themwithacomputersystem,andtheeffectsofthiscanbemagnifiedforactorsasbiocomputing
andbio-basedstoragegainincreasedprominence(Katz,2015;Goni-MorenoandNikel2019;Wang
etal.2019).It isworthemphasizingthatstate-actorsaremuchmorecapable,buttheirleveland
fundingare increasingly lessa limiter forbio-basedattacksgiven the increasingaccessibilityof
biotechnology.Thispotentialreflectsthattheassetssusceptibletotheseattacksmustbedefended,
andthenecessityofthedefensewillonlyincreaseovertime.Thisdoesnotbodewellforefforts
ofprovidingadequatenationalcyberdefense,giventhatmanycountriesarestrugglingtoaddress
currentgapsintheircyberdefenses.

JUSTIFICATION OF BCS AS ALTeRNATIVe TO 
“CyBeRSeCURITy IN THe HeALTHCARe SeCTOR”

MildcritiquemayexistwithrespecttotheuseofBCSversusreferringtosuchmattersassimply
cybersecuritywithinthehealthcaresector,buttheauthorssupportBCS/CBSasitsownfieldaswith
manyauthorswhohaveputindeepworkinestablishingthefield(DiEulisetal.,2018;Murchetal.,
2018;Peccoudetal.,2018;Richardsonetal,2019;Schabackeretal,2019;PotterandPalmer,2020;
Turner,2019).Theauthorsinthispaperpositthreechief,butnotlimitingpoints,whicharethat:

• A: The increased inclusion of biology as interlocks or foundational units in computational
andotherwisecyberprocesseslimitstheroleandrationaleforkeepingITcentered.Example
technologieswithin thedomain are:Biometric authentication,DNA-based computation and
data storage,digitalizationofmedical recordsandgesture-basedentry,andBrain-Computer
Interfaces,andmoreareontheway(DiEulisetal.,2018;Murchetal.,2018;Peccoudetal.,
2018;PotterandPalmer,2020).

• B:Manybiologicalprocessesarenolongersimplytheendresultofdataprocessingandrequire
specializedtrainingquitedistantfromITtrainingtotroubleshootadequately.Further,manyof
theseprocessesarenotexclusivetohealthcare.(Dieuliisetal,2018;PotterandPalmer,2020)

• C:BCSaddressesatemporalmatterinthatbiologicalprocessesaretakingoveraspectsofdigital
aspectsinmanyemergingtechnologies,andtraditionalinterfacesarelikelynotremain--thatis,
BCSbetterdescribesthedirectionofshiftingthecenterofthefoundationofthesetechnologies,
whicharenowhere,indevelopment,andorareinconceptualization.

Together,thesepointsmotivatetheauthorstomovethecenteringofthetopicfromcybersecurity
towardstheintersectionofthefieldsofcybersecurity,cyber-physicalsecurity,andbiosecuritywhile
emphasizingtheleadorprimacythatexistsinbiologyastraditionalmeansofconceptualizingIT
becomelessrelevant.

BCS AND DeFeND FORWARD 

It isalsofair toaskwhere theUSstandswith itscyberdefensestrategyasbiology increasingly
comesintoconsideration(Hester,2019).Currently,theUSisundergoingashiftfromadefensiveto
anoffensivestanceinwhatisreferredtoas“DefendingForward”(DF),asisexemplifiedinthe2018
DepartmentofDefense(DoD)CyberStrategy,whichstatesthattheDoD“will defend forward to
disruptorhaltmaliciouscyberactivityat its source, includingactivity that fallsbelowthe level
ofarmedconflict.”ThescopeofthisstrategyhasbeenexplainedbyKosseffwith“threegeneral
components:(1)positioningtodegradecyberoperations;(2)warningtogatherinformationabout
threatsandinformdefenses;and(3)influencingadversariestodiscouragethemfromdeployingcyber
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operationsagainsttheUnitedStates.”(Kosseff,2019).Thefirstcomponent“positioning”isamost
criticalcomponentandthecaseforitslegitimacyunderinternationallawisbasedonequivalencyof
anintrusivepositioningtothebattlefieldpreparationinconventionalwarfare(Chesney,2018).An
immediateandpersistentengagementbetweentheUSanditsadversariesincyberspaceremains,but
groundingpositionsposeadifficulty.Forexample,onceanIPaddressisdeterminedtobethesource
ofmaliciousactivityonDoDnetworks,establishingaposturetobeabletodegradeadversarialactions
isconsideredalegitimateactivity.However,thereexistmanyquestionswithintheDFframework.
Forexample,itisworthaskingtowhatdegreeentitiessuchastheDoDoughttoconformmalicious
intentbeforeactingincyberspaceorabio-cyberspaceas itdevelops.Thebio-cyberspacediffers
fromcyberspaceinthatitincludesadirectconnectiontophysical,biologicalcomponents.Further,
itisimportanttoaskwhatbasicsecurityprotocolsshouldbewithinaDefendForwardstancein
thefuture,whichisincreasinglybiological.Plainly,whatdoesDFmeantoBCS?Inthisarticle,the
authorsaimtoexplore,butnotdefinitely,possibleanswerstosuchquestionsinlightofCOVID-19
andotherhealth-relatedparadigms.TheauthorsdothisthroughdiscussionofhowCOVID-19fits
withintheparadigmofBCS,howBCSmayopenfurtherdifficulttopredictroutesofattackbased
onourcurrentdefensiveframeworks,whybiocyberwarfaremaybecomeattractive,acaseforDefend
Forward,howDFcanbeaugmentedthroughtheinclusionofBCS,andprojectionsofbothBCSand
DFworkingattheoperationallevel.However,tonote,thesheerbreadthandnovelty,andneedforthe
developmentofthelatter,acomprehensiveframeworkofBCSandDF,restrictsdiscussionofsuch
anexploration.Thus,theauthorsaimtoopendiscussionwithinthecourseofthiswork.

HOW COVID-19 FITS WITHIN THe PARADIGM OF BCS

The meaning of cybersecurity during the COVID-19 pandemic is multifaceted and is a proper
questionofthegrowingfieldofBCS.Toreiteratefromabove,Murchetal.(2018)describethis
newandhybridizingfieldasonewhereinsecurityrelatingtocyber-physicalsystems,biosecurity,
andgeneralcybersecuritymeet.Peccoudetal.(2018)rightlysupportthisbyidentifyinghowcyber-
physicalprocessesareinherentinbiotechnologyworkflows.AsCOVID-19isbeingaddressedby
biotechnologicalequipment,researchisbeingprotectedthroughcybersecurityprotocolstoprotect
fromsabotageandespionage,andthismakesCOVID-19,byextension,amatterofBCSandthus
cybersecurity,as itexistswithin theheartofbiosecurity.Manysecurityprofessionalspreviously
consideredjustthecyberaspectofvulnerabilitiesposedconcerninghealthcare,buttheyhavebeen
recentlygivenreasontothinkofhowbiologycanplayaroleaswell(Murchetal.2018).Thatis,how
canpeopleuseaspectsofbiologytoproducephysicalorcyber-attacks,orhowcancybersecurity-
basedexploitsbeusedtothwartbiologics-basedeffortssuchasmedicalreliefeffortsortesting.From
thecybersecurityside,thiscancomeintheformofpeopleproducingphishingcampaignsunderthe
guiseofCOVID-19testingorrelatedeconomicrelief,peoplestealingvitalresearchfromlabsaiming
toeitherstudyCOVID-19orproducevaccinestoCOVID-19,orsimplestallingordisruptionof
vaccinelogistics.Anotherroutecouldbethroughtheoverwhelminghospitalsystems,tothedegree
thatoverridesconcernsofpre-existingconditionsincurrentmedicalrecords;thiswouldnotbemuch
differentfromaDDoSattack,exceptinphysicalform.AnalreadydemonstratedpathwithCT-Scans,
butnotyetadaptedforCOVID-19showsthatonecansimplyinstallmalwarewhichcanproduce
falsepositivesandnegativesonmachines;hypothetically,onemayfindanadaptationcreatedfor
Covid-19,whereinelectronictestscouldberiggedtogivefalseresultsandimproperlytriageinfected
patient(Mirsky,2019). Onemoreroutecouldbethroughbiomimicryviamalwarewhichmimics
Covid-19pathology.Forexample,Davis(2020)highlightedarouteinwhichahypotheticalmalware
withbahvioralqualities likeCovid-19couldbeeffective.Suchmalwarecouldhaveat least two
versions,whereinanasymptomaticminorityvariantisbenignwhileotherswreckhavoconinfected
computingsystems(Davis,2020).Thisdoesnotyetaddressthephysicalandbiological,yetcyber
routeofattackwhichisunconventional,butthese,themselves,couldproveeffective.Acombination
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ofthesecouldbeusedtoproductchaoswithinanothernationwithoutfiringasingleshot,giving
emphasistoteamsskillfulbehindthekeyboard.AsXie(2020)notes,itCOVID-19givesreasonto
reconsidercybersecurityandthenewnormalwhichitmaypresent.However,changesaddressing
justconventialandmarginallynewavenuesofattacksmayfallshortinBCS.

BCS’S POSSIBILITy OF OPeNING FURTHeR LeSS 
PReDICTABLe ROUTeS OF ATTACK

Marushat(2013)notedunconventionalcyberattacks,utilizedacrosstheworldsincethe1980s,from
examplessuchasWANKtoSTUXNET,andthatintrusionshaveevolved.Thevalueintheeffectiveness
ofunpredictableattacks,coupledwiththeevolvingnatureofattacks,lendsthequestionofwhere
thenextwaveofattacksmayemerge.AsMaurushat (2013)presented, securitymaybe through
obscurityor,itsreplacement,throughabsurdity.Theflipsideisthatsuchanapproachcanalsorefer
toexploitsofvulnerabilities.Thenotionofabsurdvulnerabilitieswhichmadetherouteofbiology
morerelevantcamethroughtheworkofNey(2017),ashisteamdemonstratedthattheuseofDNA
inaremoteattack,throughwhichsyntheticDNAcouldbeusedtodelivermalwaretoacomputer
systemviaasequencingutility.Thisattackwasnovelatthetimeinthatitsignaledthatbiotodigital
attackswerepossible,andotherresearchershavesinceinvestigatedotherbio-relatedavenues,beit
hacking,suchasthefeasibilityofhackingDNAinsupplychainsystemsormeansthatmighttake
one-daybridgeresearchthatallowsforsmartermeansofhackingsuchasdirectdatatransfertocells
orunderminingbio-inspiredsecurityinthefuture(Bitametal,2016;Berezow,2021;Gent,2021).
Additionalevolutionsmightbeseen,dependingonthecontinuedgrowthofbiotechpairedwiththe
ingenuityofhackers,buttheextentisunclear.

 COVID-19mayyieldacluetoonecontinuedbranchinabsurdexploits.Alreadythroughit,
widespreadtravel,trade,andrelationshavebeendisrupted,andforagoodreason.COVID-19targets
multipletissuesandorgans,allowingforanembeddinginmultipleareasofone’sbodyandpresent
symptomsthatcanlastatleastmonthsasnotedbyFraser(2020).Similartoaninfectedcomputerina
network,justonepersoncarryingthisbiologicalvirusisapathwaytoattackinganentirecommunity
(Rothrock,2020).Additionalvariants,whichmayhampervaccinationdevelopmentanddistribution
efforts,alsoexist(Koyamaetal,2020).Withreflectiononhowbiotechnologycostshavebeendropping
andaccessibilityhasbeenincreasing,itispossiblethatCOVID-19couldbemodifiedintofiercer
threatthroughmalicioustamperingviatheworkofclever,maliciousactorswhomightonedayuse
increasinglyaccessibleequipmenttoamplifyitseffect.ThiscanmeantweakingofCOVID-19itself
orananalogue, thoughcommonlyaccessibleopen-sourcedsoftwarecombinedwithmoreeasily
accessibleDIYbiologyequipment,toproduceavariantthatiscapableofeitherconfoundingthe
resultsoftestingorincreasinghospitalizations.Althernatively,theycouldthenusethispervasive
virusorvariantsasanewinterlockforattacksontheefficacyoffacilitiessuchashospitalsorpolicing
centersorasameansofinjectingmaliciouscode.Torestateandrefocus,thisthreatcouldcome
throughtheworkofamaliciousactorwhocreativelyusesCOVID-19asabiologicalinterlockwithin
anattackonafacility,buildingonpriorworkwiththeunderstandingthataninfectedindividualor
theirsamplesmaybeprocessedandbetheneededmeansofdelivery.

Thetoolsforthemanipulationofgeneticmaterialareeasilyaccesible,cheap,versatile,andhave
beenavailableforseveralyears(Belhajetal,2015;Caplanetal,2015).Useofsuchtools,likeCrispr,
arenowamatterofartinsomecircles,andthesetoolsarewidespreadenoughthattheabilityto
stoptheirprofilerationoruseisunrealistic,notthattheyshouldbe,especiallysincecitizenscientists
within this domain canbe instrumental in assisting inmatters of biosecurity and education and
haveestablishedmodesofgovernancethatareimportantforunderstandingandguidingcommunity
embraceofbiotechnology(DumitriuandGoldberg,2019;Kuiken,2016;Pearlman,2017;Thomas
etal,2017).However,GronvallandWest(2020)notethatthepotentialformalicioususeofgene
editingremains;andnotingthis,continuedcooperationwithallusersofthisclassoftechnology
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is essential.Governmentswillneed themeans toprotect against emergent threats that canarise
throughtheuseofthesetools,andtothatend,themeaningofcybersecurityduringtheCOVID-19
pandemicisessentiallyachancetoevolve,think,anddreambiggerforwhatcybersecurityneedsto
be.Itwillalsorequiregreaterdegreesofcooperationbetweengovernmentsandcitizens.Government
organizationshavesuccessthroughtheiroutreachtoDIYBiohackers,butthissuccesshasnotbeen
universal,asnotedbyWolinsky(Wolinski,2016).Iftheseattitudesremainincongruousworldwide,
itisperhapstimeforarethinkineffortstoaddressingBCSframeworks.WeilandMurugesan(2020)
pointoutthatresilienceispossible,andmuchcanbelearnedfromIT,whichhasandcontinuesto
facilitatemanyindustriesandactivitiesdisruptedbyCOVID-19.However,thismayonlycontinueas
anintersectionalpolicyfocusedonpreparedness,effectiveresponses,andhonestcritiquescombined
withgrowthareallowedunabated.

CONSIDeRATIONS ON THe PReFeRABILITy OF CyBeR 
WARFARe AND THUS BIOCyBeRWARFARe

Itishelpfultoconsidertheadvantagesthatcountriescangainfromoptingforcyberwarfareversus
conventionalmeansofwarfare.Daggett(2010)notedthatthecostofUSmilitarycampaignshasrisen
overtime(Daggett2010).Whenaccountingforthecostsoftroopdeploymentaswellastheeconomic
manpowerdeniedthroughit,thesecostscanproveunattractiveformodernnationstomatch.Costsrise
substantiallythroughconsiderationoftroopqualityoflifeandtheirfamiliesbackhome.Fromthere,
moralcostsmountconsiderablyandatahigherratecomparedtoafocusedcyberwarfarecampaign.
Economiclossesfrommunitionsleftonbattlefieldsanddisruptedlivescanfurthermultiplycosts.In
contrast,aviableandprotractedcyberwarcampaigncaneasilybeconstrainedtoamuchlessamount.
Thismeansthatdestructioncanbeachievedwithandlimitedtorelativelycheapcomputersandother
electronicsconnectedtotheinternet,toattackfromasfarasaninternetconnectionwillallowan
agent’sdevicestoreach.Lossesandcostscanbecutconsiderably,andadecentcyberwarfarewing
candisruptanddelayasignificantmilitaryforcethroughattackingcommunicationsandlogistics,
allowingforeffectivemulti-prongedmeansofdeterrence(Brantly2018).Forthisreason,countries
thatareoutclassedmilitarilybylargerandmoredevelopedpowerslikeRussiaandtheUnitedStates
canengage inasymmetricwarfareonnewterraineconomicallybypursuingcyberwarfare.This
greatereaseinassemblingteamsandcarryingoutattacksbycountriespointstoaneedforgreater
cyberdefensetosecureinformationateventhemostbasiclevels.Thiscanentaillearningcommonly
safecybersecuritypracticessuchas improvedpasswordselectionanddiscouragingdownloading
unverifiedappsfortheirsmartphones.Analogously,similarlevelsofscrutinymaybeneededatthe
biologicallevelinconsiderationofthreatswithinBCS,notjustinlabsbutoutside,asbiologicstakes
increasedprominenceinsociety(Peccoudetal.2018).

Inadditiontothecostandcapabilityassociatedwithcyberwarfare,thescopeofactivemeasures
hasalsoexpandedwiththeincreasingprominenceof thebiologicalcomponentofcybersecurity.
Inadditiontothetraditionalactivemeasures,health-relatedinformation,propagandaonnations’
responsestothepandemichavebecomepartofRussianactivemeasures.Informationaboutbiologics,
trueandfalse,havebeenusedtoaffectthepublicmoodandcreatepotentialopeningsamongthe
publictoexploit,leadingtoapotentialneedfornationstoexaminehowthismaybeweaponizedand
disarmed.Stone(2019)reportedtheuseofNovichoknerveagentknownasA-234againstformer
Russian spy Sergei Skripal and his daughter Yulia Sergei Skripal, indicating that chemical and
biologicalweaponsarestillseenasmeansofadversarialactsforsomenations(Stone,2019).While
usingbiologicalandchemicalagentsforadversarialacts,Russiahasalsoconductedmisinformation
campaigns,asreflectedinareportbytheBBConhowRussianstatemediafabricatesnewsabout
asupposeddeathlabinGeorgia(Goddard,2018).Thefalseaccusationswereinvestigatedbythe
BBC,andtheirinvestigationrevealedthatactivitiesinaUS-fundedlabinGeorgiatocureHepatitis-C
werepresentedasbiologicalwarfareexperiments;Russianmediaandofficialsmadefalseclaims
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aboutthelaboratory’sactivitiesandpresentedthefundingfromtheDoDasevidenceofbiological
warfareexperiments(Goddard,2018).Whilethestorywasdisproved,itsusebytheRussianmedia
servesasaninstrumenttoconsidertheuseofbiologicalwarfare,perhapsalsorelatedpropaganda,
asanacceptablecomponentofwarfare.ThisphenomenonisexpandedtootherlabsinEx-Soviet
countriessuchasKazakhstan,Georgia,Armenia,andmore,whichwerepartofaformeranti-plague
system(Stronski,2020).Stronski(2020)notesthatthesenow-retrofittedlabs,owedinparttothe
Nunn-Lugarprogram,usedfortrackingoutbreaksandplagueprevention,wereaccusedofharboring
andboostingbioweaponsresearch,whichdamagedtheirreputation(Stronski,2020).Considering
thatthepossibilityofactorsobscuringtheirtracksexistswithinBCS,asincybersecurity,itwould
notbeanexaggerationtoexpectcountriestousecybermethodstotriggerbiologicalconsequences,
withdifficultyinattribution.Thereexistsanuncountedpossibilityofscenarioswheresuchmethods
maybedeployed,althoughtheirtracemaynotappearforyears.Inthecaseofinternationalterrorism,
maliciousactorshavemoretargetsthatcanbepursued,anditiswisethatanationworkstogetas
muchofarunningstartaspossibleindefenseandforensics. 

COVID-19hasprovedtobeacasewheretheexpectationsforcompletecooperationagainsta
globalpandemicfailed,andwavesofdisinformationinthebiologicalareawerenotcurbeddespite
the necessity to fight against a global pandemic. Disinformation and misinformation campaigns
alreadyhadasignificantimpactonpublicpolicy.(Landon-Murray.etal.,2019).Thereislittlereason
tobelievethatthesecampaignswouldhaveloststeamduetoCOVID-19andareseenasvaluable
enoughtocontinueamidthepandemic.InJuly2020,AssociatedPressreportedfromUSofficials
thatsuchdisinformationcampaignswereusedbyRussiaeithertospreadfalsenewsortoamplify
certainaccusationsfromChinatocreateconfusionandadvancecertainnarratives(Tucker,2020).
ThisproblemisnotjustlimitedtotheEast,asNie(2020)reports;thespreadofmisinformationisa
widerphenomenonindicatinganimperativeforimprovedcooperation,communication,andtrustin
helpingtocontainemergentthreatswithinthemisinformationsown(Nie,2020).

THe CASe FOR “DeFeND FORWARD” 
INTeRNATIONALLy AND DOMeSTICALLy

Theshiftintheapproachofseveralwesternnationsfromadefensivetoanoffensiveapproachin
cybersecuritybringsevenmoresignificancetotheimportanceofBCS.(Smeetsetal.,2018).France
andGermanyrecentlyadoptedanoffensiveapproachincybersecurity(Laudrain,2019;Schulzeand
Herpig,2018;Kavanagh,2019).Traditionally,theEuropeanapproachhadalwaysemphasizedprivacy,
triedtoavoidgovernmentintervention,andwasnotinclinedtooffensivecyberoperations(Tataretal.,
2014).However,increasingactivitiesofinternationalactors,especiallythe“ParisCallforTrustand
SecurityinCyberspace”bytheendof2018,whichemergedasaninitiativetoestablishinternational
normsfortheinternet,triggerednewinitiatives.(FranceDiplomatie::MinistryforEuropeandForeign
Affairs,2019).ThiswasfollowedbyanewdoctrinebyFrance,whoinitiatedtheParisCall.In2019,
Francepublishedits“DoctrineforOffensiveCyberOperations,”andcyberactivitieswereintegrated
intoconventionalmilitaryoperations(Laudrain,2019).Similarly,Germany’spreparationsforanew
cyberdefensestrategywithcomponentsofoffensiveoperationsandchangestotheGermanBasic
Lawwerereportedinthemedia(Prager,2019).

ThistrendisalsoseenintheUSDepartmentofDefense(DoD)throughtheDoDCyberStrategy
(Mattis,2018;Volz,2019).ThisshiftisreflectedintheremovalsofrestrictionsintheObama-era
PresidentialPolicyDirective20(PPD-20)andthepublicationoftherecentDoDCyberStrategy(Geller
&Schwartz,2018).Theconceptsof“persistentengagement”and“defendforward”acknowledge
thattherealreadyisanongoingwarincyberspace,andtheDoD,whichoverseessecuringthenation
fromforeignadversaries,hasthetaskofdefendingthenationinwar;thistaskdemandstheuseof
cybercapabilitiesinadversarialnetworks,withintheauthoritygrantedtotheUSmilitarybyTitle10
(Kosseff,2019).ThistrendcanalsobeobservedintherevisionoftheJointPublication3-12in2018.
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Itisnotedthat3-12doesnotincludethebiologicaldimensionandpoorlytalksaboutthecognitive
dimension.However,with the fact that possible attacks that includebothdimensionshavebeen
demonstratedtobepossible,atleastinlabenvironments,asshownthroughtheworkofNey,Puzis,
andothers,itisreasonabletoupdatethedocument.(Ney,2017;Puzis,2020).Althoughtheformer
versionofJointPublication(JP)3-12waspublishedin2013,ithasaverysimilaroutlinewithJP
3-12(2018),whichexpandsfurtherinthedefinitionofcyberspace,anddelineatescoreactivitiesin
cyberspace.ThedefinitionofOffensiveCyberspaceOperations(OCO)inthe2018documentrefers
to“inandthrough“foreign”cyberspace”whilethe2013documentmentionsjust“inandthrough
cyberspace.”Thiswas also reflected in the fact that theUSCyberCommandwas elevated to a
unifiedcombatantcommandinMay2018,whichmeantthatthecommanderoftheCyberCommand
wouldhavetheauthoritytoactinthecyberdomainsimilartotheactionsothercombatantcommand
commanderscantakeinwarzones.WhilethisapproachisstillproblematicwhenconsideringUSIP
addresses,withinthescopeof“foreigncyberspace,”takingthedirectconsequentialeffectsofBCS
intoaccountimprovesthejustificationof“defendforward”asanecessarystrategywithbio-cyber
technologicalconvergenceasthreatsinthisintersectioncanpermeateUSlocalizeddevices,locations,
andbodiesconnectedtoUSIPaddresses.(George2019).

BCS AND LeGITIMACy OF “DeFeND FORWARD”

ThislegitimacyoftheDFparadigmismorevalidfortheattacksthreateningBCSduetoamore
directbiologicalemphasisandathreattolifecomparedtocommoncyber-attackswhichfocusrather
onfinances,privacy,ornon-medicalinfrastructure;thisrealityputscasesofBCSatthemargins
closest toarmedconflictwithin the territoryof“shortofarmedconflict”(KarabacakandTatar,
2014).Whileeverycyberattackhasitsuniqueconsequences,theattackswithinthescopeofBCS
arecategoricallyclosertolife-threateningconsequencesasinanarmedconflict.Thiscertainlydoes
notnegatetheattributionproblemwithincybersecurity.Despitethesupportofcountriesthatfavor
defendforward,attributionisstillaproblemincyberspace(Tatar,Gokce,andGheorghe,2017).Itis
difficulttofigureoutwhetherthesourceoftheattackisdeterminedaccurately,andthiscastsdoubts
onlegitimacyinanyoffensiveaction.Whiletheattributionproblemhasalimitingeffectonoverall
cyberdefenseandanyoffensivecyberoperations, italsosupports thecasefor“defendforward”
whenBCSisconsideredacriticalcomponentofoverallsecurity.PositioninginlinewithDFismore
justifiableinthecontextofBCSduetothegreaterneedforattributionasbiologicalelementscanbe
morepreciselytargetedandincludeagreaterdimensionfortracking,especiallywherethebiological
interlockisdefined.Regionalsourcesofpandemicscanmoreorlessbetriangulated.Thiscontext
cangenerateoutcomesdifferentfromthenegativepublicopinioninthepost9/11worldwhereinthe
USforceswerepositionedintheMiddleEastandbecameengagedinwarswiththerationalethat
uncertaintylegitimizedpreemptivestrikes(AmooreandDeGoede,2008).Whilethisnotioncanand
hasbeencriticizedintermsoflong-termconsequences,ithasastrongerrelevanceinaBCSsetting
(AmooreandDeGoede,2008).Biocyberattacks,likethoseofnuclearattacks,couldcreateproblems
thatremainandaccumulateinourbodiesandenvironments(Brometetal.,2011;ShaulandLower,
2015).Unlikethenegativeeffectsrelatedtopublicperceptionsduetothe“preemptivestrikes”inthe
waronterror,positioningincyberspaceisnotveryclearandwouldnotnecessarilyconstituteasource
ofnegativepublicopinion.However,publicopinionofcurrentadministrationscouldturnnegative
uponfailuretomeetbiologicalcyberthreatsregardingtheireffectsifunaddressed.Reflectingonthe
supportforthemilitaryandanti-terrorinitiatives,anadministrationwoulddowelltohaveaplanof
actiontoengageinsuchthreats.

An important question is what form this engagement would take. Realistically, this means
improved funding towardsSTEMeducation, greater expertise sharingbetween labs focusingon
specializedareasofbiology,promotionofinitiativesthatstudythegrowingsynergybetweenbiology
and computing, updating best practices for the regulation of biological products, promotion of
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communitybiospacesandallowingsecurityforcestopursueagentswhoaimtousetheintersection
forterror(George2019;Murchetal.2018;Potter&Palmer2020).Inallareas,thismeansgrowing
proactivitytokeepupwiththeexplosivegrowthofbiocybertechnology,aswellaseducatingsociety,
toallowforsuperiorflexibilityinnavigatingsuchthreats.Apolicythatfailstodothisrunstherisk
ofrapidobsolescence,waste,andexpandingliabilitiesforthenation’sfuture.Thisconcernhasonly
increasedduetothecyberattacksonthehealthcaresystemsduringCOVID-19.Priortothepandemic,
Kruseetal.(2017)notednumerousmodernhealthcarethreatsalreadyinexistencethatmaygrow.
AbipartisanletterfromseveralUSsenatorstotheheadsoftheDepartmentofHomelandSecurity’s
(DHS)CybersecurityandInfrastructureSecurityAgency(CISA),NationalSecurityAgency,and
USCyberCommandwasurgingCISAandCyberCommandto“Evaluatefurthernecessaryaction
todefendforwardtodetectanddeterattemptstointrude,exploit,andinterferewiththehealthcare,
publichealth,andresearchsectors”(USSenate,2020).

BCS AND DeFeND FORWARD AT THe OPeRATIONAL LeVeL

InadditiontotheimpactofBCSinstrategicdefenseposture,ithasimmensepotentialtoinfluence
futurewarfarethroughexpandingthenumberofavailableandpotentialtargets,withthepotential
foroff-targeteffects forbothuserand target.Thisentailsaneed to findways tocontain threats
beforetheystart.Intermsofbiocyberwarfare,ISTAR(intelligence,surveillance,targetacquisition,
and reconnaissance) activities become further complicated as more routes to attack enter into
thediscussion.TheUSJointPublication3-12“Joint IntelligencePreparationof theOperational
Environment”describestheinformationenvironmentas“theaggregateofindividuals,organizations,
andsystemsthatcollect,process,disseminate,oractoninformation”andrepeatedlyindicatesthat
cyberspaceisincludedintheinformationenvironment(JointPublication3-12CyberspaceOperations,
2019).Inapersistentengagementworld,theinvestigationofmaliciousactorstryingtopenetrate
biotechnological assets and taking deterrent, preventive, or disruptive measures in their systems
becomesanaturalcomponentofoperationalplanning.Thisallowsustorevisitourearlierquestion
regardingDFfromthecontextofBCS.In“positioningtodegradebiocyberoperations,”thiscan
meangatheringthegeneralmeanstocontainanddismantleoperationsbymaliciousactorsthrough
ongoingresearchandpreparation.Thesecondmeans,whichisto“gatherinformationaboutthreats
andinformdefenses,”takestheformofsurgicallygatheringadequateexpertisetodynamicallydevelop
riskassessmentsandmethodsofcontainmentforspecificthreats.Lastly,thestepof“influencing
adversariestodiscouragethemfromdeployingcyberoperationsagainsttheUnitedStates”canbe
throughstiffpenaltiesforlow-levelactors,leadinguptosanctionsandpreemptiveactionagainststate-
levelactors.ThemaindifferenceinextendingDFinvolvesapplyingadeeperdegreeofconsideration
forhowbiologycanplayapartincyberoperationsandapplyingmoreexpertisetowardsit.

CONCLUDING THOUGHTS TOWARD A FUTURe 
AND MORe COMPReHeNSIVe WORK

ThispaperservestodiscussthetopicofBCSandtheimplicationsofCOVID-19onBCSwithin
thecontextofDF.ItfirstdiscussestheprominenceoftheemergingfieldofBCSandprovidesa
foundationforfutureargumentastowhyitneedstobeconsideredasacriticalcomponentofcyber
warfare.TherearethreelinesofBCSthatmakeitacriticalcomponentofoverallcyberdefensewithin
thecontextofdefendingforward:(1)CyberoperationswithintheareaofBCShavelife-threatening
consequencestoagreaterextentthanothercyberoperations,(2)Thebreachinhealth-relatedpersonal
dataisasignificanttoolforfatalattacks,andfinally(3)Health-relatedmisinformationcampaigns
asacomponentofBCScancausesignificantdamagecomparedtoothermisinformationcampaigns.
ThenotionisfurthersupportedbytheobservationthatthefightagainstCOVID-19didnotinitiate
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thenecessarycooperation,butonthecontrary,exacerbatedtheexistingconflicts.Astheeffectsof
thepandemicthreatenedlives,theexistingfearhasbeenusedformisinformationcampaigns.

FollowingthediscussionontheincreasingimportanceofBCSandhowthisrolehasgained
prominence,thepapersuggeststhatBCSneedstobeconsideredasanessentialcomponentofthe
cybersecuritydoctrinewithintheDefendingForwardframework.Whilekeyfactorsintheemergence
ofBCSincludethepaceofimprovementsinbiotechnology,thenatureofattacksrelatedtoBCS,
potentialattacksthatmayemerge,andthecriticalityofattributioninsuchattacksthatcouldbenefit
fromanationalsecurity-basedapproachtoBCS,thecasesrelatedtoCOVID-19provedthatBCS
servesasanamplifyingfactorforconflictincyberspaceanditsspilltootherdomainsofwarfare.The
authorssuggestthattheexperiencesregardingthelackofcooperationintheCOVID-19environment
haveservedasameanstoincreaseawarenessaboutBCSandstrengthenedtheargumentsforthe
defenseforwardapproachwithincybersecurity.TheauthorsadditionallysuggestthatBCSneedsto
beconsideredasacriticalcomponentofnationalcybersecuritystrategiesandtheincidentsduring
COVID-19furtherexposedthisnecessity.Theauthorsspecificallyencouragefurtherresearchinthe
inclusionofBCSconcerningtheassessmentofnationalsecurity.

Giventhebreadthofsuchacombinedframework,theauthorsbelievethatsuchcanbeassisted
byanupdatedmappingofBCSresearchandcasesofreal-worldexploitsattheintersectionthatis
BCS.CombinedwiththelatestJointPublication,amoremeaningfulfoundationforinclusioncanbe
established.Itistheauthors’opinionthattheendeavortowardsacomprehensiveBCS-DFframework
isinthebestinterestsofnationalsecurityforeachnation.
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