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Abstract 
 
 

Title of Dissertation:  The Application of Electronic Certificates for Ships in 

China: An Ecosystem-based Approach 

 

Degree:   Master of Science 

 

 

Digitalization is significantly impacting the maritime sector and reshaping its future. 

It has become all the more vital and imperative ever since the maritime industry was 

severely affected by the COVID-19 pandemic. As one of the keystones and enablers 

of maritime digital transformation, the use of electronic certificates for ships (required 

to be carried on board ships), featuring various advantages over paper certificates, 

continues to gain global momentum. 

 

In spite of the efforts and progress made by the Chinese government in applying 

electronic certificates, challenges remain in terms of the speed and scope of 

application. 

 

This dissertation examines the application of electronic certificates in China from an 

ecosystem perspective, which was adopted in the areas of business, management and 

governance, amongst others. The dissertation pays close attention to the full range of 

stakeholders, the inter-connected relations among them, as well as the global maritime 

and digital context. It proposes forward-looking, holistic and sustainable solutions. 

 

The dissertation focuses on “non-technical” (non-technology-related) aspects of the 

application of electronic certificates, which prove to be more burdensome than 

technical (technology-related) aspects. Relevant challenges and areas for improvement 

have been identified at the legal, policy and organizational layers. The political, 

economic, social and cultural impacts of the application of electronic certificates are 

discussed. Finally, targeted recommendations are provided at both specific and macro 

levels.  

 

 

KEYWORDS: Electronic certificate, e-certificate, maritime digitalization, 

ecosystem, business ecosystem, ecosystem-based approach, e-government, China 
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Chapter 1 Introduction 

 

1.1 Background 

 

A certificate (for ship) is a “document issued by an Administration or its 

representatives that is used to show compliance with IMO requirements and used to 

describe operating conditions, crewing requirements, and ship equipment carriage 

requirements” (International Maritime Organization [IMO], 2016, p.3). It is 

considered as prima facie evidence for a ship’s seaworthiness and its compliance with 

flag State, port State and coastal State requirements in accordance with relevant 

conventions or regulations. With the development of the shipping industry as well as 

more focus on safer, cleaner and more efficient shipping, the international maritime 

regulatory framework is expanding, and so is the number of certificates and documents 

required to be carried on board ships.  

 

According to the latest List of Certificates and Documents Required to be Carried on 

Board Ships, 2017 issued by IMO (FAL.2/Circ.131; MEPC.1/Circ.873; 

MSC.1/Circ.1586 & LEG.2/Circ.3, 2017), there are a total of 119 certificates and 

documents “required of shipowners by public authorities on the arrival, stay and 

departure of ships” under various IMO instruments, and this should not be interpreted 

as “precluding a requirement for the presentation for inspection by the appropriate 

authorities of certificates and other documents carried by the ship pertaining to its 

registry, measurement, safety, manning, classification and other related matters” 

(IMO, 2017, p.1). The main groups of certificates and documents for ships issued by 
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Maritime Administrations (MARADs), Recognized Organizations (ROs) acting on 

their behalf or other parties are provided in Table 1 below. 

 
Groups of certificates 

and documents for 

ships 

Issued by Examples 

Ship certificates  Flag State / RO 

International Tonnage Certificate, 

International Load Line 

Certificate, Safety Management 

Certificate, International Oil 

Pollution Prevention Certificate 

Class certificates Class 
class hull and machinery 

certificate 

Equipment certificates Flag State / RO Voyage Data Recorder (VDR) 

Ship documentation Owner, Builder 

Stability booklet, safety plan, 

mandatory operational routines 

(e.g., Shipboard Oil Pollution 

Emergency Plan, Shipboard 

Marine Pollution Emergency Plan) 

Log books, records Crew / Master 

Deck logbook, Engine logbook, 

Oil Record Book, Garbage Record 

Book  

Crew certificates 
Flag State, Other 

authorities  

Certificate of Competency, 

Medical certificate 

Insurance  Insurance companies Liability, pollution 

Cargo and holds Shipper, Operator 

Cargo info, Dangerous Goods 

(DG) manifest, Gas Free 

Certificate 

 
Table 1: Main groups of certificates and documents required to be carried on board ships 

(compiled by Author from RINA, 2015; Ren, 2016 & IMO, 2017) 
 

The shipping business is traditionally a paper-intensive industry with hard copies of 

certificates stored on board for inspection and verification (Ren, 2016). As such, the 

heavy dependency upon paper certificates has caused stakeholders including 

shipowners, seafarers, flag administrations and classification societies, to mention but 

a few, to incur considerable manpower and financial costs, because paper certificates 

have to be prepared, printed, delivered and kept on board ships.  
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Driven by maritime digitalization and the well-recognized benefits of electronic 

certificates1 over paper certificates in reducing administrative burdens and operational 

costs, improving shipping efficiency as well as enhancing security and 

competitiveness, the use and acceptance of e-certificates has been embraced 

throughout the maritime sector in recent years.  

 

To facilitate the application of e-certificates, IMO adopted the Guidelines for the Use 

of Electronic Certificates (FAL.5/Circ.39/Rev.2, 2016), and invited member 

governments to “take the necessary actions at the national level to ensure that adequate 

legislation is in place for the use and acceptance of electronic certificates, as may be 

required” (IMO, 2016, p.1). At its 30th Assembly session, IMO adopted the revised 

Resolution A.1119(30) on Procedures for Port State Control, 2017, to reflect the 

validity of e-certificates. More recently, the IMO Sub-Committee on Human Element, 

Training and Watchkeeping (HTW) has been working under the auspices of the 

Maritime Safety Committee (MSC) on the development of amendments to the STCW 

Convention and the Code for the use of e-certificates and documents of seafarers with 

the target completion year of 2022.  

 

Besides, IMO’s other requirements or initiatives in a broader scope with regard to “the 

establishment of systems for the electronic exchange of information by 8 April 2019”2, 

“Maritime Single Window (MSW)” 3  and “Maritime Autonomous Surface Ships 

                                                      
1 According to the Guidelines for the Use of Electronic Certificates (FAL.5/Circ.39/Rev.2, 2016), 

“electronic certificate means a certificate issued in an electronic format” (IMO, 2016, p.3).  
2 According to 1.3bis Standard of Section 1.C of the Convention on Facilitation of International 

Maritime Traffic, 1965, as amended (FAL Convention), “Public authorities shall take all necessary 

measures for the establishment of systems for the electronic exchange of information by 8 April 

2019”. 
3 The Facilitation Committee (FAL) of IMO approved Guidelines for Setting up a Single Window 

System in Maritime Transport (FAL.5/Circ.36) in 2011 and Guidelines for Setting Up a Maritime 

Single Window (FAL.5/Circ.42) in 2019.  
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(MASS)” 4  as well as the call for “greater maritime digitalization” 5  and “Future 

Internet of Ships (FIoS)”6 from the whole maritime sector have given further impetus 

to the use and acceptance of e-certificates.  

 

With the relevant framework for flag and port States to use and accept e-certificates 

agreed at IMO now in place, the application of e-certificates continues to gain global 

momentum. Since 2016 when Denmark first announced a complete transition from 

paper to electronic format of all statutory certificates issued to ships flying its flag7, 

more and more flag States have followed the flow, paving the way for further 

application of e-certificates at global level. For example, Class NK alone was 

authorized by 54 flag States to issue e-certificates for ships as of July 20218. 

 

1.2 Problem Statement and Research Objectives 
 

As a large maritime country and seafarer-supplying country, China’s active 

participation in the application of e-certificates for ships is of great benefits not only 

to China itself, but also to the world for helping to speed up the global process. Over 

                                                      
4 https://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-shipping.aspx 
5 On 5 June 2020, IMO issued the Circular Letter No.4204/Add.20 entitled “Coronavirus (COVID-

19) – Accelerating digitalization of maritime trade and logistics – A call to action”, supporting the 

initiative by a group of global industry associations representing the maritime transportation and 

port sectors, consisting of ICS, IAPH, BIMCO, ICHCA, IMPA, ISSA, IHMA, FONASBA and 

IPCSA and encouraging collaboration between maritime supply chain industry stakeholders and 

Member States, as well as intergovernmental collaboration at local, national and regional level, to 

accelerate digitalization. 
6 According to Cosgrave (2018), “Future Internet of Ships (FIoS) encompasses internet of shipping 

services (e.g. sea traffic management voyage management and port collaborative decision making 

(STM Validation Project, 2018)), internet of shipping things (e.g. smart ships (autonomous vessels 

being the extreme example), smart objects enabled with radiocommunications to facilitate remote 

monitored such as engines and pumps), internet of shipping knowledge (documents online in real-

time i.e. IMO GISIS modules), internet of shipping people (digital identities for seafarers /fishers). 

It is a technology paradigm that illustrates the shift of management, planning and execution of 

shipping to new services, new tools, new software packages, new interfaces, and new user 

interaction solutions” (p.59).  
7 https://www.dma.dk/Presse/Nyheder/Sider/Danish-ships-to-be-issued-with-digital-certificates-

.aspx 
8 https://www.classnk.or.jp/hp/en/activities/portal/e-cert.html  

https://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-shipping.aspx
https://www.dma.dk/Presse/Nyheder/Sider/Danish-ships-to-be-issued-with-digital-certificates-.aspx
https://www.dma.dk/Presse/Nyheder/Sider/Danish-ships-to-be-issued-with-digital-certificates-.aspx
https://www.classnk.or.jp/hp/en/activities/portal/e-cert.html
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the past few years, the China Maritime Safety Administration (MSA), as the competent 

maritime authority of China, has attached great importance to the use and acceptance 

of e-certificates. On 14 April 2018, the first electronic statutory certificate was issued 

to the Chinese-flagged vessel XIN MEI ZHOU by the China Classification Society 

(CCS), the RO authorized by China MSA. By 31 August 2021, CCS had issued 84,025 

electronic statutory certificates to Chinese-flagged vessels engaged in international 

voyages. On 6 September 2019, China MSA and the Maritime and Port Authority of 

Singapore (MPA) signed the Memorandum of Understanding (MOU) Relating to 

Promotion, Acceptance and Use of Electronic Certificates between China and 

Singapore to strengthen cooperation in this area. With the successful completion of 

the pilot project (52 successful real-ship tests on the mutual use and acceptance of 

electronic statutory certificates accomplished by 31 July 2021), a more ambitious 

objective on the docking of MSW systems of the two countries is expected to be 

achieved in the near future.  

 

Nevertheless, China’s current application of e-certificates is still far from being 

sufficient and efficient in terms of the number of ships and types of certificates, as 

currently only statutory certificates are issued in electronic format to Chinese-flagged 

ships engaged in international voyages. With paper certificates now still taking a much 

larger proportion in real practice, the benefits of the wide use of e-certificates have not 

been realized.  

 

To achieve the best outcome of reducing administrative and operational costs, 

improving shipping efficiency, and enhancing the competitiveness of China as a flag, 

port and coastal State, there is a pressing need to “go above and beyond” by promoting 

e-certificates towards quicker, wider and more sustainable application.  

 

Besides, the need to increase maritime digitalization as highlighted by Mr. Kitack Lim, 

the Secretary-General of IMO, to “enhance the resilience of the maritime supply chain, 
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to support sustainable development and to enable recovery”9 after the outbreak of the 

COVID-19 pandemic has intensified the urgency of further application of e-

certificates by all countries, including China, given the fact that the use of e-certificates 

is an enabling and fundamental step in maritime digital transformation and is 

profoundly impacting the process. 

 

For the purpose of better understanding the significance of e-certificates to the 

maritime sector, better analysing relevant opportunities and challenges as well as 

seeking more sustainable solutions with regard to further application of e-certificates 

in China, this dissertation adopts an ecosystem-based approach, which has been 

applied previously in the areas of business, management and governance, amongst 

others. Such an approach features holistic and forward-looking discussions by paying 

close attention to the full range of stakeholders of e-certificates, the inter-connected 

relations among them and the global maritime and digital context.  

 

The research is guided by the following three questions to attain the aforementioned 

objectives: 

 

Question 1: How should the use and acceptance of e-certificates be viewed as an 

ecosystem? 

Question 2: What are the major challenges in further promoting e-certificates in 

China? 

Question 3: What measures should be taken by the Chinese government to achieve 

quicker, wider and more sustainable application of e-certificates? 

 

This dissertation focuses on the certificates as provided in the List of Certificates and 

Documents Required to be Carried on Board Ships, 2017 issued by IMO 

(FAL.2/Circ.131, MEPC.1/Circ.873, MSC.1/Circ.1586 & LEG.2/Circ.3), including 

                                                      
9 https://www.imo.org/en/MediaCentre/SecretaryGeneral/Pages/Digitalization-Maritime-

Perspectives.aspx  

https://www.imo.org/en/MediaCentre/SecretaryGeneral/Pages/Digitalization-Maritime-Perspectives.aspx
https://www.imo.org/en/MediaCentre/SecretaryGeneral/Pages/Digitalization-Maritime-Perspectives.aspx


 9 

seafarer certificates while excluding documents such as log-books, records, manuals, 

files and booklets which are used to record or instruct ongoing operations of ships.  

 

1.3 Research Methodology 
 

This study adopts a multi-step qualitative approach which is practicably suitable for 

gaining an in-depth understanding and insightful findings. At the first stage, desk 

research is carried out, with sources covering books, peer-reviewed articles, 

stakeholders’ publications (policies, reports and media releases) as well as various 

instruments and documents of IMO and other relevant international organizations. 

Based on this, a better understanding of the application of e-certificates for ships in a 

broad context is achieved and the ecosystem-based framework for detailed discussions 

is established. Then, major findings regarding the status quo and challenges of 

application of e-certificates in China are identified through case studies, workplace 

observations and semi-structured one-to-one interviews. The interviews involve six 

respondents representing a wide range of stakeholder groups including government 

authorities, shipping companies, seafarers and ROs (table 2). Furthermore, comparison 

analysis on the practices by the maritime authorities in some other countries and China 

is conducted to identify relevant gaps and to provide more insights. Finally, practical 

and targeted recommendations on how to further promote the application of e-

certificates in China are provided.  

Respondents Stakeholder Groups 

Staff member from the China Maritime Safety 

Administration (MSA) 
National MARAD 

Staff member from the National Office of Port 

Administration 
National MSW partner 

Staff member from Maritime and Port Authority of 

Singapore (MPA) 
Foreign MARAD 

Seafarer from China COSCO SHIPPING Bulk Co., 

Ltd 
Seafarer 

Staff from CCS RO 
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Agent from COSCO SHIPPING Lines South-China 

Co., Ltd 
Shipping Agency 

 

Table 2: Stakeholder groups involved in the semi-structured interviews (prepared by Author) 

 

1.4 Dissertation Outline 
 

This dissertation examines the application of electronic certificates for ships in China 

by assessing and addressing major challenges. Chapter 2 provides an overview of the 

ecosystem of electronic certificates in China and establishes the main layers for 

detailed discussions. Chapter 3 analyses the legal and other policy-related concerns 

from both general and maritime perspectives, and identifies main gaps. Chapter 4 

focuses on the challenges at the organizational layer by covering both inter-

organizational and intra-organizational considerations, and points out areas for future 

improvements. Chapter 5 discusses the political, economic, social and cultural impacts 

and proposes ways forward. Chapter 6 draws conclusions and provides targeted 

recommendations at both specific and macro levels.      

 

1.5 Literature Review 
 

1.5.1 Ecosystem 

 

The term “ecosystem” beyond biological or ecological contexts was first raised by 

Moore in the 1990s as “business ecosystem” to describe the business environment as 

“an economic community supported by a foundation of interacting organizations and 

individuals – the organisms of the business world” (1996, p.26). Afterwards, this 

metaphor was further used and developed by many researchers in social and economic 

domains with different focuses.  

 

Studies on ecosystems vary from business, management, strategic, policy or 

governance perspectives, and consequently the definitions are wide-ranging 
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(Anggraeni et al., 2007; Jacobides et al., 2018; Zhang & Liang, 2011; Lappi et al., 

2015 & Valkokari, 2015). Despite various descriptions focusing on different areas, it 

is widely accepted that an “ecosystem” connects multiple and varying elements with 

interdependence and interactions among a wide range of actors and resources 

(Harrison et al., 2012; Williamson & De Meyer, 2012 & Barykin et al., 2020). In other 

words, in the whole ecosystem, all stakeholders are interconnected in the collaborative 

and competitive environment, and prosper together with the sound and sustainable 

development of the ecosystem.  

 

With the development of information technologies in the digital era, the term “digital 

ecosystem” was derived from “business ecosystem” with centrality of digital 

technology. Valdez-De-Leon (2019) defines it as “loose networks of interacting 

organisations that are digitally connected and enabled by modularity, and that affect 

and are affected by each other’s offerings” (p.44). While sharing the common elements 

of any other ecosystems, data and its connectivity are considered as the distinctive 

features of digital ecosystems (Subramaniam, 2020).  

 

The meaning of addressing issues from the perspective of an ecosystem is identified 

by Harrison et al. (2012) that “this image replaces simple unidirectional models of 

causality and development with the idea of complex interactional systems in the 

process of adapting and growing” (p.905). Rong et al. (2015) state that a nurtured 

ecosystem with a friendly and healthy network of stakeholders helps to cope with the 

uncertainties of emerging industries. According to Iansiti and Levien (2004), an 

ecosystem perspective offers balanced attention to all areas (both living and non-living 

elements in the networked environment) during the delivery of a product or service, as 

the weakness of any link can undermine the performance of the whole. Moreover, 

ecosystem thinking does not respect traditional industry boundaries, but requires 

understanding of the whole environment and seeing the big picture (Tiivola, 2019) and 

the ecosystem-based approach helps to achieve more potential outcomes and generate 

more collective advantages and network effects in the shared environment (Ofe, 2020). 

https://hbr.org/search?term=marco%20iansiti
https://hbr.org/search?term=roy%20levien
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With regard to the successful evolution of an ecosystem, Moore (1993) concludes that 

the lifecycle should include four phases, namely, birth, expansion, leadership and self-

renewal. Rong (2011) further proposes, in a more detailed process analysis, that the 

five phases of emerging (new solution proposed or simple supply chain formed), 

diversifying (product/service diversity explored), converging (partners’ network 

integrated), consolidating (mass production and stable market formed) and renewing 

(original market replaced and networks re-organized for further improvement) 

constitute the whole lifecycle of a sound and healthy ecosystem.  

 

The success of an ecosystem has been assessed by several scholars from different 

perspectives, but with similar measurements in essence. According to Iansiti and 

Levien (2004), productivity (able to create network effects by expanding 

users/markets), robustness (able to survive and prosper in the uncertain and changing 

environment) and niche creation (able to increase diversity through the creation of 

valuable new functions) should be the three critical elements for an effective and 

sustainable ecosystem. 

 

1.5.2 Interoperability in an Ecosystem 
 

The importance of “interoperability” among stakeholders has been highlighted by 

many researchers in their ecosystem-related studies. As pointed out by Kenney and 

Pon (2011) and Rong et al. (2013), an emerging industry experiences an uncertain 

environment and requires a high degree of interoperability among the ecosystem 

partners so that it can further expand and develop. Senyo et al. (2019) highlight that 

for digital business ecosystems, continuous development and improvement of existing 

approaches are required until seamless interoperability is achieved among partners, 

services, processes and technologies. According to Gasser (2015), interoperability in 

different forms at each layer is apparently needed in the digital ecosystem so as to 

interconnect all actors, promote diversity and innovation for better development of the 

https://hbr.org/search?term=marco%20iansiti
https://hbr.org/search?term=roy%20levien


 13 

ecosystem. Moreover, interoperability enables stakeholders to “work together towards 

mutually beneficial and commonly agreed goals” (Kouroubali & Katehakis, 2019, 

p.1). 

 

Furthermore, although there is a lack of a uniform definition of interoperability, it has 

been generally accepted that interoperability is a broad concept at various layers not 

merely limited to technological understandings, but refers to “the ability of people, 

organizations and systems to interact and interconnect so as to efficiently and 

effectively exchange and use information” (Baird, 2009, p.223). According to Gasser 

(2015), “Human and institutional aspects of interoperability are often just as - and 

sometimes even more - important than the technological aspects” (p. vi).  

 

Within the context of government service delivery, the new European Interoperability 

Framework (EIF) identified four layers of interoperability including legal, 

organizational, semantic and technical (The European Commission [EC], 2016). This 

view is also supported by Baird (2009) who describes the four facets (technical. 

organizational, legal/public policy and semantic) of interoperability in an ecosystem, 

and go on to say that the effect of differing political, economic, cultural and social 

forces should be taken into consideration by the government while promoting 

interoperability.  

 

1.5.3 Electronic Certificates for Ships 
 

The use and acceptance of e-certificates for ships has been widely discussed and 

reported by almost all stakeholders of the maritime industry, which include but are not 

limited to IMO, maritime authorities, classification societies, shipowners, seafarers, 

agents, vetting companies, insurers, financial and legal advisers. The adoption of the 

Guidelines for the Use of Electronic Certificates (FAL.5/Circ.39/Rev.2) and 

Procedures for Port State Control, 2017 (Resolution A.1119(30)) by IMO aims to 

facilitate the wide use and acceptance of e-certificates by providing general guidance. 
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However, no concrete or specific mandatory requirements have been introduced, and 

further efforts are needed by member governments to facilitate the application in real 

practice.  

 

Despite extensive discussions on e-certificates across the entire maritime sector, there 

are few peer-reviewed articles directly addressing the application of e-certificates for 

ships. Instead, most publications focus on a wider concept, such as e-government or 

maritime digitalization, which the use of e-certificates is part of. Ren (2016) conducted 

a feasibility study on e-certificates and documents for reducing administrative burdens 

and the impacts in China, concluding that with strong legal and technical basis, the use 

of e-certificates and documents for ships should still be treated carefully due to the 

complexity of the issue. Cosgrave (2018) assessed the global challenges on application 

of ship e-certificates (seafarer certificates were not included in her paper) and proposed 

necessary steps from legal, operational as well as fraud and trust perspectives for 

maritime administrators to make the digital shift.  

 

Among the literature on e-government or maritime digitalization, common findings 

can be categorized in two types. The first type is about technical aspects, with 

discussions on technology-related matters (methods, systems and devices which are 

the result of scientific knowledge being used for practical purposes, as defined by The 

Collins Dictionary)10 , such as the opportunities and challenges of new technologies 

(Peronja et al., 2020; Agatić & Kolanović, 2020; Jovi´c et al., 2020). The other type is 

about discussions on non-technical aspects, with discussions on non-technology-

related matters, such as legal considerations (Laryea, 2005; Rukavina et al., 2016) and 

coordination among different parties (Wang, 2018). These papers together offer 

various insights for research on the application of e-certificates for ships.  

  

                                                      
10 https://www.collinsdictionary.com/dictionary/english/technology/related 

https://www.collinsdictionary.com/dictionary/english/technology/related
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Chapter 2 The Ecosystem of Electronic Certificates for Ships in 

China 

 

This Chapter reviews the application of e-certificates for ships in China by taking a 

close look at the key elements in the ecosystem. Accordingly, the direction for further 

efforts in the application is made clear and the framework for detailed discussions with 

regard to the major challenges is established.  

 

2.1 Overview of the Ecosystem 
 

The networked ecosystem of e-certificates for ships involves various interconnected 

stakeholders with different features, ranging from governments, organizations, 

companies as well as individuals, who cooperate or compete in a co-evolutionary 

process. The sound and sustainable development of the entire ecosystem relies heavily 

on the interactions and interdependent relations among all the stakeholders in the 

global digital shipping context. Therefore, in order to further promote the application 

of e-certificates in China, holistic arrangements should be made by accommodating 

the requirements from all stakeholders. Additionally, the common needs should be 

identified and the shared objectives should be achieved among them.  

 

Before discussing current challenges, it is necessary to have an overview of the 

ecosystem of e-certificates for ships in China, with stakeholders and the relations 

among them summarized in figure 1.  
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Figure 1: The ecosystem of e-certificates for ships in China (conceptualised by Author) 

 
Figure 1 provides a visualization of the stakeholders involved in e-certificates with 

different roles and needs. Meanwhile, the full scenarios of e-certificate application 

including issuance, storage, access, verification and archiving are reflected.  

 

It can be seen from Figure 1 that many of the stakeholders are not part of the traditional 

value chain of suppliers and distributors who directly contribute to the creation and 

delivery of e-certificates. Institutions that outsource business services, companies that 

offer technical support, and manufacturers of other related products/services that are 

used together with e-certificates for ships all fall into this ecosystem. The ecosystem 

also comprises rivals and users whose actions and feedback have an impact on the 

development of e-certificates or processes. Other regulatory agencies and industry 

outlets are part of the ecosystem too, and they can have a less immediate but significant 

impact on the application of e-certificates. Generally speaking, in the ecosystem of e-

certificates, all stakeholders both affect and are affected by each other, either directly 
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or indirectly, and “rise and fall” together depending on the “good or ill” development 

of the entire ecosystem.  

 

As pointed out by Iansiti and Levien (2004), “drawing the precise boundaries of an 

ecosystem is an impossible and, in any case, academic exercise”. This is mainly 

because of the reality that almost all businesses are now operating in the networked 

environment. Similarly, it is worth noting that there is no clear border of the ecosystem 

of e-certificates for ships in China. Due to the global feature of international shipping 

as well as the wider scope of maritime digitalization, such an ecosystem is constantly 

expanding. Consequently, any discussions on this issue should be carried out from 

more inclusive and holistic perspectives, that is, at both general (e-government as a 

whole) and maritime-specific levels as well as in national and international contexts, 

in order to achieve more forward-looking and sustainable approaches. 

 

The related theory on ecosystems as mentioned in Chapter 1 can be applied to further 

view the ecosystem of e-certificates for ships in China, which is illustrated in Table 3. 

 
Key measurements 

of a successful 

ecosystem (Iansiti 

& Levien, 2004) 

The success of the ecosystem of 

e-certificates in China - what 

to achieve 

How to do 
Roles of 

MARAD 

Productivity (able to 

create network 

effects by expanding 

users/markets) 

Promoting the application of e-

certificates as wide as possible in 

terms of the number and scope of 

users.  

Ensure 

interoperability 

at all layers 

among all 

stakeholders to 

enable further 

transition from 

paper 

certificates to 

e-certificates.  

orchestrator, 

regulator, user, 

authorizer, 

service 

provider... 

Robustness (able to 

survive and prosper 

in the uncertain and 

changing 

environment) 

Developing and implementing 

forward-looking policies on e-

certificates by taking into 

consideration future trends in 

global shipping (e.g., greater 

digitalization, more 

harmonization).  

https://hbr.org/search?term=marco%20iansiti
https://hbr.org/search?term=roy%20levien
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Niche Creation (able 

to increase diversity 

through the creation 

of valuable new 

functions) 

Promoting the application of e-

certificates with more types with 

use in broader business areas / 

ranges (such as “Transport 

Service”, “Trade Service” and 

“Financial Service”).  

 
Table 3: Main elements of a successful ecosystem of e-certificates in China (prepared by Author 

based on Iansiti & Levien, 2004) 

 

By applying Iansiti and Levien’s theory on the three key measurements of a successful 

ecosystem to the case of e-certificates, Table 3 puts forward the objectives that should 

be achieved for the sustainable application of e-certificates and points out what efforts 

should be made by the government.  

 

A successful ecosystem of e-certificates in China requires the widest application of e-

certificates in the number of users, geographic scope and business types. It also 

requires keen insights into emerging maritime digital development, demands and 

opportunities, thinking out of the traditional management mode, and breaking 

governance boundaries. Whether all stakeholders can work together to create shared 

and maximal value towards shared objectives will determine the health of the 

ecosystem. The main role of the MARAD is to bring together all other stakeholders 

and foster interoperability at all layers so as to facilitate information sharing and 

service delivery. During this complicated process, the MARAD has to not only play 

the rather single role as regulator, user, service provider or authorizer, but also act as 

an orchestrator who always needs to coordinate and promote at all levels to facilitate 

the well-functioning of the whole ecosystem. 

 

2.2 Key Aspects of the Application of Electronic Certificates for Ships in 

China 
 

The issuance, cancellation, endorsement, maintenance and verification of e-

certificates among various stakeholders in China, like other digital initiatives, are 

complicated issues involving both technology-related and non-technology-related 
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areas. The key aspects of the application of electronic certificates are discussed by 

covering both technical aspects and non-technical aspects, with reference made earlier 

to the distinction between them in Chapter 1.4.3.  

 

2.2.1 Technical Perspectives 
 

There is no doubt that e-certificates need to be applied with the support of technology, 

so it is necessary to look at this issue from technical perspectives. Compared with the 

non-technical aspects, technical aspects prove to be less challenging to accomplish for 

the Chinese government with the following reasons.  

 

2.2.1.1 Technical Readiness and Maturity 

 

As pointed out by Cosgrave (2018), the possibility and capacity for maritime 

administrations to operate digitally is typically ensured by national policy for adoption 

of digital methods and instruments, which is commonly known as “e-government”. E-

government gained its global momentum earlier this century and more recently has 

also been referred to as “digital government” interchangeably. Obviously, the 

readiness and maturity of the country to use Information and Communications 

Technologies (ICT) to deliver e-government services at the general level determine, 

to a large extent, the technical availability of the application of e-certificates for ships 

(a specific case of e-government) in the country.  

 

The past two decades have witnessed profound developments in China’s e-government 

services. According to the United Nations E-Government Survey 2020, China joined 

the very high E-Government Development Index (EGDI) group, distinguishing itself 

by increasing its EGDI value by 16.7% from 2018 to 2020 and demonstrating its 

progress in implementing comprehensive digital governmental policies and initiatives 

at both the national and sub-national levels. Meanwhile, the country has been “actively 

incorporating frontier technologies such as big data, AI and 5G into digital government 
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to enhance the efficiency of public sector management and service delivery” (p.50), 

ranking the world’s No. 12 in terms of Online Service Index (OSI) value, a composite 

indicator of EGDI that measures the use of ICT by Governments for the delivery of 

public services.  

 

On this point, it can be said that the application of e-certificates for ships in China has 

been technically enabled and favoured thanks to the efforts and achievements by the 

country in developing its e-government as a whole.     

 

2.2.1.2 Global Technical Requirements 

 

If discussed from the maritime perspective, IMO’s active role in promoting the use of 

e-certificates globally by providing rather prescriptive guidelines with respect to the 

certificate itself (such as must-have contents, tamper-proof features and verification 

requirements, as provided in Table 4) has laid a good foundation for the use and 

acceptance of e-certificates.  

 

 Features 

Issuance 

validity and consistency with the format and content required by the 

relevant international convention or instrument, as applicable 

protected from edits, modifications or revisions other than those 

authorized by the issuer or the Administration 

a printable and visible symbol that confirms the source of issuance 

electronic signatures applied to electronic certificates should meet 

authentication standards, as adopted by the Administration 

Verification 
a unique tracking number used for verification as defined in 

paragraphs 3.5 and 3.6 of IMO’s Guidelines for the Use of Electronic 

Certificates 
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Other safety and 

security 

requirements 

Administrations that use websites for online viewing or verifying 

electronic certificates should ensure that these sites are constructed 

and managed in accordance with established information security 

standards for access control, fraud prevention, resistance to cyber-

attacks and resilience to man-made and natural disasters.  

Shipowners, operators and crews on ships that carry and use 

electronic certificates should ensure that these certificates are 

controlled through the safety management system, as described in 

section 11 of the International Safety Management Code. 

 

Table 4: Features of e-certificates as provided by IMO (Source: IMO, 2016) 

 

In addition, the efforts by the International Organization for Standardization (ISO) 

together with relevant member States and observers have, through several submissions 

to IMO including technical options and standards for implementing e-certificates, have 

facilitated the use of e-certificates.  

 

2.2.1.3 Technical Challenges 

 

E-certificates, if treated generally as digital data or information processing, are mainly 

challenged technically with security concerns with regard to data/information 

confidentiality, integrity and availability (Ren, 2016 & Cosgrave, 2018). In view of 

the current technical development, such challenges are no longer tough technical 

problems very difficult to be addressed by breaking technical limitations or improving 

technical conditions. As expressed by the Correspondence Group on Electronic Access 

to Certificates and Documents established by the IMO Facilitation Committee in 2014 

in its report, “the use and acceptance of electronic certificates is a policy issue, not a 

technological one, to be made primarily by the Administration and partly by the RO 

or other issuer” (The United States, 2016, p.9). In other words, proper and adequate 

policy arrangements at the national level offer strong and indispensable support for the 

secure and orderly application of e-certificates for ships. 
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Such views are also commonly supported by the participants of the interviews11 with 

responses including:  

 

“During the application of e-certificates, we noticed that with the trend of 

maritime digitalization, the upgrading of the Maritime Single Window is 

imperative in order to include more types of certificates. Also, the database 

requires a clear display channel for certificates obtained from other countries 

through regional cooperation projects. However, once such decisions are made, 

technically speaking, there is no real difficulty that can’t be overcome in the end.” 

[National MARAD Respondent] 

 

“While carrying out cross-border application of e-certificates, the greatest 

technical problem is the instability of network connection, causing shipping 

companies sometimes unable to obtain e-certificates immediately, but 

countermeasures have been made to address such problems.” [National MSW 

Partner Respondent] 

 

“Major technical concerns on cyber-security and non-harmonized approaches 

among different governments need to be addressed mainly by amending existing 

statutory requirements. In addition, collaboration should be enhanced to gain 

better understanding of each other’s context and issues, and work out a common 

solution.” [Foreign MARAD Respondent] 

 

Therefore, it can be concluded that the technical challenges for the application of e-

certificates are not really great technical difficulties for the government. Rather, more 

non-technical considerations need to be taken to address such challenges.  

 

2.2.2 Non-technical Perspectives 
 

Just as any other ecosystem, the use and acceptance of e-certificates requires 

considerations at all relevant layers to ensure seamless interoperability among the 

partners, products, services, information and processes. While discussing 

interoperability, several previous studies have provided rather comprehensive views, 

as listed in Table 5. 

                                                      
11  Unless otherwise specified, the interviews in this dissertation refer to the semi-structured 

interviews as introduced in Chapter 1.3. 
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Key Layers 
Proposed by 

Technical perspectives Non-technical perspectives 

Semantic, Technical Legal, Organizational EC, 2016 

Data Human, Institutional 
Palfrey & Gasser, 

2012 

Technical, Semantic, 

Organizational, Legal & 

public policy, 

Political/economic/cultural/s

ocial 

Baird, 2009 

Technical, Semantic & 

syntactic 
Legal, Policy & procedures, Rantos et al., 2020 

Technical, Semantic, 
Regulation, Actor-related 

interaction 

Lenkenhoff et al., 

2018 

 
Table 5: Layers of interoperability (compiled by Author) 

 
Table 5 provides a summary of different layers of interoperability by previous studies, 

which are categorized into technical and non-technical perspectives for better 

illustration.   

 

According to Baird (2009), semantic interoperability is defined: 

 

Semantic interoperability mainly refers to the assurance that the semantics and 

syntax of communication must be formalized in such a way that users know the 

appropriate inputs and the computing system recognizes meaning with few errors 

[…] a semantic interoperability challenge becomes one that is, in part, addressed 

by technology (p.233 & 266).  
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Therefore, the semantic layer is put into the category of technical perspectives. Such a 

categorization is also applicable to e-certificates, because the semantic interoperability 

for e-certificate application is more related to the harmonization of technical standards 

and arrangements, which have been worked on globally such as by IMO and ISO, and 

are supposed to be further addressed with concerted efforts by all relevant parties 

mainly from the technical perspective.  

 

With regard to the non-technical perspectives of interoperability, despite the slight 

differences in wording, shared views are held covering legal, policy and organizational 

layers. Moreover, the impact of political, economic, cultural or social differences on 

different people, organizations or countries is raised. Based on these non-technical 

perspectives of interoperability, relevant challenges for application of e-certificates in 

China are discussed in detail in the following chapters.  

 

2.3 Conclusion 
 

Fostering a successful ecosystem enables the use and acceptance of e-certificates in a 

more facilitated and sustainable way, which requires efforts in promoting 

interoperability among all stakeholders at all layers. With technical readiness and 

requirements in place, the technical difficulties for the application for e-certificates are 

no longer the greatest concern for the government. In this situation, the paper mainly 

studies in detail the non-technical perspectives which cover legal, policy and 

organizational layers. Moreover, the impact of political, economic, cultural or social 

differences will be discussed. 
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Chapter 3 The Application of Electronic Certificates at the 

Legal and Policy Layers 
 

In China, e-certificates are implemented by different policy approaches, with 

legislation including binding laws, rules and regulations ensuring the validity and 

security of e-certificates, while non-legally-binding arrangements such as strategies, 

outlines, plans and other measures contribute to further promoting e-certificate 

application. The combination of these approaches, if in a desirable manner, will help 

encourage and achieve wider and quicker application of e-certificates.  

 

When discussing e-government services of which the use of e-certificates for ships is 

part, it is generally agreed that legal issues should be addressed in the first place 

provided that such services cannot be delivered justifiably and properly unless 

adequate legislation is in place (Vassilakis et al., 2005). The interviews with different 

stakeholders have also revealed that legal aspects relating to e-certificate application 

are one of the major concerns that need to be addressed.  

 

Therefore, this chapter will first discuss relevant legal issues, then other policy-related 

issues.   

 

3.1 The Application of Electronic Certificates at the Legal Layer 
 

The legal issues regarding the application of e-certificates involve both the common 

features as shared by all the e-government services and the unique feature in the 
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specific context. Accordingly, discussions are made from both the general perspective 

and the maritime perspective. 

   

3.1.1 General Perspective  
 

In accordance with the United Nations E-Government Survey 2020, Europe remains 

as the leader in e-government development with the highest proportion of countries in 

the very high EGDI group (12 countries among the world top 20). The Survey also 

concludes that an integrated institutional ecosystem through a comprehensive legal 

and regulatory framework is among the key pillars of successful digital government 

transformation. In this sense, experiences can be learned from the EU’s e-documents 

reference architecture (legal view) incorporating the key legislative elements when 

designing an e-Document solution, of which the use of e-certificates is a specific case.  

 

 

 
Figure 2: E-documents Reference Architecture (Legal View) (Source: EC, 2016) 

 

Figure 2 illustrates the scope of legal aspects that should be taken into account for any 

e-document solution led by the government. According to the EC (2016), the solution 

should include the following legal elements: 

 

• Administrative procedure laws, which establish general provisions for 

administrative procedures, and among others, the role of (electronic) documents 

and citizens’ rights when interacting with public administrations; 
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• Electronic signature laws, which provide a framework for legal recognition of 

electronic signatures, seals and time stamps on e-Documents; 

• Personal data protection laws, which set the conditions and liabilities for the 

processing of personal data; 

• Archival related laws, which set the legal framework for archiving documents 

and files used by public administrations. 

 

The development of a general law on administrative procedures and e-government is 

a common practice among leading countries, such as the Federal Administrative 

Procedure Act in the United States, the Administrative Procedure Act in Sweden, the 

Electronic Government Act in Korea. Additionally, some relevant model laws by the 

United Nations Commission on International Trade Law (UNCITRAL) such as 

UNCITRAL Model Law on Electronic Commerce (1996) and UNCITRAL Model 

Law on Electronic Signatures (2001) have facilitated the development of such national 

legislation by providing legislators with a set of internationally acceptable principles, 

rules and criteria.  

 

In comparison, China features separate legislation on administrative procedures and e-

government without a general law, and the legal validity of e-documents and legal 

requirements of e-government have been reflected in multiple separate laws, rules and 

regulations. As a result, the role, scope, requirements, procedures and liabilities 

regarding e-government are less highlighted and less clearly specified compared with 

a general law on administrative procedures. 

 

Most recently, The Several Provisions of the State Council on Online Government 

Services12 (Order No. 716) issued on 26 April 2019 has further regulated the use of e-

                                                      
12 All the national laws and regulations referenced in this dissertation are originally issued in 

Chinese. Unless otherwise specified, the English translation of titles or contents are from the 
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documents in public administrations, but in a very general and simple manner that still 

does not cover all the requirements and procedures clearly.  

 

Therefore, more efforts are needed to further refine and improve relevant legislation 

so as to better encourage and manage e-government services, including e-certificates 

for ships in China.  

 

Encouragingly, progress has been made by China in improving legislation on personal 

data protection, archives and trust services in order to address the security concerns 

related to e-documents. The Law of the People’s Republic of China on Electronic 

Signatures adopted in 2005 was revised in 2015 and The Archives Law of the People’s 

Republic of China adopted in 1987 was revised in 2020 for the third time. In addition 

to data protection requirements in current special laws, rules and regulations, The Law 

of the People’s Republic of China on Personal Information Protection (draft) and The 

Law of the People’s Republic of China on Data Security (draft) have been launched 

for public consultation after preliminary consideration by the National People’s 

Congress (NPC), with passage expected in the very near future, and will help to further 

enhance data protection in a more focused and stronger manner.  

 

In a nutshell, with many years of e-government development and continuous legal 

improvement, the validity and security of e-documents has been generally addressed 

in the national legislation in different forms. However, challenges still remain in 

specifying the role, scope, requirements, procedures and liabilities of e-government 

services more clearly, coherently and comprehensively. Further efforts in improving 

the national legislation should be made so that China’s application of e-certificates can 

be provided with a more solid legal foundation.  

 

                                                      
official website of the State Council of the People’s Republic of China 

(http://english.www.gov.cn/archive/lawsregulations/).   

http://english.www.gov.cn/archive/lawsregulations/
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3.1.2 Maritime Perspective  
 

Apart from the common legal features of any e-government policy, legal aspects for 

e-certificates in the maritime context should be taken into full consideration by the 

MARAD. From an ecosystem-based point of view as introduced in Chapter 2, on the 

one hand, China’s application of e-certificates for ships should harmonize its standards 

with IMO, ISO, foreign MARADs and many more. On the other hand, it should 

incorporate the general requirements of China’s other broader digital initiatives such 

as MSW. Only in this way can e-certificates be used and accepted as widely as 

possible. Consequently, new legislation needs to be developed by taking such 

considerations.  

 

In addition to new legislation, existing rules and regulations issued by China MSA 

should be carefully reviewed and thoroughly revised to legitimize and encourage the 

use and acceptance of e-certificates. Take as an example The Rules on Ship Safety 

Supervision of the People’s Republic of China, which serve as the basic legal 

framework for ship inspection including Port State Control (PSC) in China, no such 

information as “certificates may be in hard copy or electronic form” has been provided 

or reflected in the current version. As a result, the scenario and procedures of 

inspection on e-certificates has not been covered yet in the rules.  

 

The need to review and revise existing rules and regulations especially at the 

implementation level is also highlighted by some respondents of the interviews who 

clearly articulated as follows: 

 

“Implementation of e-certificates is mainly subject to individual administration’s 

statutory requirements, and the existing statutory requirements may need to be 

amended in order to accommodate the application of e-certificates.” [Foreign 

MARAD Respondent] 

 

“Although such national legislation as ‘The Marine Traffic Safety Law of the 

People’s Republic of China’ and ‘The Procedures for Inspection of International 
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Navigation Ships Entering and Exiting Ports of the People's Republic of China’ 

do not require the submission of paper certificates for ships, posing no obstacles 

for the use of e-certificates, some specific regulations at the implementation level 

issued by the maritime authority need to be reviewed. For example, in ‘The 

Maritime Law Enforcement Procedures (2018 edition)’, due to the lack of 

considerations on the use of e-certificates, descriptions regarding inspection 

procedures of ships’ seaworthiness are no longer applicable on all occasions, 

thus need modification...it is necessary to thoroughly review and revise all the 

relevant regulations and normative documents (maritime part) to ensure that e-

certificates enjoy the same status as traditional paper certificates and encounter 

no barriers in any scenarios during the use and acceptance.”[National MARAD 

Respondent] 

 

To address such issues, some of IMO’s practices can be learned from by China MSA 

to improve its existing rules and regulations. For example, the acceptance of e-

certificates has been clearly specified in regulation 2.2.3.1 of the Procedures for Port 

State Control, 2017 by IMO (A 30/Res.1119).  

 

3.2 The Application of Electronic Certificates at the Policy Layer 

 

Apart from the legal aspects, there are many other issues at the policy layer that deserve 

attention. According to the Deming cycle of Plan-Do-Check-Act (PDCA) in 

controlling and improving the management process, the “Plan” stage is of key 

importance and should focus on setting goals and processes to achieve specific results 

(Isniah et al., 2020). Furthermore, as proposed by Mejia (2019) in the public policy 

model of “Agenda-setting-Formulation-Implementation-Evaluation”, during the first 

step in the policy design and implementation process, problems must be identified, 

goals must be set and visions must be formed in order to address the exact issue.  

 

Therefore, for the purpose of better promoting the application of e-certificates for ships 

in China, policy should be formulated on the basis of a deep understanding of the real 

problems as well as clear visions and goals, which again can be better accomplished 

by adopting the ecosystem-based approach as illustrated in Chapter 2.  
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For example, the consideration of the views and comments from all relevant 

stakeholders may help to identify as many relevant problems as possible for a 

comprehensive understanding and further analysis. Viewing the application of e-

certificates as an ecosystem enables broader perspectives, more forward-looking 

visions and more holistic solutions. In other words, a good policy with clear objectives, 

steps, approaches and time lines on promoting e-certificate application should be 

developed by taking into account the needs, requirements, strengths and weaknesses 

of all relevant stakeholders as well as the opportunities and challenges of the broad 

context of the entire ecosystem. 

 

3.2.1 Further Considerations of Relevant Stakeholders 
 

3.2.1.1 Improvements to application of other types of e-certificates  

 

The successful and sustainable e-certificate application in China requires the widest 

use and acceptance of e-certificates in terms of the number of users, scope and business 

types. Recently, relevant decisions have been made by China MSA to expand the 

issuance of mere electronic statutory certificates to other types of certificates for ships, 

including seafarer certificates. However, not all relevant plans have been made with 

clear aims, measures and schedules, thus cannot fully meet the needs of other 

stakeholders. During the interviews, one respondent expressed his concern: 

 

“The government has made lots of efforts in promoting ship e-certificates, but 

seems to attach less importance to seafarer e-certificates, as in my view, the 

progress has been rather slow.” [Seafarer Respondent] 

 

Another respondent from an RO is also of the view that “application of e-certificates 

towards more types and areas should be sped up with stricter plans”.   

 

3.2.1.2 Improvements to compliance with the IMO guidelines  

 



 32 

With regard to answering the call of IMO, one of the stakeholders of e-certificates, 

there are also areas of improvements for the government.  

 

Although the Guidelines for the Use of Electronic Certificates (FAL.5/Circ.39/Rev.2) 

issued by IMO is not a mandatory instrument, member States are encouraged to meet 

the recommendatory requirements as provided in the Guidelines, including the 

following on notifications and implementation: 

 

Notifications  

Administrations deciding to issue or authorize issuance of electronic certificates 

are invited to inform the Committee on their experience. All Administrations are 

urged to communicate to the Organization through the relevant module in the 

Global Integrated Shipping Information System (GISIS), the list of certificates 

categories identified in FAL.2/Circ.127-MEPC.1/Circ.817-MSC.1/Circ.1462 

which will be issued by the Administration or its representative as electronic 

certificates.   

Implementation 

Administrations should put in place the necessary procedures in order to ensure 

that all related stakeholders' needs, capacities and expectations are taken into 

consideration before and during the implementation of electronic certificates 

(Annex, p.3).  

 

The above requirements should ideally be followed by member States so as to achieve 

better application of e-certificates. However, relevant arrangements have not been 

properly made in China. On the one hand, so far in the relevant GISIS module, no such 

notification information has been communicated by the Chinese government. On the 
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other hand, though some ad hoc channels were established between the government 

and other stakeholders to seek views and comment while designing and planning the 

use of e-certificates, there should be fixed mechanisms or procedures to target at 

addressing the needs, capacities and expectations from all related stakeholders during 

the whole implementation process of e-certificates. Such mechanisms or procedures 

will be further discussed in Chapter 4.  

 

3.2.1.3 Improvements to relevant policy notifications  

 

In March 2018, China MSA issued The Circular on the Authorization of CCS in 

Issuing Electronic Statutory Certificates to Chinese-flagged Ships Engaged in 

International Voyages (No.5), specifying relevant requirements (e.g., the validity, 

features and verification of e-certificates) in accordance with IMO’s Guidelines for the 

Use of Electronic Certificates (FAL.5/Circ.39/Rev.2). The Circular is considered as 

one of the major policy notifications issued to relevant stakeholders by China MSA on 

the use and acceptance of e-certificates in China.  

 

Nevertheless, the Circular is rather simple and general and unable to cover or explain 

all the important aspects as mentioned in the IMO Guidelines, and fails to provide 

many facilitating measures necessary to encourage the wider use of e-certificates. To 

better illustrate this issue, a comparison is carried out between the Circular by China 

MSA and the Circular on the use of electronic certificates on board Singapore ships 

(No. 26 of 2017) by MPA, one of the leading MARADs in the application of e-

certificates. The main gaps are provided in Table 6.  

 

Circular by MPA Circular by China MSA Comparison Analysis 
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“Clear and simple 

instructions shall be 

provided on board for any 

relevant party who may wish 

to verify the validity and 

authenticity of the electronic 

certificates.” 

No specific requirements 

In accordance with the IMO 

guidelines, “instructions for 

verifying the information 

contained in the electronic 

certificate…should be 

available on board the ship.” 

“A copy of this Shipping 

Circular should be placed on 

board to facilitate the 

acceptance of electronic 

certificates by other relevant 

authorities.” 

“The e-certificates as well as 

the circular should be kept 

on board to facilitate the 

verification by relevant 

parties. ” 

Keeping e-certificates on 

board is not necessary, and 

should not be encouraged, as 

it will cause additional 

burdens and costs to ships. 

“MPA will be progressively 

moving towards the full 

implementation of electronic 

certificates that are issued to 

ships by our Administration 

commencing from 

December 2017.” 

“Currently, e-certificates 

and paper certificates will be 

issued in parallel to facilitate 

ships’ normal operation.” 

Issuing both e-certificates 

and paper certificates in the 

short term may be more 

feasible, but in the long run, 

issuing e-certificates alone is 

more powerful in widening 

and speeding up the use and 

acceptance of e-certificates. 

Detailed information is 

provided on how to verify 

(all channels and steps). 

Very general and limited 

information is provided for 

verification (even without a 

direct link for online 

verification).  

In China, verification and 

contact details are provided 

by CCS, while notifications 

by MARAD are commonly 

regarded as more 

authoritative and rigorous. 

 

Contact details are provided 

in case of queries or in need 

of assistance. 

No relevant information is 

provided. 

 

Table 6: Comparison of the circulars on e-certificates issued by MPA and China MSA (prepared 

by Author) 

 

As shown in Table 6, improvements can be made by China MSA in order to better 

notify relevant stakeholders and further facilitate the use and acceptance of e-

certificates. Furthermore, as expanding the application of e-certificates to more types 

apart from ship statutory certificates is under consideration and planning by China 
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MSA, more and more policy notifications on infrastructural construction, 

administrative procedures, authorization, business operation and other areas will be 

issued accordingly, and due improvements should be taken into full account in future 

development of these documents. 

 

3.2.2 Further Considerations of the Broader Context 
 

As mentioned previously, developing and implementing forward-looking policies on 

e-certificates by taking into consideration future trends of global shipping (e.g., greater 

digitalization, more harmonization) helps to ensure the value, vitality and robustness 

of e-certificates in the long term, and this should be considered as a clear objective by 

the government. In addition, standard harmonization in the use and acceptance of e-

certificates among different MARADs, MSW partners and industry players should be 

promoted to lay a solid foundation for wider cross-sector and cross-border 

cooperation. 

  

Encouragingly, China MSA has made a good beginning by jointly launching the MSW 

system with other government authorities in the country in 2017 and signing the MOU 

with MPA in 2019 to mutually promote the use and acceptance of e-certificates 

between the two countries. However, more initiatives and arrangements (such as 

cooperative agreements and activities) need to be made with more foreign MARADs 

and other relevant stakeholders to promote further cooperation and collaboration so 

that e-certificates can be applied in a wider scope, creating more network effects and 

generating greater value in global shipping.  

 

3.3 Conclusion 

 
To address the various legal and policy challenges in the application of e-certificates 

in China, more efforts should be made at both the general and maritime levels. 

Moreover, there is a pressing need for the government to further consider the needs 

and requirements of all stakeholders as well as the broader context during the 
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formulation and implementation of policies. By improving its legal and policy 

arrangements at different levels and areas, China will enjoy a more friendly national 

and international environment for application of e-certificates towards a more efficient 

and sustainable maritime future.  
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Chapter 4 The Application of Electronic Certificates at the 

Organizational Layer 
 

As pointed out by Baird (2009), a successful implementation of interoperability within 

an ecosystem requires efficient and effective collaboration across an organization as 

well as among organizations in order to eliminate administrative barriers, reduce 

resource redundancies and promote integration. Therefore, it is critical that all aspects 

of inter-organizational and intra-organizational interoperability are adequately paid 

attention to and properly addressed by the government to achieve desirable application 

of e-certificates for ships.   

 

4.1 Inter-organizational Considerations 
 

When discussing inter-organizational barriers that need to be addressed, Baird (2009) 

summarized two categories - organizational structure and processes as well as the 

people and workforce (namely, the employees). That is to say, considerations need to 

be taken from both structural and individual perspectives within the government 

authority while promoting e-certificate application.  

 

4.1.1 Perspective from Organizational Structure and Processes  

 

To deliver the best work productivity and efficiency, appropriate measures need to be 

taken to ensure good communication and cooperation among the divisions within 

China MSA currently involved in the application of e-certificates as provided in table 

7. 
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Divisions involved Main responsibilities 

Divisions with 

general 

obligations 

Policy and Legal Affairs 

Division 

Developing relevant legislation and 

policy   

Science, Technology and 

Information Division 
Providing technical support 

Finance Division Providing financial support 

International Affairs 

Division 

Promoting cooperation between China 

MSA and other foreign MARADs in the 

use and acceptance of e-certificates  

Divisions with 

particular 

business 

focuses 

Ship Supervision Division 

(Office of Maritime 

Transport Facilitation 

Committee of China) 

Promoting acceptance of ship e-

certificates during inspections, 

promoting application of ship e-

certificates in broader systems such as 

MSW, planning for further application 

of e-certificates to other types 

Ship Survey Management 

Division 

Managing the issuance of electronic 

statutory certificates for Chinese-flagged 

ships engaged in international voyages 

and planning for further application of e-

certificates to ships engaged in domestic 

voyages  

Seafarers Management 

Division 

Planning the application of e-certificates 

for seafarers  

Dangerous Cargo and 

Pollution Prevention 

Management Division 

Planning the application of e-certificates 

for ships to other types 

 
Table 7: Major divisions within China MSA currently involved in the application of e-certificates 

(prepared by Author) 

 
The divisions within China MSA currently involved in the application of e-certificates 

include those with general obligations regardless of the types and areas as well as those 

with particular business focuses on certain certificate types or business areas. That is 

to say, general divisions mainly offer administrative support while specific divisions 

mainly make business plans. Good cooperation among them helps to create synergy 



 39 

and achieve the overall objective of the organization in a more efficient and effective 

manner.  

 

In real practice, each specific division (e.g., Ship Survey Management Division, Ship 

Supervision Division and Seafarers Management Division) takes the lead in 

promoting, rather independently, one particular business area related to e-certificates, 

supported by general divisions when necessary. Different specific divisions work in 

parallel without enough interactions. Consequently, it is understandable that with so 

many divisions involved in the application of e-certificates in different depths and 

scopes, some may have better sight of the whole picture of the overall task, enjoy more 

favours in resources and funds, and gain more relevant experiences and attention. Due 

to various reasons such as different working styles, job features, office cultures and 

internal/external situations, it is also natural that some divisions may be better at 

collaboration while others may consider cooperation not as that necessary or 

important, resulting that practicable and achievable solutions have not been delivered 

in the most holistic and desirable way at the general organizational level.  

 

For example, there is no such a leading division within the organization to take charge 

of the overall application of e-certificates, failing to join and coordinate all efforts 

appropriately. Consequently, strategic planning and phased approaches to promote 

application of e-certificates all around have not been fully developed and 

implemented. Due to the lack of a clear overall strategy and action plans, the progress 

monitoring and work assessment are not carried out strictly, which has lowered the 

efficiency of the application. In addition, as different divisions often work in parallel 

in promoting e-certificates with different focuses, sharing of information and 

experiences is not carried out sufficiently, which has failed to promote the whole task 

very efficiently.  

 

To enhance top-down management and overall planning, a fixed mechanism to 

facilitate divisional communication and collaboration should be established, such as a 
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leading group led by the Director-General or one of the deputy Director-Generals, 

participated by directors of all involving divisions. In this way, holistic approaches to 

promote application of e-certificates can be better developed and implemented. 

Besides, one division should be nominated to take overall charge by monitoring all the 

processes and progresses in accordance with the agreed overall strategy and action 

plans so that the whole work can be delivered more efficiently.  

 

4.1.2 Perspective from Employees  

 

The knowledge and behaviour of every individual staff from the top to the bottom 

matter a lot to the success of the entire organization, as people are the most important 

components. It is without any doubt that staff’s understanding of the maritime sector’s 

embrace of digitalization, readiness to welcome and promote e-certificates, and 

motivation to serve the industry will make a difference in the application.   

 

When discussing e-government service implementation, Vassilakis et al. (2005) 

identified several barriers related to employees within the government which need to 

be overcome, as summarized in Table 8. 

 

Barriers Reasons 

Reluctance by the staff in e-

government service delivery  

Reorganization to better accommodate e-

government service delivery is not well-

accepted by employees due to fear of 

power/status loss, change in job content / duties 

/ interpersonal relationship / decision making 

approach 

Inefficiency by the staff in e-

government service delivery  

Lack of methods for productivity and 

accountability 

Lack of qualified personnel 
Inadequate training; too much service 

outsourcing 

 
Table 8: Barriers in e-government service delivery (employee perspective within the government 

authority) (Source: Vassilakis et al., 2005) 
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The barriers as illustrated in Table 8 exist, more or less, within China MSA during the 

application of e-certificates, which has also been reflected from the interviews with 

one respondent explaining:  

 

“It is obvious that some staff members have less understandings and less 

awareness of the significance of e-certificates...some staff members seem to just 

negatively respond to divisional efforts in e-certificate application and their in-

activeness have definitely slowed down the whole progress...some staff members, 

especially elder ones, are less motivated or comfortable to adapt to changes in 

policy, processes and skills.” [National MARAD Respondent]  

 

To address these possible barriers, it is of vital importance to the organization that 

proper guidance, instructions and training should be provided to assist all staff 

members in improving their understanding, capabilities and readiness to facilitate the 

application of e-certificates. Also, an effective scheme to determine the accountability 

for an individual’s lack of progress should be established to encourage productivity.   

 

4.2 Intra-organizational Considerations 
 

The successful application of e-certificates for ships is highly dependent on the 

realization of shared visions and objectives of all stakeholders, requiring collective 

efforts and efficient coordination among various agencies, organizations, institutions 

and groups from both public and private sectors. Due to differing priorities, 

perspectives and interests of different stakeholders towards e-certificates, the intra-

organizational coordination, though necessary, is difficult to accomplish.  

 

According to the global ports survey on the implementation of electronic data 

exchange to conform with the FAL Convention conducted by International 

Association of Ports and Harbors (IAPH) in 2020, multi-stakeholder collaboration has 

been identified as the greatest barrier in implementing electronic data exchange 

systems in line with the requirements of the FAL Convention, rated by nearly two 
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thirds of the respondents as a high or extremely high challenge, thus deserves more 

attention.  

 

On the basis of organizational literature, Wang (2018) summarized five major facets 

of intra-organizational coordination as provided in Table 9, which is also applicable to 

the application of e-certificates.  

 

Facets Patterns 

Structural coordination Vertical and horizontal coordination 

Public-private coordination Coordination between the public and private sectors 

Procedural coordination Standardized work procedures or specific arrangements 

Technical coordination Technical tools or setups 

International coordination International harmonization of standards/rules/practice 

 

Table 9: Major facets of Intra-organizational Coordination (Source: Wang, 2018) 

 

First, structural coordination requires well-organized structures of roles among all 

partners both vertically and horizontally. To be more specific, structural hierarchy 

among stakeholders is needed during coordination to ensure strong leadership, 

alignment and non-compromise implementation. Meanwhile, differentiation and 

interactions among stakeholders should be well maintained to enhance communication 

and cooperation.   

 

Second, public-private coordination is important to the success of policy making and 

implementation of e-certificates. Stakeholders from the private sector such as 

seafarers, shipping companies, agents, charters, banks, insurance companies and ship 

repairers, to name just a few, are the major users of e-certificates. Some private 

companies are technically involved as service providers (co-builders of the e-

certificate system). In this spirit, policies can only be successfully made and well 
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implemented with their inputs and support. Regular and systematic consultation at 

both the strategic and operational levels should be in place to facilitate exchange of 

needs, concerns, expertise and ideas.   

 

Third, procedural coordination mainly refers to “mechanisms for managing work by 

specification and resolution” (Wang, 2018), such as standardized work procedures or 

outputs, specific schedules and plans to coordinate the work and efforts of 

stakeholders. Such mechanisms not only ensure multi-stakeholder coordination but 

also mandate designated organizations to take the leadership when necessary.  

 

Fourth, the technical tools or setups, in particular, the IT infrastructure (both software 

and hardware), are indispensable to the application of e-certificates, so relevant tools, 

equipment, devices and systems should be coordinated to allow smooth flow of data 

and sharing of information. 

 

Fifth, due to the global feature of shipping, international coordination should be 

highlighted for application of e-certificates, and harmonization of 

standards/rules/practice is considered as the precondition enabling cross-border use 

and acceptance of e-certificates.  

 

Although these five facets of intra-organizational coordination are actually 

interconnected and interchangeable, with one often complementing another (e.g., 

standardized work procedures may also reflect structural settlement and relate to 

technical arrangement), they should be taken into holistic consideration in order to 

achieve integrated approaches and solutions for the application of e-certificates.  

 

When applied to the work and efforts by the Chinese government during the 

application of e-certificates, main challenges identified both through 

research/observations by the author and by the respondents of the interviews can be 

summarized in Table 10.   
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Facets Main challenges Examples 

Structural 

coordination 

Lack of regulatory and structural 

reforms 

Slow in change of regulations, 

relations between the 

governments at different levels, 

restructuring and building new 

partnerships  

Public-

private 

coordination 

Insufficient mechanisms for 

continuous communication and 

consultation 

Lack of multi-stakeholder 

meetings / workshops 

Procedural 

coordination 
Less streamlined approaches 

Different requirements for ships 

to present paper certificates on 

some occasions and e-

certificates on other occasions by 

different parties 

Technical 

coordination 

Less efficiency in exchange of 

information 

Docking of data between 

different systems  

International 

coordination 

Differing levels of digitalization; 

differing concerns and priorities 
Cybersecurity, data openness 

 

Table 10: Main intra-organizational coordination challenges for the application of e-certificates 
(prepared by Author) 

 

As shown in Table 10, the intra-organizational coordination by the Chinese 

government during the application of e-certificates still needs to be improved from 

several aspects. In terms of the structures, the roles, responsibilities and contributions 

of various stakeholders and governments at different levels should be further 

considered and differentiated through regulatory or administrative arrangements. 

Necessary reforms (such as change of regulations, restructuring and new partnerships) 

should be carried out so that all can be organized and functional. Fixed communication 

and consultation mechanisms (such as regular multi-stakeholder meetings or 

workshops) with the private sector should be established by the government so that in-

time feedback and suggestions can be taken to continuously evaluate current policies 

and make improvements accordingly. As more and more stakeholders take part in the 

use and acceptance of e-certificates with different paces, challenges regarding less 

streamlined approaches and less efficiency in exchange of information are inevitable 
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at the early stage due to different systems, focuses and requirements. However, 

proactive harmonization measures by the government based on deep analysis of the 

whole ecosystem and thorough consultation with all stakeholders will surely facilitate 

the procedural streamlining and technical integration efforts. Lastly, several issues 

should be considered and addressed including the levels of digitalization, willingness 

of cooperation, attitudes towards data openness and concerns about cybersecurity 

while carrying out international cooperation on e-certificates.  

 

4.3 Conclusion 
 

To address the organizational challenges in the application of e-certificates in China, 

more efforts should be made at both inter- and intra-organizational levels by the 

government. For one thing, effective measures need to be taken to further enhance top-

down management, divisional collaboration and employee motivation within the 

government. For another thing, transparent multi-stakeholder collaboration 

approaches should be adopted to further achieve better user participation, involvement 

and satisfaction, improve structural, procedural and technical efficiency and facilitate 

international cooperation.  
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Chapter 5 Political, Economic, Cultural and Social 

Considerations 
 

Different political, economic, cultural and social paradigms may impact countries' 

desire and capacity to establish the frameworks and policies needed to engage with 

one another (and their governments and companies). The dominant norms and beliefs 

that characterize a culture, as well as the political aims and dynamics of a society, may 

affect how a government, industry and other organizations approach their work (Baird, 

2009). For the application of e-certificates, similar challenges also exist, especially 

during policy formulation and multi-stakeholder coordination.  

 

For example, views on costs versus benefits, data privacy, digital trust as well as 

challenges versus opportunities vary from one stakeholder to another, leading to 

different supporting attitudes and cooperative efforts towards the use of e-certificates. 

The maritime policies by different countries at different development stages are firmly 

based on their own economic conditions (Li & Cheng, 2007) and e-certificates are no 

exception, making the development of harmonized approaches even more difficult. 

Cooperation among parties doesn’t often happen spontaneously, and instead can be 

promoted through determined political/administrative will at the strategic or high level 

(Wang, 2018).   

 

The political, economic, cultural and social impacts and challenges both inside and 

outside the country have also been highlighted by different respondents of the 

interviews: 
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“It is of utmost importance to change the mentality or way of thinking of everyone 

involved in the application of e-certificates, as well as their attitude towards 

digitalization. Everyone in the industry chain must understand that the core 

driving force of industry development is the degree and scale of digitalization, 

and it is necessary to emphasize that digital transformation is actually a great 

way and opportunity for them to improve their professional capabilities, prepare 

for their future careers and truly control the process by themselves, so as to 

eliminate the fear of being eliminated ...” [Shipping Agency Respondent] 

 

“International cooperation has several barriers as it is affected by different 

national visions and leadership capabilities. Some countries in the region may 

adopt the ‘wait-and-see’ attitude. Meanwhile, uneven economic development 

leads to different priorities. Different concerns about data sensitivity, privacy and 

security are difficult to address...” [RO Respondent] 

 

“The biggest obstacle to the docking of multinational government systems comes 

from a general lack of understanding of data science, low political priorities, lack 

of data leadership and concerns about data quality, security and privacy. 

Besides, different shipping industries, including classification societies, have 

varying concerns and motivations in participating in digital reforms.” [National 

MARAD Respondent] 

 

As stated by De Cremer (2012), “respect would communicate important relational 

information, consequently enhancing people’s motivation to promote the group’s 

welfare” (p.1335). Therefore, awareness of and respect for the existing political, 

economic, cultural and social differences among different stakeholders should be 

ensured by the government before taking proactive and feasible measures to minimize 

relevant negative impacts during the application of e-certificates.  

 

First, fostering learning in different forms (such as media advocacy, training, 

education, discussions and awareness campaigns) helps to improve understanding, 

raise situational awareness and rebuild thoughts and behavioural intentions. Targeted 

programs should be designed and implemented to address the specific concerns of 

special groups of stakeholders. For example, familiarization training on e-certificates 

should be sufficiently provided to elder seafarers and other users less skilful at 

information technologies. Publicity on the benefits of e-certificates and digital 
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transformation should be promoted with clear and persuasive proofs (such as scientific 

data, economic gains and first-mover successful experiences). At the same time, the 

government should also learn more about the views, needs and concerns of other 

stakeholders to improve its policy making and implementation.  

 

Second, efforts should be made to reconcile the differences in economic, political, 

social and cultural norms among different stakeholders by better identifying common 

interests and maximizing common benefits, which will help to forge a better 

foundation for cooperation. For example, countries reliant on shipping, supporting 

maritime digitalization, closely connected with China in business and trade should be 

targeted for cooperation. Technical assistance and capacity-building programs should 

be carefully designed and offered by taking into account the actual needs and interests 

of the participants. Besides, considering that economic benefits constitute impetus for 

joint efforts, market-driven cooperation between cross-border shipping companies, 

industries and associations should be encouraged, which in turn, may raise other 

governments’ willingness and participation in international cooperation.  
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Chapter 6 Conclusion and Recommendations 
 

In conclusion, the paper illustrates the application of e-certificates for ships in China 

by adopting an ecosystem-based approach, which enables inclusion of the full range 

of stakeholders, analysis on various layers of challenges and proposals for holistic and 

sustainable solutions. The government roles in the acceleration and expansion of e-

certificate application have been discussed from a broader and forward-looking 

perspective by taking into considerations the global situations and trends.  

 

The framework for discussions and analysis are also applicable to other maritime 

issues with global features in the digital era, and the approaches put forward is also of 

reference value to the use and acceptance of e-certificates in other countries. Due to 

the great variety of stakeholders which are still expanding with the further application 

of e-certificates, the number and types of stakeholders involved in this dissertation can 

be broadened in future research to obtain more comprehensive inputs. Also, as the 

dissertation mainly focuses on non-technical aspects of e-certificate application, the 

technical aspects can be further explored and discussed in future research.   

 

On the basis of the research and findings of this study, the following recommendations 

are provided with regard to future successful and sustainable application of e-

certificates in China.  

 

1. At specific level: 
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● E-certificate Task Force 

 

A task force should be established by the government with strong leadership and wide 

involvement to develop overall strategy, make holistic action plans, carry out 

necessary legal and structural reforms, and strictly push forward. Decisions should be 

made by taking the whole ecosystem of e-certificates into account in the global 

shipping and maritime digital contexts. All aspects, in particular, legal, policy and 

organizational issues as well as political, economic, cultural and social influences 

should be considered holistically while planning and implementing all relevant work.   

 

● E-certificate Multi-stakeholder Partnership 

 

An effective communication and coordination mechanism should be established by 

involving as many stakeholder groups and interested parties as possible, including 

industry associations, trade unions, maritime universities and research institutes and 

media. Such a scheme should not only facilitate information exchange, problem-

solving and efficiency improvement, but also benefit policy making, innovative 

thinking and business integration. Moreover, the online two-way communications and 

multiple interactions should be emphasized to promote expression of public opinions, 

capture public demands and enhance user empowerment so that more stakeholders can 

deeply participate in the process of decision-making, provision, and evaluation of e-

certificate service.  

 

● E-certificate International Cooperation Mechanism 

 

The existing dozens of bilateral and multilateral maritime cooperation mechanisms 

(e.g., the High-level Maritime Consultation Mechanism between China and Singapore, 

the Maritime Safety Cooperation Meeting between China and Korea, the Maritime 

Cooperation Mechanism between China and Panama, the ASEAN-China Maritime 

Consultation Mechanism (ACMCM), the Asia-Pacific Heads of Maritime Agencies 
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(APHoMSA) Forum and many more) should be further used by China MSA to 

encourage more cooperative activities on application of e-certificates. Such activities 

may include but are not limited to the exchange of best practice and lessons learned, 

the launch of joint study/research, pilot projects and capacity-building programs and 

the co-submission of documents to IMO, the International Labour Organization (ILO) 

and other international organizations. Through the active participation and joint efforts 

of more and more countries, the application of e-certificates can be better harmonized 

and more proactively promoted in standards, systems, processes and people at the 

global level, making more contributions to maritime digitalization by creating more 

network effects and greater values.  

  

2.  At macro level:   

 

● Digital Twin Technology13 for E-certification Application 

 

As the maritime digital transformation proceeds and ecosystem of e-certificates 

expands, the digital twin technology can be used by the government, at the initial stage, 

to depict full-scale scenarios of e-certificates across the industry, develop optimum 

designs, processes and performances of e-certificate service, predict potential 

challenges and test the outcome of approaches.  In this way, better application of e-

certificates can be achieved through improved decision-making, seamless connections 

of difference steps/phrases, enhanced security and improved cost-efficiency. 

 

● Decentralized Maritime Public Database 

 

                                                      
13  According to the Digital Twin Consortium, a digital twin is defined as “a virtual representation 

of real-world entities and processes” which features in transforming business by accelerating 

holistic understanding, optimal decision-making and effective action, using real-time and historical 

data to represent the past and present and simulate predicted futures, and being motivated by 

outcomes, tailored to use cases, powered by integration, built on data, guided by domain 

knowledge, and implemented in IT/OT systems.  

https://www.digitaltwinconsortium.org/initiatives/the-definition-of-a-digital-twin.htm 

https://www.digitaltwinconsortium.org/initiatives/the-definition-of-a-digital-twin.htm
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The vitality and diversity of maritime e-government service (including e-certificate 

service) lies in open standards for data. A decentralized maritime public database 

should be gradually established to realize the inter-connectivity of key data across the 

whole sector not only nationally, but also regionally and globally, thus maximally 

encourage wider expansion of the maritime digital ecosystem, cut down global 

shipping costs and improve maritime service efficiency.   
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Appendix II Guidelines for the Use of Electronic Certificates 
 

 
 



 90 

 
 
 
 



 91 

 
 
 
 



 92 

 
  



 93 

Appendix III List of Questions for the Semi-Structured Interview 
 
 
1. What do you think of the current cooperation and coordination mechanism for 

promoting ship e-certificate application in China? 

2. To the best of your knowledge, how do you evaluate the technical difficulties in 

promoting ship e-certificate application in China? 

3. To the best of your knowledge, how do you evaluate the non-technical difficulties 

(such as legal, policy, organizational, economic/political/social/cultural aspects, 

etc.) in promoting ship e-certificate application in China? 

4. What are the good practices or examples, if any, in promoting ship e-certificate 

application in China? 

5. What are the barriers or bottlenecks, if any, in promoting ship e-certificate 

application in China?  

6. Please provide your suggestions, if any, for further improvements regarding ship 

e-certificate application in China.  
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