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Preface

The proceedings contain papers presented at the 13th annual NeurolS Retreat held
June 1-3 2021. NeurolS is a field in Information Systems (IS) that uses neuroscience
and neurophysiological tools and knowledge to better understand the development,
adoption, and impact of information and communication technologies
(www.neurois.org).

The NeurolS Retreat is a leading academic conference for presenting research and
development projects at the nexus of IS and neurobiology. This annual conference
promotes the development of the NeuroIS field with activities primarily delivered by
and for academics, though works often have a professional orientation.

In 2009 the inaugural NeurolS Retreat was held in Gmunden, Austria. Since then, the
NeurolS community has grown steadily, with subsequent annual Retreats in Gmunden
from 2010-2017. Beginning in 2018, the conference is taking place in Vienna, Autria.
Due to the Corona crisis, the organizers decided to host a virtual NeurolS Retreat

in 2021.

The NeurolS Retreat provides a platform for scholars to discuss their studies and
exchange ideas. A major goal is to provide feedback for scholars to advance their
research papers toward high-quality journal publications. The organizing committee
welcomes not only completed research, but also work in progress. The NeurolS Re-
treat is known for its informal and constructive workshop atmosphere. Many NeurolS
presentations have evolved into publications in highly regarded academic journals.

This year is the seventh time that we publish the proceedings in the form of an edited
volume. A total of 27 research papers were accepted and published in this volume,
and we observe diversity in topics, theories, methods, and tools of the contributions in
this book. The 2021 keynote presentation entitled "Decision Neuroscience: How it
started and where we are today" is given by Antoine Bechara, professor of neurosci-
ence and psychology at the University of Southern California (USC) in Los Angeles,
USA. Moreover, Moritz Grosse-Wentrup, professor and head of the Research Group
Neuroinformatics at the University of Vienna, Austria, gives a hot topic talk entitled
"How (not) to interpret Multivariate Decoding Models in Neuroimaging".

Altogether, we are happy to see the ongoing progress in the NeurolS field. Also, we
can report that the NeuroIS Society, established in 2018 as a non-profit organization,
has been developing well. We foresee a prosperous development of NeurolS.

June 2021 Fred D. Davis
René Riedl
Jan vom Brocke
Pierre-Majorique Léger
Adriane B. Randolph
Gernot Miiller-Putz
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Antoine Bechara — Keynote
Decision Neuroscience: How It Started and Where We Are Today

Decision neuroscience is an emerging area of research whose goal is to integrate re-
search in neuroscience and behavioral decision-making. Neuroeconomics is a more
specialized field of study that seeks to bridge neuroscience research on human choice
with economic theory, whereas neuromarketing addresses the neuroscience behind
consumers’ choices, including product branding, preference, and purchase decisions.
More recent research seeks to include the field of information science by examining
the impact of social media and other technology use on the human brain. All these
areas capitalize on knowledge from the fields of neuroscience, behavioral economics,
finances, marketing, and information science to explore the neural “road map” for the
physiological processes intervening between knowledge and behavior, and the poten-
tial interruptions that lead to a disconnection between what one knows and what one
decides to do. Thus, decision neuroscience is the domain that captures the interests of
scientists who are attempting to understand the neural basis of judgment and decision-
making in health as well as social behavior.

Moritz Grosse-Wentrup — Hot Topic Talk

How (not) to Interpret Multivariate Decoding Models in Neuroimaging

Multivariate decoding models are replacing traditional univariate statistical tests in
the analysis of neuroimaging data. Their interpretation, however, is far from trivial. In
this presentation, I outline various pitfalls and discuss under which conditions they
can provide insights into the (causal) question of how neuronal activity gives rise to
cognition and behavior.

Panel Discussion

Success Factors in Publishing NeuroIS Research in Top IS Journals:
Experiences of MIS Quarterly Editors and Reviewers

Moderator: Fred D. Davis
Panelists: Ofir Turel, Tony Vance, Adriane B. Randolph, Eric Walden
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An Inward Focus of Attention During Information Security
Decision Making: Electrophysiological Evidence

Robert West, and Kate Cowger

Department of Psychology and Neuroscience, DePauw University, Greencastle,
USA
robertwest@depauw.edu, katecowger 2022@depauw.edu

Abstract. Insider threat represents a significant source of violations of infor-
mation security. Our previous research using event-related potentials (ERPs) has
revealed patterns of neural activity that distinguish ethical decision making from
decisions that do not involve an ethical component. In the current study, we sought
to gain insight into the locus of the effect of ethical decision making on the poste-
rior N2 component of the ERPs. The ERP data revealed that the N2 was greater in
amplitude for control trials relative to ethical violation trials, and time-frequency
analyses revealed that this resulted from a reduction in phase-locked activity
across trials rather than a decrease in EEG power. These findings may indicate that
ethical decision making related to information security is associated with a greater
inward focus of attention than is the case for decision making on control trials.

Keywords: Information security, insider threat, ethical decision making, ERPs

Introduction

Violations of information security represent a significant threat to the well-being of
individual citizens, corporations, and governments. Insider threats (i.e., violations of
information security that result from the actions of individuals that are part of an or-
ganization) may account for as much as 50% of instances of violations of information
security [1]. This has led to the intense investigation of system and person level varia-
bles such as personal norms and ethics, self-efficacy, rewards, detection certainty, etc.
that moderate insider threat using a variety of methodologies [2]. In our own research,
we have incorporated scalp recorded EEG to examine neural activity related to ethical
decision making in the domain of information security [3,4]. These studies reveal
modulations of the ERPs that consistently distinguish ethical dilemmas from neutral
dilemmas, and are sensitive to individual differences in variables known to predict
instances of insider threat (e.g., moral belief and self-control) [5]. In the current study,
we build upon our recent research using the Information Security Paradigm (ISP) [3]
by examining one possible locus of the effect of ethical violations on the posterior N2
component of the ERPs. Specifically, we considered whether an inward focus of at-
tention driven by the sustained consideration of an ethical dilemma presented in a
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scenario may lead to a reduction in the allocation of attention to visual stimuli includ-
ing the decision prompt may account for the finding that the N2 is greater in ampli-
tude for control trials than for ethical violation trials.

In the ISP [3], individuals read a set of scenarios and are then presented with
a decision prompt. The scenarios differ in terms of whether or not a hypothetical in-
formation system specialist is faced with a possible violation of information security
(e.g., the unauthorized access of a secure server) or a decision that does not have an
ethical component (e.g., assisting a colleague in retrieving a client list). Research
incorporating the ISP provides support for a Dual Process Theory of decision making
wherein controlled strategic processes related to self-control and more rule-based
processes related to moral convictions are associated with different patterns of neural
activity (i.e., modulations of the event-related potentials or ERPs)[5]. For instance,
low self-control is associated with a reduction in the amplitude of slow wave activity
over the lateral frontal region of scalp between 500-1500 ms after the onset of the
decision prompt in the ISP. This finding has been interpreted as reflecting a reduced
tendency for individuals with low self-control to engage in effortful frontal processes
during decision making. In contrast, high moral potency is associated with reduced
slow wave activity over the frontal region. A finding that may reflect individuals with
high moral potency rejecting violations of information security based upon rule-based
moral standards that do not require the utilization of effortful processes.

ERPs recorded after the onset of the decision prompt in the ISP consistently
reveal that the amplitude of the posterior N2 component is greater in amplitude for
control trials than for violation trials [3-5]. This finding is interesting, as the perceptu-
al characteristics (i.e., intensity, color, number of characters or words) of the prompts
is similar across the two types of trials, so it seems unlikely that this effect is stimulus
driven. One explanation for the effect on the posterior N2 is that the consideration of
ethical violations is associated with a greater inward focus of attention that is be driv-
en by the need to resolve conflict between the benefits (i.e., financial gain) and costs
(i.e., being discovered or violating a personal or social norm) of the unethical act
relative to when individuals are considering control scenarios that do not involve
unethical behavior. This idea is consistent the literature examining the effects of spa-
tial and feature attention on the amplitude of the posterior N2 [6]. This research re-
veals that the amplitude of the N2 component is greater when attention is directed to a
feature of the external world (e.g., a spatial location or stimulus color) relative to
when attention is not directed toward a stimulus. Furthermore, this enhancement ef-
fect is also observed in the steady state visual evoked potential. For instance, Ander-
son and Miiller [7] report a selective increase in power at the stimulation frequency
for an attended versus unattended color, but not at other frequencies. Work examining
the effect of cognitive or memory load is also consistent with this idea. Specifically,
the amplitude of the posterior N2 is reduced as working memory load increases and
when individuals maintain a delayed intention in the context of prospective memory
[8].

Here we report data from a new study designed to examine the locus of the
effect of an ethical violation on the posterior N2 using ERP and time-frequency meth-
ods. The time-frequency analyses allowed us to explore the locus of the N2 effect in
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the ERPs, determining whether the effect was differentially related to the magnitude
of the neural response (i.e., EEG power) or to phase-locking of the EEG across trials
to onset of the prompt (i.e., intertrial coherence (ITC)). We also sought to examine the
role that emotion may play in decision making in the ISP by having participants rate
the intensity of their emotional response to the scenarios and prompts after each trial.
Three hypotheses were considered based upon previous ERP studies using the ISP [3-
5], the broader literature relating information processing to measures of EEG using
time-frequency methods [6,7], and the literature examining the role of emotion in
moral decision making [9,10].

H1: The amplitude of the posterior N2 will be greater for control trials than for vio-
lation trials, and the amplitude of sustained ERP activity over the right hemi-
sphere will be greater for violation trials than for control trials.

H2: ITC at the time of the posterior N2 will be greater for control than for violation
trials, if this effect reflects the inward focus of attention for violation trials.

H3: Violation trials will be associated with a stronger emotional response than con-
trol trials.

Method

Participants

Sixty-three students from DePauw University enrolled in introductory and inter-
mediate level Psychology courses participated in the study. Participants were 18-22
years of age; 47 participants identified as female and 15 identified as male; the racial
and ethnic distribution was 42 white, 8 black or African American, 8 Asian, 1 Hispan-
ic/Laninx, 2 other, and 1 unidentified; and one participant’s demographic information
was lost due to an Internet connectivity error.

Materials

The ISP was adapted from Kirby et al. [4]. The task included two types of scenari-
os (i.e., control and violation). For each scenario a hypothetical situation was posed
involving Josh, an information technology specialist with extensive knowledge of his
company's IT systems. For control scenarios, the situation involved a decision to
engage in some activity that did not involve an unethical behavior (e.g., assist a col-
league with a project). For violation scenarios, an action was described wherein Josh
would need to violate the company’s information security policy in order to complete
the task (e.g., unauthorized access of a secure server). Each trial began with a blank
screen (500ms) that was followed by the scenario that remained on the screen until
participants pressed the space bar. The scenario was replaced by a fixation cross at the
center of the screen for 500ms followed by the onset of the prompt that remained on
the screen until a response key was pressed. Individuals responded to the prompt by
pressing C (left middle finger), V (left index finger), B (right index finger), or N
(right middle finger) to indicate their choice (No, Likely No, Likely Yes, Yes, respec-
tively). The prompt was followed by a screen indicating that the individual should
enter their “Emotional Response” to the scenario and prompt on a 1-4 scale (Not at all
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strong, Somewhat Strong, Very Strong, Extremely Strong) using the same keys as
used to respond to the prompt. A TTL pulse was aligned with the onset of the prompt
and delivered to the amplifier to mark the onset and meaning of the prompt in the
EEG data stream. There were two practice trials and 16 test trials for each type of
scenario. Behavior (choice and response time) and ERPs were measured from onset of
the prompt. Prior to beginning the trials, participants were told that Josh was under a
lot of financial strain and work-related stress. They were also instructed to go through
the task imagining that they were Josh and to answer the prompts from Josh’s per-
spective.

Procedure

Once individuals had arrived at the lab, each was given a descriptive summary of
the procedure that included an introduction to the EEG cap, electrodes, and conduc-
tive gel to be placed in their hair. Individuals provided signed informed consent for
the study that was approved by the Institutional Review Board of DePauw University.
The participants then completed a demographic survey reporting their age, gender,
racial and ethnic background, and years of college completed followed by question-
naires that measured individual differences in self-control [3], grit [11], depression
[12], Internet addiction [13], and smartphone addiction [14]. These measures were
collected to examine how individual differences are related to neural recruitment
elicited during ethical decision making. The participants completed the ISP, counting
Stroop task, and doors task while EEG was recorded. After these tasks, individuals
were debriefed and paid $5 in winning for the doors task and received research credit
for an introductory or intermediate level psychology as compensation for participa-
tion.

EEG Recording and Analysis

The EEG were recorded with a 32 channel actiCAP and actiCHamp active
AG/AGCL electrode system using the Brain Vision Recorder Software (Brain Vision,
LLC). The data were sampled at 500 Hz, from DC-150 Hz and digitized at 24 bits.
Thirty electrodes were placed in the standard Brain Vision 32 electrode cap configu-
ration (CP5-CP6 were replaced with the ocular electrodes) and two were placed be-
low the eyes to monitor blinks and vertical eye movements. During recording the
electrodes were referenced to electrode Cz, and impedances were maintained below
20KQ. For analysis, the average reference was calculated after the ocular artifacts
were corrected using ICA.

The EEG data were processed using EEGLAB [15] and ERPLAB [16]. A .1-
30Hz IIR filter was applied to the EEG; 1-2 bad electrodes were interpolated as need-
ed; ocular artifacts associated with blinks and saccades were corrected using ICA and
visual inspection of the data. ERPs were averaged for -200 to 2000 ms and the time-
frequency analysis included -500 to 2000 ms around onset of the prompt. For the ERP
and time-frequency analyses a permutation t-test was used with 1000 iterations for
statistical inference with an uncorrected p = .01. The time-frequency analyses used a
500 ms pre- and post-stimulus buffer, so the epochs for these analyses represent onset
of the prompt (time 0) to 1500 ms.
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Results

Psychometric and Behavioral data

To establish the reliability of the ISP, we examined internal consistency for the
control and violation items using Chronbach’s o. Both sets of items demonstrated
clear internal consistency (control a = .90, 95%CI[.86-.93]; violation o = .93,
95%CI[.91-.96]) and there was no evidence that dropping any of the items would
result in an improvement in reliability. These data indicate that the ISP has good psy-
chometric properties for a research instrument.

The choice data revealed that on average individuals responded between
likely no and likely yes for both control (M = 2.37, SD = .61) and violation (M =
2.51, SD = .69) items, and choices responses did not significantly differ between
items, t(61) = 1.81, p = .075. Response time was also similar for control (M = 1.3
seconds, SD = .50) and violation (M = 1.3 seconds, SD = .47) items, t(61) = .30, p =
.77. Relative to previous research with this task [3-5], choice responses are higher for
violation items than would be expected and response times are noticeably faster. The
reason for the difference in choice behavior between the current sample and prior
studies is unclear.

The emotional response data revealed that on average individuals found the
control items (M = 2.82, SD = .26) to elicit a stronger emotional response than the
violation items (M = 1.89, SD = .55), t = 12.77, p < .001. Individuals did take longer
to rate the violation items (M = 2.5 seconds, SD = .80) than the control item (M = 2.3
seconds, SD = .70), t = 3.77, p < .001. These data diverge for the moral decision-
making literature in demonstrating that at least within the ISP ethical decision-making
is not associated with heightened emotion.

ERP and Time-frequency data

Figure 1a includes the ERPs averaged over electrodes for the occipital (O1-0z-02)
and frontal-central-parietal (FC2-CP2-Cz-Pz) regions. For the occipital region, the
ERP data revealed that the amplitude of the posterior N2 was greater for control trials
than for violation trials. This finding is consistent with our previous research and
provides evidence supporting Hypothesis 1. The sustained ERP activity over the right
frontal-central-parietal regions reflecting greater negativity for violation trials than for
control trials between 200-1000 ms after onset of the prompt is also consistent with
the findings of our previous research [3-5], and may reflect longer lasting deliberative
processing related to ethical decision making in the task.

Figure 1. a) Grand-averaged ERPs over the occipital region and right hemisphere
demonstrating the effect of trial on the N2 and sustained ERP activity over the right
hemisphere, b) time-frequency plots for control and violation (Josh) trials, ¢) ITC
plots for control and violation (Josh) trials.
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For the occipital region, the time-frequency analysis revealed an increase in
power around 200 ms after onset of the prompt in the Theta/Alpha band (5-10 Hz)
that was followed by suppression in the high Alpha band (Figure 1b). This increase in
Theta/Alpha power did not differ between the control and violation trials in the time-
frequency data (Figure 1b). The ITC analysis revealed increased coherence around
200 ms in the Theta/Alpha bands that was greater for control trials than for violation
trials (Figure 1c). These findings provide support for Hypothesis 2, indicating that the
effect of trial on the posterior N2 arises from differences in phase locking to the
prompt across trials rather than differences in the magnitude of the neural response
(i.e., power) to the prompt.
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Discussion

The current data contribute to a growing body of literature that serves to refine our
understanding of the psychological and neural correlates of ethical decision making in
the ISP [3-4]. The emotion rating data reveal that violation scenarios in the ISP may
not elicit strong conscious emotion responses that shape decision making. This find-
ing is interesting within the context of the broader literature related to moral and ethi-
cal decision making demonstrating the emotion or affective processes can drive deci-
sion making in these domains [9,10]]. However, the contribution of emotion to deci-
sion making is often considered a System 1 input that may not operate at the level of
conscious awareness [9]. Given this, further efforts to assess the implicit influence of
emotion in the ISP may be worth exploring. The ERP data also revealed slow wave
activity extending from the frontal to parietal region over the right hemisphere. The is
consistent with previous research using the ISP [3-5] and indicates that ethical deci-
sion making in the task is associated with slow deliberative processes that engage a
broadly distributed cortical network.

The findings of the current study provide clear support for our hypotheses re-
lated to the locus of the effect of an ethical violation on the amplitude of the posterior
N2. We replicated the effect of trial type on the posterior N2 and demonstrating that
this effect is associated with a decrease in phase-locked activity rather than a reduc-
tion in EEG power associated with the onset of the prompt for violation trials relative
to control trials. These data provide evidence for the idea that considering violations
of information security may be associated with a greater inward focus of attention
than considering scenarios that do not involve an ethical component. The effect of
trial on ITC related to the posterior N2 may provide a foundation to further explore
the nature of the effect of individual difference variables such as self-control and
moral belief on decision-making processes related to information security [17,18]. For
instance, if greater self-control affords one increased attentional resources to support
ongoing processing of the ethical dilemma and prompt, then the effect of trial type on
ITC might decrease as self-control increases. The findings related to ITC may also
provide a means to investigate the influence of state variables such as fatigue or stress
on the efficiency of processes underpinning decision making in the context of infor-
mation security [19], as both of these might alter attentional allocation.

The data for the N2 and ITC around 200 ms after onset of the prompt are
consistent with the hypothesis that ethical decision making may be associated with an
inward focus of attention. Our previous research reveals that individual differences in
self-control, but not moral potency, are related to the amplitude of the N2 in the ISP
with the N2 effect being larger in those individuals with low self-control [5]. These
and the current findings together lead to the suggestion that reduced attentional re-
sources related to low self-control may be one factor that could result in poor ethical
decision making in the ISP. The individual differences measures related to self-
control, grit, and pathological technology use should provide us the opportunity to
further examine the relationship between these variables and neural recruitment relat-
ed to ethical decision making in the ISP.
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There are some limitations of our study that must be considered. First, as is
true of all our work with the ISP, we are at best measuring an abstract intention relat-
ed to hypothetical decision making in the laboratory rather than decision making tied
to natural contexts with real outcomes. This limitation might be addressed with ad-
vances in data collection supported by low-cost reliable EEG systems that could facil-
itate data collection in quasi-realistic settings or field studies. Second, the sample
included undergraduate students and that were primarily female, limiting the generali-
zability of the findings. Our initial work using ERPs with the ISP only included males
in the studies [3], and the physiology observed in that study is quite similar to what
we have reported with samples including primarily females [4,5]. Given this, we do
not believe that the gender of the sample undermines our findings, however, it may be
worth directly considering gender effects in future studies. Also related to the gender
imbalance of the study, one might wonder whether female participants are able to
empathize with the male protagonist (i.e., Josh) in the ISP. We have sought to address
this issue in a recent study using the ISP wherein a gender-neutral name was used for
the protagonist along with gender neutral pronouns related to others mentioned in the
scenarios. The new study also includes a larger sample (i.e., >200 participants) and
roughly equal numbers of males and females, so we should be able to explore this
issue at least at the behavioral level.

In conclusion, the current findings build upon prior research using ERPs
with the ISP. We demonstrate that violation items are not associated with stronger
emotion than control items when assessed with a conscious thought probe. We also
replicated the effect of violation trials on the amplitude of the posterior N2 and
demonstrated that this effect likely results from differences in phase locking in the
Theta/Alpha band rather than differences in overall power between violation and
control trials. These findings provide support for the idea that ethical decision making
in the ISP may be associated with an inward focus of attention. We believe that the
current findings provide a foundation to examine the interplay between individual
differences and attentional allocation in the ISP that may serve to bolster or impede
ethical decision making.
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