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I. INTRODUCTION

(1) In a world which is becoming increasingly reliant upon the Internet and information infrastructures,
widespread use of "cyberspace" [U is creating extensive decentralization of the Global Information
Infrastructure (GHI). One of the most prized attributes of the Internet is its free flow of information to all
parts of the world supplied by a telecommunications infrastructure. However, the Internet's greatest
characteristic is also its darkest threat: ready access by anyone, anywhere. With the explosion of
c tronic commerce looming on the horizon, many companies are beginning to look for ways to control
this anarchy and prevent the chaos of unregulated access on the Internet from spreading to their internal
computing networks. If a corporation or organization wants to maximize its efficiency and productivity
through the use of information technologies, it must assert control over content, activity and access. One
of the tools which can help keep the anarchy of cyberspace under control is an intranet. [ Operating on
the same technologies as the Internet, an intranet makes it possible for large-scale corporations to
implement protected internal computing networks for organizing data and information. Intranets are
changing the way information is used, managed and disseminated within an organization. Increased
productivity, centralized management of large projects, heightened efficiency and higher returns on
investment (ROI) are some of the immediate benefits of implementing an intranet. There are distinct
differences between the Internet and an intranet in terms of application which are especially apparent in
the realm of proprietary rights.

{2} Proprietary rights on the Internet have been especially difficult to define, particularly since there are
no geographic boundaries or borders to cyberspace. The inherent nature of the Internet does not
recognize territorial limits; it expands to where the telecommunications infrastructure will allow it. The
"Information Superhighway" is anarchic in nature, like a freeway without lane dividers, police or a
directed flow of traffic. It has virtual off-ramps which lead to smaller communities of self-contained
information known as "websites." These sites are increasingly taking the form of secure, encapsulated
intranets to stabilize much of the anarchy of the free-flowing general Internet. Additionally, by
employing a secure and organized means of accessing the Internet, corporations and individuals can
maximize the benefits of electronic commerce. The essential qualities of an intranet which make it
significantly different and appealing from the Internet is that it can provide structure, organization and
security to cyberspace as discussed below. Intranets are a secure means of using the Internet and can
simultaneously provide answers to previous questions of jurisdiction and choice of law in resolving
proprietary rights disputes in cyberspace. By using an intranet, a corporation or entity can predict with a
fair degree of certainty how issues regarding the use of patents, copyrights, trademarks and other
proprietary rights should be resolved in cyberspace.

II. WHAT IS AN INTRANET?

{3} In 1994, Dr. Steven Telleen of the Amdahl Corporation first coined the phrase "intranet" in a paper
entitled IntraNet Methodology. 13] This is the earliest known use of the term and is generally credited as
the first written description of the technology. [4] However, the technology is not new; it has been
around as long as the Internet and the World Wide Web. [5] An intranet is an internal network of



computers, servers, routers and browser software designed to organize, secure, distribute and collect
information within an organization. [61 They operate on the same technologies as those used for the
general Internet. However, intranets are different because they can be completely isolated from the
Internet by means of a protective shield which prevents access via hardware or encryption/authentication
software or through a combination of both elements. The protective shield is known as a "firewall" and
is used to effectively isolate the internal network from the Internet at large. [7] The secure nature of
intranets is changing the way information is organized and managed within the workplace, and
"firewall" security is the most essential component to ensuring the greatest benefit from using the
Internet, particularly in areas such as the growing field of electronic commerce. [J Valuable key
features of intranets which make them appealing to goods and services providers alike are the ability to
deploy security and encryption measures.

14) Intranets are bringing an entirely new set of benefits to the workplace, especially in organizations
which have a high level of decentralization in their operations and subdivisions. These internal networks
increase efficiency and productivity, yield a high ROI, provide decision-makers and executives instant
access to real-time information and data, and allow project managers to coordinate input from a
decentralized computing organization. [9] Intranets are tailored to the specific needs of an organization
and can be described in five distinct categories of evolution. [101 All five categories are in use by a
wide-range of organizations, depending on the scope of information organization, distribution and
efficiency. An emerging enterprise, intermediate manufacturing company or a multi-national company
will each require a different level of intranet. These levels are defined as: Basic, Publishing Library,
Collaboration, Transactions and Extranets. [11]

A. Levels of an Intranet

(5) Not every organization has the same requirements for structure, access or security with regard to
using the Internet, but an intranet is designed and deployed to meet specific needs and scope. The first
level of an intranet is the "basic intranet" which is a small website designed for the use of an individual
or a small collection of users. [121 The key reason for using a basic intranet is to provide information for
the education of the individual members of the organization. [131 At the next higher level of
organization is the "publishing library," which is used for corporations or organizations which operate
off of a common database, such as using general, company-specific forms. [141 These types of intranets
are the most commonly used in organizations or businesses which are confined to small-scale
operations. [151 Organizations with a much higher level of complexity and decentralization will require
greater services and will need to use either a "collaboration" or "transactions" intranet. L6]

(6) Large organizations such as educational institutions, intermediate level manufacturing facilities and
multi-departmental companies deploy collaboration intranets. [171 This level of intranet provides a wide
range of services including e-mail, project management and directory services. Many corporations have
deployed collaboration intranets and they fulfill data and information management requirements.
Usually, a collaboration intranet is used by a large organization which requires the use of information
among several departments located on a single site, such as a university or large manufacturing site.
Finally, large organizations which require greater capabilities for coordinating data and information
among geographically independent offices or departments are deploying transactions intranets.

17) A "transactions" intranet is useful when extensive projects with a wide range of users, such as
research and development or financial services, need to be organized. At Netscape Communications
Corporation, the largest supplier of internet/intranet servers, over 50% of all sales were for transactions
intranet applications. [181 Transactions intranets are capable of fully-integrating corporate functions



with the databases and systems of the organization. The transactions intranet extends to all levels of
operations and is used to maximize efficiency through real-time project management, electronic mail
and information coordination. It can also employ a wide range of applications across all levels of an
organization, using inter-operability languages such as Java and Active-X, which allow compatibility
across several different types of platforms, i.e. running the same program simultaneously on an Apple
MacIntosh as well as an IBM PC. [191 Finally, the last level of evolution for an intranet is the
"extranet;" a mammoth internal network designed to manage and coordinate the operations and
information of large organizations on a global scale. [201 This is referred to as "inter-enterprise"
networking and represents the largest evolutionary version of an intranet. [211 It is deployed only by
corporations which require the full-service capabilities of a transactions intranet and the added ability to
handle electronic commerce and manage global projects. [21 However, an intranet's efficiency and
effectiveness is directly proportional to its degree of control and management. Some of the primary
concerns in terms of control are resolving issues of access and use, which require the implementation of
protective measures to defend the internal network from the "anarchic" nature of the Internet. An
uncontrolled intranet, especially one with poorly managed firewalls and access is no more efficient than
the general Internet itself. This means lowered protection and security which will jeopardize any
proprietary information stored within an intranet. This can be particularly damaging where the use of
trade secrets is the primary form of protection for intellectual property.

B. Firewalls and Encryption

{8) An intranet is similar to the Internet in that it transmits packets of information rapidly to various
locations along its length, depending on access to the available telecommunications infrastructure. An
intranet is similar to the Internet in that it enables intra-organizational information to be freely available
and accessible, but only within an internal network. It is also difficult, if not impossible, to determine a
geographic location for any piece of information on the Internet. This creates significant problems for
resolving conflict of laws issues for cyberspace disputes. These difficulties are still being resolved by
the World Trade Organization (WTO), World Intellectual Property Organization (WIPO) and the
International Telecommunications Union (1TU) in terms of defining proprietary rights on the Internet.
[231 However, intranets may provide answers to these difficult problems through the use of old
technologies in a new fashion. What makes an intranet different is its ability to isolate itself from the
general Internet through the use of "firewalls," gateways and encryption programs. Access through an
intranet creates a situation where there are two distinct parties: the owner/operator of an intranet and the
external/internal user.

(9) A "firewall" is a protective barrier comprised of hardware and software which represents the first
line of defense against penetrations into or out of an intranet. [241 Security is the primary concern in
preventing or controlling access and activities within an intranet. [251 Sensitive information, such as
corporate trade secrets, contained within an intranet require protection from disclosure or
misappropriation. Computer fraud and break-ins represent losses in millions of dollars every year. As a
result, corporations spend over $6.3 billion on intranets and security systems. [261 This is estimated to
increase to $13 billion given the explosive growth of electronic commerce within the next year. [271
Firewalls and encryption technology represent some of the major security instruments which can protect
corporate intranets and websites as well as ensure safe and rapid expansion of electronic transactions in
cyberspace.

(10) Encryption software is used to supplement firewalls by providing a protective barrier against
unauthorized or indiscriminate access from the Internet. Encryption is a highly controversial subject in
terms of cyberspace applications, however it is extremely useful and important for establishing intranet



security. The debate centers around whether this technology, which is used to encrypt and decrypt data,
should be regulated and, if so, to what extent. There are two principal types of encryption methods:
public and single key. [281 Public key encryption relies on having two separate keys, one to encrypt and
the other to decrypt data or messages. [29] Without both keys, only one of which is publicly revealed,
the data is incomprehensible. [301 Under the single key approach, only one key is needed but it is not
publicly disclosed. [31 Both types require the use of a secret encryption key to decode data. These
secret keys are the subject of past, present and future attempts at enacting legislation and regulations on
encryption. [321 The government is concerned that by not being able to gain access to these keys it will
lose the ability to intercept, monitor or impose surveillance upon suspected or known criminals who
may be using encrypted messages or electronic mail to communicate or perpetrate crimes. [331 This
concern extends beyond the domestic sphere and has a multitude of ramifications upon the issue of
national security. Proposed plans include either a form of "key escrow" or a trusted third party system in
which the secret encryption key would be registered with the government to allow decrypting at will.
[341 Industry leaders, educational institutions and technology developers are strongly arguing in favor of
self regulation instead of government intervention which may force mandatory registration of encryption
keys.

(11) Just about every sector of business is concerned with the security and privacy of electronic
messages and mail in cyberspace, on the Internet and within an intranet. Employers are concerned that
proprietary information or sensitive corporate trade secrets are being divulged or misappropriated and
employees are mutually concerned about privacy and integrity in communications. However, the benefit
of an intranet is that encryption can protect highly sensitive areas from within as well as prevent
unauthorized external intrusion. Trade secrets and confidential information can be encrypted to prevent
unauthorized access. Encryption can also provide virtual privacy between the sender and receiver of
electronic mail and messages. The debate is left in further disarray by the question of how to balance
constitutional concerns with the national security. [351 An area of the Internet law which is still widely
debated is how to resolve previous constitutional issues such as the First Amendment right to freedom
of speech or jurisdiction under the Fourteenth Amendment without sacrificing the concern of protecting
the security of the nation.

(12) Whether a communication on the Internet or on an intranet is protected by the First Amendment
can largely be answered by a traditional analysis of whether the electronic message falls into one of the
unprotected categories of speech. [361 Under the standard developed by the Supreme Court in
Brandenburg v. Ohio, there are very few classes of unprotected speech. [371 The technology involved
with Internet/intranet communications does not provide any substantial reason why this traditional
analysis and rule should be invalidated. In fact, the Brandenburg standard has been used in addressing
television and radio communications as well. [381 Rapid changes in technology do not require a
subsequent alteration of legal standards and norms.

{13) Intranets also answer many of the questions surrounding jurisdiction by providing the location of
"where" a cyberspace event occurs. Access to users can be subject to consent to specific terms prior to
entering an intranet. Such terms can include forum selection clauses which specifically delineate the
particular forum where disputes or litigation will be addressed. In the event an intranet firewall does not
have a forum selection clause, penetration of the firewall should be the point at which a user enters the
"loci" or place. Under a territorial approach to the conflict of laws, this is known as the "lex loci fori" or
the law of the forum, which is defined as the geographic area where the intranet servers are located. 391
This generates the nexus of contacts which courts may find sufficient to assert jurisdiction over a
particular party as a result of their particular Internet activities. Jurisdiction, the First Amendment and
the national security are only three of the major concerns which are involving government legislators



and industry officials in regulatory debate over the Internet and cyberspace in general.

(14} As an interim measure to address national security concerns in 1994, President Clinton, citing the
International Emergency Economic Powers Act (IEEPA), declared that encryption technology represents
an emergency and has placed it on the U.S. Munitions List as a prohibited item for export. [40] This
action, under Executive Order 12,924, is mitigated by the transfer of agency cognizance from the U.S.
Department of Defense to the U.S. Department of Commerce for oversight purposes. [411 The current
state of affairs is still unresolved and to address the Constitutional questions and details of encryption
would take this article well beyond its intended scope and subject matter. Nonetheless, encryption is a
fundamental and critical component to deploying an intranet because it provides security and places an
ider :ty to a computing network which is useful in resolving disputes over intellectual property rights in
cyb fspace. With the predicted growth of electronic commerce and the digital economy looming on the
horizon, the ability to conduct secure transactions is absolutely necessary.

Ill. COMMERCIAL POTENTIAL

(15) A growing segment of the Internet industry designs and constructs intranets, known as
"outsourcing," tailored to the specific needs and requirements of the customer in a market. 1421
Requirements for size, security, access and scale of operations can be incorporated into the construction
of an intranet. Internet content, service and goods providers are relying on large telecommunications and
computer software companies to manufacture entire systems tailored to meet their particular
requirements. [431 Inter-enterprising networks are becoming increasingly popular with organizations
which are deploying intranets to take advantage of the growth of electronic commerce. Many types of
organizations such as financial, governmental and educational institutions, law firms, hospitals and
pizza delivery services as well as technology developers are turning to the use of intranets as a means of

ximizing the Internet medium. Additionally, other industries, besides information technology sectors,
e becoming increasingly reliant upon the use of intranets.

(16) Manufacturing industries are particularly well-suited for deploying intranets to track project
development and management. Intranets maintain real-time tracking on daily output, expected delivery
shipments and other operations which can be improved through an increased flow of information. L41
Design teams can place models and plans on a corporate intranet and allow every member of the team to
access the information with the expectation that it is the latest updated version. Executives and
decision-makers also benefit by referencing the real-time "information state" of the company. Intranets
gain the most benefit when they are used by a corporation looking to use the Internet to sell goods and
services in electronic commerce. The tremendous growth of electronic commerce makes intranet
deployment desirable in addition to its capabilities for project management, increased productivity and
improved efficiency. [451

A. Electronic Commerce

(17) The predicted value and benefits of electronic commerce vary greatly. Most surveys and analyses
can only project a few years past the turn of the millennia and those that venture further are probably
more speculative than analytic. [461 However, it is undisputed that electronic commerce is a tremendous
and potentially vast source of revenue. In the United States, current indicators estimate that electronic
commerce will reach in excess of $327 billion by the year 2002. [47] In 1997, over 33% of the Gross
Domestic Product (GDP) was generated from information technology industries alone. [481 Consumers
and businesses spent over $282 billion on information technology products, goods and services, not
including electronic commercial transactions. [491 Internet/Intranet server sales are yielding accurate



trend information about electronic commerce. In 1997, more than 50% of all web servers sold were for
intranet applications. [501 By the turn of the century, this figure is expected to increase dramatically,
with intranet servers exceeding 90% of all sales. [511 In the extranet software market alone, sales are
anticipated to grow, reaching an estimated $400 million by the turn of the millenium. [521 In light of
these apparent indicators, electronic commerce is growing at a rapid rate and there is an enormous
demand for technology components which will allow access to these markets.

(18) Telecommunications, Internet telephony and on-line goods and services are gradually coming
together to provide "one-stop" shopping for consumers from a single supplier. Digital convergence will
expand the National Information Infrastructure (Nil) and the GII, providing the public with greater
access to goods and services, further enhancing the appeal of electronic commerce. This will
significantly alter the global trade, commerce and communication infrastructure. Since the enactment of
the U.S. Telecommunications Act of 1996, markets in competing technologies such as cable, telephony
and information services have begun to open. [531 Traditional cable companies are cooperating with
technology firms to provide combined television programming and high-speed Internet access. [54I If
this trend continues, eventually a single utility or service company will be able to provide cable,
telephone services, electronic mail and Internet access via a single device or "set-top" box. [551

(19) Although convergence is still in its infancy, it is driving the developers of information technology
to create new markets for electronic commerce by means of devices other than personal computers. New
consumer markets will open from the intersection of the television, cable, telephone and
telecommunications industries. Electronic commerce is expanding beyond its reliance on Internet access
via computers alone. The growth of electronic commerce will require corporations to be more
sophisticated in the use of information for organization, management and production. An intranet is an
ideal tool for accomplishing these objectives and generates an extremely impressive ROI in the process.

B. Return on Investment (RO)

1201 Corporations and organizations which require efficient tools for communication, collaboration and
knowledge-building recognize the inherent benefits of deploying an intranet. [56I Cost savings are
among the major benefits of an intranet and are factored into calculating the return on investment (ROD.
Important factors in calculating the ROI include the cost of maintaining and administering an intranet
and personnel costs. In fact, the most significant costs associated with deploying an intranet are not the
actual hardware or software, but the training and hiring of support personnel to manage the intranet. [571
However, despite these costs, the value added and ROI from deploying an intranet are significant
enough to justify building one. [581

(21) The high ROI is calculated by tabulating the costs of hardware, software, personnel, training,
implementation and maintenance. [591 These are compared against the benefits and savings in time and
money, which are calculated in terms of the time saved per employee in a standard work day. [601
Although individual employee savings might be insignificant, a corporation with several thousand or
even a few dozen employees might find that several hundred work-hours per day may be saved as the
result of deploying an intranet. In a study conducted by the International Data Corporation, the average
ROI appears to be generally high enough to recover the costs of deployment within six to twelve weeks.
[611 Large multi-national corporations with decentralized operations were found to have exceptionally
large savings and ROIs. Corporations such as Lockheed Martin and the Amdahl Corporation realized
ROIs in excess of 1500%, given the relatively low cost of implementing an intranet to manage extensive
and decentralized manufacturing operations. [621 With over 170,000 employees, of which 140,000 of
whom use an intranet, Lockheed Martin, the world's largest developer of military aircraft, experienced a



tremendous amount of savings in terms of increased efficiency and overall information management.
[631 After calculating three years of expenditures for hardware, software, training and personnel for the
intranet which totaled $1.9 million, the total savings was in excess of $28 million. [64] Generally, the
larger the intranet, the greater the return on investment.

IV. ATTRIBUTES OF THE INTRANET

A. Benefits and Costs

{22} Deploying an intranet creates risks, but these are quickly overrun by rapid gains in increased
efficiency, cost savings and a competitive edge. The immediate benefits are gained in improved
real-time project management and increased productivity. [651 Once implemented, an intranet provides
immediate organizational and improved management benefits of data and information. However,
savings are not initially realized due to the costs incurred in implementation and personnel training.
These immediate costs are known as "ramp-up" expenses which include not only the purchase of
hardware and software, but also training and personnel. [661 Over a longer period, however, the
increased efficiency derived from an intranet assists the corporation in gaining a competitive edge. [671
Real-time project management and the rapid flow of information are significant factors in gaining a
leading edge over competitors, especially in manufacturing processes and research and development
organizations. The two largest areas of risks which diminish these benefits are access and security. [681

B. Access

{23) Access is the primary concern in terms of maintaining control over an intranet. The risks involved
with widespread use of an intranet are usually associated with either internal or external unauthorized
access to data and corporate information stored on an intranet. These risks are more easily managed on
an intranet than on the Internet because of the ease of managing an enclosed structure compared with an
anarchistic collection of uncontrolled and unrestricted information. [691 One of the major characteristics
of the Internet which has generated tremendous debate is its free-flow of information and whether the
uncontrolled access that accompanies it is an asset or risk. [701 Some argue that the tremendous
availability and freedom of information is a wonderful asset, while others, usually institutions or
organizations who want to use the Internet for commercial purposes, assert that the anarchy and lack of
control is a major security risk for all involved. On an intranet, the external problem can be resolved
through the use of firewalls and encryption technology which provide containment barriers. Controlling
access ensures the integrity of an intranet and creates a single, cyber-identity for purposes of
determining jurisdiction and conflicts of laws. Intranets are fundamentally different in so far as they
make it possible to determine a forum, from which a distinct body of law can be chosen and applied.
Deciding what jurisdiction will apply will determine what body of intellectual property laws will be
used as well. By allowing access to an intranet, contract formation can be used to answer these questions
through the use of "web licenses" or access agreements prior to entry. [711 The internet permits access
to anyone with the requisite elements of a telecommunications infrastructure. Once enabled with access
to the Internet, there is no control mechanism for governing the activities of users, other than denying
basic access or filtering the content of materials placed on it. Activities within intranets can be governed
by existing contracts law, by providing access contingent upon acceptance of the corporation's terms of
behavior while using it. [721 Coase's basic economic theory supports this notion that the contracting
parties will reach the most economically efficient result, with the user providing guarantees on her
behavior in return for the opportunity to view the information or content within the intranet. [731 This is
dramatically different from the Internet in that it is much more difficult, if not impossible, to determine a
single point or place where a contract was formed. In general, determining "where" and "how"



information is accessed is extremely difficult on the Internet, i.e. a user in Australia who gains access
through an Internet Service Provider ("ISP") in Germany and then enters the general web page of the
U.S. Library of Congress is indistinguishable from a user performing the same activity from the District
of Columbia. An intranet is distinct in that it is not an amorphous river of information without
boundaries. It is an internal organizational network which has been designed, implemented and
administered for a single entity. System administrators acting on behalf of the corporation can control
access, enforce security, track users, and form contracts with external users to permit access and gain
certain promises in return. In addition to access, intranet security is the second major asset which
distinguishes intranets from the Internet.

C. Security

124} Security on the intranet is modeled after the U.S. Department of Defense Trusted Computer System
Evaluation Criteria. [741 The Trusted Computer Criteria, also known as the "Orange Book," lists
detailed guidelines for specific levels of security within an internal computing network. [75] Although
the standards were created in 1985, the "Orange Book" has been an effective model for intranet security
in the private sector. Access should be limited to a few key personnel in the most sensitive areas of an
intranet. For example, in a software development firm, the chief technology officer or operating officer
may have an A(1) rating which permits wide, but controlled access. 761 On the other hand, external
users or customers of an intranet may be restricted to a lower rating of C(1) or C(2) which would permit
only limited control of personal or private information entered during the course of the transaction. [771

(25) Trade secrets, confidential material and projects can be closely guarded by implementing graduated
levels of security. To protect proprietary information, external users should be strictly limited to areas
which are required for electronic commercial transactions. Large-scale operations such as global
intranets and multi-national networks are more susceptible to unauthorized breach because of the high
degree of decentralization and increased number of external and internal users. [781 Comprehensive
policies should incorporate measures for external/internal use, physical security and access to
proprietary information. [791 Intranets are an important organizational tool, and with electronic
commerce they become profitable as well, especially when valuable intellectual property can be
managed so as to increase its utility and productivity.

V. INTELLECTUAL PROPERTY ON AN INTRANET

126) Understanding the value of protection of intellectual property provided by an intranet requires a
different approach than the Internet. The self-contained nature of an intranet allows the use of forum
selection clauses to establish a choice of law through contractual arrangements which, unless agreed to
by both parties, will determine how to resolve conflicts. [801 A fully developed intranet firewall using
encryption, information questionnaires and security validation measures provides a means to determine
when and where a user accesses it. From a geographic "real space" perspective, it would be similar to
crossing through a customs inspection station, i.e. "Identification, please? Where are you going? What is
the nature of your visit? Have a nice day." Once passing through the wall, private laws or rules of the
corporation will determine the outcome of any acts or disputes which occur within it. An intranet is an
ideal means of further protecting intellectual property in cyberspace.

A. Patents

(27) The state of the law with regard to patents and computer-related inventions, which includes the
Internet and intranets, is vague and ambiguous in terms of what is permissible and what is not. In 1972,



the U.S. Supreme Court ruled that mathematical algorithms are not patentable under § 101 of the Patent
Act. 1811 In the cases that followed Gottschalk v. Benson, additional guidance for defining the
patentability of computer-related inventions was not clear. However, where a physical process appears
to interact with the algorithm, and the mathematical formula is not wholly pre-empted, then patentability
may be permissible. [821 The nature of Internet technology is intangible and, with the exception of the
hardware components, non-patentable subject matter under § 101. However, although an intranet relies
upon the same technologies as the Internet, it is fundamentally different in that there are physical aspects
to an internal network.

128) An intranet is a system or method of operation which, as defined by § 101 of the Patent Act, is
patentable. [83] Outsourcing technology development firms are manufacturing entire intranets which are
tailored to meet the individual needs of a specific corporation, organization or consumer. [841 These
custom-made units incorporate hardware components along with the necessary software to generate an
organizational system to manage information and databases within the corporate network. If the
outsourcing developers are able to satisfy the conditions of patentability under the Act, such as utility
and novelty, then it would be possible to obtain patents for the various models or types of intranets. This
is not achievable for the Internet since it would be impossible to embody the entire Gil and resolve
inventorship issues. An intranet is designed as a self-contained virtual network and is physically
embodied in servers, browsers and other web architecture components which are patentable.

(29) However, patentability does not extend much further than to the actual system or process of an
intranet. Apart from the overall system and its individual components, it would be unlikely to obtain
patentability for data or information stored on the databases or software applications used within the
network. In fact, in light of the Benson prohibition placed on mathematical algorithms and object code,
software patents would be difficult to obtain without some sort of physically interactive process or
transformation. 851 For these "intangible" components of an intranet, copyrights should be sought for
protection.

B. Copyrights

(30) Copyright law is another unsettled area of intellectual property law with regard to the Internet.
However, the Copyright Act may be the only source of protection for software applications which are
not physically embodied or interacting with a transformation process. Unlike the Patent Act, there are
specific regulations codified to deal with computer programs and software. [861 Copyright protection for
software is statutory, providing for specific remedies and damages. [871 There is also a statutory period
of protection which, under certain conditions, can be extended. [881 Copyright law is more flexible than
patent law in terms of protection for software, however, there are problems in this area as well.

{31) An intranet is a system or method of operation, used as an organizational tool to enhance project
management, increase productivity and improve efficiency. As a method of operation, an intranet would
be expressly prohibited from copyright protection under § 102 (b) of the Copyright Act. [891 The
software applications and computer programs used to coordinate and organize the internal network can
be protected as "literary works" under the Act. [90] However, the components of an intranet such as
application software which employ menu command hierarchies are non-copyrightable in light of the
decision in Lotus v. Borland. 1911 Menu command hierarchies which are used as graphical user
interfaces with an intranet firewall would fall under that preclusion to copyright protection. In Lotus, the
Court of Appeals for the First Circuit ruled that menu command hierarchies were not protected under
the Copyright Act. [921 Thus, as Judge Boudin suggests in his concurring opinion, an alternative form of
protection such as the Patent Act should be chosen over existing copyright laws. [931



{32) With regard to databases and information files stored on an intranet, a minimal degree of creativity
must be established to meet the test as defined by the Supreme Court's decision in Feist v. Rural in order
to afford protection under the copyright laws. [94] Intranets with user interfaces might be able to meet
this standard if the data were stored in such a way as to convey originality. In Feist, the Court found that
not every selection or arrangement of data and information would be copyrightable, reinforcing the
extinction of the "sweat of the brow" doctrine. 1251 In order to find that copyright protection does extend
to a database or factual compilation, there must be some minimal degree of creativity or originality in
authorship which would meet the spirit of the requirements under § 102 of the Act. [96] Keeping in
mind that copyright protection can be extended to individual portions of intranet software which meet
the "original works of authorship" requirement of § 102 (b), corporate projects and research and
development efforts might be protected under these categories.

(33) Confidential information and projects often represent the most important and valuable work
product of a corporation, especially in industries such as aerospace, defense, computer, information
technology and automotive. Protecting information on an intranet such as confidential project
information is permissible under the Copyright Act, provided the minimum level of creativity is met.
[97] However, where this information represents significant financial interest to the corporation,
protection may be better suited under the law of trade secrets. The tension between copyrights and trade
secrets is such that information on an intranet can be protected under both forms without actually
disclosing the trade secrets. 1281 There is no requirement to choose between either trade secrets or
copyrights, but caution should be employed when considering whether to disclose valuable confidential
information to anyone outside the trusted parties within the corporation. [991 The theft of copyrighted
material is becoming an increasingly reliable area of the law.

(34) On December 17, 1997, President William J. Clinton signed the No Electronic Theft (NET) Act
which, once effective, imposes criminal penalties for the theft of copyrighted material by using the
Internet as the medium for the crime. [1001 The Act imposes a sliding scale of penalties of
imprisonment and fines, regardless of whether the person(s) who commit the crime profit from it. [1011
For corporations and organizations that deploy intranets to organize and protect valuable information or
trade secrets, this Act is a powerful tool to prevent theft. Some individuals and groups have argued that
this legislation could also have the effect of limiting the fair use doctrine. [1021 The "fair use" doctrine
enables courts to determine whether a particular use of a copyrighted material is infringing based upon
equitable factors. [1031 However, unless the infringing use is found to be willful, the NET Act does not
apply. [1041 The full effect of the law remains uncertain until litigation is brought which challenges the
scope of the NET Act.

C. Trade Secrets

(35) Under the Uniform Trade Secrets Act (UTSA), which has been adopted in all but a few states, state
law governs what can be protected as a trade secret, as well as how to determine issues of infringement.
[1051 Security is critical to ensuring that the commercial viability of research and development projects
is maximized by limiting the number of people who have access to the information. An intranet is an
excellent form of protection for trade secrets and, if administered properly, can maintain tight and
accurate security over internal confidential information. However, regardless of intranet security
measures and policies, keeping valuable physical information such as flow-charts, indices and other
research in a secure location is just as important as it was before the deployment of the network. [1061
Even the most fervent advocates and developers of intranet technology support physical security
measures for extremely sensitive documents. [1071 There are a significant number of components of an
intranet which can be protected as trade secrets, such as encryption and software applications.



1361 Encryption programs coupled with physical devices and hardware meet the "transformation" test
set forth under Gottschalk [1081 and can achieve patentability. The transformation test is used to
establish patentability for an invention by determining whether the invention reduces an article from one
state to another. [1091 Encryption programs transform intelligible information such as messages and
data into nonsensical numbers and letters and vice versa. If the object of the patent application is written
in such a way as to incorporate a system or method of operation which is physically embodied in a
hardware component such as a server or networking computer, then the chances are good that it can
achieve patentability. However, even if patentability were achievable in this manner, it is still subject to
determining a physical element and there must be an election as to whether to use trade secrets or patent
protection. Patents and trade secrets cannot be used together or to supplement each other.

(37) An invention must be sufficiently disclosed so as to meet the descriptive requirements of § 112 of
the Patent Act. [1101 The disclosure of the invention is made to the People of the United States and, in
return for the statutory monopoly, the inventor donates his information to the public. A patent monopoly
can only protect that which is disclosed. This runs contrary to the underlying theory of trade secrets,
which requires that in order to maintain protection, the commercial information which derives
independent economic value must be maintained as a secret. [I111 In short, intranet projects and
confidential information should be protected under either patents or trade secrets, relying on subsidiary
uses of copyrights and trade secrets for comprehensive protection. Intranets make the use of trade secrets
more viable and less risky in light of its firewalled isolation from the Internet and general disclosure in
cyberspace.

138) Finally, for any software application which is used on an intranet, by either internal employees or
external users or customers, a license, web-license or some other form of virtual agreement can be used
to preclude the possibility of discovering trade secrets through reverse engineering. [1121 The nature of
an intranet provides a clearly defined party which is able to enter into contract and licensing agreements
for trade secrets protection. Unlike the Internet, an intranet provides a means for establishing a contract
between parties which can ultimately determine how disputes will be resolved through clauses which
provide for conflicts of laws, jurisdiction, alternative dispute resolution and mandatory arbitration. The
Internet cannot do this because there is no single point or frame of reference to determine where or who
is participating in a transaction. This is troublesome when trying to establish liability for actions
occurring on the Internet, in terms of who is involved and what the intent was in forming the original
transaction. [1131 However, with improved recognition of the need for international cooperation and
greater use of intranets, it may be possible to establish some form of trans-national framework to
regulate cyberspace in its entirety. [1141 This need for uniform application of laws is especially visible
in the area of trademark law.

D. Trademarks

(39) Trademark law is particularly applicable in the areas where goods are being sold from the intranet
in electronic commerce such as software downloads. Trade and service marks can be applied to these
goods, indicating a mark-good association. However, the nature of cyberspace makes it difficult to
determine whether there is a general acceptance that a good sold on the Internet is actual commerce.
Some courts have found that Internet content resides in the stream of commerce and this is becoming a
more commonly accepted theory. D1151 Another unique area of trademark law which is applicable to
intranet deployments is the registration and use of domain names, which are used to locate particular
websites.

(40) A domain name is a label such as "www.kokka.com" which is matched with a series or sequence of



numbers which serves as an Internet address and are used to locate specific websites. [1161 Intranets are
internal networks which are composed of a collection of individual web pages and web sites which can
be located by these domain names. The use and registration of domain names is an especially difficult
area of trademark law for a number of reasons.

{41) Domain name registration is a very unsettled area in Internet law. The current registration process
is controlled by a private corporation, Network Solutions, Inc. (NSI) which functions under a contract
with the National Science Foundation. [1171 NSI registers domain names on a first come-first serve
basis for a nominal fee, which entitles the owner to exclusive use on the Internet. This contract and
registration system will expire on March 31, 1998, with national responsibility being given to a
non-profit organization which will be established from April to September, 1998 and international
responsibility being assumed by the International Telecommunications Union (ITU). [1181 Web page
domain names for sites within an intranet are registered under the corporate entity with NSI.

{421 The registration process is used in conjunction with existing trademark law to resolve disputes
under the Lanham Act [1191 for the use of domain names. Intranets do not pose any new challenges or
significant problems to existing trademark law, but it may ease some of the debate by focusing industry
efforts to find a solution to the registration dilemma. The increasing use of intranets is demonstrative of
the fact that the Internet is becoming an increasingly viable means of conducting business. Other areas
of the law such as trademarks and domain names must be resolved or the potential will be lost. Disputes
which involve two or more competing organizations using or seeking to use the same domain name can
be resolved by looking at the nature of their intranets. Intranets aid in the resolution of these problems
by enabling courts to resolve trademark infringement claims. Intranets provide a specific entity to
evaluate for similarity. The use of an intranet can help the fact finder decide whether the nature of their
transactions are similar enough to warrant a finding of infringement. [1201 Potential problems will rise
under the domain name dispute which are beginning to assume international proportions with the
impending expiration of the NSI registration system. Furthermore, intranets help provide a foundation
upon which to develop and adopt uniform standards for the protection of intellectual property and
regulation in cyberspace.

VI. REGULATION OF CYBERSPACE

A. Approaches to Regulation

143) Regulatory proposals for cyberspace, the Internet, and intranets are framed in three different
categories: governmental, self, and no regulation. Governmental regulation tends to be found in
countries where the rate of growth of the information infrastructure and penetration rate to the
population are fairly low. Third world nations are particularly susceptible to extreme forms of
governmental regulation due to political instability or weak economies which are barely able to support
existing telecommunications services and infrastructure. Self-regulation is industry driven, relying on
competition in open markets to ensure that activity and content in the marketplace are being driven by
consumer desires. This relies on the assumption that parties operating in cyberspace, such as owners of
corporate intranets, will ensure unwanted content and activity are suppressed to prevent interference
with market operations. [1211 Finally, a no-regulation scheme seeks to impose no controls or restrictions
on access or content and allows the free-flow of information on the Internet to continue.

B. Types of Regulation

(44) There are two principal forms of regulation in cyberspace: content and activity. [1221 Content



regulation refers to the control of the subject matter placed in cyberspace. [1231 This is usually
accomplished through the use of filtering programs or government censorship in countries which impose
strict regulatory schemes upon their information infrastructures, such as Singapore and Vietnam. (1241
Activity regulation targets the specific conduct which occurs in cyberspace by prohibiting undesirable
transactions from occurring. [125] Unwanted content is filtered out by locating its source and then
placing a prohibition or technological barrier to access. [1261 This is a preferable form of regulation
which can be used in jurisdictions without the capability or resources to prevent unwanted content from
being placed on the Web.

(451 Protective firewalls and encryption allow an intranet to control access to and from the Internet,
eliminating unwanted activity or content. Network administrators can also ensure that certain categories
of transactions occur within a specified level of access as defined by security policies and personnel
responsibilities. [1271 Content can also be monitored to ensure that undesirable material is either filtered
or removed from the intranet. It is possible to ensure compliance with corporate policies through
contractual employment agreements and forum selection clauses. [1281 The use of existing forms of
contracts law can be used to regulate activities and content within an intranet.

C. U.S. Approach to Regulation

(461 The United States has adopted a regulatory scheme that relies heavily on industry self-regulation.
In light of the rapid rate of technological change, the U.S. balances government rules with industry
self-regulation since developers are better suited to anticipate and understand the needs of the
technology. Already industry leaders are working to take measures against unwanted content on the
Internet. [1291 However, Congress may no longer be comfortable with a secondary role to industry
self-regulation, as evidenced by the passage of the NET Act. [1301

VII. INTERNATIONAL OUTLOOK FOR THE INTRANET

A. International Agreements or New International Legal Regime?

(47) In the European Union, a similar approach has been adopted, mixing governmental and
self-regulation. There is a stronger tendency towards governmental regulation within the EU which has a
central body for dealing with regulatory matters, the European Commission, which administers and
adjudicates disputes, including those which might deal with the telecommunications and information
technology. [1311 On the other hand, although some countries do not have legislation which addresses
the growth of information technologies, they are rapidly moving towards enacting laws which facilitate
protection. For example, the Argentine Supreme Court recently upheld a lower court ruling which stated
that existing copyright laws in that nation did not protect software. [1321 However, pressure from high
technology firms has brought rapid attention to the passage of new legislation to govern software. (1331
A new copyright law which governs software has passed the lower house and is before the Argentine
Senate awaiting passage, with reassurances of strong support from President Raul Granillo Ocampo.
[1341

(48) There have been several international agreements which indirectly affect cyberspace and intranets.
For example, in February of 1997, the WTO Agreement on Telecommunications Services was
negotiated to open national telecommunications markets around the world to privatization and foreign
investment, encouraging development of the GIL. [1351 The development of a telecommunications
infrastructure and services will allow a greater penetration rate of Internet access in the international
realm. None of the existing agreements directly confront intellectual property issues of the Internet



directly. [1361 The North American Free Trade Agreement (NAFTA) of 1993 and the General
Agreement on Tariffs and Trade (GATT) of 1994 do not provide guidance for resolving specific
intellectual property issues in cyberspace, with the exception of the Trade-Related Aspects of
Intellectual Property Rights (TRIPs). [1371 Intellectual property rights are not significantly altered by
these agreements, since the Agreement and existing laws can be used to coordinate international
protection. International organizations are beginning to understand the issues involved with the Internet
and, rather than create an entirely new body of law, discussions have been opened for treaty negotiations
to establish uniform treatment of intellectual property rights on the Internet. [1381 The WTO, which
negotiated the Agreement on Telecommunications Services under the General Agreement on Trade in
Services (GATS), will address the impact of telecommunications services, digital convergence and the
Internet on intellectual property rights. The next round of negotiations will be a significant attempt to
provide uniform standards for Internet services and regulations. During these negotiations, the WTO
will confront several important issues concerning trade regulations, the Internet and the growth of
electronic commerce. Other international organizations such as the World Intellectual Property
Organization (WIPO) and the 1TU are also struggling to provide rules and regulations for other aspects
of cyberspace, including intranets.

(49) In 1996, the WIPO met in Geneva, Switzerland to address issues concerning copyright
infringement over the Internet. [1391 Unfortunately, differences in the application of copyrights to
electronic databases between the United States and the European Union led to an inability to reach an
agreement. [1401 The conference ended without resolution and today the subject of whether to extend
copyright protection to electronic databases is still unresolved. [1411 Another example is the ITU, which
assumed overall responsibility for resolving the international Domain Name System (DNS) registration
dispute in 1997. [1421 The Generic Top Level Domain Name Memorandum of Understanding or
GTLD-MOU is the agency responsible for establishing a new international framework to replace and
expand the original system created by NSI. [1431 It faces a difficult task, especially in light of the fact
that two previous agencies were dissolved after their failure to reach a proposal. [1441

150) The pressure is increasing with the expansion of electronic commerce and very little progress has
been made toward establishing international cooperation in terms of providing some manner of uniform
treatment of cyberspace. Various international bodies are struggling with individual issues of
cyberspace, but a single international governing body needs to be appointed to supervise these efforts.
The United Nations or NATO have been proposed bodies in the areas of patents and copyrights, but the
imbalance in intellectual property rights between the U.S. and the EU create unique tensions. [145]
However, intranets can provide a different aspect on the technology and allow existing laws to govern
cyberspace, rather than attempt to create an entirely new regime. If a new international legal regime
were to be created, by whose or what nation's norms would the standard be set? [1461 If a form of cyber
common law were established, what would guarantee virtual compliance in the international context or
determine whether a particular nation would look to this law rather than its own? National governments
would tend to rely upon existing domestic laws to handle disputes which fall within its "borders," using
intranets and forum selection clauses to resolve conflicts of law. "Cyberalty" would add to the already
intolerable chaos, creating more problems by introducing a new body of law rather than focusing
existing laws and clarifying their application to new technologies.

(51) Continued inflexibility in drafting international agreements to help resolve conflicts of law will
only stifle the economic and social potential of the Internet. Intranets facilitate these agreements because
they provide entities which can be held accountable for specific actions in cyberspace. The creation of
another legal regime might extend an already chaotic situation by forcing other nations to either adopt or
refuse to recognize this new form of law. Given the current trend of Internet law, the latter position is



more likely to occur. The difficulty and impracticality associated with creating a new form of law and
jurisprudence for cyberspace, much in the same way as admiralty is the law of the sea, is enormous. The
rapid growth of telecommunications infrastructure, information technology and the Internet will not
abate thus requiring, at a minimum, an international regulatory framework for cooperation. The law
cannot keep up with the rate of change of technology. It is almost unconscionable to think of changing
the law with every new or major shift in technology which affects society as deeply as the Internet has.
Without predictable applications of existing national laws, the potential of the Internet will be prevented
from reaching its maximum success.

VIII. CONCLUSION

{521 Intranets reduce the anarchy of the Internet by providing certain outcomes and parties. The
explosive growth of electronic commerce and intranets are transforming the Information Superhighway
into a cyberspace ocean with virtual islands everywhere. These islands are the intranets, representing
businesses, organizations and individuals selling, buying or offering goods and services on the Internet.
Soon the islands will grow to the size and scope of continents, connected by the countless strands of the
Internet. Although it is founded on Internet technologies, an intranet does not represent many of the
same concerns as to conflicts of law or how to effectively protect on-line intellectual property. Existing
forms of contracts and torts law, using employment and licensing agreements, "web-wrap" licenses and
forum selection clauses settle the uncertainties of the Internet. Employing intranets provides particular
locations and parties for transactions to be conducted on the Internet. There is no uncertainty in
determining where a transaction took place or who was a party to the action itself. Although the
technology may alter the shape of the Internet in the years to come, it is certain that intranets will be an
integral part of it.

(531 Ultimately, the disparity between the intellectual property laws of the United States and the
European Union must be resolved. An international oversight committee must be appointed and the Gil
must be built from existing national telecommunications networks. It appears to be a mammoth task, but
electronic commerce has guaranteed that the Internet is here to stay with the foundations of the Next
Generation Internet. The fundamental task of governing cyberspace is no more difficult than it was for
the advent of telecommunications, broadcast television or the airplane. Intranets will help make the task
easier by understanding the patterned effects of a new technology rather than by trying to study the
minutiae of the technology itself. With the proper perspective and proper objectives, international
cooperation and a uniform application of laws, the legal regime of cyberspace can be reduced to a stable,
reliable source of freely exchanged ideas and information.
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