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I. AN UNPRECEDENTED LANDSCAPE

When you think of sports, how do you imagine where the athletes
play? The lushest grass you've ever seen? An unending blue sky? None
of the above? If you are watching the game from the comfort of your
home, what channel is broadcasting it? CBS? ESPN? Now compare your
answer to an answer you would have given a few years ago. Any
similarities?

Technology is changing rapidly, with the video entertainment world
right behind it. Virtual reality, biometric scanning, and all sorts of other
developments are changing the way the world views technology. Who
would have thought that you could walk around your neighborhood and
catch Pokemon?l

One change that was unlikely to be predicted was the rise of eSports.2

An eSport is an online, multiplayer video game played competitively that
spectators can view live. 3 Simply put, these games take a sport and make
an electronic version of it. People are now able to play soccer, football,

* J.D., University of Florida, Levin College of Law (2019); B.A., University of Florida
(2016). Thank you to my family, friends, classmates, and everyone that has provided me with
guidance and advice for improvement. Secondly, thank you to the Journal of Technology Law
and Policy for selecting me for publication.

1. POKEMON Go, http://origin.pokemongo.com/ (last visited Oct. 24, 2018). This game is
able to take advantage of augmented reality to place a virtual object at a fixed spot in the real
world. It was an alarming success with $600 million in revenue within the first three months. Joon
Ian Wong, We Finally Know How Much Nintendo Made from Pokemon Go, QUARTZ (Oct.
26, 2016), https://qz.com/819677/nintendo-pokemon-go-profits-we-finally-know-how-much-
nintendo-made-from-pokemon-go/.

2. The eSport industry has exploded within the past five years. In 2014, it was reported
that over 200 million individuals viewed or participated in eSports, 89 million of whom were
"frequent viewers" or "enthusiasts." Additionally, while the field has been traditionally male
dominated, studies show that 38%-44% of American eSports fans are women. One of the most
exciting parts is that these numbers will only continue to grow. See Ben Casselman, Resistance Is
Futile: eSports Is Massive ... and Growing, ESPN (May 22, 2015),
http://www.espn.co.uk/espn/story/_/id/ 13059210/esports-massive-industry-growing.

3. E-sport, LExIco, https://www.lexico.com/en/definition/e-sport (last visited June 24,
2019).
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and basketball without ever having to leave their couches.4 The most
exciting part is that these people can compete with other players around
the world, all with the push of a button. These competitions can occur at
a place in town or entirely through the intemet. Such accessibility allows
massive tournaments to take place with grand prizes and relatively low,
if any, location costs.s In fact, the winner of the FIFA Interactive World
Cup 2017, an eSports soccer tournament, was awarded $200,000 for his
victory.6

The debut of the first ever FIFA eWorld Cup took place in 2018.7 For
this tournament alone, 20 million individuals from around the world
competed-only thirty-two were admitted into the tournament.' The
qualifiers were from various countries, including the United States,
France, Germany, and Saudi Arabia.9

Throughout online gaming, leagues are developing where players
compete against each other. Most games use "rankings" to compare their
players globally. 10 Now, what happens when you create a tournament for
teams within these leagues?

Consider League of Legends, a free multiplayer online battle arena
game that places individuals on teams to fight against each other.11 It
requires strategy, patience, and teamwork. It also provides an opportunity

4. For example, EA Sports Inc. has developed sports games, including FIFA, Madden, and
NBA LIVE, that simulate soccer, football, and basketball, respectively. See EASPORTS,
https://www.easports.com (last visited June 24, 2019).

5. The World Championship "Natural Selection II" tournament cost $67,443 to operate.
For larger tournaments, companies spend millions. See Hamza Aziz, So How Much Does It Cost
to Host an eSports Competition Anyway?, DESTRUCTOID (Mar. 11, 2014, 4:00 PM),
https://www.destructoid.com/so-how-much-does-it-cost-to-host-an-esports-competition-anyway
--271749.phtml. However, this cost remains substantially lower than the largest live sporting
events such as the Super Bowl, which raised $53 million to spend on the event. Eric Roper, Cost
ofHosting Super Bowl Remains Unclear, ButNFL Demands a Lot, STARTRIB. (Feb. 3,2018, 4:01
PM), http://www.startribune.com/cost-of-hosting-super-bowl-remains-unclear-but-nfl-demands-
a-lot/472512273/.

6. Steven Jurek, Gorilla Wins $200,000 FIFA Interactive World Cup 2017, DOT ESPORTS
(Aug. 18, 2017, 2:45 PM), https://dotesports.com/general/news/gorilla-fifa-fiwc-2017-16757.
The eWorld Cup replaced the Interactive World Cup in 2018. FIFA eWorld Cup 2018, FIFA,
https://origin.fifa.com/fifaeworldcup/faq/index.html (last visited Apr. 21, 2019).

7. Id.
8. First 16 Qualifiers for the FIFA eWorld Cup Grand Final 2018, FIFA (May 30, 2018),

https://www.fifa.com/news/wed-305-first-16-qualifiers-for-the-fifa-eworld-cup-grand-final-
2018-2951878.

9. Id.

10. Id.

11. What Is League of Legends?, LEAGUE OF LEGENDS, https://na.leagueoflegends.com/
en/game-info/get-started/what-is-loll (last visited Apr. 21, 2019).
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to generate income through sponsorship, product sales, and sports
gambling.12

Certain game mechanics take advantage of a system of in-game items
that allow players to customize their avatar. For example, in games such
as Fortnite, there are different items or skins that a player may use.13 The
items may be earned either through accomplishments while playing or
purchased with virtual currency through a randomized in-game
mechanic. Players, by merely using the items in-game, generates free
product placement. Further, the limited-edition nature of these items
creates an environment where players will spend real money to acquire
such limited edition or customized items.14

While normally not an issue, what happens when these items are
purchased by minors? Children are known to be susceptible to the "I have
to have it because everyone else has one" mindset.15 When children
obtain these items through a system, much like a virtual "in-game
casino," certain legal issues arise. This Note will examine the
development of in-game purchases in the video game industry.

II. WHAT ARE LOOT BOXES AND WHAT Do THEY Do?

Most video games allow the use of fiat currency to acquire objects and
assistance within the video game.16 The most common forms of obtaining
these perks are the acquisition of loot boxes and micro-transactions.17A

12. League of Legends is considered a $1 billion business. Edgar Alvarez, The Traditional

Sports World Is Taking eSports into the Mainstream, ENGADGET (July 21, 2017),
https://www.engadget.com/2017/07/2 1/how-the-traditional-sports-world-is-embracing-esports/.
In the eSports betting market, League of Legends maintains roughly 38% of the total game betting
volume. Esports Betting Overview of the Esports Gambling Vertical, LEGAL SPORTS REP.,
https://www.legalsportsreport.com/esports-betting/ (last updated May 10, 2018). The eSports
betting industry is also capitalizing on the development of blockchain. One company in particular
is striving to develop a betting company that operates using only blockchain technology. Stefanie
Fogel, Esports Gets Legalized Sports Gambling, VARIETY (Oct. 24, 2018, 2:33 PM),
https://variety.com/2018/gaming/news/unikrn-gets-wagering-license-for-esports-betting- 120299
2593/.

13. All Skins, SKIN-TRACKER, https://skin-tracker.com/fortnite/skins (last visited Apr. 21,
2019).

14. See Kellen Beck, 'Counter Strike' Skin Creators Are Making at Least 6 Figures a
Year, MASHABLE (May 2, 2017), https://mashable.com/2017/05/02/counter-strike-skins/#NOCO
zl8laPq9.

15. Emily Sohn, Why Do Children Love Those Fad Toys So?, NPR (May 10, 2017, 12:25
PM), https://www.npr.org/sections/health-shots/2017/05/10/527769527/why-do-children-love-
those-fad-toys-so.

16. Prateek Agarwal, Economics of Microtransactions in Video Games, INTELLIGENT
ECONOMIST, https://www.intelligenteconomist.com/economics-of-microtransactions/ (last
updated Apr. 10, 2019).

17. Id.
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micro-transaction is generally an in-game purchase that allows the player
to access additional content. 1 8 That content may assist a user in
completing objectives that would be possible to complete without the
additional purchase, but with more difficulty. 19

A loot box, which contains an unknown item or items, is given to
players as a prize.20 Loot boxes do not create a direct financial incentive,
but are instead a "game of chance."21 If a player is lucky enough to get
the item he or she wants-great! If not, then the player is stuck with
undesirable junk items. Players want the most unique and rare loot to
show off to their friends or their competitors.22 Purchasing a loot box is
usually cheaper than purchasing rare items directly, and sometimes an
item is only obtainable through the acquisition of a loot box.23 This
creates an incentive for players to try to open as many loot boxes as
possible to increase their odds of obtaining the most enticing loot. The
loot could be simply aesthetic, such as a new costume, or something more
substantial, such as a valuable weapon.24 With these new items, a player
may perform better than competitors in the game, which then encourages
other players to open boxes to even the playing field.

Some games, such as Overwatch or League of Legends, allow players
to earn the boxes through in-game performance or through special
giveaways only.25 As noted above, those games also allow players to
acquire loot boxes with fiat currency.26 When fiat currency is involved, it
is difficult to ignore the similarities between loot boxes and real-world

18. Chelsea King, Note, Forcing Players to Walk the Plank: Why End User License

Agreements Improperly Control Players' Rights Regarding Microtransactions in Video Games,
58 WM. &MARY L. REV. 1365, 1367 (2017).

19. S. 1629, 116th Cong. (2019), https://www.hawley.senate.gov/sites/default/files/2019-
05/Loot-Box-Bill-Text.pdf (defining pay-to-win microtransactions).

20. Keza MacDonald, Belgium Is Right to Class Video Game Loot Boxes as Child
Gambling, GUARDIAN, https://www.theguardian.com/games/2018/apr/26/belgium-is-right-to-
legislate-against-video-game-loot-boxes (last updated Aug. 15, 2018, 7:48 PM).

21. Id.

22. See Owen S. Good, ESRB's New 'In-Game Purchases' Label, Explained, POLYGON
(Feb. 28, 2018, 8:25 AM), https://www.polygon.com/2018/2/28/17059936/esrb-loor-crates-loot-
boxes-label-in-game-purchases (noting some players' belief that loot boxes are necessary to be
successful in a game).

23. See Daniel Friedman, Want Overwatch to Get Rid of Loot Boxes? It Might Get More
Expensive, POLYGON (Sept. 5, 2018, 2:00 PM), https://www.polygon.com/2018/9/5/
17822966/overwatch-loot-boxes-skins-events.

24. Jason M. Bailey, A Video Game 'Loot Box' Offers Coveted Rewards, But Is It
Gambling?, N.Y. TIMEs (Apr. 24, 2018), https://www.nytimes.com/2018/04/24/business/loot-
boxes-video-games.html.

25. See id.; Friedman, supra note 23.
26. Heather Alexandra, Riot Discloses Loot Box Odds for League of Legends, KOTAKU

(Feb. 23, 2018, 3:00 PM), https://kotaku.com/riot-discloses-loot-box-odds-for-league-of-legends-
1823275409.

218 [Vol. 23



INDIVIDUAL PRIVACY IS NARROWLY STRENGTHENED

gambling.27 A loot box operates like a slot machine: a player inserts a
coin and receives a random prize.28 One could argue the mechanics of
loot boxes are more akin to the toy dispensing machines located in local
supermarkets. Much like loot boxes, those machines are usually catered
to children. A child puts a quarter in the slot, turns it, receives a random
toy from inside, and is usually disappointed with the result.

As demonstrated by world leaders, the industry and players are unsure
how to categorize a loot box.29 In this area of uncertainty, the only sure
thing is that the issue is coming to the forefront of the industry's
attention.30 Moreover, loot boxes-and their similarity to gambling-has
even gained the attention of state legislators. Some states have
determined that the loot box system is gambling and must be regulated in
the same way as other gambling machines. For example, Minnesota plans
to restrict the sale of games with loot box mechanics to persons 18 years
old or older.31 Further, Minnesota would require that those games be sold
with a warning about the presence of the loot box mechanic.32 Other
states following suit are California, Hawaii, Indiana, and Washington
State.33

The issue is also being considered in Australia: the Australian
Environment and Communications Reference Committee recommended
that loot boxes be restricted to individuals over 18 years old.34 However,
no Australian legislation has been enacted.35 Other countries around the
world are also investigating the issue of whether or not loot boxes are a
form of gambling. 36 Japan has addressed the issue by banning a specific

27. Nick Santangelo, Ireland Backs Down from Labeling Loot Boxes as Gambling, IGN
(Oct. 1, 2018, 7:34 AM), https://www.ign.com/articles/2018/10/01/ireland-backs-down-from-
labeling-loot-boxes-as-gambling ("Where a game offers the possibility of placing a bet ... for
financial reward within the game, then, in my view it must be licensed as a gambling product.").

28. MacDonald, supra note 20.
29. See id. (noting that Belgium found loot boxes violated gambling legislation);

Santangelo, supra note 27 (noting that Ireland did not classify loot boxes as gambling).
30. MacDonald, supra note 20 (noting that the loot box mechanic created concern among

players and politicians).
31. 2018 Minn. Laws 8385, https://www.revisor.mn.gov/bills/text.php?number=SF4042

&version=latest&session=1s90&session-year-2018&sessionnumber-0.
32. Id.
33. Bailey, supra note 24; see also Alexandra, supra note 26 (describing Hawaii's view on

the matter).

34. Shaun Prescott, Loot Boxes Are "Psychologically Akin to Gambling," According to
Australian Study, PC GAMER (Sept. 18, 2018), https://www.pcgamer.com/loot-boxes-are-
psychologically-akin-to-gambling-according-to-australian-study/.

35. Ryan Whitwam, Study: Loot Boxes Are 'Psychologically Akin to Gambling,'
EXTREMETECH (Sept. 18, 2018, 4:02 PM), https://www.extremetech.com/gaming/277317-study-
loot-boxes-are-psychologically-akin-to-gambling?source=gaming.

36. Id.
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loot box mechanic that required excessive spending for a small chance of
a reward.37 China has also taken steps to create legislation to regulate loot
boxes.38 Moreover, Belgium and the Netherlands have indicated that they
believe loot boxes are gambling.39 On the other hand, the United
Kingdom and New Zealand have stated that loot boxes are not considered
gambling.4 0

One collaborative effort is the Gaming Regulators European Forum
(GREF). Its mission is to gather European gaming regulators to discuss
ongoing developments in the gaming industry, including gambling.41 The
GREF has produced a declaration that discusses the "blurring of lines
between gambling and other forms of digital entertainment such as video
gaming."42 The declaration was signed by sixteen gambling regulators
total.43 Unfortunately, the signing of the declaration does not establish a
legal precedent that meaningfully regulates loot boxes.44 Despite the tide
seeming to roll in the direction of regulation, one video game publisher
has taken a stance against the anti-loot box legislation abroad.45

EA Sports uses a loot box mechanic.46 Issues arose for EA when the
Belgian gaming commission determined that loot boxes were illegal.47

While other publishers removed the loot box option from their games,
EA decided to keep the mechanic in the FIFA video game.48 No legal

37. Sam Nordmark, Legislators Are Targeting Loot Boxes, Here's Why, DOT ESPORTS
(Oct. 20, 2018, 10:26 AM), https://dotesports.com/business/news/legislators-are-targeting-loot-
boxes-heres-why%EF%BB%BF.

38. Id.

39. Id.
40. See Jessie Wade, European and U.S. Gambling Regulators Sign Agreement to Tackle

Gambling in Games, IGN (Sept. 17, 2018, 9:54 PM), https://www.ign.com/articles/
2018/09/17/european-and-us-gambling-regulators-sign-agreement-to-tackle-gambling-in-games
(citing the Chief Executive and signatory for the UK gambling commission).

41. Main Objectives, GAMING REGULATORs EUR. F., https://www.gref.net/about-
grefexecutive-board/main-objectives/ (last visited Apr. 22, 2019).

42. Declaration ofGambling Regulators on Their Concerns Related to the Blurring ofLines

Between Gambling and Gaming, GAMBLING COMM'N (Sept. 17, 2018),
https://www.gamblingcommission.gov.uk/PDF/International-gaming-and-gambling-declaration-
2018.pdf.

43. The declaration reflects the shared concerns of its signatories, which include Latvia,
Czech Republic, Isle of Man, French, Spain, Malta, Jersey, Gibraltar, Ireland, Portugal, Norway,
Netherlands, United Kingdom, Poland, Austria, and Washington State. See id.

44. See Santangelo, supra note 27 (providing the statement of the Ireland Department of
Justice Minister of State, David Stanton).

45. See Ryan Whitman, EA May Get Sued Over FIFA Loot Crates in Belgium,
EXTREMETECH (Sept. 11, 2018, 3:38 PM), https://www.extremetech.com/gaming/276779-ea-
may-get-sued-over-fifa-loot-crates-in-belgium.

46. Id.

47. Id.
48. Id.
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action has been taken yet, but Belgium's prosecutor is currently
investigating EA to determine whether there is a case.49 The outcome of
this case will certainly have a global effect since it will be one of the first
loot box legal battles.50

At the time of this Note, the industry has not challenged the legality
of any state legislation passed in the United States.5 1 Video Game
Industry representatives assert that loot boxes are not gambling. In
support, they propose two arguments: (1) each time a player purchases a
loot box, he or she receives something in return, and (2) no player is
required to buy or use a loot box to play the game.52 While such
considerations should grant pause in the minds of legislators and readers,
those two arguments are not sufficient to distinguish the loot box from
gambling. 53

Beginning with the first argument, simply receiving something in
return does not by itself create a distinction. Rather, the proper distinction
should focus on the concept of consideration, which serves as the
foundation of contract law.54 The loot box mechanic thus falls under the
auspice of contract law and it should be treated as a contract. Is the player
always receiving something of equal or similar value in exchange for his
or her money? Is there a return promise? In the case of loot boxes, the
answer is most likely no. Consider the slot machine: players insert a
dollar and receive something in return, even if it is sometimes only
twenty-five cents. Similarly, the selection of a loot box is entirely random
and involves nothing but a computer code.5 5 Players may receive items

49. Id. See also Jessie Wade, EA Reportedly Under Criminal Investigation in Belgium for

Refusal to Modify FIFA Loot Boxes, IGN (Sept. 11, 2018, 10:27 AM), https://www.ign.com/
articles/2018/09/1 1/ea-reportedly-under-criminal-investigation-in-belgium-for-refusal-to-modify
-fifa-loot-boxes.

50. See Whitman, supra note 45.
51. At the federal level, the United States declared that loot boxes are not gambling. At the

state level, however, some states have decided the mechanic is gambling and have enacted
legislation accordingly. Compare Whitman, supra note 45, with Bailey, supra note 24.

52. See Bailey, supra note 24.
53. See id.
54. Conmey v. MacFarlane, 97 Pa. 361, 363 (Pa. 1881) ("A simple contract ... without

consideration, is void, and no action can be maintained upon it."); RESTATEMENT (SECOND) OF
CONTRACTS § 71 (AM. LAW INST. 1981). See MedVet Assoc., Inc. v. Sebring, 870 N.E.2d 268,
270 (Ohio Misc. 2007); Roberts v. Gaskins, 486 S.E.2d 771, 773 (S.C. Ct. App. 1997).

55. Andrew E. Freedman, What Are Loot Boxes? Gaming's Big New Problem, Explained,

Tom's GUIDE, https://www.tomsguide.com/us/what-are-loot-boxes-microtransactions,news-
26161.html (last updated Feb. 27, 2018) ("Loot boxes are digital grab bags. . . .").
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they already have or an item they do not want.56 This lack of
consideration makes a loot box comparable to a slot machine.

The second argument, focusing on the requirement to purchase loot
boxes, is almost negligible. Individuals are never required to gamble at a
casino, but still the industry is regulated.57 Video game players are indeed
able to enjoy the in-game content without partaking in the loot box
mechanic. But the desire to stand out in the virtual world-either
aesthetically or through superior performance-often entice players to
acquire the in-game currency required to purchase the loot boxes.

Loot boxes are also considered gambling because of the similar
psychological effects. A study performed in Australia examined the
psychological enticement to gambling.5 8 The study was performed on
behalf of Australian legislators to determine the appropriate legal status
of video game loot box mechanics.59 The study discovered that those who
already had a serious gambling problem were more inclined to spend
money on loot boxes.60 The report also mentioned that the loot box
mechanic can serve as a "gateway" to developing a gambling addiction.6 1

The very design of the loot box mechanic purposefully persuades
players to "buy just one more."62 Some video games, such as Fortnite, are
designed to be addictive even without a gambling mechanic.63 In fact,
video game addiction is increasing in frequency.64 Experts have
developed detox methods for overcoming a video game addiction.65

Video game addiction has even been considered to be similar to
"compulsive gambling."66 The video game user experiences elevated
levels of dopamine, which is connected with experiencing something

56. Another interesting comparison to loot boxes is trading card packs. Purchasers are able
to purchase a trading card pack and receive cards he or she already has or cards he or she does not
want.

57. See generally N.J. ADmIN. CODE § 13:69 (2019) (regulating gaming).
58. Prescott, supra note 34.

59. Id.
60. Id.
61. Id. (citing the "excitement" to become associated with gambling, which would lead to

additional gambling).
62. Alexandra, supra note 26.
63. See Mel Evans, Fornite Is 'Highly Addictive'But It's Parenting That's the Problem,

Claims Expert Who Insists on Hour Limit for Kids, METRO UK (Mar. 8, 2018),
https://metro.co.uk/2018/03/08/fortnite-highly-addictive-parenting-problem-claims-expert-insists-
hour-limit-kids-7371877.

64. Sherry Rauh, Detox for Video Game Addiction?, CBS NEWs (July 3, 2006, 6:35 AM)
https://www.cbsnews.com/news/detox-for-video-game-addiction/.

65. Id.
66. Id.
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unexpected and positive.67 Moreover, the opportunity to enter a new
world and temporarily escape from reality also contributes to the
development of an addiction.68 Parents have also felt the addiction,
stating they lost their children to video games.69

Now, factor in the loot box mechanic: players are able to try their luck
at winning a grand prize in their own fantasy world. The fantasy world
now also contains the excitement and psychological effects of gambling.
An individual who has to play just one more time to win back their losses
demonstrates the gambling addiction.70 This parallels the loot box
mechanic, which makes the player feel the need to open an additional box
to earn a special item and justify any money spent. It is that parallel that
is motivating state legislators-and legislators in other countries-to
enact laws to prevent children from accessing this sort of mechanic.71

The loot box situation is additionally dangerous because children are
easily impressionable. Children are especially vulnerable to the
emotional rush of loot boxes and to the endorsements of popular
YouTube vloggers and celebrities who are promoting loot boxes.72

Studies show that parents have a significant effect on the development of
children.73 When that influence is replaced by loot boxes and celebrities,
children have little opportunity to avoid the addiction of gambling. New

67. Id.; Phil Newton, What Is Dopamine?, PSYCHOL. TODAY (Apr. 26, 2009),
https://www.psychologytoday.com/us/blog/mouse-man/200904/what-is-dopamine/.

68. Rauh, supra note 64 ("[A]n intelligent child who is unpopular at school can 'become
dominant in the game."'). Reality for children can be much more difficult than fighting a battle
online. It was reported that 49% of children in 4th to 12th grades reported being bullied once over
a one-month period. Catherine P. Bradshaw et al., Bullying and Peer Victimization at School:

Perpetual Differences Between Students and School Staff, 36 SCHOOL PSYCHOL. REV. 361, 368
(2007).

69. Petula Dvorak, The Summer of Pale: How I Lost My Children to Fortnite, WASH. POST
(July 26, 2018), https://www.washingtonpost.com/local/the-summer-of-pale-how-i-lost-my-
children-to-fortnite/2018/07/26/ae586d0e-90e9-1 1e8-b769-e3fffl7f0689_story.html?noredirect
=on&utm term=.8fl38el6d9e7; Melissa L. Fenton, What the Heck Is Fortnite, and Why Are My
Kids Obsessed With It?, SCARY MOMMY, https://www.scarymommy.com/kids-obsessed-with-
fortnite/ (last visited Sept. 21, 2018).

70. Compulsive Gambling Symptoms, Causes and Effects, PSYCHGUIDES,
https://www.psychguides.com/guides/compulsive-gambling-symptoms-causes-and-effects/ (last
visited Sept. 20, 2018) ("If you feel like you need to try just one more time ... it is highly likely
you are suffering from a gambling addiction.").

71. Alexandra, supra note 26 (quoting Hawaiian and New Hampshire senators).
MacDonald, supra note 20 (providing an anti-loot box quote from the Belgian Minister of Justice).

72. MacDonald, supra note 20 ("'Mixing games and gambling, especially at a young age,
is dangerous for mental health . . . "').

73. Bethel Moges & Kristi Weber, Parental Influence on the Emotional Development of
Children, VANDERBILT DEVELOPMENTAL PSYCHOL. BLOG (May 7, 2014),

https://my.vanderbilt.edu/developmentalpsychologyblog/2014/05/parental-influence-on-the-
emotional-development-of-children/.

2019] 223



JOURNAL OF TECHNOLOGY LAW & POLICY

Jersey courts have held that children should not be able to enter casinos.74

Casinos in violation of this rule are strictly liable.75 Such legislation
demonstrates a state's interest in preventing children from gambling
exposure.

One example of a celebrity promotion is YouTube celebrity, "Ninj a,"
wanting a loot box in Fortnite.76 Ninja creates YouTube videos of himself
playing various video games. Famous for his over-the-top behavior,
Ninja has over 22 million subscribers on his channel.77 This figure does
not include any of his videos that are located on other channels.78 This
also does not take into account his presence on the game streaming
website Twitch.79 His income of roughly $500,000 a month demonstrates
his influence.80

It is important to note that the industry is self-regulating. For example,
the Entertainment Software Rating Board (ESRB) was originally created
to address video game violence and assign ratings for games. 8 The ESRB
itself does not have much authority to regulate the video game industry.82

It predominately provides advisories to video game players, such as a
"game rating." 83 The game ratings range from "E" for everyone to "M"
for mature and indicate any controversial elements of the game.84

The ESRB now requires labels indicating games with in-game
purchases.8 5 The label requirement will apply to games with various

74. New Jersey v. Boardwalk Regency Corp., 548 A.2d 206,211 (App. Div. 1988); see also
Rousso v. Washington, 239 P.3d 1084, 1091 (Wash. 2010) (recognizing that regulation of
gambling is partially motivated by the prevention of underage gambling).

75. Id.; see N.J. ADMIN. CODE § 5:12-119(a) (2019).
76. Fortnite Records, Ninja Wants a Ninja Loot Box in Fortnite, YOUTUBE (May 3, 2018),

https://www.youtube.com/watch?v=YVYOsdfjO7Q.
77. Ninja, YOUTUBE, https://www.youtube.com/user/NinjasHyper (last visited June 28,

2019).
78. Nathan Grayson, Ninja Takes Two-Day Break, Loses 40,000 Subscribers, KOTAKU

(June 13, 2018, 7:30 PM), https://kotaku.com/ninja-takes-two-day-break-loses-40-000-
subscribers- 1826813300.

79. Ninja, TWITCH, https://www.twitch.tv/p/about (last visited May 13, 2019).
80. Joe Colquhuon, Fortnite Streamer Ninja Makes $500k per Month, PC GAMESN (Mar. 7,

2018), https://www.pcgamesn.com/fortnite/ninja-streamer-growth (noting that 50% of the profit
comes from Twitch Prime subscriptions). Ninja also earned a spot on the list of Time's Top 25
Most Influential People on the internet. The 25 Most Influential People on the Internet, TIME,
https://time.com/5324130/most-influential-internet/ (last updated June 30, 2018).

81. Good, supra note 22.
82. Id.
83. Id.

84. ESRB Ratings, ENTERTAINMENT SOFTWARE RATING BOARD, http://www.esrb.org/

ratings/ (last visited Oct. 24, 2018).
85. ESRB Adding Labeling for Loot Boxes, Other 'In-Game Purchases,' POLYGON,

https://www.polygon.com/2018/2/28/17062424/loot-boxes-esrb-rating-warning-labels-crates

224 [Vol. 23



INDIVIDUAL PRIVACY IS NARROWLY STRENGTHENED

in-game purchase mechanics including the loot box, season passes,
subscriptions, and bonus levels.86 Whether or not ESRB took this
initiative based on its own desires or from social pressure is unclear.87

Apple is taking its own approach by requiring that publishers disclose
the statistics behind loot boxes.8 8 Specifically, any application that
provides "randomized virtual items for purchase must disclose the odds
of receiving each type of item .... 89 Apple, the first major company to
require publisher disclosures, has already applied this requirement to
major games such as Heartstone.90 It is likely that this rule will also apply
to the iOS version of Fortnite.

The reception of the labeling requirement is divided. Some believe the
actions are not enough.91 By grouping the loot box mechanic with general
in-game purchases, this approach is not giving parents and individuals
enough information to act accordingly.92 One study demonstrated that
even if parents knew what a loot box was, they did not fully understand
what the loot box entailed.93 Part of the international effort is to ensure
parents understand the risk of loot boxes as well as unlicensed third party
attempts to sell loot boxes to children.94 Authorities are attempting to
crack down on the issue through parental education and involvement.95

Information will allow parents to make the decision regarding the child's
exposure to loot box mechanics in video games, ranging from
unrestricted access to absolute prohibition.

On the other side of the argument, a developing campaign contends
the parental controls available in the video game console are sufficient to
handle the issue.96 The actual video game consoles have expanded

(last updated Feb. 27, 2018). But see Elliot O'Day, 21st Century Casinos, 19 TEx. TECH. ADMIN.
L.J. 365, 366 n.6 (2018) (stating that the ESRB equates loot boxes to collecting baseball cards).

86. Owen S. Good, The ESRB's New Warning Seems to Hide Loot Boxes in Plain Sight,
POLYGON (Mar. 3, 2018, 3:40 PM), https://www.polygon.com/2018/3/3/17075936/esrb-warning-
label-loot-crates-in-game-purchases-battlefront-2.

87. See Alexandra, supra note 26 (noting that a New Hampshire senator called for ESRB
action).

88. Id.

89. Chaim Gartenberg, Apple Now Requires Games with Loot Boxes to Disclose Odds,
VERGE (Dec. 21, 2017, 11:05 AM), https://www.theverge.com/2017/12/21/16805674/apple-loot-
box-app-store-games-odds-probability-disclosure.

90. Id.

91. Good, supra note 86.
92. Id.
93. Good, supra note 22.
94. Wade, supra note 40.
95. Connor Hume, Gambling Regulators Sharpen Focus on Loot Boxes & Social Gaming,

LEXOLOGY (Sept. 24, 2018), https://www.lexology.com/library/detail.aspx?g=048ebdla-8f2a-
47cO-be00-d63f3a935ec6.

96. Good, supra note 22.
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parental controls that prevent children from purchasing in-game content
with real world currency.97 With the lack of regulation, the ESRB
recommends that parents take advantage of these controls.98

Unfortunately, a parent is not always aware of the parental controls.
Additionally, some "technologically savvy" children are able to disable
parental controls. Thus, such an approach is not a viable solution.

One possible action some video game publishers have already taken
is to disclose the "drop rates" of their loot boxes.99 Some companies,
possibly hoping they can get in front of any legislation and win the
admiration of their customers, provide players statistics of the likelihood
of winning a certain item.100 The disclosure of the loot box system may
also allow publishers to keep their products in foreign markets.101 For
example, a regulation in China prohibits the sale of any game that does
not provide the probability of obtaining an item from a loot box.102 As
noted above, Apple has done something similar, and Google has as
well.103

The loot box mechanic is not going away. Video game developers and
publishers have been improving video games overall, but they have not
raised prices despite the sharp increase in the cost of developing video
games, which is now roughly ten times more expensive than before.104

Loot boxes are one approach that these companies have taken to raise the
revenue. For example, Activision Blizzard made approximately half of
its $7 billion revenue from microtransactions in general.0 s Moreover,

97. XboxOne, ENTERTAINMENT SOFTWARE RATING BOARD, http://www.esrb.org/
about/parentalcontrol-xbox.aspx (last visited Sept. 19, 2018). The ESRB also provides controls
for other consoles. ESRB Parent Resources Center, ENT. SOFTWARE RATING BOARD,
http://www.esrb.org/about/settingcontrols.aspx (last visited Sept. 19, 2018).

98. See Good, supra note 22.
99. Alexandra, supra note 26.

100. Id.; Nathan Grayson, Blizzard Reveals Overwatch Loot Box Odds in China, KOTAKU
(May 5, 2017, 11:57 AM), https://kotaku.com/blizzard-reveals-overwatch-loot-box-odds-in-
china-1794956138; Julia Lee, Riot Games Reveals League of Legends Loot Box Rates, RIFT
HERALD (Feb. 22, 2018, 2:12 PM), https://www.riftherald.com/lol-gameplay/2018/2/22/
17041132/league-of-legends-loot-box-rates-hextech-crafting-riot-games.

101. Alexandra, supra note 26.
102. Nordmark, supra note 37.
103. Gartenberg, supra note 89; Ethan Gach, Google Now Requires App Makers to Disclose

Loot Box Odds, KOTAKU (May 30, 2019, 6:10 PM), https://kotaku.com/google-now-requires-app-
makers-to-disclose-loot-box-odd-1835134642.

104. MacDonald, supra note 20 (noting that games have stayed at the same $50-$60 price
range over fifteen years).

105. Rob Thubron, Over Half ofActivision Blizzard's $7.16 Billion Yearly Revenue Came
from Microtransactions, TECHSPOT (Feb. 12, 2018), https://www.techspot.com/news/73230-over-
half-activision-blizzard-716-billion-yearly-revenue.html ("$4 billion of that amount came from
'in-game net bookings,' which covers loot boxes, sales of DLC, and in-app purchases.").
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some developers implement loot box mechanics to keep pace with their
competitors. 106

Aside from the likeness to gambling, the general gaming community
dislikes the loot box mechanic. Publishers have experienced severe
backlash from their customers when the loot box was too central to the
game. The most recent example occurred in EA Star Wars Battlefront
2.107 Battlefront's progression system seemed to require advantages
obtained either through a direct purchase or through the purchase of loot
boxes. In-game purchases let players skip ahead to the access of major
characters of the Star Wars universe as well as to purchase character
improvements.108 In other words, the purchase of loot boxes allowed
players to skip earning in-game currency through the traditional method
of playing the game, dedicating time and effort, and competing against
other players. The frustration was heard on social media and online
forums such as Reddit.109 The gaming community backlash and criticism
eventually led EA to remove the mechanic.110 The removal was even
accompanied by an apology from an EA executive.111

While the long-term social effects are still unclear at this point, the
increased exposure to sports betting may normalize gambling. Loot box
mechanics, whether legally classified as gambling or not, have the same
psychological effects as gambling. If gambling is more socially
acceptable, the likelihood of successful loot box mechanic regulation
might decrease. Conversely, the possibility of exposing children to loot
box mechanics and the psychological effects of gambling increases. Even
worse, parents will have no idea what their children are being exposed to.

III. CONCLUSION

Loot boxes are a new development, along with the rise of in-game
purchases in general.1 12 Since these mechanics are so new, legislators and
the general public are unaware of what they are or how to treat them.
General in-game purchases, while aggravating to some, do not involve

106. Id.
107. Tae Kim, EA Vows to Never Offer Paid 'Loot Boxes' in Its Controversial 'Star Wars

Battlefront I' Game, CNBC (Mar. 16, 2018, 1:46 PM), https://www.cnbc.com/2018/03/16/ea-
vows-to-never-offer-paid-loot-boxes-in-its-controversial-star-wars-battlefront-ii-game.html.

108. Ben Gilbert, The Latest Major 'Star Wars' Game Finally Dropped Its Most
Controversial Aspect-But It May Be Too Late, Bus. INSIDER (Mar. 16, 2018, 10:40 AM),
https://www.businessinsider.com/star-wars-battlefront-2-drops-loot-boxes-2018-3.

109. Kim, supra note 107.
110. Id.

111. Andrew Webster, EA Says It's Learned from Star Wars Battlefront Controversy, Vows
to 'Be Better,' VERGE (Apr. 13, 2018, 8:59 AM), https://www.theverge.com/2018/4/13/
17230874/ea-star-wars-battlefront-2-loot-box-patrick-soderlund-interview.

112. Activision Blizzard reported billions in revenue in each quarter. Nordmark, supra note

37.
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much danger other than a higher credit card bill. However, loot boxes are
different because they mimic gambling and should be regulated as such.

The world has been slow to respond. Loot boxes have been active for
several years now, but very few countries have taken action to address
the mechanic. Several states have started to address the issue, but most
legislation that has been proposed has yet to be adopted or to take effect.
Meanwhile, the effects of loot boxes, in terms of addiction, are being
documented. Video game developers mainly target children despite their
inability to understand the mental effects of loot box mechanics. Despite
a nation-wide acceptance of the prohibition on underage gambling, it
seems as if there is an apathy to virtual gambling with real money.
Perhaps it is the virtual separation that justifies loot boxes? Users are not
directly gambling, but gambling through their virtual identity with their
real-world money. Regardless of how they are viewed, loot boxes should
be statutorily regulated. Any applicable laws would not regulate the
general game, just the ability to access the loot box mechanic.
Additionally, parents should be educated on what is going on in their
children's lives.
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