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The microbiome, defined as the collection of the microorgan-
isms and their genetic material in a particular environment, 
has long been implicated to play important roles in human 

health and disease1. It has been demonstrated that specific bacteria, 
and also the balance of bacteria in the microbiome, can contrib-
ute to carcinogenesis through various paths including bacteria-
derived carcinogens, inflammation caused by bacterial infection or 
modulation of the immune response caused by dysbiosis2,3 (Fig. 1a). 
Helicobacter pylori (H. pylori) has been strongly linked to stomach 
cancer via type IV secretion of bacteria-derived carcinogens4 (Fig. 
1a (i)). Fusobacterium nucleatum (F. nucleatum) has been linked to 
colorectal cancer through their adherence and invasion into intes-
tinal epithelial cells, followed by β-catenin signalling, which leads 
to increased oncogenic and inflammatory responses5 (Fig. 1a (ii)). 
Certain carcinogenic Escherichia coli (E. coli) strains cause inflam-
mation and are specifically expanded at sites of inflammation; 
inflammation can affect microbiota composition which in turn 
promotes carcinogenesis6 (Fig. 1a (iii)). These specific mechanisms 
(that is, bacteria-derived carcinogens, cell-signalling and inflamma-
tion), and others (that is, reactive oxygen species, DNA damage and 
increased gut permeability) are responsible for bacteria or microbi-
ome-initiated carcinogenesis and have been previously reviewed in 
detail3,7. Importantly, the role of the microbiome in cancer extends 
beyond both the primary tumour site and the host’s gastrointestinal 
(gut) microbiome, since specific cancer-causing bacteria are often 
detected in distal tumour sites such as metastatic lymph nodes and 
liver metastases8 (Fig. 1b). For the purpose of this article, we define 
bacteria found in distal tumours/metastases as tumour-associated 
bacteria (TAB). Additional efforts have described how microbiome 
or bacterial metabolites originating in the gut, such as bacteria-
derived carcinogens or toxins, can initiate or affect non-gut cancers 
(for example, in the breast)2,3 and how bacterial species in the gut 
microbiome can colonize distal tumours (for example, in the pan-
creas) to affect patient survival9.

Beyond carcinogenic effects, considerable evidence indicates 
that the gut microbiome can enable or alter the efficacy of chemo-
therapies and immunotherapies. The chemotherapeutic cyclophos-
phamide relies partly on alteration of the microbiota (defined as the 
microorganisms that comprise the microbiome) and subsequent 
translocation of Gram-positive bacteria to secondary lymphoid 
organs to stimulate T-cell based immune responses10. In other 
examples, microbiota disruption via broad-spectrum antibiotics 
has been shown to negatively impact cancer immunotherapy out-
comes11 even in clinical studies12, highlighting the importance of the 
commensal microbiota in regulating immune response for cancer 
therapy. Building on these findings that connect the gut microbi-
ome to efficacy of cancer therapeutics, recent preclinical work has 
demonstrated that microbiome modulation through administra-
tion and subsequent gut colonization of commensal bacteria (for 
example, Bacteroidales, Bifidobacterium, Akkermansia muciniphila) 
can enable and increase the efficacy of blockade therapies (that is, 
CTLA-4, PD-L1)13–16. Extending the role of bacteria in cancer ther-
apy to TAB, it was demonstrated that bacteria found in pancreatic 
tumours can mediate chemotherapy resistance by metabolizing 
gemcitabine into its inactive form17. Over ten different bacterial spe-
cies demonstrated this effect against gemcitabine, including bacte-
ria derived from primary pancreatic tumours17, indicating that TAB, 
independent of their role in cancer, can actively inhibit and induce 
resistance against widely used chemotherapies. Collectively, the 
above findings have created great interest in developing approaches 
to modulate the microbiome to remove cancer-causing bacteria or 
improve cancer treatment through addition of beneficial species, 
with many of these efforts having already entered clinical trials18,19.

Current approaches for microbiome modulation (for example, 
antibiotics, faecal microbiota transplants, probiotics, diet modi-
fications and prebiotics) lack specificity in achieving targeted 
modulation, were not originally developed with the tumour micro-
environment in mind, and may not have the ability to interact with 
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microbes that are not accessible through oral delivery routes such 
as TAB20–22. As such, new approaches for microbiome intervention 
geared towards cancer therapy must be able to: (1) navigate the 
complex microenvironment (encompassing the microbiome, the  
tumour microenvironment and the barriers at the tumour–micro-
biome interface), (2) specifically interfere with the responsible 
molecular pathways and (3) be functional at sites beyond the 
primary tumour (for example, lymph nodes and metastases). 
Nanotechnologies are positioned to potentially meet these diverse 
requirements as they are able to communicate across molecular 
and macroscopic length scales, a key requirement for interactions 
with small molecule metabolites, microscopic bacteria and macro-
scopic tumours/organs. While the application of nanotechnology 
to microbiome modulation for cancer prevention/treatment is still 
in its infancy, there exists seminal work that highlights its massive 
potential. This potential first relies on identifying which bacte-
rial species are beneficial for cancer treatment19,23 versus harmful 
in cancer initiation and progression3,7; this is beyond the scope 
of this Review, as this has been covered extensively in previous  
reviews3,7,19,23. In this Review, we discuss how the properties of nano-
technologies make them uniquely suited for microbiome interven-
tion. We then highlight seminal work where nanotechnologies have 
been used to improve cancer therapy through interference with bac-
teria-derived carcinogens or through microbiome modulation. We 
also highlight an emerging area of research wherein unique func-
tions of microbes, the microbiome or microbe communities can be 
used as a source of inspiration for improving traditional nanopar-
ticle delivery. Finally, we share our perspective on the challenges 

and outlook of the application of nanotechnologies towards cancer 
treatment through microbiome interventions.

Nanotechnology for microbiome intervention
Nanotechnologies have been widely investigated for cancer treat-
ment for the past three decades. The first-generation nanotechnolo-
gies have been approved for clinical use24 and leverage the ability 
of nanotechnologies to navigate the vasculature25, avoid opsoniza-
tion through hydrophilic coatings26, accumulate at tumours via 
the enhanced permeability and retention effect27, and control the 
release of the encapsulated drug28. Second-generation nanotech-
nologies are currently being investigated in ongoing clinical tri-
als29 and build on the existing advantages of nanotechnologies to 
add functions such as tissue targeting30, combination delivery31 and 
stimuli-responsiveness32. Additional innovations have led to the 
development of third generation nanotechnologies with even more 
functions such as immune system modulation33, biological barrier 
penetration34, and ‘self-recognition’35,36. Development of nanotech-
nologies through these generations has been enabled by an existing 
and ever-expanding nanotechnology toolbox30,32,37–39 that includes 
surface modifications (Fig. 2a), encapsulation and controlled 
release approaches (Fig. 2b), and engineering and modification of 
physical properties (Fig. 2c). This existing nanotechnology toolbox 
can be used to design nanoparticle systems specific for microbiome 
intervention in cancer (Fig. 2d); however, this represents a generally 
unexplored area.

The gut microbiome is an exceedingly complex environment 
that comprises trillions of microbes and resides at an interface 
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consisting of the mucus barrier, the lumen and its contents (for 
example, food, water, mammalian cell secretions such as bile acids 
and microbe metabolites), and the epithelial cell lining in our gut40 
(Fig. 1a). Based on the success of cancer nanotechnologies, we 
believe the existing nanotechnology toolbox can be leveraged to 
design nanotechnologies to navigate the microbiome microenvi-
ronment (Fig. 2d) since individual examples exist for nanotechnol-
ogy targeting to the gut41, delivery to inflammation42, penetration 
and diffusion across mucus43, targeting to specific microbes44 and 
transport across the epithelium into systemic circulation45. Beyond 
intervention at the gut microbiome–tumour microenvironment, 
nanotechnologies can potentially target and act on migratory TAB 
and their metabolites, which persist in distal tumours8,9 (Fig. 1b). 
The opportunities for targeting TAB with nanotechnologies arises 
from specific features of non-gut-associated tumour microenvi-
ronments. For example, many bacteria favour the hypoxic regions 
of tumours46 and nanotechnologies have demonstrated success in 
interacting with and delivering payloads to hypoxic regions47. TAB 
persistence in tumours may additionally arise from avoidance of 
immune-cell clearance in the immunosuppressive tumour environ-
ment, protective interactions with tumour-associated macrophages 
or the commensal relationship TABs share with tumour cells. 
Nanotechnologies can potentially intervene with persistent TAB 

or TAB–cell interactions as they have been previously utilized to 
enable immunotherapy by interacting with specific cell populations 
in the tumour48. As such, interventional approaches of the microbi-
ome for cancer therapy exist at both the gut microbiome–tumour 
microenvironment and at distal sites of metastasis or tissues har-
bouring TAB. In any case, robust multifunctional nanotechnologies 
that can navigate a variety of biological barriers and interact with 
distinct cell types is required. Although nanotechnology navigation 
through systemic circulation and tumour vasculature is an impor-
tant prerequisite for targeting TABs or their metabolites, circulation 
and vascular navigation of nanotechnologies has been extensively 
reviewed previously25. In the following sections, we will highlight 
specific examples wherein nanotechnologies were used to act at 
the microbiome–tumour microenvironment or on TABs and their 
metabolites at a vascular-accessible tumour site to enable or facili-
tate cancer therapy.

Nanotechnology for manipulating microbiome metabolites
The crosstalk between the microbiota, their metabolites and the 
immune system at the gut interface or at metastatic tumours can 
have profound effects on carcinogenesis and cancer treatment. 
In two extreme examples of bacteria-secreted products, toxins  
(for example, cytolethal distending toxin, Bacteroides fragilis 
toxin or colibactin) can directly induce DNA damage responses3, 
whereas short-chain fatty acids (for example, butyrate) secreted by 
anaerobic bacteria have shown to be tumour suppressive through 
upregulation of p2149. In downstream mechanisms, pathogen-
associated molecular patterns such as lipopolysaccharide (LPS) 
promote inflammation, affecting the immune system and modulat-
ing responses to systemic immunotherapies3,19. Many of these bac-
terial metabolites (Fig. 3a) and their roles in cancer are unknown 
and more efforts focused on uncovering mechanisms are needed50. 
By focusing on what is known, opportunities exist for nanotech-
nologies to manipulate microbial signals/metabolites and prevent 
their interactions with mammalian cells (Fig. 3). By interfering with 
harmful microbial–host cell interactions, nanotechnologies could 
be used for cancer prevention, as new therapeutic modalities, or to 
facilitate enhanced efficacy of existing therapeutic approaches (for 
example, immunotherapies). These nanotechnologies can poten-
tially be used to interact with bacterial secreted products (Fig. 3a) 
that include toxins, carcinogens and immunosuppressive agents in 
the gut (Fig. 3b), in the blood stream (Fig. 3c), or in primary/meta-
static tumours (Fig. 3d). Potential approaches to manipulate micro-
bial products include nanotechnologies that can directly block, bind 
or otherwise inactivate these bacterial products (Fig. 3b(i),c(i),d(i)). 
Another approach may be nanotechnologies designed to secrete 
deactivating agents (Fig. 3b(ii),c(ii),d(ii)). Approaches that involve 
using nanotechnologies as a vehicle to genetically engineer mam-
malian cells to secrete these same deactivating agents (Fig. 3d(iii)) 
have already been described51. In addition to inactivating bacterial 
metabolites, nanotechnologies can be designed to release chemo-
therapeutic agents upon interaction with secreted bacterial prod-
ucts in the tumour microenvironment or the microbiome. Below, 
we will highlight a seminal example wherein a nanotechnology was 
used to interrupt the chemical communication between bacteria 
metabolites and the immune system to improve immunotherapy. 
We will then discuss a second example where targeting bacterial 
metabolism was used to enable stimuli responsive drug release 
of a chemotherapeutic from a nanoparticle to facilitate killing of 
tumours with TAB burdens.

LPS, a major cell wall component of gram-negative bacteria, acti-
vates toll-like receptor 4 (TLR4), nuclear factor-κB (NF-κB) pathways 
and transcription 3 (STAT3), which are heavily implicated in epithe-
lial carcinogenesis3. Specifically, LPS-initiated activation of onco-
genes has been strongly linked to colorectal cancer (CRC) and other 
cancers52. Our lab has recently shown that a nanotechnology-based  
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LPS trap protein improves efficacy of immunotherapies by block-
ing LPS–TLR4 binding, subsequently preventing oncogene acti-
vation. In this work, orthotopic and subcutaneous CRC tumours 
were separately established in mice and, in comparison to the 
subcutaneous model, the orthotopic tumour in the gut was: (1) in 
close proximity to the gut microbiome, (2) non-responsive to anti- 
PD-L1 immunotherapy and (3) exhibited decreased T-cell infil-
tration. Analysis of LPS in both the orthotopic and subcutaneous 
tumours revealed that the orthotopic tumours contained over 60-fold 
more LPS. Clearance of gram-negative bacteria from the gut via oral 
antibiotics against gram-negative bacteria (polymyxin B) decreased 
LPS, restored T-cell infiltration and reversed the immunosuppres-
sive microenvironment in the orthotopic tumour. Using our exist-
ing lipid–protamine–DNA nanoparticle gene delivery system53, we 
encapsulated a plasmid that transfects mammalian cells to secrete an 
LPS-binding fusion protein (LPS-trap) (Fig. 4a). Systemic delivery  

of LPS-trap nanoparticles to the orthotopic tumour facilitated mam-
malian cell transfection, secretion of LPS-trap, and blocking of LPS–
TLR4 binding in the tumour microenvironment. Treatment with 
our nanotechnology resulted in increased T-cell infiltration in the 
orthotopic tumour and significantly decreased tumour growth as 
compared to anti-PD-L1 therapy alone. The efficacy of our nano-
technology in decreasing tumour burden was further improved by 
over 5-fold when used in combination with anti-PD-L1 therapy, as 
compared to the LPS-trap alone51. This study provides compelling 
evidence towards leveraging existing advantages of nanotechnolo-
gies (for example, gene editing, tumour accumulation and tumour 
delivery) to control microbiome–tumour interactions for increasing 
the efficacy of traditional immunotherapy.

Bacteria that colonize primary tumours in the colon can poten-
tially breach the intestinal epithelium to eventually persist in sites 
of metastasis and satellite tumours as TAB. For example, F. nuclea-
tum, the most prevalent bacteria in CRC tumours54 is frequently 
found in distal liver metastases8 and bacteria from the microbiome 
can migrate to the pancreas through the pancreatic duct55. In these 
cases, TAB have been known to influence inflammation, immune 
response and resistance to chemotherapeutics55,56. As such, TAB 
and their metabolites represent a potential target for intervention 
that can distinguish the tumour from healthy tissues. A recent study 
highlighted how metabolites secreted by TAB catalyze degradation 
of a doxorubicin-loaded nanoparticle for on-demand and stimuli 
responsive drug release at the tumour site (Fig. 4b). Specifically, a 
triple-layered polyethylene glycol/poly(ε-caprolactone)/polyphos-
phoester nanogel (TLND) was designed to degrade in the presence 
of bacterial lipase and subsequently release encapsulated doxorubi-
cin into the tumour microenvironment. It was confirmed in vitro 
that triggered doxorubicin release induced cytotoxicity against H22 
hepatoma cells and that release occurred only in the presence of 
bacterial lipase. A hepatoma xenograft model infected with lipase-
secreting Staphylococcus aureus was developed to mimic a solid 
tumour harbouring TAB. Systemic administration of TLND to this 
model decreased tumour weight over 2-fold, as compared to stan-
dard doxorubicin treatment, and over 4-fold as compared to TLND 
treatment in the absence of TAB burden57. These results highlight 
the potential of designing nanotechnologies to respond to a single 
bacterial metabolite in the tumour microenvironment to enable 
a new treatment modality of stimuli-responsive and on-demand 
release of anti-cancer drugs mediated by bacterial metabolism.

Nanotechnology for microbiome modulation
Individual bacteria and the collective behaviour of the microbi-
ome play specific roles in initiating cancer. Strategies to alter the 
microbiome composition towards protection from, or treatment of, 
cancer can include addition of beneficial bacterial species, deletion 
of cancer-causing bacterial species or modulation of the existing 
commensal population22 to promote the proliferation of beneficial 
anti-cancer bacterial species such as those that secrete the short 
chain fatty acid butyrate58,59. Nanotechnologies for microbiome 
modulation have been for these latter two scenarios. Antibiotics 
are routinely used for killing pathogenic bacteria and modulating 
the microbiome; however, the use of broad-spectrum antibiotics 
can lead to antimicrobial resistance60, dramatic changes to the com-
mensal microbiome which have been shown to decrease immuno-
therapy efficacy11 and initiation of dysbiosis and/or inflammation61, 
which are linked to cancer62,63. Nanotechnologies have been used 
to load and deliver antibiotics to kill bacteria, including cancer- 
causing bacteria64,65. By virtue of properties that arise at the nanoscale, 
inorganic nanoparticles that inherently have antimicrobial activ-
ity have been used to kill cancer-causing bacteria66,67, primarily 
through generation of reactive oxygen species68. For both of these 
classes of antimicrobial nanotechnologies, the majority are non-
specific and were not designed to selectively kill individual species  
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of bacteria and thus they typically act as broad-spectrum antimi-
crobials. Targeted delivery of antimicrobials to specific bacteria spe-
cies implicated in gut cancers (for example, H. pylori, F. nucleatum) 
(Fig. 5a) can potentially address the negative side effects to the com-
mensal microbiota that is usually associated with broad-spectrum 
antibiotics. Extending beyond the gut, nanotechnologies designed 
to deliver antimicrobials can be extended to kill TAB at distal sites of 
metastasis via systemic administration (Fig. 5b). Nanotechnologies 
can also be used to deliver prebiotics, which are food-based com-
pounds that selectively stimulate growth or activity of individual 
or groups of bacterial species69. Towards anti-cancer effects, nano-
technologies can be used to formulate and deliver prebiotics that 
specifically regulate the proliferation or metabolism of commen-
sal bacteria with known anti-cancer effects58,59 (Fig. 5a). Strategies 
for nanotechnology-based prebiotic systems can potentially target 
delivery of prebiotics to specific microbial niches in the gut by using 
stimuli-responsive (for example, pH, bacterial metabolites) release 
mechanisms or targeting strategies to specific bacterial species. 
Here, we will discuss these two different nanotechnology strategies 
by first highlighting a study that used a molecular targeting approach 
to increase efficacy in killing cancer-causing H. pylori, which 
has potential for cancer prevention. We then highlight a second 
example wherein a targeted nanotechnology enables microbiome  

modulation through prebiotic delivery for upregulation of an anti-
cancer commensal microbe. Finally, we discuss considerations at 
the forefront of microbiome research that may inform future nano-
technology design for microbiome modulation.

With the growing need for targeted antibiotics that selectively kill 
microbes while sparing the commensal microbiota, nanotechnolo-
gies stand out as a potential therapeutic platform. Nanotechnologies 
are amenable to surface modifications for targeted delivery, can be 
functionalized to navigate the mucosal and epithelial barriers, and 
encapsulate and release antibiotics in a controlled manner. Indeed, 
there exists recent examples of nanotechnologies targeted to specific 
bacteria to facilitate antibiotic delivery65. The connection between H. 
pylori and stomach cancer described above is well known and pro-
vides a clear target for intervention as a cancer prevention strategy. 
A poly(lactic-co-glycolic acid) (PLGA) nanoparticle, encapsulating 
the antibiotic clarithromycin, was coated with gastric epithelial cell 
membranes (AGS cells) to bind to H. pylori. This approach used 
the existing interactions between receptors on AGS cells and adhes-
ins on the surface of H. pylori that enable binding to the gastric 
epithelium (Fig. 6a). It was confirmed via both scanning electron 
microscopy and confocal microscopy that the nanoparticle formu-
lation specifically targets H. pylori, unlike non-targeted nanopar-
ticles. AGS-NPs were then evaluated in an H. pylori infection  
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model in vivo, where targeted AGS-NPs improved H. pylori killing 
in the stomach as compared to non-targeted nanoparticles (1.4-log 
enhancement), free antibiotics (2-log enhancement) and a nega-
tive control (3-log enhancement)44. This study highlights how well-
known functions of nanotechnologies (for example, cell-membrane 
coatings, encapsulation of small molecule drugs and navigating 
and targeting in complex microenvironments) can form the tech-
nological basis for targeted killing of cancer-causing microbes as a  
prevention strategy.

In more recent work, a nanotechnology was designed to improve 
colorectal cancer treatment and outcomes, using a multi-faceted 
approach (Fig. 6b). First, a bacteriophage, which are viruses that 
infect, propagate in, and subsequently lyse bacteria70, was isolated 
from human saliva and demonstrated the ability to eliminate can-
cer-causing F. nucleatum. The isolated bacteriophage was function-
alized to facilitate click-chemistry based linkage to nanoparticles to 
provide enhanced nanoparticle targeting to colorectal cancer sites 
with F. nucleatum burden. This provided the first part of a multi-
tiered strategy to treat colorectal cancer by targeting deletion of  
F. nucleatum. Bacteriophages are often highly specific and capable
of eliminating single species of bacteria while sparing others; the
phage isolated for this study exhibited minimal inhibition against
five other bacterial strains. Importantly, one of the strains unaf-
fected by the phage was Clostridium butyricum, which is known
to secrete short-chain fatty acids that have been demonstrated to
suppress growth of colorectal cancer58. As such, the material choice
for the nanotechnology was selected based on the material’s poten-
tial for facilitating growth of C. butyricum. Eight different types
of nanoparticles, ranging from gold-based to dextran-based, were
evaluated for their effect on both F. nucleatum and C. butyricum,
and it was shown that dextran-based nanoparticles increased pro-
liferation of C. butyricum by over 5-fold. It is likely that dextran
played the role of a prebiotic69 by providing metabolites that facili-
tate growth of C. butyricum through nanoparticle degradation. This 
approach provided the second mechanism by which this multi-
faceted nanoparticle could improve colorectal cancer therapy by
increasing the abundance of C. butyricum at the site of colorectal
cancer. Finally, irinotecan, a clinically used chemotherapy against
colorectal cancer, was encapsulated in dextran nanoparticles to pro-
vide a third and distinct mechanism to kill colorectal cancer cells.

It was shown that sequential delivery of phage (functionalized to 
facilitate click-chemistry based linkage to nanoparticles), followed 
by nanoparticles led to over 3-fold increase in nanoparticle accumu-
lation in colorectal cancer tumours. In a therapeutic model against 
colorectal cancer, the combined therapy included phage, the prebi-
otic dextran nanoparticle, and encapsulated irinotecan to provide 
significant survival advantages as compared to individual groups 
consisting of antibiotics, irinotecan, and non-targeted nanoparticles. 
Furthermore, it was confirmed that the dextran-based nanoparticle 
increased abundance of commensal strains such as C. butyricum, 
while reducing F. nucleatum burden71. This work demonstrated 
nanotechnology-mediated efficacy against colorectal cancer via 
delivery of a prebiotic and chemotherapeutic-releasing nanoparticle 
to simultaneously increase key commensal anti-cancer species and 
kill tumour cells. The phage-primed targeting approach provided 
a means to directly target nanoparticles to F. nucleatum burdened 
tumours while selectively killing cancer-causing F. nucleatum. 
Importantly, the authors isolated and identified the phage as part of 
this work, potentially laying the outline for a possible workflow in 
developing personalized nanoparticle therapies against TAB.

The first example highlights a preventative application where a 
targeted nanotechnology improved killing of cancer-causing bacteria 
before a tumour is formed. The second example highlights a thera-
peutic application where existing TAB were killed by a phage-guided 
targeting approach for nanoparticles; this study also highlighted how 
a targeted approach could be used to modulate the existing micro-
biota towards an anti-cancer state for improved tumour killing. This 
study highlighted how the commensal microbiota can be used for 
anti-cancer function. In addition to utilizing C. butyricum to aid in 
cancer cell killing, other species of the commensal microbiota are 
known to play a large role in immunotherapy efficacy11,12 and in 
governing inflammation or dysbiosis, both of which are separately 
linked to cancer62,63. Moving forward, understanding and subse-
quently mitigating unintended damage to the commensal microbiota 
from targeted nanotechnologies will be essential. These studies will 
be most informative if they can identify nanotechnology properties 
that enable high killing of the targeted bacteria whilst minimizing 
changes to the commensal microbiota, or, as shown here, promot-
ing beneficial commensal species. Beyond opportunities for targeted 
deletion, nanotechnologies can provide functions that could be used 
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to address the growing concerns of antimicrobial resistance60 that 
exist for cancer-causing bacteria such as H. pylori72 and F. nucleatum73, 
often resulting from exposure to traditional antibiotics74. As such, 
efforts to develop antimicrobial approaches that complement or syn-
ergize with antibiotics through distinct mechanisms of action may 
be able to address concerns with antimicrobial resistance if complete 
eradication can be achieved. For example, inorganic nanoparticles 
kill bacteria primarily via reactive oxygen species68, which may syn-
ergize with antibiotics to enhance killing of cancer-causing bacteria75. 
In other approaches, nanotechnology-mediated delivery of combi-
nations of antibiotics has been leveraged to kill H. pylori in higher 
amounts than individual antibiotics alone. By delivering a combina-
tion of amoxicillin, clarithromycin and omeprazole in a single a chi-
tosan-based nanoparticle, H. pylori burden in mice was eliminated in 
higher amounts as compared to the individual nanoparticle antibi-
otic formulations64. These efforts collectively highlight the potential 
of nanotechnologies in killing specific cancer-causing bacteria and 
how they may address antimicrobial resistance concerns.

Microbe-inspired nanotechnologies
Individual bacteria possess the abilities to navigate complex envi-
ronments and negotiate biological barriers, unlike many synthetic 
nano/microscale technologies; for example, certain bacteria can 
actively migrate towards chemical gradients76 or penetrate biologi-
cal barriers77. One well-described phenomena is the accumulation 
of intravenously injected bacteria to hypoxic areas of tumours and 
their subsequent colonization at the tumour site as TAB78. By attach-
ing or hitchhiking nanoparticles to the surface of bacteria, numer-
ous approaches to improve nanoparticle delivery to tumours or 
other tissues have been described (Fig. 7). A few notable examples 

include using bacteria–nanotechnology complexes to facilitate 
in vivo gene editing of mammalian cells79, oral therapeutic cancer 
vaccination80 and on-demand local delivery of drugs to tumours81. 
Strategies that combine bacterial carriers and nanoparticles pay-
loads have been reviewed extensively elsewhere82, and will not be 
covered in depth here.

In contrast to the above studies where the natural functions of 
bacteria were used to facilitate nanoparticle delivery, a new approach 
using the existing physiology of bacteria to facilitate nanoparticle 
synthesis in vivo to improve oral drug delivery was developed. The 
probiotic and spore-forming bacteria Bacillus coagulans was used 
as a factory for nanoparticle synthesis and delivery to treat colon 
cancer. B. coagulans spores are comprised of a hydrophobic protein 
coating that is capable of resisting harsh conditions including stom-
ach acids, while allowing shedding and germination in favourable 
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environments such as the intestines. It was hypothesized that hydro-
philic modification of the spore exterior would lead to autonomous 
nanoparticle generation via self-assembly upon shedding of the 
hydrophobic spore coating (Fig. 8a). B. coagulans were first induced 
towards spore formation, then surface conjugated with deoxycho-
lic acid to increase epithelial transport or hyaluronic acid to enable 
mucoadhesion, and finally doxorubicin and sorafenib were pas-
sively adsorbed to the spore–deoxycholic acid or spore–hyaluronic 
acid complexes. It was demonstrated that the spore–deoxycholic 
acid formulations exhibited higher transport through a Caco-2 
monolayer in vitro and facilitated higher drug absorption in vivo 
in rats after oral administration as compared to free drug controls. 
The hyaluronic acid formulation successfully generated observable 
nanoparticles in the intestines in vivo, and outperformed free drugs 
in preventing growth of a colon cancer tumour in vivo83. Oral deliv-
ery of chemotherapeutics in clinical settings could improve patient 
acceptance, especially for orally accessible primary tumours in the 
colon. This work used the natural physiology of spore forming bac-
teria to enable the oral delivery of chemotherapeutics. By virtue of 
spores germinating in favouable environments, nanoparticle gen-
eration and eventual drug release could be localized downstream of 
the stomach and upstream of the site of colon cancer.

Unlike functions that individual bacteria perform, some phe-
nomena (for example, quorum sensing) only arise from the interplay 
and collective behaviour of microbe communities or microbiomes. 
Few complex behaviours of microbe communities are well under-
stood, and as such, opportunities in recreating these potentially 
useful functions have yet to be widely explored. Here, we will 
highlight a recent approach that mimics the collective behaviour 
of microbe communities to improve traditional nanoparticle deliv-
ery across fenestrated barriers. Nanoparticles are known to exhibit 
enhanced tumour accumulation via the passive EPR effect, which is 
dominantly dependent on nanoparticle diffusion. Complementary 
to diffusion-mediated transport, introduction of convective flow 
could further enhance tumour accumulation of nanoparticles. In 
this work, a living microbe community of magnetotactic bacteria 
(MTB) were exposed to an externally applied magnetic field to 
induce convective flow in microchannels. The addition of convec-
tive flow improved transport of nanoparticles across microchannel 
pores as compared to controls without convective flow. Inspired by 
the collective behaviour of MTB, a synthetic microfabricated tech-
nology (artificial bacterial flagellum; ABF) (Fig. 8b) was developed 
as a synthetic technology to induce convective flow and improve 
nanoparticle transport. It was demonstrated that the convective 
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flow introduced by the ABF enhanced nanoparticle transport across 
50 μm openings as compared to microchannels without the ABF. 
Likewise, for the MTB community, a rotating magnetic field (RMF) 
enhanced nanoparticle transport across the same pores as com-
pared to the MTB without the RMF84. The clinical implementation 
of nanotechnologies has faced considerable challenges, including 
addressing the low dose delivered to tumours85. This work, inspired 
by the collective behaviour of a microbe-community, provides a 
new microbe-inspired strategy to improve traditional nanoparticle 
transport across pores84. Broadly, both the synthetic and microbe-
community approaches provided new insights as to how convective 
flow can be used to enhance nanoparticle transport. The potential 
connections between the microbiome, cancer and nanotechnol-
ogy extend beyond the use of nanotechnologies in modulating the 
microbiome and, if understood, can be used to motivate the design 
of new technologies to improve delivery of traditional nanoparticles.

opportunities, challenges and perspective
As opportunities to use nanotechnologies at the microbiome and 
cancer interface emerge, key challenges that arise from the micro-
biome, the tumour location and microenvironment, and the limita-
tions of nanotechnologies will need to be addressed. For example, 
the balance of microbes in the microbiome and their associated 
feedback loops are delicate and dynamic ecosystems that have con-
siderable implications in cancer through dysbiosis- or inflamma-
tion-mediated mechanisms62,63 or in mediating efficacy of various 
cancer therapies10–12. As nanotechnology-based microbiome inter-
ventions are developed and evaluated, future work should study 
toxicity, side effects and downstream effects as they relate to the 
commensal microbiome given the implications for cancer devel-
opment, progression and treatment. Initial work that has studied 
nanotechnology effects on the commensal microbiota has been pre-
dominately focused on inorganic nanoparticles (for example, silver, 
zinc, titanium and silica)86,87 given their prevalence and use in many 
consumer products86,88. The effects of inorganic nanotechnologies 
on the microbiome have been previously reviewed86 and current evi-
dence suggests that nanotechnology properties, the local microenvi-
ronment and the existing composition of the microbiota can affect 
how the microbiota changes upon exposure to inorganic nanopar-
ticles86, indicating a complex relationship. It has been postulated that 
exposure of the commensal microbiota to nanotechnologies could 
potentially lead to microbial imbalance or dysbiosis89. As such, the 
effects of nanotechnologies on the microbiota must be studied in 
more depth and expanded beyond inorganic nanotechnologies, so 
as to better inform the design and implementation of nanotechnolo-
gies for intervention of the microbiome for cancer therapy.

Since the microbiome is a patient-unique ecosystem that dynami-
cally changes in response to diet90, drugs91 and other external fac-
tors, nanotechnologies must be capable of performing their delivery, 
therapeutic, and microbiome modulating functions under a variety 
of changing microbiome conditions and states (that is, different loca-
tions, populations and concentrations of microbes). Since these fac-
tors cannot currently be predicted in vivo or in the clinic, the initial 
uses of nanotechnology in microbiome intervention have focused on 
targeting specific microbes or metabolites with known roles in carci-
nogenesis. However, in clinical practice these microbes and/or metab-
olites must first be identified prior to intervention. This points towards 
an unmet need, and diagnostic challenge, in locating and identifying 
cancer-causing microbes, which can be found in the gut or in distal tis-
sues as TABs, and/or their metabolites in a patient. While this Review 
focused on nanotechnology interventions of the microbiome, there 
are clear opportunities and motivations for using nanotechnologies 
for in vivo detection of carcinogenic microbes or their metabolites to 
inform therapeutic application. This can be initially approached by 
combining past nanotechnology efforts in imaging, diagnostics and 
detection of tumours and cancer cells92 or pathogenic microbes93 with 

novel approaches to target carcinogenic bacteria in vivo. Early detec-
tion of cancer-causing bacteria may even reveal opportunities in using 
nanotechnologies as a prophylactic for preventing cancer or prevent-
ing the colonization of cancer-causing bacteria.

Nanotechnologies for microbiome intervention will also face 
the same challenges as current cancer nanotechnologies such as 
scale-up, targeting efficiency and biodistribution, toxicity and side 
effects, and overcoming delivery challenges arising from tumour 
heterogeneity (for example, vascularity) between patients24. Many 
of these factors are governed by nanoparticle design criteria (for 
example, material choice and payload) and their properties (for 
example, size, shape, elasticity and surface charge). Understanding 
how these parameters affect and control nanoparticle interactions 
with both target and non-target cells represents a highly active area 
of nanotechnology research; however, efforts to describe interac-
tions between nanoparticle properties and microbes are consid-
erably lacking in comparison. As nanotechnologies are employed 
for microbiome applications, we envision the emergence of a sub-
field focused on understanding the effects of common nanoparti-
cle materials and how nanoparticle properties dictate the fate and 
function of commensal and carcinogenic bacteria. This will lead to 
new, microbiome focused additions to the nanotechnology toolbox 
which may one day be leveraged piecewise to design nanotechnolo-
gies for specific microbiome interventions.

The nanotechnologies highlighted in this Review apply an exist-
ing and established toolbox of nanoparticle functionalities (Fig. 2) 
towards modulating the microbiome–tumour microenvironment 
(Fig. 1) to improve or enable cancer therapy via interfering with 
bacteria signals or using bacterial metabolites (Fig. 3), modulating 
the microbiome or targeted killing of TAB (Fig. 5), and in extracting 
inspiration from the microbial world to better design nanoparticle 
delivery systems (Fig. 7). In the first study we highlighted (Fig. 4a),  
nanotechnologies were leveraged for their well-established appli-
cation of mammalian cell transfection to genetically engineer 
the microbiome–tumour microenvironment to block microbi-
ome metabolites from interacting with cancer cells. In the second 
study we discussed (Fig. 4b), specific metabolites secreted by TAB 
initiated a release of an anti-cancer drug from stimuli-responsive 
nanotechnology. In the third highlighted case (Fig. 6a), targeting 
ligands and bioinspired cell-membrane coatings were used to func-
tionalize the surface of antibiotic-loaded nanoparticles to enable 
targeting and killing of specific bacteria. Importantly, in these appli-
cations, nanotechnologies were able to address multi-scale chal-
lenges in the vascular system, the tumour microenvironment and 
in the gut by leveraging an already-existing, and ever-expanding, 
nanotechnology toolbox. This existing nanotechnology toolbox 
exists because of the decades of research efforts that have focused 
on preclinical and clinical development of cancer nanomedicines. 
We then highlighted a recent example (Fig. 6b) where TAB were 
targeted with bacteriophage to both locally kill the TAB and act as 
a molecular anchor for a subsequently delivered nanoparticle. This 
phage-guided nanoparticle then delivered chemotherapeutics to the 
tumour site and delivered prebiotics to promote a beneficial com-
mensal microbiota species that directly inhibits cancer cell growth. 
The next paper we highlighted in this Review (Fig. 8a) added a new 
component to the existing nanotechnology toolbox through utiliz-
ing bacterial spores as a factory for nanoparticle synthesis in vivo 
and as a vehicle for local delivery to tumours in the gut. The final  
paper we highlight (Fig. 8b) used a basic understanding of phe-
nomena that only occur under specific conditions with microbe 
communities to improve nanoparticle delivery. Recreating bacte-
rial phenomena with a synthetic technology to improve traditional 
nanoparticle delivery highlights a strong reciprocal relation-
ship at the intersection of microbiome, cancer and nanotechnol-
ogy research. As the role of the microbiome in cancer and other  
diseases (for example, autoimmune, neurological and inflammatory)  



are discovered and described94–98, efforts perturbing the microbi-
ome to understand the associated implications on disease and treat-
ment may result in the identification of additional microbe targets 
or opportunities for treatment of other diseases. As an example, a 
recent paper described a hyaluronic acid–bilirubin nanotechnol-
ogy that could target inflamed colon tissue, increase the diversity 
and richness of the microbiome, restore epithelial barrier proper-
ties through upregulating tight-junction proteins and treat coli-
tis99. The development of nanotechnologies designed to navigate 
and negotiate the microbiome could apply to these other diseased 
states as well, provided that individual microbes or the balance of 
microbes are implicated. This is partly because the biological barri-
ers and physiological challenges remain relatively conserved, and in 
cases where they are not, nanotechnologies have been leveraged as 
a tunable platform technology for decades and could be modified as 
needed for specific barriers and challenges. Overall, the use of nan-
otechnologies in microbiome modulation for cancer applications is 
still a nascent field; however, these studies highlight the potential 
that exists at this expanding intersection.
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