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Abstract Boomerang connectivity table is a new tool to characterize the vulnerability of cryptographic
functions against boomerang attacks. Consequently, a cryptographic function is desired to have boomerang
uniformity as low as its differential uniformity. Based on generalized butterfly structures recently intro-
duced by Canteaut, Duval and Perrin, this paper presents infinite families of permutations of Fq2» for a
positive odd integer n, which have the best known nonlinearity and boomerang uniformity 4. Both open
and closed butterfly structures are considered. The open butterflies, according to experimental results,
appear not to produce permutations with boomerang uniformity 4. On the other hand, from the closed

butterflies we derive a condition on coefficients «, 8 € Fon such that the functions

V;(xay) = (Rl(xay)a Rz(yvgj))a

where R;(z,y) = (v + ay)QiH + By*' 1! and ged(i,n) = 1, permute F3, and have boomerang uniformity
4. In addition, experimental results for n = 3,5 indicate that the proposed condition seems to cover all

such permutations V;(z,y) with boomerang uniformity 4.
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1 Introduction

Substitution boxes, known as S-boxes for short, are crucial nonlinear building blocks in modern block
ciphers. In accordance with known attacks in the literature, S-boxes used in block ciphers are required to
satisfy various cryptographic criteria, including high nonlinearity [6], low differential uniformity [17] and
bijectivity. In Eurocrypt’18, Cid, Huang, Peyrin, Sasaki and Song [7] introduced a new tool of S-boxes,
so-called the boomerang connectivity table (BCT), which analyzes the dependency between the upper
part and lower part of a block cipher in a boomerang attack. This new tool quickly attracted researchers’
interest in studying properties and bounds of BCT of cryptographic functions. Boura and Canteaut in [1]
investigated the relation between entries in BCT and difference distribution table (DDT), and introduced
the notion of the boomerang uniformity, which is the maximum value in BCT among all nonzero differ-
ences of inputs and outputs. They completely characterized the BCTs of 4-bit S-boxes with differential
uniformity 4 classified in [10], and also determined the boomerang uniformities of the inverse function
and the Gold function. Later, Li, Qu, Sun and Li in [12] provided an equivalent formula to compute
the boomerang uniformity of a cryptographic function. Using the new formula, they characterized the
boomerang uniformity by means of the Walsh transform, and computed the boomerang uniformities of
some permutations with low differential uniformity. Mesnager, Tang and Xiong considered the boomerang
uniformity of quadratic permutations in [16], where they presented a characterization of quadratic per-
mutations with boomerang uniformity 4 and showed that the boomerang uniformity of certain quadratic
permutations is preserved under extended affine (EA) equivalence. Recently, Calderini and Villa [3] also
investigated the boomerang uniformities of some non-quadratic permutations with differential unifor-
mity 4. Very recently, Tian, Boura and Perrin [20] studied the boomerang uniformity of some popular
constructions used for building large S-boxes, e.g. for eight variables from smaller ones.

It is shown that the boomerang uniformity of a cryptographic function is greater than or equal to its
differential uniformity, and that the lowest possible boomerang uniformity 2 is achieved by almost perfect
nonlinear (APN) functions [, 7]. Clearly, APN permutations operating on even number of variables are
most interesting. The problem of existence of APN permutations of Fazn is referred to as the BIG APN
problem in the community. Nonetheless, by far no other instance for this problem, except for the Dillon
APN permutation of Fys, has been found. Hence it is of great interest to construct permutations of Fy2n
that have high nonlinearity, differential and boomerang uniformity 4. Up to now, there are only three
infinite and inequivalent families of permutations over Faz2» that have boomerang uniformity 4 for odd

integers n > 1:

(1) flz)= xilv over Fozn [1];
(2) f(z) = 22"+ over Fan, where ged(i,n) = 1 [1];
(3) flz) = ax? 1 4+ a2 22 2 Guer Foen, where n = 3k, 31k, 3| (k+s), ged(3k, s) = 1, and o

is a primitive element of Fazn [16].
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In Crypto’16, Perrin, Udovenko and Biryukov [19] investigated the only APN permutation over Fas [2]
by means of reverse-engineering and proposed the open butterfly and the closed butterfly structures. A
generalized butterfly structure was later proposed in [4]. The butterfly structures represent functions over
FZ,. in terms of bivariate form. It is shown that the open butterfly structure produces permutations of F3,.,
which are CCZ-equivalent to the functions that are derived from the closed structure and are in simpler
forms [19]. Since differential uniformity is an invariant under CCZ-equivalence, one may consider to
combine open and closed butterfly structures to construct permutations with low differential uniformity:.
As a matter of fact, by investigating differential uniformity of functions from the closed butterfly structure,
researchers constructed several infinite families of differentially 4-uniform permutations over F%, with the
open butterfly structure [4,5,8, 14].

Motivated by recent works on the butterfly structure, this paper aims to construct infinite families
of permutations with boomerang uniformity 4 from generalized butterfly structures. The main result of

this paper is given as follows.

Theorem 1 Let g = 2™ with n odd, ged(i,n) =1 and R;(z,y) = (x + ozy)zi+1 + By +t with o, B € F,
where Fy =T, \ {0}. Then the function

V;(x,y) = (Rl(‘r»y)v Rl(yvx))

from the closed butterfly structure permutes Fg and has boomerang uniformity 4 if («, 8) is taken from

the following set
r={(a,8) eF; xF; | ¢} =10 " and s # 0}, &)

where p1, Y2, Y3 are given by

o1 = (a+ 1)2"+1+2 +a21‘+2 +a2i + aﬂ+ﬁ2,
p2=(a+1)2" 2 a2 H ot a? B+ B2 (2)
p3 = (a+1)2"+2 4 g2,

For the statement in Theorem 1, we will compute the boomerang uniformity by directly investigating
the bivariate form V;(z,y), and prove the permutation property of V;(z,y) by examining its univariate
polynomial representation over Fg2.

The rest of this paper is organized as follows. Section 2 firstly recalls the definitions of differential
uniformity, boomerang uniformity, butterfly structure and introduces some auxiliary results. Sections 3
and 4 are devoted to proving the permutation property and the boomerang uniformity in Theorem 1,

respectively. Finally, Section 5 draws a conclusion of our work.

2 Preliminaries

In this section, we assume n is an arbitrary positive integer and ¢ = 2™. Let Try(-) denote the absolute
trace function over Fy, i.c., Try(z) = z + 2% + --- + 22" for any z € F,. For any set E, the nonzero
elements of E is denoted by E\{0} or E*.
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2.1 Differential Uniformity and Boomerang Uniformity

The concept of differential uniformity was introduced to reveal the subtleties of differential attacks.

Definition 2 [17] Let f(z) be a function from Fy to itself and a,b € F,. The difference distribution
table (DDT) of f(x) is given by a q X q table D, in which the entry for the (a,b) position is given by

DDT(a,b) = #{z € F,|f(z + a) + f(x) = b}.
The differential uniformity of f(x) is given by

Ay = max  DDT(a,b).

a€F} bek,
It is straightforward for any function from I, to itself, each entry in its DDT takes an even value and its
differential uniformity is no less than 2. A function with the minimum possible differential uniformity 2

is called an almost perfect nonlinear (APN) function.
The concept of boomerang connectivity table of a permutation f from F5 to itself was introduced
in [7], which clearly is also suitable for the case Fan. Later, Boura and Canteaut introduced the concept
of the boomerang uniformity, which is defined by the maximum value in BCT excluding the first row and

column.

Definition 3 [1, 7] Let f be an invertible function from F, to itself and a,b € F,. The boomerang
connectivity table (BCT) of f is given by a g X q table, in which the entry for the (a,b) position is given
by

BCT(a,b) = #{x €Fy: f1(f(z)+b)+ f'(flx+a)+b) =a}. (3)

The boomerang uniformity of f is defined by

o = arfblg]%(; BCT(a,b).
It is shown in [, 7] that BCT'(a,b) > DDT(a,b) for any a,b in Fy. In [12], Li, Qu, Sun and Li presented
an equivalent formula to compute BCT and the boomerang uniformity without knowing f~!(z) and f(x)

simultaneously as follows.

Proposition 4 [12] Let ¢ = 2™ and f(z) € Fy[z] be a permutation polynomial over F,. Then the BCT
of f(x) can be given by a g x q table BCT, in which the entry BCT(a,b) for the (a,b) position is given

by the number of solutions (x,y) in Fq x Fy of the following equation system.

{f(:c+a)+f(y+a):b, ()

flx)+ fly) =b.

Equivalently, the boomerang uniformity of f(x), given by dy, is the mazimum number of solutions in
Fy x Fy of (4) as a, b run through ;.
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Let f be a quadratic function from F, to itself with f(0) = 0. The associated symmetric bilinear

mapping is given by Sy(z,y) = f(x +y) + f(z) + f(y), where z, y € F,. For any a € F,, define
Imy, = {Sy(a,x) : x € Fy}.

Very recently, Mesnager, Tang and Xiong [16] presented a characterization about quadratic permutations

with boomerang uniformity 4 using the new formula (4).

Lemma 5 [16] Let ¢ = 2" and f be a quadratic permutation of F, with differential uniformity 4.
Then the boomerang uniformity of f equals 4 if and only if Imy, = Imgy for any a,b € Fy satisfying
Sf (a7 b) =0.

2.2 The Butterfly Structure

In Crypto’16, Perrin, Udovenko and Biryukov [19] analyzed the only known APN permutation over

Fys [2] and discovered that the APN permutation over Fys has a simple decomposition relying on 23 over

Fo3. Based on the power permutation x¢ over Faon, they presented the open butterfly structure and the

closed butterfly structure, which were later generalized in [4].

Definition 6 [19] Let ¢ = 2" and o € Fy, e be an integer such that z° is a permutation over F, and

Ryle, ] be the keyed permutation
Rile,o](x) = (x + ak)® + k°.

The following functions
HE(@,9) = (R e g ), Rylesal(@) )

Vi (@, y) = (Ryle, o] (z), Rele, ol (y))
are called the open butterfly structure and closed butterfly structure respectively.

Definition 7 [/] Let ¢ = 2™ and R(z,y) be a bivariate polynomial of Fy such that Ry : * — R(x,y) is
a permutation of Fy for all y in F,. The closed butterfly Vg is the function of ]Fg defined by

VR($7 y) = (R(xv y)v R(ya x))v
and the open butterfly Hg is the permutation of Fﬁ defined by
Hp(z,y) = (RRgl(x)(y%R;l(@) )

where Ry(x) = R(x,y) and R, (Ry(x)) = x for any x,y.

Define a bivariate polynomial
Ri(w,y) = (x +ay)” ' + 8y, ged(i,n) =1, 0,8 € F,

Since n is odd, it is clear that the mapping « — R;(x,y) is a permutation of F, for any fixed y €
F,. According to experimental results, the permutation Hpg, (z,y) from R;(z,y) and the open butterfly
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structure seems not to have boomerang uniformity 4 of Fgg,. Hence this paper concentrates on the closed

butterfly structure.

Lemma 8 [//] Let n be odd, ¢ = 2", i be an integer with ged(i,n) =1, a, B € F; and § # (o + 1)2i+1.
Then the function

Vi i= (Ri(2,9), Ri(y, 7)) with Ry(w,y) = (v + ay)® 1 + gy* !

has differential uniformity at most 4.

Recall that the boomerang uniformity of a function is no less than its differential uniformity. The result
about V;(z,y) in Lemma 8 motivates our study on the coefficients «, 8 in 7 that can further result in

permutations V;(z,y) with boomerang uniformity 4.

2.3 Useful Lemmas

This subsection summarizes some lemmas that will be used for proving the permutation property of

the function in Theorem 1.

Lemma 9 [/8,21,22] Pick d,r > 0 with d | (¢ — 1), and let h(z) € Fy[z]. Then f(z) = z"h (z(@=D/4)
permutes F, if and only if both

(1) ged(r, (¢—1)/d) =1 and
(2) g(x) = 2"h(x)@=V/9 permutes i, where pg = {x € F,: 2% =1}.

Let the unit circle of F,2 be defined by
fgr1 = {x € Fpo 29 =1}

The unit circle of Fg2 has the following relation with the finite field IF,.

Lemma 10 [9] Let v be any fized element in F2\F,. Then we have

e+
pe\1} = { L e, ).

The following lemma is about the solutions of a linear equation. The proof is easy and we omit it.

2

Lemma 11 Let ¢ = 2" and ged(i,n) = 1. Then for any a € Fy, the equation x "4+ 2 = a has solutions

2

in Fq if and only if Try(a) = 0. Moreover, when Try(a) = 0, the equation x "+ 2 = a has ezactly two

solutions © = xg,zo + 1 in F,.

Lemma 12 [15] Let R be a commutative ring with identity. The Dickson polynomial Dy (x,a) of the

first kind of degree k
15)

Dew,a) = (’“;j) (—a)izh=2

has the following properties:
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(1) Dy(xqy + 29, m120) = 2§ + 25, where x1, x5 are two indeterminates;
(2) Dyi2(x,a) = xDpy1(z,a) — aDg(x,a);

(3) Dye(x,a) = Dy (De(z,a),a"); ‘

(4) if R = Fan, then Dyi(z,a) = 2% .

By the above lemma, the Dickson polynomial of degree k = 2¢ — 1 over Fa. can be explicitly given.

Lemma 13 For any positive integer i and element a € Fan,

i—1

Dyi_1(x,a) = Zazj_lxgi_zjﬂﬂ. (5)
5=0

Proof We prove the statement by induction. It is clear that (5) holds for ¢ = 1 since D1 (z, a) = x. Suppose
that (5) holds for ¢ — 1, namely,

[ V)

11—
Dyi—1_y(z,a) = a
J

2j—1m2i*1—21+1+1. (6)

i
o

By Lemma 12 (3) and (4), we have

Dyi_s(x,a) = Dgi-1_4 (Dg(:ma),aQ)

2 2
= D2i—1_1 (33 ,a )
i—2
J_ i—1__oj+1
_ § a2(2 1).%'2(2 2 +1)

=0

i—1
_ Z a2j—2x2i—2j+1+2
Jj=1

In addition, according to Lemma 12 (2),
Dyi(x,a) = xDgi_1(x,a) + aDqi_y(x,a).
Thus,

Dyi_q(z,a) =z~ " (xzi + aDzi_g(x,a))

i—1

=t 2¥ + aZan*szi*QjH”
j=1
i—1
_ Z a2j_1x2i_2j+1+1,
j=0

which implies that (5) holds for the i case. Therefore, the desired conclusion follows.

Let v be a primitive element of Fq2, i.e, 72 = v + 1. Let n be a positive odd integer and ¢ = 2. The

finite field F2 = Fy(y) and the basis 1, of Fg2 over F, induces a one-to-one correspondence between IF3
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and Fg» as follows:

z=z4y ¢ (1,y) = (P2 +729, 27+ 2).

According to the one-to-one correspondence between F2 and Fg2, the closed butterfly structure V;(x,y) =

(Ri(z,y), Ri(y,z)) over F2 can be expressed in a univariate z = x + vy as
Vi(2) = Ri(a,y) + 7 Rily, 2) with & = 222 + 729, y = 29 + .

By substituting z with vz when i is odd (resp. ¥2z when i is even), the above univariate polynomial can

be transformed into
fi(z) = €120 4oy a2 4 20 e4z2l+1, (7)

where the coefficients
(e1,€2,€3,€4), for eveni
(61562563a64) = (8)
(€3,€4,€1,62), for odd i,
with |
€1 = o +a+1
o=t tat+p+1
ez=a T +a® +4+1
ea=a?t +a? +a+p.
Further, we define
P1 = €1€3 + €3€4
P2 = €1€2 + €3€4
ps =€ +e3+e+€
P4 = €] +€].
It’s easy to check that ¢;’s, i = 1,2, 3, match the ones defined in (2).

At the end of this section, we provide a lemma about some properties of the elements ;’s which are

characterized in Theorem 1. This result will be heavily used in the proof of the main theorem.

Lemma 14 Let ¢ = 2™ with n odd and ged(i,n) = 1. Let 1, @2, 3, ps be defined by (10) satisfying
03 = gplgogul and @3 # 0. For o, B € [y, they have the following properties:

2’5
(1) (o1 4 ¢3)(2 + ¢3) (03 + pa)pa # 0 and (wﬁ‘”’%) =8

(2) when i is even, Tr, (%) = 1; moreover, the equation

Y3+ P4
¥3

2

xi+o:+ =0

has two solutions %a and %a +1inTF,;

(3) when i is odd, Tr, (%) =0;
(4) T, (2) =0.
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Proof Since
i+

o1=a2" 24 a2 10 1 a2+ af+ 8241

po=a2" 24 2T L 2T L2 a4+ B+ B2+ 1 (11)
p3=02"" 2402 4?4 241
and
22418241 for even i
P4 = 1 (12)
o’ +a? for odd 1,
it is clear that
p1+pa=a 102 +af+a? T +a?Bra=(a? +a) (2T +8+1) (13)
and
{enes e ={(0 +)% (@ + 5+ 1)} (14)

(1) Tt follows from (13) and (14) that
ealies + 1) = (o1 + 02)* = (6 +a)*(@* 1 4 5+ 1)

By the equality go%i = 90190?71, if either ¢4(ps + 94) =0 or (1 + @3)(p2 + @3) = 0, then P1 + 2 =0

and 1 = @o = 3. The equation 1 + 3 = (o + a)(@* ' + 5+ 1) = 0 implies 3 = o> 1 + 1 or

a? +a=0.1In fact, if 3 =a? ' +1, then p1 + ¢35 =a? 2 +a? +af =a? + a = 0. Thus we always
i

have o' + a = 0, equivalently o = 0, 1. This implies ¢1 + ¢3 = a2 *2 + a2 + a8 = a = 0, which is in

contradiction with the assumption af # 0.

In addition, it is clear that the equality g@%i = cplgogtl implies
21'
( ¥3 ) _ __ ¥
p2+ 3 1+ @3

(2) From (11) and (12), we have

o1+ 03 =021 +a +ap (15.1)
prtes=a" T1+a¥f+a (15.2)
©3 + g = o+ a? (15.3)
It is easy to verify that
a(p2 +p3) + o (p1+ p3) = 3 + P4 (16)
oi
Moreover, using (W;jf"%) = wl“f%, we have

i

‘ 2
S03+<P4_902+803a+901+¢3a21_902+s03a+<902+903a> (17)

©3 ®3 ¥3 ®3 ©3
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Thus

Tr, (W) . (90) Ty (1) = 0,
¥3 ®3

Furthermore, from Lemma 11, the solutions in F, of 22 = “"3;:’4 are W;@Boz and “’2;;"3 a+ 1.

(3) From the expressions of @3, 4 in (11), (12), it is clear that the values of ¢4 for even i and odd i
add up to ¢3. The fact that Tr,(1) = 1 for odd integer n implies that the values of Tr, (%) for even ¢
and odd ¢ add up to 1. The desired assertion directly follows from (2) of this lemma.

(4) From (13) and (14), it is easily seen that

(2) () -G %

o
Plugging % = (ﬂ) into Eq. (18), we get

¥3
2i+! 2 2 2
+ +
(802) +<¢2) :<@4> +¢4:(¢3 m) L P3tes
©3 ¥3 ¥3 ¥3 ¥3 ¥3

By the relation between 3 and ¢4 for even and odd i, it is clear that the expression on the right side of

the above equation is independent of the parity of the integer i. W.L.O.G., we can assume that i is even,

since the case i odd can be proved by just replacing ¢4 by w3 + ¢4. Together with (17), we have

2 2\ 2' 2
(@) +<<,02) _ <p2+s03a+(<p2+<p3a> +<p2+<p3a+(<p2+903a>
©3 ¥3 ®3 ¥3 ¥3 ©3

2i+1

Therefore,
(@2)2_<P2+<,03 <902+<,03 )2
2 ) = o+ «
3 ¥3 ¥3
or
2 + @3 P2 + @3 ?
(502> =2, <a> +1. (19)
3 3 ¥3
If Eq. (19) holds, then
022
(14 a?) (2) —l—a(wz)—&-oﬂ—&-a—kl:o. (20)
¥3 ¥3

If @ =1, it is easy to obtain that 8 = 1 from the definition of I". Moreover, @2 = 0 and thus Tr, (%) =0.

In the following, we assume that « # 1. Then after multiplying Eq. (20) by % and simplifying, we get

<a2+1_<p2>2+a2+1.g02:<a2—|—1>2+a2+1

(&% Y3 « ¥3 (0% (0%

and thus
2 a?+a+1
~=1o0o —i——.
©3 a?+1
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. 2l
It is clear that ¢ + @3 # 0. By (Wﬁog) = m‘fjf%, one has
(502+<,03)2_1_<,01+903. ©3 :cp1+g03: Oz21+2+042i+045 _ 1
®3 ©3 Pat@3 @2tz ol 4arf4a ol
Since ged(i,n) = 1, one has % =< and % =141+ alﬁifl.
Therefore, Eq. (19) does not hold and thus
2 n n 2
<<P2) _ P2 @304—&— (@2 <P3a> 7 (21)
3 3 ¥3

which implies Tr, (£2) = 0.

2
¥3

3 The permutation property of V;(x,y)

In this section, we firstly give a general necessary and sufficient condition on the permutation property

of the function V; from the closed butterfly. Throughout what follows, we always assume n is an odd

integer.

Recall that the univariate representation of V; have the following form

f(l') = elxq'@ +1) + 62(Eq2 +1 + €3£U2 +a + €4£C2 +1, €5 S Fq.

(22)

Below we first present a necessary and sufficient conditions for f(z) to be a permutation of Fg» with-

out imposing any additional restrictions on €;. The following proposition investigates the permutation

property of f(z) defined by (22) over F.

Proposition 15 Let ¢ = 2™, f(x) be defined by (22), h(x) = a1z? 4 ex? + esx + €4 and g(z) =

o T h(x)971. Define pige1 = {w € Fg2 : 29%! =1} and

zy+1 x
T:{( Y y) : x,y€uq+1\{l}7y7éx,xq}clﬁ‘g.

r+y x?+y?
Then f(x) permutes Fg2 if and only if
(1) ged (2i +1,q— 1) =1;
(2) h(z) =0 has no solution in pig+1;

(8) g(x) =1 if and only if x = 1;
(4) there does not exist some (X,Y) € T such that the following equation holds:

i—1
(,01)(2I + (ng + 3 ZYQJ + 4 =0,

=0

where @; for j =1,2,3,4 are defined by (10).

(23)



12 Kangquan Li et al.

Proof Tt is clear that f(z) = 22 +1h (z771). According to Lemma 9, f(x) permutes Fy2 if and only if
ged (Zi +1,q— 1) =1 and

e Tl e32? + e+ ¢
2l + €912 + 3w+ €y

g(x) = 2 Th(z)t =

permutes ftq+1, which obviously implies that A(z) = 0 has no solution in p441 and g(x) = 1 if and only if
z = 1. In the following, we assume that the conditions (1),(2) and (3) hold. Therefore, g(x) permutes fi44+1
if and only if g(x) + g(y) = 0 has no solution for z,y € p1q41\{1} with = # y. In fact, if g(z) + g(y) =0
for some y = 29, then we have g(z) = g(y) = g(z%) = g(x)? = g(x)~! and thus g(z) = 1, which means
that * = 1. Thus we can only consider the conditions such that g(z) + g(y) = 0 has no solution for
z,Y € pgr1\{1} with y # x,27. Next, we prove the necessity and sufficiency of the condition (4).

The sufficiency of (4). Suppose g(z) + g(y) =0, i.e.,

e’ M tegn? +er+ea ey’ eyt eyt a

ar?tl +er? +eartea aytl+eay? +eayt+er

After a routine calculation, we obtain
pr@+9)ay+ P +ala+ 1) oy + 1) + palo+ ) + o (a2 g+ 2y ) =0,

where ¢;’s for j = 1,2,3,4 are defined as in (10). By the previous discussion, we now only need to

consider the case that (z + y)(zy + 1) # 0. Therefore, the above equation is equivalent to

2! 2t 2t
xy + 1 zy + 1 T +x
wl(y ) +<P2(y >+904+<P3<yy>=0- (24)

Tty Tty (@ +y)* !

Note that

xziy+zy2ix2i+1+y2i+1+1( . )2l+1+( y )2%1—’_1
(z+y)? 1 (z+y)?H x+y +y '

It follows from Lemma 12 (1) that the coefficient of 3 can be expressed in terms of Dickson polynomial
as , .

ey + xy® y

————=— = Dy 1, ——— | + 1.

(w+y)2 7 +1( ($+y)2>
In addition, by Lemma 12 (2), (4) and Lemma 13,

i—1

7 j i__o9j+1
Dyiy1(x,a) = Dyi(z,a) + aDyi_(x,a) = 2% + Zayxz S (25)
j=0
Denote X = 2L and Y = —2% Then the coefficient of @5 can be written as
z+y (z+y)
i—1 i—1

Doy (1LY)+1=1+3 v? +1=3"v?,

Jj=0 Jj=0
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It is straightforward that g(x) = g(y) can be rewritten as

i1
o1 X% + 02X + 3 ZYQ] + ¢4 =0. (26)
=0

Thus, if there exist some x,y € g1 with y # 2,29 such that g(x) + g(y) = 0 holds, there must exist
some (X,Y) € T such that Eq. (26) holds. Thus if the condition (4) holds, g(z) permutes pig41.

The necessity of (4). On the contrary, if the condition (4) does not hold, which means that there
exist some (X,Y) € T such that Eq. (26) holds, then there must exist some z,y € pig4+1\{1} with y # x, 29
such that g(z) + ¢g(y) = 0, which implies that g(z) does not permute f1g41.

On combining the sufficiency and necessity, we have proved the desired conclusion.

Proof of the permutation part in Theorem 1.

In the following, we will prove the permutation part in Theorem 1 by verifying the conditions in

Proposition 15.

First of all, if & = 1, it is easy to obtain that § = 1 from the definition of I". In this case, the function

272"+ when i is even
filz) = {

22 *9 when i is odd,

clearly permutes Fg2. In the following, we assume a # 1 and will show the four items of Proposition 15.
(1) Since n is odd and ged(i,n) = 1, we have ged(2¢ +1,2" — 1) = 1 due to the fact ged(2°+1,2" —1) |
ged(2% — 1,27 — 1) = 28°d(in) _ 1 =1,

(2) Next we show that h(x) = 0 has no solution in pe+1\{1} (A(1) = /3 # 0 according to the
definition). Suppose that there exists some xg € pg+1\{1} satisfying

elx(Q)i"'l + 621'87" + €3x0 + €4 = 0. (27)
Raising Eq. (27) to the ¢-th power and re-arranging it according to ¢ = z, ! we obtain
€4$gi+1 + egxgi +exx9 + €1 =0. (28)
Summing e4 X (27) and €; x (28) gives
(plmgl + w2z + w4 = 0. (29)
Computing ¢4 X (29) + 1 X (29)7 x x%i yields
Pro275 '+ papazo + ¢f + 9] = 0. (30)

Furthermore, by computing (30) x zo + (29) X 2, we obtain

902804563 + (sﬁ% + <p§ + 50421) Zo + w204 = 0. (31)
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Note that in the above equation @ap4 # 0. Otherwise, we have ¢? + p3 = 2. Recall that p? + p2 =
w4(p3 + 4) from (13) and (14). Thus we obtain 34 = 0, which is in contradiction with 3 # 0 in the
definition of I" and ¢4 # 0 in Lemma 14 (1). Thus Eq. (31) becomes

224 0T+ 95 + ¥i
P24

P2P4 P2p4 P2
Tr, | ———F—5 | =1 =Tr, [ — ) =0.
q(‘ﬁ%‘*“P%‘f‘@i) q<504903> q(%’S)

This implies that Eq. (32) has a solution z¢ € F,, which contradicts py+1\{1}. Therefore, h(z) = 0 has

z0+1=0. (32)

Note that

no solution in fig41.

(3) If there exists some xg € pg+1\{1} such that g(x¢) = 1, then we have
(e1 + €a) .I‘gi—H + (€2 +€3) a:g + (ea+e€3)x0+€1+€4=0. (33)

According to Lemma 10, we know that for any xg € pge11\{1}, there exists a unique element yo €

F, such that zo = ;{)“j,]z, where v € Fy2\Fo. By plugging g = ?%"4'72 into Eq. (33) and a routine

rearrangement, we obtain

9 E1+ €4
+ =0, 34
Yo Yo 1+ st 3t ea (34)

where €1,¢4 are defined as in (9) satisfying that €1 +e4 = €1 + ¢4 for even i and €1 + 4 = €9 + €3 for odd
i. In other words, €1 + &4 corresponds to /4 for even i and /o3 + 4 for odd i. By Lemma 14 (2) and

(3), we have
Tr, _ &1tes -1
€1 + €2+ €3+ €4

This implies (34) has no solution in F,. Hence g(z) = 1 if and only if z = 1.

(4) Recall that Y = 2+ z for some z,y € pig41\{1} with z # y. Note that i € Fy2\F, is a solution
to the equation 2%+ z +Y = 0. This implies Tr, (Y) = 1. It is clear that Eq. (2()) requlred in Proposition

15 is equivalent to

9
ZYQ’ g01)(2‘+“02X+‘p4=(‘p2X> +2x 4 2
w3 w3 \3 P33

By Try(Y) =1 we have

1, when i is odd,

i—1 ..

: 0, wh
Z Y2j _ { when 7 1S even (35)
=0

on the other hand, the expression on the right hand side satisfies

I, (WX) 91 N o . wa\ _ 1, when 7, %S even
Y3 3 Y3 0, when 7 is odd,
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according to Lemma 14. It is clear that Eq. (26) does not hold for any X,Y € F,.
Up to now, all the four items in Proposition 15 are confirmed. Hence the function V;(z,y) in Theorem

1 permutes Fg

4 The boomerang uniformity of V;(x,y)

In this section, we will prove that the function
‘/i = (Rt('ra y)7 Ri(y7 J}))

with R;(z,y) = (z + cuy)Qi+1 + By +! has boomerang uniformity 4 when the pair (a, B) is taken from
the set I" as in given in Theorem 1. Here and hereafter, we assume that n is odd, ¢ = 2" and (a, 8) € I

First of all, the condition 5 # (a + 1)2”'+1 in Lemma 8 corresponds to the condition ¢z # 0 in
I'. Hence the differential uniformity of V; with R;(z,y) = (z + ay)? 1 + By +! is at most 4 for any
(o, B) € I'. Furthermore, Canteaut, Perrin and Tian [5] showed that if V; is APN then it operates on
6 bits. Therefore, the differential uniformity of V; is equal to 4 in other cases. Since V; in Theorem 1
permutes Fz and has differential uniformity 4, we can use Lemma 5 to show the boomerang uniformity
of V;. For any (a,b) € F2, denote

SV,-,(a,b) (:Evy) = V;({E +a,y+ b) + V;(:Evy) + V;(aa b)

and

ImVi,(a,b) = {S\G,(a,b)(‘x?y) : (l',y) € Fi} .

According to Lemma 5, we need to determine (ay,b1), (az,b2) € F2\{(0,0)} satisfying Sv, (4, 5,)(a2,b2) =
(0,0), and then to prove that for any such pairs the equation Imy; (4, 5,) = Imy;, (4,,5,) holds.

4.1 The solutions of Sy, (4, 5,)(a2,b2) = (0,0)

The solution of the equation Sy, (4, 5,)(a2,b2) = (0,0) is studied in the following proposition.

Proposition 16 Let V; be defined as in Theorem 1 with (o, 8) € I' and ¢;’s for j =1,2,3,4 be defined
as in (10). Then the elements (a1, b1), (az,bz) € F2\{(0,0)}such that

Vi(ar + ag, b1 + b2) + Vi(a, b1) + Vi(az, b2) = (0,0)

satisfy (az,b2) = X - (a1,b1), where X is a 2 X 2 matriz taken from the following set

10 P2t 41 p2tes3 P2ts p2ts3
2 ® ® 2
01l’ Zzﬁ-% LP2+533 ) saziwz 802+<P33O[ +1 : (36)

a
¥3 3 ¥3 ®3
SV, (ay,p1)(@2,02) = Vi(a1 4 ag, by + b2) + Vi(a1,b1) + Vi(az, b2) = (0,0)

Proof Note that the equation
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can be rewritten as

(a1 + ab1)a2 + (a2 +a2 b2 )as + (@ a1 + (@2 +! + B)b1)bE + (aa? + (0 L+ B)b2 )by = 0 (37.1)
(@@ +1 4 B)ar + a2’ b1)ad + (@ +! + B)a2" + ab? ag + (aar + b1)bE + (@2 a2 + b2 )by = 0. (37.2)

Let ¢,’s for j = 1,2,3,4 be defined as in (10). Eliminating the terms a%i in the above equations by
computing (37.1) x ((05214'1 + ﬁ) ay + a21b1) + (37.2) x (a1 + aby), we obtain

Araz + Aob2 + Asbs = 0, (38)

where the coefficients are given by

A= (@1 +93) ad b+ (92 + @3) arb? + (93 + )b
Ay = (2 +p3) af + psarby + (p2 + @3) b
A3 = (o1 +¢3)al Th+ paarb? + (p2 +¢3) b7 T,

1,2, 3 are defined as in (10) and ¢4 corresponds to the case that i is even. Hereafter, we assume ¢y
is restricted to the case of even i, i.e, 4 = (@ T + B4 1)2.

When b; = 0, we have a1 # 0, A1 = 0, A2 = (p2 + 3) a? and A3 = (o1 + ¢3) a?iﬂ. Moreover, Eq.
(38) becomes Apb2 = A3by. This together with Lemma 14 (1) implies

1
by = 0 or by — <<p1+s03>2 Lo = f2ates
P2 + @3 ¥s3
Note that in the case of by = 0, Eq. (37.1) becomes

21 21
a a ab ab
aiq aq aq a1

Therefore, if by = 0, then as = aq; if by = ‘”;;“"3 a1, then as = ”2;“"3 aaq or ag = @2;“’3 oay +ag.

When by # 0, after eliminating the terms b2 by computing (37.1) x ((oﬂi+1 +B)a? + ab%l) +(37.2) x
(a%i + OzQilJ%i)7 we obtain
ma3 + b3 + sz =0, (39)
where
m = A _ _ ‘
12 = (g2 + ) af T 4 paai b+ (o1 +03) 07
i+1 i i i+1
ns=(p1+@s)al +esal b7 + (01 +p3) 07

Furthermore, computing (38)% + )\fifl x (39), we eliminate the term a2 and obtain

N0 (8 T ) 0 T X g = 0, (40)
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Here we note that \a # 0. Otherwise one has (2 + ¢3) a3 + p3a1b1 + (P2 + ©3) b3 = 0, i.e.,

otz a\’ | pates a w2+ 03\ _
ya 970 4= e o4 (=T =0,
¥3 by ¥3 by ©3

which is in contradiction with the fact Tr, (%) = 0 by Lemma 14 (4).

In addition, since the differential uniformity of V; is 4, Eq. (40) has three nonzero solutions by = b1,b

and b+ b; and we only need to obtain the expression of b. Clearly, by = bfi_l is a solution of
N4 (A 403 ) b+ AT Tl =0, (41)
Hence, Eq. (41) can be written as

A (bt ) (3 40t )

A2i71773
where ¢ = =2

-———. Now we consider the equation
AZTb2

T G A ) (42)
Let by = - L Then Eq. (42) becomes
b2+b1
Ao bgi_l A 1
by + L —by+ =~ =0,
c c
ie.,
1 2" 1 1
c2'—-1 . c2'—1 . c2'—1
b + by + —— =0. 43
( b 2) b 2t ()

In addition, we have

) 1
2'—1 201
Cﬁ _ >‘1 3
ozt
271
git1

i i i+1
M e (a gt )
: |

i i 2° ig9i i
P\ (et (a3 4 Ean )

(p2+ps
_1
M ety VT
T \ 2
1\ (p2 +3)

51903’
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where the last two equalities follow from Lemma 14 (1). Moreover,

c2'-1 - A1
T
(1 +03) a? + (2 4 p3) a1b? 1+ (93 4 pa) b7
- o
307
:<(<ﬂ2+<ﬂ3)a1>2 (%02+<P3)a1+</73+¢4
w3b1 p3by 3
2‘i
+ a + a
:((902 <P3) l—i—u) +(<P2 903) 1+u7
p3b1 p3b1

where u = %a due to Lemma 14 (2). Hence, from Eq. (43), we have

1
211
c bge{((szr@?’)al+u,((p2+¢3)a1+u+1},
by p3b1 p3b1

which means that there are exactly two solutions in F, for Eq. (42). W.L.O.G., we only consider the first

expression here. Namely, we get

2 b [(p2ty3)a (92 + p3) arby + pzub?
by = T +u| = .
c2i-1 p3b1 A1
Thus,
~ 1 i_ Al i
by=—+0b] ' = +b7 1
Ty (p2 + @3) arby + pzub} = !

is one solution of Eq. (42). Furthermore, one solution of Eq. (40) is

b= (32) 7

- <(‘P1 +¢s) ad + pgu® b ) :

(p2 + ¢3) a1 + psub;

1
1 21 ©3 20720\ 271
_ <901 +<,03> 2t-1 ) <Cl1 + LP1+803U bl >

#2 + #3 a1 + <P2Sj-3<ﬂ3 Ubl

e <a1 I 2 ubl) (by Lemma 14(1))

P3 P2+ ¥3
_ P2t s a1 + P2t Ps aby (recall that u = Ma).
®3 ¥3 ©3

It follows directly from Eq. (38) that

Ao oi A
1y = 220 4 2, = (WQ N 1) oy 2ty
1 1 ¥3 ¥3
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4.2 The pI‘OOf of Isz‘,(ahbl) = ImV£7(a27b2)

In this subsection, we prove that for any (a1,b1), (az,bs) € Fﬁ\{(O, 0)} satisfying Sy, (a;.6,)(az,b2) =

(O’O)’ ImVi,(a1,b1) = ImVi,(ambg)'

According to Eq. (37), we know that for any (a1,b1) € IF(QI, SV, (a1,b1) (%, y) can be represented as

21 9t
T Yy
SViv(U«l,h)(‘T?y) =4 + By ] ,
T Yy
where | -
_ ai + aby, a? +a%'b?¥ A |a11, @12
1= @ i i i i f—
(@ *1 + Blar + a®by, (® 1 + Blaf + ab? a13, a14
and

>

By =

aay + by, a?a? + b3

o ar + (¥ + B)by, aa? + (o2 1 + B)pY a |b11, D12
big, bia|

For the three relations between (a1,b1), (a2,b2) € F2\{(0,0)} presented in Proposition 16 such that
SV, (ar,b1)(az,bs) = (0,0), it is clear that if a; = a1 and by = by, we have Imy, (4, 5,) = Imy; (a,.5,). In
addition, if we have proved that Imy;, (4, 5,) = Imy; (4,,) holds for the second relation in Proposition
16, then so does it for the third relation since the sum of two same subspace equals to the subspace.
Therefore, it suffices to show that Imy; (4, 4,) = Imy;, (4,,,) holds for the second relation in Proposition

16. Below we will again restrict ¢4 to the case of even .

Let u = %a. Then u? = u+ %. Moreover, az = (u+1)a; + “"2;:’3 by and by = “"2;:’3 a1+ ub;.
Furthermore, we get

a%i = (uQi + 1) a,fi + <<P2 * 803) b2 = <u + S04) a%i + P11 ¢3 b?
®3 ®3 ®3
and
b21:<<P2+903> P :<P1+<P3a%+<u+<ﬁ3+504>b§.
¥3 ©3
Therefore, in Sy, (a,,,)(2,¥), we have
as + Oébg, a%i + OéQib;
2 = i i i i i
(@t + Bag + a? by, (a® 1 4 B)ad’ + ab3

a |21, G22
- )
(23, A24

0421(12 + (a2i+1 + B)bo, aa%i + (a2i+1 T ﬁ)b%l a |b21, ba2
aag + ba, o a3 +b3 ’

and

By =

ba3, bag
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where the explicit expressions of entries in Ay and Bs in terms of a1, b; are given as follows:

ag1 = ag + Oébg
=(u+1)ay + “’2;3@3 by + “"2;“’3 aay + uaby
(u—!—l—}—%a) ay + (% —|—uoz> by

ar + (a2 + 1) %ZH (recall that w = %Q)’

agse = a3 + a2 b3

i it1 1 i
=a? + <a2 + 1) %b% (due to Lemma 14(1)),

azs = (21 + Baz + % by
- 2+1+ﬁ (u+1)+a* “"2+¢3>a1+<<2+1+ﬂ)¢2;;"3+a u)b1
(<P2+s03 301+<,03) a2t ﬂ) ag + <P2+§03 Bby,
azs = (@ +1 + B)a3’ + b}

(
+ (( 2041 JrB) p1t+es +O¢< + tPs-‘rSM)) b2i
©3
(p2+93)(p1+w3) + a2 ‘41 + 5) a% + ap1+<p3 51)2 (due to (15) and (16)),

¥3

2t 41 Pa p1te 2t
((a +B) (u+wz>+a 1% 3)a1

— 42 2741 _ (A2 +¢ (p2+¢3)(p1+es)
bo1 = 42+(a. +B)b?—(a + £ 35) + RS,
by = aa’gl + (azl-&-l + B)bg‘ — (a + 901;:.03 ﬁ) a% + (@2+¢3;g¢1+@3)b21
beg = aas + by = (%(az +1)+ a) at,

boy = a*' a3 + b3 = (7”1;¢3 (@®" +1)+a? ) a¥.
Note that the determinants of A; and B; are

Det(A1) = arrais + a12a13
= (o1 +@3) al b+ (w2 + @3) a1b? + (93 + ) b7 T,

and

Det(B1) = bi1b14 + bi2bis
= (g3 +9a)a] T+ (02 + ps) af b+ (p1 + ) aab?
Now we consider the necessary and sufficient conditions such that Det(A4;) = 0. Clearly, from Det(A;)

we have by = 0 or

2i
a a
(o1 + ¢3) (bi) +(¢2+<P3)b%+<ﬁ3+¢4=0,

namely,

(802+903,01>2'+<P2+903.a1_<Ps+<P4
¥3 b1

by P3 by ©3

:07
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and thus a; = ab; or (a + ) by due to Lemma 14. Therefore, Det(A;) = 0 if and only if b; = 0 or

v-w

a; = ab; or (a + 5 +<,o ) by. Similarly, Det(B;) = 0 if and only if a; = 0 or b; = aa; or (a + LP2+803) ai.

It is easy to verify that Det(A;) = 0 and Det(B;) = 0 holds at the same time if and only if

(1) Oéilalibl;

(ll) o+ Lp2+¢3 =1,a1 = by;
o B B
(iil) « (a + (102_‘_3473) =1,a1 = ab;.
If a4 — Jw =1, then % = 57 Recall that (21) holds, namely,
2 2
(@2) P2t 3 (<p2+<p3 )
2] = o+ e}
3 3 3
Plugging ﬂ = 557 into the above equation and simplifying, we obtain a = 1, implying w;‘jf% =0,

which is 1mposs1ble If (a + ) =1, then iz — o’+atl _ + + 1, which is also impossible

P2 +<Ps a?4+1 a+1 2+1
since Tr, (%) = 0. Therefore, Det(A;) = 0 and Det(B;) = 0 holds at the same time if and only if

a = 1,a; = by, under which it is clear that Imy, (4, 5,) = Imy; (ay,b5)-
Next, we consider the following two cases:

(I) Det(By) # 0;
(IT) Det(A;) # 0.

It is clear that Imy; (4, ,) = Imy;, (4,5, if there exists some invertible matrix P such that PA; = A
and PBl = Bg.
As for (i), it suffices to show that
BoBy A = A, (44)

After computing, we know that (44) is

ba1biaair + baibigaiz + baabizair + baobi1a1s, barbiaaiz + ba1bi2ais + baabizaiz + basbi1ais
basbiaai1 + bagbiaaiz + basbizair + baabr1a13, bazbiaaiz + bagbi2ais + b24abizaiz + basbi1a1s

= Det (Bl)
23, A24

a21, 022]

By plugging the expression of B; into the above equation and simplifying, we get

2y @4a1b1 (2 + p3) b7 T

braa11 + bi2a13 = (1 + ¥3)

i+1
bigaiz + bi2a14 = (@1 + ¢3) A psai b1 (g1 + p3) b3 '
bisai1 + biiais = (g2 + @3) a? + pszaiby + (2 + p3) b
( )

bizaiz + biiais = (w2 + @3 a2 g paa} by + (o1 + p3) b?“-

aq
a

Moreover, we have



22 Kangquan Li et al.

1.
ba1biaary + baibiaaiz + baabizaiy + baobriags
2
i i + -+ + i
= (g3 +a) 2 + <¢4a2 L Palp2tes) g, (02t 0a) (o1 @3)) o202
¥3 ¥3
. 2 .
n ((902 +og)a? + (p2 + ¢3) 5 (¢35 + 1) (2 + 93) (1 + eﬁ:a)) arb2 1
¥3 ¥3
2
+ + i + + :
=+ (@304 + (o1 +¢3) B+ (¢p2 <p3)<p(;p1 ?3) ) a% oy + ((@2 +p3)a+ (2 @3912% @3)5> ai b7
2
i i +1 =+ + i
_ ((pg +s04)af +2 4 (901 +g03)afbf + (a ) (<P2 : 903) (901 %)albf +1
3
4 2 1 i a2 + 1 + 2 i
+ (O[ +B + )<¢2+¢3)0/§ +1b1+ ( )(802 @3) G/% b%,
¥3 ©3
2.
bagbiaa11 + bazbi2ais + basbisais + baabiiass
2 , _
_ (& +(p<§2) 5a?+2 L P (<P1<;: ©3) 5@%? n (1 + 803);3802 + %ﬁﬂmb% +1
. 2 .
+ (QOQ + @3) ﬂa%l-&-lbl + (‘PQ + 903) Ba%'b%
®3
3.

basbiaaiz + bazbigais + basbizaiz + basbr1a14

2 2
+ i+l i i + i
= MG? e (p1+ p3) Ba? 107 + Mmb% -
¥3 ©3
Palpat ) B ooy (o1t es) (924 95) B o

¥3 ©3

_|_
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4.
ba1braaia + baibiaais + baobizaiz + baobiiais
2
= (3 + ¢a) a] Ty (@3042 + (02 +@3) B+ (2 %)@ (e 903)) ai b}
3
+ ((901 + @3)04? + (P2 1 pa) (o1 7 303)5> a1b%i+1
¥3
2 .
n <(<P2 + ©3) (1 + 3) +osa+ ©4(p1 + @3)5> a%”lbl
®3 ©3
+ p3)? + + i g
+ ((902 +¢3) (1 + 3) + (1 + @3) a + (o1 (p;ps) B+ ea ez @;z (e S03)) aj by
i+2 i1 2
o1y <a2 + 52 + 1) (301 + <p3) o (a2 + 1) (<p1 + 303) git1
= (p3 + p4) ai + o ay by + P arby
3 3
i+1
yih1 (a2 + 1) (o1 +93) (P2 +93) .,
+ (p2+w3)ai b+ ab?
®3
Furthermore, after computing and simplifying, we have
1.
Det(Bl)agl
i i (@2 +1) (o2 + ¢3) (01 + @3 i
= (p3+a)a; T2+ (o1 + p3) albi + ( ) - ) )alb% +
3
418241 3) o 241) (g2 + 93)° o
N (a* + p% + )(<p2+<,03)a% 4 (a )(<P2 ©3) 252,
¥3 ©3
2.
Det(Bl)CLQQ
i+2 i1 2
o+l <a2 + ﬂ2 + 1) (301 + (,03) 21,98 (a2 + 1) ((,01 + @3) it
= (¢34 p4) aj + o ay by + o arby
3 3
i+1
yika (Ol2 + 1) (o1 +@3) (2 t+ws) .,
+ (p2+w3)ai b+ ab?
®3
3.
Det(Bl)agg
_ (1 —t;:Q) Ba?l” T P4 (901@-2 ©3) ”Bafbf i (1 + 803);;02 + <P3)ﬂa1b%+1

2
i Y2+ @ /3 i
(802 903) Ba% +1bl ( 2 33) a‘% b%



24 Kangquan Li et al.

Det(31 )a24

2 2
(1 + o) ’Ba% REES + (p1 + ¢3) /8(1% 'Hb% + (1 + p3) Balbf +1
¥3 ©3
P4 (302(: ©3) ﬁa%iﬂbl I (o1 + 503);902 + ¢3) ﬁa%ib%iﬂ.
3 3

+

Hence, it follows that

[bmbman + ba1b12a13 + bazbizair + baobi1a13, ba1bigaiz + barbioais + bazbizars + bazbi1ais

bazbiaaiy + bagbiaaiz + basbizair + baabi1a1s, bazbisaiz + bagbiaais + basabizaiz + bagbi1ais

= Det(Bl)

a1, 422
23, (24
and Eq. (44) holds.
As for (ii), we need to show that
Ay AT'B) = By, (45)
whose proof can be obtained through just changing a; and by in the proof of (44).

Therefore, for any (a1, b1), (az,b2) € ]Fg\{(0,0)} satisfying By, (a,.b,)(a2,b2) = (0,0), Imy, (4, 4,) =

Imy;, (4,,5,) holds and by Lemma 5, we know that the boomerang uniformity of V; is 4.

Remark 17 From [13], we are aware that the authors are independently working on the same problem
as in this paper. Their techniques in the proof are different from ours in the early version [11] of this
paper.

Remark 18 It’s worth pointing out that from the experimental results by MAGMA, the set I" in Theo-
rem 1 covers all the coefficients «, 3 € F; that yield permutations V;(x,y) with boomerang uniformity 4

with ¢ = 23,25, We therefore propose the following conjecture and invite interested readers to attack it.

Conjecture 19 Let ¢ = 2" with n odd, ged(i,n) = 1 and V; = (R;(z,y), Ri(y,z)) with R;(x,y) =
(x +ay)? T + By> L. If Vi is a permutation over ]Fg with boomerang uniformity 4, then the coefficients
a, 3 are taken from the set I' defined as in (1).

5 Conclusions

In this paper, we apply the butterfly structure by Canteaut et. al in constructing cryptographically
strong permuations. The open butterfly does not seem to generate permutations with boomerang uni-
formity 4 according to numerical result. Based on an intensive study on the coefficients of R;(z,y) =
(z + ozy)ZDr1 + Byziﬂ, ged(i,n) = 1, over Fan, we provide a sufficient condition on «, 8 such that
Vilz,y) = (Ri(x,y), Ri(y,x)) is a permutation over Fa2n with boomerang uniformity 4. The proposed

condition seems to be necessary according to numeric results and a conjecture on the observation is given.
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