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ABSTRACT
Home energy management systems (HEMS) offer control and the
ability to manage energy, generating and collecting energy consump-
tion data at the most detailed level. However, data at this level poses
various privacy concerns, including, for instance, profiling consumer
behaviors and large-scale surveillance. The question of how utility
providers can get value from such data without infringing consumers’
privacy has remained under-investigated. We address this gap by
exploring the pro-sharing attitudes and privacy perceptions of 30
HEMS users and non-users through an interview study. While par-
ticipants are concerned about data misuse and stigmatization, our
analysis also reveals that incentives, altruism, trust, security and pri-
vacy, transparency and accountability encourage data sharing. From
this analysis, we derive privacy design strategies for HEMS that can
both improve privacy and engender adoption.
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1 INTRODUCTION
The need to manage energy better, use it efficiently, and address
complex demand and supply issues has led to the advent of home
energy management systems. HEMS aim to manage energy con-
sumption, automate activities, and provide detailed energy usage
feedback, critical for behavior change, and managing demand and
supply. Unlike traditional aggregated energy data at the household
level, HEMS collect (including user-generated) and generate con-
sumption data at a very fine granular level (e.g., time and duration an
appliance is in use) [6]. At a fine granular level, users can see how
much energy each appliance uses in real-time and this helps them
manage their energy. For utility companies, this data can be used for
accurate billing and providing tailored services (e.g., demand and
supply management) [25]. For other new market players, this data
could be useful for developing new technologies and services that
provide better comfort for users and support more sustainable living.
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Energy data is different from other collected data from smart
home devices because, at some level, it is required for the provi-
sion of the service (e.g., billing purposes); without such data, utility
companies may not be able to offer any service at all or require
users to pay more. For instance, in Spain, failing to provide such
data means billing is carried out applying an average consumption
profile to the actual reading [30] (where the average profile is deter-
mined by Red Electrica Espanola 1, grid manager, and transmission
agent). Moreover, a stable and continuous energy supply is a critical
requirement for modern society, and to ensure uninterrupted supply
in a renewable-based environment, energy data sharing may soon
become a mandatory requirement [24]. However, given the HEMS
data granularity, it poses various privacy concerns. For instance,
from such data one can infer home occupancy, sleeping patterns,
household routine (e.g., shower times), or the number of people
in the house. There is also a potential threat of suppliers having
excessive control over users’ activities through controlling energy
consumption patterns. Thus, the issue of how energy data should be
collected, shared, stored, and protected is timely.

The existing literature lacks a comprehensive understanding of
how utility providers can get value from collecting and processing
users’ data without violating their privacy. Prior efforts [2, 12, 13,
17, 24, 25, 32, 34, 34, 39, 43, 48, 49] have focused on understanding
consumers’ perceptions and concerns around energy data and how
best energy data can be used to influence behavior. The question
as to how utility providers can get value from collecting and pro-
cessing users’ HEMS data without violating their privacy remains
open. Moreover, there is a need for approaches to realize privacy
and remedy users’ concerns because relying on policy alone may not
provide a sufficient level of privacy [16, 18, 25, 28]. As previously
argued, privacy needs to be baked into system design [7, 29]. The
existing literature makes it unclear how privacy by design can be
achieved in HEMS to alleviate users’ concerns and promote energy
data collection and sharing. Thus, the gap between privacy require-
ments and measures that utility providers and HEMS designers can
adopt foster participation in data sharing remains unaddressed.

To address this gap, we interviewed two groups of participants,
consumers taking part in an energy conservation project and those
who are not, to identify their concerns around energy data and the
factors that may encourage them to share such data. Using these
findings and Hoepman’s privacy strategy framework [22], we derive
privacy design strategies for HEMS, which utility companies can
implement to mitigate privacy concerns and promote data sharing
and adoption of HEMS. Identifying pro-data sharing attitudes and
concrete measures (i.e., privacy design strategies) that may help

1https://www.ree.es/en: Red Electrica Espanola is partly state-owned and public limited
Spanish corporation which operates the national electricity grid in Spain.
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practitioners address HEMS privacy issues and inform policy needs
at early development stages, which may be more effective than
privacy controls imposed after deployment. The main contributions
of this paper are as follows:

• Identification of key attitudes towards mandatory and volun-
tary energy data collection and sharing.

• Discussion of how key energy data collection and sharing is-
sues can be addressed and translated into systems requirements—
Privacy Design Strategies for HEMS.

• Practical design measures that are better aligned with con-
sumers’ privacy expectations around energy data collection
and sharing that utility providers can adopt.

Our study is not only important to research with regards to se-
curity and privacy of energy consumption data but also regarding
the promotion of technologies that might help people reduce energy
demand and climate change. Our paper uses the following terms:

Energy consumption data: – detailed energy data that shows how
much energy each device or appliance used, the details of the
appliance (e.g., model), the time and duration it used energy, and
the source of energy (e.g., main grid, battery, solar).
Mandatory Data collection: – Energy data that the supplier wants
to collect in order to provide a service. For example, the amount
of energy a user consumes during peak-time.
Optional Data sharing: – Energy data that the user may choose
to share but not obligated to share. For example, the number of
appliances that consume between 100 and 250 watts daily.

2 BACKGROUND AND RELATED WORK

Smart Home Devices 
and Appliances

Household

Home Appliances

Cloud

HEMS
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Figure 1: HEMS Data Ecosystem: HEMS collect and generate
data from different sources. This data can be shared with various
stakeholders including utility companies and other third-parties.

HEMS Features and Functionalities
Home energy management systems are part of the smart grid and
smart home technologies. They are a platform that consumers can
install in their homes to help monitor, manage, and automate energy
around their households [26, 27, 31]. The HEMS ecosystem (shown
in Fig.1) includes various devices and appliances: sensors, smart
plugs, energy supplier controllers, smart devices, and gateway—to
communicate with the internet. The HEMS is required to monitor

and communicate with all these components to optimize energy use
around the smart house. The main functionalities of HEMS include
logging, monitoring, control, signaling, and management. Unlike
smart meters, HEMS can manage and regulate energy from various
energy sources such as solar panels and the main grid. HEMS can
also automate/control other appliances; turn them ON and OFF
during specific times. Moreover, HEMS can link with other devices
(e.g., smart assistants) through Bluetooth and the internet (i.e., cloud),
giving consumers more interfaces to manage and control energy flow
within their household.

Literature around the design and development of HEMS is new
and shaping up. Mikkelsen and Jacobsen [33] investigated HEMS
and identified various threats to HEMS data, and key data flows
that could happen between various stakeholders. Saha et al. [40]
identified possible attacks and their countermeasures. Related to
energy data flow, Rahman et al. [37] developed a HEMS privacy
policy manager architecture which was aimed at allowing users
to manage how data should flow between their households and
utility companies. Prior works lack insights on what designers should
implement to engender trust and adoption of HEMS, particularly
concerning security and data privacy.

Energy Consumption Data
Traditionally each household had an electricity meter to periodically
measure the aggregated electricity consumption. This data is non-
specific: it does not show how many appliances were used or how
much energy each appliance consumed, etc. [44]. To pay electricity
bills, users must provide their meter readings to their local electricity
supplier or allow the supplier to collect such readings. The supplier
holds the right to this data and does not state to users how long it
will be held or how it will further be used. Since this data is required
to pay energy bills, users cannot opt-out of such data collection.
Failure to provide such readings may result in one losing power or
being disconnected from the main grid. HEMS-generated data, on
the other hand, not only shows the total amount of energy used but
provides rich, detailed information about the type and number of
used appliances and other household devices as well as timings of
their operation [6].

Most research on energy data has focused on smart meters 2.
While it has been shown that detailed data can be useful, e.g., as
providing users with tailored feedback helps to increase users’ aware-
ness on energy use and encourages behavior change [2, 32, 34, 43].
However, highly accurate and granular energy data may also pose
various threats to consumer privacy [24, 41]. Moreover, as data is
shared over smart grids and data networks, it can be a target for
multiple reasons, for example, falsification of consumption data for
financial gain [23, 50]. Furthermore, the current literature [12, 13,
17, 24, 34, 39, 43, 48, 49] suggests mixed opinions on users’ per-
ceptions of energy data. For instance, Wunderlich et al. [49] found
that privacy was not the main factor for participants when they were
contemplating owning smart meters, but perceived usefulness and be-
havioral control were highly considered. Moreover, users were more
concerned about the credibility of the data rather than privacy [17].
However, 92% of participants either changed their privacy settings

2Smart meters provide some (not all) of the HEMS functionalities, for example, detailed
consumption feedback.
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or canceled their service subscription after being shown the risks
associated with their subscribed service [24]. Schwartz et al. [42]
found that users are not comfortable sharing their consumption data
because they fear being misrepresented. Also, they classified energy
data as personal goods, therefore were concerned about losing own-
ership. Concerning the sensitivity of energy data, most participants
in a Swedish field study [34] concerning HEMS believed that en-
ergy data is harmless and poses no threat to their privacy. Another
study [39], notes that the participants expressed little concern about
the nature of the data collected and analyzed. However, they were
concerned about how companies might exploit their consumption
data. Schwartz et al. [42] also found that participants wanted to dis-
cuss energy data as relates to collective consumption rather than its
fine-grain details. Our study provides users’ perceptions of energy
data with regards to their privacy and factors that may influence
them to share such data.

Privacy in Development of Green Technologies
While data privacy concerns continue to grow, only a limited set
of studies has considered users’ concerns and perceptions to in-
form development of green technologies. For example, Jakkobi et
al. [24] used participants’ concerns and risks to develop a mobile
application to mimic the smart meters’ privacy management system.
Our work too investigates perceptions and attitudes to inform the
design of HEMS. However, unlike [24], we specifically examine
users’ perceptions and attitudes towards collecting and sharing data,
as users have varying attitudes towards collecting and sharing their
data. Also, prior studies [46, 47] argue that the interplay between
energy consumption data and personal habits is the key to stimu-
lating energy-efficient behavior. This notion suggests that adoption
or acceptance would depend mainly on users’ attitudes, but such
insights are missing concerning HEMS.

Two other studies closely related to our work were conducted by
Gürses et al. [21] and Ukil et al. [45]. Gürses et al. [21] identified
and discussed data minimization strategies (privacy design strategy
to avoid excessive data collection) and used smart meter data as an
example to show how these strategies can be applied. Ukil et al. [45],
on the other hand, proposed a dynamic privacy analyzer scheme to
minimize privacy leakage in smart meters. While both studies aim to
achieve energy data privacy, they : (a) are limited to smart meters, (b)
neglect issues of data sharing between the system and other entities,
(c) disregard users’ perceptions and attitudes. Moreover, Gürses et
al. focuses only on data minimization and neglects other privacy
design strategies (as discussed in the sub-section below). Other
efforts [12, 38, 42] on design recommendations for energy data
systems mainly focus on changing behavior and conserving energy.
However, none of these studies consider specific recommendations
for preserving privacy in the same systems. Our study provides
clear guidelines and recommendations on how utility providers may
clarify privacy implications, minimize risks, and engender trust in
HEMS.

Privacy by Design (PbD)
To promote privacy consideration during the development process,
a Privacy by Design (PbD) [7, 29] philosophy has been proposed.
PbD’s main goal is to guide the design of privacy-preserving systems.

However, PbD principles are not concrete enough to provide ways to
address privacy issues during the design and implementation phases
of a system. They also lack a clear way to translate or map legal
data privacy requirements (or policies) into system requirements dur-
ing the early stages of development, i.e., analysis and requirements
engineering phases. To address these limitations, design strategies,
privacy patterns, and Privacy Enhancing Technologies (PETs) have
been proposed. Privacy design strategies [4, 22] form the first part
of the development phase, and they aim to model a way in which
designers can formulate system requirements that address privacy
issues outlined by data-protection laws or policies. In contrast, pri-
vacy patterns [14, 20] are designed to provide concrete guidelines
for solving recurring privacy problems during the design and imple-
mentation stages. PETs, on the other hand, provide ways in which
privacy patterns can be implemented.

Privacy design strategies are a set of fundamental strategic ap-
proaches derived from data protection laws and frameworks to
achieve certain levels of privacy protection [22]. They are goal-
oriented; they aim to identify privacy features that must be satisfied
to ensure privacy [35]. These strategies are intended to support engi-
neers and designers’ decision-making regarding fulfilling privacy re-
quirements because they specify an architectural goal that, when im-
plemented, ensures some privacy [1]. Thus, for each privacy design
strategy, a suitable privacy pattern and the underlying PETs can be
identified to implement a privacy protection feature. There are eight
(8) privacy design strategies defined by Hoepman: MINIMIZE, SEP-
ARATE, AGGREGATE, HIDE, INFORM, CONTROL, ENFORCE
and DEMONSTRATE. Our study provides privacy design strategies
for HEMS derived from users’ perceptions about energy data and
their pro-data collection and sharing attitudes, thus moving privacy
considerations beyond specification in policies and regulations.

3 METHODOLOGY
Our study was approved by our Institutional Review Board (IRB)
before any investigations could proceed. We obtained informed
written consent from all participants concerning taking part in the
study and having the session audio recorded.

Recruitment and Sampling
Our recruitment focused on two groups of people, those who were
already part of an energy-saving project and those who were not
in any project concerning energy or climate change. Other than for
broad representation of perspectives, the idea behind recruitment
was to investigate and compare the differences (if present) between
the two groups. And, whether people who were already taking part
in the energy conservation project might be more willing to have
data collected and shared than those who were not.

The Energy saving project
REnaissance of PLaces with Innovative Citizenship And TEchnologies
(REPLICATE a) is a European research and development project that
aims to deploy integrated energy, mobility, and ICT solutions in city
districts. This research relates solely to the ‘Smart Homes’ element of
domestic energy management. During 2018, 150 households in Bristol
were recruited and supplied with smart appliances (e.g., Washing Ma-
chines, Dishwashers, and Dryers) connected to apps and data collection
devices. The Smart Homes project aims to explore how energy demand
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might be better managed and shifted to assist in smoothing grid demand,
avoiding times of peak energy use and potentially taking advantage of
renewable generation or advantageous off-peak tariffs using automated
home energy management systems.

ahttps://replicate-project.eu/about/overview/

To recruit participants from the local energy saving project, an
email explaining the focus of the study was sent to participants
who were asked to respond if they were interested. Participants not
involved in the energy saving project were recruited through the
university newsletter and by word-of-mouth.

Table 1: Summary: Study Demographics.

Energy Project No Energy Project
Gender
Male 6 4
Female 12 8
Other - -
Did not disclose - -
Age
18 - 24 - 1
25 - 34 4 3
35 - 44 5 5
45 - 54 - -
55 - 64 9 3
65+ - -
Did not disclose - -
Education
High school/College 4 3
FE - Diploma 5 -
Bachelors 7 3
Masters 2 3
PhD - 3
Did not disclose - -
Employment status
Unemployed - 1
Full time 13 9
Self Employment 1 1
Student - 1
Retired 4 -
Did not disclose - -
Env. Org. Affiliation
Affiliated 5 5
No affiliation 13 7
Did not disclose - -
Interest in Env issues
1 - 2 (Not at all) - -
3 (sometimes) 6 -
4 - 5 (Very much) 12 9
Did not disclose - 3

In the end, we recruited 30 adults: 18 from the energy-saving
project (including 2 couples) and 12 from outside the project. For
the energy project (6 males, 12 females), 13 people had full-time
employment, 4 retired and 1 self-employed, while for the no-energy
project (4 males, 8 females) 9 had full-time employment, 3 were
either unemployed, self-employed, or student. Table 1 summarizes
the demographics of our participants. The majority of our sample
was involved in an energy conservation project, and they have a keen
interest in environmental issues, especially towards the promotion
of renewable energy sources. Thus, their attitudes may be more
inclined towards sharing energy data than their counterparts since
they are familiar with the uses and benefits of energy data. However,
we view this as an advantage because they have more understanding
of energy data in general, they also own energy-saving devices, and
they know organizations which might find their energy data useful.
Thus, their perceptions are likely to be more informed.

Interview Procedure
One researcher led the interviews, and each interview began by ad-
ministering the information sheet, which explained the purpose of
the study. Participants were encouraged to ask questions concerning
any information that was not clear. Then, we obtained consent for
the study and the use of a voice recorder for the interview sessions.
After the participants had given consent, we asked them to complete
the demographics form before answering the main questions. On
average, most interviews took between 30 and 40 minutes. Partici-
pants volunteered to take part in the study and were compensated
( $27.00) for their time.

Interview Script
Our interview script started by asking participants about their general
use of energy, then their feelings about automating of appliances,
motivations and lastly about energy consumption data:

Energy Use. The first part of our script focused on energy use to
encourage participants to think about their current energy practices.
As part of this, we asked them about their daily routines around
energy use and how frequently they used appliances such as washing
machines and ovens.

HEMS Features and capabilities. The next set of questions
focused on the features of HEMS (e.g., automation). We asked partic-
ipants about the appliances they would automate using HEMS (i.e.,
when energy demand and costs are high). Our rationale behind these
questions is supported by research [9] that suggests that HEMS can
help people reduce the demand on the main grid by automating
some appliances to reduce demand during peak times. To establish a
baseline understanding of HEMS, as some participants noted they
had neither encountered nor used HEMS before, we explained what
HEMS were, its ecosystem—features, and capabilities. Our reason
behind this explanation was to make sure all participants understood
what HEMS were in the context of our study as some studies only
consider specific parts of the HEMS ecosystem, like smart meter-
ing and automation, but neglecting the data that is collected and
generated.

Data Collection and Sharing. The last set of questions focused
on the collection and sharing of energy consumption data. We asked
participants how they felt about the collection of consumption data,
and it being accessible to energy suppliers through HEMS. We also
inquired about their sentiments concerning such data being shared
by different stakeholders such as researchers. While we were in-
terested in understanding their perception of energy consumption
data, we did not explicitly ask them how they viewed such data. We
hoped this would come from the discussions during the interview
as opposed to being primed by the questions. However, to avoid
missing out on this, as the last question, we asked participants how
this data compares with other data that is currently being collected
from consumers such as social media and supermarket loyalty cards.
We chose to ask questions concerning data and privacy at the end,
giving participants the opportunity to raise concerns about HEMS
and data they collect without being primed.

For the purpose of this study, we only analyzed questions about
data collection and sharing. The interview script is shown in Appen-
dix A.

https://replicate-project.eu/about/overview/
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Data Analysis
We transcribed and then qualitatively analyzed our interview scripts
using thematic analysis [5, 36]. The lead researcher coded the first
two scripts producing their own codebook before the second coder
randomly selected two scripts to code independently. Then, the two
coders discussed the codes and jointly produced a single codebook.
In situations where coders had different codes, the researchers re-
solved the different by reading and discussing the disputed part of
the text and clarifying the coding definition. Our calculated Cohen’s
Kappa, a coefficient for inter-rater reliability in thematic analysis,
was 0.83 (showing a high degree of agreement). After the final
code book was established, the lead researcher coded the remaining
scripts. Relationships between the codes were established to produce
themes and factors affecting data collection and sharing.

Threats to Validity
Our study is qualitative and was limited to local residents whose
energy uses and practices are shaped by local guidelines. Thus,
our findings may not generalize to other populations which may
use different energy management systems, and where energy data
may be regulated differently, which leads to different perceptions.
Nevertheless, this is the first study towards understanding users’
perceptions and concerns regarding privacy and how suppliers can
effectively address these to promote the use of HEMS and hence a
more sustainable living agenda across their customers.

Most of our participants did not own an energy management sys-
tem and those who owned one did not own the same system, so there
is a possibility that their answers were based on the smart energy
management system they owned. However, we were cognizant of
this, accordingly we provided explanations and examples of HEMS
during our interviews to mitigate this.

4 PRO-DATA COLLECTION AND
PRO-SHARING ATTITUDES

We next present our findings around factors that influence data col-
lection and sharing. In summary, our findings show that participants’
data sharing choices are influenced by incentives, altruism, trust,
transparency, and data protection assurances. Fig. 2 presents an
overview of our results.

To aid with the discussion of our results, we use EP1 – EP18 (EP –
Energy Project) to denote participants from the energy conservation
project and NP1 – NP12 (NP- No Project) for participants not partici-
pating in any energy-saving project. Moreover, after discussing each
theme, we discuss the design implication of the associated theme.
Design implications are denoted as DI-x, x is the design implication
number.

4.1 Incentives
The first theme described the reward or gains of allowing data col-
lection and sharing. Participants stated that their willingness to allow
data collection and sharing would be motivated by what they will
personally gain or benefit from such action. When data collection is
compulsory, participants are more accepting of the idea of paying
the correct amount than receiving discounts—prioritizing price over
consumption details. They would allow collection so that the utility
company does not gain from them.

“I’m alright with it. I give monthly readings to [com-
pany name] on their app, and that just makes sure that
I pay in the right amount of money ’cause you don’t
wanna get stung if you do it once or twice ’cause you
end up owing them money.” EP5

However, with regards to data sharing, they only want to share
data to know how much they are spending. Participants (n=12) partic-
ularly those part of the energy conservation project, stated that they
would also be willing to share their data if they would benefit mate-
rially from such activity. These participants were given appliances
to use as part of the energy conservation project. Other participants
stated that they would allow data sharing if it resulted in a positive
change in their lives (e.g., good behavior).

DI-1 Design Implications for HEMS: Participants want to share
data to ensure that they are not overpaying; mandatory data col-
lection should only focus on the data that is essential for bills and
grid management.

4.2 Altruism
The second key factor impacting data collection and sharing concerns
people and the environment. Participants were content with data
being collected to ensure that everyone has a supply of energy and
save the environment, highlighting the environmental concerns and
energy security (i.e., load balancing). Participants reasoned that
compulsory energy data collection was crucial for saving the planet
and promoting green energy.

“From an environmental perspective, it’s definitely
beneficial if it reduces the load on the grid.” NP4

When data sharing is optional, participants stated they would be
willing to share data with relevant entities, particularly local projects,
to promote energy conservation. Other respondents (n=11) explained
that they would be willing to share data locally to compare their
energy usage with other local people as a way of reducing their
energy use. Participants also said they would share data to improve
green technologies (e.g., vanguards).

“Yes and I think if you had the data you’re talking
about [usage data], you know the sort of peak that
comes, it would be interesting to compare [with other]
people... acting in a more community level.” NP11

DI-2 Design Implications for HEMS: Participants’ desire to live
sustainable lives may lead to data sharing; the purpose of data
collection, particularly for promoting sustainable living or im-
proving green technologies, should be communicated clearly
to users. For instance, the expected environmental impact of sharing
such data. Users should be able to distinguish between the purpose
of mandatory and optional data. The purpose of mandatory data
collection could be made part of the setup process since it may not
change, while optional data collection purposes could be included in
other settings

4.3 Trust.
Our third theme identified issues around trust. Participants talked
about how they consider the data collector and receiver’s trustworthi-
ness when deciding whether they should allow data collection and
sharing. Among the numerous data collectors, participants reasoned
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Figure 2: Key findings: Schematic depiction of the codebook. Our analysis leads to the discovery of various attitudes towards data
collection and sharing. These attitudes span five main themes which include incentives, altruism, trust, transparency and accountability,
and data protection assurances. However, participants’ concerns about data collection and sharing can be categorized into three
groups: data security, misuse, and power relations.

that trust in the data collector (i.e., HEMS manufacturer, local au-
thorities, utility companies, and other third parties) was important
when deciding to allow data collection and sharing. They stated that
there were some companies that they would more easily trust than
others. Participants also discussed the importance of trust in HEMS,
and that data will be kept securely.

Regarding mandatory data collection, we found that participants
(n=13) preferred local green energy companies or community net-
works for data collection over large companies. They explained that
large companies are primarily fossil-based while small local com-
panies are environmentally conscious and focused on renewable
energy. Others (n=8) believed large companies had multinational
ownership and profited at the expense of customers, while local com-
panies invested in the local area and were considered more ethical
and customer-focused.

“I’m with [local utility company], so I trust them. If I
was with one of the big six3, I might be a bit reluctant
to let them have it. Yeah it probably depends who’s
supplying my energy.” EP11

“Ultimately these energy providers are owned by mas-
sively wealthy people who have lots of influence in
lots of other areas as well and connections with other
people. I don’t like it.” EP3

Some participants (n=18) expressed their desire to have only
energy companies collecting their data. They explained that they
trust that energy companies would use their data for energy-related
purposes rather than other reasons which may not align with their
preferences. Participants believed that non-energy companies are

3“Big six” are the six largest suppliers of gas and electricity in the UK.

more likely to misuse their data if given access since they are about
making money from other avenues, and they may have other interests
outside energy which may not align with their preferences.

“I wouldn’t want any company or any business to be
able to provide me with some kind of idea of service
improvement. It would have to be something that would
come from the supplier itself.” EP1
“I wouldn’t really like that because from your energy
company that makes sense but for other third parties I
don’t think [it would make sense].” EP10

When given a choice to share data, participants (n=17) stated that
the data receiver should be credible, with a track record of honest
data use (i.e., using data as promised) whose interests are not only
to make a profit—stressing that it should be a company/organization
that they know well. Some respondents (n=6) also stated they would
voluntarily share their energy data with a trusted municipality or
researchers promoting green energy.

“As long as it was credible ones that are on board
with energy, rather than these cold-calling types and
people that haven’t really got the community or the
person’s interests, you know.” EP14
“if there was some form of intermediary which would
be trusted, so possibly something set up at a municipal
local authority or local government level that might
act as an aggregator. So for the common good, not for
the private benefit.” EP1

DI-3 Design Implications for HEMS: Given participants’ lack
of trust towards big energy companies, mandatory data could be
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collected only by the utility providers, while optional data sharing
could be made available to other parties chosen by the user. This
could be facilitated by mechanisms that allow users to choose data
recipients to support their needs—list of choices should be made
explicit. To engender trust, utility providers could also ensure that
privacy policy agreed by users is enforced and users have the
mechanisms to verify.

4.4 Accountability and Transparency.
This theme is concerned with data practices by those who collect
and receive data. Our results highlight that participants want to have
a clear understanding of what data is collected, how it will be used,
and who it will be shared with, suggesting their efforts to guard
against giving away data that is not relevant to the energy sector or
being passed to non-energy sectors whose practices they do not want
to be associated with.

When participants are obligated to allow data collection, they
prioritize getting clear information about what data is being collected
and its purpose. They explained that the current communication
mode does not make it easy for them to understand what data is
being collected.

“it’s like with all these data forms, they’ve got to be
user friendly as well for the public to understand, be-
cause sometimes you just tick, tick, tick. There have
got to be clear explanations, I think, before any [data
collection] was to happen.” NP10

Other participants (n=26) explained that having a clear under-
standing of what data is being collected will help them decide
whether such data is necessary for the purpose it is being collected.
Moreover, since they believe the energy supplier will be the issuer
of the energy system, they suggested that the supplier should also
provide a document (e.g., “disclosure document”) with the system.

"I guess it would need to disclose to you what the
profile of information looks like, so you can understand
what you’re giving away... You might get a disclosure
document from an energy company to say “this is this
type of information that we’re collecting.” NP2

Our analysis suggests that participants seek these explanations for
two reasons, 1) participants’ limited understanding of how energy
data can be used, and 2) the prevalence of data misuse cases in other
domains. Responses suggest that some participants did not fully
understand how energy data can be used, so they wanted more infor-
mation about what data is collected to have a better understanding.
Regarding data misuse, participants (n=11) explained that compa-
nies collect more data than they need and then use it against users
in other domains, so they wanted to ensure that it is not the same
case concerning energy data. EP12 explained why they needed an
explanation:

“What worries me is if they have data [about] me, and
that, being passed on or whatever. That does worry me
those sorts of things” NP12

Regarding voluntary data sharing, participants stated that they
were willing to share their data if the data sharing is transparent;
reasons clearly communicated, choice to opt-in or out of it, and
retained control of how energy data could be used, including after
the original purpose has changed. Participants highlighted that most

data sharing activities are not transparent and take place without
their knowledge or control. However, our analysis suggests that
these desires are based on data practices from other domains not the
current HEMS or other energy systems.

After acknowledging that the energy data ecosystem may include
new other stakeholders which traditionally were not part of the
energy ecosystem (e.g., third parties using energy data to offer other
services), some participants (n=12) explained that they would share
data if they had control over what data they could share or who gets
to receive it.

“I think as long as I have a choice to opt-in, who gets
it and what it’s about then fine.” EP7

Others (n=4) expressed the desire to get updated about data use
changes. For instance, if the data receiver finds a new purpose for
the data, they should reach out to the data owners. Regarding sharing
energy data with the local council, EP9 explained:

“. . . as long as the council are really open, as long as
it was very open and transparent and not being used
– if they were ever going to use it for other purposes
they would have to consult people and tell everybody...
we’re going to start using this for some other reason.”

Two of our participants expressed the desire to remain the full
owners of the data after it has been shared. They explained that it
would be ideal for them to control who should have access to their
data. NP1 explained:

“I would want to have full control over my data... if
we’re talking about energy consumption data, I would
want to be the holder of that data. Whereas currently
[ownership] lies with the supplier, I would want to take
ownership of that data in the future.”

DI-4 Design Implications for HEMS: In addition to clearly outlin-
ing what data is being collected and the purpose for such collection,
there is a need for control mechanisms (e.g., consensual mecha-
nisms) for users to choose how data should be handled (i.e.,
data recipients, data use, retention options) especially optional
data. For instance, users could be allowed to delete optional data
completely.

4.5 Data Protection Assurance
Our final theme is concerned with data protection assurances. Partic-
ipants (n=14) expressed the need to have security measures in place
for them to be confident to allow data collection and sharing.

Participants explained that data protection is necessary when data
collection is compulsory since they do not have the choice to opt-out
of the collection. The data collector should ensure that data is not
easily accessible to unauthorized parties.

“...my suppliers know how much energy I use, I would
hope that their knowledge of my demand curves and
data would be kept quite securely.” NP1

When given a choice to share data, participants (n=11) want
assurances over anonymity. They expressed the desire to have data
shared in an anonymized format. They were specifically concerned
about other entities knowing their identity. NP7 noted
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“That would be okay, I guess, if it’s [anonymized]. But
it’s [not ok] when it’s like they can pinpoint which
house and which room and what you look like.”

DI-5 Design Implications for HEMS: Participants highlighted the
need for data protection especially for mandatory data. Designers
could ensure that data is always protected during collection, tran-
sit, and at rest. Optional data could be anonymized by default while
ensuring that bothmandatory and optional data are not easily accessi-
ble but by only authorized parties. Designers could also demonstrate
protection (e.g., system uses secure standards) and compliance.

5 USERS’ ENERGY DATA CONCERNS
Despite some participants being willing to allow data collection and
sharing, we identified three major concerns that may impede data
collection and sharing: (1) Security, (2) Data misuse, and (3) Power
relations.

5.1 Security
Participants expressed their concerns over the safety and security of
energy data; they transferred their experience from other domains
where data collection is more established to create new threat models
in HEMS.

System security. Some participants (n=6) were concerned about
the security of the device itself. They explained that the number of
data breaches worldwide had increased significantly, and HEMS
would not be an exception; they may get hacked, giving attackers
access to mandatory data. EP2 explained:

“No matter how much someone might tell you that
their systems aren’t hackable and everything, you know,
nothing is unhackable so ultimately once that stuff has
all been tracked.”

Data security. Some participants (n=5) expressed concerns over
sharing energy data with other technologies or services (e.g., smart
home devices), and highlighted that some of these end up stealing
their data for other purposes.

“[sharing data with my energy supplier] doesn’t worry
me. What worries me is the sort of the interactive
technologies that potentially can steal your data.” NP3

Other participants explained that energy data would bring a new
dimension to the data that companies already have about them, thus
attracting new threats. EP3 explained why data needed protection.

“There have been loads of breaches, whether it’s bank-
ing or Facebook or whatever, and I just feel in this
modern age, that’s where the crime and stuff is hap-
pening, it’s in data.” EP3

DI-6 Design Implications for HEMS: Given that participants were
concerned about the HEMS security, designers could ensure HEMS
is well secured with industry-recognized security standards
(e.g., Advanced Encryption Standard (AES)). Designers could
implement trigger action mechanisms [8, 19] that allow users to
implement their own rules to control who or what devices can
access their energy data. Moreover, designers could use the privacy
label framework [15] to develop privacy labels for HEMS to raise
awareness of what data is collected, stored, and shared with
other devices and parties.

5.2 Data Misuse
This theme is concerned with data being used for other purposes not
stated initially. Since fine-grain activities such as when a household
eats, sleep, and their type of entertainment can be implied from
energy use, energy data could reveal personal habits, preferences,
and lifestyles. Most participants raised concerns over misusing this
learned information, e.g., for nefarious purposes or supporting causes
that do not align with their ethos. This section discusses energy-
specific issues around energy data.

Profit making. One point of consensus from our participants
(n=25) was the disapproval of data being used or shared for monetiz-
ing or profitable purposes. Participants expressed their resentment
towards companies that collect energy data for monetization for
targeted advertising. Participants associated profit-making with big
energy companies. NP9 said:

“most of the time that gets done, it’s done for com-
mercial advantage for companies that I don’t have a
particular sympathy with and probably are not making
the world a better place. That’s my general assumption
on people gathering that kind of data”

Profiling concerns. Participants (n=10) also reported that their
data might be used to profile them. They explained that energy data
collection would be an extension of the information that companies
already know about them. For instance, companies could study their
usage patterns and infer other information about them for targeted
advertisements.

“Yes there’s enough data out there about me to profile
me and do horrible things to me if they really wanted
to so, yes, it would just be another data source.” EP2

“Already all the big companies know everything about
what we’re doing, where we’re going on holiday, what
our daily plans are because they’re tracking us on
our phones. . . , so I suppose it’s just another way of
finding out what we’re doing when we’re not on our
phones and we’re doing our household chores, and
now they’re going to know that too. That is a worry.”
EP3

Penalizing people. Participants (n=10) expressed concerns over
their energy data being used to penalize them. They explained that
data at a fine-grained level would reveal the appliances customers
are using and their energy consumption to the utility provider. If a
customer uses a particular appliance or consumes too much energy
from the main grid at certain times (e.g., peak times), they may
be disconnected, charged more, or be restricted to some amount of
energy at such times.

“I suppose further down the road it could be, people
might say, well you can only use so much energy, they
might monitor how much people are using, maybe
there might be a cutoff. They say, right you’ve had
your quota for the day and then, shoosh, everything
goes off.” EP9

“How do you feel about something or somebody – if
you want to do that, just meter electricity. Limit it or
give people 1,000 watts a week and that’s it. You can
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do what you want with it, but that’s all you’re getting,
mate.” EP15

Surveillance purposes. Other participants (n=5) expressed the
risk of data collectors and receivers being able to know the where-
abouts of an individual.

“I suppose there might be a whole domain about pri-
vacy, somehow. Concerns that, you know, given the
other kind of constellation of devices people have now
with consoles and smart TVs and everything, it’s one
more thing that they’re using to track. ‘Oh, well, now I
know that they’re in the kitchen because they’re boiling
the kettle.’ ‘Oh, now they’ve moved to the front room
because...’ I mean, it sounds silly, but, yeah, it irritates
me a little bit to think, you know, corporations sucking
up so much data about your daily habits as it is.” EP2

Energy stigmatization. (Discrimination) Participants (n=10) also
discussed the issue of being marginalized because of energy usage.
They reported that other people (i.e., neighbors and friends) knowing
how much energy they are using might judge and treat them differ-
ently. They also cited this as a reason why they would not share their
energy data locally or with people they know. EP3 explained:

“I wouldn’t want my information being shared, not
that I have anything to hide, but I just wouldn’t want
people to know my daily routine of how much I wash. I
wouldn’t want that being shared with the community.”

Unnecessary data collection and sharing. Some participants (n=12)
discussed how some companies collect or share data that is unneces-
sary for delivering services to them. Moreover, they discussed how
unnecessary collection and sharing might lead to data misuse. For
example, data collectors may find value in their data and share it
with other parties that traditionally would not want or find such data
useful. NP9 expressed that they would be unhappy if they would
find out that the data collection is unnecessary:

“I’d certainly be unhappy if they were gathering that
information except as far as it’s absolutely essential in
order to do the [distribution] they need to do.”

Unsolicited communication. Some participants (n=8) raised con-
cerns over unwanted contact with data collectors and receivers. They
stated that they would not be comfortable with people contacting
them because they have shared data with them. Most participants ex-
pressed this concern when discussing sharing data with researchers
and advertising companies.

“[referencing contact] I think that’s probably where
I feel a bit iffy about it. I wouldn’t want a lot of unso-
licited contact.” EP7

DI-7 Design Implications for HEMS: To address surveillance and
energy stigmatization concerns, designers could ensure that HEMS
share optional data intended to improve the technology anony-
mously.
DI-8 Design Implications for HEMS: To address unsolicited com-
munication issues, designers could provide mechanisms that allow
users to choose which parties they would want to communicate
with regarding their energy and use. This could include appropriate
and usable communication channels.

5.3 Power Relations.
Our final theme concerns losing control over data that has been
collected and shared.

Loss of control. Most participants (n=16) shared concerns over
not having control over their energy data after it has been collected
or shared with other parties. They expressed the inability to opt-out
from further processing or knowing who has access to their data. For
instance, NP3 suggested it would be better if they could still opt-out
of some data processing schemes:

“I think as long as one can opt-out of any of the irri-
tating stuff that might come thereafter.”

Power shift. Some participants (n=9) discussed the issue of the
utility provider having more power and control over consumers
because of the information they can get from the data. They stated
that sharing data with the utility provider will take power away from
them and it may lead to the provider dictating how they should use
energy.

“The dictatorship, you cannot use this, well I am going
to use it.” NP10

DI-9 Design Implications for HEMS: To balance the power be-
tween utility providers and consumers, designers could provide vari-
ous mechanisms to allow users to manage and delete their data.
For example, consumers could choose the optional data they want
to share with utility providers.

6 PRIVACY DESIGN STRATEGIES FOR HEMS
As energy systems continues to evolve, collection and sharing of
energy consumption data will be critical. It is already a law in
some countries to have green technologies installed in new build-
ings [30, 51] because it is seen as a cost reduction and disruptive
way for increasing efficiency. Therefore, energy data is useful for re-
ducing costs and enabling other functions such as demand response
programs. HEMS offer an interesting case to explore, especially in
countries (e.g., in Europe) where there is a considerable variation in
policy contexts encouraging the adoption and deployment of green
technologies [3, 10, 11], and little on how data generated by these
systems should be handled.

As shown by our findings, security and privacy concerns around
energy data may impede such efforts. However, our findings suggest
that HEMS users may be willing to participate in data sharing if
these concerns are addressed. As a result, we used our findings
to derive privacy design strategies to address the issues raised by
participants in our study to inform the development of HEMS. We
use these strategies to identify what measures the utility providers
and HEMS designers should satisfy to realize privacy in HEMS,
particularly around collecting and sharing energy data. We adopted
this framework because they are abstract and not system-specific,
enabling us to map and define each strategy specific to HEMS. We
derived these strategies by first eliciting design recommendations
from the themes we identified during coding. Then, we map each
design recommendation to the relevant privacy design strategy. By
doing this, we are ensuring that each privacy design strategy is no
longer abstract but specific to HEMS. In Table 2, we present privacy
design strategies for HEMS. We show Hoepman’s privacy design
strategies and the design recommendations that informs them.



Conference’22, April - May 2022, New Orleans, LA, USA Ramokapane, et al.

Table 2: Summary: Adaptation of Hoepman Privacy Design Strategies for HEMS.

Strategy Hoepman [22] Design Implications
informing the strat-
egy

HEMS - Collection and Sharing

Minimize Suggests that personal data processing should be min-
imal, and collection should only focus on the data that
is needed for processing.

DI-1, DI-2 Mandatory data should represent data that is required for processing
bills, service provision, and grid management purposes. Mandatory
data collection and sharing should focus only on these data.

Hide Indicates that collected and processed data should not
be in plain sight.

DI-5, DI-7 Mandatory and optional data should not be shared or stored in plain
view or kept when it is no longer needed.

Separate Suggests that data should be distributed or isolated,
whether during storage or processing stage.

DI-1, DI-3 Mandatory data should be separated from optional data before sharing
to make correlation difficult while data is at rest or during processing.
Moreover, optional data could be separated from personal identifica-
tion information where possible.

Aggregate States that personal data should be stored or processed
at the highest possible aggregation level.

DI-1, DI-3 Mandatory data should be combined before sharing and processing,
and where necessary optional data should be aggregated.

Inform Suggests that data subject should be informed timely
whenever personal data is processed.

DI-2, DI-4, DI-7 Energy consumers should be informed about data collection and
sharing. This information should explain what constitutes data to be
mandatory or optional, how it is collected, stored, used, whom it is
shared with and how long it is retained.

Control Implies that data subjects should be in control over
data collection, storage and processing.

DI-3, DI-4, DI-6, DI-
7, DI-9

Consumers should be in control over their energy data. They should
be able to choose who should have access to their mandatory data
other than the utility provider and how it should be used beyond the
provision of the service. Consumers should have control over what
optional data is collected, shared and for what purpose.

Enforce Suggests that contractual and legal policies (i.e., pri-
vacy policy) that is compatible with legal requirements
should in place and enforced.

DI-3 Any contractual agreed or privacy policy that is presented to the
consumer should be respected and enforced.

Demonstrate Requires that the data controller should be ready to
demonstrate compliance.

DI-5 The HEMS manufacturer should be able to demonstrate that the sys-
tem complies with industry security standards technically. Moreover,
the utility provider should technically demonstrate that the privacy
policy presented and agreed upon by the user is enforced.

Formulating and mapping design strategies to users’ concerns
are vital because it addresses two problems: (1) lack of empirical
evidence on privacy concerns that are pressing for users and may
hinder adoption, and (2) the absence of tools that are based on per-
ceptions and attitudes for developers to use when designing HEMS.
We are providing designers with approaches that they can follow to
identify relevant PETs for developing HEMS, which is missing in
the literature. Privacy protection is a quality attribution; therefore,
addressing its concerns at the development stage using empirical
evidence is vital for engendering trust and developing systems that
appeal to users’ variety of motivations, social and environmental
issues without invading their privacy.

HEMS Privacy Design Strategies Mapping
In Fig. 3, we map participants’ concerns we previously presented
in Section 5 to our newly derived design strategies. This mapping
identifies specific strategies for addressing each concern. By doing
this, we are providing the designers of HEMS and parties with
interest in energy data with a foundation to identify relevant privacy
patterns and PETs for addressing users’ concerns. These strategies
are not restrictive; the designers can choose from a wide range of
privacy patterns and PETs to address the specified issues. Moreover,
this will give utility providers a chance to see how mature their
approach is by seeing which strategies they are deploying and if
such strategies lead to positive engagement from users and give
them assurances.

Users’ concerns around the system and data security could be
addressed by demonstrating and minimizing the impact of a data
breach on individuals. Less data could be collected (Minimization),
separated, hidden, and in some cases aggregated to minimize impact.
Addressing data misuse concerns will require consideration of all
the privacy strategies, ensuring that consumers’ trust is established,
especially with mechanisms to verify that the data collector or pro-
cessor is doing exactly what was stipulated in the agreement. Power
relations could be alleviated by giving the user a degree of some
control. A satisfactory amount of understanding of what the user
can do (e.g., consent and control) is vital. Control, Enforcement,
Demonstration, and Minimization are critical in addressing issues of
power mismatch.

7 DISCUSSION
How do the two groups compare?
Contrasting the two groups, participants from the energy group
showed more willingness to share data than their counterparts. The
energy project participants’ altruism to be environmentally friendly,
and the desire to share energy seemed to outweigh reasons not to
share data. This suggests that users may be willing to share data if the
purpose is clearly outlined to users. While both sets of participants
highlighted that trust in the data collector to be a significant factor
in sharing data, no energy project participants were firmly against
sharing data with local authorities. We also found that energy project
respondents had strong knowledge about energy data usages and
discussed well-informed threat models. We posit this may be due to
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Security

• Demonstrate: Data controller should demonstrate that security mechanisms are in place to protect HEMS.

Data misuse

Power relations

• System security

• Data security

• Minimize: where possible refrain from collecting unnecessary data. 
• Hide: Collected and sharing data should not be in plain sight, appropriate mechanics should be deployed to hide it. 
• Aggregate: users’ data should be aggregated to minimize the chances of identification if there is a breach. 
• Separate: Data that may identify users should be separated from the rest of the data. 
• Demonstrate: Data collector should demonstrate that there are adequate measures to protect collected data  

• Profit-making 
• Profiling concerns 
• Penelizing people 
• Surveillance purposes

• Energy stigmatisation

• Unnecessary data 
collection and sharing.

• Unsolicited 
communication

• Inform: clearly inform users about the purpose of data collection and sharing. 
• Minimize: Avoiding collecting unnecessary data. Data processing should be limited to what users agreed to. 
• Enforce: ensure the agreed privacy policy is enforced.  
• Aggregate: users’ data should be aggregated to minimize the chances of identify individuals. 
• Separate: Data that may identify users should be separated from the rest of the data.

• Minimize: avoid unnecessary contact. 
• Inform: Inform users beforehand of any required contact, the reason for contact, how contact will be established 

and by who. 
• Enforce: Apply the agreed privacy policy.

• Minimize: Avoid collecting data unnecessarily. Reduce data collection and sharing as much as possible.

• Inform: clearly notify users what data will be collected, used and how it will be shared. 
• Hide: anonymise data before sharing it. 
• Aggregate: data should be shared in a combined forma, e.g., sharing total consumption data. 
• Enforce: Ensure that agreed privacy policy is respected.

• Control: provide user-friendly mechanics for users. Users should choose what data to share and how it should be 
processed. 

• Enforce: Ensure that the agreed privacy policy is respected. 
• Demonstrate: provide evidence that data is handled as agreed. 

• Minimize: Avoid collecting unnecessary data.  
• Enforce: Apply agreed policy and only use data as agreed with users.

• Loss of control

• Power shift

User Concerns Privacy Design Strategies

Figure 3: Summary: Mapping user concerns and privacy design strategies. This is to show how each user concern may be addressed by
our derived privacy design strategies.

Incentives

Altruism

Trust

Accountability & 
Transparency

Data Protection 
Assurances

Security

Data Misuse

Power Relations

• Change of behaviour. 
• Benefit materially (e.g., better 

appliances for free)

• Promote green technology 
• Support local energy companies

• Clear data handling practices. 
• Type of data being collected. 
• Choice to opt in and out. 
• Control over use and recipients. 
• Data ownership

• Trust in green energy companies 
• Local and small energy companies

• Security over data 
• Concerned about data misuse than 

being hacked. 
• Data annoymization

• HEMS system security

• Trustworthy data collectors 
• Known  company or municipal 
• Data sharing with energy companies

• Against the use of data for profit 
making 

• Profiling concerns 
• Penalizing people over use

• Concerned about unnecessary 
data collection and sharing.

• Fewer participants were worried 
about utility companies having 
more control.

• Less likely to share with local 
authorities

• Share data to save money 
• Protection from over paying

• Save the environment 
• Energy security (i.e., Load balancing) 
• Improve technology

• Utility provider controlling the 
amount of energy one can use

Energy Project No - Energy ProjectThemes

Figure 4: EP participants vs NP participants. This is to summarize the difference between the two groups of participants.

their energy project experiences, seeing what data can be collected
and how it can be used. Participants from both groups shared similar
concerns around transparency, accountability, and data protection
assurances. This highlights the importance of these concepts, espe-
cially regarding data storage and processing. Thus, being transparent
and providing assurances over data handling practices may be a
significant differentiator around collecting and sharing energy data.
We did not observe much differences between the two groups re-
garding power relations, but fewer participants from the no-energy

project discussed fewer issues concerning the utility provider having
more power over consumers. Figure 4 provides a summary of these
differences.

Energy data vs other smart home data
Data provided by HEMS offers more rich information making it
possible to identify consumers’ usage habits, appliances/devices,
energy sources and automation routines, which may not be available
with other electricity meters. As a result, it provides a larger surface
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area for privacy invasions than data from other smart home systems
and devices. It is also different because it may not only reveal con-
sumer behaviour but consumers’ socio-economic status as well. In
fact, our findings revealed that some participants are worried about
stigmatization that may arise from their energy data which may not
be the case with other data. Moreover, unlike other data, energy
data is not exchanged for free services, consumers still need to pay
their utility bills. Considering these differences and our qualitative
findings, it is important therefore to help and provide consumers
with an understanding of what data is collected by HEMS and how
they can share data without the risk of unwanted disclosures.

Why should energy data be protected?
Energy data should be protected because it contains more infor-
mation about consumers and their practices which may harm their
privacy. Our findings show varying perceptions concerning energy
data, which suggest that some users may not be well informed on
how to protect their privacy with some participants still holding
mental models of traditional energy consumption data. We posit that
applying the privacy design strategies we proposed will help users
better understand the energy data ecosystem. Moreover, ensuring
data privacy on HEMS will protect participants with optimism biases
towards small green energy companies. Our findings revealed bi-
ases towards such companies which suggests users who hold strong
opinions about the impact of energy on climate change may easily,
uninformed, forego risks around energy data while sharing data for
sustainability reasons. On the other hand, such energy companies
understand the value of energy data which may extend to informing
their other business ideas and models. It is, therefore, important to
provide privacy by default to keep information asymmetry balanced,
especially to help consumers who are less informed about the privacy
implications of energy data.

It should be protected because privacy concerns may hinder adop-
tion and cause conflicts in countries where smart metering systems
like HEMS are mandatory, our study identified various concerns
around energy data which may impede the adoption of HEMS or
engaging in data sharing. A study conducted by Jakobi et al. [24]
showed that 74% of users decided to change their energy data dis-
closure settings after encountering the corresponding privacy impli-
cations of doing so. About 9% decided to cancel sharing data with
grid operator and utility provider. Providing privacy mechanisms
may engender trust and promote adoption and data sharing.

Implications for research
Transposed mental models. Our findings suggest that most partic-

ipants view energy data as not sensitive. We posit that this may be
because traditionally, consumption data has always been aggregated
information (i.e., meter reading), which showed the overall energy
use. We, therefore, argue that transparency regulations should ob-
ligate utility providers to clearly communicate what data is being
collected and how it can be used. Moreover, this information should
be in a format that is user friendly or meaningful to users.

Stigma around energy usage. Stigma around energy use may
affect how people want to share their consumption data. Some of our
participants highlighted being uncomfortable with sharing data that
may be seen by their neighbors or friends, suggesting a fear of being

stigmatized. Research should focus on understanding energy usage
norms and social norms around energy to better inform designs that
would address users concerns.

Protect users’ energy data rights. Our participants were more
worried about companies collecting and sharing their data for profit
purpose but less on what they could potentially do with such data.
We perceived a lack of trust towards big energy companies—users
feel that these companies are motivated by profits but not to protect
the environment. Our results also highlight a significant challenge
for transparency particularly in large companies. Research should
identify factors that engender trust in the energy sector, especially
in green technologies. This also calls for policymakers to protect
consumers’ energy data rights, mainly where users may be unaware
of the potential risks around such data.

HEMS Ecosystem. We found that our participants’ concerns are
limited to data collection, storage and sharing of data, little about
processing. Our study does not give us insights concerning this, but
we posit that this is due to our participants’ limited understanding
of the home energy management ecosystem. Since the home energy
management ecosystem is broad with various aspects and data flows,
privacy researchers should investigate privacy norms considering
different aspect of the system, e.g., data processing. Moreover, we
provide privacy design strategies for HEMS, research should imple-
ment and test our strategies and provide insights on what works to
address concerns appropriately.

Data ownership and Monetization. Our results suggest that data
ownership and monetization issues may play a role in how users may
want to disclose their energy data. From our analysis, we perceived a
strong sense of ownership towards energy data; participants perceive
it as an asset; therefore, sharing it is seen as a contribution to the data
controller’s business aspect. We posit that this may be why they felt
entitled to a share in any profits that may result from sharing their
data, especially that in the case of energy data or HEMS, users still
have to pay their bills, unlike in other free platforms. These issues
need to be resolved particularly to encourage data sharing, which
may be vital for energy security. Policies should aim to balance the
power dynamic between data creators and holders.

8 CONCLUSION AND FUTURE WORK
While energy consumption data is crucial for various activities (e.g.,
billing, supply and demand management, feedback, and energy man-
agement), at its granular level, it poses several privacy concerns
which may discourage consumers from sharing it. To this end, we
presented an interview study with 30 participants, which investigated
how users view energy data and their attitudes towards sharing it.
Our analysis revealed that incentives, trust, transparency, the ne-
cessity of data collection and sharing, and assurances about data
security are crucial for consumers to share data. Most importantly,
our paper highlights a key set of strategies to move the privacy issue
beyond specification in policies to how this could be built into the
core of HEMS to provide more agency to users and more informed
decision-making about privacy and other factors that will encourage
take-up of HEMS and sharing of relevant information for wider
societal benefit.
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The future research in this area should tackle the issue of privacy
around green technology. There is also an opportunity to examine en-
ergy data sharing schemes, mainly the ‘how’ part—how should data
sharing be regulated. This is important, particularly for blueprints of
future energy systems and how to transition from current fossil fuel-
based systems. Data privacy will play a significant role because new
players and use cases are emerging every day, therefore, regulating
energy data is vital to ensure trust and encourage green technology
adoption, thereby, using energy effectively.
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A APPENDIX: INTERVIEW GUIDE
(SEMI-STRUCTURED)

Thank you for participating in our study. As you read in the consent
form, we will be recording the session so we can review it to make
sure that we don’t miss any part of our conversation. Your infor-
mation will be kept confidential and will only be accessed by us.
Your name will not be associated with any data we collect. We are
interested in how people use energy in their homes and hence what
potential there is to shift energy demand away from peak periods. If
you don’t want to or cannot answer a question, please say so at any
time. Do you have any question?

(1) Would you say that you care about or are interested in environmental
issues?
• Follow-up: would you say: not at all / a bit / sometimes / quite a

lot / very much
(2) Are you a member of any green / environmental organization? Or

other group?
• Follow-up-1: baby, books, community?

[Daily Routines: building a picture of how people perceive their
appliances and how they use them currently]

(3) What is your daily routine on weekdays?
• Follow-up-1: Is it the same every day?
• Follow-up-2: Are there some days when the house is occupied

during the day?
(4) How frequently do you use your washing machine,

• Follow-up-1: Dryer
• Follow-up-2: Dishwasher?
• Follow-up-3: Which of these are smart?
• Follow-up-4: What other appliance is particularly important to you

(e.g., cooker, fridge, shower, TV/ console) – let’s pick 3
[Thinking about these 3 appliances]

(5) Can you describe the last time you used these appliances / 1,2,3 (from
listed important ones)? Is that the normal way that you use them?
Where are they in the house?
• Follow-up-1: When / what time of day do you normally use them?

Why? e.g., at specific times or varied. Is it different in the winter /
summer?

• Follow-up-2: Is the appliance set in a particular way e.g.,: time
delay, eco-friendly, high heat, etc.?

• Follow-up-3: What do you like about this appliance? e.g., speed,
looks, effectiveness, capacity, controllability

• Follow-up-4: What do you dislike about this appliance?

(6) Do you have any restrictions to when you can use your appliances?
• Follow-up-1: Does anyone in the building object to you using the

appliances in a specific way/at a particular time?
• Follow-up-2: who uses what and when?
• Follow-up-3: Are there any constraints due to family schedule or

noise (e.g., young children, old family members, illnesses, shift
workers etc.)

(7) Do you have any preferences on how you would like to use these
appliances which might be different from how you currently use
them?
[DSM Automation:]
Introduction: Use of energy here is particularly high during early
mornings (between 7am – 8.30 am) and evening (4pm-8pm). Because
of this, the grid needs to set up new generation facilities. But if people
moved use of energy from these times to other periods in the day, the
grid can avoid new generation investments, which cost money as well
as cause increased environmental harm. It can also make better use
of renewable energy. Because of this we are looking into automation
or management of appliance use in order to move their use out of the
critical time periods.

(8) What if some of the appliances you mentioned could turn on/off to
avoid peak demand time so you would pay less and so that the grid
load was more evenly spread - would you consider some form of
automation for some, or all of them?
• Follow-up-1: Would you prefer only automating some appliances

over others? Can you explain bit more.
(9) How would you choose to automate them? What might work for

you?
• What degree of automation limits might you consider for each of

the 3 appliances that we have been discussing?
• Would you prefer to actively choose when to run it within only

off-peak time limits
[If participant does not have an energy management system or heard
about it. Explain it to the participant and then ask the following
questions.]

(10) How would you feel about having an energy management system
which can manage things on your behalf in your household by au-
tomating some appliances? (within limits set by you). For example,
so that you didn’t breach an individual energy cap, to move consump-
tion out of peak periods or to smooth energy consumption across a
neighborhood?
• Follow-up-1: What about more of a whole house automation sys-

tem, integrating and managing your energy usage? Or even one
that manages your alongside other users in your community?

• Follow-up-2: Is personal automation different from a thermostat
in the house starting/stopping boiler for temperature controls?

• Follow-up-3: What other examples can you think of? (e.g., bread
maker, security lights)

(11) What can you foresee as difficulties or problematic issue with the
system?
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(12) What motivations would most help you in changing the time/pattern
of use of the appliance 1,2,3.
[if participant has or knows about energy management system, ask
from here.]

(13) How comfortable would you feel for your energy suppliers to have
your data on appliance usage?

(14) If data collection is mandatory, what data would you share, and with
who?

(15) Would it matter to you if your energy consumption data from this
system was to be shared various parties? [Prompt participants with
the following options if they don’t say much.]
• Prompt-1: Researchers
• Prompt-2: Energy generators
• Prompt-3: Energy suppliers

• Prompt-4: Other businesses which may find your data interesting
• Prompt-5: Non-energy companies

(16) How would want these data to be shared with these parties
(17) If you were able to allow only selected businesses/individuals to view

your consumption data, to deliver extra services with it, would you
be more willing to allow this kind of data sharing?
• Explain your answer?
• Who would you feel comfortable with sharing this information

(18) if sharing consumption data is optional, what data would you share
and with who?

(19) How does the consumption data compare with other data, shopping
loyalty card information gathering? (Data from smart home devices)
[Anything else that you would like to say about energy use or that
this had made you think about that I haven’t asked you?] [Thank you]


	Abstract
	1 Introduction
	2 Background and Related Work
	3 Methodology
	4 Pro-Data Collection and Pro-Sharing Attitudes
	4.1 Incentives
	4.2 Altruism
	4.3 Trust.
	4.4 Accountability and Transparency.
	4.5 Data Protection Assurance

	5 Users' Energy Data Concerns
	5.1 Security
	5.2 Data Misuse
	5.3 Power Relations.

	6 Privacy Design Strategies for HEMS
	7 Discussion
	8 Conclusion and Future Work
	Acknowledgments
	References
	A Appendix: Interview guide (semi-structured)

