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ABSTRACT

Mobile botnets are gaining popularity with the expressive demand of smartphone technologies.
Similarly,themajorityofmobilebotnetsarebuiltonapopularopensourceOS,e.g.,Android.A
mobile botnet is a network of interconnected smartphone devices intended to expand malicious
activities,forexample;spamgeneration,remoteaccess,informationtheft,etc.,onawidescale.To
avoidthisgrowinghazard,variousapproachesareproposedtodetect,highlightandmarkmobile
malwareapplicationsusingeitherstaticordynamicanalysis.However,fewapproachesintheliterature
arediscussingmobilebotnetinparticular.Inthisarticle,theauthorshaveproposedahybridanalysis
frameworkcombiningstaticanddynamicanalysisasaproofofconcept,tohighlightandconfirm
botnetphenomenainAndroid-basedmobileapplications.Thevalidationresultsaffirmthatmachine
learning approaches can classify the hybrid analysis model with high accuracy rate (98%) than
classifyingstaticordynamicindividually.
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INTROdUCTION

AlthoughAndroidOSbeinganopensourcehaspromotedmobileapplicationsdevelopers,yetmalware
programmershavealsocontributed toexploit itsopensourcenature tocarryoutmaliciousacts.
MacAfee,anantimalwareplatform,hasdiagnosedmorethan700Kmobilemalwareinthesecond
quarterof2014(Weafer,2014).Anotherreport(Chebyshev,2016)publishedin2016discoveredthat
Internetaccessonsmartphonedeviceshadexceeded61%inthefirstquarterof2015.Thisstudy
alsorevealedthat60.85%ofAndroidusershadstartedInternetaccessontheirsmartphonedevices.
Consequently,thesimilargrowthisobservedinmalwareprogramconstruction,i.e.,40,267newmobile
malwarevariantswereanalyzedanddiagnosedbythesecurityagenciesattheendof2015(Millman,
2015).InQ22016, itwasobservedthatAndroidwasusedby86.2%ofsmartphoneusers(Paul,
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2017).Similarly,itswidespreadadaptationtootherplatformssuchastelevisions,tablets,wearable,
andvehiclesopenedthenewdimensionsformulti-platformattacks.Inthesimilarpace,IoT(Internet
ofThings)wouldbethenexttargetformalwareprogrammers.Amorerecentreport(BILIĆ,2017)
statesthatthegrowthofmobilemalwareisconstantlyincreasingsince2013.Onaverage200new
maliciouscodevariantshavebeendiscoveredpermonthduring2015,thisnumberroseto300per
monthbytheendof2016.Asaresult,onaverage400newmaliciouscodevariantsareexpectedto
evolvebytheendof2017(Weafer,2016).

MobilebotnetorSMARTbot(Karim,Salleh,&Khan,2016)isamalevolentactionwhichis
inspiredfromtraditionalbotnets(PCbased).Thebasicmotivebehindbotnetistogainillegitimate
accesstosomeone’spersonaldevice(smartphone,tablets,etc.)andmakesthisdevicecompromised
byabotbinary(app).Afterbecomingthepartofabotnetwork,anotherpivotalrole(botmaster)is
responsibleforcontrollingthisdeviceremotelyandtoinitiatevariousattacksusingsomecommand
andcontrol(C&C)channel.Consequently,thesedevicesarethenparticipatinginnumerousmalicious
activitiesincludingDDoS,ransom,makingpremiumcalls,sendingtextmessagesandemailswithout
user’sconsent.

There are two most common analysis strategies exist, static and dynamic analysis. In static
analysis, structural properties of program code are observed including permission usage, CFGs,
functioncallgraphsandAPIcalls,etc.Forstaticanalysis,reverseengineeringtools(Lukan,2012)
aredeployedtodisassembleprogramcode(Schmidtetal.,2009)ordirectlyfetchingparameters
from executable binaries (Petsas, Voyatzis, Athanasopoulos, Polychronakis, & Ioannidis, 2014;
Yousafzaietal.,2016).Incontrast,dynamicanalysisrequiresexecutionofmalwarebinariesina
secureenvironment(calledsandbox)toextractruntimebehavioroftheseapplications.Followingare
someoftheparameterswhichareofinterestduringdynamicanalysis:(a)fileoperations(b)network
traces(c)initiatedservices(d)HTTPandDNStrafficetc.Currently,somemobilemalwaredetection
approaches(Arp,Spreitzenbarth,Hubner,Gascon,&Rieck,2013;Chen,Rong-Cai,ZHENG,Jia,
&Li-Jing,2016;Fereidooni,Conti,Yao,&Sperduti,2016;Yang,Wang,Ling,Liu,&Ni,2017)
areintroducedtargetingeitherprogramcodeorruntimeexecutiontraces.However,atahigherlevel
ofabstraction,theseapproachesaretargetingmobilemalwaredetectionratherthanmobilebotnet.
Thisistheextensionofourpreviouslyproposedapproaches(AhmadKarim&Shah,2015;Karim,
Salleh,Khan,Siddiqa,&Choo,2016)inawaythatitcanhighlighttheneedforahybridanalysis
frameworkforthedetectionofbotnetmobilebinaries.

Inthispaper,wewillinvestigateandhighlighttheproblemofthemobilebotnetbycomparing
botnetpropertiesofknownbotnetapplicationswithexistingmalwarefamiliesandbenignsamples.

Thus,thebasicmotiveofthisresearchistoconfirmtheexistenceofmobilebotnetphenomenon
inAndroid-basedsystemwhichiscontinuouslyprogressingwiththetechnologicaladvancements.
Moreover,wearguedthathybridanalysissystemscandetectmobilebotnetbinariesmoreaccurately.
Consequently,mobilebotnetproblemmaysupersedetraditionalPCbasedbotnetsiftheprecautionary
measureshavenotbeendevisedtimely.Overallthepaperobjectivesaresummarizedasfollows:

• Tostrengthentheexistingefforts(mobilemalwaredetectioningeneral)towardsmobilebotnet
(C&C)detectionbyidentifying,highlightingandcomparingthepropertiesofknownmobile
botnetswithexistingmalwareandbenignapplications;

• We have divided our hybrid analysis framework into three different categories for mobile
applicationswhichincludesbotnet,malwareandbenignsetofapplications.Throughthissetup,
weneed toobserve themost inherentproperties andongoing trendsofmobile applications
havingbotnetcapabilities;

• Ourclaimofahybridanalysisismoreefficienttodetectmobilebotnetmalwareisverifiedby
machinelearningapproaches;

• Conclusively,wehaveprovidedsomeguidelinestepstoavoidthisgrowinghazard.
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Therestofthepaperisstructuredasfollows:section2discussesrelatedwork,section3describes
ourproposedhybridanalysisframework,section4presentevaluationresultsgeneratedfromcode
andruntimeanalysis,section5discusssomeguidelinestoavoidthisgrowinghazard(mobilebotnet),
andconcludewithsection6.

RELATEd wORK

Mobileintrusiondetectionsystemsfallintothecategoriesofdetectionandpreventionasdepicted
inFigure1.Overallmobilemalwaredetection isabroader termused to identify theanomalous

behaviorofappswithrespecttobenignapps.However,themotivationbehindmalwareprogrammers
isdiverse,i.e.,togainillegitimateaccess,hindertheresourceutilization,ransom,rootexploit,spam
disseminationandbotnet.Therefore, in thisarticle,weare specificallydiscussingmobilebotnet
phenomenonwhichisgettingpopularityinrecenttimesforintrusivepersonals.Bymakingasingle
deviceasapartofabotnetwork,thecontroller(C&C)caninitiatevariousothertypesofattacksas
well.Asthemobilebotnetphenomenaarestillnotaspopularasispredecessor(PC-basedbotnet),
thereforethemajorworkiscarriedouttodetectmobilemalwareingeneral.However,recentreports
statethatthemobilebotnetisalsogrowingatthesamepaceastechnologyevolves.

Androidpermissionsareconsideredasonethemajorentrypointtobreachsmartphonesecurity.
Malwarewritersareoftenuseddangerouspermissionsettoexploitdevicebygettingthebenefitof
usersunawarenessaboutthecomplexitiesassociatedwithsuchdangerouspermissions.In(Aswini
&Vinod,2014)authors,presentedastaticanalysismodeltomineprominentpermissionsthatare
ofinterestformalwarewriters.AfterextractingafeaturevectorfromAndroidManifest.xmlof436
Android applications the future pruning method is applied to validate the accuracy of features.
However,theapproachisunabletoextractdetailedcodefeatureswhichresultingreaterfalsepositives.

AmobilebotnetdetectionapproachusingVPN(virtualprivatenetworks)ispresentedin(Choi,
Choi,&Cho,2013).ThestudyrevealedcommunicationflowcharacteristicsbyinvestigatingC&C
communicationflowoveraVPN.Thecharacteristicsobservedareatotalnumberofbytesandthe
totalnumberofpackets.ThebasicthemeofthisresearchistogaininsightofaparticularC&Ctraffic
flowbycomparingitwithexistingabnormalmodels,predefinedsignaturesorwhitelists.Whereas,

Figure 1. Mobile malware detection approaches
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DeDroid(Karim,Salleh,Khan,etal.,2016)candetectzero-dayattacksthroughstaticanalysisof
Androidapplications.

DroidRanger (Liang&Du,2014),ahybridanalysisapproach inwhich theappbinariesare
shortlistedbasedontheusageofdangerouspermissionset.Further,themaliciousbehavioriscompared
withexistingmalware’sbehaviorbylookingintothemanifest,packages,functioncallgraphs(FCG)
andcodesequence.Moreover,applicationswithoutatrustedsignaturearetreatedaszero-dayattacks
andselectedforsubsequentanalysis.Nevertheless,theapproachdoesnotsupporttoanalyzenetwork
specificcommunicationparameters.VetDroid(Pravin,2015)istreatedasdynamicanalysisapproach
inwhichapplicationsarescrutinizedbasedonharmfulpermissionsusage.Thepermissionanalysis
componentofVetDroidextractsallpermissionsanapplicationisusingandsketcharelationship
amongthem.Consequently,systemgeneratesFCGtoclassifymaliciousapplications.Further,each
applicationisexecutedforacertainamountoftimeinthesandbox.Theauthorsusedmonkeyrunner
(Android,2012)fortriggeringUIevents.AsandboxknownasDroidBoxisproposedbyLantz(Desnos
&Lantz,2014)forbehavioralanalysisofapplicationsforeffectiveruntimeanalysisofapplications.
Similarly, itprovidesrichparametersupport fordynamicanalysis includingnetworktraces.One
shortcomingofDroidBoxisthatitisnotcompatiblewithAndroidapplicationsbeforeversion4.2.
WearealsousingDroidBoxinourworktogenerateruntimeanalysisreports.

Anotherapproach(Su&Fung,2016)proposedadetectionframeworkbasedonstaticanalysis
todetectmaliciousAndroidbinaries.Thefeaturesselectedforevaluationarepermissions,vulnerable
functionsappliedbyapplications,intents,andnativepermissions.Moreover,thesystemvalidatesthe
intrusivenatureofapplicationsbyobservingdynamicbehaviorthroughrunningandcapturingruntime
tracesofapplications.Further,thestudyhighlightedtheimportanceofshortmessage(SM)inthe
detectionofmaliciousintent.Amorerecentworkonthedetectionofthemobilebotnetispresented
in(daCosta,Barbon,Miani,Rodrigues,&Zarpelão,2017).Theauthorsproposedananomaly-based
approachworkingon thehostmachine.Theyusedmachine learningclassificationalgorithms to
identifyanomalousbehaviorsinAndroidapplicationsusingsystemcallsasafeaturevector.The
approachusesdynamicpropertiesofknownmalware(self-generated)andmachinelearningtodetect
botnetbehavior.Thesaidapproachcandetectmaliciousbinarieswith92%ofaccuracywhilerelying
onlyondynamicfeatures.However,weareanalyzingbothstaticanddynamicpropertiesofbotnet
binaries.Moreover,inourhybridanalysisframework,RandomForestalgorithmcandetectmore
accurateresultsbyachieving98%ofaccuracy.

Inarecentstudy(Zhietal.,2017)theauthorsstudiednetworktrafficflowforbotnetsusingVenn-
aberspredictor,K-nearestneighbor(KNN)andKernelDensityEstimation(KDE).Theauthorsfocused
HTTP,IRCandP2Pbasedbotnetfamiliesforevaluation.Botrevealer(Khoshhalpour&Shahriari,
2018)isabehavior-basedbotnetdetectionframeworkbasedonbotnetlifecyclethatanalyzesnetwork
activities.Whereas,ourproposedframeworkisbasedonhybridanalysisofandroidapplications.
Amorerecentwork(Kirubavathi&Anitha,2018)proposedstructuralanalysisframeworkthatcan
identifybotnetapplicationsfrombenignapplicationsusingmachinelearningclassifiers.Contrary
tothisapproachwearedealingwithhybridfeaturesofandroidapplicationsusingmachinelearning
algorithmstodetectC&CbasedAndroidapplications.

PROPOSEd FRAMEwORK

AsdescribedabovethatcurrentlyAndroidisthemostprevalentoperatingsystemformalwareprogram
authors.Therefore,wehavefocusedAndroidplatforminouranalysisexperimentation.Tocarryout
thisanalysistask,wehavetaken(McIlroy,Ali,&Hassan,2016;Parkour,2011)tensamplesofmobile
applicationsfromeachofthecategories(benign,malware,botnet).Wehaveperformedanalysisusing
hybridanalysisapproach,i.e.,bycombiningstatic/codeanddynamic/runtimeanalysistechniques.
Fromcodeanalysis,wewillhighlightvariouspropertiesrelatedtostaticcodeobservation,which
includesPermissions,APIcalls,Intentsandhashvalues.Whereas,throughrun-timeanalysis,we
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willrunallthirtyapplicationsinasecuresandboxandloginformationduringtheirexecution.The
propertieswewillobserveduringexecutionofapplicationsare:openedconnections,DNSqueries,
startedservices,HTTPrequest/responsequeries.Afterstoringallfeaturevaluesincommaseparated
files,wewillthenanalyzeanddiscusstheresultsoftheseproperties.Finally,wewillconcludethe
paperwithourfindingsthatapplicationshavingbotnetintensionhascertainfeatureswhichcanbe
distinguishable.Asaresult,weshoulddevisesomeproactivemechanismstoavoidsuchharmfulthreat.

We have carried out our experimentations on SANTOKU (a Linux distribution) which is
specificallydesignedfortaskrelatedtomobilemalwareanalysis(NowSecure,2015).Forevaluation,
IntelXeon®server(with3.50GHzprocessingspeedand16GBofRAM)isdeployed.Thebasic
architectureofouranalysissetupisdepictedinFigure2.

Initially, applications are passed through static and dynamic analysis and stores respective
logandtracefiles.Forstaticanalysis,Androguard(Desnos,2011)toolisused,whereasdynamic
analysis isperformedwithopensourceDroidBox (Desnos&Lantz,2014) tool.Next, the static
features(AhmadKarim&Shah,2015)anddynamicfeatures(Karim,Salleh,&Khan,2016)are
extractedandlabeledaccordingtoinputclass.Lastly,theresultsobtainedfromthehybridanalysis
areevaluatedandcompared.

dATA ACQUISITION

Asdiscussedabovewehavechosentenmobileapplicationsamplesfromeachcategory.Tocarry
outouranalysistask,wehavedownloadedthosesamplesfromonlinerepositoriesincludinggoogle
play-store(Viennot,Garcia,&Nieh,2014),contagion(Parkour,2011)malwarerepositoryandwell-
knownDrebin(Arpetal.,2013)dataset.

Atthetimeofwritingthisarticle,itwasthelargestdatasetpubliclyavailablethrougheducational
credentials.ThedatasetusedforevaluationisdescribedinTable1.

PROGRAM COdE ANALySIS

Usually,therearetwoapproachesusedinmalwareanalysis:oneisstatic/codeanalysisandtheother
isdynamic/behavioranalysis.Throughcodeanalysis,anapplicationisinvestigatedthroughinspecting
the downloaded mobile app’s program code only. Signature-based systems mainly adopted by
antiviruscompanies’fallsinthecategoryofstaticanalysis.However,malwarewritersuseobfuscation
techniquestohindertheinspectionofprogramcode.Apartfromvariousoff-the-shelfobfuscation

Figure 2. Proposed framework
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methodsavailable,malwareprogrammersalsoutilizeNativeAPIcallsbyhidingsystemactivitiesand
callingthefunctionsfromoutsidetheJava/Runtimelibrary.Asaresult,ouraiminthisstepistoapply
differentforensictechniquesonabinaryprogramofapplicationandgatherresultsforcomparative
analysis.Thepopularforensictechniquesinvolvedinstaticcodeanalysisarereverseengineering,
de-compilation,patternmatching,decryptionandanalysisofsystemcalls.Usingthesetechniques,
thecommonthingisthattheprogramisnotexecutedatall.

ThesequencediagraminFigure3representstheworkingflowofourcodeanalysismethodto
extractandcompareinterestingfeatureswithmalware,botnet,andbenignbinaries.

Thefeaturesselectedforcodeanalysisincludespermissioncalls,andAPIcallswhicharealready
provenasinterestingfeaturesofmobilebotnetapplications(Karim,Salleh,Khan,etal.,2016).

Therefore,wehaveselectedpermissioncalls,andfunctionscallextractedfromManifestand.dex
classrespectivelywiththehelpofAndroguard(Desnos)utility.Toextractfeaturesautomatically,wehave
executedapythonscriptonallapplicationsandstoredallfeaturesonaCSVfiles.ThecontentsofCSV
filesarebinarynumbers, i.e.,stored“1”if theapplicationhastheparticularfeatureenabledand“0”
otherwise.SLetxandybethenumberofapplicationsandthesetoffeatures(includedpermissionsand
APIcalls,respectively.Thefeaturevectorforapplicationiis a a a a

i i i i y, , , ,
, , , ,

1 2 3
…( ) where:

Figure 3. Code analysis workflow

Table 1. Sample dataset used

Sample Apps Repository Observation Category Family

Botnet 10 Contagio Code/Runtime HTTP/SMS-based
NotCompatible.C,Obad,
SpamSold,Plangton,
Geinime,DroidDream

Malware 10 Drebin/
Contagio Code/Runtime

BankingTrojan/
Informationstealing
/PremiumSMS/self-
installedbinariesetc.

Foncy,Opfake,FakeNotify,
Hippo,SMSreg

Benign 10 GooglePlay
store Code/Runtime

Games,Entertainment,
WebBrowser,Wall-
papers,GPSTracking

-
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Selected Feature Vector in Code Analysis
Wecanclassifybotnetworkingstatesintodifferentphasesdependingupontheiractiontype.These
statesareclassifiedas (a)connectionphase(b)communicationphaseand(c)status information
phasewhichareshowninTable2.

Duringconnectionphase,botnetapplicationstrytoestablishaconnectionwiththeremotehost.
The permission and API calls for this phase include INTERNET, openConnection(), execute(),
openStream(), etc. The bulk of negotiation and interactions happened once the connection is
established.Theseinteractionscanbeclassifiedas(a)DirectionoftheInformation(b)Communication
Protocol.Accordingto(Gu,Zhang,&Lee,2008),thedirectionofC&Ccommunicationmessagescan
becharacterizedaspullbasedorpushbased.Inpull-basedC&Cmechanism,thebotsperiodically
requestforinformationinpassivemode.InContrast,forpush-styleC&Cmode,botsexplicitlysend
requestmessagestotheserver.AnotherimportantfeaturetorecognizeC&Ccommunicationpattersis
communicationprotocol.ThemostcommonlyusedprotocolsinbotnetcommunicationareHTTP,IRC,
andP2P.Moreover,communicationphasecausesinitiationofmaliciousactivityaswell.Therefore,we
havehighlightedonlythosefeatureswhichcancausecommunicationandattackcommencement.For

Table 2. Feature vector (permissions and API calls)

Phase Permissions API Calls

ConnectionPhase INTERNET openConnection(),execute(),connect(),openStream(),
getInputStream(),Socket(),getContent()

StatusInformation
Phase

READPHONESTATE getDeviceId(),getSimSerialNumber(),getSubscriberId(),
getLine1Number()

ACCESSNETWORKSTATE getActiveNetworkInfo(),getWifiState(),

ACCESSWIFISTATE getConnectionInfo(),getNetworkInfo()

ACCESSCOARSE
LOCATION getCellLocation()

ACCESSFINELOCATION getLastKnownLocation(),isProviderEnabled(),
requestLocationUpdates()

READCONTACTS openOutputStream(),openInputStream(),
openFileDescriptor()

READLOGS exec()

CommunicationPhase SENDSMS getDefault(),sendTextMessage()
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thispurposethepermissionsinclude:READ_CONTACTS,READ_LOGSandSEND_SMSwhereas
theAPIcallsincludes:openInputStream,openOutputStream,openFileDescriptor,exec,getDefaultand
sendTextMessage.Toretainandexpandattackvector,theattackershouldconstantlyobservetheactive
statusofthedeviceandchangingnetworkconditions.Forthispurpose,thefollowingfeaturesareof
interestformalwarewriterstoactivelymonitordevicestatusandnetworkstate,READ_PHONE_
STATE,ACCESS_NETWORK_STATE,ACCESS_WIFI_STATE,ACCESS_COARSE_LOCATION,
ACCESS_FINE_LOCATION,getDeviceId,getLine1Number,getSubscriberId,getSimSerialNumber,
getDeviceSoftwareVersion, getLastKnownLocation, requestLocationUpdates, isProviderEnabled,
getActiveNetworkInfo,getNetworkInfo,getConnectionInfo,getWifiState,getCellLocation.

BEHAVIOR/RUNTIME ANALySIS

Behavioranalysisrequirestheapplicationtobeprocessedatrun-time.Bythisanalysis,we
havetodetectandcapturethesystem’sexecutionstatesincludingcommunicationpatterns,
SMSmessages,HTTPtrafficonnetworkinterfaces,networkaccesstooutsideworldandDNS
requests.Behaviorordynamicanalysisovercomesallpossibleproblemsthatcanincurduring
codeanalysissuchasobfuscation,encryptedorconfusedcommunicationandnativeAPIcalls.
This kind of analysis framework requires secure operational environment by sandboxing,
virtualdevices,orCloud-basedmodels(Chang,2015)togathertheruntimeexecutiontraces
by simulating and executing the application binaries. While certain types of malware are
recognizedusingcodeanalysis,manyotherkindsofmalwarecanreliablybedetectedatlooking
theruntimeexecutiontraces.Forinstance,newlydeployedmalwaremaynothavesignatures
introducedwhiletheymaybewidelyseparated.

Oneofthemajorproblemswiththedynamicanalysisisscalablesolutions.Forlargedatasets,
itconsideredamosttimeconsuminganddifficulttasktogathertracesfromrun-timeanalysis
duetovariousresourceconstraints.Consequently,toovercomethisproblemcloud-basedsystems
(Chang,2015;VirusTotal;Weichselbaumetal.,2014)areavailablefortheresearchcommunity
toexecutetheirappsinsandboxes(controlledenvironment)withmaximumavailableresources
whicharesometimesdifficultforanindividualresearchertomanage.However,forourbehavioral
analysistask,aswearenotdealingwithhugedataset,therefore,wehavechosenthewell-known
sandboxknownasDroidBox(Desnos&Lantz,2011)whichprovidesenoughloggingcapabilities
usefulforidentificationofmaliciousintention.DroidBoxalsoprovidesacomprehensivepicture
oftheapplicationsruntimeactivitiesprovidedbyloggingallthetransmitted/accesseddataofa
particularapplication.Theactivitiesinclude,datareadfromorwrittentofiles,SMSmessages
sent and received,HTTP traffic initiated to/from,DNSqueries, dataset or receivedover the
networkandmuchmore.

ThestepswehavetakentoperformbehavioralanalysisareshowninFigure4.Suppose,Aisan
instanceofappcomprisingof,nnumberofapplicationsandmnumberoffeatures,thentheruntime
analysiscollectsallapplicationwiththefollowingformula:

A app app f
i n

j mi j
= ∀

= …
= …















|
, , , ,

, , , ,
  

1 2 3

1 2 3
 (1)

where:

n=totalnumberofapplications
m=totalnumberoffeatures
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Feature Vector for Behavioral Analysis
Thefeatureswehaveselectedforbehavioralanalysiscanbecharacterizedasfileactivities,network
operations,InformationLeaks,Services,SMSoperations,CryptographicOperations,DNSTraffic,
HTTPTraffic,unknownConversations,whicharelistedinTable3.

EVALUATION

Thissectionwillevaluatestaticanddynamicanalysisfeaturesamongexistingbotnet,malware,and
benignapplicationstohighlightinterestingtrendsinbotnetapplications.

Observations From Code Analysis
Malwarefamiliesandbenignapplicationhavedifferenttendenciesforrequestingpermissions.Malware
generallyrequestsmorepermissionsthanbenignapplicationsorevencanrequestthatpermission
whichhasriskassociatedwiththem.Theriskfactorprovidedwithdangerouspermissionsisusually
notdescriptivetousersatthetimeofinstallinganapplication.Therefore,userunknowinglyinstalls
suchapplicationswhichhavehighriskrelatedtothem.

Figure 4. Behavior analysis workflow

Table 3. Feature vector (runtime-analysis)

Features Parameters

FileActivity Read/Write

NetworkOperations Openedconnections,NetworkReads,NetworkWrites

InformationLeaks FileLeaks,DataLeaks

Services StartedServices

SMS SentSMS

DNSTraffic DNSRequests

HTTPTraffic HTTPConversations,HTTPConnectionattempts
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Figure5showstheaveragepermissionsusedbybenign,botnetandmalwareapplications.The
figureindicatesthatbotnetapplicationsaremorefrequentlyusedfeaturevectorspecifiedinTable2
thanbenignandmalwareapplications.

The most prominent permissions used by botnet applications are INTERNET, ACCESS
NETWORK STATE, READ PHONE STATE, READ SMS, READ CONTACTS, INSTALL
SHORTCUT,andACCESSCOARSELOCATION.Thesepermissionsareusedbybotnetapplications
to establish a remote connection with C&C by observing current status of device and network
condition.Moreover,wehaveobservedthatbotnetapplicationsareusingHTTPprotocolasamedium
ofcommunication.Therefore,itisevidentfromthefigurethatonaverageSENDSMSpermissionis
crucialformalwareapplications.Anotherinterestingfactorcanbedrawnfromthefigureisthaton
averagebenignapplicationusesACCESSWIFISTATEhigherthanbotnetapplications.Recently,
WIFIhasbecomethemostwidelyusednetworkaccesstechnology.Therefore,recentapplications
usethisservicemorefrequently.TheSimilar,trendisshowninacomparisonofACCESSWIFI
STATEpermissionbecauseourbenigndatasetisrecentlydownloadedfromofficialGoogleplay
store,whereasmostbotnetapplications(60%)inourdatasetareintroducedduring2011-2017.

Anothermostvaluablepropertywhichisexploitedbybootmasteristoidentifytheactivestateof
themobilephone.Throughobservationofcurrentstatus,theintruderscannegotiatewithbotclientsand
caninstructthemaccordingly.Thesametrendisobservedthatonaverage80%ofbotnetapplications
utilizeREADPHONESTATEpermissionthanmalware(60%)orbenign(40%)applications.

Thebasicaimofabotnetinitiatorisnotonlytolaunchabotnetattackbutalsotoexpand
itsbotnetwork.Forthisreason,botmastertriestocaptureabroadaudiencethroughreadingthe
contactlistofaffectedmobiledeviceandpropagatingthemalwarecodetothosecontactpersons.
Consequently,onaverage90%ofbotnetapplicationsusesREADCONTACTSpermission.In

Figure 5. Permission frequency analysis
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contrast,onaverage20%malwareand0%benignapplicationsuseREADCONTACTSpermission.
Similarly,80%ofapplicationsexploitREADSMSincomparisonwith20%and0%ofmalware
andbenignapplicationsrespectively.

We have also examined API calls in order to analyze runtime execution traces. The usage
frequencyofAPIcallsonbotnet,benignandmalwareapplications isdepicted inFigure6.The

figureclearly indicates thatbotnetapplicationshave frequentaccess tobotnet specificAPIcalls
such as for connection establishment, connect () and openConnection() functions are called.
Whereas, for continuous connection status and to gather network information, botnet apps use
getNetworkInfo(),getConnectionInfo(),getConnectionInfo(),getNetworkInfor(),locationListener(),
getLastKnownLocation(), getActiveNetworkInfo(), locationListener(), requestLocationUpdates(),
getLine1Number()APIcalls.

Tosend/receivemaliciouscommandsto/fromaparticularbot,botmasterrequirestheunique
identificationofadevice.ForthispurposebotnetapplicationusesgetDeviceID()andgetSubscriberID()
functions.WecanobservethesimilarfrequencyofaccessforgetDeviceID()functioninbothbotnetand
malwaresamples,i.e.,onaverage57%usageforeachcategory.WhereasgetSubscriberID()function
isutilizedonaverage57%ofbotnetapplications.Inadditiontothat,aswehavediscussedabovethat
mostlymalwaresamples(60%)belongstoSMSTrojan.Therefore,wecanobservethehigherusage
pattern(onaverage90%)ofsendTextMessage()functionthaninbenignorbotnetsamples.

Observations From Run-Time Analysis
Inthissubsection,wewilldiscusstheresultsobtainedfromruntimeanalysisofbotnet,malware,and
benignapplications.Figure7showstheresultsgeneratedfromruntimeanalysisofbotnet,benign

Figure 6. API call frequency analysis
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andmalwareapplications.Theresultsclearlyindicatethehighupwardtrendinbotnetapplications
withtheselectedfeaturevector.

Androidapplicationsworkundervariousservicemodelstostartbackgroundservices.Malware
programmersdeployedthismodel toestablishcommunicationpathwayamongC&Candmobile
device.Further,thepersonalinformationisacquiredandsendsthisinformationtoanadversary.From
thefigure,itcanbedepictedthat,onaveragebotnet,eachapplicationhasinitiated43background
services,whereasmalwareandbenignapplicationinitiatedatanaverageof15and18services.

Androidapplicationsaccessinternalandexternalstorageofmobiledevicestostoreandretrieve
installationcontents.Botnetapplicationsaccessexternalstoragetostoreexecutioncodeandinitiate
itondemand.Accordingtotheresearchconductedby(Weichselbaumetal.,2014)that96%and95%
ofmaliciousapplicationaccessfilesforreadingandwritingrespectively.Inoverfindings,anoverall
upwardtrendisnoticedforfilereadingandwritingbybotnetapplicationsaswell.Onaverageeach
botnetapplicationcallsfile_read38timesandfile_write33times.

Similarly,fromopenedconnections,wecanobservewhatcommunicationchannelsarebeing
usedbybotnetapplications.Forthispurpose,wenoticedthatonaveragebotnetapplicationsopened
15 network connections mostly belongs to HTTP or HTTPS protocols, which clearly indicates
maliciousintention.Incontrast,onaveragemalwareandbenignapplicationsopenedoneandfour
connections,respectively.Inadditiontothat,thedownwardtrendforopeninganetworkconnection
inmalwaresamplesconfirmsourdatasetchoiceasmostlymalwaresamplesbelongtoSMSTrojans
thatrequiresSMSasacommunicationchannelratherthanHTTP/sprotocoltocoordinatewithC&C.

Figure 7. Features call frequency during runtime analysis
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Aswe are targetingHTTPbasedmobile botnets, therefore, we alsoneed to identify HTTP
conversations.ThroughHTTPconversationwecannotice,(a)actuallywhatinformationispassing
throughthechannel(b)whatarethesourceanddestinationaddresses(c)timestampofeachtransaction.
Fromtheabovefigure,onaveragesevenrequestsaremadebybotnetapplications,incontrast,benign
applicationonaveragecalltwotimesthisfeature.

Oneof themost importantprotocolsusedbybotnetapplicationsisDNSprotocol.Fromthe
previousgeneration(PCBased)ofbotnets,itisprovedthattherearevariousparametersinDNS
queriesthroughwhichwecanpredictanybotnetactivity.Someofthemincludes:(a)failedDNS
queriesrevealbotnetstructure(b)DNSrequeststobacklistIPaddresses(c)varioussuspiciousDNS
requestsproducedasround-robinDNS(c)DNSrequestshavingshortTTLforC&Cdomains(d)
similarcommunicationpatterns,i.e.,ratioofnumericalcharactersintheDNSnames.Basedonthese
propertieswecandepictfromthefigurethat,onaveragebotnet,applicationsinitiate7DNSrequests.
Whereas,abenignapplicationonaveragecallsoneDNSrequesttoresolve.Thelargestnumberof
DNSqueriesthatareresolvedbythemostrecentmobilebotnetNotCompatible.Cwhichis23and
among4ofthemareunsuccessfulDNSqueries.Moreover,weobservedthesimilaritypatternin
DNSnamesthatarerequestedtoresolve.Someofthequeriesarevhost240.181-4-8.telecom.net.ar,
host26.186-126-172.telecom.net.ar,host105.181-4-113.telecom.net.ar,host30.186-127-146.telecom.
net.ar,whichclearlyindicatesasimilarDNSquerypattern.

Validation Through Machine Learning
Inthissection,wepresentvalidationofourproposedanalysisplatformtostrengthenourclaim
thathybridanalysisismoreeffectivetodiagnosemobilemalwarehavingC&Cfeatures.The
validationisperformedthroughdifferentmachinelearningclassifieralgorithmsincludingJ48,
NaïveBayes,RandomForest,andLogisticRegression.Thej48algorithmistypicallyapplied
ondatasetstogenerateaprunedorunprunedclassifiermodelwhichisbasedondecisiontrees
algorithm logic.Similarly, anothermodelwhichgenerates random trees tobuild a classifier
modeliscalledarandomforest.WhereasNaïveBayesalgorithmderivespredictionmodelsbased
on independentassumptions.Moreover, logistic regression techniquestemsfromthe logistic
modeltree.Inthispaper,themotivebehindtheselectionofdiverseclassifiersistomeasurea
higherlevelofaccuracy.Wehaveused10-foldcross-validationontwodifferentdatasets.Oneof
themisthedatasetusedinevaluationpurpose(discussedabove)andthesecondonecomprises
of1371botnetsamplescollectedfrom(Kadir,Stakhanova,&Ghorbani,2015)and500benign
datasetscollectedfrom(Kang,Jang,Mohaisen,&Kim,2014).

Table4presentstheoutputofmachinelearningclassifiers’performanceonsampledatasetwhich
consistsof30instances.Thegeneratedoutputcomprisesofcorrectlyclassifiedinstances,incorrectly

Table 4. Classification on sample dataset

Classifier Algorithms

J48 Random Forest Logistic Regression Naïve Bayes
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Only 30 21 9 70 26 4 87 25 5 83 23 7 77

Dynamic
Only 30 17 13 57 21 9 70 16 14 53 18 12 60

Hybrid 30 20 10 67 27 3 90 23 7 77 25 5 83
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classifiedinstancesandaccuracyinpercentageagainsteachclassifieralgorithm.Theexperiments
involveonedatasetof thirtybotnetapplications.Static-onlyclassificationexperimentusesstatic
features(asdiscussedabove)ofbotnetapplications,whereasdynamic-onlyexperimentationtakes
dynamicfeaturestopassthroughclassifiermodels.Finally,hybridexperimentationinvolvestheunion
ofbothstaticanddynamicfeatures.Theresultsindicatethattheoutcomeofhybridexperimentation
producedrelativelygoodresultsotherthanstatic-onlyanddynamic-onlyexperimentation.Similarly,
basedonaccuracyresults,randomforestoutperformsotherclassifiermodelswithaclassification
accuracyof90%,whichismorethananyotherexperimentation/classifieralgorithm.

Tovalidateourresultsonlarge-scaleimplementationwehaveappliedthesameclassifieralgorithm
onAndroidbotnetdataset.TheresultsdepictedfromTable5confirmtheviabilityofourhybrid

analysisplatformtodetectbotnetbinariesonalargescale.AlthoughallMLclassifiersproduced
relatively good accuracy rates, however, simple Random Forest outperforms the other classifier
algorithms.Itcorrectlyclassifies98%ofAndroidbotnetdatasetusinghybridfeaturevectorspaceto
distinguishbotnetapplications.Indifference,NaiveBayes,J48,andLogisticregressionachievean
accuracyrateof87%,97%,and95%respectively.However,thestatic-onlyexperimentalsoproduces
almostthesameaccuracyresult(fractionallylower).

GUIdELINES TO AVOId MOBILE BOTNET

The following guidelines are suggested to avoid such harmful hazard growing in mobile
phonetechnologies:

• GooglePlaystoreprovidesadvancedsecuritymechanismstokeepapprepositoryintactfrom
maliciousattempts.Therefore,itisrecommendedforusersnottodownloadappsfromthird-
partyapplicationstores;

• Applications’permissionsenablegatewaytoaccesssmartphoneresources.Therefore,permissions
areconsideredasoneoftheinterestingattributesformalwarewriters.Therecommendationisto
carefullylookcarefullyrequestingpermissionsbytheapp,forinstance,ifaweatherapplication
requestsforcontactlistpermission,thenitseemstobefishy.Thus,thepermissionsshouldbe
skimmedbeforeapp installation.After installation,keeppayingattention to thebehaviorof
theapp.Mostoftenmaliciousapplication requestsmorepermissionsafter their installation.
Reputablesecuritysolutionsforyourmobiledevicewillcertainlyprotectyourmobilephone
fromactivethreats;

Table 5. Classification on android botnet dataset

Classifier Algorithms

J48 Random Forest Logistic Regression Naïve Bayes
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Dynamic
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Hybrid 1871 1810 61 97 1827 44 98 1785 86 95 1621 250 87
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• Similarly,makesurethatyoursecuritysoftwareisuptodatebyinstallinglatestpatchesandfor
softwareandfirmware;

• The worldwide botnet risk is best defined by close national and international collaboration
amongstgovernmentsandinfactwithlegislativeandtechnicallyorientedorganizations.For
anefficientdetectionandmitigationmechanismtowork,liaisonbetweenstakeholdersmustbe
reinforcedandstrengthenedthroughpoliticalsupport,will,andnegotiations.

CONCLUSION

Inthispaper,wehaveanalyzedandidentifiedtheexistenceofbotnetphenomenoninAndroid-based
mobileapplications.Wehaveproposedahybridanalysisframeworkwhichisdividedintotwodifferent
steps.Duringfirststep(code-basedanalysis),initially,wehavehighlightedallthosepermissionsand
APIcallsthatcanleadtoabotnetactivity.Further,wehaveextractedthispermissionfromadataset
comprisingoftenapplicationsfromeachcategory:known-botnets,benignandmalwares.Finally,we
compareandevaluatetheresultsandconcludethatbotnetapplicationshavefrequentaccesstobotnet
specificpermissionsandAPIcallsincomparisonwithbenignandmalwareapplications.

Furthermore,asthesecondstepofouranalysistask,wehaveexecutedourselecteddatasetontoa
sandbox(DroidBox)andcollectedthedynamicfeaturesfromthelogfiles.Amongthevariousruntime
analysisparameters,wehavechosenandcomparedthemostinterestingparameterswhichcancause
abotnetattacktoexpandexponentiallyorcanpersistforalongtime.Theresultsarethencompared
byapplyingmachinelearningclassificationmodelsonbothsampledatasetandanAndroidBotnet
dataset.Themachinelearningalgorithmsalsoaffirmtheviabilityofourframeworkbyachieving
98%ofaccuracyincaseofhybridfeaturevectorspace.

Conclusively,botnetphenomenonisgainingpopularityinthecomputationallyintensivemobile
environment.So,thereisaneedtodevisesomeproactivemechanismsthroughwhichusershouldbe
awareoftheconsequencesbyunknowinglyinstallinganapplicationwhichhasbotnetcapabilities.
Ultimately,thiscannotonlyaffecttheoverallperformanceofuser’sdevice,butalsoausercannaively
becomethepartofadistributedattack.
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