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Abstract

While cryptographic tools offer practical security and privacy supported by theory and formal
proofs, there are often gaps between the theory and intricacies of the real world. This is especially
apparent in the realm of game theoretic applications where protocol participants are motivated
by incentives and preferences on the protocol outcome. These incentives can lead to additional
requirements or unexpected attack vectors, making standard cryptographic concepts inapplicable.

The goal of this thesis is to bridge some of the gaps between cryptography and incentive-
driven mechanisms. The thesis will consist of three main research threads, each studying the
privacy or security of a game-theoretic scenario in non-standard cryptographic frameworks in
order to satisfy the scenario’s unique requirements. Our first scenario is preference aggregation,
where we will analyze the privacy of voting rules while requiring the rules to be determinis-
tic. Then, we will study games, and how to achieve collusion-freeness (and its composable
version, collusion-preservation) in the decentralized setting. Finally, we explore the robustness
of Nakamoto-style proof-of-work blockchains against 51% attacks when the main security
assumption of honest majority fails. Most of the results in this thesis are also published in the
following (in order): Ch.[3} [103], Ch.[4} [47], and Ch.[5} [104].

Our first focus is preference aggregation—in particular voting rules. Specifically, we answer
the crucial question: How private is the voting rule we use and the voting information we
release? This natural and seemingly simple question was sidestepped in previous works, where
randomization was added to voting rules in order to achieve the widely-known notion of
differential privacy (DP). Yet, randomness in an election can be undesirable, and may alter
voter incentives and strategies. In this chapter of our thesis, we expand and improve upon
previous works and study deterministic voting rules. In a similarly well-accepted framework of
distributional differential privacy (DDP), we develop new techniques in analyzing and comparing
the privacy of voting rules—leading to a new measure to contrast different rules in addition to
existing ones in the field of social choice. We learn the positive message that even vote tallies
have very limited privacy leakage that decreases quickly in the number of votes, and a surprising
fact that outputting the winner using different voting rules can result in asymptotically different
privacy leakage.

Having studied privacy in the context of parties with preferences and incentives, we turn our
attention to the secure implementation of games. Specifically, we study the issue of collusion and
how to avoid it. Collusion, or subliminal communication, can introduce undesirable coalitions
in games that allow malicious parties, e.g. cheating poker players, a wider set of strategies.
Standard cryptographic security is insufficient to address the issue, spurring on a line of work that
defined and constructed collusion-free (CF), or its composable version, collusion-preserving (CP)
protocols. Unfortunately, they all required strong assumptions on the communication medium,
such as physical presence of the parties, or a restrictive star-topology network with a trusted



mediator in the center. In fact, CF is impossible without restricted communication, and CP is
conjectured to always require a mediator. Thus, circumventing these impossibilities is necessary
to truly implement games in a decentralized setting. Fortunately, in the rational setting, the
attacker can also be assumed to have utility. By ensuring collusion is only possible by sending
incorrect, penalizable messages, and composing our protocol with a blockchain protocol as the
source of the penalization, we prove our protocol as CP against incentive-driven attackers in a
framework of rational cryptography called rational protocol design (RPD).

Lastly, it is also useful to analyze the security of the blockchain and its associated
cryptocurrencies—cryptographic transaction ledger protocols with embedded monetary value—
using a rational cryptography framework like RPD. Our last chapter studies the incentives of
attackers that perform 51% attacks by breaking the main security assumption of honest major-
ity in proof-of-work (PoW) blockchains such as Bitcoin and Ethereum Classic. Previous works
abstracted the blockchain protocol and the attacker’s actions, analyzing 51% attacks via various
techniques in economics or probability theory. This leads open the question of exploring this
attack in a model closer to standard cryptographic analyses. We answer this question by work-
ing in the RPD framework. Improving upon previous analyses that geared towards only mining
rewards, we construct utility functions that model the incentives of 51% attackers. Under the
RPD framework, we are able to determine when an attacker is incentivized to attack a given
instantiation of the blockchain protocol. More importantly, we can make general statements that
indicate changes to protocol parameters to make it secure against all rational attackers under
these incentives.
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Chapter 1

Introduction

When everyday internet users think about the word cryptography, what image comes to their
mind? Is it a Caesar cipher wheel? Encryption standards such as AES, the TLS protocol which
provides security for browsing the internet, or hash functions like SHA1?

While the above are all example of cryptography, the field has expanded far beyond secret
messages or encrypted passwords. As more individual data and everyday processes move online,
users are becoming more aware that cryptography has now been tasked with protecting their
privacy, assets, and ensuring the integrity of systems. Even traditionally in-person activities,
such as games, have also grown its online presence. In games like online poker where real
money is involved, encryption may not be sufficient. Implementing a fair game involves, for
example, constructing a fair card shuffling mechanism, a system to deter cheating, and a method
to distribute the players’ winnings. These winnings may even be in a cryptocurrency, another
(perhaps nowadays most well-known) application of cryptography. Blockchains protocols, which
underlie most cryptocurrencies, usually involve a myriad of cryptographic primitives like hash and
pseudorandom functions.

Constraints on protocols with incentives In the above examples, the parties involved are
often not just concerned about their privacy or the security of the system, but they also have
incentives on the outcome of a process. For example, surveyees may want the census to result in
policies reflecting their responses, online poker players want to win the game, and cryptocurrency
users want more coins.

Yet, most common models in cryptographic analyses do not consider incentives or the
strategies that parties adopt as a result. In fact, in most adversary models, there are only two
types of parties: honest and corrupt. The honest parties always act according to the protocol
specification, and corrupt parties are controlled by a (malicious) attacker who may instruct them
to act in some arbitrary manner (under constraints of their capabilities e.g., as polynomial-time
interactive Turing machines). If corrupt parties in a protocol can somehow break the desired
security definition, even by acting clearly against their own interest, we say the protocol is
insecure, and otherwise it is considered secure.



Even the term fairness may not mean the same thing to cryptographers as everyday users.
In cryptography, fair protocols are those where misbehaving parties cannot receive the protocol
output without honest parties also receiving those outputs. In standard English, however, being
fair often refers to the more general concept that no party gains an undeserved amount of reward
over others—a concept which only makes sense when considering incentives. This distinction
means that even protocols with cryptographic fairness may not in fact seem fair to its participants.
Here, we point out three properties which are important for “fairness”, in the standard English
sense, but which cryptographically secure or private mechanisms can fail:

1. The protocol outcome should be correct based on the parties’ inputs
2. The protocol should uphold the rules of the process (e.g., game) it is supposed to implement.
3. The protocol should incentivize honest behavior.

Below, we give an overview of how standard cryptographic frameworks can fail each of these
properties, how these frameworks and models can be altered to achieve them, and even how to
use incentives to deter malicious behavior.

Deterministic voting rules The first constraint we explore is determinism, and the property
that the protocol outcome should be correct based on the parties’ inputs. In cases
where the parties have biases over the protocol outcome, such as in preference aggregation
mechanisms, the lack of determinism can lead to parties changing their strategies, and they
might not even believe and may dispute the outcome. A prominent example is the 2016 lowa
caucus in the United States, where county delegates in several lowa precincts were awarded
based on coin flips. Even after the eventual winner was announced, the impact of such coin flips
on the result was still controversial [48].

Unfortunately, determinism is incompatible with differential privacy (DP), which as we recall
is the privacy technique trusted to protect individual responses in the 2020 US Census. In order
to achieve DP, a data release mechanism such as tallies of survey responses (or, in the case
of the lowa caucus, the winner of an election) must ensure outcome has a low probability to
be decided based on one individual's input. This inclusion of probabilities means that the data
release mechanism must be randomized. Indeed, previous works on the privacy of preference
aggregation mechanisms used randomization to achieve privacy [84,(98,121]. Whereas this
created private mechanisms that have DP, these techniques say nothing about the privacy of
deterministic mechanisms, such as most common voting rules. Fortunately, this restriction with
DP has been observed in previous works (though not in terms of preference aggregation), and
various alternative privacy definitions based on DP exist. In our thesis, we will use distributional
differential privacy (DDP) [21}/79] to study the privacy of deterministic voting rules. We choose
DDP due to its generality, and assuming independently distributed votes (e.g., the common
simplifying probabilistic model in social choice called impartial culture), the DDP definition can



be simplified to more easily compare the privacy of voting rules.

In Ch. [3] we quantify the DDP parameters of voting rules with respect to a variety of vote
distributions. We improve upon an existing privacy analysis of the histogram function, and rank
the privacy in a class of voting rules called the generalized scoring rules (GSR) [127]. We learn
that for most voting rules, as long as the probability of ties in the election result is not too high,
the privacy loss is exponentially small in the number of votes, and within GSR we show that there
is asymptotic separation of privacy among different voting rules.

Collusion in games The inclusion of randomness is not only an issue in voting, but it
can also cause trouble when implementing games. In particular, it exacerbates the problem
of collusion, and breaks the property that the protocol should uphold the rules of the
process it is supposed to implement. In games where parties are supposed to keep some
information secret to themselves (e.g., the cards they are dealt in a card game), colluding
parties who work together (usually against the rules) can gain a big advantage over other
players. In online poker for example, collusion is a major concern. To detect such behavior,
suspicious cases are generally manually verified by experts, and by running certain action-
tracking software during the game [5}7]. This is of course not a definite way to prevent or
even detect collusion. For example, if parties have an undetectable private communication
channel among themselves, such as private phone calls between players, then collusion is
unavoidable. Private channels are not a requirement for collusion, however. Since the usual
security definition itself does not consider the problem of collusion, and instead implicitly
assumes all malicious parties as already colluding (by being controlled by a single adversary),
parties can still collude in secure implementations of games. In fact, secure protocols can
even be a detriment to detecting collusion. In such protocols, messages (e.g. encryptions or
signatures) usually are randomized, allowing parties to hide secret colluding messages inside them.

The works of Alwen et al. and Lepinski et al. [8,11,{100] formally defined collusion-freeness
(CF), and in Alwen et al. [9] its composable version|, collusion-preservation (CP). Informally,
a protocol is collusion-free if the participating parties can only learn as much information from
participating in the protocol, as they would in an ideal scenario where collusion is disallowed.
For example, in a poker game, if two parties collude by revealing their hand to each other,
this would break this definition of collusion-freeness, since in the ideal non-colluding scenario
the players would not know each other's cards. Alwen et al. [8,9,|11] introduced a solution
in the “mediated model’, where parties are only allowed to communicate with the trusted
central party called the mediator. However, the collusion-freeness and preservation of this
solution heavily relies on the honesty of the mediator. As we also show, when the mediator
is dishonest, desirable properties like being able to identify a cheating party, or even knowing

1“Composable” here refers to the definition of collusion-freeness not only being satisfied when a game is
running as a standalone protocol, but also in presence of other cryptographic protocols. In particular, supposing
parties exchange a limited number of bits (e.g., secret keys) via another protocol, this should not lead to an
exponential blowup in the collusion in our game protocol.



whether a game has ended, are also lost. Moreover, this centralized solution does not fit with
the decentralized nature of the internet, such as playing games over the blockchain [53| 54].
On the other hand, it seemed like restrictive models like the mediated model is necessary to
achieve CF/CP. Unlike the mediated model where the mediator can filter invalid messages, it
is easy to show that attackers can technically always “collude” by sending invalid colluding
messages (e.g., containing the cards they are holding), if given unfiltered communication channels.

In Ch. , we construct a CP protocoE] using semi-trusted hardware tokens, which allow parties
to play games over an authenticated (but unfiltered) broadcast network, while eliminating the
issues of the mediated model. To deter attackers from abusing the unfiltered nature of the broad-
cast channel, we augment our solution with a penalization scheme, which can be implemented on
e.g., the blockchain and imposes a financial penalization to cheating. Assuming rational strate-
gies and sufficient penalties, we can also show that honest strategy is the dominant strategy. We
prove this in a framework called rational protocol design (RPD) [65], which augments the standard
cryptographic security models by incorporating incentives. Instead of showing that the protocol is
secure against all malicious attackers, RPD relaxes the security definition by considering protocols
as secure, as long as attackers cannot earn an “undeserved” amount of utility from attacking the
protocol. In our case, we alter the framework for the setting of collusion-freeness/preservation,
and show that if attackers try to send colluding messages, they will be caught as cheating, and
lose a predetermined amount of collateral in the protocol. Lastly, we show that our construction
satisfies incentive compatibility, which says that honest behavior is an equilibrium strategy for all
parties in the protocol.

51% attacks on blockchains Recall that in Ch. [4] one way to deter malicious behavior is to
implement a penalization scheme, which can be realized through a blockchain whose associated
cryptocurrency has monetary value. In the last chapter of the thesis, we demonstrate how, as
the blockchain itself is a cryptographic protocol with inherent incentives, these incentives can
conflict with analyses in standard cryptographic frameworks. In particular, it can break the
property that the protocol should incentivize honest behavior.

The security analysis in standard blockchain literature 17,66, 115] uses the usual model
that parties are either honest corrupt. Corrupt parties may act arbitrarily and honest parties
always act according to the protocol specification, both irrespective of incentives. In this setting,
blockchain is proven secure assuming that the majority of mining power (e.g., in proof-of-work
(PoW) systems e.g., Bitcoin or Ethereum Classic this is hashing power, and in proof-of-stake
(PoS) e.g., Algorand, Ouroboros, and Snow White this is the fraction of owned stake) is honest.
Assuming honest majority (and appropriate protocol parameters are selected according to the
total mining power in the system), the main security property, consistency is achieved. Roughly,
consistency says that after a transaction becomes part of a blockchain for a long-enough

2As a side note, while collusion-freeness and their solutions has been first defined for games, works have
extended its application to cryptographic reverse firewalls [108], which prevent outgoing messages of a machine
from leaking its secrets (e.g. passwords or keys).



“confirmation time”, it becomes immutable and cannot be reverted nor spent again.

In Ch. 5] we focus on “Nakamoto-style” PoW blockchains, which are based on Nakamoto's
Bitcoin protocol [111] but possibly with different hashing algorithms. In these blockchain
protocols, honest majority was originally deemed a reasonable assumption, with the informal
argument that: (1) it is unlikely for any coordinated group of parties to gain a majority of
power in the system, and (2) the rewards for successfully mining blocks will incentivize honest
mining behavior. Unfortunately, this assumption has been broken repeatedly [1], especially for
blockchains with a relatively low total hashing power in the system. In such systems, it is easier
to gain a majority of hashing power and break honest majority. This in turn makes consistency
impossible to achieve in standard cryptographic analyses: Given a majority of hashing power, an
attacker can make blocks that fork the blockchain, tricking different parties into having different
views on the chain and making transactions easier to double-spend. The reality of these 51%
(double-spending) attacks spurred a line of works that study them in various rational settings
where attacks have cost and rewards, and attackers are incentivized by profit. These analyses
generally employ techniques from economic or probability theory, which while making substantial
statements on the profitability of attacks, also make non-composable abstractions on the details
of the blockchain and limit parties to a prescribed set of actions.

In this last chapter, we study 51% double-spending attacks in the RPD framework, which
mitigates the above issues of previous works. Recalling from Ch.[4} RPD is a rational framework
that is compatible with cryptographic functionalities. We improve upon the utility function of the
previous work [15] on RPD analysis of blockchains by augmenting it with incentives for double-
spending attacks, using our improved utility function to show a range of parameters where forking
is the dominant strategy. Lastly, our model also allows us to make general statements in the
other direction. We show how to amplify a protocol parameter called the cut-off parameter (in
essence, this is the confirmation “time” to wait until a transaction is deemed irreversible and not
able to be double-spent), so that honest mining is again the equilibrium solution.

Summary We have seen how incentives impose additional constraints on various application
scenarios, and how to alter standard cryptographic frameworks to accommodate them. On the
other hand, in Ch. [4] and Ch. 5] we have also seen how incentives can be used to circumvent
impossibilities in a reasonably relaxed model with rational attackers. Together, our three main
chapters demonstrate the importance of considering incentives when analyzing cryptographic
protocols, and the power of incentives-augmented frameworks.



Chapter 2

Preliminaries

2.1 Notation

We denote the security parameter by x and use “||" as concatenation operator (i.e., if a and b
are two strings then by a||b we denote the concatenation of a and b). We denote a set of parties
by P and the set of honest parties 4 C P. The set of corrupted parties is P\'H. We denote
probabilistic polynomial time as PPT.

We denote a random variable X with distribution 7 as X ~ . For a finite set Q, x & Q
denotes a sampling of = from () with uniform distribution. When it is necessary to refer to the
randomness r used by and algorithm A we use the following notation: A(-;7). We denote with [n]
the set {1,...,n}, with IF an arbitrary (but fixed) finite field and with N the set of non-negative
integers (natural numbers).

2.1.1 General cryptography concepts

We formally define relevant basic concepts from cryptography.

Negligible functions We say a function negl(-) is negligible if for every positive integer ¢ there

negl
is an integer N, such that for all z > N,, |negl(z)| < 1/2°. We say a < b for real values a, b to
mean that a < b+ negl(k) for negligible function negl(-).

Pseudo-random functions

Definition 1 (Pseudo-Random Function (from [72])). A function PRF: {0,1}* x {0,1}" —
{0,1}" is called a pseudo-random function if it satisfies the following properties.

Efficient: For every k € {0,1}", and every m € {0,1}, there exists a PPT algorithm to
compute PRF;(m) = PRF(k,m).



Indistinguishable from Random: For every PPT A, there exists a negligible function negl, such
that for all auxiliary input z € {0, 1}* it holds that:

Pr  (APRFE(2) =1) — Pr (A/(2) = 1)| < negl(k)
k- {0,1}% P

where F' = {f: {0,1}" — {0,1}*"}

Encryption

Definition 2 (CPA-secure Symmetric Encryption Scheme (from notes of [73], Definition 6.8)). A
triple of PPT algorithms SE = (Gen, Enc, Dec), where Gen : 1 — {0, 1} Enc : {0, 1} x
{0,1}% — {0,1}%2() Dec : {0, 1} x {0, 1}*2(*) — {0,1}* and \; are polynomials, is called a
chosen-plaintext-attack-secure symmetric encryption scheme if it satisfies the following properties.

Completeness: For every secret key s & Gen(1%), and every m € {0,1}*, we have that
Pr[Dec(s,Enc(s,m)) =m]| = 1.

CPA-Security: Let the left-or-right encryption oracle be as follows, where b € {0, 1}, mg, m; €
{0,1}"

Oracle Enc(LR(mg, my,b)):
if |mo| # |ma| then return L

c & Enc(my,)
return c¢

Let A be an adversary. We consider the following experiments:

Experiment Expisng_Cpa_l(A) : | Experiment Expisng'Cpa_O(A) :
s & Gen(1%) s & Gen(1%)
d & AEnc(LR(-1) d & AEnc(LR(--0)
return d return d

For every PPT A, there exists a negligible function negl such that it holds that:

‘ Pr[Expld P (4) = 1] — Pr[Expid 0 (4) = 1}‘ < negl()

Strong signatures

Definition 3 (Strong unforgeable signature scheme). A triple of PPT algorithms
(Kgen, Sign, Ver), where Kgen : 1% — {0, 1}M() x {0,1}*®) Sign : {0,1}®) x {0,1}* —
{0,132 and Ver : {0,1}*2() x {0, 1}* x {0, 1} — {0, 1}, is called a signature scheme if
it satisfies the following properties.

10



Completeness: For every pair (s,v) & Kgen(1%), and every m € {0,1}", we have that
Pr[Ver(v,m,Sign(s,m)) = 0] = 1 — negl(x).

Consistency (non-repudiation): For any m, the probability that Kgen(1") generates (s,v) and
Ver(v,m,o) generates two different outputs in two independent invocations is smaller than

negl(k).

(Strong) Unforgeability: For every PPT A, there exists a negligible function negl, such that for
all auxiliary input z € {0, 1}* it holds that:

Pr[(s,v) & Kgen(1%); (m, o) & ASEE) (2 ) A
Ver(v,m,o) = 1A (m,o0) ¢ Q] < negl(k)

where () denotes the set of the couples message-signature {(m;, 0;) }ic Where m; is requested
by A to the oracle Sign(s, -) which returns o; hl Sign(s,m;) for alli € {1,...,Kk}.

We also make use of the UC-signature functionality proposed in [38] that we denote with
Fsien. We also use the the fact that a scheme ¥ = (Gen, Sign, Ver) that satisfies Def. 3| can
be turned into a scheme that UC-realized the functionality Fsey [38, Thm 2]. We assume
familiarity with Fgiey, and for the formal definition of this functionality we refer the reader to

Fig.[2.4] Sec2.4.1.4

2.2 Privacy

In this section, we introduce definitions and notation for differential privacy (DP), distributional
differential privacy (DDP). The notation will be used in the next section in the context of voting.

2.2.1 Differential privacy

For any set U and n € N, a dataset X € U" of size n is a n-tuple where each entry is from
U. We call U a universe. We denote the ith entry of a dataset X as X;, and say that two
datasets X’,X" € U™ are neighbors, if they differ by exactly one entry: there is exactly one 7
where X; # X!. The range of a (randomized) function f, denoted Range(f) is the set of
possible outputs of f.

Definition 4 (Differential privacy (DP) [58]). A function f is (e, §)-differentially private if for any
pair of neighboring datasets X, X', and any subset of outcomes S C Range(f), the following
inequality holds:

Pr [f()?) € 5] < ¢ Pr [f()?’) c 8} +4. (2.1)

DP has a useful property called immunity to post-processing [60]. Informally, this property
says that if the function f is private, then so is any function g that only processes f's output.

11



Similar to DP, distributional differential privacy. In Ch.[3, we will prove this fact. We will then
use it to make general statements about the privacy of voting rules, as corollary to the privacy
of outputting vote tallies (we call this the histogram) in an election.

2.2.2 Distributional differential privacy

In context of distributional differential privacy, we consider dataset X as a random variable with
some distribution 7. We denote by X_; as X but without the ith entry (also random variables).
For any random variable, its support, denoted by Supp(+) is the set of values the random variable
can take with non-zero probability.

Definition 5 (Distributional differential privacy (DDP) [21]). A function f is (e,0,A)-
distributional differentially private if there is a function Al such that for all D = (7, 2) € A,
X ~, forall i, (z,2) € Supp(X;, Z), and all sets S C Range(f),

Pr(f(X)eS|Xi=u,Z=2)<e Pr(h(X_)eSXi=a0,Z2=2)+6
X~ X~
Pr(h(X) eS| Xi=a,Z=2)<e Pr(f(X)eS|X;=2,Z=2)+6

~T X~

2.3 \Voting

In this section, we define voting, using notation for datasets from our previous section on privacy.
We introduce a class of voting rules called generalized scoring rules (GSR).

In the context of voting, the universe &/ models the set of possible ballots a voter can cast
in an election. Given n € N, a dataset X € U" of n votes is called a preference profile. We
denote a vote in a profile X by V € X. If V is a vector, then V; denotes the ith component of
V. A voting rule for n voters is a function f* : U™ — O, where O denotes the set of outcomes
of voting. We denote by C = {c1,- -+, ¢} a set of m candidates of an election. If O = C, we
call the output of a voting rule f* the winner.

An example of a voting rule is plurality. In plurality, Y = C = O; each voter votes for one
favorite candidate, and the winner is the candidate with the most votes. Many voting rules have
votes as linear orders, or rankings, over C; that is, the set of all antisymmetric, transitive, and
total binary relations over the set of candidates. We denote the set of all linear orders over C as
L(C). An example of such a voting rule is Borda, where f = L(C) and O = C. In Borda, each
voter ranks the candidates according to his preferences, denoted by ¢;, > ¢;, > --- > ¢;,, where
a > b means a is preferred over b. The ith top-ranked candidate in each vote is awarded m — ¢
points, and the candidate with the most total points is the winner.

In elections, we are often also interested in a tally, or histogram, denoted by of the votes that
have been cast.

YIn [21] R is called the simulator in the sense that h “simulates” missing ith entry of X, and following notation
from a similar concept in security. However, to avoid confusion we simply refer to h as a function.
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Definition 6 (Histogram). Let &/ = {zy,--- ,x¢}. For any n € N, the histogram function,
denoted by Hist : U™ — N, takes as input a preference profile X € U™ and outputs a /-
dimensional integer vector whose ith component is |[{j : X; = z;}|.

2.3.1 Generalized scoring rules

Generalized scoring rules (GSR) [127] is a class of voting rules.

Definition 7 (Generalized scoring rules (GSR) [127]). A generalized scoring rule (GSR) is defined
by a number K € N and two functions: f9%" : £L(C) — RX, and ¢%*" which maps weak orders
over theset {1,--- , K} toC. In GSR, avote V' € L(C) is a ranking over the candidates, and we
call f957(V') the generalized score vector of V. Given a profile X, we call fo"(X) = 3. f9(X,)
the score. Then, the winner of a GSR is given by ggST(Ord(fgsr(X'))), where Ord outputs the
weak order of the K components in f9"(X).

From this definition, we see that all GSRs satisfy voter anonymity—that is, the identity of
the voter does not matter. As such, it is sufficient to analyse GSRs in terms of the histogram
of votes (rather than the preference profile). Most popular voting rules, e.g., Borda, Plurality,
k-approval and ranked pairs, are GSRs. We give two examples of how to describe voting rules as

GSRs.

Example 1 (Plurality as a GSR). The simplest example of a GSR is plurality. Recall this is the
voting rule where each voter chooses exactly one candidate, and the candidate with the most
votes is the winner. Here, K = m, the number of candidates. Suppose V' is a vote (linear order
over candidates) where the top candidate is ¢;. The function f7°" would map V to a vector
for(V)y = (0,---,0,1,0,---,0) where the only 1 is at the ith position of the vector 95" (V');.
Then, for a profile X, fgsr()?) is exactly the histogram counting the number of times each
candidate is ranked at the top of a vote. Finally, the function ¢9°" chooses the winner as the
candidate with the most top-ranked votes, and ties can be broken lexicographically.

Example 2 (Borda as a GSR). For Borda, we have K = m. Given a vote V, f9"(V) is the
vector where if the ith candidate ¢; is the jth top-ranked candidate in V, then f9"(V'); = m —j.
That is, the candidate 7 receives m — j points from vote X. Then, fgST(X') records the total
number of points each candidate receives from the profile X. Finally, ¢9°" chooses the winner as
the candidate with the most points, and ties can be broken lexicographically.

A common rule that is not a GSR is Dodgson's rule, which does not satisfy homogeneity. A
rule that does not satisfy voter anonymity (and thus not a GSR) is dictatorship, where only the
vote of one voter counts.
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2.4 Cryptographic security in the universal composition
(UC) framework

One of the most utilized and accepted notions of security is universal composability (UC), which
can be augmented with a global setup (GUC) that facilitates analyzing the security of protocols
with global trusted setups such as a public key infrastructures (PKls). The core of (GUC) security
is the indistinguishability between the real and ideal worlds. In the real world, parties execute a
protocol II and communicate over a channel defined in the model. In the ideal world, parties
access a functionality F which obtains inputs from them and returns to them the output directly.
In both worlds, parties may have access to a global setup which can, for example, be a public
key infrastructure (PKI). A protocol II securely-realizes a functionality F if any adversary A in
the real world can be emulated by a simulator S in the ideal world. That is, there does not exist
any algorithm (which we call the environment Z) which can distinguish between the transcript of
events in the two worlds. In addition, a protocol II is composable if 11 remains secure, even after
replacing its calls to F (a functionality) with calls to a protocol IT’ that securely realizes F'. In
this case, we call IT a F’-hybrid protocol.

2.4.1 Security in the UC model
2.4.1.1 Multiparty computation (MPC)

Following [23] we consider MPC protocols where at each round ¢, each party P, broadcasts (see
Fig. 2.2)) a message msg! to all the other parties simultaneously.

Definition 8 (MPC protocol). Let n be a positive integer, m a polynomial in the security
parameter , and F an n party-functionality. An m-round, n-party MPC protocol ITMPC for F can
be described as a tuple of deterministic polynomial-time algorithms ITMP¢ = (Next, ..., Next,).

Next message: msg! < Next;(1%, z;, pf,msg~") is the message broadcasted by party p; € P
in round ¢ € [m], on input x; € {0,1}%, on random tape p! & {0,1}", after receiving the
messages msg <’ = {msgﬁ/}je[n]ﬁyd, where msgf»/ is the message broadcasted by party p; on round
(" € [(—1]. When msg=~"""' = {msg’ } jen], <m+1 then y; < Next; (1%, z;, p/"*" msg=""') where
y; denotes the output of the party p;.

2.4.1.2 Universal composability with global setup (GUC)

Below, we formally state the definition of the GUC framework from Canetti et al. [39]. Let R
and G be functionalities. Let IT be a R-hybrid protocol, G a setup, A an adversary, and Z an
environment. The output of the environment 7 after an execution of II in the GUC G-hybrid
model in presence of A is denoted as EXEC%KZ. The output of Z in the ideal world where the
simulator S interacts with an ideal functionality F and the setup G is denoted as EXEC%’gz.
These are both random variables (r.v.). We denote by ~ to mean the two random variables

are computationally indistinguishable. That is, the probability that any PPT (in k) algorithm
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outputs 1 when interacting with one r.v., and the probability that the algorithm outputs 1 after
interacting with the other r.v., differ by at most a negl(x) probability.

Definition 9 (UC with global setup (GUC)). Let G be a global setup, and R be a resource.
For an n-party efficient protocol II (e.g., see Sec. [2.4.1.1) and functionality F, we say that II
GUC-realizes F if VA 3S VZ

g_7R ~ g_’F
EXECY ) ; & EXECS,

2.4.1.3 Security with identifiable (unanimous) abort

The notion of secure function evaluation (SFE) with identifiable abort allows the computation
to fail (abort), but ensures that when this happens all the honest parties are informed about
it, and they also agree on the index i of some corrupted party p; € P [87]. We denote the
ideal functionality for the evaluation of the function f that captures the property of identifiable
abort with ]:|]|;A (where IDA stands for identifiable abort). We also consider the notion of
unanimous abort. This guarantees that either all or none of the honest parties abort. We
denote the ideal functionality for the evaluation of the function f that captures the property of
unanimous abort with FJy, (where UNA stands for unanimous abort). We refer to [49] for a more
detailed discussion of the notions of security with non-unanimous (aka selective), unanimous, and
identifiable abort, and their relation. In Sec. [2.4.1.4] we formally describe the functionalities for
SFEs and identifiable/unanimous abort.

We will assume synchronous computation, i.e., our protocols proceed in rounds, where in
each round: the uncorrupted parties generate their messages for the current round, as described
in the protocol; then the messages addressed to the corrupted parties become known to the
adversary; then the adversary generates the messages to be sent by the corrupted parties in this
round; and finally, each uncorrupted party receives all the messages sent in this round. Although
our treatment is in the (G)UC setting, to avoid overcomplicating the exposition, we will use
the standard round-based language of [35|113] to specify our protocol. Notwithstanding, such
specifications can be directly translated to the synchronous UC model of Katz et al. [91] by
assuming a clock functionality and bounded (zero) delay channels. We refer the interested reader
to [91] for details.

2.4.1.4 Some useful functionalities

We provide formal definitions of several useful functionalities. In Fig. and we provide the
SFE and broadcast functionalities proposed in [65]. In Figwe provide the formal description of
the for unanimous abort functionality 7YN? (the description of the functionality extends to 3-party
functionality provided in [117]). The formal description for the identifiable abort functionality
JF'PA is similar, except on abort, all honest parties output the ID of one corrupt party (this party
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]-"gFE is as follows, given a function f: ({0,1}* U{L})" x R — ({0,1}*)" and a set of parties P.
Initialize the variables x1,...,zy, y1,...,Yyn to a default value L.
e Upon receiving (Input,v) from some party p; € P, set x; := v and send a message (Input, i)
to the adversary.

e Upon receiving (Output) from some party p; € P, do:

1. If z; has been set for all j € H, and y1,...,y, have not yet been set, then choose
r & R and set (Y1, -y yn) = f(x1, o Tpy ).
2. Output y; to p;

Figure 2.1: The Fl ¢ functionality of [65]

B is as follows, given a set of parties P.
e Upon receiving z; from party p; € P, send (x;,p;) to every party in P. (If B is considered
a UC functionality, the output is given in a delayed manner, cf. [36])

Figure 2.2: The broadcast functionality B of [64,85]

e Upon receiving (Input,v) from some party p; € P, set x; := v and send a message (Input, i)
to the adversary. If v is outside the domain of p; consider x; = ABORT.

o If there exists i € {1,...,n} such that x; = ABORT the set (y = L) else set y =
f(z1,...,zy,) and send y to the adversary.

e Upon receiving ok from the adversary, send y to the honest parties (if they query the
functionality to get the output).

e Upon receiving ABORT from the adversary send L to the honest parties (if they query the
functionality to get the output)

Figure 2.3: The FUNA,

may or may not be the corrupt party who caused the abort). In Fig. 2.4 we provide the basic
UC signature functionality proposed in [38] modified to support strong unforgeability.
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Key Generation.
Upon receiving a value (KEY_GEN, sid) from some party S € P, verify that sid = (S,sid’) for
some sid. If not, then ignore the request. Else, hand (KEY_GEN,sid) to the .A. Upon receiving
(VERIFICATION KEY,sid,v) from the A, output (VERIFICATION KEY,sid,v) to S, and record
the pair (S,v).
Signature. If I = (SIGN,sid, m) is received from party S, verify that sid = (S,sid") for
some sid’. If not, then ignore the request, else send (SIGN,sid,m) to A. Upon receiving
I = (SIGNATURE,sid,m,o) from A, verify that no entry (m,o,v,0) is stored. If it is, then
output an error message to S and halt. Else, send (SIGNATURE,sid, m,o) to S, and store the
entry (m,o,v,1).
Verification
Upon receiving a value (VERIFY,sid,m,o,v’) from some party p;, hand (VERIFY, sid, m,o,v")
to the adversary. Upon receiving (VERIFIED, sid, m, ¢) from the adversary do:
1. If v/ = v and the entry (m,o,v,1) is recorded, then set f = 1. (This condition guaran-
tees completeness: If the verification key v’ is the registered one and o is a legitimately
generated signature for m, then the verification succeeds.)

2. Else, if v' = v, the signer is not corrupted, and the entry (m, o, v, 1) is recorded, then set
f =0 and record the entry (m, o, v,0). (This condition guarantees strong unforgeability:
If v' is the registered one, the signer is not corrupted, and a signature o of m has never
been generated, then the verification fails.)

3. Else, if there is an entry (m, o, v’, f) stored, then let f = f’ . (This condition guarantees
consistency: All verification requests with identical parameters will result in the same
answer.)

4. Else, let f = ¢ and record the entry (m,o,v', ¢)
Send (VERIFIED,sid, m, f) to pi.

Figure 2.4: The Fgiey functionality with strong unforgeability of [38]

2.5 The Bitcoin backbone protocol

The abstraction of the Bitcoin protocol that is used in the cryptographic literature is known as
the Bitcoin backbone protocol [17,66,(115] which we denote by I1%. In this abstraction, Bitcoin
is modeled as a round-based protocol, where a number of participants (the miners) are connected
via a multicast network (see Sec. with bounded delay of A rounds (unknown to the protocol).
In every round, each party adopts the longest chain C = Byl|. .. || By of block B; (connected by
hash-pointers) it has received so far from the multicast network, where By is the unique genesis
block of the system. Each party tries to extend this longest chain an by additional block, via
running the PoW-lottery: an extension of chain C by a new block Bjy; can only be valid, if
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its hash /| H(B.1) belongs to a dedicated small portion of the output domain of the function
(typically, the hash must have a lot of leading zeros). In such analyses, the hash function is
modeled using a random-oracle functionality Fro that returns uniform values upon each query.
Therefore, when extending the chain, each party makes a certain number of mining queries per
round (that is, RO-queries with candidate blocks By containing a random nonce to obtain the
hash) and we call a mining query successful, if the output is below the threshold. In the setting
with fixed PoW difficulty, we can assign a success probability p to each such mining query. Finally,
if a miner is successful, it will send the new chain over the multicast network to all other miners.

Cryptographic security. The main security guarantee proven for the Bitcoin protocol is even-
tual consistency: every block that is deep enough can be considered immutable and only the most
recent, cutOff number of blocks might be transient. This cutOff-consistency (where the cutoff
parameter is often left implicit if clear from context) guarantee states that at any point in time,
the prefix of C consisting of |C| — cutOff blocks is agreed-upon by all honest miners:

Definition 10 (Consistency). Let C; < Cs denote the prefix-of relation, then the consistency
guarantee (with parameter cutOff) states that at any two points in time a < b in an execution,
where party P at round a holds chain C; and party P’ at round b holds chain Cy, we have that
Cileutorf < Ca, where the notation C|; denotes the prefix of C obtained by removing the most
recent k blocks (and if k exceeds the length of C, it is defined to correspond to the genesis block).

In the cryptographic setting (without incentives), such a guarantee only holds if we restrict
the adversary to have a minority of mining power. That is, given n{"” and ng) denote the numbers
of adversarial and honest mining queries in round r, respectively, then the protocol 118 is secure
if in any round r the inequality

) < ]
holds, with
Opows = (1 — p) A+ DTw

being the well-established security threshold for Bitcoin (often stated in its linear approximation
1-2(A+1)pTy) [17,66]115], where the quantity T, denotes the upper bound on the number of
mining queries per round. Throughout this thesis, we work in the so-called flat model of Bitcoin
for notational simplicity [15}/66], where each miner gets one mining query per round (and the
adversary's power is the number of corrupted miners). We note that sometimes it is convenient
to assume a lower bound Ty, on the number of mining queries (a.k.a. participation) per round, in
particular when arguing about the guaranteed growth of the blockchain over time in combination
with the security threshold. Finally, we point out that even if there are no adversarial players, an
upper bound T}, on the number of queries is necessary for security in the fixed difficulty setting,
when aiming for a common prefix guarantee for some target parameter cutOff. As the failure
probability of Bitcoin becomes negligible as a function of cutOff (more precisely, the relevant

2The hash function is idealized as the UC random-oracle (RO) functionality; see Sec.[2.5.1.1
3While other security guarantees exist, such as chain quality, the thesis will focus (specifically Ch. on
consistency.
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factor is of the order 2-(<ut0f) "\e often treat it as a (of course polynomial-bounded) function
cutOff(k) of a security parameter «, and (in symbolic notation) cutOff = w(log(k)) is at least
required to obtain a negligible probability of a failure.

Bitcoin backbone and UC. The above Bitcoin backbone protocol I18 is seen as a UC protocol
as in [17], where it is proven to UC-realize a strong transaction ledger functionality G, pparr (See
Sec. under the honest majority assumption. We give here just the explanation of how the
ideal consistency guarantee looks like: the functionality G, zpcrr €nsures that at any point in time,
there is only one unique ledger state (sequences of transactions packed in blocks), where the state
is append-only (that is, whatever appears as a block in the state is immutable). Furthermore,
different honest parties see different prefixes of this state, with the guarantee that these views
are increasing and within a window of windowSize (a ledger functionality parameter) blocks
from the tip of the state. Note that the cut-off parameter of Bitcoin corresponds exactly to
the size of that window in the realized ledger G, spaer. More precisely, whenever Bitcoin satisfies
Definition [10} then the above mentioned correspondence holds and the ledger state is a single
chain of blocks [17].

In UC, the protocol T1® assumes a couple of hybrid functionalities. First, the round-based
structure is achieved using UC-synchronous tools (assuming a clock functionality), a network,
and a random oracle. In particular, in [17,/68] assumptions like honest majority and maximum
queries per round T, (as well as minimum queries per round Ty,) can be captured by functionality
wrappers, which restrict access to the RO such as disallowing number of accesses per (corrupt)
party per round and total number of RO accesses per round. One extremely helpful aspect of
UC in the context of RPD is the compatibility with the composition theorem [65]. This can
be leveraged as follows. The Bitcoin backbone I1® admits a modular structure that isolates
the lottery aspect as a submodule of the system. Technically, the proofs in [17,[115] show that
whenever the PoW-lottery UC-realizes the state exchange functionality Fsx (formally described
in Sec. 2.5.1.2] in [115] the related concept is called Fi..), the Nakamoto-style longest chain
rule protocol (under the above honest-majority security threshold) realizes the ledger functionality.
This intermediate step is important due to two things: first, it models an idealized mining process
where each mining query is an independent Bernoulli trial with success probability p (and hence
abstracts away those real-life negligible probability events that would destroy independence), and
second it abstracts away the low-level details of the chain structure (where e.g., "hash collisions”
could cause disruptions). It is proven in [17] that the proof-of-work layer of Bitcoin (in the
random oracle model) UC-realizes Fsx. Moreover, since it only abstracts the lottery part of the
system, this realization does not depend on any security threshold. We can therefore leverage
composition when analyzing the utilities of Bitcoin even when honest majority may not hold, and
work with the idealized lottery directly.

2.5.1 Formal description of Bitcoin in UC

The UC Bitcoin protocol uses several idealized functionalities [17]: the clock—which keeps track
of the current round and multicast (which allows parties to send messages to multiple other
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parties),. Since the specifics of these functionalities are not important to the results in the thesis,
for completeness we include them in App. [Al. We also include random oracle, the ideal lottery, the
ledger functionality, as well as a weaker (in particular non-consistent) ledger functionality which
is achieved when honest majority does not hold, pointing out relevant details and differences
between the two ledgers.

2.5.1.1 Random oracle

In Fig. we formally describe the random oracle functionality, which parties query to mine
blocks in the UC. In order to model the limit on the total mining power in the system, we also
consider a wrapped RO, which is the RO, but in addition restricts the number of queries per
party per round.

The functionality Fro is parametrized by a security parameter k. It maintains a set of
registered parties/miners P (initially set to ()) and a (dynamically updatable) function table
H (initially H = 0). For simplicity we write H =L to denote the fact that no pair of the
form (x,-) isin H.
Upon receiving (EVAL, sid, z) from some party p € P (or from A on behalf of a corrupted
p), do the following:

1. If H[z] = L sample a value y uniformly at random from {0, 1}"*, set H[z] +— y and

add (z, H[z]) to H.

2. Return (EVAL, sid, z, H[z]) to the requestor.

Figure 2.5: The functionality Fro

2.5.1.2 Lottery functionality Fs;x

The lottery functionality ]-"SAT’QH’“ (Fig. , as defined in [17]) abstracts the process of choosing
a (random) party to generate the next block in the ledger. Here, A is the network delay, py
and p, are the probabilities for successfully creating a block for each mining attempt—in the
flat model, as is in our setting, py = pa = p (which is a protocol parameter that relates to the
difficulty of the blockchain). Roughly, the state exchange functionality manages a tree structure
containing successfully-mined chains (thus eliminating issues with hash collisions when using hash
pointers in the chain), and abstracts mining with random oracle (RO) queries as coin tosses with
probability of success p. It also manages the multicasting of successfully-mined chains, and allows
the adversary to influence the network via network delay.

Note that in this hybrid world, defining restrictions on the total number of mining queries in
the system is straightforward by introducing a function wrapper WTTIE‘“. The wrapper can limit
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mining queries (i.e. calls to the RO or queries to SUBMIT-NEW) if T, is reached, and can ensure
that the system only advances to the next round if at least Ty, queries have been submitted. We
refer to [17,/68] for more details on wrappers.

2.5.1.3 Ledger functionality

For completeness, we describe the ledger functionality Gippeer from [17] in App. . (G-
is parametrized by four algorithms, Validate, ExtendPolicy, Blockify, and predict-timeg.
Their details are not relevant to this thesis, so we describe their function informally: Validate
determines whether a (new) block is valid according to the current ledger state (e.g. no double-
spending transactions). ExtendPolicy ensures that the ledger state, with the proposed new
block, would still satisfy desirable properties like chain quality. Blockify collects transactions into
a block, and predict-timeg. is required to ensure the ledger functionality advances a round
when the protocol does. The functionality also has two parameters: windowSize and Delay € N.
The parameter windowSize is the consistency parameter, and is generally the same as the cut-off
parameter cutOff of the Bitcoin backbone protocol. The parameter Delay € N depends on the
network delay A, and is set as Delay := 4A in the main theorem of [17].

2.5.1.4 Weak ledger functionality

It is useful to define a weaker ledger functionality which is achieved when honest majority does
not hold. Below, we informally describe this weaker Bitcoin ledger functionality QEEAK_LEDGER
from [15], which does not enforce many security properties, and include the formal description in
App. [AL

Most importantly, this weaker ledger allows the simulator to break consistency via a FORK
command. Looking ahead, this functionality will be useful in our rational analyses of the
blockchain under 51% attack, as we will analyze scenarios when this FORK command is nec-
essary (or not) to simulate a rational adversary. This in turn will tell us whether consistency can
be achieved under said rational adversary.

Similar to the (strong) ledger functionality G, zpeer, the weak ledger functionality QEEAK_LEDGER
is parametrized by four algorithms, Validate, weakExtendPolicy, Blockify, and predict-time,
along with two parameters: windowSize,Delay € N. The main difference is that ExtendPolicy
is replaced with its weaker version weakExtendPolicy. Below, we describe these defining features
of the functionality:

State tree: Instead of storing a single ledger state state, QEEAK_LEDGER stores a tree state-tree
of state blocks where for each node the direct path from the root defines a ledger state.
The functionality maintains for each registered party p; € P a pointer pt, to a node in the
tree which defines the current-state view of p; which the adversary can set. The pointer of
a honest party can only be set to a node which has a at least the distance to the root of
the current pointer node.
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The functionality ]:SAT’ﬁH’pA is parametrized with a set of parties P, keeping track of
registered (resp. deregistered) parties. Each p € P manages a tree 7, which initially
contains the genesis state, and each rooted path corresponds to a valid state the party
has received. Finally, it manages a buffer M containing successfully submitted states not
yet been delivered to (some) parties in P, and buffer N, of adverbially injected chunk
messages (that might not correspond to valid states).

Submit/receive new states:
— Upon receiving (SUBMIT-NEW, sid, st,st) from some participant p, € P, if
isvalidstate(st||st) = 1 and st € 7, do the following:

1. Sample B from Bernoulli-Distribution with parameter py (or pa for dishonest
Ds)-
2. If B =1, set sty < st||st and add st to 7,,. Else set st < st.

3. Output (SUCCESS, sid, B) to p.

4. On response (CONTINUE,sid) where P = {pi,...,p,} choose n
new unique message-IDs midy, ..., mid,, initialize n new variables
Dpig, = D%j‘lx = ... = Dpg, = Dnj‘:fi(ﬁLX = 1 set
M = M]||(stpew, midy, Duia,, p1)|| - - - ||(SEnew, Midy, Dimia, , pr), and send
(SUBMIT-NEW, sid, st e, Ps, (p1, midy), . .., (pn, mid,,)) to the adversary.

— Upon receiving (FETCH-NEW, sid) from a party p € P or A (on behalf of p), do the
following:

1. For all tuples (s%, mid, Dyia,p) € M, Ny update value Dy := Diig — 1.

2. Let Mg denote the subvector of M including all tuples of the form
(st, mid, Dig, p) where Dpig = 0 (in the same order as they appear in M)
For each tuple (st, mid, Dpiq, p) € Mg; add st to 7,. Delete all entries in Mé’

from M and send ]\7[57 to p. If p is corrupted, provide additionally N ,.; to the
adversary.

— Upon receiving (SEND, sid, st, p’) from A on behalf some corrupted p € P, if p' €
P and st € T,, choose a new unique message-ID mid, initialize D := 1, add
(st, mid, Diig, p') to M, and return (SEND, sid, st, p’, mid) to A. If st & 7, then
conduct the same steps except that (st, mid, Dpiq, ) is added to N ..

Figure 2.6: The functionality F527"4 (Part 1)
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(Continued from description of F427 P4, Part 1)

Further adversarial influence on the network:
— Upon receiving (SWAP, sid, mid, mid") from A, if mid and mid" are message-IDs
registered in the current message buffers, swap the corresponding tuples in the buffer.
Return (swap,sid) to A.

— Upon receiving (DELAY, sid, T', mid) from A, if T"is a valid delay, mid is a message-
ID for a tuple (st,mid, Dpig,p) in a message buffer and DM{X + T < A, set
Dmid = Dmid + T and set DMAX = DMAX + T.

mid mid

Figure 2.7: The functionality F527"4 (Part 2)

Adding transactions: Submitted transactions are simply collected in buffer without any addi-
tional check. Transactions in buffer which are added to state-tree are not removed as
they could be reused at an other branch of state-tree.

Adding blocks and forking: The command NEXT-BLOCK which allows the adversary to pro-
pose the next block takes additionally a leaf of state-tree as input which defines where
the next block will be added. By default the next block is added to the longest branch
of state-tree. To add the next block to an intermediate node of state-tree the ad-
versary may use the command FORK which otherwise provides the same functionality as
NEXT-BLOCK.

Extend-policy: The weak extend-policy weakExtendPolicy that is invoked when the ledger ex-
tends one of its branches checks a few simple validity validity conditions. It takes a state-tree
state-tree and pointer pt as input. It first computes a default block Ny which can be
appended at the longest branch of state-tree without rendering the state invalid. Then
it checks if the proposed blocks (by the adversary) N can be safely appended at the node
pt without violating the validity of the chain. If this is the case it returns (]\7',pt). Oth-
erwise it returns the ]\7df and a pointer to the leaf of the longest branch in state-tree.
In contrast to strong ledger in [17], the weak extend-policy does not check if the adversary
inserts too many or too few blocks, does not give guarantees whether old transactions will
be included, and does not enforce a fraction of honest blocks.

The ledger further obtains time-stamps from a clock functionality (Fig. |A.1]).
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2.6 Cryptography and game theory

2.6.1 Implementing games without collusion

Collusion-freeness (CF) was introduced by Lepinski et al. [100] to capture the requirement of
non-collusion when implementing a game of poker in a cryptographic protocol. Lepinski et al.
identified the issue of using the standard cryptographic security definition: malicious parties are
always assumed to be able to coordinate by having a direct channel to share information, or
collude, with each other (otherwise known as a monolithic adversary). In other words, a secure
protocol is not necessarily a collusion-free protocol.

Here, we will focus on the composable version of CF, called collusion-preservation (CP), which
extends the idea of CF with Global UC (GUC), which we introduced in the previous section. Similar
to the CF, CP requires the lack of collusion among corrupt parties, by replacing the monolithic
adversary in (G)UC with a set of independent malicious parties who must communicate only with
the available channels described in the protocol or functionality.

2.6.1.1 Collusion-preservation

Collusion-preserving computation (CP), proposed in [9], differs from (G)UC in the following man-
ner. For n the number of parties, the malicious attacker is described as a set of adversarial strate-
gies (which we call for convenience adversaries), instead of one monolithic adversary/simulator
(as in (G)UC) which controls all corrupt parties. In more detail, we consider a set of independent
PPT adversaries and simulators, which requires the following:

- Split adversaries/simulators: Instead of a monolithic adversary/simulator we consider a
set of n polytime adversaries A, = {A;,7 € [n]}, where A; corresponds to the adversary
associated with the player i—and can corrupt at most this party. We also ask that for each
A; € Ay, there exists an (independent) simulator S, who only has access to A;.

- Corrupted-set independence: We also require that the simulators do not depend on
each other. In other words the code of S; is the same for any set of adversaries A, and
By, as long as A; = B;.

Similar to the GUC framework (but in contrast to plain UC) we distinguish between two
types of functionalities: resources, denoted with capital calligraphic font as in R, and shared
functionalities, denoted with an additional over-line as in G. Formally, a resource R maintains
state only with respect to a single instance of a protocol, while a shared functionality G can
maintain state across protocol instances. For example, concurrent executions can maintain shared
state via e.g., a global CRS or global PKI as long as they are modeled as shared functionalities.
However, although concurrent instances of a protocol II may use the same resource R, the
behavior of R in one execution of II must be independent of all other executions of II (and
more generally of all other concurrent protocols instantiated by the environment). For clarity,
in the remainder of this thesis we will usually refer to shared functionalities simply as setup,

and protocols that share state across executions only through some setup G as G-subroutine
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respecting. \We denote by CP—EXEC{{A’Z the output of the environment Z in the execution of II
with adversaries A := A, in the R-hybrid model. We say that a protocol II is R-exclusive if it
makes use of no resources or shared functionality other than R. We note that unlike (G)UC, CP
limits parties to communicate with at most one single instance of the resource. Intuitively, if F
is a one-bit channel, then the simulator only using one instance of F has a completely different
meaning in terms of collusion-preservation to the simulator using unlimited calls to F. As in the
definition of UC security, we denote two random variables as computationally indistinguishable
by the notation ~.

Definition 11 (Collusion-preservation [9]). Let G be a setup, R and F be n-party resources, 11
be a {G, R }-exclusive protocol and ¢ be a {G, F}-exclusive protocol (both with n parties). Then
we say that IT collusion-preservingly (CP) emulates ¢ in the {G, F}-hybrid world, if there exists
a collection of efficiently computable transformations Sim = {Simjy,...,Sim,} mapping ITMs
to ITMs such that for every set of adversaries A = {Ay,...,A,}, and every PPT environment
7 the following holds: CP-EXECT’S ; ~ CP-EXBEC Y )2

Following [9], we distinguish between the notion of emulation and its special case realization.
For a functionality F we denote by D’ the ith dummy F-hybrid protocol which simply acts as a
transparent conduit between the ith honest and adversarial interfaces of F and the environment Z.
Specifically, D7 forwards all messages it receives from Z to the F (where the choice of adversarial
or honest interface is specified by Z) and vice-versa. If for functionality F, an R-hybrid protocol
[T CP-emulates D/ then we say that II realizes F (in the R-hybrid world).

2.6.2 Rational protocol design (RPD):

Security against incentive-driven attackers

In Chapters |4/ and |5 we will adapt the rational protocol design framework (RPD) [15,65] to
study collusion-preserving games and blockchain incentives, respectively. The goal of RPD is
to model security of protocols against incentive-driven attackers, especially when the desired
security properties are impossible against general (non-rational) attackers. RPD is compatible
with (G)UC security, and as we will show in Ch.[4] Sec. 4.3, RPD can also be modified to capture
collusion-preservation (CP) against rational attackers. In Sec. [2.6.3] we will detail how the RPD
framework was used in [15] to analyze the Bitcoin backbone protocol.

In RPD, a protocol designer D engages in an attack game G with an attacker A. The designer
first chooses a (n-party) protocol II € ITM". Then, based on II, the attacker decides on an
adversarial strategy A to attack II. Each pair (II, A = A(II)) (called a strategy profile in line
with game theory) induces a utility for the designer and the attacker. Consistent with [65],
we consider an attack game G, where M is the attack model M = (F, (F),v,), a vector of
parameters of the game. F is the functionality which the designer would like to achieve, and (F)
is a relaxed version of F in the sense that it includes extra commands that break certain security
properties of F. The value function v, allows us to define utilities of the attacker. It assigns
payoffs when certain events occur in the ideal world, such as when the simulator uses the extra
commands in (F) to help him complete a successful simulation.
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The goal when analyzing in RPD is ensure that it is not in the attacker's best interest to
force the simulator to use weaknesses of (F). This is captured by the notion of attack-payoff
security. A protocol (F) is attack-payoff secure if no adversarial strategy (which we refer to as
the adversary A) attacking II can achieve more utility for the attacker than a strategy attacking a
“dummy” protocol that just uses the functionality F (i.e. without weaknesses of (F)). In other
words, IT is “as secure as” the dummy (trivially-secure) protocol in this model. Following [15],
we can also augment M with the designer’s value function vy, and consider whether the protocol
is incentive compatible for the designer.

2.6.2.1 Utility of the attacker A

The utility of the attacker u, is a function mapping protocols and sets of adversaries, i.e. the
strategy profile (II, A) = (II,A(A)), to a real number. More formally: First, we have a value
function v,, defined in the attack model, which maps the views of the simulators and environment
in the ideal world to a real value. Looking ahead, we define the real payoff of a particular A
attacking the protocol, as the minimum payoff over all simulators that can emulate A. Finally,
up(I1, A) is the real payoff of A, maximized over all possible environments Z.

Ideal payoff of the simulator In more detail, we define the real-valued random variable en-
semble {v{™5%(k, 2) bren,zeq0,13+ (or v{77"5% for short) as the random variable ensemble resulting
from applying value function v, to the view of the environment Z and simulator S in the ideal
execution. The ideal expected payoff of a particular simulator S with respect to Z is defined as

the expected value: U;p(S,Z) = E(Uéf%&Z)

Real payoff of the adversary Recall that given a setup G and resource R, a protocol II
realizes some functionality (F) if, for all adversaries A, there exists a simulator S that emulates
A. That is, the environment Z cannot distinguish between the real world with A and resource
R, and ideal world with S and (F).

Denote Sy as the class of simulators S that can emulate the adversary A. In other words, for
setup G and resource R,

Sa = {S € ITM|VZ: EXEC%}?Z R EXEcggf %}

The expected payoff of a set of adversaries and environment (A,Z) is then defined as
UF’<I>(A,Z) = infSGCA{U;p(S,Z)}. The attacker's utility is then maximized over all envi-
ronments Z, i.e., up(II, A) := lﬁuﬂ(A) = supZeITM{UF’<f>(A, Z)}.

2.6.2.2 Attack-payoff security in RPD

The work of [65] introduces the following notion of security against incentive-driven adversaries:
No matter the utility achieved by an adversary A running the protocol II in the real world, there
exists an adversary A’ running the dummy protocol with access to the ideal functionality F that
achieves the same or better utility. In other words, even the best adversary attacking II, cannot
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achieve better utility than one who does not invoke any of the "bad events” in (F). Note that
here F can be any strengthening of its weaker version.

Definition 12 (Attack payoff security [65]). Let M = (F,(F),va,vp) be an attack model
inducing utility u,, and let ® be the dummy F-hybrid protocol. A protocol II is attack-payoff
secure for M if for all A, there is an A’ such that u,(IT, A) < uy(®7, A’) + negl(k)

2.6.2.3 Security for the protocol designer D

On the side of the protocol designer, the definition that captures his willingness to follow the
prescribed protocol II is called incentive compatibility (1C) [15]. To define IC, we first define
what is a e-subgame-perfect equilibrium [65]. Informally, a strategy profile is an e-subgame-
perfect equilibrium if no deviation could improve utilities by more than e. Intuitively, a protocol
IT is incentive compatible when even the designer is incentivized to stick with it.

Definition 13 (e-subgame-perfect equilibrium [65]). Let G be an attack game. A strategy
profile (IT, A(IT)) is an e-subgame perfect equilibrium in G if the following conditions hold: (1)
for any IT" € ITM", up(Il', A(II")) < up(II, A(IT)) + €, and (2) for any A" € ITM, wu,(IL, A'(I1)) <
up(I1, A(IT)) + €.

Definition 14 (Incentive Compatibility (IC)). Let IT be a {G, R }-exclusive protocol and II be a
set of polynomial-time {G, R }-exclusive protocols. We say that II is II-/C in the attack model
M iff for some A € ITM, (II, A(II)) is a negl(x)-subgame perfect equilibrium on the restricted
attack game where the set of deviations of the designer is 0.

2.6.3 Rational treatment of the Bitcoin backbone protocol in RPD

The work of [15] analyzes the the Bitcoin protocol I1® in RPD. We include some details of this
analysis for completeness, and as an example application of the RPD framework. The Bitcoin
backbone protocol HB, detailed in Sec. , was shown in [15] to only implement a weaker ledger
functionality QV%EAK_LEDGER when the honest majority assumption is lifted. We recall that the weak
ledger is derived from the stronger version [17] by introducing a few weaknesses. For example,
it allows the adversary to fork the ledger state and hence allows it to break consistency (this
event corresponds to a deep reorganization of the blockchain in the real world). This is allowed
by the FORK command in QE’,EAK_LEDGER. Given the views of the simulator and environment in an
ideal world execution, the value functions v, and vy assign payoffs to the attacker and designer
respectively, when certain events happen in the views, such as when the simulator forks the
blockchain via QV%EAK_LEDGER. Looking ahead, in Ch. |5 we will also analyze IT® in RPD, to find
conditions under which a simulator would not need to invoke the consistency-breaking command
of QV%EAK_LEDGER in order to simulate rational attackers (i.e., attacks that break consistency are
disincentivized). For example, if under a class of utilities, no rational attacker invokes the FORK
command, then we essentially obtain a stronger ledger (i.e., the same except that this command
is absent and hence the ledger state remains a unique chain) against attackers incentivized by
this class of utilities.
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2.6.3.1 Utility of the Attacker from [15]

We detail the attacker’s utility in [15], which in the RPD framework captures the expected payoff

of a particular adversarial strategy A in a given protocol II (in this case IT = HB). This payoff is

calculated based on different events that occur in the real execution and the corresponding ideal

experiment where a black-box simulator is attempting to simulate this adversarial strategy.
Specifically, the work of [15] considers the following events:

1. Event Wj,r, for each pair (¢,7) € N%. The simulator simulates ¢ mining queries by the

adversary in round r of the simulated execution.

2. Event I}, for each pair (b,r) € N*: The simulator inserts b blocks into the state of the
ledger in round r, such that all these blocks were previously queries to the (simulated)
random oracle by the adversary. Informally, this event occurs when an honest party views
these blocks as “confirmed” (part of his own ledger state).

A different payoff is associated with each event. In order to make ¢ mining queries and invoke
event Wir, the attacker must pay ¢ - mcost, where mcost is the cost of making a mining query
(e.g. electricity cost per hash query). When b blocks made by the adversary are inserted into
the ledger and event Ilir occurs, the attacker receives payoff b - breward - CR. Here breward is
the reward for making a block in the currency of the blockchain (e.g. Bitcoins), and CR is an
exchange rate to the same currency used for mcost (e.g. USD).

Then, [15] defines the following attacker's utility for a strategy profile (II,.A). Let C4 denote
the set of simulators that can emulate an adversary A in the ideal world with access to the weaker
ledger functionality QV%EAK_LEDGER, and Z denote an environment. The real payoff of an adversary
A attacking the protocol is defined as the minimum payoff over all simulators in C4. If C4 =0
(there are no simulators that can simulate A) then u,(I1, . A) = oo by definition. Then, the utility
uy (I1, A) is the real payoff, maximized over all possible environments Z (we assume for simplicity
that environments are closed and run in polynomial time in the security parameter [37]).

up (11, A) :== su inf b-breward - CR - Pr[]}, 2.2
A( ) ZGIIEF)M { SAeCy { (bT)ZGNQ ( [ e ]) ( )
— Z q - mcost - Pr[W;,T] } }
(g,m)EN?

Strictly speaking, the utilities are also functions in the security parameter x (the environment
obtains the parameter as input in UC) but we omit it for notational simplicity. We note that as
functions in the security parameter x, the asymptotic behavior of the involved functions is the
relevant aspect.

2.6.3.2 Utility of the protocol designer D

In [65], the attack game is assumed to be zero-sum, i.e. when considering the designer’s utility
Up, We set up = —u,. To remove this assumption, we follow the methodology of a more recent
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work [15] to define up. In more detail, for each (II, A), we must assign utility for the designer
using the same simulators and environments as those used for the attacker. Let S, denote the
class of simulators that were used to obtain the utility of the attacker, and Z, denote the class
of environments maximizing the utility for simulators in S,. That is,

Sy = {s € Sx: sup {U(S,2)} = uA(H,A)}

Z€IT™

and

2, = {z € ITM: forsome S € S, , U (S,2) = uA(H,A)} .

Then, let v§ 5% and U;?(S,Z) be defined similar to the payoffs v{”""*” and UI<AF>(S,Z)
respectively.  Again following the definitions of [15], the real payoff of the designer is
UM (A,Z) = supSesﬂ{Uéﬁ(S,Z)}. The utility of the designer is then up(I,A) :=
UST’(E(A) = ianEZA{U§’<f> (A,Z)} We can extend the attack model with the value function
of the designer vp: M = (F,(F), vs, tp).

2.6.3.3 Strongly attack-payoff security

This notion of attack-payoff security defined above in Def. does not necessarily mean an
incentive-driven adversary will honestly follow the protocol—there is no restriction on the honestly
of the actions of A’ in the above definition. To capture this stronger requirement in the context
of Bitcoin, we also consider a stronger notion introduced by [15]: the attacker is incentivized to
always choose a front-running, passive-mining adversary over any (potentially malicious) strategy.
Informally, this passive adversary behaves exactly like an honest party (mining with all his hashing
power and releasing a block he has found immediately), except the adversary's messages are
always delivered before the honest parties’ (front-running). Front-running gives the adversary an
advantage since if an adversary's block is concurrently competing with an honest party's block
to be appended to the longest chain, the adversary always wins.

Definition 15 (Front-running, passive-mining adversary [15]). The front-running adversarial
strategy A € Ag, is specified as follows: Upon activation in round r > 0, A activates in a
round-robin fashion all its (passively) corrupted parties, say p1, . . . , p;. When corrupt party p;
generates some new message to be sent through the network, A immediately delivers it to all its
recipients. In addition, upon any activation, any message submitted to the network Fn_nc by an
honest party is maximally delayed.

1% was proved to be strongly attack-payoff in [15] for the utility in Equation . Informally, a
protocol is strongly attack-payoff secure if there is always a passive adversarial strategy that is at
least as good as any malicious strategy. In our analyses, we are also interested in the case where
security does not hold: we say an adversary A breaks strong attack-payoff security if u,(II,.A)
exceeds u, (11, A") for any A" € As,, by a non-negligible amount.

Definition 16 (Strongly attack-payoff secure [15]). A protocol Il is strongly attack-payoff secure
for attack model M if there is a A" € A¢, such that for all A, u,(II, A) < u,y(I1, A") + negl(k)
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In studying the (rational) security of the Bitcoin backbone protocol, we will follow the approach
from [15] that simplifies the proofs when analyzing the utilities from mining in the protocol # by
utilizing the composition theorem of RPD. As explained in Section [2.5] instead of analyzing the
probabilities of payoff-inducing events for I1® which uses the random oracle as the lottery, one can
analyze probabilities for the modular ledger protocol w.r.t. an idealized lottery that makes use of
the state exchange functionality Fsx (Fig, . In more detail: when a party (or the adversary
in the name of a corrupted party) wishes to extend a chain, they would invoke Fg;x with a
SUBMIT-NEW command, which performs a coin toss and informs him whether he is successful.
If the party is successful, the functionality includes this new chain into a tree data structure and
allows the party to multicast this new chain with a SEND command; this multicasting is done
automatically for honest parties. Due to the correspondence of RO queries in the Bitcoin protocol
and the SUBMIT-NEW-commands in the modularized Bitcoin protocol [17], the events defined
for the utility function in Eqn. [2.2] above remain valid and meaningful also in this hybrid world,
because the black-box simulator for the overall Bitcoin protocol simulates one RO-query (as a
reaction to an input by a corrupted party) whenever the (black-box) simulator for the modular
ledger protocol simulates one SUBMIT-NEW-command, as a reaction to the corresponding input
by the same party [15].
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Chapter 3

Privacy of Deterministic Voting Rules

3.1 Introduction

Differential privacy (DP) has gained much public attention recently, partly due to its use in the
United States 2020 Census. Improving upon ad-hoc privacy techniques that were broken in the
previous census [69], formal privacy definition like DP are much more suitable for controlling the
leakage of sensitive data.

Yet, sensitive data is still published today without necessarily understanding the privacy leakage
it incurs. In particular, voting data has been surprisingly accessible. In the US, histograms of votes
are revealed per county, and voting and registration tables are released including fields like sex,
race, age, location, and marital status [6]. This abundance of information has enabled politicians
to buy voter profiles from data mining companies, allowing them to more easily manipulate public
opinion [31,(124].

Unfortunately, differential privacy, though now a standard in data privacy, is not easy to achieve
in voting. One must not only protect voter registration tables with proven privacy techniques,
but also the election outcome itself. To see how an individual's vote can be inferred by observing
the winner of the election, we consider the following example. Suppose Alice cast a vote in an
election, and then the winner is announced. Further suppose that an adversary can accurately
estimate other votes from questionnaires or by machine learning from the other voters' social
media, and it turns out these other votes ended up with a tie among the candidates. In this case,
the adversary can distinguish Alice’s vote even if he knows nothing about Alice, since she must
have voted for the winner as the tie-breaker.

The strict definition of differential privacy means the mere possibility of the above scenario
is a privacy violation. Moreover, ties do occur more often than expected in real life elections;
e.g., 9.2% of STV elections on Preflib election data [100] are tied [125]. One can possibly
consider another formal privacy definition that accepts the risk of the (arguably unlikely) event
of deanonymizing Alice's vote in the above example. For example, it can take into account an
attacker’s uncertainly on votes in the election stemming from machine learning methods, or low

Most of the results in this chapter have been published in [103].
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likelihood of ties. However, even so it is unclear how to quantitatively measure the effect of such
uncertainty, and how (or whether) privacy differs for different voting rules.

Motivated by the privacy concern in voting, in this chapter we focus on the following key
question.

How private are commonly-used voting rules?

The importance of answering this question is both practical and theoretical. On the practical
side, minimizing the amount of an individual voter's information leakage from voting rules helps
protect against censorship, coercion, and vote buying. On the theoretical side, privacy provides
a new angle to comparing voting rules and designing new ones.

A first attempt would be to employ differential privacy (DP) [58] which we introduced for-
mally in Ch. [2 Def. [4] DP is a measure of privacy that has been widely-accepted and widely-
applied in the cryptographic community. Below, we re-introduce the definition of DP in the
language of voting. Recall that mathematically, a voting rule f¥ for n € N voters is a map-
ping fU : U™ — Range(f"), where U is the set of all possible votes; U™ is a dataset of votes
called a preference profiles (here, we consider preference profile with n votes); the range of the
function f”, Range(f") is the set of all possible outcomes of voting, e.g. possible winners or
hlstograms/tallles of votes. Then we say [V is (¢, d)—differentially private if for any pair of pref-
erence profiles X € U" and X' € U" that only differ on one vote, and any subset of outcomes
S C Range(f"), the following inequality holds:

Pr [fv()‘(’) c s} < ¢ Pr [fv()?') = 5} +6. (3.1)

Smaller ¢, § are desirable as it means the outcome of f is affected less by the change of one
vote, and thus reveals less about an individual voter. Note in general f¥ must be randomized to
satisfy Inequality [3.1} indeed [84,/98,[121] achieved DP via randomized voting.

Yet most, if not all, voting rules used in high-stakes political elections are deterministic.
Most randomized voting rules suffer from difficulties in verifying implementation correctness—a
prominent example being the controversy in the 2016 Democratic primary election in lowa [48].
In other words, randomized voting can act against voter incentives, by bringing doubt on the
legitimacy of the election winner. Unfortunately, the randomness in Inequality above comes
from the voting rule itself, so deterministic rules cannot achieve DP except with the trivial
parameter of 6 > 1, which always holds. We present the following Example 3| to show more
concretely why this is the case.

Example 3 (DP fails for deterministic voting rules). Consider the plurality rule for two candidates
{a,b} and three voters (n = 3). We have U = Range(f") iz ,b}. In Inequality 3.1] let

X = (a,a,b), X = (b,a,b), and S = {a}. Then, (Inequality 3.1)) becomes 1 < e x 0 + 4,
which means that § > 1.

3.1.1 Overview of our contributions

To overcome the critical limitation of DP in high-stakes voting scenarios, we study the privacy
of deterministic voting rules using distributional differential privacy (DDP) [22], another well-
accepted notion of privacy that works for deterministic functions. Informally, DDP measures the
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amount of individual information leakage, while assuming the adversary only has uncertain infor-
mation about voter preferences—due to e.g., the randomness from a machine learning algorithm.
Our result on the DDP of commonly-used voting rules carries the following encouraging message:

Main Message 1: Many commonly-used voting rules achieve good DDP in natural
settings.

More precisely, we focus on a natural DDP setting where the adversary's information is
represented by a set of i.i.d. distribution’s over preference profiles, denoted by A C I1(U/), where
II(U) is the set of all probability distributions over U with full support. A voting rule f*'s DDP
is now measured by three parameters (e,d, A). A deterministic function is DDP (Definition
if it satisfies an inequality similar to that in DP, but now the randomness is provided by the
adversary’s uncertainty about the profile X, represented by A. Like DP, smaller € and ¢ in DDP
are more desirable as they represent /ess information leakage.

With DDP, we can quantitatively measure the privacy of the histogram rule Hist, which
outputs the frequency of each type of vote in the preference profile, in the following Theorem [T}
As an immediate consequence, many common voting rules also achieve good privacy.

Theorem [1] (DDP for Hist). Given any U = {x1,..., 20} and A C II({U) with |A] < oo,
1

T Hist for n voters is
min

let pmin = mingea i<¢(m(z;)). For any n € N and any ¢ > 21n (1 +
(6,8, A)-DDP where § = exp(—Q(npmin[min(21n(2), €)]?)).

Theorem [I]states that Hist is private with good parameters, as even a small ¢ results in ¢ that
is considered negligible in cryptography literature. The winner of many commonly-used voting
rules depends only on the outcome of Hist, and thus contain (often strictly) less information
than Hist. Thus, they achieve at least as good privacy w.r.t. DDP as simply outputting the
histogram.

Next, we highlight that DDP (as well as DP and its variants) parameters only describe loose
bounds on privacy. For example, by definition if a voting rule satisfies (¢, d, A)-DDP, it also
satisfies (¢ + 0.1,0 4+ 0.1, A)-DDP. To compare the privacy-preserving capability of voting rules,
we introduce the notion of exact distributional differential privacy (eDDP), whose parameters
describe tight bounds on € and . We focus on the ¢ = 0 case as a first step to compare various
voting rules with their eDDP in the § parameter. Our results on the eDDP of commonly-used
voting rules carry the following message:

Main Message 2: For many combinations of commonly-used voting rules and A, the
(0,9, A)-eDDP exhibits a dichotomy between j = ©(y/1/n) and § = exp(—2(n)).

More precisely, we prove the following dichotomy theorem for two candidates {a,b} and a-
biased majority rules with o € (0, 1), which chooses a as the winner iff at least an out of n votes
prefer a.

Theorem 2| (Dichotomy in Exact DDP for a-Majority Rules over Two Candidates,
Informal) Fix two candidates {a,b} and A C T1({a,b}) with |A| < oco. For any o € (0,1),
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the a-biased majority rule is (0,6, A)-eDDP for all n, where § is either ©(\/1/n), when A
contains a distribution m with m(a) = «, or exponentially small otherwise.

For more than two candidates, we prove the following dichotomy theorem for a large family
of voting rules and A C II(U).

Theorem @ (Dichotomy in Exact DDP of A Large Class of Voting Rules and A, Infor-
mal) For any fixed number of candidates, and any voting rule in a large family, the (0,6, A)-
eDDP is 6 = ©(y/1/n), when A contains the uniform distribution, or 6 = exp(—£2(n)), when
A is finite and does not contain any unstable distributions.

Intuitively, a distribution 7 is unstable under a voting rule fv if adding small perturbations can
cause a different candidate to win (Definition [2I]). Instead of conducting case-by-case studies of
eDDP for commonly-used voting rules, we prove Theorem [4]for a large family of voting rules called
generalized scoring rules [127] that further satisfy monotonicity, local stability, and canceling-out.
We show that many commonly-used voting rules satisfy these conditions (Section . We also
compute and compare the concrete § values for small elections (Table below, and Table
in Section [3.5). Intuitively, 2-approval and plurality are the most private in the list, since votes
only reveal the voters' top one or two candidates. Borda, on the other hand, uses the voters’
entire rankings to decide the winner, and thus is the least private.

Y Borda STV Maximin Plurality 2-approval
1 1 1 1 1
4(n)
V/1.347n + 0.5263 | +/1.495n + 0.02669 | +/1.553n + 4.433 | +/1.717n — 0.09225 | 4/1.786n + 0.3536

Table 3.1: § values in (0,0, A)-eDDP for some commonly-used voting rules under the i.i.d. uniform
distribution, m = 3 and n < 50. From left to right, we rank rules from least to most private.

3.1.2 Related works

The first works on DP described how one can create mechanisms for answering standard statistical
queries on a database (e.g., number of records with some property or histograms) in a way
that satisfies the DP definition. This ignited a vast and rapidly evolving line of research on
extending the set of mechanisms and achieving different DP guarantees—we refer the reader
to [60] for an (already outdated) survey—to a rich literature of relaxations to the definition, e.g.,
[21,27,/57,[101], that capture among others, noiseless versions of privacy, as well as works studying
the trade-offs between privacy and utility of various mechanisms [22,(30}71},83,107].

Generalized Scoring Rules (GSRs) is a class of voting rules that include many commonly
studied voting rules, such as Plurality, Borda, Copeland, Maximin, and STV [127]. It has been
shown that for any GSR the probability for a group of manipulators to be able to change the winner
has a phase transition [110,/128]. An axiomatic characterization of GSRs is given in [128]. The
most robust GSR with respect to a large class of statistical models has been characterized [42].
Recently GSRs have been extended to an arbitrary decision space, for example to choose a set of
winners or rankings over candidates [126].
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Relaxations to Differential Privacy and Noiseless Functions and Distributional Differen-
tial Privacy (DDP) Relaxations to differential privacy have been proposed to allow functions
with less to no noise to achieve a DP-style notion of privacy. Kasiviswanathan and Smith [89]
formally proved that differential privacy holds in presence of arbitrary adversarial information,
and formulated a Bayesian definition of differential privacy which makes adversarial information
explicit. Hall et al. [81] suggested adding noise to only certain values (such as low-count com-
ponents in histograms) to achieve a relaxed notion of Random Differential Privacy with higher
accuracy. Taking advantage of (assumed) inherent randomness in the database, several works
have also put forward DP-style definitions which allow for noiseless (i.e., deterministic) functions.
Duan [57] showed that sum queries of databases with i.i.d. rows can be outputted without noise.
Bhaskar et al. [27] introduced Noiseless Privacy for database distributions with i.i.d. rows, whose
parameters depend on how far the query is from a function which only depends on a subset
of the database. Motivated by Bayesian mechanism design, Leung and Lui [101], suggested
noiseless sum queries and introduced Bayesian differential privacy for database distributions with
independent rows, where the auxiliary information is some number of revealed rows.

These ideas were generalized and extended by Bassily et al. who introduced distributional
differential privacy (DDP) [21,79]. Informally, given a distribution (X, Z), where X is the adver-
sary's uncertainty in the database distribution and Z is a parameter used for proving composition
theorems (i.e. computing DDP when outputting results from two functions that are both DDP
with some parameters), we say a function f* is (¢,d, A = {(X,Z)})-DDP if its output distri-
bution f(X)|Z can be simulated by a simulator that is given the database missing one row.
In these works, deterministic functions which have been shown to satisfy DDP are exact sums,
truncated histograms, and stable functions where with large probability, the output is the same
given neighboring databases.

3.1.2.1 Differential privacy in rank aggregation

Differential privacy [58] has been used to add privacy to rank aggregation, functions whose
inputs are rankings/linear orders (e.g., voting rules aggregate votes, which are rankings on a set
of candidates): [121] applied Gaussian noise to the histogram of linear orders, while [84] used
Laplace and Exponential mechanisms applied to specific voting rules. [98] also developed a method
of random selection of votes to achieve differential privacy. One interesting aspect of adding noise
to the output that was observed in [28,098] is that it enables an approximate strategy-proofness;
the idea here is that the added noise dilutes the effect of any individual deviation, thereby making
strategies which would slightly perturb the outcome irrelevant. We remark that if one wishes to
achieve DP for a large number of voting rules, well-known DP mechanisms (like adding Laplace
noise [59]) can be applied to rules in GSR in a straightforward way, by adding noise to each
component of the score vector and outputting the winner based on the noised score vector. In
contrast, our results focus on the exact privacy of deterministic voting rules, which are more
commonly used.

In this chapter, we compare deterministic functions by their exact privacy. In differential
privacy literature where functions must be randomized, their accuracy, or utility, is often used to
compare them. A number of works have defined utility as a metric which describes the comparative
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desirability of e-DP mechanisms. In [107], utility is an arbitrary user-defined function, used in
the exponential mechanism. The works of [22,130,(83] define utility in terms of error, where the
closer (by some metric) the output of the function, which uses this mechanism to apply noise, is
from the desired (deterministic) query’s, the higher the utility; the definition of [71] in addition
allows the user to define as a parameter, the prior distribution on the query output. In contrast,
our results imply that in the context of distributional differential privacy, voting rules achieve a
well-accepted notion of privacy while preserving perfect accuracy/utility.

3.1.3 Summary of contributions

To the best of our knowledge, we are the first to illustrate how to measure privacy in high-stakes
voting using (e)DDP in a natural setting. We will see that the problem, though challenging,
can be solved by our novel trails technique. Below we summarise our conceptual and technical
contributions.

Conceptual overview. Our first conceptual contribution is the application of DDP to deter-
ministic voting rules. We note that the truncated histogram result of [21] does not suffice, since
in general, votes are not removed in an election. Moreover, we prove our results in a simpler
definition than DDP; the equivalence of this definition and DDP is proven in Lemma [I, Our
second conceptual contribution is the introduction of exact DDP, addressing the issue that pa-
rameters of DDP (and other relaxations of DP [21,27,57,79,/81,[89]) describe only upper bounds
on privacy. We are not aware of other works that explicitly propose to characterize tight bounds
on the privacy parameters € and 6.

Technical contributions. Our first theorem (Theorem (1)) is quite positive, showing the privacy
of outputting histograms. Theorems [2] [3 and [4] characterize eDDP in terms of § values by fixing
e = 0. We do so for the two reasons: (1) it is the common convention to compute ¢ based on a
fixed € for DP or DDP; (2) € = 0 is the most informative choice, since Theorem shows that even
for small non-zero ¢, any difference we can observe in the § of two voting rules is exponentially
small—considered negligible in cryptography literature. While our theorems appear similar and
related to the dichotomy theorems on the probability of ties in voting [126,/127], the definition
and mathematical analysis are quite different, and previous techniques do not work for all cases;
see more discussions in the proof sketch for Theorem [4] To address the challenge, we developed
the trails technique, which significantly simplifies calculations. Informally, the trails technique
generalises the intuitive idea that the privacy of voting rules depends on the probability of a tie
in the voting outcome.

Generality of our setting. As the first work towards answering our key question, we assume the
adversary's beliefs are modeled by a set of i.i.d. distributions over the votes. A special case is the
i.i.d. uniform distribution, which is known as the impartial culture assumption in social choice [80].
Extending to general (¢, §), and non-i.i.d. distributions is an important and challenging future
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direction. Lastly, though our definitions and results are presented in the context of voting for the
sake of presentation, they can easily be extended to general applications.

Chapter organization. In Section [3.2] we introduce the version of the DDP definition which
we will use in all our analyses. We prove the privacy of outputting a histogram of votes, and
as corollary, show that all anonymous voting rules—those that depend only on the histogram of
votes—also achieve this arguably good privacy. In Section [3.3] we introduce the notion of exact
DDP (eDDP), in order to compare the privacy of different voting rules. We prove the eDDP
of a class of two-candidate voting rules, using this as a demonstration of our new trails proof
technique. In Section [3.4, we move on to voting rules with an arbitrary number of candidates.
We first establish the eDDP of the histogram function, which intuitively informs us of the “worst
case” privacy for all anonymous voting rules. Then, we prove the eDDP of a large subset of
generalized scoring rules (GSRs), showing the existence of an asymptotic separation of privacy
among voting rules. Finally, in Section [3.5] we directly compute of privacy for various voting
rules for a limited number of voters. This calculation both confirms our theoretical results, and
allows us to rank the privacy of these voting rules using concrete numbers.

3.2 Distributional differential privacy for voting

Our use of distributional differential privacy (DDP) is motivated by the unsuitability of differential
privacy (DP) to analyze deterministic voting rules. In the rest of this chapter, we will discuss
our definitions and results with respect to voting, although they could be generalized to other
applications.

At a high level, the DDP of a (deterministic or randomized) function is characterized by three
parameters (€, 0, A), where € and 0 are privacy parameters similar to DP, and A is a set describing
the adversary’'s knowledge about the preference profile. To simplify presentation, below we will
introduce a simpler alternative definition of DDP which we will use in our analyses. While this
alternative definition is not in general equivalent to DDP, it is equivalent under our settings.
The difference between this simper version (Def. and DDP (Def. []) is that we do not use
the“simulator” function h, and the definition also omits the “auxiliary information” Z in A.
Roughly, Z encodes the additional information leakage from composing multiple functions, an
aspect we do not consider as our goal is to compare voting rules. Instead, we encode adversarial
knowledge of the votes using A C II(Uf), i.e. a set of preference profile distributions where each
vote is i.i.d..

Definition 17 (DDP studied in this chapter). For any A C II(U), € > 0, and § > 0, a voting
rule fis (¢,0,A)-DDP if for every m € A, i < n, x,2’ € U, and S C Range(f"), the following
inequality holds.

Pre_ (fU(X) e S|X; =) <ePrg_(f(X) e S|X, =)+, (3.2)

where X is a preference profile of n votes where each vote is i.i.d. generated from 7.
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Lemma 1 (Equivalence of definitions). We denote the DDP defined in |21 by simulation-based
DDHY For any U, let A C TI(U) and A" = (A, Z = 0) (where Z is a parameter in the [21]
definition). Suppose ' is (e, d, A")-simulation-based DDP, then f* is (2¢, (1 + e“)d, A)-DDP for
our Definition[17 Conversely, if f* is (¢,8, A)-DDP for Definition[17 then fv satisfies (e, d, A')-
simulation-based DDP.

Proof. We prove the first statement, that is, if f* is (e, d, A’)-simulation-based DDP [21], then
[V is (2€, (1 + )5, A)-DDP of Definition [17]

By the definition of f¥ being (¢, d, A’)-simulation-based DDP, the function h has to satisfy
the below inequalities for any (, Z) € A, any i, and = € Supp(X;) (for X ~ 7). With Z = 0,
we can write the inequalities in the DDP definition without Z as

Pr(f/(X)eS|Xi=a)<e Pr(h(X,)eS|X,=2)+0

X~m X~
Pr(h(X_,)eS|Xi=x)<e Pr(f/(X)eS|X;=2)+0 (3.3)
X~ X~

(We make X ~ 7 implicit to ease presentation.) Now consider any 2’ € Supp()zi), possibly
different from the x above. By the definition of DDP, the inequalities should also hold for 2/, i.e.

Pr(f'(X) eS| X;=2) < e Pr(h(X_) | Xi =) +6

Since h is not given ith entry of the database, its output does not depend on the value of the ith
row. Moreover, if database rows are independent, the distributions X_;|X; = 2’ = X ;| X; = x.
Thus Pr(h(X_;) | X; =2') =Pr(h(X_;) € S| X; =z). So,

Pr(f'(X) eS| X;=a)<ePr(h(X_) eS| X;=x)+6
Pr(f'(X) eS| X;=2') < e(ef Pr(f(X) € S|X; = 2) + 0) + 0 (By Equation [3.3 above.)
X)eS|Xi=2)<e*Pr(f'(X) eS| X;=z)+e6+6

Thus, we have shown that for all z, 2’ € Supp(X;) (and all i),
Pr(f/(X) eS| Xi=a) <eXPr(f/(X) eS| Xi=a)+ (e +1)d
So, f¥is (2¢, (1 + €)d, A)-DDP, proving the first statement.

We now prove the second statement. That is, if f is (e, d, A)-DDP of Definition [17) then f*
is (€, d, A’)-simulation-based DDP. To do so, we define the function h to be the algorithm which
inserts any 2’ € Supp(X;) to the missing ith row of the database, and apply f* to the result.

(Following the function h being referred to as the “simulator” in [21])
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By independence of rows, Pr(h(X_;) | X; = x) Pr(h(X_;) | X; = 2') by our definition of A,
equal to Pr(fY(X) | X; = 2’). Then, for any X eA, i andz,2 e Supp(X )

Pr(n(X_) eS| X;=a2)=Pr(f'(X) eS| X, =2') <ePr(f/(X) eS| X, =)+

by inequality of Definition [I7] This proves the second statement.

3.2.1 Privacy of the histogram function

We show that the histogram function Hist (Def. [6)) satisfies good DDP. As corollary, all voting
rules (whether deterministic or randomized) whose output only depends on the histogram of votes
also satisfy good DDP. We will show this corollary by proving that DDP (both the definition of [21]
and our simplification) is immune to post-processing (Lem. [2)), a notion originally defined for DP.

Theorem 1 (DDP of Hist). Givenanyk € N. U = {xy,..., 2} and A C II(U) with |A| < oo,
let pmin = Mingea ;<e(m(x;)). Then Hist is (e(n),d(n), A)-DDP where e(n) = 2In(1 + pminn)
and 5(n) = exp(—Q(npmin[min(21n(2), €)]?)), where n is the number of votes in the preference
profile.

Proof. At a high level, the proof is similar to Theorem 8 of [101].

Fix 7 € A. Since votes are i.i.d. and all i € [ ] are equivalent for the hlstogram we simplify
Pre (Hist(X ) € S|X; = x) as Pr(Hist(z, X_;) € S), where X_; refers to X without the
first vote.

We need to show that for all z;,z; € {z1,--- ,2,}, and all § C N

Pr(Hist(z;, X_1) € S) < e Pr(Hist(z;, X_1) € S) + 0
We observe that for any set B and z:

Pr(Hist(z, X_;) € S) = Pr(Hist(z, X_;) € SN B) + Pr(Hist(z,X_1) € SNB)  (3.4)
< Pr(Hist(z, X_,) € SN B) + Pr(Hist(z, X_;) € B) (3.5)
Let B be the set of all histogram ¢t € N* where t; > p;(n — 1)e/? and t; < p;(n — 1)e~9/2.

Fix a choice of € > 2In(1 + ——). We claim that for § = exp(Q(npmin(min(21n(2),€))?), the
following hold:

Claim 1: Pr(Hist(z;, X_;) € SN B) < e Pr(Hist(z;, X_1) € SN B)

Claim 2: Pr(Hist(z;, X_1) € B) <6
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If both claims are true, then by Inequality ([3.5]),

Pr(Hist(z;, X_;) € S) < Pr(Hist(z;, X ) € SN B) + Pr(Hist(z;, X_,) € B)
< e Pr(Hist(z;, X 1) €SNB)+§
< ¢ Pr(Hist(z;, X_1) € S) +6

which proves the theorem. Below we will prove both claims.

Claim 1 proof:
Since all entries in random variable X_; are i.i.d., the random variable

Hist(X_;) which outputs the histogram of the database has distribution equal to the multinomial
distribution on n — 1 trials and ¢ events:

Pr(Hist(X 1) = (t1,--- , 1)) :u Lon

where t; is the count of entries with the value x; and p; is the probability for an entry to have
the value z;.

Thus,
. “ _ _ (” - 1>! t1 ti—1 to
Pr(Hist(z;, X_1) = (t1,--- , 1)) = YT 'tg!pl cephThepl
and
. ¥ o _ (n — 1)' t1 tj—1 e
Pr(HlSt(ﬂ?j,X,l) = (tl, s ,tg)) = t1| — (tj — 1)‘ — telpl . pz .. 'pé
So, for every t = (t1,--- ,t;) € SNB
(n—1) bttt pte
Pr(Hist(z;, X_1) =t) ¢yl (t; — D)1t ’ ¢
PT(HiSt<x]7 X_1> = t) (n — 1)' p’il .. .pzjil . pze
t1!~-~(tj — 1)l !
_ LoD
Di 1

By definition of B, t; > p;(n — 1)e“/? or t; < p;(n — 1)e~/2,
sot € Bhast; <ti(n—1)e’? and t; > p;j(n — 1)e /2
pi(n —1)e pi(n—1)

€/2 €/2 __ e
=% x et =¢
pi(ln—1) pj(n—1)e</?
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This proves Claim 1.

Claim 2 proof: Recall B is the set of all histogram t € N’ where t; > p;(n — 1)e/? and
ti < pj(n —1)e=/%. For any i € {1,---,¢} let Hist(z, X_;); denote ith component of the
random variable Hist(xz, X_;).
Pr(Hist(z;, X_1) € B)
=Pr (Hist(a:i,)z_l)i > pi(n — 1)e/? or Hist(xi,)z_l)j < pj(n — 1)6_6/2>

< Pr (Hist(xi,)?_l)i > pi(n — 1)66/2) + Pr (Hist(xi,)?_l)j < pj(n— 1)6_6/2>
(By union bound)
=Pr(1+ Bin(n —1,p;) > pi(n — 1)66/2) + Pr (Bin(n —1,pj) <p;j(n— 1)676/2)
(Where Bin(n, p) denotes binomial r.v. with n trials and success probability p)
= Pr(Bin(n — 1,p;) > pi(n — 1)(e? — (p;(n — 1))71))
+ Pr(Bin(n — 1,p;) < pj(n — 1)e=/?)
The random variable Bin(n — 1, p;) has mean = p;(n — 1). When
1 1
P =) 1)) <e<2In(2) <2In(2+ o —

we have 0 < 3 = e“? — (p;(n —1))~* — 1 < 1. By Chernoff bound,

2In(1 + ) <2In(1+

)

Pr(Bin(n —1,p;) > (14 B)p < e /3

= exp(—Qpi(n — 1)(e”* = (pi(n — 1)) = 1)%))
= exp(—Q(piTLEQ»

The random variable Bin(n — 1, p;) has mean y = p;(n — 1). By Chernoff bound, for any
0<B=1—-e?<1(ie. €>0),

Pr(Bin(n —1,p;) < (1 —=p)u) < e HB/2

So that:
Pr(Hist(xi,)Z_l) € B) < Pr(Bin(n — 1,p;) > pi(n — 1)(e? — (ps(n — 1))7Y))
+ Pr(Bin(n — 1,p;) < p;(n — 1)e=/?)
< exp(—Q(pine?)) + exp(—Q(p;ne))
< exp(—Q(pminne®)) = 6
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for 2In(1 + m) < € < 2In(2). To get rid of the upper bound on ¢, notice when
€ =2In(2), 6 = exp(—Q(pminn(21n(2))?)) suffices to satisfy the inequality

Pr(Hist(z;,X_1) € S) < e Pr(Hist(z;,X_1) € S)+ 9

Thus, when ¢ > 2In(2), the same § = exp(Q(npumn[min(2In(2),¢)]?)) =
exp(—Q(npmin(21n(2))?)) also suffices, as a larger ¢ only makes the right hand side of
the inequality larger.

This proves Claim 2.

3.2.1.1 Corollary for voting rules

The privacy of the histogram function Hist implies the privacy of voting rules which depend on
the histogram of votes—i.e., anonymous voting rules, where the identity of the voter does not
matter—are also private. This follows from the fact that similar to differential privacy, DDP is
immune to post-processing. Specifically, we prove that composing any (e, , A)-DDP f* with a
deterministic function g (as we focus on deterministic voting rules) results in a (¢,0, A)-DDP
function.

Looking ahead, we note that immunity to post-processing is not a property of exact privacy
which we define in the next section, since exact privacy describes tight bounds on ¢, 9.

Lemma 2 (Immunity to post-processing). Suppose f : U* — O is (¢,0,A)-DDP. Let g : O — O’
be a deterministic function. Then go f :U* — O’ is also (¢, 5, A)-DDP.

Proof. Forany m € A, z,2' € Supp(X;) and S C O, let W = {w : g(w) € S}. Then

Pr(g(f(X)) €S | X; =2)
=Pr(f(X)eW | X, =x) (By definition of W)
<ePr(f(X)eW| X, =a)+ (By f being (e, d, A)-DDP)
— e Prig(f(X) eS| X 1:) +4 (By definition of W)
]

Corollary 1. We call a voting rule anonymous if its output does not depend on the identity
of the voter. All anonymous voting rules are (e(n),d(n), A)-DDP where A C II(U), e(n) =
2 1In( pim) and §(n) = exp(—Q(npmin[min(21n(2), €)]?)), where n is the number of votes in
the preference profile.

3.3 The exact privacy of voting rules: two candidates

As we briefly discussed in the introduction Section [3.1.1] the definitions of DDP (and DP)
are unsuitable for comparing the privacy of voting rules, as they describe only a possibly loose
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bound on privacy. To resolve this, in this section we present the definition of exact distributional
differential privacy (exact DDP or eDDP). We will then introduce a technique called the trails
technique which will in the next section aid us in analyzing exact privacy of general voting rules.
As a toy application of this technique, we characterize (0,0, A)-eDDP for two candidates under
any a-biased majority rule.

Intuitively, a function has exact privacy with parameters € and § if it cannot be private
with strictly better parameters. We remark that this definition can easily be altered to define
(€, 8)-exact differential privacy (eDP) by omitting A.

Definition 18 (Exact distributional differential privacy (eDDP)). A function f is (¢, d, A)-exact
distributional differentially private (eDDP) if it is (e,d, A)-DDP and there does not exist (¢ <
€,0' <) nor (¢ <e¢d <6)such that fis (¢/,9, A)-DDP.

The a-biased majority rule, denoted by fY, over two candidates (a,b) outputs a as the winner
if at least « fraction of votes prefer a over b. The most simple example of this type of voting rule
is plurality (Sec. with two candidates, which is an a = 0.5-biased majority rule. Another
example is supermajority with o > 0.5, which has been used in government decisions around the
world. We categorize the exact privacy of a-biased majority rules in Theorem [2 which we will
prove using the trails technique we present in the next subsection.

3.3.1 Our tool to analyze privacy: trails technique

Let us describe the trails technique using a simple, toy example: suppose there are two candidates
{a,b}, and n = 5 votes. Let f{; be the majority (plurality) rule where ties are broken in favor of
a, i.e. o =0.5. We want to compute (0,d, A)-eDDP of f!. for any A C II({a,b}). In light of
Definitions [17] and [18] we have:

5= max [Prxw(fgﬁ()?) € S|Xi =x) —Prg_ (fo5(X) € S|X; = x')} . (3.6)

S,x,x' i, mEA

Now, the majority rule is anonymous, that is, the identity of the voter is irrelevant and
it chooses the winner only based on the histogram of votes (i.e. how many people voted for
whom). We can thus write f}, = f o Hist, where t = (¢,,%,) and f(¢) outputs a if ¢, > t;, and
outputs b otherwise. Then, Equation (3.6]) can be rewritten with probabilities over histograms,
which is easier to compute (below, X~ris implicit).

§ =  max [Pr(f(Hist(X)) € S|X; =z) — Pr(f(Hist(X)) € S|X; = m')}

S,z i, mEA
(3.7)
= 1 e = _»-: _— 1 X = _)-: /
= g max > Pr(Hist(X) =t|X; =x)— > Pr(Hist(X) = t[X; = 2)
t: f(t)eS t: f(t)eS

Intuitively, we define trails as follows: if S = {a}, then T = {t: f(t) € S} =
{(5,0),(4,1),(3,2)} is an example of a trail. Intuitively, a trail T is a set of histograms (outputs
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of Hist function) which are consecutive in the sense that, starting from some histogram ¢, we can
list exactly the elements of T by iteratively subtracting 1 from and adding 1 to two components
of ¢, respectively. In our example, this corresponds to iteratively changing one vote for a to a
vote for b. We see that T can be listed in such a way, starting from entry Enter(T) = (5,0)
and ending at exit Exit(T) = (3,2), by iteratively subtracting from the 1st component and
adding to the 2nd component of (5,0) (thus we say the direction of T is (1,2)). We denote by
End(a) (which we will define formally and use extensively in the proof of Theorem [4]) the set of
histograms which are exits of the longest trail, along any direction, where a is the winner in all
histograms in the trail. In this example End(a) = {(3,2)}. See Figure[3.1]

(0,5) b wins

Figure 3.1: A trail for two candidates. A graph of number of votes for candidate a (= t,) versus
votes for candidate b (= t;). Each point in the line is a histogram where the total number of votes is
n =>5. The set {(5,0),(4,1),(3,2)} forms a trail.

We now give intuition for our key Lemma [3| presented below using this example. Suppose in
Equation ([3.7)) the maximizing S is {a} (so that {t: f(t) € S} =T), v = a, and 2’ = b. Then,
for any i, and any ™ € A:

§ = > Pr(Hist(X) = t|X; = a) — > Pr(Hist(X) = t| X; = b).
te{(5,0),(4,1),(3,2)} te{(5,0),(4,1),(3,2)}

The core of Lemma (3| is the observation that when votes are independent (e.g. when A C
II({a,b})), then for all ¢t = (¢4, ;) such that t, > 0, the following holds:

Pr(Hist(X) = (to, )| X; = a) = Pr(Hist(X) = (t, — 1,t, + 1)| X; = b).

In light of this, Pr(Hist(X) = (5,0)|X; = a) cancels out with Pr(H st(X) = (4,1)|X; = b),
and Pr(Hist(X) = (4,1)|X; = a) cancels out with Pr(Hist(X) = (3,2)|X; = b). This leaves:
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§ =Pr(Hist(X) = (3,2) = Exit(T) = End(a)|X; = a) — Pr(Hist(X) = (5,0) = Enter(T)|X; = b).
(3.8)

We note that here Pr(Hist(X) = Enter(T)|X; = b) = 0, but this does not hold generally
for all trails for m > 2. This calculation can be extended to the more general Lemma (3| below.
Before that, let us formally define trails. For any histogram t = (t;,--- ,t,) € N*, any z € Z and
Jj </ welet (t,--- ,t;) + zx; denote the histogram (ti,--- ,t; + 2z, - ts).

Definition 19 (Trails). Given a pair of indices (j, k) where j # k, a histogram ¢, and a length ¢,
we define the trail T, ., = {t — z2; + zx3) : 0 < 2 < q}, where (j, k) is called the direction
of the trail, ¢ is then the entry of this trail, also denoted by Enter (T, ., ), and t — qz; + qzy
is called the exit of the trail, denoted by Exit(T,,; 4, .¢)-

Alternatively, a trail T can be defined by just its entry and exit and the direction can be
inferred.

Note on End(-) and trails defined on profiles: For voting rules where the identity of voters
does not matter (i.e. anonymous voting rules, such as the generalized scoring rules (GSR) which
we study), the profile of votes is equivalent to the histogram of votes, and thus a trail can simply
be defined on profiles as well. Here, we only give a intuitive idea of the relationship between
End(-) and § via Eq. B.8l We define End(-) formally in Definition 23] with respect to trails
defined on profiles, where it is relevant in the proof of Theorem [4]

Lemma 3. Let T be a trail with direction (j, k), and let = € II({U). For any i, z;,x, € U, we

have:
Pr (Hist(X) € T | X; = 2;) — Pr (Hist(X) € T | X; = a3
X~ X o
= Pr (HiSt()a = Exit(T) | X; = xj) — Pr (Hist()?) = Enter(T) | X, = x1).
XN7T X~7r

Proof. Fix distribution 7 over n votes, where each vote is independently distributed. For X ~ T,
we recall that we denote )Z',i as the random variable X but without the ith vote. The equality
in the lemma comes from the simple observation that when votes are independently distributed,
for any histogram ¢ € N¢ and any j € [/]

Pr (Hist(X) = t|X; = ;) = Pr (Hist(X_;) =t — z;)
X~ X~

(Below, X ~ s implicit). Let ¢ be the length of the trail. For any 0 < 2z < g, let
t. = Enter(T) — zaz; + zx). Then,

Pr(Hist(X) = t.|X; = z;)

z
— Pr(Hist(X_;) = t, — z;)
= Pr(Hist(X) = t, — x; + 21| Xi = x3,)
= Pr(HiSt(X:) = tz+1|ii = wk)



In other words,
Pr(Hist(X
= Pr(Hist(X) = ¢,/ X;
— Pr(Hist(X) = to|X; = )
+ Y (Pr(Hist(X') = t.|X; = 2;) — Pr(Hist(X) = t.1 | X; = xk))

= Pr(Hist(X) = t,|X; = z;) — Pr(Hist(X) = to| X; = )
(Every term in the summation of differences cancels out.)

]

Remark. In this subsection’'s example, no matter the choice of S, the set {¢: f(t) € S} forms
one single trail, but this does not hold in general. Instead, to prove our main theorem we will
partition this set into multiple trails, and apply Lemma [3] to simplify probabilities over each trail.

3.3.2 A simple application of trails technique: o-Biased Majority Rule

We prove the eDDP of a-biased majority voting rules f2. The following theorem states that
if the probability distribution of votes is split a-(1-a)), then 6 = O(y/1/n). As we will see
in Theorem [3] this is the privacy achieved by the histogram function Hist. By immunity to
post-processing (Lem. , this implies that such probability distribution incurs the “worst case”
privacy for a voting rule, which intuitively is due to the higher likelihood of ties (where changing
one vote can change the winning candidate).

Theorem 2 (Exact DDP for a-biased majority rules). Fix two candidates {a,b} and A C
II({a,b}) with |A] < co. For any o € (0,1), the a-biased majority rule f¥ is (0,0, A)-eDDP for

all n, where .
0= max ©O 1 (B)a L=p o
p=n(a): TEA n « 1—« '

In particular, 6 = © <\/1/n> if there exists m € A with (a) = «; otherwise § = exp(—Q(n)).

Proof. For any m € A, let p = 7w(a). Let trails T, = {t:t=(k,n—k), k> an} and T, =
{t:t=(k,n—k), k <an}.

It follows that any histogram in T, results in a being the winner, and any in T, results in
b as the winner. Also, Equation implies we should not consider S = {a,b} nor S = 0
as otherwise that only gives us 6 = 0 (the default lower bound on ¢§). Thus, we only consider
S = {a} (when winner is a, corresponding to trail T,) or S = {b} (trail T;). Then Equation
becomes (we disregard the value of i since votes are i.i.d.):
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o= _ma [PrXNW(Hist()?) € T,|X; = a) — Pry__(Hist(X) € Tj|X; = ') } (Equation (3.7))
Jea, 733717/
= _mas [Pr(Hist(X') — Exit(T;)|X; = #) — Pr(Hist(X) = Enter(T;)|X; = )} . (LemmaB)
.je a, 7$7$/

We first discuss S = {a} whose corresponding trail T, starts at Enter(T,) = (n,0) and
exits at Exit(T,) = ([an], [(1 — a)n]). Here, x = a and 2’ = b maximize 4. Then,

Pr(Hist(X) = Enter(T,)|X; =b) = Pr(Hist(X) = (n,0)|X; =b) = 0,
and

Pr(Hist(X) = Exit(T,) = End(a)|X; = a)

= Pr(Hist(X) = ([on], [(1 - a)n))|X; = a)

= Pr(Hist(X) = ([an] — 1, [(1 — a)n]))
(n—1)!

fan — 1! [(1 — a)n]!

e [1 : (p”> o ((1_p>”J> m_am} (Stirling’s formula)

Vi \Tan—1] [(I—a)n
(L[ =)

The case for S = {b} is the same and Theorem [2| follows by maximizing ¢ over m € A.

]

3.4 The exact privacy of voting rules: general case

In this section, we apply the trails technique introduced in our previous section to the histogram
function Hist and a class of voting rules called generalized scoring rules (GSR) (Definition [7]),
both for arbitrary number of candidates. We first study the (¢ = 0,9, A)-exact DDP of the
histogram function Hist (Theorem [3)) in Section [3.4.1] Then, we characterise the (e = 0,4, A)-
exact DDP of GSRs (Theorem [4)) in Section [3.4.2] As corollary, this characterization holds for
most commonly-used voting rules (Corollary [2)).

3.4.1 The exact DDP of the histogram function

As a complementary result to our Theorem [I] on the DDP of histograms, we present the exact
DDP of Hist with e = 0. We show that the histogram function has eDDP of § = © <¢”) As

47



we see later in the section about the eDDP of GSRs, this is exactly the “worst case” privacy for
any GSR. This is intuitive: the privacy outputting the winner of an election should be at least as
good as outputting the histogram of votes (which usually contains more information).

Theorem 3 (Exact DDP of histogram). Fix ¢ > 2, U = {x1,--- ,x¢}, and A C II(U). If
ViVr € A wlx;] > 0, then for all n € N, Hist of n voters is (0, d(n) =06 (\/%) ,A) -eDDP.
Otherwise Hist is (0,1, A)-eDDP.

We begin with a proof sketch then proceed with the full proof.
Proof Sketch of Theorem[3 By definition of (¢)DDP, if there is some vote that has zero prob-
ability of being cast (which must the case if w(x;) = 0 for some m € A and xz;), then it must
be that 6 = 1 as Hist is a deterministic function. This is by the same reasoning as to why we

elect to use DDP instead of DP to analyze deterministic voting rules’ privacy. To sketch a more
intuitive version of the proof, we first present the case for ¢ = 2.

Lemma 4 (Exact DDP for histogram, when ¢ = 2). Fix U = {x1,x22} and A C II(U). The
histogram for n voters is (0,0(1/y/n), A)-eDDP.

Proof. Consider some m € A, and let p = m(a). Without loss of generality (WLOG), let x and
x’ of Equation ([3.6)) be x1 and x5 respectively (otherwise, rename them). Then, the maximizing
set S in Equation ((3.6)) is exactly the set of histograms such that

Pr (Hlst( () € S|X; = 21) > Pr(Hist(X) € S|X; = 1)

Since votes are i.|.d., these follow the binomial distribution (with n trials). Below we find that S
is the set of histograms (k,n — k) where k > pn.

Pr(Hist(X) = (k,n — k)| X; = 21) > Pr(Hist(X) = (k,n — k)| X; = o)
n— (n — 1)' n—k—1 (TL - 1)'
B g Ty TRl At A oy oy 7
= k>pn

Thus, S = {t = (k,n — k): k > pn}. This set forms a trail T which starts from Enter(T) =
(n,0) and exits at Exit(T) = (pn+ 1,n — (pn+1)). Thus,

= p" ' (1-p)

= Pr(Hist(X) € S|X; = 1) — Pr(Hist(X) € S|X; = z») (Equation (3.6))
— Pr(Hist(X) = Exit(T)|X; = 1) — Pr(Hist(X) = Enter(T)|X; = z,)  (Lemma )
— Pr(Hist(X) = (pn+ L,n— (pn+ 1))|X; = 1) — Pr(Hist(X') (n, )|X' 5)

_ n—pn—1 (n B 1)'
P i — pn — 1)
(When one vote is fixed to o, the probability of histogram being (n,0) is zero.)
= 0(1/y/n) (By applying Stirling's formula)

]
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The general case of ¢ > 2 can be extended from the above proof for ¢/ = 2, by also using
the trails technique. In this case, we again assume WLOG that x = z; and ©/ = z5. Let
t = (t1,--- ,t;) be the histogram, where ¢; counts the number of occurrences of x;. We observe
that, when votes are i.i.d, t3,---,%, are independent of ¢;,t5 when conditioned on the sum
s = t1 + to. This means that we can compute o for general ¢, as a sum

0= 0. Pr(Bin(n,m(x1) + 7(x2)) = s)

0<s<n

Where ¢, is the d-value for ¢ = 2, when there are s votes. Using Chernoff bound we see that
Bin(n, m(z1) + m(xs)) is concentrated at its mean n(7w(z1) + 7(x2)). Plugging in the result for
(=2 wegetd=0 (ﬁ) This is ©(1/y/n) when 7(z;) + 7(x2) > 0 (recall these
probabilities are constants). O

3.4.1.1 Full proof of Theorem

Below we present the full proof of Theorem [3] using Lemma [4] which showed the case for ¢ = 2.

Let pmin = mingeaizjeiq(m(x;) + m(x;)). By definition of (¢)DDP, if there is an z;, 7 € A
such that m(x) = 0 then only 6 = 1 satisfies the inequality in the definition of (¢)DDP. Thus,
below we will assume that for all z, mw(z) > 0, and thus py, > 0.

Proof of Theorem|[3, Exact DDP of Histogram. Consider any m € A, and let p; = m(x;). Like
in the ¢ = 2 case, without loss of generality, we can let x = z; and =’ = x5 (otherwise, rename
them). Then, the maximizing set S (similar to when ¢ = 2) is exactly the set of histograms such
that

Pr (Hist(X) € S|X; = 21) > Pr (Hist(X) € S|X; = z2)

X~ X~
(We will implicitly assume X ~ 7 from now on) Since we have i.i.d. votes, the histogram
follows the multinomial distribution (with n trials). For any 0 < s < n, (ts,--- ,t;) where
ts+---+tpr=n—s, and k < s:

— —

Pr(Hist(X) = (k,s — k,t3,--- ,1,)|X; = 1) > Pr(Hist(X) = (k,s — k, t3, - , )| X; = x,)

k—1, n—k, t3 tp (n_ 1)' k n—k—1_ts to (n— ].)‘
L T TR 5 T DU Rl I Ry Ry S YT X PN BN
D2 D1

>_
s—k k

k:>( P1 )s
D1+ P2

Thus, the set S — {t:(k,s—k,tg,--- ) k> ( n >s}

p1+p2
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Let p = m’j:m. For each 0 < s <n and (t3, - ,t;) whichsumton —s (i.e. t3+ -+, =
n—s), let T t,,.. +,) be the trail starting from Enter(T, «, ... +,)) = (5,0,t3,--- ,t;) and exiting
at Exit(T, .. 1)) = (ps+ 1,5 — (ps +1),t3,--- ,tg). The set S then can be partitioned into

such trails. Thus,

§ = Pr(Hist(X) € S|X; = z;) — Pr(Hist(X) € S|X; = z,)
= ) Pr(Hist(X) € T,y 0| Xi = 21) — Pr(Hist(X) € T, (15,0 1) | Xi = 22)

To (g0 1t0)
= Y Pr(Hist(X) = Exit(T, .. o)) | Xi = 71)
Toia i)
— Pr(Hist(X) = Enter(T&(tS’...’tZ))D?i = Z9) (By Lemma [3)

=2 2. Pr(Hist(X) = (ps + 1,5 — (ps + 1), t3, -+ , 1) | X; = 1)

0<s<n (t3,~'-,t[)
t3+-4tp=n—s

— Pr(Hist(X) = (5,0, 15, , )| X; = 22)

Now let us consider these two probabilities. Consider the distribution )?,i, which is X but
without the ith row. Let the random variables of the individual components of Hist(X_;) be
(a1, -+ ,a). Since votes are i.i.d., for any (t1,--- ,t),

Pr(Hist(X) = (t1, -+, t0)|X; = 1)
= Pr(Hist(X_;) = (t; — L, to,t3,- -~ , 1))

—

=Pr((ay, -+ ,a¢) = (t1 — 1, ta,t3, - ,ts)) (Recall these a's are components of Hist(X _;))
=Pr((ay, -+ ,a0) = (t1 — L, ta,t3, -+ ,te)|ar + as = s) X Pr(a; + as = s)
= Pr((a1,a9) = (t1 — 1,t3) |a; + az = s)
x Pr((as, -+ ,a¢) = (t3,- -+ ,to) a1 + ag = s) X Pr(a; + as = s)
(By Lemma [5| proven below, (ai,as) and (as,--- ,a,) are independent conditioned on a; + ay = s)

Similar to the ¢ = 2 case, Pr(Hist(X) = (s,0,t3,--- ,£)|X; = 25) = 0. This is because

when one vote is fixed to x, it is impossible to have zero in the second component in the
histogram (which is the number of occurrences of z3). Thus,
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J = Z Z Pr((ai,a2) = (ps,s — (ps+ 1))|a; + az = s)

0<s<n (tg,'",tg)
t3+-tt—n—s

x Pr((ag, - ,ap) = (t3,--- ,te)|ar + a2 = s) X Pr(a; +as = s)
= Z Pr((ay,as) = (ps,s — (ps+ 1))|a1 + az = s) X Pr(a; + as = s)

0<s<n

X Z Pr((a?n T 7a€) = (t?n T 7t5>|a'1 +ax = 8)

(t3,+5te)
tz+-Ftp=n—s

(Factor out the common terms Pr((ay,az) = (ps,s — (ps+ 1))|a; + az = s) and Pr(a; + az = 3))
= Z Pr((ay,as) = (ps,s — (ps+ 1))|a1 + az = s) X Pr(a; + as = s)

0<s<n
(For any s, the second sum equals one.)

Where Pr((a1,a2) = (ps, s — (ps+1))|a1 +as = s) is the § value for histogram when ¢ = 2,

the vote distribution is ' € II({x1, 22}), where 7'(z1) = 2L, and number of voters is s (we

refer to Lemma |4f of the ¢ = 2 case for this claim). We denote this § by d,. Moreover,

Pr(a1 +ax = 3) = Pr(Bin(nvpl +p2) = S)

We denote p’ = p;+p2. Then, Bin(n,p’) is the binomial distribution with 7 trials and probability
P’ = p1 + po (recall that p; = 7w(x;)). Then

§= Z ds Pr(Bin (n,p’) = s)

0<s<n

= Z Pr (Bin (n,p) = s) x §, + Z Pr (Bin (n,p) = s) x J,

s< (1—\/§>np’
3
4

s>(1+
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Lower bound of §:

5> Z Pr (Bin (n,p') = s) x 4,

Z Pr (Bin (n,p') = s)
e
(s

(05 decreases with larger s (more votes implies more privacy), so 6(1+\/§)np/
4

= 5(1+\/§)np, X [1 —Pr <Bin(n,p’) > (1 + \/iﬂ}?’)) —Pr (Bin(n,p’) < (1 - \/inp’>>}

By Chernoff bound for binomial distribution, for any 0 < 5 < 1, we have:

52
s<
is the minimum.)

2
e 3
2

=)
=

IN

Pr (Bin (n,p') > (1+ 5) 1)
Pr (Bin (n,p') < (1 - 8) )

=)
=

e

v ‘

IN

Where o = np' is the mean of Bin (n,np’). Now let 5 = /2, which is between 0 and 1. Then,

1> [1 —Pr (Bin (n,p") > (1 + \/g) np’) —Pr (Bin (n,p) < (1 — \/%) np’)
1

>1- e"ih —e
e
(For large enough n, np’ > 1, so e < e1/2 and e < e73/?)
S22y L
- — 10
Which means ll—Pr (Bin(n,p’) > (1 + \/é) np’) —Pr (Bin(n,p’) < (1 — \/g) np’)] =

o(1).
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By Stirling formula, we have

(-
)

=0

:@(

6<1+

oo

1

N

(Recall we assumed the maximizing x, 2z’ are x1, z3, up to renaming the z;'s, and that p’ = p; + ps)

° ()

Which gives us the lower bound § > © (
Upper bound of 4:

1
/"Pmin

).

Pr (Bin (n,p') = s) x 4,

Pr (Bin (n,p/) = s) X O
s<(17\/g)np/
s>(1+\/g)np/

Since 05 < 1 for all s and

2

—~
—
|

»w  ®
IN IV

~— —
S
i

—~
—
+

T W

S max (63 + Z
(=) <5 <(1y/3) s<(1-y/)mf
s>(1+\/§)np’
. / 3
<6 + e g
=y T
<9 + -
=) np/

(In general, pin = mingzjcp(pi + p;)-)

Pr (Bin (n,p/) = s)

) np’> + Pr (Bin (n,p') > (1 + \E) np’>

(By Chernoff bound for binomial)

n / 3n /
(Since np’ > 0, both e‘Tp,eTp <

)

1—,/-3

4

By Stirling's formula, 5(
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As is with the lower bound, in general (without assuming (x,2’) = (x1,x2)), we have p’ =

[ mini;éje[z](pi + p;). Since both lower and upper bounds of § are @( /_1 ) 0 =

MNPmin !
o (ﬁ) =0 (\%) as Pmin IS @ constant. =

We now present the lemma on conditional independence which is used in the proof of Theo-
rem [3

Lemma 5 (Conditional independence). Let U = {1, -+ ,x,} and 7 € A(U). Let #x; denote
the r.v. of the number of occurrences of the vote x; in w. Then, for all 0 < s < n, the random
variables (#x1, #x5) and (#x3,- - ,#x,) are independent conditioned on #x1 + #x3 = s. In
other words, for any (ty,--- ,t;) such that ) .t; = n, we have

PI’((#(El, te ,#-’Eé) = (th' t até) | #fEl + #xQ - 5)
=Pr((#z1, #x2) = (t1,t2) | #x1 + #22 = 5) X Pr((#2a3,- -+, #x0) = (t3,- - ,te) | #x1 + F#22 = 5)

Proof. We equivalently show that

Pr((#as, - #wg) = (t3,- -+, te) | #a1 + #22 = 9)

’ 3.9
 Pr(g, e s B) = (t e o) | w1+ fws — A (o, dows) = (tta)) )

Now, conditioned on there being exactly s people who voted x1 or xs, let D1 > Dy > -+ > D
denote the random variables of the indices of the votes in the profile which voted for x; or x5, in
ascending order. By total probability, the left hand side of Equation [3.9is:

Pr((#x3,--- ,#x0) = (t3,--- ,te) | #x1 + #1223 = 5)
= Z Pr((#x3a"'7#$€):(t3a"'at€)|#$1+#x228/\(D17"'7Ds):(d1)"'ads))

di>dg>-->ds
x Pr((Dy,--+,Ds) = (ds,- -+ ,ds) | #x1 + #x2 = 5)

We already assume there are exactly s votes for z; or xs, so

PI‘((#{I}S,-” 7#3:() = (t37”' 7t€) | #xl +#$2 == S)
= > Pr((#as, o Fw) = (s, ) | (Dr,oo,Dy) = (dy, -+, dy))

di>dz>->ds
X PI'((Dl, ce ,Ds) = (dlv e 3ds)>

The right hand side of Equation 3.9 is:
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Pr((#x3,- -+, #xg) = (t3,--- ,te) | #w1 + #22 = 5 A (F21, #22) = (t1,12))

= Pr((#x3, -, #we) = (L3, ,te) | #x1 + #22 = 5 N\ (21, #22) = (11, 12))

=Pr((#z3,- -, #x0) = (3, te) | (Fz1, #232) = (11, 12)) (Since we assume t1 + ty = s)

= Z PI‘((#{L‘g’-” ,#$g):(t3,"' 7t€) | (#xla#fo):(t17t2)/\(D17"' 7DS):(d17'” 7ds))

d1>do>>ds

X Pr((Dy,--+,Ds) = (d1,- -+ ,ds) | (#x1,#x2) = (t1,t2)) (By total probability,)

Since each vote is independent, (#x3,--- ,#x,) is independent of (#x1,#x5). Moreover,

the vote indices (D, -+, Dy) are independent of (#x1,#x2). As votes are i.i.d., (#x1,#x2)
does not depend on the value of (dy,--- ,ds). Thus,

PI‘((#Z’37 e ,#%'[) = (t37 o 7t5) | #$1 + #'TQ =SsA (#xb#xQ) = (t17t2))
= Z Pr((#[ﬁg,"',#l'g):(tg,"‘,tg) |(D1a"'7Ds):(d17“'7d8))

d1>do>>dg

x Pr((Dy,-++,Dy) = (dv, - ,dy))

This concludes that the left hand side and right hand side probabilities of Equation [3.9| are

equal. The random variables (#z1, #x2) are independent conditioned on (#x1, #x2).
]

3.4.2 The exact DDP of GSRs

In this section we characterize the privacy of a class of voting rules called generalized scoring rules
(GSR). Recall that a voting rule f¥ is a GSR if (1) the votes are rankings (linear orders) over the
candidates, and (2) can be described using functions f95", g9". Roughly, the function f9°" takes
a vote and outputs a vector of numbers called the score, and ¢9°" outputs the winning candidate
from the sum of the score vectors of all votes. Most popular voting rules (i.e., Borda, Plurality,
k-approval and ranked pairs) are GSRs. See Example[l]and Example [2]in the preliminaries (Ch.
for f9°7, g9°" for plurality rule and majority rule.

We now define a set of properties of GSR voting rules to present our characterization of eDDP
in Theorem [4} canceling-out, monotonicity, and local stability.

Remark about f”(m) notation: In the following section, we will slightly abuse notation by
also defining voting rules f* on weighted profiles (where votes are weighted by a real number)
denoted with lower case vector notation e.g., p. This is possible for all GSRs due to the linearity
of f9°". We also consider f”(m) when 7 is a distribution, which denotes the output of f* when
the voters cast fractional votes according 7.
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Definition 20 (Canceling-out, Monotonicity, and Local stability). A voting rule fv satisfies
canceling-out if for any profile X, adding a copy of every ranking does not change the winner.
That is, f*(X) = f7(X U L(C)).

A voting rule satisfies monotonicity one cannot prevent a candidate from winning by raising
its ranking in a vote while maintaining the order of other candidates.

A voting rule f satisfies local stability if there exist locally stable profile. A profile X* is
locally stable (to f*), if there exists a candidate a, a vote/ranking W, and another vote/ranking
V' that is obtained from W by raising the position of a without changing the order of other
candidates, such that for any X’ in the ~ neighbourhood of X* in terms of L., norm, we have
(1) f(X') # a, and (2) the winner is a when all votes I/ in X’ are replaced by V.

We also define what it means for a distribution to be unstable for a GSR f*.

Definition 21 (Unstable distributions). Given a GSR f", a distribution 7 over U is unstable, if
for any € > 0, there exists 7 and ¢ with ||p]|2 = ||¢]|2 < €, such that fU(7 + @) # f*(7m +p) (i.e.,
the winners are not the same if the fractional profile is slightly perturbed), where || - ||2 is the
{5-norm.

Theorem 4 (Dichotomy of exact DDP for GSR). Fix m > 2 and A C II(L(C)) with |A] < occ.
For any n, any GSR fV that satisfies monotonicity, local stability, and canceling-out is (0,0, A)-
DDP, where § is

e O(4/1/n), if A contains the uniform distribution over L(C), or
o cxp(—§2(n)), if A does not contain any unstable distribution.

We first sketch the proof below.

Proof sketch for Theorem[4. We first prove the § = exp[—()(n)] case. Recalling Sec. and
the proof of Theorem , we know that 0 is closely related to the probability of End(a) for some
a € C, where intuitively, End(a) is the set of profiles that, if some votes are changed, a is
no longer the winner. It turns out that this is also the case for any GSR f" that also satisfies
monotonicity. For a preference profile P, let P — V' be shorthand for “P minus a vote V" (if P
has a vote V'), and P + W shorthand for “P with an additional vote W". Applying our trails
technique, we have
§ < max Z Pr(P-V),
PcEnd(a)

where V' is a vote s.t. there exists vote W with fY(P —V + W) # a. Thus, we know 0 is upper
bounded by the probability of all profiles (P — V') being “close” to a tie of voting rule r. For
any unstable distribution 7, we can prove that the center of 7 is reasonably “far” away from any
profile in End(a) (or “far” away from any ties). Then, the exponential upper bound follows after
Chernoff bound and union bound. The proof for this part is similar to the analysis of probabilities
of tied profiles as in [127].

We now move on to the 6 = ©(y/1/n) case. The upper bound O(y/1/n) also derived
from the trails technique’s result: § < max, ) pcppaq Pr(2 — V). The general framework of
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our proof is similar with the § = exp|[—€)(n)] case. Since adding any vote to a uniform profile
results in a new winner, we know the uniform distribution of preferences is always an unstable
distribution when requirements in Theorem [4] are met. Thus, we can prove that the center of the
profiles’ distribution (multinomial distribution in m!-dimensional space) is “close” to a tie. Then,
we apply Stirling’s formula to each trails and give an upper bounds to Pr(P — V') for profiles
P € End(a).

For the lower bound Q(4/1/n), canceling-out and local stability properties are used to con-
struct a “good” subset of profiles. At a high level, canceling-out ensures that the constructed
subset is large enough, and locally stability ensures the trails constructed from the selected sub-
set is long enough. Our subset is contracted by certain profiles with O(y/n) distanceE] from the
center of profile distribution in the direction of local stable profile. Giving a lower bound to the
Pr(P — V') for any profile P in our selected subset is the most non-trivial part of this proof and
is quite different from the proof in [127]. Unlike the profiles P in our selected subset of profiles,
P — V do not necessarily concentrated in a specific region in the space of profiles. Here, we
use a non-i.i.d. version of Lindeberg-Levy central limit theorem [78] to analyze the multinomial
distribution of m/! kinds of votes.

]

We provide the full proof for Theorem 4| below.

3.4.2.1 General notation used in the proof

Throughout the proof in Theorem [4, we will use 7 to denote the probability distribution in each
vote, given the (i.i.d.) profile distribution D, and =[j] denote the probability of j-th kind of
ranking. We denote by P[V] as the number of V' votes in P and P[j] the number of j-th type
of vote in P. For any P € R,, let Piv(P) = End(a) N Tpyw. denote the intersection of
End(a) and the V-W trail starting at P. That is, Piv(P) = P 4+ [(V — W) for some [ € Z,
r(Piv(P)) = a, and r(Piv(P) — V + W) # a. Recall P+ I(V — W) means adding [ votes of
type V to, and removing [ votes of type W from profile P.

3.4.2.2 Full proof for Theorem @

Proof of Theorem[4, (Exact) DDP for GSR. To present the result, we first introduce an equiva-
lent definition of GSR that is similar to the ones used in [Xia and Conitzer, 2009; Mossel et al.,
2013].

Definition 22 (The (H,gy) definition of GSR). A GSR over m candidates is defined by a
set of hyperplanes H = {hy,...,hg} € R™ and a function gy : {+,0, =} — C. For
any anonymous profile (recall GSRs are anonymous voting rules) 7 € R™, we let H(p) =
(Sign(hy - p),...,Sign(hg - P)), where Sign(z) is the sign (+, — or 0) of a number z. We let
the winner be gy (H(p)).

2we use ¢, distance in the m!-dimensional space of profile.
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That is, to determine the winner, we first use each hyperplane in H to classify the profile p, to
decide whether pis on the positive side (+), negative side (—), or is contained in the hyperplane
(0). Then gy is used to choose the winner from H (). We refer to this definition the (H, gy)
definition. In the next claim, we show the equivalence of two definitions of GSR.

Claim 1. The (H,gy) definition of GSR is equivalent to the (f9°", g%") definition of GSR in
Definition [

Proof for Claim[I. We first show that any (H, gi) GSR can be represented by a (f9°", g9") GSR
in the following way: for each ranking V', we let f9°"(V) = (f_il @ hy - ... bR - ev,0).
Then, the ¢7°" function mimics gy by only focusing on orderings between the kth component
of f9"(P) and the last component, which is always 0, for all & < R. More precisely, ordering
between the kth component of f9"(P) and 0 uniquely determines Sign(hy, - 7).

We now prove that any (f9%", g%") GSR can be represented by an (H,gy) GSR. For any
pair of distinct component ky,k; < K, we introduce a hyperplane fj, 1, = ([f" (V)]s —

[£95" (V)]s )vec(cy. Therefore, for any profile 5, g, s, - 5 = [f9 (B)y — [f* (9)]r,- The sign
of hy, k, - P corresponds to the order between [f9°"(p)]x, and [f9°"(p)]k,. Then, gz mimics g?°".

(End of Claim [1] proof)
[

For the remainder of the proof we will mainly work with the hyperplanes definition. Below,
we define some general notation that will be used for the proof.
We will characterize eDDP under uniform distribution and give an exponential upper bound

on DDP under some other distributions. For any pair of 7 and h, we let Dist(7, h) H7;L\}IL to

denote the distance between hyperplane h- p = 0 and vector 7.
We first show that w.l.0.g. we can assume that all hyperplanes in H passes 1.

Lemma 6. A GSR satisfies canceling-out, if and only if there exists another equivalent GSR
r = (H, gg), where all hyperplanes pass 1.

Proof. The “if" direction is straightforward: If hyperplanes in H pass 1, i.e. h-1 =0, then
adding one vote of each type (i.e., adding a vector I to the profile) does not change the winner—
which is exactly the definition of canceling-out. To prove the “only if" part, it suffices to
prove that gy does not depend on outcomes of hyperplanes in H that does not pass 1, i.e.,
h- f;é 0. W.lLo.g. let El € H denote the hyperplane that does not pass I. We will prove that
forany @_; € {—1,0,1}*71 and any uy,u} € {—1,0, 1}, such that there exist profiles P, Q with
H(P) = (uy,1_1) and H(Q) = (u},1_1), we have gg(uy,i_1) = gu(u}, d_1).

For the sake of contradiction, suppose this does not hold and let P, () be the profiles such
that H(P) and H(Q) differ on the first coordinate, and r(P) # r(Q). Then, for sufficiently
large n we have that H(P + nL(C)) = H(Q + nL(C)). This is because for any i € H that
passes 1, we have h- (P +nL(C)) = h-P = h-(Q+nL(C)). Forany h € H that does not
pass 1, we have i - (P +nL(C)) = h- P+ nh -1, and when n is sufficiently large, the sign of
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h- (P +nL(C)) is the same as the sign of nk - 1, which is the sign of & - (Q + nL(C)). This
means that Sign(h - P) = Sign(h - (P +nL(C))) = Sign(h - (Q +nL(C))) = Sign(h - Q),
which is a contradiction.

(End of Lemma [f] proof)
OJ

Let f¥ be a GSR (which can also be equivalently described by the hyperplanes definition as
r = (H,gg)), P* be the locally stable profile and a be the candidate, V, W be the rankings as in
the statement of Definition 20, W.l.0.g. suppose V' is the first type ranking and W is the second
type ranking. In other words, V' (respectively, W) is the first (respectively, second) coordinate in
the n-profiles space. We will show that the exact DDP bound is achieved when S is the set of
all profiles where the winner is a.

We recall that for any profile P, a pair of different votes V,W. and a length ¢ € N, Tpy
is the trail starting at P, going along the V' — W direction, and contains ¢ profiles. We let
Tpvwe = max, Tpyw, denote the longest V — W trail starting at P. For a GSR f*, we define
End(a) below. As we see, there are no W votes in End(a).

Definition 23 (End(-)). Let f* be a GSR and a be a candidate. We define
End(a) = {Exit(Tpvwe) : VV,W €U, f°(P) =a}

(V, W, X, 3)-trail T, ;, with () Histograms where

#V Enter(T,) = (7,0,0), Exit(T,) = (5,2,0) a is winner
A Histograms where

b is winner

(V, W, X, 3)trail T, with

Enter(T,) = (4,0,3), Exit(T,) = (2,2,3)

(V. W, X, 8)-trail T, ;- with
Enter(T,) = (2,5.0), Exit(T,) = (0,7.0)

Figure 3.2: Example of End(a) and End(b), for 3-candidate case. The 3 kinds of votes other
than V. W and X are not shown to simplify notations. Number of unshown votes are considered
as constant.

Because f" satisfies monotonicity, for any profile P such that fY(P) = a, we must have that
a is the winner under all profiles in the V-W trail starting at P. Therefore, S can be partitioned
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into multiple non-overlapping trails, each of which starts at a different profile, where «a is the
winner, and a is no longer the winner if we go one step into the W-V" direction. Formally, we
let End(a) (shown in Figure denote all n-profiles P such that (1) fY(P) = a and (2)
fP(P+W —V) # a. Then, we define a partition S, as follows.

So=A{P:f'(P)=a}= |J Trvwe

PcEnd(a)

It follows from Lemma [ that

Pr(P eS| X, =V)—Pr(Pe &)X, =W)= > Pr(P -V).
PeEnd(a):P(V)>0

Below, we will define a set of size-n profiles (which we abbreviate as n-profiles), i.e. profiles
with n votes R,,, and prove the lower bound with respect to it. For a locally stable profile P*
(with constant «y in the statement of Definition , let po = P*— 1 ﬁ—,l That is, py be obtained
from P* by subtracting a constant in each component, such that py- 1 = 0. For any n, we define
R, to be the set of n-profiles that are in the 7y/n neighborhood of 2 - T+ p,- Vnowert. Ly
norm for last m! — 2 dimensions. Formally:

Rn:{P:P[V]ZOandwzs,

Pl = (25 +wli) - va) | < v}

We next prove that the number of V' votes in Piv(P) (defined in Sec. [3.4.2.1)) and the
number of W votes in Piv(P) are close—the difference is O(y/n).

Claim 2. For any P € R, we have |Piv(P)[V] — Piv(P)[W]| = O(/n).

Proof. We use the hyperplanes » = (H, gy) notation for a GSR f*. Let QT = Piv(P) and
Q- = Piv(P) — V + W. We note that Piv(P) is at the boundary of S, which means that
r(QT) # r(Q~). Therefore, we have a GSR, the line segment between Q* and Q~ must contain
the intersection of Tpyw. and a hyperplane h € H. Therefore, it suffices to show that the
difference in number of V' votes and number of W votes at the intersection of Tpy o and any
hyperplane % is O(y/n).

We recall that by Lemma @ all hyperplanes for 7 pass 1. For any h € H, we recall that we
assumed that V' and W corresponds to the first and second coordinate, respectively. Because
he(P+1(V—W))=0, we have (hy — )l =h-P=h-(P—1-2)=0(/n). This means
that |I| = |Piv(P)[V] — Piv(P)[W]| = O(yv/n).

(End of Claim [2| proof)
O

Claim 3. For any P € R,,, there is a V-W trail passing P.

60



Proof. According to the canceling out property of r, we can construct profile P’ =P- IP*“f
which is equivalent to P. For any profile P € R,,, we have ‘P (m, + poly )] < 7\/_
which is equivalent with |P'[j] — P*[j] - v/n| < vy/n (recall P[j] is the number of jth type of
vote in profile P), which means \% is in the ~ neighbourhood of profile P* in terms of the 3-rd
to m!-th dimensions. According to the (H, gy) definition of GSR, we know r(P*) = r(P’) and
the claim follows by local stability of P*.

(End of Claim [3] proof)
]

We will show that the probability of a subset of End(a)—the pivotal profiles on trails starting
at profiles in R,,—is ©(1/4/n) for the condition that 7 is uniform over U. Let R, C R™~% and
for any p_ € R,,, we define Piv(p_) = Piv(P), where P € R,, and P[3,...,m!] = p_.

> Pr(P-V)= ) Pr(Piv(P)-V)

PcEnd(a) PER,

- > (Pr(P[B, oml] = 7)-

F_€R7,|P|=n—1

s

Pr(P[1] = Piv(7_)[1] — 1, Pr(P[2] = Piv(F_)[2]|P[3, ..., m!] = ﬁ,))
= ) A®F)BG-)

P-€ERy,|Pl=n—1
where A(p_) = Pr(PI[3,...,m!] =p_) and
B(7-) = Pr(P[1] = Piv(7.)[1] - 1, Pr(P[2] = Piv(7)2|P[3, .., m!] = 7.)
It follows that B(p_) is equivalent to probability of flipping a coin (% probability for head)

for Piv(p_)[1]+Piv(p_)[2] —1 times, with Piv(p_)[1] —1 heads and Piv(p_)[2] tails. The next
lemma gives a lower bound to 3 - pj—,_1 A(P-)B(p-) when m is a uniform distribution.

Lemma 7. > - p_,  A(P-)B(-) =Q <\/Lﬁ> if ™ is uniform over U.
Proof. We first bound the total number of V and W votes in P € R, in the next claim.
Claim 4. Piv(p_)[1] + Piv(p_)[2] — 1 =0O(n) forall p_ € R,,.

Proof.
Piv(p)[1]+ Piv(7 )2 - | = > [Pl - | < Z (Wi RIVA) < 6+ Dy
(End of Claim (4] proof)
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]

According to Claim |2| & , we know that B(p_) is equivalent to probability of flipping a fair
coin for % + ¢14/n times and get o+ c2v/n, where ¢; and ¢, are bounded constants. In the

next claim, we give a tight bound to B(p_) for uniform distributed entries.
Claim 5. B(p_)=© <\/g> forany p_ € R,

Proof. Letting n’ = % + c1v/n, ¢ = ¢, — % and assuming n’ is a even number, for the lower
bound, we have,

2

() (E D) () (o
" n' %’x---x %—C’W
BIREAR (eSS

v
N 1/ n n’/Z—C/W
27 \n'/2 n'/2

1
=0 (%) (applying Stirling’s Formula)

=[S

(3.10)

Upper bound can be obtained using similar technique as lower bound.
(End of Claim [5| proof)
]

The next claim gives a lower bound on » . - A(p_). The proof uses the main technique
of Lindeberg-Levy Central Limit Theorem [78].

Claim 6. > . .- A(p_) =Q(1).

Proof of Claim[@ We first define a set of m! — 2 dimensions random variables that Y, =

(Yi[1],--- ,Y;m! —2]), where Y;[j] = 1 if ranking j happens to i-th row and Y;[j] = 0 oth-
erwise.
According to the definition of profile, we have P[j + 2] = Z?ZlYi[j] and E(P[j]) = &

for uniform case. We further define a m! — 2 dimensional random vector @ such that «[j] =
(Plj + 2] — &) /\/n, which is the scaled average of Y7, ---,Y,. According to Lindeberg-Levy
Central Limit Theorem [78], we know that the distribution of # converges in probability to
multivariate normal distribution N'(0,Y), where

m—1 - __1 . __1_

(m!)2 (m!)2 (m!)2
1 mi—1 1

s _ | @ e G2
I T S
(m!)? (m!)? (m!)?



Since each diagonal element in X is strictly larger than the sum of the absolute value of all
other elements in the same row, we know that X is non-singular according to Levy-Desplanques
Theorem [86]. According to Varah et al. [123], we obtain a bound on ©7!'s L, norm as,

1 (m!)?

127 e < <5
min, (|En'| — D i |Ez'j|)

For any m! — 2 dimensional random vector « constructed from a profile P using the procedure
that @[j] = (P[j + 2] — ) /v/n, we have,

PeR, ifandonlyif @eU=/{a:ilj]—plj)l <, Vi€ m -2}

Thus, for all @ € U we know about its Probability Density Function (PDF) that,

1 1
PDF(’J) = TGXP <—§ﬁTz_1ﬁ)
(27T) 21X
_ =T 1-
- (zw N (__lu = u')
L
T 2|Z|exp( 5 @870 - ||u|]1> (Holder's Inequality)
7-(- m
1
s o (gl 15
. 1 { (( ))}—Iﬂlﬁo
————— [ €X
COEE AN
— Q).

Thus, letting Vol(-) be the volume function,
> A(po) = Vol(U) - min PDF (7) > =2 0(1) = Q(1).
P-E€Rn
(End of Claim [f] proof)
OJ

Lemma [7] follows be combining Claim [6] and Claim [5]
(End of Lemma [7] proof)
[
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Let P, =V mean to set one vote in profile P to V. Recalling Lemma [3] for the case that 7
is uniform over all rankings, we have,

J = max Pr(f*(P) € S|P, = x) — Pr(f*(P) € S|P, = 2')

<Pr(f*(P) € So|P, = W) — Pr(f*(P) € S.|P = V)
1

= > Pr(P—V):Q(%>.

PcEnd(a)

Then, we derive an upper bound of § using the similar technique to proving the lower bound
(7 can be non-uniform for this bound). We first give a definition of R/, a subset of n-profile
space (i.e. the space of profiles with n votes), where event P € R/, will be proved to happen
with high probability. Formally,

Rl ={P:P[V]=0and V¥j > 3,|P[j] — (n-7[j])| <n**}.

Then, we recall Lemma , for the case that 7 such that min; 7[i] > 0, we have,

J = max Pr(PeS|PL=V)-Pr(PeSIPL=W)

<maXZPrPES]P1 V) — PI"(PGSi|P1:W):Z Z Pr(P —V).

=1 =1 PcEnd(z;)

where S; = {P : r(P) = x;} = UpeEnd(%) TPvweo-
The next claim gives an upper bound to > - A(p-).

Claim 7. 3 g A7) = 0 ()

Proof. Let Y(i) "the i-th agent gives vote of type j. One can see that P[j] = > ", Yj(i),
E(P[j]) = mr[ | and Var(P[j]) = nz[j](1 — @[j]). Thus,

(End of Claim [7] proof)
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]

Then, all we need is an upper bound on B(p_), and we first prove that the length of V' — W
sequence is ©(n) for all P € R,.

Claim 8. Piv(7_)[1] + Piv(5_)[2] — 1 = O(n) forall P € R...

Proof.
Piv(p) (1] + Piv(p)[2] ~ nl7#W] + AV = Y|P — n-7lj)l < 3o n¥* < bl

(End of Claim (8| proof)
O

The next claim gives am upper bound on the number of pivotal profiles sharing one End.
Claim 9. For any profile P in R!,, there are at most |H| pivotal profiles following V- — W
direction.

Proof. We know from the (H, gy) definition of GSR that r's output only changes while passing
at least one hyperplane. Considering a trail Tp, enter at (Fy[l] + Fy[2],0, B[3],- -, Po[ml!])
and exit at (0, Py[1] + Fy[2], Fo[3],- - - . Po[m!]) (Fo is an arbitrary n-profile). Thus, there are at
most |H| pivotal profiles sharing the same end point because Tp, passes hyperplanes at most
|H| times.

(End of Claim [9] proof)
]

Using the partition of R/, and arbitrarily selected candidate a, we have,

Y Pr(P-V)<[H[| ) Pr(Piv(P)-V)+ > Pr(Piv(P)—V))

PeEnd(z;) PeR!, PcEnd(z;)\R!,

<|H| > A@E)B(-)+ > A(ﬁ)B(ﬁ>)

P-€Ry |Pl=n—1 P-¢Ry |Pl=n—1

<|H| | max BGL)- Y A@)+ max B Y. A(ﬁ))

i ERy p— Ry
P-€Rn 7R p-¢ PRI

_ (;ﬁ) L0(1) +0(1)-0 (%) (By applying the above Claims)

o)
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Then, using the same technique of Claim [5 we know that,

B(p-) =06 (\/I> forall p_ e R,
n

Thus, combining all results above, we have,

<> > Pr(P-Vv)=> Y )Pr(P—V) =0 (%)
=1 PecEnd(z;

i=1 PcEnd(z;)
Next, we will give a exponential (tighter) upper bound on § when 7 does not belong to any
hyperplanes. We first give a generalized definition of a pivotal profile.

Definition 24 (Generalized pivotal profile). A profile P is a (generalized) pivotal profile if there
exist pair of votes V' and W such that r(P) # r(P —V + W).

Then, we define a distance function Dist*(P, h) to be a generalized distance between profile
P and hyperplane h. We define

Dist*(P,h) = inf ||P — P'||,,
Peh
where h = {P € h: 3 unit vector €s.t. r(P' — &) #r(P'+&)}. In the next lemma we will

show generalized pivotal profiles only lays close to hyperplanes. We also also define the distance
function Dist(-, ) below:

=

P
(|2

1. For hyperplane h and a point (n-profile) P, Dist(h, P) = , which is the Euclidean

B

|
distance between P and hyperplane h - p'= 0.

2. For 2 points (n-profiles) P, and P,, Dist(h, P) returns the Euclidean distance between P;
and Ps.

Claim 10. For any GSR represented by r = (H, gy;) and one of its generalized pivotal profile P,
there must exist one hyperplane h € H such that Dist(h, P) < /2.

Proof. Recalling the definition of generalized pivotal profiles, we know the GSR winner will change
at the 1 neighborhood of P. Thus, there must exist a hyperplane A € H and pair of votes V, W

such that Sign [E : P} £ Sign [ﬁ (P+V - W)} and Dist(h, P) < Dist(P,P +V — W) =
V2.
(End of Claim [10] proof)

]
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Lemma 8. Let D be the distribution on profiles (databases of votes), where each entry is
iid according to distribution T over linear orders on m candidates. Then GSR r(H, hy) is
(0,6, A ={(D,0)})-DDP when only the winner is announced, where

exp | — [minge  Dist*(7, h)]2 -n
p < 3(m')2 (maXie[m!] ﬁ[l]) )

0=0 =0 [679(”)} .

Proof. We first define the set of all generalized pivotal profiles Pp;,. For any P € Pp;,, we
know that there exist hyperplane h € H such that Dist*(h, P) < v/2. According to triangular
inequality, we have Dist*(n7, P) > Dist*(n#, h) — Dist(h, P) > nDist*(7, h) — v/2. The

second > sign comes from the fact that all hyperplanes passes 0. Thus, there must exist one
dimension j that |P[j] — n7[j]| > W Then, we bound § as,

J = max [Pr(P € S| X1 =V)—Pr(P e & X, =W)]

< Z [m‘ax Pr(P € Ppy| Xy = V)}

PePpiy

> nDist (7r,'h) — \/§‘X1 _ V)
m!

> nDist*(7, h) — V2 B 1)

m!

. n)] by applying Chernoff bound.

[mingey Dist*(7, h)]°
exp | — =
3(m!)? (max;epmy 7i])

(End of Lemma [8] proof)
]
Theorem [4] follows by combining all three bounds derived above.

(End of Theorem 4| proof)
[

3.4.3 Exact privacy: GSR examples

We first use a simple example of the plurality rule (i.e. 0.5-biased majority rule) to show the
results in Theorem |4 matches the 2-candidate results in our previous section.

Example 4 (Example of Definition [7] and Theorem [A). Let U = C = {c1, 0}, V = [¢1 >~
c2], and W = [ca > ¢1]. For the a-biased majority rule with a = 0.5 (i.e. plurality rule),
we have f97(V) = (1,0) and f9"(W) = (0,1). Then, the winner is chosen according to
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g9%" corresponding to the largest component in f9°"(P). Recalling our definition of unstable
distribution, we know (3, 1) is the only unstable distribution for 2-candidate majority rule. This
is the intuitive reason behind § = ©(/1/n) when ™ = (3, 1) for both Theoremand Theorem
(when oo = 0.5). For any other 7 # (3, 3), these two theorems result in § = exp[—Q(n)]. We
note that while Theorem |4 covers more voting rules, Theorem [2|is a more fine-grained result for

two candidates.

Corollary 2. Plurality, veto, k-approval, Borda, Maximin, Copeland, Bucklin, Ranked Pairs,
Schulze (see e.g. [127]) are (0,0 (1/+/n),A)-eDDP when A contains the uniform distribution.

Proof. As shown in Definition 20, canceling-out and monotonicity are very natural properties of
most voting rules. These two properties can be easily checked according to the definitions of
voting rules discussed in Corollary 2] In the next proposition, we prove a more generalized version
of Corollary [2| for local stability, which indicate a large subset of the voting rules can satisfies all
properties required by Theorem [4]

Proposition 1. All positional scoring rules and all Condorcet consistent and monotonic rules
satisfy the property of local stability.

Proof. Let s; to denote the score of the i-th candidate, i.e.the ith component of f9"(P) for
a profile P. Suppose s1 = -+- = s > s11. Welet V = [a > ¢; = ¢_1 > b > others] and
W =y = ¢_1 = b > a > others|. Let M be the permutation ¢; — ¢3 — ...Cp_o — 1.
Let Vi = [a = b > others] and V5 = [b = a = others|. Let P' = |J";* M (Vi) U M¥(V3). Let
P* =2P"U{V,W}. It follows that a and b are the only two candidates tied in the first place in
P*. Therefore, there exists € to satisfy the condition in local stability.

The same profile can be used to prove the local stability of all Condorcet consistent and
monotonic rules. O

Then, Corollary |2| follows by combining the results for all three properties.
]

Another commonly-used GSR called STV does not satisfy monotonicity, which means that
Theorem (4] does not apply. However, empirical results (Section suggest that STV is likely
also (0,0 (1/y/n),A)-eDDP for A containing the uniform distribution.

3.5 Concrete estimation of privacy parameters

We present an example of computing concrete estimates of (0, d, A)-exact DDP values for several
GSRs. For this example, we let A = {7} such that = € II({z1, 22, 23}) and 7(x;) = m(z;) = 1/3
(i.e., votes are i.i.d. and uniform).

We generated these concrete estimates via exhaustive search over possible profiles for 3 can-
didates and n < 50 votes, and computing the ¢ values exactly for each n. Since we know that
§ = O(1/4/n), we fit these values to §(n) = ﬁ via linear regression. We rank voting rules
from most to least private. The larger the a, the smaller the § value and thus more private:
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Rule Winner Mean Square Error (n € [50])

I

Borda | &(n) = 0.0566844201243
V134T + 0.5263

STV | 8(n) = 0.0542992943035
V14950 + 0.02669

Maximin | 6(n) 0.0377631805983

B \/1.5537"i+ 1433

Plurality | d(n) 0.0477175838906

~ /L1l —0.092%5

0.0454223047191

2-approval | 9(n) = /1,786 + 0.3536

Table 3.2: ¢ valuesin (0, J, A)-eDDP for some commonly-used voting rules under the i.i.d. uniform
distribution. m = 3 and n = 10 to 50.

2-approval > Plurality > Maximin > STV > Borda

We show in Table [3.2) the fitted § curves with the mean square error in the fit.

Figure [3.3] shows the comparison between Plurality, Borda, and STV voting rules w.r.t. their

0 values in (0,9, A)-eDDP, when fitted to (n) = —=—.

(0, delta)-exact DDP (3 candidates, outputting winner)

0124 °, e Borda
vv°. v STV
0.11 A Vv°. X Pluraltiy

60 80 100 120 140
Number of votes

Figure 3.3: The § values in (0,4, A)-eDDP for Borda, STV, and plurality in our concrete estimates.
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3.6 Chapter summary and future work

We address the limitation of DP in deterministic voting rules by introducing and characterizing
(exact) DDP (eDDP) for voting rules, leading to an encouraging message about the good privacy
of commonly-used voting rules and a framework to compare them with respect to eDDP. There
are many directions for future work. An immediate open question for theoretical study is to
extend our studies to general (¢, §), and non-i.i.d. distributions, as well as to other high-stakes
social choice procedures such as matching and resource allocation. On the practical side, it could
be informative to study the eDDP of other data that is often published during an election, such
as demographic information, and interpret their consequences.
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Chapter 4

Cryptographic Implementation of
Collusion-Free and Preserving Games

4.1 Introduction

Subliminal communication channels in protocols allow parties to embed extra information into
protocol messages, often without being detected. The existence of subliminal channels is problem-
atic in several applications of secure computation. In large-scale distributed systems, for instance,
subliminal channels could allow two parties to coordinate their actions (i.e., collude) even if they
may not have been aware of each other in advance. Such collusions have severe consequences in
game theoretic applications, where stability, e.g., Nash equilibrium, is defined in terms of isolated
strategies. An example is the prototypical application of distributed cryptography, namely, playing
poker in a distributed manner [75]. An MPC protocol which allows collusions changes the rule of
the game —think of playing poker against colluding opponents.

In the quest to combine game theory and cryptography, a number of works [8,|11, 41,199,
100] put forth new security notions, and in particular the notion of collusion-freeness (CF).
Analogous to simulation-based security, where a protocol is “secure” if the view of the adversary
(controlling corrupt parties) can be emulated by a simulator, a protocol is collusion-free, if the view
of individual corrupt parties can be emulated by individual non-colluding simulators. However,
collusion-freeness is impossible when parties are connected by pairwise communication channels—
this is straightforward to see since such channels can directly be used for coordination.

The impossibility of collusion-freeness under pairwise channels led to the proposal of alterna-
tive models that enable this desirable property. The two most typical models are (1) assuming
players are physically collocated, have access to a semi-trusted “ballot box,” and can communi-
cate publicly via (physical) envelopes [99,(100], or (2) assuming that parties are only connected
to a semi-trusted party (via standard communication channels) called the mediator [3,[11] in a
star network topology. In each round, the mediator is trusted to correctly perform a two-party
computation with each party individually. Roughly, the goal of this computation is to remove any

Most of the results in this chapter have been published in [47].
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embedded subliminal communication in the protocol messages.

Unfortunately, collusion-freeness, as a standalone definition, is not enough to limit collusion
when parties can be engaged in multiple protocols. As argued by Alwen et al. [9], unlike what one
might expect, a CF protocol (secure according to the definition of [8,/11]) does not necessarily
preserve its “collusion-freeness” when composed with other protocols. Alwen et al. gives the
following simple counter-example. Suppose a CF protocol is augmented with the following: it
allows two parties A and B to collude only if party B can provide the correct (randomly-generated
at run-time) k-bit password, but the password is given only to party A. The protocol remains
CF, since B can only guess the password with negligible probability. However, if through exe-
cuting another protocol, party A can communicate k-bits to B, then A can send the password
and collusion-freeness is lost. This limitation motivated [9] to introduce the notion of collusion-
preserving computation (CP). Intuitively, this notion can be seen as a universally composable
(UC) [36] extension of CF, designed to explicitly address the above issue. (An alternative model
capturing collusion-preserving universally composable computation via local adversaries was con-
currently and independently proposed by Canetti and Vald [41].) As a concrete example, suppose
a protocol II is CP, and suppose while executing II, a corrupt party p; uses an external commu-
nication channel to send another party p; a message m (e.g. a secret value only p; knows). CP
ensures that knowing m does not allow p; to gain even more information in II, such as p;'s input
or output, other than information already implied by m. Importantly, CP supports composition
and it is modeled with respect to arbitrary communication resources.

Continuing the line of works in the mediated model, [9] constructed a collusion-preserving (CP)
protocol, which achieves the following fallback guarantee: Assuming a global augmented common
reference string (ACRS) functionality [39] E] , when parties are arranged in a star topology with
the mediator in the center, there exists a protocol which (1) CP emulates any given functionality
if the mediator is honest, and (2) remains GUC secure [39]—i.e., secure with abort according to
the monolithic-adversary definition—even if the mediator gets corrupted (though CP/CF is lost).

On the downside, the CP protocol of [9] in the mediated model presents several limitations.
First, it is straightforward to prove that desirable properties such as fairness and identifiable
abort are impossible in the mediated model when the mediator might get corrupted (Sec. [4.5.1]).
This can lead to undesirable situations—such as a poker tournament where a player can always
abort the game when he realizes he is losing, without being identified as a cheater. Second,
the protocol (compiler) from [9] takes explicit steps to ensure that an abort does not allow
parties to correlate their strategies, by making sure that an abort is observable only in a final
round that is deterministically fixed at the beginning of the protocol. However, this means that
their solution cannot be used to compute reactive functionalities E] Lastly, the protocol is not
round-efficient. Having a deterministic upper bound on the number of rounds means that, if the

n strategic games, players may achieve additional (correlated) equilibria by observing the same public signal,
such as the ACRS in [9] and protocol messages in our construction. However, CP ensures that no meaningful
information (about the input or output) can be communicated using the additional correlation.

2|n [100] it is observed that given a CF protocol for non-reactive games, avoiding collusion for reactive games
is trivial if they have short descriptions. That is, if players commit their entire strategies at the beginning, then
any collusion during the game does not affect the outcome. While situation is more complicated if malicious
parties aborts and stops the game, we solve this issue by disincentivizing penalization, e.g. Section
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goal is to unanimously decide on whether or not an abort occurred even in the fallback setting
where the mediator is compromised, the protocol always needs a linear number of rounds. This
is true because a generic compiler for such a functionality would imply deterministic broadcast
which needs linearly many rounds [55]. In fact, in the [9] compiler, each round is emulated by a
round-robin sequential interaction of each party with the mediator, yielding an additional linear
multiplicative blowup in the round complexity.

In this chapter, we will circumvent several of the limitations of [9] and extend its applicability
towards a framework for collusion-preserving protocols over public networks. To our knowledge,
this is the first work proposing a solution that breaks the deadlock of collusion-free/preserving
computation, which was believed to only apply to the mediated model or require physical presence
of parties in the same room.

Concretely, our solution replaces the mediator by the strictly weaker (as we argue later)
assumption of an authenticated broadcast channel and honestly generated hardware tokens. As
we will show (Sec.[4.1.3)): (1) Capturing such hardware tokens in a collusion-preserving framework
is non-trivial (2) Our protocols achieve CP when the adversary does not abort (and in fact CP is
impossible with the broadcast channel when the adversary can abort). To disincentivize aborts,
we show how to leverage the publicly identifiable abort (Section property of our protocol
to concretely penalize (e.g., via the blockchain) aborting parties. The fact that our protocol is
CP means that any external communication introduced by the blockchain will not lead to even
more correlation in our protocol. To capture incentive-driven attackers in a composable manner,
we combine and extend the CP framework with the rational protocol design (RPD) methodology
[65], which we introduced in the preliminaries Ch. [2| Sec. 2.6.2l We believe that both our
treatment of hardware tokens in CP, and our incentives model which we term RPD-CP, can be
of independent interest.

As fallback in case the hardware tokens may be compromised, our proposed protocol protects
the inputs of honest parties and ensures identifiable (unanimous)l’f]abort while guaranteeing termi-
nation (cf. [91]). This is the analogue—in the token-hybrid setting with a broadcast channel—of
the fallback property of [8,/9,[11] which preserves privacy against a corrupted mediator at the cen-
ter of a a star-network. In fact, our fallback is stronger than what the mediated-model permits [9];
indeed, the star-network topology makes it impossible to obtain identifiable (unanimous) abort
against a corrupted mediator. The reason is that since the mediator controls the communication,
it is impossible to correctly detect if a malicious party did not sent a message, or if it is the
malicious mediator is pretending that an honest party has stopped replying (Sec. [4.5.1)).

Chapter organization. Sec. [4.1.1} Overview of our contributions. Sec. 4.1.2} Related liter-
ature. Sec. [4.1.3t Overview of our constructions and main techniques. Sec. 4.2} Protocol I
for CP functionalities assuming tokens, broadcast and no abort. Sec. [4.2.3} Protocol ITH-F5S
with fallback GUC security against compromised tokens. Sec. [4.3} New framework RPD-CP
for defining CPAP—security of CP protocols against rational attackers. Sec. [4.3.3; Proofs of

3Recall from preliminaries Sec. [2.4.1.3|that security with unanimous abort guarantees that either all or none of
the honest parties receive the output while identifiable abort ensures any party causing an abort can be identified
(and excluded from future executions).
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CPAP security for our protocols TT*" and TT#TF85. Sec. [4.4} Penalization scheme to make the
utilities defined in Sec. 4.3 concrete.

4.1.1 Overview of our contributions

We now present our contributions in more detail. The goals of this chapter are to construct CP
protocols that (1) replace the mediator-centered star-topology network by weaker resources which
are closer to modern communication networks, (2) achieve stronger fallback security properties
and (3) ensure CP computation of even reactive functionalities by proving that incentive-driven
attackers will not abort, in a security model that incurs the negative cost of abort to the adver-
sary. These goals bring the theory of CP closer to capturing real world applications such as a
decentralized-dealer poker game. For reference, a comparison of our results to [100] and [3,(9]
can be found in Table [4.1l In more detail, our protocol emulates CP functionalities, including
those with private actions, when no abort occurs. We disincentivize aborts via a concrete penal-
ization scheme and in addition, we achieve fallback security maintaining identifiable abort (and
unanimous abort). That is, even when hardware tokens are compromised and the parties are
allowed to abort we still retain standard GUC security. The abort column in the table specifies
the number of bits of subliminal communication possible when an abort happens.

As a first step towards our goals, we show how to construct a collusion-preserving protocol
IT*T allowing n parties to CP emulate any given what we call CP-well-formed functionality which,
when everyone gets corrupted, give up on collusion-preservation.

Definition 25 (CP-well-formed functionality). We say that a functionality F is a CP-well-formed
functionality if, when all parties are corrupt F has the following behavior on its adversaries’
interfaces:

1. Whenever a message m is received on the ith adversarial interface, F outputs (i, m) to the
first adversarial interface.

2. Whenever a message of the form (i,msg) is received on the first adversarial interface, F
outputs the message m to the ith adversarial interface.

Our protocol uses as resources (1) honestly generated stateful trusted hardware tokens (HTs)
and (2) an authenticated broadcast channel available during protocol executio. Our protocol,
which can CP-emulate any functionality as long as no abort occurs, improves upon the CF-
protocol of [100], which is also based on broadcast but is not CP and does not emulate games
with private actions (i.e. actions that are not publicly observable). We note that our protocol,
analogously to that of [100], remains (G)UC secure with identifiable abort (though not collusion-
free) in case of abort. We remark that IT"" only requires two (broadcast) communication rounds
unlike that of [100] or [9]. Furthermore, unlike the mediator from [9], tokens do not need to
know in advance what computation they will be used for, and only need to be initialized with
correlated randomness independent of the protocol, discussed in the overview of our techniques.

4The broadcast channel we employ guarantees that messages are always delivered to the parties [64,85].
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The protocol IT*T only offers security guarantees when the tokens are uncompromised. This
is arguably a strong assumption since in reality the adversary may attempt to break the security
of the tokens. For this reason we present a protocol compiler IT*F8 which on input a (standard
(G)UC secure) protocol with unanimous or identifiable abort, outputs a protocol with the same
CP guarantees as IT"" and, additionally, preserves (G)UC security properties (i.e., security with
unanimous or identifiable abort, respectively) of the compiled protocol, even when hardware
tokens are compromised. Specifically, even if the memory/code of corrupt parties’ tokens can
be read/reprogrammed and the secret keys of honest parties’ tokens are leaked, the protocol
is still (G)UC secure. This improves upon the fallback security of [9] where, due to model
idiosyncrasies, these properties are impossible to achieve when the mediator is corrupted, even
with honest majority (also in this case the reason is that the mediator has full control of the
network, see Sec. [4.5.1)). We note that IT""*35  even with the extra fallback guarantee, has round
complexity that is still lower than the mediated-model solution of [9].

We believe that the above corruption model for the fallback solution is quite realistic, and
captures most of the attacks that have been performed on hardware tokens. For this reason, our
main theorems are proven in this corruption model. However, for sake of completeness, we will
follow with a sketch of how to construct a protocol that preserves (G)UC security even in the case
where also the tokens of the honest parties are fully compromised (i.e., the memory/code of any
token can be read/reprogrammed). However, this protocol will require a higher communication
complexity, and we lose the property of identifiable abort.

As an additional contribution, we combine the Rational Protocol Design (RPD) [15}65] frame-
work (see Preliminaries Section [2.6.2)with CP and define a new model termed RPD-CP. Within
this model we define a CP-security notion collusion-preserving attack-payoff (in short, CPAP),
which intuitively corresponds to security against any combination of incentive-driven local ad-
versaries. We identify a natural class of utilities under which non-aborting strategies are strictly
dominant in ITHT and II"TFBS That is, these protocols are collusion-preserving according to
CPAP against adversaries bounded by this utility. We believe that RPD-CP can be used to derive
formal composable versions of security statements with fair-compensation [12,24},/93-95] which
we think is an interesting future direction. Finally we propose a concrete penalization mecha-
nism, which may be implemented via e.g., the blockchain, that induces utilities in the above class.
Combining this with the notion of CPAP, we can prove that any adversary who maximizes its
revenue (or at least minimizes loss) will not abort, making our protocol CP secure against such
adversaries. The ability of the CP security definition to make formal statements in the presence
of a global blockchain demonstrates the power of the CP definition. Indeed, CP ensures that the
protocol participants cannot abuse the external channel provided by the blockchain to increase
the number of bits of collusion. That is, suppose one devises an equilibrium in an ideal poker
game (with a trusted dealer) where the players can also access the blockchain. Then, by adapting
the results from [9], we can prove that this equilibrium would be preserved when the poker dealer
is replaced by our CP protocol.
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Channel, Id-abort  U-abort Private

assumption (fallback) (fallback) actions
Broadcast+phy§|cal presence of parties, v v X poly(x) bits
physical envelopes

Abort

Lepinski et al., STOC 2005

Alwen et al., Crypto 2009 Star topology, X X Q(log k) bits for
Alwen et al., Crypto 2012 honest mediator reactive functionalities
This work Authenticated Broadcast, v v v Disincentivized

hardware tokens

Table 4.1: Comparison with existing approaches. ld-abort: identifiable abort, U-abort: unanimous
abort.

4.1.2 Related works

4.1.2.1 Collusion-freeness and preservation

We extend the comparison of our results with existing results on collusion-freeness (CF) and
preservation (CP). The work of Lepinski et al. [100] achieves collusion-freeness for parties that
communicate with a broadcast channel, assuming access to a physical primitive called “en-
velopes”. They motivate the use of envelopes by proving that with only (authenticated) broadcast
channels, CF is impossible, even when the adversary does not cause the computation to abort.
The idea is that corrupted parties can share the same random tape before the start of protocol
execution. Since all messages are sent through broadcast, all corrupted parties will have the same
view and thus emulate a monolithic adversary. In the setting of our results, parties also commu-
nicate via a broadcast channel, but we circumvent this impossibility since the random tape of a
corrupted party is not decided by the party himself, but by a hardware token (whereas Lepinski
et al. generate randomness through coin-tossing and hide the result in envelopes).

Using stateful hardware tokens, we can also circumvent another impossibility result of Lepinski
et al., that CF protocols with private actions/inputs are not possible even with envelopes. The
impossibility comes from the corrupted parties being able to see (different) protocol messages
that different private actions generate, such as the result of encryption on different inputs. The
corrupted party then may be able to choose his private action, such that the resulting protocol
messages convey subliminal information about the private action itself (e.g., the last bits of the
protocol message encodes the action). However, this can be circumvented by stateful hardware
tokens. Informally, tokens can be programmed to prevent users from changing his input and
ensure they cannot see messages generated by different inputs. Thus, our protocol remains CP
even with private actions.

Lastly, as described in more detail in the introduction, in the mediated model, [8,11] achieve CF
and [9] achieves CP. In [41] the authors consider the notion of UC security with local adversaries,
which is more general than the notion of CP as it captures more complex corruption models. In
particular, [41] captures the scenario where there are independent clusters of corrupted parties,
whereas CP assumes that each corrupted party works in isolation (though their code is generated
by a single malicious attacker).
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4.1.2.2 Authenticated broadcast assumption

We compare authenticated broadcast with assumptions from previous works. Existing works on
CF and CP either require parties to be present in person [L00]—to pass around physical envelopes,
or rely on restricted star-topology communication networks [8,/9]. These assumptions are used
far less than the (authenticated) broadcast channel common in MPC literature, and have been
criticized as overly restrictive and/or unrealistic.

In particular, the physical presence assumption of [100] makes the resulting protocols inap-
plicable to the standard cryptographic setting, where the protocol is played by interactive Turing
machines (ITMs). Similarly, the mediated model [8,/9] requires both complete isolation of the
parties and a special star-network topology where the mediator (at the center) is required to
both preserve the privacy of the communication and generate (pseudo)randomness—these re-
quirement are proven to be necessary for CP in the mediated model [9]. This is in contrast to
the less demanding assumption of authenticated broadcast combined with honestly generated
hardware tokens, which not only we believe is more natural—authenticated broadcast is a stan-
dard assumption in the cryptographic protocols literature and trusted hardware is a far less exotic
assumption than it used to be, but is also formally weaker as discussed in Section [4.1.2.4]

As in previous works, if our communication resource (i.e. broadcast) is malicious (e.g., allows
undetectable communication between corrupt parties) then our protocols are no longer CP. (In fact
it is easy to verify that such undetectable communication would make CP infeasible.) Nonetheless,
analogous to “fallback” security in the CP setting with a corrupted mediator [9), our protocol
still preserves its standard (G)UC security guarantees under a malicious broadcast resource (see

Section |4.2.3.2)).

4.1.2.3 Playing games over the blockchain

The question of playing games such as poker over the Internet has recently attracted considerable
attention, fueled by the new capabilities introduced by smart-contract-enabled (cryptocurrency)
blockchains, such as Ethereum. In a nutshell, this technology makes it possible to ensure that
parties cannot avoid paying their bid amount when they lose without the need of a trusted
escrow—Dby having them commit their bids on the blockchain, in a smart contract that releases
them to anyone that presents evidence of winning. Furthermore, the same technology enables a
mechanism that punishes cheating—or early aborting—by making parties commit collateral that
they can only claim if evidence is presented that they completed their protocol. This method
of penalization has been used by, e.g., [12,[24,/93H95], which gave rise to a number of proposals
for decentralized poker protocols [25,(906]. However, all these works use standard multi-party
computation, thus even players who do not know each other can collude via protocol messages.

4.1.2.4 Stateful tamper-resilient hardware tokens

Previous works (e.g. [10},52,56,74,77,90,109,114]) have based (UC-)secure protocols on stateful,
tamper-resilient hardware. In addition to theory, trusted hardware such as Intel's SGX ( [19,[20,
63]) and Bitcoin Hardware Wallets, have also been deployed in real life. The protocol of Lepinski
et al. [100] is based on physical envelopes, a kind of trusted hardware as well. They constructed
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CF (though not CP) protocols for games with public actions, where parties pass around such
envelopes.

We extend the application of hardware tokens by presenting the first (in our knowledge)
collusion-preserving protocol based on stateful trusted hardware tokens. We emphasize that
while improving upon the limitations and impossibilities of previous works, we do not remove
the need for trust completely. However, instead of relying on a trusted mediator to achieve CP,
we replace it with authenticated broadcast (discussed in Section and trusted hardware
tokens. Intuitively, these assumptions are weaker than the mediator, since an honest mediator
in a star topology can act as a broadcast channel and as a set of hardware tokens. In fact in
Sec. [4.5 we prove a formal separation of the assumption of a trusted mediator from the one used
here (i.e., the combination of broadcast and honestly generated hardware tokens) demonstrating
that our assumption is indeed strictly weaker than that of a trusted mediator; in particular we
show that a trusted mediator allows for CP even in the presence of an aborting adversary, which
is impossible in our setting.

With trusted tokens, we improve upon the solution of [100] by achieving composition,
games with private actions, and only requiring parties to broadcast messages instead of physi-
cally exchanging tokens. We also circumvent the impossibilities of previous works in collusion-
preservation, as discussed in the introduction. To improve the practicality of our solutions, in
Section [4.2.3] we propose protocols that provide fallback security in case of compromised to-
kens (we discuss two levels of severity of compromise), as well as address practical issues in
implementation (Section [4.2.2).

Below, we detail the properties of our token assumption. We follow the approach of [10] to
model hardware tokens as ideal functionalities. Our tokens require the following properties:

e Stateful: The token has internal memory which may be read/updated.

e Trusted and Tamper-resilient. The token manufacturer is trusted, and no one except the
token itself can read or write its contents. In Section we also sketch solutions (with
some trade-offs) which preserve GUC security given untrusted or non-tamper-resilient to-
kens.

e [solated from its creator: Only the token owner can query and get the outputs generated
by the token. In particular, we require that no other parties may communicate with the
token.

The formalism of isolated, tamper-resilient and stateful hardware tokens was introduced
by [90]. There, the creation process of a token is described by a “wrapper” functionality which
allows parties to store and run (possibly several) ITMs representing the code and memory of
tokens. The wrapper functionality models malicious token creators in the protocol. However,
to achieve CP, we assume that all the parties hold honestly-generated tokens that share some
common private information. Thus, following [10], we model each token as a ideal functionality
without using the wrapper. Proving collusion-preservation based on hardware tokens presents
several unique technical challenges. We detail these issues and their solutions in Section (4.1.3|
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4.1.3 Overview of our techniques

Let P be a set of parties who wish to compute a function f in a collusion-preserving way. We
assume that each party p; € P has access to a hardware token (HT) HT;. All HT's contain
as secret information pseudo-random function's (PRF) keys ko, k1 and a master secret key msk
(a secret key for a strong signature scheme). The public interface of the hardware tokens is
represented by the master public key mpk for msk. We refer to the party p, € P as the leader.
Moreover, each execution of the protocol is uniquely identified by a session id sid € N.

A overview of the protocols in this chapter is shown in Fig. : (1) our simple CP protocol
IT"T that does not preserve security when tokens are compromised; (2) our CP protocol with
fallback security for compromised tokens ITHTFBS \which makes use of a secure MPC protocol
and preserves its identifiable abort and fairness properties; (3) a penalisation scheme which
disincentivises adversary abort by requiring deposit of collateral, for example on a smart-contract-
enabled blockchain.

Collusion-preserving protocol via HT and non-aborting adversary with broadcast
Roughly, our first protocol TI"" works as follows: Each party p; € P — {p,.} sends his input,
encrypted by his token HT;, to a designated leader party. Upon receipt, the leader gives these
messages, along with his own input, to his own token. The token then computes the output,
which the leader forwards to the other parties.

In more detail, each token HT; uses Ry < PRF(ko,sid) as randomness to generate an en-
cryption key sk. In addition, it uses R; <— PRF(ky,sid||i)P| to generate a pair of session signing-
verification (sigk;, vk;) keys for a strong signature scheme and certifies them by signing vk;||sid||i
with the master secret key msk thus obtaining cert; /| We refer to the encryption key sk as the
session encryption key and to (sigk;,vk;) as the session signing-verification key{]. Note that the
session encryption key sk is common to all the hardware tokens (since all the tokens share the
same PRF keys) ]

After the session keys have been generated, the hardware token HT; encrypts his input x;, signs
this encrypted value together with f using sigk,, and sends the encryption, the signature, and the
certificate cert; over the broadcast channel. The leader p, collects all the encrypted values and
signatures, and gives them to his hardware token HT,, along with his input z,,, the function f,
and sid. His hardware token HT,, first checks that all certificates and signatures are valid and the
inputs are consistent with the function f. Then, if all the checks are successful, HT,, generates,
as described earlier, the session encryption key sk and decrypts all the encrypted inputs of the
other parties using sk (we recall that the PRF key k is shared among all the hardware tokens).
Using everyone's (decrypted) inputs x1,...,z,, , HT, evaluates yi,...,y, = f(z1,...,2,) and

5As an abuse of notation we refer to the identity of a party p; with .

®We use || as the concatenation operator.

"Unless otherwise specified, a signing-verification key always refers to a session signing-verification key.

8Intuitively, we use session-keys instead of the master secret key because these keys will be leaked to the
simulator. Leaking the master secret key would completely compromise the token. A more detailed discussion
follows later this section.
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Figure 4.1: High level overview of the protocols in this chapter.

fori =1,...,n — 1 encrypts y; using sk and signs the (concatenation of the) encrypted values
together with f using sigk,,. The encryptions and the signature uses randomness generated from
evaluating PRF(ky,sid||n). Finally, the leader p,, propagates the output of HT,, on the broadcast
channel. Each party p;, upon receiving a message, forwards it to HT;, which verifies the certificate,
the signature, and the consistency between f and sid. If the checks are successful then HT; uses
sk to decrypt and output y;.

Using hardware tokens allows us to achieve the following: (1) generate fresh randomness
and session keys for each new session id sid, that are hidden from the parties themselves, and
(2) certify that each sid is used only once. Intuitively, for (1), the randomness used in the
computation must be hidden from the parties themselves to achieve CP over broadcast. A
concrete example to demonstrate why hiding the randomness is important: Suppose a party Alice
has access to a (limited) external channel and uses it to send this randomness to another party
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Bob. If, for example, the randomness is used as Alice's decryption key in the protocol, Bob now
can also decrypt messages directed towards Alice, since Bob sees these encrypted messages over
broadcast. This breaks CP as the limited external communication led to additional information,
e.g., Alice’s output, to be leaked to Bob. For (2), to restrict any sid to one-time use, our
stateful hardware token stops replying when a sid is used more than once. This is necessary to
prevent an adversary from using the same sid (thus the same randomness) to evaluate different
inputs. Otherwise, he can send a subliminal message by picking an input where, for example, the
resulting encrypted message has its first two bits equal to the first two bits of his input—breaking
collusion-preservation. This adversarial strategy was indeed observed in [100], limiting the games
they consider to those with publicly observable actions (as informally explained in Sec. [4.1.2.1)).
The proof that that II"T is CP for non-aborting adversaries intuitively comes from the fact that
1T is deterministic given the tokens (which fixes the PRF and msk keys) and the sid we use.
We note that while this may appear contradictory (i.e., to obtain a secure protocol you need
entropy [76]), our protocol achieves security and collusion-preservation as the tokens generate
fresh (pseudo)randomness for each sid (which is used only once). TI*T also enjoys identifiable
abort, and more interestingly, any external party observing the execution of the protocol without
participating it can identify malicious behavior, by verifying signatures of messages on the channel.
Following [93] we refer to this property as publicly identifiable abort. To reduce the amount of
token memory required for checking that each sid is used only once, we propose two alternate
solutions in Section [£.2.2]

Tokens in collusion-preserving computation One may wonder why hardware tokens can-
not directly use their master secret key to authenticate protocol messages. The reason lies in
the locality restrictions that the CP model places on the ideal world adversary (the simulator).
Specifically, CP requires the existence of a local simulator S; for each adversarial party p;, and
mandates that simulators cannot communicate with each other except if the environment explic-
itly allows them to. Thus, setups (in our case, tokens) which naturally introduce correlations
between parties are tricky to define and use, especially when the protocol is executed over a
broadcast channel. To understand the issue, one needs to observe that in a protocol over a
broadcast channel, all parties expect to see exactly the same messages from this channel. Indeed,
one of the novelties of our results is to show how in the real-world, i.e., in the protocol execution,
the correlations embedded in the tokens can be leveraged to ensure that every (honest-protocol)
broadcast message is predictable by any token. However, this correlation in the views inherently
requires the simulators’ views to be correlated in some way, in order to generate the same exact
protocol messages. For instance, if S; (the ideal world adversary with 1 as their ID) reports to
the environment that he broadcasted message m in round p, then each S; should also report to
the environment that they heard this message. However, for this we need to allow the simulators
to correlate their response. A naive first approach would be to allow them to interact over some
underlying communication network. However, this defeats the purpose of collusion-preservation,
as it explicitly introduces a venue of arbitrary correlations/collusion. A second approach would
be to also offer the simulators access to correlated tokens. But this leads to a new technical
issue: In order to simulate the token-hybrid protocol, our simulator needs to have extra control
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of the hardware tokens (e.g., be able to program it). In fact, such asymmetry between the ca-
pabilities of the adversary and the simulator is proven necessary in various related settings (e.g.,
programmable random oracle).

We tackle the above issue by considering the hardware token as a (global) setup functionality
and embedding a trapdoor inside. To ensure that only the simulators in the ideal world can
use the trapdoor, we employ a technical trick inspired by [40] for the global random oracle.
At a very high level, the trapdoor allows the simulators to produce the same signed messages,
making their views on protocol messages consistent. Specifically, it gives access to a set of
pre-computed messages which contain no information about the input of the parties. These
messages are indistinguishable from the messages that would be generated in the real world
and are properly signed with respect to the n signing-verification session keys as they would be
in a real world execution. For example, for the protocol we have just described, the trapdoor
would allow the simulator to get a set of encryptions of 0, all authenticated with respect to the
corresponding signing-verification session keys. To enable such a mechanism, we introduce a
token global-functionality that allows functionalities registered to it to send a special command
(Trapdoor, sid). The registered functionalities can then relay the trapdoor information it receives
to its simulators, allowing them to complete their simulations.

Most importantly, this trapdoor information remains useless for other protocols, preserving
composability with other CP protocols. More concretely, consider an extension F* of F, which
behaves exactly as F but accepts an additional command GetTrapdoor from the ideal world
adversary. In the simulation each simulator can send to F* the command (GetTrapdoor, sid).
Upon receiving this command, F* sends (Trapdoor,sid) to the token functionality if and only if
sid is equal its session id. The token functionality, upon receiving the command (Trapdoor, sid)
from F*, sends to F* the trapdoor information (e.g., the authenticated encryptions of 0). When
F* receives a reply from the token functionality, it is forwarded to the simulator. Note that
we leak only messages that can be used within a specific session id, since they are signed using
signing key that are bonded to one session id. Indeed, as discussed previously, for each session
we create new session (e.g., signature) keys that are valid only within that specific session.

The mechanism described above is quite natural as in the real world the parties are allowed to
see signed messages passing on the channel and determine their actions based on these messages.
The same should be allowed in the ideal world. Hence, we enhance the ideal functionality F by
constructing F* which acts exactly as F as described above.

Collusion-preservation with fallback security Despite being simple and optimal in terms of
round complexity, the protocol TI*" above suffers from a big limitation. That is, if the hardware
tokens are corrupted (e.g., the secret keys are leaked by the token manufacturer) then not only
the CP-property is lost, but we cannot even guarantee to protect the honest parties’ inputs. To
rectify this issue we propose the protocol IT*T85 (“FBS” stands for fallback secure) that protects
the input of the honest parties (in a standard GUC-security sense) even in the case where: (1)
the adversary knows all the secret keys of the hardware tokens (including those held by honest
parties) and (2) the malicious parties can arbitrarily modify or replace their own hardware tokens.

This protocol achieves a similar fallback security as the original collusion-preserving protocol
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in the mediated model: When tokens are not compromised—and aborts are either excluded or
deterred by means of incentives (see below)—then the protocol is collusion-preserving; and in
any case (i.e., even when tokens are compromised) the protocol remains (G)UC secure—i.e., any
profile of adversaries can be simulated by a monolithic simulator. We refer to a protocol that has
such security guarantees as a fallback secure protocol.

Our fallback protocol guarantees also identifiable abort and unanimous abort for functionalities
that guarantee termination, even when tokens can be broken. Interestingly, these properties are
impossible to achieve in the analogous scenario of a corrupted mediator in the mediated model.
To obtain such a protocol we use as a main building block a protocol IIMPC that is secure against
a malicious adversary and which enables identifiable (unanimous) abort. Each token computes
protocol messages on behalf of its owner. In addition, the randomness used is jointly decided by
the owner of the token and by the token itself.

More precisely, it is the XOR of the randomness produced by the hardware token, and a random
string given at run-time by the token's owner. Intuitively, this means even if an honest party’s
token leaks its secret keys, it will still use an honestly-generated random string in the protocol.
Thus, the party’s input is protected by the security of the underlying MPC protocol, even if a
token's secret keys are leaked. On the other hand, if all hardware tokens are uncompromised,
then the randomness of any party in the MPC protocol becomes unknown and untamperable to
everyone. Thus, no malicious party can send subliminal messages without being detected and
causing an abort.

For sake of completeness, we also sketch a protocol which, although less round-efficient
and without identifiable abort, preserves standard (GUC) security even when tokens are fully
compromised—that is, not trusted, isolated, nor tamper-resilient. This is a stronger version of a
“compromised” token since the adversary may read the contents or even change the behavior of
honest parties’ tokens. We make a simple alteration to our solution: Any computation performed
by the token, will instead be done via a secure two-party protocol between the token and its owner.
In more detail, each party p; runs a secure 2-party protocol with his token, to obtain the next
message of the protocol IIMPC. When tokens are uncompromised, the behavior of this solution
is the same as in our original solution, achieving CP. When tokens are compromised, fallback
security follows from the security of 2-party protocol which ensures the tokens learn nothing.
This solution, however, cannot achieve identifiable abort against fully-compromised tokens since
any token can, e.g., be programmed to be unresponsive to any interactions. This also means the
solution can only implement functionalities with abort, even with honest majority.

How to deal with aborting adversaries We note that the above CP-protocols cannot prevent,
for example, a corrupt poker player from simply sending an encrypted message "/ have an ace of
spades; let’s collude!" over the broadcast channel. While the protocol could detect such invalid
messages and abort, this attack already breaks CP and seems unavoidable if no assumptions are
made on the network topology (e.g., the mediated model [8,/9,/11]) and on the honesty of the
network nodes. In this chapter, we show how to circumvent the above issue by considering an
incentive-driven (rational) attacker. That is, we define a security notion called CPAP (collusion-
preserving attack-payoff secure) that captures the fact that some adversarial actions—in our case
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aborts—are not “for free” and instead incur a negative payoff. For example, as our protocols
have (publicly) identifiable abort, a judge in the poker game example can identify and penalize an
adversarial party causing the abort. Similar to the rational protocol design (RPD) framework [65],
CPAP considers a CP-well-formed (Def. functionality F, and a relaxed functionality (F) that
acts the same as F except it explicitly includes weaknesses that allow a simulator to collude or
abort. Then, we define a value function v mapping the joint view of a set of simulatorﬂ interacting
with the relaxed functionality (F) and the environment Z, to a real-valued payoff. Intuitively, the
real utility gained/lost by a set of adversaries for a given protocol is the payoff maximized over all
environments, and minimized over all sets of simulators that successfully emulate the adversaries
in the environment. For our CP protocols, we show that collusion always causes the real world
execution to abort (and identify a corrupt party). Thus, when the cost of abort exceeds the gains
from colluding, a rational attacker will never collude (otherwise simulator can trigger an abort in
(F))—intuitively it means that our protocol implements F for rational attackers.

From “ideal” to “real” payoffs. In Sec.[4.4 we construct a penalization protocol Il e, which
runs the computation of our CP protocols ITH or IT*788 and in addition penalizes the adversary
when he colludes (which can be done only by triggering an abort). For a natural class of utilities for
the protocol designer and attacker, 11, enjoys both CPAP and CPIC, following similar arguments
as in Sec. 433

4.2 Collusion-preserving (CP) MPC with non-aborting ad-
versaries

In this section we present our protocol TT*" for any CP-well-formed functionality (Def. under
the following assumptions: (1) each party has access to a hardware token (which we describe as
one global ideal functionality 7%T) (2) all communication is done over authenticated broadcast,
and (3) adversarial parties do not make the protocol abort. For simplicity we restrict ourselves to
non-reactive functionalities, also known as secure function evaluation. (The general case can be
reduced to this case using a suitable form of secret sharing to maintain the secret intermediate
states of the reactive functionality.) Moreover, we describe all our protocols in a round based,
synchronous manner, where messages sent in some round are delivered by the beginning of the
next round. We first introduce some additional notation:

sid € N uniquely identifies an execution of II".

Set of parties P = {p1, ..., pn} running IT"T compute the function f.

We call leader the party that is in charge to run a special code and we assume w.l.o.g. that
the leader is p, € P.

- THT denotes the global token functionality.

9Recall that in CP, adversaries are not monolithic, so we consider a set of adversaries/simulators instead of
one single adversary/simulator.
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For our construction we use the following tools:

- Pseudo-random functions: PRFg : {0,1}*x{0,1}* — {0,1}*, PRF; : {0,1}*x{0,1}* —
{0,1}*, PRFy : {0,1}" x {0,1}>* — {0,1}»*2* PRF; : {0,1}* x {0,1}* —
{0’ 1}(471—2)5;

- A strong unforgeable signature scheme

¥ = (Kgen, Sign, Ver);

- A secret-key encryption scheme

I1°% = (Gen, Enc, Dec).

The global setup G is represented by the token functionality 75T. We note that we use one
functionality to emulate the behavior of the hardware tokens held by the parties that run the
protocol. This token functionality replies to each party p; € P using the appropriate code and
keys depending to the identity of the calling party (i.e. the functionality discriminates between
leader and non-leader parties). To not overburden the notation, in the formal construction we
denote the identity of a party p; € P with i. Moreover, the token functionality exports as public
information the master public key mpk, and keep as part of its secret state the master secret key
msk together with with the PRF keys Ky, K1, K5, K3. The parties are allowed to communicate
only via a broadcast channel denoted by B (c.f. Fig. for formal definition).

We provide a formal description of THT in Fig. and Fig.[4.3] The complete formal descrip-
tion of the the protocol IT"T for the non-leader party is proposed in Fig. , and the protocol run
by the leader parties is provided in Fig. [4.5] We assume that the ideal functionality F that we
wish to realize is registered to the token functionality. In addition, upon receiving the command
(GetTrapdoor, sid), F sends (Trapdoor,sid) to the token functionality if sid is equal its session
id, and forwards the answer to the ideal adversary. We recall that this trapdoor allows us to cap-
ture the broadcast channel, on which all parties see the exact same signed messages. Equipping
the ideal functionality with the trapdoor command translates this real-world leakage in the ideal
world. We also recall that the functionality leaks to the simulators messages that are valid within
one specific session without harming the token functionality globally.

We now prove that IT"" is collusion-preserving against non-aborting adversaries for well-formed
functionalities (Def. . Formally, we prove the following:

Theorem 5. Let G = T be the setup as defined above, R = B (broadcast) and F be n-
party resources where F is a CP-well-formed functionality. Then the {G, R }-exclusive protocol
ITI"T (described by Fig. and CP realizes F in the R-hybrid world assuming non-aborting

adversaries.
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The token functionality is parameterized by a set of parties P and by a list F of ideal functionality
programs. The functionality manages the keys (mpk, msk) for the signature scheme ¥ and the
PRF keys Ko, Kl, KQ, Kg.

If I = (Get_key,sid) is received return mpk to the caller.

Input phase for non-leader parties.
If I = (Input,sid, z, f) is received from a non-leader party p; then do the following.
- If ctr';id is not defined then define it and set ctrj.id < 1 otherwise output L and stop.
- Compute Ry ¢+ PRF(Ky,sid) and Kenc®? < Gen(1*%; R)
- Compute Ry + PRF;(K7,sid||j) and parse R; as 4 strings of x bits each rs!||rs?||r!||r2.
- (sigkjid,vkj»id) + Kgen(1%;rs!)

- cert; + Sign(msk, vkjid||sid||j; rs?)

- Compute 7,0 + Enc(KencSid,x;rl),Sign(sigk?idef;rQ) and output (Z, f, vk;, o, cert;).
Output phase for non-leader parties. If I = (Output,sid,z) is received, parse z as
(Y15 Un—1, f1 Vkn, 0, cert,) and do the following. If Ver(vky, ¥4l ... [[y,_1][f,0) = 1 and

Ver(mpk, vk;||sid||7, cert;) = 1 then compute and output Dec(Kencs'd,gj), output L otherwise.

Trapdoor. If I = (Trapdoor, sid) is received from an instance of an ideal functionality in the list
F then do the following.

- If ctr';id is not defined then define it and set ctr;iGI + 1 otherwise output | and stop.

- Pick 71| .. |rn—al|7il] - - - |7l _qlIrst s3] ] - . - |[rsL||rs? < PRF3(K3,sid).

- For each i € [n] (sigk,,vk;) < Kgen(1%;rs}), cert; < Sign(msk, vk;||sid||i;rs?). For each

j € [n—1] ej < Enc(pk,,0%;7;), 0; < Sign(sigk;, e;;7")

- For each j € [n — 1] compute 7; < Enc(pk;, 0";77)

- o + Sign(sighy, 7|+ [T || Fllsid).

- Return to the calling instance {vk;, cert;, o; }icin); {€i Ui bicjn—1]-

Figure 4.2: Functionality THT for the behavior of hardware tokens of non-leader parties.

Proof sketch. For simplicity we assume that only the leader is honest. To prove this theorem,
we need to show a collection of efficiently computable transformations Sim = {Simy,...,Sim,}
that satisfy the CP definition, Definition [I1} For ¢ =1,...n, the simulator S; = Sim(A;) queries
(GetTrapdoor, sid) F* with command (GetTrapdoor,sid). JF* checks that sid is equal to its
session id. If so, then F* sends (Trapdoor,sid) to THT. THT then generates a set of encryptions
of 0%, a set of signing/verification keys and uses them to authenticate these encryptions (see the
bottom of Fig. Fig. . We note that each simulator will obtain the same set of ciphertexts
and verification keys. This is crucial for the proof to go through, as each individual simulator S;
internally runs the corrupted party p;, and it will act on the behalf of the other n — 1 parties
using the authenticated cipthertexts received by F*. S; will also intercept all the queries the
party p; makes to THT. Assuming that p; is non-aborting, then at some point they will query
THT with their input ;. S; now has the input of the corrupted party, and he will use it to query
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If I

The token functionality is parameterized by a set of parties P and by a list F of ideal functionality
programs. The functionality manages the keys (mpk, msk) for the signature scheme ¥ and the
PRF keys Ko, Kl, KQ, Kg.

If I = (Get_key,sid) is received return mpk to the caller.

Input/output phase for the leader party.

= (Input,sid, z,, f,sid, (Z1,vky, o1,certy),..., (Tp—1,VKn—1,0n_1,cert,—1)) is received

from the leader party p, then check if for all j € [n — 1] Ver(vk;,7Zj||f,0;) = 1 and
Ver(mpk, vk, HSIdH],CGI’tj) = 1. If it is not, then output L and stop, otherwise act as follows.

If ctrs' is not defined then define it and set c‘crs'd

+ 1 else output L and stop.

Ry « PRFy(K3y,sid||n); parse as n + 2 strings of « bits each rst||rs?||ry||ra|| ... ||rn_1||7*.
(sigksid, vksid) < Kgen(1%;rs!)

cert,, + Sign(msk, vksi9||sid||n; rs?)

Compute Ry + PRF((Ky,sid) and Kenc®® « Gen(1%; Ry).

For j=1,...,n —1 compute z; < Dec(Kenc®, z Z;).
Compute yl,...,yn<—f(x1,...,xn). .
Forj=1,...,n—1 compute 7; Enc(Kenc, y;;75).
7 Sign(Slgks'd,ylH NGl f57%);

Output (G1,- -, Yp_1, [, Vkn, o, certy,), yn

Trapdoor. |If I = (Trapdoor,sid) is received from an instance of an ideal functionality in the list
F then do the following.

If ctrjid is not defined then define it and set ctr;mI + 1 otherwise output L and stop.

Pick rall . llr 1 7117y It s2ll . [rsbs2 < PRF5(Fcs, sid).

For each i € [n] (sigk;, vk;) < Kgen(1%;rs}), cert; < Sign(msk, vk;||sid||i;rs?). For each
J € [n—1] e; < Enc(pk,,,0%;7;), 0j < Slgn(Sng],€]7 %)

For each j € [n — 1] compute y; < Enc(pk;, 0%; ])

o < Sign(sigk,, Tl - 1711 IIsid).

Return to the calling instance {vk;, cert;, o; }ic[n]» 1€i, Ui bicin—1-

Figure 4.3: Functionality THT for the behavior of hardware tokens for the leader party.

the ideal functionality. In addition, S; sends to p; (acting on the behalf of T"T) an encryption
of 0 authenticated with respect to the verification key vk;. Assuming that no party aborts, the
simulation is successful since the messages generated by the individual simulator on the locally
simulated broadcast channels are exactly the same for all the parties (unless the adversary breaks
the signature scheme).

Full proof. To prove CP, we must show n independent simulators Sy, . . .
forall i € {1,...

,Sn. At a very high level
,n}, S; can query F with the command (GetTrapdoor,sid). F checks that sid

is equal to its session id, and if so, it sends (Trapdoor,sid) to THT. THT then generates the string
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We assume that the party p; is registered to the token functionality 7%7 and that it obtains mpk
by querying it with I = (Get_key, sid). Each party is aware of the function that will be computed
f, of the identifier of each execution sid, and of the parties involved in each of those executions
P.
Input.

- The party p; on input (Compute, sid, z) sends (Input,sid, z, f) to THT.

- Upon receiving the answer X from THT, if X = L then p; outputs L and stops. Otherwise,
pj sends X to py.
Output. The party pj, upon receiving z = (¥y,...,Y,_1, [, Vkn, 0, cert,) from p, sends
(Output,sid, z) to T"T. Upon receiving y from THT, p, outputs y.
Check-channel. The party p; inspects all messages that are sent on the channel. If a message
(m, f',vk, o, cert) is received from a party p; check if f = f' and Ver(vk;,m||f,0) = 1 and
Ver(mpk, vk||sid||z, cert) = 1. If it is not, then output (L, p;) and stop.

Figure 4.4: Protocol executed by the party p;.

Input/output
- The party py, on input (Compute,sid, z,,) collects messages from Pjeln—1) and sends I =
(Input, z,,, f,sid, (T1, vky, o1, certy), ..., (Tp_1,Vkn_1,0n_1,cert,_1)) to TH.

- Upon receiving the answer Y from THT if Y = | then output L and stop. Otherwise parse
Y as ((m, f,vky, o, cert,),y), send (m, f,vky, o, cert,) to all the parties in P and output
Y.
Check-channel. The party p; inspects all messages that are sent on the channel. If a message
(m, f',vk, o, cert) is received from a party p; check if f = f’ and Ver(vk;,m||f,0) = 1 and
Ver(mpk, vk||sid||j, cert) = 1. If it is not, then output (L, p;) and stop.

Figure 4.5: Protocol executed by the leader party p,.
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K, n pairs of signing-verification keys, and authenticates the verification keys using the master
secret key msk. THT then sends this information to F which forwards them to the simulator S;.
Note that if all the simulators query F with (GetTrapdoor, sid) they will all get the same pair of
authenticated signing-verification key and the string K. Given the above information, a simulator
S; can use K as input of a PRG to generate the randomness sufficient to: 1) to create a key
Kenc® for a secret-key encryption scheme 2) compute n+1 encryptions of 0% and 3) authenticate
the encrypted value using the appropriate signature session keys. These authenticated messages
are now used to interact with p (who is not supposed to distinguish between the encryptions
of 0" and the encryptions that contain the actual inputs of the parties). Moreover, whenever
S; receives the input form p’ he forwards it to the F which returns the output y;. The crucial
observation is that the messages seen by all the corrupted parties are the same since the simulators
use exactly the same strategy and randomness, and since the adversary cannot forge a signature
for the strong signature scheme we are using™®, We now provide a more formal argument for the
proof.

We start by assuming that at least one party is honest. In order to prove this part
of the theorem we need to show a collection of efficiently computable transformations
Sim = {Simy,...,Sim,} mapping ITMs to ITMs such that for every set of adversaries
A={A, ..., A}, and every PPT environment Z the following holds:

CP-EXECTi 4 & CP-EXECT 1 -

For i = 1,...n, the simulator §; = Sim(.A;) queries(GetTrapdoor,sid) F* with the com-
mand (GetTrapdoor,sid). F* checks that sid is equal to its session id. If it is, then F* sends
(Trapdoor, sid) to T". T"T then generates the string K, n couples of signing-verification keys, and
authenticates the verification keys using the master secret key msk (as shown in Fig Fig.
thus obtaining {vk;, cert;, 0;}icn), {€i, U; ficp—1]- F* then sends TH this information to F* which
forwards them to the simulator S;.

From here onwards the behaviors of the simulators differ. Without loss of generality we
describe how the simulator S; works since S; with i € {2,...,n— 1} will follow exactly the same
strategy as S;. We then show how the simulator S,, works.

S1: The simulator S; internally runs the adversary A;, emulates the token functionality 71T
for A; for the session id sid and acts on the behalf of the parties ps,...,p,. Si executes the
following steps.
1. Send (62, f, ng, 09, certg), ceey (67171, f, vK,_1,0p—1, Certn,l) to ./41.
2. If A; sends I = (Input,sid, z, f') to T"" then do the following.
- If ctr§¥ is not defined then define it and set ctr§'® « 1 otherwise output | and stop.

- Output (eq, f, vky, oy, certy)

10\We note that it is crucial to use a strong signature scheme to avoid the creation of a different valid signature
for a message m from valid signatures for the same message.
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3. If Ay sends (e, f,vky, o1, certy) over broadcast then send (sid, z7) to F.
4. Upon receiving y; from F send (y,...,7,,_1, f, Vkn, 0, cert,,) to A;.

5. Upon receiving (Output, sid, z) from py, if 2 = (¥y,...,Y,_1, [, Vkn, 0, cert,,) then send 3,
to A, output L otherwise.

S,: The simulator S, internally runs the adversary p’, emulates the token functionality 7"
for pr for the session id sid and acts on the behalf of the parties py,...,p,—1. S, executes the
following steps.

1. Send ((ey, f,vky, o1, certy), ..., (en_1, f,Vkn_1, 041, cCert,_1)) to p.
2. If I = (Input, sid, z,,, f, (€}, f1, vk}, o, cert)), ..., (€, 1, fu_1, Vkn_1,00, _;,cert! ) is re-
ceived from py, then check if for j = 1,....,n —1: ¢} = ¢;, 0} = 0, vk; = vk;- and

cert; = cert,. If it is not, then output L and stop, otherwise execute the following steps.

- If ctrs is not defined then defined it and set ctrsid <— 1 otherwise output L and stop.

- Send z,, to F and upon receiving y,, from F send (¥y,...,Y,_1, f,Vkn, o, cert,) to
Pr

The main differences from the real world are that the adversarial parties see dummy encryptions
instead of the encryptions. We note that the simulation strongly relies on the fact that the
adversaries cannot forge the signatures output of the hardware token functionalities. Indeed, by
forging a signature an adversary could: (1) change the input of another party, or (2) use the inputs
of the honest parties to evaluate a functions f’ # f or (3) evaluate the same function multiple
times on the same honest parties inputs by changing the value sid thus completely breaking the
security of the protocol.

In the case that all the parties are corrupted then we rely on the fact that F is CP-well-formed
functionality and we allow the adversarial parties to communicate freely via F. More precisely,

1. Whenever a message m is received on the ith adversarial interface, F outputs (i, m) to the
first adversarial interface.

2. Whenever a message of the form (i,m) is received on the first adversarial interface, F
outputs the message m to the ith adversarial interface.

4.2.1 (Publicly) Identifiable abort

Another interesting property enjoyed by I1"" is identifiable abort. Recall from the preliminaries
(Section that a protocol run by a set of parties P is said to be secure with identifiable
abort if it either computes according to its specification, or it aborts with the index of some
corrupted party p; € P —i.e., every honest party learns the identity of a corrupted p;.
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In ITT the adversary can only deviate from the protocol specification by either sending a
message authenticated with respect to a sid’ or f’ not equal to the correct sid or f the honest
parties use, sending a message with an invalid signature or certificate, or fail to send a message.
Each event is verifiable by honest parties, and even third parties not involved in the protocol.
Indeed, with the master public key mpk, sid and function f, it is possible to claim who did abort
in a run of ITHT by just inspecting its transcript. Formally, the protocol ITH securely realizes the
function Fih,, where FL, involves n parties. More interestingly, we can modify IT*T to support
an additional party p,1 which takes no input, does not send any message and outputs a default
value (e.g., 0). Since p,y1 knows the master public key mpk, she can check the validity of
the signature and the certificate. Hence, she is able to identify an invalid message (in the case
Pn+1 is honest). That is, our protocol allows an observer of the protocol execution to identify
a misbehaving party. Following [93] we refer to this property as publicly identifiable abort, and
to pn41 as a judge. The code of the judge can be used by anyone who has the public setup and
wants to follow the protocol execution and decide who aborted the protocol given the parties’
messages.

4.2.2 Note on implementing T"" with real hardware tokens

Following the approach of [10], we describe the behavior of the hardware tokens (HTs) by means
of a single ideal functionality with a single set of shared keys. In particular, the master sign-
ing/verification keys allow tokens and parties to verify whether a message was signed by a hard-
ware token. In practice, such functionality can be replaced by tokens that each has its own secret
information (e.g., the HTs do not need share the same master signing key). More precisely, only
a global master verification key needs to be shared among the tokens. Each hardware token
manages its own signing and verification keys, msk; and mpk;, along with a certificate ¢; which
is a signature of mpk; created by the HT manufacturer’'s global master secret key. An example
of this approach is Intel SGX processors, where each processor has a unique attestation key and
“endorsement certificate” from the manufacturer [50]. To authenticate a message, HT HT; signs
it with its msk;, and sends the signature together with his master verification key vk; and the
certificate ¢;. Anybody that has the global master verification key can verify that the certificate
¢; is valid for vk;, and that the signature issued by H'T; is valid w.r.t. vk;.

Another important part of THT is to ensure that the session ID sid must not be reused in
different protocol sessions. The most simple solution stores all sids that the token has seen.
Thus, if the token cannot store more sids, it will not be able to verify the freshness of new sids
and must stop responding all together. This in effect makes the token no longer usable for our
CP protocol. We present two alterations to improve upon the space usage of the simple solution.
First, the token can transfer the burden of storing the sids to an external memory, in a hash
chain data structure [97]. The token stores the head and tail of the hash chain, which ensures
that no malicious party can tamper with the sids on the external memory. The solution only
requires a small (i.e., constant in the number of sids) amount of storage. However, verifying a sid
requires interaction with the external memory to retrieve the hash chain—to use minimal space,
the token may choose to retrieve the chain one hash at a time. To eliminate interactions with
external memory, one may also opt for a Bloom filter [29]. This solution trades off the need for
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interaction with the possibility (depending on the space allocated to the filter) of falsely marking
some sids as “used”. This however does not impact security, as it is equivalent to the token
having seen a session with this sid.

4.2.3 Fallback solution when tokens can be compromised

While simple and optimal in terms of round complexity, the protocol IT* cannot guarantee any
form of security when hardware tokens are corrupted/compromised. For example, if the secret
keys are leaked by the token manufacturer then not only the CP-property is lost, but we cannot
even guarantee any protection with regard to the inputs of the honest parties. In this section we
propose a CP protocol IT*T¥BS that provides fallback security (in a standard GUC-security sense)
in the following corruption model: (1) the secret keys of the tokens, including those of honest
parties, can be leaked and (2) the memory/code of corrupt parties’ tokens can be read/modified
completely. Let F be the function that the parties wish to compute. For our construction we
use the following tools.

- Pseudo-random functions PRF; : {0,1}" x {0,1}%% — {0, 1}®™*+9* and PRF; : {0, 1}" x
{0,1}% — {0, 1}((mH3)n+Ds

- A strong unforgeable signature scheme ¥ = (Kgen, Sign, Ver).
- A n-party MPC protocol ITMP€ = (Next,, ..., Next,) that GUC-realizes functionality F.

The global setup G is represented by the token functionality 7575 Similar to the token
functionality of the previous section, THTFBS has a master public key mpk and a secret state
consisting of the corresponding master secret key msk and the PRF keys K, K;. We assume
without loss of generality that the setup required to run ITMPC is part of THTFB. We denote our
protocol with TT#TF85 (Fig. and provide a formal description of T%¥55 in Fig. [4.6]

Security of IT#T-F5S;

We summarize the properties of the protocol TT*T-FBS,

HHT—FBS

1. If the hardware tokens are not compromised, and no party aborts, then is collusion-

preserving.

2. If the hardware tokens are compromised and IIMPC GUC realizes FJ; with AB ¢
{IDA, UNA} , then TT*TF3 GUC realizes Fig

3. If the hardware tokens are not compromised (but the malicious parties may abort), then
[THTFBS GUC realizes the functionality F with publicly identifiable abort.

The properties 1 and 2 above enable the fallback security of IT"TF8S |n addition, the second

property states that in the case of corrupted tokens, IT"TFB8 inherits all the properties of ITMP¢
(e.g., identifiable abort). We note that if the MPC protocol guarantees fairness (or even output
delivery), this property would be held by TT"TF35 as well. The third property states that if an
adversarial party aborts then the CP property might be lost, but the input of the honest parties
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are protected. We capture the case where the hardware tokens are compromised by considering
—HT-FBS

the token functionality 7 = instead of TWI-FBS T extends THTFBS with the additional
command Tamper. If the adversary queries the token functionality with Tamper then e
leaks to the adversary its secret state (i.e., the master secret key msk and the PRF keys). Given
the master secret key, the adversary can authenticate any message he wants and therefore acts
on the behalf of the hardware token. To formally prove that ITH"F8S s fallback secure we need
to prove the following two lemmata.

Intuitively, to prove Lemma [9] we rely on the fact that any execution of IT"755 can be seen
as an execution of IIMPC among honest parties. Indeed, in the case the hardware tokens are not
corrupted the adversary has no control on the messages of IIMPC and he can only act as a proxy
between the hardware tokens and the broadcast channel (since we assume that the adversary is
non-aborting). This allows the CP simulators Sy, ..., S, to internally run the simulator Sim of
[TMPC (that exists by definition) for the case where no parties are corrupted. Hence, Sy, ..., S,
can just run Sim using the same correlated randomness obtained from the trapdoor information
K, following the approach proposed in Sec . To prove Lemma we can reduce the security of
the entire protocol to the GUC security of ITTMPC. We note that in Lemma [L0] the global setup is
represented by THT_FBS, which captures the scenario where the hardware tokens are compromised.
We now provide more formal arguments.

Lemma 9. Let G = THTFBS pe the setup, R = B (broadcast) and F be n-party resources where
F is a CP-well-formed functionality. Then the {G, R}-exclusive protocol TI"'¥8 (described by
Fig. CP realizes F in the R-hybrid world assuming that no parties abort.

Proof. We start the proof by assuming that at least one party is honest (otherwise the
lemma trivially holds since we assume a CP-well-formed functionality). In order to prove
this part of the theorem we need to show a collection of efficiently computable transforma-
tions Sim = {Simy,...,Sim,} mapping ITMs to ITMs such that for every set of adversaries
A={A,...,A,}, and every PPT environment Z the following holds:

G,R G, F

CP-EXECH}{T-FBS7A7Z ~ CP_EXECq&,Sim(A),Z

By assumption on the security of the MPC protocol, we know that V.A 3S VZ such that
G.B ~ G,.F
EXEC[jupc 4 z &~ EXECS .

We consider now S (the MPC simulator) for the case where there are no corrupted parties
and describe how S; = Sim(A); works for i = 1,...n. Without loss of generality we formally
describe how the simulator S; works since the other simulators follow exactly the same strategy.

The simulator S; queries (GetTrapdoor, sid) F* with the command (GetTrapdoor,sid). F*
checks that sid is equal to its session id. If it is, then F* sends (Trapdoor,sid) to THTFBS,

THTFES sends {vk;, cert; }ic(n), {msg}, o5} jein] ccim) information to F* which forwards them to
the simulator S§;. Then &) executes the following steps.

- Send (msg}, vko, 0%, certa), . . ., (msgh, vk, ot cert,,) to Aj.
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The functionality manages the keys (mpk, msk) for the signature scheme 3. The functionality
manages also the PRF keys Ko, K. If I = (Get_key, sid) is received return mpk to the caller.
Input phase. If I = (Input,sid, z;, R;) is received from some party p;, then do the following,
- If ctrjid is not defined, then define it and ctrj-id < 1, otherwise output L and stop.
- Compute R§¢ <« PRFy(Ko,sid||j) ® R; and parse R§¢ as (2m + 4) strings of « bits
rsllrs3llpg|] - oy I
- (sigk;id,vkj-id) +— Kgen(1"; rs})
- cert;-id < Sign(msk, vk;||sid||7; rs?)
- Output the first message (msgj, sid, IIMPC &, vk;, cert;), where msg; = Next; (1%, z;, pj, L)
and o « Sign(sigkj,msgﬂ\HMPC||€; r)
Next message function. If received I = (NextMsg,sid, {msg}, o7, vk;, cert; };c[,)) from p; then:
- 1f&>mor ctrapjid =1 then output L and stop, else continue with the following steps.
- Parse R as rsk{|rs?|[p}|| ... ||o7 TP 3] ||r
- Store msgﬁid = {msgf}ie[n].
- For all i € [n] check if Ver(vk;, msgt||[TIMPC||¢, of) = 1 and Ver(mpk, vk;||sid|i, cert;) = 1.
If it is not then output (p;, L) and stop. Otherwise continue with the following steps.
- Set ¢ < {4+ 1, compute msgﬁ = Nextj(l",xj,pg,ﬁgd) with msg<! = {msgf/}ie[nwld
where msgf/ is the message from p; at round ¢’ that was stored in msgfi/d
- If £ =m + 1 then output y; < msgf

L o MPC ¢ l ; s slesid L MPC|p. .4
else, output (msgj,sid, II"'"~, 07, vkj, cert;), where o; < Sign(sigk}“, msg; [T [|£; 7).

Trapdoor. If received I = (Trapdoor, sid) from instance of functionality in the list F then:

- If ctrjid is not defined, then define it, define ctrapjid, set ctr;id <« 1 and ctrapj-id < 1. Else
output L and stop.
- Compute p||ri]|... ||r§n+1|| co IR frst[rs2 ] |[rs) || rs2 <~ PRFy (K7, sid).

- For all i € [n] (sigk;, vk;) + Kgen(17%;rs}), cert; < Sign(msk, vk;||sid||; rs?).

- Use p to run the simulator of the MPC, S for the case where there are no corrupted party.

- Let {msgﬁ}je[n],ge[m] be the messages contained in the transcript obtained by the MPC
simulator S. For all j € [n] and ¢ € [m] computes af — Sign(sigkj,msg§||HMPC||£;rf).

- Return {vk;, cert;};cp], {msg}, 0%} jepu eim]

Figure 4.6: Functionality T"TFB for hardware token behavior in fallback protocol TTHT-FES,
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We assume that the party p; is registered to the global token functionality 7%7F85 and obtains
mpk by querying it with T = (Get_key, sid).
Input and next message generation.
- The party p; on input (Compute,sid, ) samples uniform random R; € {0, 1}(Zm+dr and
sends I = (Input, sid, z;, R;, TTMPC) to THTFRS,

- Foreach 2 e {1,...,m}:

- Upon receiving message X from T8 check if X = (L,py). If it is then output
(L, pir) and stop, otherwise send X over broadcast.

HMPC 0

- Collect message (msgf,sid, ,0;,Vk;, cert;) for round ¢ from each party p; €

[n]\{j} and send (NextMsg, sid, {msg!, of, vk, cert; };c[,]) to TjTFRS,
Output phase.

HMPC 0

- Collect the message (msg!, sid, , 07, vk, cert;) for round ¢ from each party p; € [n]\{j}

and send (NextMsg, sid, {msg?, of, vk;, cert; };c()) to THTFRS,
- Upon receiving y; from T]HT'FBS output it.
Check-channel. The party p; inspects all messages that are sent on the channel. If a message

(m,sid, TIMPC 5 vk, cert) is received from a party p; check if Ver(vk;, m||[TIMPC||¢,o) = 1 and
Ver(mpk, vk||sid||i, cert) = 1 for some ¢ € [m]. If it is not, then output (L, p;) and stop.

Figure 4.7: Protocol TT"""*8® followed by p; to achieve fallback security.

- If I = (Input, sid, 1, Ry, IIMPC) is received from A; then do the following.

- If ctrsid = 0 then ctrs?’ «+— 1 otherwise output L and stop.

- Set x + 1, 1 + 1 and send (msg!, TIMPC vk;, o}, cert;) to A;.
- If I = (NextMsg, sid, {msg?’, o', vk, cert,' }icn)) is received then do the following.

- If £ #1or1>m output L and stop, otherwise continue with the following steps.

- For all j € [n] if msg’ # msg’’ or o # 0! or cert/’ # cert; or vk;’ # vk; then output
(L,p;) and stop.

- Set 1+ 1+1.
- If £ < m then send (msg},sid, [IMPC o) to A,;.

- If £ = m + 1 then send x to F. Upon receiving y; from F send y; to A;.

The proof relies on the observation that (unless the adversary breaks the security of the
strong signature scheme), then the adversary just acts as an observer on the channel. That is,
the corrupted party A; can only inspect the messages generated by T 8 and the messages
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received on the channel which are honestly generated using T#*F25 ] For this reason S, ..., S,
can run a simulator S of IIMP¢ that works when there are no corrupted parties. We recall that
the behavior of the corrupted parties cannot influence the output of S as long as the signature
scheme is secure.

]

Lemma 10. Let IIMPC be a protocol that GUC-realizes the n-party functionality F*B with
—HT-FBS

AB € {IDA,UNA} that exclusively uses B as a resource. Let G=T and R = B then
VA 3Sim VZ EXECIg-I}ZEFBS’ Az R EXEcgi’nf];B

Proof. This proof follows immediately from the GUC security of IIMPC. Indeed, we note that the

token functionalities simply run TIMPC even in the case that a unsigned message is received (or a
message is not received at all). This also enables identifiable abort (unanimous abort) if TTMPC
enables it.

O

HHT—FBS

Having shown the above lemmas, we prove that the fallback protocol indeed achieves

the property of identifiable abort.

Theorem 6. Let G = THTFBS pe the setup, R = B and F be n-party resources where F is a
CP-well-formed functionality. Then, the {G, R }-exclusive protocol TI"8 (described by Fig.
GUC realizes F'PA,

Proof. The only way that an adversary has to misbehave is by sending an invalid signature over
the channel. This behavior can be detected by any party that has the verification keys of the token
functionalities. Moreover, the first party that sends a unsigned message is identified as corrupted.
In all the schemes that we have described in this section, the broadcast channel is used exclusively
to run the protocol. Hence, once the protocol has been executed the broadcast channel is closed
(no messages can be send on that channel). We note that this is not a limitation since the notion
of CP tolerates composability. Hence, multiple broadcast channels might be available at the same
time.

]

4.2.3.1 Remark on fully-compromised tokens

As discussed in the introduction, to achieve fallback security against fully-compromised (that is,
untrusted, non-tamper-resilient, non-isolated) tokens, any computation performed by the token
must instead be done through a 2-party protocol between the token and the party holding it.
To be specific, this 2-party protocol will implement the following functionality: On request to
compute: (1) if round ¢ = 0: Take input z; from party p; and K, mpk, msk from p;’s token.
It stores x;, Ko, mpk, msk. (2) If £ < m: Take input the messages from the current round from
p;, if a message fails to authenticate then the token stops and p; aborts. (3) Finally, output the
next message (msg}, - --) as the token would, to p;.

HIf that is not the case then either the protocol would abort, or a reduction to the security of the signature
scheme can be done.
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4.2.3.2 Remark on malicious broadcast

We also give intuition on what happens if our authenticated broadcast resource is malicious.
First, we will invariably lose CP, since a malicious broadcast resource can provide a private com-
munication channel for corrupt parties, trivially allowing collusion. However, like with a malicious
mediator in [9], we still achieve (G)UC security without unanimous abort/fairness. This is an inter-
esting feature of our model and results: our security degrades more gradually with respect to the
underlying assumptions than with a corrupted mediator. When only the tokens are compromised
but authenticated broadcast is honest, then we have (G)UC security with identifiable abort—
impossible with a corrupt mediator. If broadcast is malicious then we lose identifiable/unanimous
abort and fairness—e.g., the malicious broadcast can pass an unauthenticated invalid message
to just one honest party, making only this party abort, and it can also refuse to pass the output
to honest parties. Intuitively, security is preserved even with malicious broadcast since messages
from the tokens are encrypted and authenticated. If tokens are in addition compromised, then our
fallback protocol (when based on a MPC protocol with (G)UC security in presence of a malicious
broadcast), also preserves security.

4.3 Collusion-preserving MPC for rational adversaries

In the Preliminaries Ch. [2] Sec. [2.6.2 we detailed the rational protocol design (RPD) frame-
work. In this section, we will extend the RPD framework to study the feasibility of implementing
functionalities F in a collusion-preserving way, against incentive-driven attackers that may even
choose to abort the protocol. We first detail how to adapt RPD (with monolithic adversaries) to
the case of collusion-preserving functionalities (which we call RPD-CP), with local adversaries.
We then prove that our protocols ITHT and IT*TFBS disincentivize collusion in this model, when
there is a sufficient penalty to the attacker for aborting. Recall that II"T and II*TFBS are CP
against non-aborting adversaries, and can (publicly) identify a corrupt party in case of an abort.
Finally, we show how this model can be applied in practice, e.g. using the blockchain. In partic-
ular, we can abstract the blockchain by means of an ideal functionality that allows the parties to
deposit collateral, which can be reclaimed on the agreement of all parties. We provide a protocol
IIpen that uses this functionality to concretely penalize an attacker for aborting ITHT or TTFT-F55,

4.3.1 Motivation for using penalization to disincentivize aborts

We observe that the notions of collusion-freeness (and so collusion-preservation) do not capture
all the attacks that send subliminal message using the ability to abort. Indeed and adversary
A = (A1, Ay) could adapt the following strategy in a game of poker. A; aborts any time that
he holds an Three of Spades in his hand. Clearly, even if A; and A, are isolated, when protocol
does not abort, A, knows some information about A;'s cards that the honest parties do not.
This attack becomes more interesting in the case of reactive functionalities, where the parties
can get intermediate outputs. As a concrete example of a reactive functionality, we can think to
use a CP protocol to shuffle a deck of cards and let the parties play poker. A strategy could be
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to make corrupt party A; abort in the first hand if he does not have an Ace, and abort in the
second hand if he does not have a King, and continues the game otherwise. It should be easy to
see that with high probability .4; will be able to communicate more than one bit of information
to A,. We note that this issue arises only because the CP definition allows the parties to abort,
which is in general an unavoidable attack. Thus, in our work we choose to disincentivize aborts.

4.3.2 RPD-CP: Tuning RPD to the CP setting

The Attack Model Following the RPD framework [65] (formally described in Sec. [2.6.2)), we
capture collusion-preservation against incentive-driven attackers, by considering attacks as part
of an attack game G, between a protocol designer D and attacker A. Here, D comes up with
a protocol II, and the attacker A € ITM generates a set of adversaries/adversarial strategies
A(IT) = A = {Ai}icz, T C [n] to attack it. The attacker’s utility u, is then a function of the
choice of protocol IT and adversarial strategies A. The attack model M = (F, (F), v,) (and vp,
if we also consider the designer’s utility) encompasses the parameters in this game—(F) is the
weaker version of the functionality 7 we wish to implement. (F) explicitly allows (1) CP to be
broken by sending a colluding message to other adversarial parties and (2) the adversarial parties
to abort and being identified by all the other parties that are running the protocol. Note that
in contrast to monolithic adversaries and simulators, in CP the ideal adversarial parties do not
automatically share their views and must use (F) to collude (see. Fig.[4.8)). Lastly, the attacker’s
utility u, is defined based on a value function vy, which assigns payoffs to events occurring in the
ideal world—more details below.

4.3.2.1 Utility of the attacker A

The utility of the attacker u, is a function mapping protocols and sets of adversaries, i.e. the
strategy profile (II,.4), to a real number. In our case, utility depends on whether a set of
simulators must collude via a weakness in (F) in order to emulate A in II, and whether the
simulators trigger an abort. More formally: First, we have a value function v,, defined in the
attack model, which maps the views of the simulators and environment in the ideal world to
a real value. Then, we define the real payoff of a particular A attacking the protocol, as the
minimum payoff over all simulators that can emulate A. Finally, u,(II,.A) is the real payoff of
A, maximized over all possible environments Z.

Ideal payoff of a set of simulators In more detail, we define the real-valued random variable
ensemble {v§f>’s’z(k, %) }ren,zefo,13+ (or 0775 for short) as the random variable ensemble re-
sulting from applying value function v, to the view of the environment Z and a set of simulators
S = {8, }iez in the ideal execution. The ideal expected payoff of a particular set of simulators S

with respect to Z is defined as the expected value: U}ﬁ (S, 2) = E(vgﬂ’s’z).

Real payoff of a set of adversaries Recall that given a setup G and resource R, a {G, R}
exclusive (that is, the protocol only uses G, R) protocol II realizes a CP-functionality (F) if, for

98



The functionality interacts with a set of parties P = {p1,...,pn}. It maintains a set of honest
parties H C P, and a set of malicious parties Z C P
- Upon receiving (COLLUDE, sid, m) from party p; € Z, send message (SUB_MSG, sid, p;, m) to
pj, for all pj € P —{p;}.
- Upon receiving (ABORT, sid) from a party p;, send (ABORT, p;) to p;, for all p; € P-{p;} and
stop.

- Upon receiving a message that is consistent with the interface of F act as F would do
acting as a proxy between F and the parties in P.

Figure 4.8: (F) weakens F with commands COLLUDE and ABORT.

all Z C [n], and independent (rather than monolithic) adversaries A = {A;};cz, there exists a
collection of efficiently computable transformations from ITMs to ITMs Sim = {Sim; };cz such
that the simulator S; = Sim;(A;) emulates A;. That is, the environment Z cannot distinguish
between the real world with .4 and resource R, and ideal world with S = {Sim;(A;)};ez and
(F). Let (F) be a CP functionality and II be a protocol. Denote C4 as the class of simulators
S = {Si}ier that can emulate the adversarial parties A = {A;}ier for Z C [n]. That is, for
setup G and resource R,

Ca= {Sim(A) = {Simi(A) }iez | Vi € T:

Sim; an efficiently computable mapping from ITM to ITN,
VZ: CP-EXECT S , ~ CP-EXECH 6, 4 Z}.

The expected payoff of a set of adversaries and environment (A, Z) is then defined as
U (A 2) = infgecA{U;,fT> (S, 2)}. The attacker's utility is then maximized over all envi-
ronments Z, i.e., uy(I, A) := U,"7(A) = supZEITM{UAH’(JT> (A, 2)}.

4.3.2.2 Utility of the protocol designer D

In [65], the attack game is assumed to be zero-sum, i.e. the designer’s utility up = —u,. To
remove this assumption, we follow the methodology of a more recent work [15] to define up. In
more detail, for each (II,.A), we must assign utility for the designer using the same simulators
and environments as those used for the attacker. Let S, denote the class of simulators that were
used to obtain the utility of the attacker, and Z, denote the class of environments maximizing
the utility for simulators in §,. That is,

Sy = {8 €Cyq: sup {U}P(S,Z)} = uA(l_LA)}
ZeITM

and
Z, = {z € ITM: for some S € S, , U(S, 2) = uA(H,A)} .
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Then, let v§"*% and UI@ (S, Z) be defined similar to the payoffs v75% and U;ﬁ (S, Z) re-
spectively. Again following the definitions of [15], the real payoff of the designer is UI?’(H (A, 2) =
SupSGSA{UI(;T> (S, Z)}. The utility of the designer is then

up(I1, A) == 0p"(A) = inf {1;"(A4, 2)}.

ZEZy

We can extend the attack model with the value function of the designer vp: M = (F, (F), vy, vp).

4.3.2.3 Attack-payoff security with collusion-preservation

Similar to the definition of attack-payoff secure in [15,/65], which we detailed in the Preliminaries
Def. , we define collusion-preserving attack-payoff (CPAP). Intuitively, a protocol is CPAP with
respect to an attack model M = (F, (F), v,) if it enjoys security and collusion-preservation under
this model. That is, no attacker can gain more utility from running our protocol, than running
the dummy protocol that uses a functionality F as a resource.

Definition 26 (CPAP). Let M = (F,(F),v,) be an attack model and II a {G,R}-

negl
exclusive protocol that realizes (F). We say that II is CPAP in M if sup 4 ua(Il, A) <

SUp 4o Ua(®7, A) where &7 is the dummy {G, F}-hybrid protocol which forwards all inputs to
and outputs from functionality F.

To complete our framework, we also define e-subgame-perfect equilibrium from [65], and
define collusion-preserving incentive-compatible (CPIC) similarly to the definition of incentive
compatible (IC) in [15], which we detail in the Preliminaries Def. [14 Informally, a strategy
profile is an e-subgame-perfect equilibrium if no deviation could improve utilities by more than .
Intuitively, a protocol II is incentive compatible when even the designer is incentivized to stick
with it.

Definition 27 (e-subgame-perfect equilibrium [65]). Let G be an attack game. A strategy
profile (I1, A(II)) is an e-subgame perfect equilibrium in G4 if the following conditions hold: (1)
for any IT" € ITM", up(IT', A(TII")) < up(II, A(IT)) + €, and (2) for any A" € ITM, wu,(IL, A'(IT)) <
up(T1, A(IT)) + €.

Definition 28 (CPIC). Let IT be a {G, R}-exclusive protocol and Ii be a set of polynomial-
time {G, R }-exclusive protocols. We say that II is [I-CPIC in the attack model M iff for some
A € ITM, (II, A(IT)) is a negl(x)-subgame perfect equilibrium on the restricted attack game where
the set of deviations of the designer is 1.

4.3.3 11" and IT"T*BS with incentives

In this section we show that the protocols IT"T and IT*F® presented in the previous sections are
CPAP for a natural class of utilities u,. For simplicity we consider the ideal functionality F/ for
SFE parameterized by the function f : F" — F (this form is without loss of generality—see,
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e.g., [102]), which we assume is a CP-well-formed functionality (Def. [25). We refer the reader to
the preliminaries, Ch. [2| for a formal definition of /. We consider the following events the value
function v, is concerned with. These are events defined on the views of the environment, the
(relaxed) CP-functionality (F/), and the simulators S = {S;}icz, given adversaries A = {A; }icz:

- Define the event E q11u4e as follows: For some i € 7 and message m, the ith simulator S;
sends the message (COLLUDE, sid, m) to (F/).

- Define the event F,por¢ as follows: For some i € Z, party p; aborts and is identified by all
the parties as having aborted.

Now, we define the payoffs assigned by v, to the events above. Denote by vco11u4e the utility for
the attacker obtained by triggering Fco11u4e- Denote by 7Yapors the penalty incurred as result of
a malicious party being identified by the honest parties as an aborting party. Then, the utility of
the attacker is:

uA<H7 A) = sup { 1nf {7collude Pr[Ecollude] - P)/abort Pr[Eabort] }}
z SeCy

Our protocol satisfies CPAP security under the condition that the penalty of being identified
as having aborted is greater than the gain from sending a colluding message. In the next section,
we will discuss a penalization scheme that makes these penalties concrete.

Theorem 7. Let 7 be an ideal CP-well-formed functionality (Def.[25)), and (F') be as defined
in Fig.[4.8 Let v, be as defined above, for any Yeor1ude and Yavors SUCh that Yapors > Yeollude-
Then the protocol TI"" described in Sec. (and the protocol TTH"F88 described in Sec. s
CPAP secure in the attack model M = (F/ (F7), vy).

Proof sketch. To prove this theorem we rely on the observation that IT*" (TT*TF8) is collusion-
preserving for F/ as long as nobody aborts. Moreover, TT*T and ITHTFBS chieve (publicly) iden-
tifiable abort, since the only way subliminally communicate is by sending a message which is
incompatible with the protocol description. Given the way we have set the payoffs, it is always
inconvenient for the adversary to trigger the collusion event E.,11u4e, as it causes the abort event
Eabort- O

Full proof. Our main observation is that IT# (IT"F5) is collusion-preserving for F/ as long as
nobody aborts. That is, the only way to do subliminal communication in TT*T (and in TT*TF58) is by
sending a message which is incompatible with the protocol description thus causing the protocol
to abort. Given this utility function, it is always inconvenient for the adversary to trigger the
collusion event E..11u4e, aS it causes the abort event E, ... We observe that in the case where
we also consider the utility of the designer we can prove that our protocol is CPIC (according to
Def. in the case there the utilities of the designer are symmetric to the utility of the adversary.

In the case that all the parties are malicious then we rely on the fact that (F7/) is CP-well-
formed functionality and we allow the adversarial parties to communicate freely via (F/) following
the same approach proposed in the proof of Theorem [5]
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In the case that at least one party is honest then we need to show collection of efficiently
computable transformations Sim = {Simy, ..., Sim, } mapping ITMs to ITMs such that for every
set of adversaries A = {A;,..., A,}, and every PPT environment Z the following holds:

CP-EXECis 4 5 & CP-EXECiéﬁ? 0.2

The simulators are equal to the simulators showed in the proof of Theorem [5| except for the
following details. If S; receives an invalid message m from p} (i.e. a message that would yield
an honest party to abort) then S; sends (COLLUDE,sid, m) to (F/) and stops. This situation
captures the ability of the corrupted parties to interact with each others at the price of being
detected by the honest parties. Indeed, we recall that IT"T enjoys the identifiable abort property.
The payoff we have defined ensures that an adversary is never incentivized to abort (i.e. break
the CP property). Given that we have proved in Theorem that the if no party aborts then IT%?
is collusion-preserving then we can claim that II"" is CPAP. The same arguments can be applied
to HHT-FBS-

]

4.4 Realizing the incentives

The goal of this section is to create a penalization scheme that translates the utilities defined
above to concrete (monetary) values. Below, we describe a simple protocol Il,e, that realizes a
CP functionality F assuming no aborts, and disincentivizes aborts with penalization. As we show
in Theorem [8| below, II,e, achieves CPAP, and is incentive compatible for the designer (i.e. is
CPIC), assuming the existence of one honest party. The protocol assumes a functionality Fpen,
which allows each party to deposit a collateral of amount d (a parameter of the functionality).
Parties can reclaim their collateral if and only if all parties send the functionality a RECLAIM
message (Fpen is defined formally in Fig.[4.9). In IT e, honest parties only send RECLAIM if they
do not detect an abort during execution of IT*" or II*TF8_ The protocol I1,e, works as follows.

1. Each party sends (DEPOSIT) to Fpen, to deposit a collateral of amount d. If the functionality
returns (DEPOSIT, 1), proceed. Otherwise, stop.

2. Run TI*T (resp. II*TFBS) (possibly multiple times for reactive functionality, using secret
sharing to maintain secret intermediate state) on the broadcast channel 5.

3. If TIHT (resp. IT*TF33) did not abort, then all parties send (RECLAIM) to Fpen. Fpen €NSUTES
that parties receive their deposits back if and only if everyone sends (RECLAIM).

We define below a class of utilities for the above protocol, making the arguably natural as-
sumption that the attacker (who chooses the adversarial strategies for all corrupted parties) cares
about the sum of deposits lost/gained by all corrupt parties, and similarly, the protocol designer
cares about the deposits of all honest parties. Let E 41104 be the event the simulator sends a
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The functionality is parameterized by a deposit amount d, and a tuple of initial balances of each
party, Balance = (by,...,by,).
- Upon receiving (DEPOSIT) from party p;: If b; > d:

1. In this round, if all p; € P have sent (DEPOSIT) , and b; > d, then continue. Other-
wise, send (DEPOSIT,0) to each party p; € P and stop.

2. Deposit collateral for each party: for each party p; € P: b; < b; —d
3. Send the message (DEPOSIT, 1) to each party p; € P.

- Upon receiving (RECLAIM) from party p; € P:

1. In this round, if received (RECLAIM) from all p; € P, continue to return deposits to
all parties. Otherwise, return (RECLAIM,0) and stop.

2. For each p; € P, return the deposit to p;: b; < b; + d and send the message
(RECLAIM, 1).

Figure 4.9: F,.n allows the parties to deposit an amount d, which can be withdrawn only if all
the parties registered to the functionality send a command RECLAIM.

COLLUDE message in (F); Ejoposic(t) (resp. Eg,.e5:(m)) is the event ¢ corrupt (resp. m honest)
parties send (DEPOSIT) to Fpen and Fpen returns (DEPOSIT, 1); B2 1.in(t) (resp. E2, 1nin(m))
is the event where t corrupt (resp. m honest) parties receive the message (RECLAIM, 1). Sets

C4, Sy, Z, are defined in Section [4.3.2]

UA(H7 A) = SUP { inf {’Ycollude Pr[Ecollude]

SeCa
- Z td : PI'[ dep031t Z td Pr Eﬁeclalm( )]}}
te(n) te(n]

UD(H, A) = inf { sup { — Ycollude Pr[Ecollude]

z2ezy L ses,
- Z md - PI‘ dep051t + Z md - PI‘ reclalm( )]}}
me[n] me(n]

Informally, we show CPIC and CPAP by proving that the strategy profile (Il,e,,.A), where the
A is the passive adversarial strategy that just follows II,., (and does not collude/abort), is an
equilibrium solution. We observe that corrupt parties know that if they try to gain more utility by
colluding (and thus abort), there is at least one honest party to ensure they lose their collateral,
which means they have no incentive to deviate from Il,.,. The protocol designer also has no
incentive to deviate from Il., if the adversary is passive, which means this strategy profile is an
equilibrium.

103



Theorem 8. Let F be an ideal CP-well-formed functionality, and (F) be as defined in Fig.[4.8
Let vy and vy be defined in the utility functions above, let td > 7co11ue Where t is the number
of corrupt parties, and assume there is at least one honest party. Then, the {G, R}-exclusive
protocol I, where R is broadcast and G = T, Fe, (resp. G = T""5S F,..) :

- collusion-preservingly emulates the {G, F }-exclusive protocol ¢ assuming the adversary
does not abort,

- is CPAP secure in the attack model M, and
- is I-CPIC in M.
Where M = (F, (F), vs, vp) and Il is the set of all protocols.

Proof sketch. To prove Ile, realizes the CP-functionality F, S; (the simulator for party p;)
communicates with Fpe, to determine the status of the deposited collateral. To simulate II"T
(resp. ITHTFES) it follows the simulator from the proof of Theorem [5| (resp. Lemma[0)). To prove
CPAP, we show that Il realizes (F) by letting S; in addition use the COLLUDE command in
(F) in case the adversary misbehaves during IT"T (resp. IT*TFBS). Since in II"T (resp. ITHTFES)
collusion always follows an abort, CPAP of 11, follows from setting the deposit d so that the cost
of abort (losing td collateral) is higher than gains from collusion v¢11u0e—that is, the adversary
cannot gain more utility via triggering weaknesses in (F). Lastly, to prove CPIC, we show that
given a passive adversarial strategy A that just follows Il,.,, the designer has no incentive to
deviate from choosing Il,e,. We show this by observing that up(Ilsen, . A) = 0, which is the
maximum utility of the designer (as parties can only reclaim collateral which they have already
deposited). O

Full proof. First, we prove that Il realizes the CP-functionality F as long as there is no abort.
To emulate II,e,, the simulator S; forwards (DEPOSIT) and (RECLAIM) to F,., on behalf of
corrupt party p; and returns whatever F,, does to p;. During IT*T (resp. IT*TF8%) S, follows the
simulator for p; in IT*T (resp. IT*TFES). By Theorem [| (resp. Lemma [9)) which proved that IT*
(resp. ITHTFB3) realize F when there is no abort, S; emulates party p; in Il,e, when there is no
abort.

Second, we prove that Il,e, is CPAP-secure. To do so, we must show that (1) Il,e, realizes
(F), and (2) the adversary has no incentive to deviate from Il,e, in such a way that forces
the simulators to use weaknesses in (F) (collude/abort) in order to simulate. To show (1), we
construct a simulator S; for each corrupt party p;. First S; sends (DEPOSIT) on behalf of p; (or
not, if p; chooses not to). Then, S; is made aware of whether all parties have sent (DEPOSIT) to
Froen, When Foe, returns the message (DEPOSIT, 1) or (DEPOSIT,0). If (DEPOSIT,O0) is returned,
the protocol stops. To simulate Step 2 of Il,e,, we simply do as the simulator for IT*" (resp.
[T*TFBS) would, except if it sees an invalid message m, then S; sends (COLLUDE, sid, m) to (F).
Finally, S; sends (RECLAIM) to Fpen if p; does, and forwards (RECLAIM, 1) or (RECLAIM,0) from
Froen-

To prove (2), we show that the adversary has no incentive to deviate from Il,, at all. Now,
from our utility function u,, we see that the only way the adversary can possibly gain utility by
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deviating is by triggering the event E.,1144e (Since in the protocol he can only reclaim collateral
he has deposited, collusion is the only possible way to gain positive utility). We observe the
only time we may need to use COLLUDE is during simulating Step 2 (running II%T or TTHT-FBS) |f
collusion occurs during Step 2, at least one honest party will refuse to send (RECLAIM). Thus,
the attacker achieves payoff of —td + 7co11ude In this scenario (where ¢ is the number of corrupt
parties). This means deviation is not profitable and we obtain CPAP, when we set deposit d such
that td > “Vcollude-

Finally, to achieve CPIC, we must find an attacker A such that (ITpen, A) is a v(k)-subgame
perfect equilibrium where the designer can arbitrarily choose another protocol in II. Denote
Il en as II for ease of reading. Let A be the passive attacker who simply follows II,.,. We
now prove the two conditions of subgame perfect equilibrium, which are: (1) for any II' € 1,
up(IT, A(IT")) < up(I1, A(I1)) + €, and (2) for any A" € ITM, u,(IT, A’(I1)) < w,a (11, A(TT)) + €.
We have already shown (2) in the CPAP proof above. For (1), we observe that the maximum
utility possible for the designer is zero, as Fpe, only allows the parties to reclaim what they
have deposited. We also observe that except for negligible probably (that the adversary breaks
e.g. the signature scheme), for the passive attacker A, the designer achieves zero utility if he
chooses II = Il,, (everyone deposits collateral, follows the protocol, and then reclaims), thus
up(I1, A(TT)) achieves maximum utility (minus negligible utility loss from the negligible probability
of collusion via the adversary breaking e.g. signatures). This implies (1).

]

One could implement deposit/reclaim via, e.g., a smart contract-enabled blockchain. In our
next subsection, we will further discuss on penalization and on how to avoid that also honest
parties are penalized in the case a misbehavior is detected.

4.4.1 Open question: an alternative penalization functionality

The penalization solution I, in Sec. , while simple and satisfying CPAP and CPIC, requires
at least one honest party to penalize the misbehaving party even at the cost of his own collateral
being lost. In fact, if a corrupt party aborts during protocol execution, then honest parties can
increase their utility by ignoring the abort and still allow everyone to reclaim their collateral. In
other words, a strategy profile (I, A), where II is the same as II,., except it allows parties to
always reclaim their collateral, and A is an adversarial strategy that makes a corrupt party collude
and abort, is also an equilibrium solution.

Below, we suggest below an alternative penalization functionality Fpenaiize (Fig. that
only punishes misbehaving parties and thus eliminates this unwanted equilibrium. It is clear to
see that if only misbehaving parties are punished, honest parties will have no incentive to deviate
from the penalization scheme, as they will always be able to reclaim their deposit. In addition,
this solution does not require one party to be honest, as the functionality Fpenaiize is responsible
for verifying whether the protocol aborted and who is responsible. However, this functionality is
more complex and is more difficult to realize than F.,, as discussed below.

Informally, a protocol Il enaiize FUNNINgG Fpenalize disincentivizes misbehavior by allowing parties
to run a protocol only if all parties have deposited a collateral. Throughout the protocol, it
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keeps track of PROTOCOL messages submitted by the parties. A party can reclaim his collateral if
he has behaved correctly throughout protocol execution (according to the PROTOCOL messages).
Otherwise, if the protocol aborts, by using the publicly identifiable abort property, the functionality
ensures that only identified corrupt parties lose their collateral.

Implementing Fpenaiize On the blockchain: some caveats. A natural question is whether
Fpenalize Can be implemented on the blockchain, for example following the approach of [93]. There,
parties make deposits on the blockchain before running an MPC protocol, and can only reclaim
their deposits if they submit correct messages to the blockchain at each round. In particular, if
the MPC protocol has constant number of rounds, [93] only requires a constant number of ledger
rounds.

However, a concerning caveat to implementing Fpenaiize in the blockchain is that IT*" and
[T*TFBS now run using the blockchain, a (usually) non-CP protocol, as its communication chan-
nel. In particular, this means that within the protocols II"" and II*T¥®S  corrupt parties might
trivially collude via its communication resource. We contrast this with the situation of Il,.,, our
penalization protocol in Sec. [4.4] In Il,e,, parties run II*T and IT*"® via broadcast, and do not
require the blockchain while executing these protocols. Even if we assume that the blockchain
is accessible to some parties at some point during this execution, we can handle the access as
an external communication resource. Collusion-preservation ensures that even given some ex-
ternal communication, the correlation between corrupt parties in 11T /TIHTF5S does not increase
substantially. For example, a corrupt party cannot simply post some secret key on the blockchain
that allows him to arbitrarily subliminally communicate with others. In addition to this caveat,
another concern is the difficulty keeping track of protocol messages on the blockchain. In general,
one cannot guarantee that transactions sent at some round r will be in the blockchain ledger
at round 7, as is the case in the analyses of, e.g. [17]. In contrast, in Fyen (Sec. protocol
messages of IT"T or TT*TFB5 yse the broadcast channel instead of the blockchain, and thus are not
subject to idiosyncrasies of the blockchain.

4.4.2 Protocol Il,enaiize for penalization

We describe below IIjenaiize, Which uses the penalization functionality Fpenaiize (Fig- . The
only differences between Iljenaize and Il,e, are that Ilenaize runs the entire protocol using
Froenalize to communicate, and it penalizes only corrupt parties for misbehavior. That is, honest
parties never lose their collateral when playing Il enalize.

Protocol I enalize:

e Each party sends (DEPOSIT) to Fpenaiize, to deposit a collateral of amount d. If the func-
tionality returns (DEPOSIT, 1), proceed. Otherwise, stop.

e Run IT*T or II"™3 on Fienaize, by sending/receiving each protocol message m as
(PROTOCOL, m) to/from Foenalize-

e All parties send (RECLAIM) to Fpenalize-
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We can thus prove a theorem about CP, CPAP, and CPIC for Il enalize, analogous to Theo-
rem [8 using the same utility functions u, and up defined in Sec. [4.4]

Theorem 9. The {G}-exclusive protocol Wpepaiize, Where G = T Foepaiize (resp. G =
THIFES | F enalize) Satisfies the same theorem statements as Theorem @ except assuming d >

Yecollude-

Proof. The proof is exactly the same as Theorem [8] except instead of running on the broadcast
channel the protocol runs entirely on Fpenaiize (accessible to the simulator, which makes the
simulator's job easier than having to simulate broadcast messages in Il,,). For CPAP, an
attacker can now trigger E ,11u4e by only having one corrupt party abort and lose his collateral.
That is, we can have CPAP only if d > 7co11uge (i-€., the loss of one party’s collateral is more
than the gain from colluding). As for the designer D, same as in Il,e, the maximum designer
utility is still zero, and thus the CPIC proof still holds. O

The functionality is parameterized by a deposit amount d, a tuple of initial balances of each
party, Balance = (by,...,b,), and a protocol IT which is either TT"T or TI*TFBS |t keeps track
of PState, initialized as L, which keeps track of all protocol messages (PROTOCOL, - - - ).

- Upon receiving (DEPOSIT) from party p;: If b; > d:

1. In this round, if all p; € P have sent (DEPOSIT) , and b; > d, then continue.
Otherwise, send (DEPOSIT,0) to each party p; € P and stop.

2. Deposit collateral for each party: for each party p; € P: b; + b; — d
3. Send the message (DEPOSIT, 1) to each party p; € P.

- For each round of II, upon receiving (PROTOCOL, m) from party p;:

1. Verify this message via Il and PState. If II aborts, stop processing PROTOCOL
messages.

2. Send (PROTOCOL, m) to all parties and store it in PState.
- Upon receiving (RECLAIM) from party p;, check PState to see if p; has misbehavecﬂ:

1. If p; behaved correctly, return the deposit to p;: b; < b;+d and send (RECLAINM, 1)
to p;.
2. Otherwise, send (RECLAIM,0) to p;.

aThis can be checked as II has publicly identifiable abort

Figure 4.10: Fpenalize
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4.5 Hardware tokens and broadcast vs. mediators

In this section, we motivate our study of collusion-preservation (CP) using authenticated broadcast
channels with hardware tokens, instead of the mediator model used in the previous work.

We show (Theorem that authenticated broadcast (Fig. with hardware tokens is a
strictly weaker set of assumptions than an honest mediator in a star-topology network (also
called the mediated model [9]). Thus, our feasibility results are not immediately implied by
existing results in the mediated model.

Perhaps more interestingly, although our assumptions are weaker, they are also better in terms
of the fallback guarantees we can achieve. We will show this by contrasting what happens when
tokens are broken, versus when the mediator becomes corrupted. Whereas we can still achieve
fallback security with identifiable and unanimous abort with corruptible hardware tokens, many
such important properties become impossible when the mediator can be corrupted—even with
honest majority.

Theorem 10. Hardware tokens with authenticated broadcast is a strictly weaker set of assump-
tions than an honest mediator in the mediated model.

Proof. We prove the theorem by combining the two claims below.

Claim 1. Hardware tokens with authenticated broadcast does not imply an honest mediator in
the mediated model.

Proof of claim: Let F be a CP functionality where for all i = 1,3,5,-- -, the outputs of parties
p; and p;.1 are z;,1 and z; respectively. That is, the pair of parties share their input with only
each other. Now consider the case where all but one party are corrupted. Let p; be the only
corrupt party which is supposed to share inputs with the one honest party. Suppose in the real
world p; sends the input of the honest party over broadcast, as soon as p; receives it as output.
This means another corrupt party p; now also knows the input of the honest party. However, in
the ideal world, the simulator for p; cannot simulate this part of the real-world execution, as F
does not allow him to know the honest party’s input. Thus, collusion-preservation is broken. On
the other hand, there exists a CP protocol via an honest mediator in the mediated model for this
adversary (e.g., the mediator simply ignores p;'s invalid message). Thus, an adversary breaking
CP under the tokens/broadcast assumptions, does not break CP in the honest mediator/mediated
model. This proves the claim.

Claim 2. An honest mediator in the mediated model implies hardware tokens with authenticated
broadcast.

Proof of claim: An honest mediator (in a star-topology network) can be used as a trusted party to
replace hardware tokens/authenticated broadcast. To emulate each party having his own token,
the mediator runs an instance of the hardware token's code for each party. As the mediator is
assumed to be honest, it is able to emulate any code correctly, while maintaining each token'’s
secret state. To emulate authenticated broadcast, the honest mediator simply sends each message
it receives to every other party with the identity of the sender attached.

]
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4.5.1 Impossibility results in the mediated model

In this section, we detail one of our main motivations to move away from the mediated model
(used by the previous work on CP [9]), mentioned in the introduction. We show that in this
model, desirable properties—robustness, fairness, and identifiable abort—are impossible when
the mediator may be corrupt. This implies undesirable scenarios—a game of poker implemented
in this model can be aborted at any time (for example, when a corrupt party sees he is losing),
without honest players being able to detect the cheater. In contrast, recall that in Lemma
and Theorem [6], we showed that even if our assumptions on honest hardware tokens are broken,
our construction can still achieve fallback security with identifiable and unanimous abort.

To see why these properties are impossible in the mediated model, we recall that in the
mediated model, every party communicates only to a central node called the mediator, in a
star-topology network. Intuitively, the impossibilities stem from the mediator being able to cut
off communication between itself and any party, at any time. Robustness is simple to show to
be impossible, since the mediator can simply stop all communication. To break fairness, the
mediator can end communication in the protocol after one party receives his output and before
another party receives his. This strategy can be used also to break unanimous abort and allow
one honest party to receive his output while others do not. Lastly, identifiability is not possible as
a corrupt mediator can “frame” an honest party as having aborted, by simply ignoring messages
from this party. Since other parties only communicate through the mediator, they cannot identify
whether the party or the mediator has misbehaved.

We state and prove these impossibilities formally in the theorems below.

Theorem 11. Robustness is not possible when the mediator may be corrupted. This holds even
when all other parties are honest.

Proof. The mediator simply does nothing, and thus nothing can be computed. ]

Theorem 12. Consider a protocol in which each party interacts with the mediator a number of
times that is polynomial in the security parameter. Then fairness and unanimous abort are not
possible when the mediator may be corrupted, unless the output can be computed without the
parties’ inputs. This holds even if all other parties are honest.

Proof. Consider in the mediated model three parties: (honest) parties Alice (A) and Bob (B),
and the corrupt mediator (M) who has no inputs and some constant as output (e.g., 1). Since
the mediator controls when messages are sent during the protocol, we consider the following
protocol format without loss of generality: In odd-numbered interactions, A interacts with M; in
even-numbered interactions, B interacts with M.

Suppose M does the following: M guesses an interaction number in which only one of A or
B has the output (this is always possible since A and B never receive messages at the same time
and in the mediated model, A and B cannot communicate except through M), and aborts at the
beginning of this interaction, depriving the other party of the output. Since there is a polynomial
number of choices, M succeeds with non-negligible probability.

Formally: Suppose the final interaction in the protocol is between A and M. Assuming that
fairness is possible, we show that if this protocol has fairness, then A and B can compute their
outputs without sending any messages.
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Since the final interaction does not involve B, B must have known the output prior to the final
interaction. Suppose the corrupt M chooses to abort in the final interaction (Since the number
of rounds is polynomial, he chooses to abort at this round with non-negligible probability). By
fairness (since B knows the output without the final message), A must also be able to learn the
output without the final interaction. This means both A and B learn the output without the final
interaction.

Similarly, the second-to-last interaction (between B and M) does not involve A, so A must
have known the output prior to this interaction. By fairness, if M chooses to abort in the second-
to-last interaction, B must also be able to learn the output without this interaction. Thus both
A and B learn the output without the second-to-last round.

Continue the argument for the number of interactions, and A and B both learn the output
without sending any messages. O

The proof does not work when the number of interactions is superpolynomial. This is because
the mediator will only guess correctly with negligible probability, which interaction to abort at
(we allow negligible failure of the fairness property).

Theorem 13. Identifiability is not possible in the mediated model when the mediator may be
corrupted, regardless of the number of honest parties.

Proof. We show that it is impossible to distinguish between the case when (1) the mediator is
corrupt, and (2) a party A aborts at round r. Suppose M is corrupt and does the following: M
follows the protocol until round 7 — 1. At rounds > r, M simply ignores (does not send nor
receive from) A, and does whatever it is supposed to do in the protocol if A aborts. Since all
parties communicate only via M, the messages they receive in this scenario are exactly the same
as if the mediator were honest, but a corrupt party A has followed the protocol before round r
and stops sending messages after round . Thus, they cannot correctly identify whether M or A
is corrupt in the case of an abort. m

4.6 Chapter summary and future work

In this chapter, we construct a simple decentralized collusion-free and preserving (CF and CP)
protocol using hardware tokens and authenticated broadcast, under assumption of non-aborting
adversaries. We motivate our model by showing the already restrictive mediated model solution
in previous works suffer from the impossibility of various desirable security properties when the
mediator can be corrupt. Then, we augment our simple CF/CP protocol to provide fallback
security with identifiable and unanimous abort (impossible in the mediated model) when the
hardware tokens are compromised and adversaries abort. Furthermore, we present two penaliza-
tion schemes and prove in the rational protocol design (RPD) framework (adapted to CP) that
they disincentivize rational attackers from aborting. We note that, while our solution is presented
in context of collusion-preserving games, the idea of CF/CP has been adapted to cryptographic
reverse firewalls [108]. We leave as an open question on adapting our protocols and penalization
schemes to this and other application scenarios.
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Chapter 5

Blockchain Consistency Against Rational
Attackers

5.1 Introduction

The classical cryptographic analysis of blockchain ledgers establishes worst-case guarantees on
their security either by proving central security properties [66,115], such as consistency/common-
prefix—the stable parts of the chains held by honest parties are prefixes of one-another—/iveness—
new blocks with recent transactions keep being added—or by proving that the protocol realizes
an ideal ledger functionality [17]. Typically such analyses rely on an assumed limitation on
the adversary's influence/presence in the system. In particular, the majority of an underlying
resource—e.g., hashing power for proof-of-work (PoW)-based protocols such as Bitcoin [111]
and Ethereum [34] (before version 2.0), or stake in proof-of-stake (PoS)-based protocols such
as Algorand, Ouroboros, and Snow White [16,/45|51,/92]—is owned/contributed by parties who
honestly run the protocol.

Although such an analysis is instrumental for understanding the properties and limitations
of the analyzed ledgers and gaining confidence in their security, it does not take into account a
fundamental property of such systems, namely that the ledger’s state is often associated with
some monetary value and therefore the protocol’s security might rely on how profitable an attack
might be. Thus, in addition to the classical cryptographic analysis of such systems, it is useful to
analyze their so-called economic robustness, namely their level of protection or susceptibility to
attacks by an incentive-driven (also called rational) attacker. Such an analysis can augment the
security of these systems, by proving that under a rational assumption, e.g., an incentives model
of the attacker, security is maintained even when certain cryptographic assumptions fail. On the
other hand, it can indicate that the proven security is fragile by pointing out natural incentives that
lead to violating the security assumptions. Additionally, it can offer a higher resolution picture of
the systems guarantees—e.g., its tendency to decentralize [32]—and/or more realistic estimates
of the parameters associated with its security properties—e.g., relation between the density of

Most of the results in this chapter have been published in [104].

111



honest blocks (that is, the chain-quality parameter [66]) and the properties of the communication
network [62,/112]. Perhaps, even more interesting, it can offer insight on the system's behavior
when the main (cryptographic) assumption fails, e.g., when the attacker controls a 51% fraction
of the underlying resource of the blockchain protocol.

Motivated by the recent (repeated) 51% double-spending attacks that have drained millions
of dollars from popular blockchain-based cryptocurrencies, in this chapter we focus on the game-
theoretic analysis of such attacks for Nakamoto-style systems, e.g., Bitcoin, Bitcoin Cash/Gold,
Ethereum (Classic), etc. We use the adaptation of the rational protocol design (RPD) framework
by Garay et al. [65] to blockchains, which was recently proposed by Badertscher et al. [15], to
analyze the utility of an attacker against these systems as a function of their basic parameters.
In the preliminaries Ch. [2| Sec. [2.6.2] we discuss the RPD framework in more detail.

A central question to the relevance for practice of any game-theoretic analysis is to what
extent the model and assumed utilities capture the incentives of real world attacks. Indeed,
if the utilities are disconnected from reality, they can lead to counter-intuitive statements. We
demonstrate an instance of such an artifact in [15] and propose a different class of utilities which is
both natural and avoids this artifact. We validate our utility against a range of security parameters
matching those of Ethereum Classic, a PoW-based system that fell victim to 51% double-spending
attacks. We observe that when the payoff for double-spending is high, attacking is indeed a
dominant strategy. That is, predictions of our utility choice match reality. We then use our
framework to devise a generic tuning of one of the core parameters of such blockchains—namely,
the number cutOff of most-recent blocks needed to be dropped to achieve the so-called common-
prefix property with parameter cutOff (cf. [15,17,/66])—to deter any attacks on consistency by a
rational attacker with our utility. Stated differently, we show how an incentive model can serve,
possibly in addition to cryptographic assumptions, to find a robust protocol parametrization. This
shows the unique property of our model over previous works, that it can be used to improve the
economic robustness of such blockchains, and offers a guide to how to “patch” such protocols
to avoid future occurrences.

5.1.1 Related works

A number of works have focused on a rational analysis of decentralized ledgers and cryptocur-
rencies (e.g., [43,61},62,70,105,112,116|118-120,(122] to mention some). Typically, these works
abstract away the computational aspects of cryptographic tools (signatures, hash-functions, etc.)
and provide a game which captures certain aspects of the execution that are relevant for the
rational analysis. In contrast, RPD uses a cryptographic simulation-based framework to incorpo-
rate these computational considerations into the analyzed game, ensuring that predictions about
attacker behavior hold for the actual protocol and not only for an idealized version (unless the
idealization is obtained via a cryptographic composition argument such as UC). Incorporating
such computational considerations within a rational treatment is highly non-trivial (see [46,(65]
for a discussion).

The term 51% (double-spending) attack is defined in [4] as an attack where the adversary
gains any majority (not necessarily just 51%) of mining power and reverses transactions in order
to double-spend its coins, often by creating a deep fork in the chain. The site CoinDesk keeps
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track of news of 51% attacks [1], of which there are quite many: most recently, Verge suffered
an attack with 200 days worth of transactions erased in Feb. 2021, and Firo had in Jan. 2021
been in a “hash war” with a 51% attacker. Also recently, Ethereum Classic suffered three 51%
attacks in the same month of August, 2020, prompting a solution called MESS to mitigate such
attacks which still may not provide robust security [2]. Other recent victims of such attacks
include well-known coins such as Bitcoin Gold (Jan 2020), and Bitcoin Cash (May, 2019). A
major avenue of 51% double-spending attacks is the use of rented hash power [3]. The site
https://www.cryptob1.app/ gives rough estimates on the vulnerability of different coins, based
on whether 51% of hashing power can be rented via a service called Nicehash. In some cases,
e.g. Bitcoin Gold, it is estimated (at time of writing, Feb. 2021) to only cost a few hundred
dollars to have 51% of hashing power for 1 hour.

Previous works have considered the ability of blockchain protocols to recover from 51% at-
tacks. In [13], conditioned on honest majority being satisfied on expectation, Bitcoin was proven
to be resilient against a (temporary) dishonest majority. In [14], no such condition is assumed
and the authors give concrete recovery bounds as a function of the actual power of the adversary
(captured as a budget to go over majority hashing power). We use the latter work for our analysis
of the blockchain’s security against incentive-driven attackers.

The profitability of 51% double-spending attacks have also been analyzed in previous works.
The work of [33] explores these attacks through an economics perspective, and leaving the cost
of the attack as a parameter that is computed via simulations. The work of [88] computes
probability of attack by modeling attacks as random walk of two independent Poisson counting
processes (PCPs). In comparison, our rational analyses are done in the rational protocol design
(RPD) framework, where a fork is formally defined as a command in a UC ledger functionality.
Another technique proposed is the Markov Decision Process (MDP) model, which is used by both
[70] and [82]. In this model, the adversary takes a series of actions relevant to double-spending:
adopting or overriding the honest party's chain, waiting, or stopping. Solving the MDP allows
these works to reason about the optimal double-spending adversary. While we do not analyze an
optimal double-spending adversary, our model is more general. We do not restrict the actions of
the adversary, which allows us to analyze conditions under which the protocol is secure against
attacks on consistency by any incentive-driven adversary. Moreover, since standard MDP solvers
cannot solve infinite state MDPs, the MDP is restricted to only consider situations where the
chain length is less than some length ¢ [70].

5.1.2 Overview of our contributions

We start by devising a utility in RPD which naturally captures the incentives of an attacker to
provoke a double-spending attack. To this direction, we observe that the utility considered in [15]
does not capture such an incentive. Intuitively, the reason is that the utility in [15] essentially
only considers incentives related to the consensus layer of the protocol. This means that an
attacker is rewarded when successfully mining a block, but is not rewarded depending on the
block contents—i.e. what kinds of transactions are in the block. Their extension to a utility
function to include transaction fees does not apply to double-spending attacks. In this case, the
(only) reason to attack the blockchain stems from the existence of a super-polynomial transaction
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fee, and assuming a moderate range of fees, they show that no incentive to attack is present.
We discuss why super-polynomial quantities are generally problematic in Section 5.3

Using analyses from [15], it appears that an attacker with these reasonable utility functions
(and assuming moderate transaction fees) has no incentive to fork the blockchain. Yet, looking
at real-life double-spending attacks, this is clearly not the case. To understand this disparity
between the theoretical analysis and reality, we first notice that [15] does not include a payoff
that captures the profit from forking (and double-spending) the blockchain. This can be easily
rectified by introducing a special payoff that the attacker receives when successfully creating a
deep-enough fork (i.e., orphans a sufficiently long valid chain). Intuitively, this payoff corresponds
to the utility that the attacker receives when it double-spends transactions by replacing the original
longest chain with his own chain.

However, perhaps counter-intuitively, when analyzing Bitcoin [ with this extended utility func-
tion, the attacker is still indifferent between forking and honest mining. We demonstrate this
artifact and pinpoint the reason for it: Intuitively, the utility function from [15] (with or without
the extra payoff for forking) rewards the attacker by the same amount in all rounds in which
it creates (mines) a block. This means that given any adversary that provokes a fork, there is
always an honest-mining adversary who achieves more utility without forking by simply accumu-
lating block rewards over a longer period of time. We distill the source of this issue in a property
which we call unbounded incentives, and demonstrate that any utility which satisfies this property
will make any deviation from passive mining a weakly dominated strategy.

To avoid the above counter-intuitive artifact and more closely model reality, we then devise
a revision of the utility class of [15]. This utility, which satisfies a property we term limited
horizons—a strong negation of unbounded incentives—has the property that the (actual) rewards
of an adversary mining a block diminish with time. This is a natural way to avoid reasoning about
extremely “long-lived” adversaries, i.e., that take decisions based on payoffs too far in the future,
and captures features which are well-known in utility theory [26]—intuitively, earning $10 today
is more attractive than $1 million in 100 years, an example of the “St. Petersburg Paradox”.
We next turn in analyzing the profitability of 51% double-spending attacks, by showing how our
revised utility can actually capture them. We provide a range of payoffs for double-spending which
would incentivize an attack. Then we visualize our result using concrete parameters estimated
from those of Ethereum Classic, for which performing the attack is indeed a dominant strategy.
This demonstrates that the above result can explain, in a game-theoretic framework, how recent
victims of 51% attacks are vulnerable.

Finally, we discuss whether and how the blockchain protocol can be tuned in order to deter
51% double-spending attacks. In fact, we provide a much stronger tuning, which deters attacks
on consistency by any incentive-driven adversary. The tuning depends on the costs (e.g. electricity
or cost to rent hashing power), positive payoffs (e.g. block rewards and payoff for causing a fork,
from double-spending or otherwise), and protocol parameters (e.g. the difficulty of creating a
block). Intuitively, for any combination of these parameters, we show how the window size of
the underlying blockchain protocol can be adjusted so that it is not rational for the attacker to

1Qur analysis uses Bitcoin as a representative example of Nakamoto-style blockchain ledgers, but similarly any
blockchain protocol which realizes the ledger from [16}/17] could be analyzed.
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deviate from honest behavior. At the core of this results is a lemma that relates the incentive
model to an attack pattern, which coupled with the self-healing properties of Nakamoto-style
PoW, leads to the desired estimate of a safe parameter. We view this as demonstration of the
power of game theory (and in particular the RPD framework) to aid us in fortifying blockchains
even when assumptions made by the cryptographic analyses fail.

Chapter organization. Sec.[5.2} Description of artifact of unbounded incentives in the pre-
vious work's utility function. Sec. 5.3} Modeling attacker incentives with limited horizons utility
functions. Sec. 5.4} Analyzing 51% double-spending attacks. Sec.[5.5} Mitigating 51% attacks.
Sec. 5.6} Concrete numbers used in figures and examples.

5.2 Artifacts of unbounded incentives

In this section, we discuss an artifact of the utility function Equation from [15], which we
detailed in the preliminaries Ch. 2] Sec.[2.6.2] In the next section, we will eliminate this artifact
by altering this utility function. Concretely, we prove that Eq. is inappropriate to capture
the most realistic situation of attackers that attack the system, e.g., attempt a fork to profit
from double-spending. To do so, we prove Lemma [I1] and [I2] which show this surprising fact: if
running the protocol (semi-)honestly is profitable in expectation, then there is no incentive for an
adversary to fork. This can be proven by using a similar technique as in [15]: Any fixed payoff for
forking incurred by the adversary can be offset by an adversary who runs slightly longer (and still
polynomially long) but does not fork. This, however, is an artifact of the asymptotic definition
and does not reflect real-world incentive-driven attack scenarios, where mining is anticipated
to be profitable—otherwise no one would mine—but attackers still perform forking attacks (in
particular, in order to double-spend coins). We distill a property of the utility from [15] that is
the reason this artifact, which we call unbounded incentives, and prove that any utility satisfying
this property will suffer from the same artifact. Looking ahead to the following section, we will
propose a natural adaptation of this utility function that does not suffer from the above artifact
(and where in particular the duration of an attack actually starts to matter).

5.2.1 Demonstrating the artifact

Let us first consider the straightforward adaptation of the utility from Equation to model the
payoff (e.g. double-spending) an adversary gains by forking the ledger. Define the event K as:
There is a round r where the simulator uses the FORK command of the weak ledger functionality
G¥eaenarn (Fig. that allows the simulator to invoke a fork. Let fpayoff be the payoff for
invoking the fork (in order to simulate a real-world adversary). Then, the utility u; becomes:
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us(I1, A) := sup { inf { Z b-breward - CR- Pr[l} ]
(b,r)EN?

Zeimu | SA€Ca

- Z q -mcost - Pr[W} ] + fpayoff - Pr[K]}}. (5.1)

(g,r)EN?

Below, we show that for the the utility function us above, the Bitcoin protocol 1% is strongly
attack-payoff secure (Def. as long as mining is profitable. Our proof uses a similar proof
strategy as [15]. Informally, first we show that the payoff of any polynomial-run-time adversary
A is bounded by a polynomial p(x) of the security parameter; then, we show that there is a
passive, front-running adversary whose run-time is also polynomial (albeit bigger than that of
A), and who achieves at least p(r) utilityf]

Lemma 11 (Attack payoff security with forking). Let T, > 0 be the upper bound on total
number of mining queries per round, p € (0,1) be the probability of success of each mining
query, and cutOff = w(log(k)) be the consistency parameter. Let M be a model whose induced
utility ug has parameters fpayoff, breward, CR, mcost > 0. The Bitcoin protocol % s strongly
attack-payoff secure in M if p - breward - CR — mcost > 0.

Proof. Similar to [15] we analyze the modular Bitcoin protocol with access to the state exchange
functionality Fsrx (Fig. , which abstracts the proof-of-work puzzle of Bitcoin. Instead of
parties querying the hash function, they mine by querying Fgrx, which tells them whether the
mining attempt was successful.

Consider a real world execution with a front-running, passive adversarial strategy .A;, who
makes ¢* queries to Fgsrx in total (note that the code of this adversary is in fact static, and the
number of queries increases as it is executed for more rounds by the environment), and who does
not attempt to fork the chain. Let X; be the random variable where X; = 1 if and only if his ith
query successfully mines a block. Then, the real world payoff of A; is

q*
Ry, = (Z XZ) breward - CR — ¢* - mcost

=1

Now, consider any adversary A, in the real world. Let ) denote the number of queries made
by As in an execution of the protocol under the environment Z, and let P be the associated
distribution. Then we define ¢ := max Supp(Pg) (where Supp is the support). The expected
real world payoff of A, is

E(R4,) < q-breward - CR + fpayoff

2We note that for the simple utility function presented in [15] other proof techniques could conclude attack-
payoff security without the runtime-extension argument. The main point here is to demonstrate the importance
of considering the attack duration in the utility function.
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We want to show that A; gains more payoff than A,. We do this by showing that for an
appropriate choice of ¢*, the payoff of A; exceeds the expected payoff of A5 with overwhelming
probability.

Now, let X = 32, X, then E(X) = ¢*p. Let § be such that (1—§)p-breward-CR—mcost >
0 (this exists by assumption of p - breward - CR — mcost > 0 and that p, breward, CR,mcost are
constants). We have

* t -b d-CR+ £ ff
Pr(Ra < E(R4,)) = Pt <X<qmcos + ¢ - brewar + fpayo )

breward - CR

: T :r ¢*mcost+q-breward-CR+fpayoff
We can use Chernoff bound to upper-bound this probability, if e <(1-—

5)'E(X) =(1 - §.)q*p. This inequality is satisfied if we set ¢* = (Ell'ir;)“{)it:fiélgfﬂofs):, which is
still a polynomial in x. Thus, by Chernoff bound,

* t+q-b d-CR+ f ff —0%q*
pr( x < g'mcost + ¢ - brewar + fpayo < exp P\ _ negl(x)
breward - CR 2

To show that analysis of the real world utility is sufficient, we have to prove that this utility is
the payoff in the ideal world, minimized over simulators that can simulate the adversary (A; or
As), and maximized over all environments. This is true following the same argument as [15]: A
successful simulator must answer the same number of queries as the adversary. Moreover, the
number of mining successes must be the same (up to a negligible difference). Otherwise, the
environment can distinguish the real and ideal world. ]

5.2.2 A first attempt to eliminate the artifact

Although we proved that Bitcoin is strongly attack payoff secure even with a payoff for forking,
this is actually not a good sign, as this result does not reflect reality. In reality, attackers do
fork blockchains to gain profit via e.g. double-spending transactions. Thus, the fact that we can
prove Lemma [11]| means that there must be a problem with our assumptions.

Why were we able to prove Lemma It turns out the utility function we used has the
weakness that it considers an attacker who does not care about the ephemeral payoff for forking—
he can simply obtain more utility via block rewards if he just put in a bit more hashing power
for mining. Thus, somewhat counter-intuitively, to model incentives for forking attacks, we must
consider utilities that limit the amount of mining an attacker can do.

A first natural instinct may be to incorporate in the utility the (often substantial) initial invest-
ment (e.g. cost of buying mining rigs) an attacker must make before being able to participate in
the blockchain protocol. This turns out to be not only a natural extension, but also a very simple
one. Concretely, we capture this investment as cost of party corruption: in order to use party for
mining, the adversary needs to corrupt him, which corresponds to acquiring its mining equipment.
Formally, for each g € N define CgA as follows: The maximum number of corrupted parties at any
round is g. Let ccost(g) be the cost of event C’g, i.e. corrupting g parties—this can be seen as
the total cost of mining rigs an attacker obtains. Then we define the utility function:
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us o (II, A) := sup { inf { Z b-breward - CR - Pr[I}, ]

SAeC
ZeITM A (pyene

- Z ¢ -mcost - Pr[IV;},]

(q,r)eN?
+ fpayoff - Pr[K]

—) " ccost(g) - Pr[Cl] } } (5.2)

Interestingly, as we see below, this natural extension is still insufficient to align the model
with the reality that forking attacks occur. Indeed, even with this additional cost, we can still
prove a result similar Lemma . Concretely, the following lemma shows that for us . above, we
can prove the statement as the one in Lemma [11] about m# being attack-payoff secure by again
exploiting the artifact of unbounded incentives.

Lemma 12 (Attack payoff security with forking, with cost of corruption). Let T, > 0 be the
upper bound on total number of mining queries per round, p € (0, 1) be the probability of success
of each mining query, and cutOff = w(log(k)) be the consistency parameter. Let M be the model
whose induced utility u; . has parameters fpayoff, breward, CR, mcost > 0, ccost(-) : N —
R*. The Bitcoin protocol is strongly attack-payoff secure in M if p- breward- CR— mcost > 0.

Proof. The proof goes the same way as in Lemma [11| except here we consider the front-running,
passive adversary A; who corrupts exactly one party. Let X; be the random variable where
X; = 1 means the ith query yields a succesfully-mined block. Then, the payoff of A; is

-
Ry, = (Z X,-) breward - CR — ¢* - mcost — ccost(1)
i=1
We want to show that the passive strategy gains more payoff than any adversarial strategy A,.
For any adversary Ay: If he corrupts no one, then he has exactly the same payoff as an front-
running, passive adversary who corrupts no one so the lemma trivially holds. Thus, let us consider
the case if the adversary A, corrupts at least one party. Let () denote the number of queries made
by A, in an execution of the protocol under the environment Z, and let P be the associated
distribution. Then we define ¢ := max Supp(Pg). Then, the expected payoff of A; is

E(R4,) < q-breward - CR + fpayoff — ccost(1)

Then, the probability

*mcost + ¢ - breward - CR + fpayoff
Pr(Ru, < E(Ra,)) =Pr [ X < L% g brevar pay
breward - CR

which is the same negligible probability as in the proof of Lemma [11| and the proof follows.
O
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5.2.3 The source of the artifact: unbounded incentives

Distilling the issue in above lemmas, we observe that that as long as the adversary keeps accu-
mulating rewards as rounds are added to the protocol—i.e., mining remains profitable—he does
not care about the payoff for forking: there always exists a polynomial-time, passively mining
strategy that simply gains the same amount of utility by mining a bit more. However, not only
do real-life attackers in fact profit from forks, even the assumption on the profitability of mining
forever is unrealistic: any attacker is at least limited in time by e.g. the anticipated age of the
universe, and cannot, in practice, keep accumulating utility in perpetuity.

Thus, to make accurate prediction about the attackability of a blockchain protocol the utility
function must exclude the eternal profitability of passive mining. We generalize this intuition, by
defining the notion of unbounded incentives: a utility function has unbounded incentives if there
is an adversarial strategy A € A4, such that for any polynomial h(k), A can gain better payoff
than h(x). (Conversely, we will say that a utility has bounded incentives if there there is no such
passive adversary.).

It is straightforward to verify that the utilities we have seen so far have unbounded incentives,
which explains the effect of the artifact exploited in the above lemmas. In fact, in the following
there is a simple argument for a generic statement about the strong attack-payoff security of
utility functions that have unbounded incentives.

Lemma 13. Let M be a model inducing a utility function u,. Assume for any adversary A,
in any real execution of the protocol his payoff is polynomially-bounded. PlIf u, has unbounded
incentives for a protocol 11, then 11 is strongly attack-payoff secure for M.

Proof. Suppose u, has unbounded incentives. Then let A € A¢, be the adversary in the definition
of unbounded incentives. Then A is a witness for strong attack-payoff security: For every real
execution of another adversary A’, the passive adversary A can gain better payoff than A’.

O

5.3 A RPD analysis of forks

In this section, we will tune our utility function to avoid the issue of unbounded incentives isolated
in the previous section. A straw man approach would be to make fpayoff a super-polynomial
function of the security parameter. But this would imply a very unnatural assumption, which,
intuitively, corresponds to ensuring that the polynomially-bounded adversaries are always incen-
tivized to fork. This would have the opposite effect and introduce a different artifact: it would
make attack-payoff security impossible, and making a 51% attack always a dominant strategy
no matter the systems parameters, contradicting the observable fact that many blockchains have
not fallen to 51% attacks.

Instead, we make breward a function of time. This captures, for example, inflation, or simply
that the adversary only plans to stay in the system for a limited amount of time. We refer to this

3This is true for the utility function u? in Equation (as well as the utility functions we will consider)—no
adversary can get payoff that is superpolynomial in the run time of the execution.
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adaptation of us ¢ as uwyy, Which represents the utility function where the corruption cost ccost(-)
models the attacker buying mining rigs. Here, we do not consider the time when modeling the
corruption cost, as the cost of a mining rig is relatively stable. We also do not consider time for
fpayoff, since the "payoff’ for a successful fork (i.e., the money stolen by an attacker) can be
considered as the fiat currency (e.g. USD) gained from the attacker trading in his coins, before
his attack to create a consistency failure on the chain and retrieve these traded coins.

Upuy (I, A) 1= sup { inf { Z b-breward(r) - CR - Pr[[},]

ZcITM | SAECA
(b,r)EN?
— E q -mcost - Pl“[qur}

+ fpayoff - Pr[K]

— Z ccost(g) - Pr[Cy] } } (5.3)

geN

We also define a version of this utility uyen (Eqn. [5.4), which models the attacker renting
hashing queries by replacing mcost with parameter rcost (rent cost) and setting ccost(-) = 0.

Renting especially has been observed in real attacks, such as the August 2020 attacks on Ethereum
Classic [3].

Urent (11, A) = sup { inf { Z bobreward(r)~CR~Pr[I£,r]

SAeC
ZE€ITM A (b N2

— Z q - rcost - Pr(W}]

(g,m)EN?
+ fpayoff - Pr[K] } } (5.4)

Note that while breward is a function of time, we let the cost of a mining query, that is
mcost/rcost, remain constant. We do so to model the attacker’s anticipated monetary budget
to launch and maintain an attack, such as the costs for renting a certain amount of hashing
power (which are generally paid up-front), or cost of electricity (which realistically appears to be
relatively stable). Further, the parameter fpayoff should be seen as an abstract excess payoff
for the attacker arising from forking that is able to capture various use-cases. In the prototypical
(double-spend) example where the attacker sells some coins for fiat currency and later tries to
regain the coins with a successful attack, it corresponds to this extra fiat inflow gained prior to
attacking the blockchain. We note that the utility functions could be tweaked to allow for all
parameters to be time-dependent without changing the results qualitatively as long as the relations
among the parameters required by the definitions and theorems (which are time-dependent in our
treatment already) still hold.
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To capture realistic utilities, we restrict to instances of our utility function which satisfy what
we call limited horizons (Definition [29). Roughly, limited horizons constrains utilities by requiring
that passive mining eventually becomes unprofitable. Recall that in light of the St. Petersburg
Paradox discussed in the introduction, rational parties become increasingly reluctant to invest
some monetary budget for potential rewards gained only later in a randomized process (e.g.
due to uncertainty about the future or other specific utility-relevant considerations like relative
inflation between several quantities). We cast this general idea as a rather simple condition based
on our utility function.

After defining limited horizons, in Section [5.3.1 we will first address a technical challenge
imposed when payoff-parameters in the utility functions are non-constant. Then, in Section [5.3.2
we show that limited horizons implies bounded incentives (i.e., the opposite of unbounded incen-
tives) through Lemma . More precisely, limited horizon is a strong negatiorﬂ of unbounded
incentives. Looking ahead, we will prove that when utilities have limited horizons, there is always
a large enough payoff for forking such that (strong) attack-payoff security is broken. Informally, a
utility function upyy (resp. Urent) has limited horizons if there is a time limit after which passive
mining becomes unprofitable.

Definition 29 (Limited horizons). We say u,, in Equation (resp. Ugent, formally defined
in Equation [5.4), parameterized by breward(:) : N — R, mcost, fpayoff > 0, and non-
decreasing function ccost(:) : N — Ry (resp. breward(:) : N — Ry, rcost, fpayoff > 0)
satisfies limited horizons (resp. limited horizons with renting) if breward(-) is a non-increasing
function such that 3z € N: p-CR- breward(x) < mcost.

Remark. Technically, uyent is a special case of the case of uyuy (since the utilities are the same
if we set mcost = rcost and set ccost(-) = 0); however semantically they are different: rcost
represents the cost of renting a hashing query, which usually is much higher than mcost which
represents the cost (e.g. electricity) of an adversary mining with his own equipment. Nevertheless,
to reduce redundancies in the technical sections, we will analyze the utility uy.y in Equation
(with a general ccost(:), including when ccost(-) = 0), and state the results for the renting
case as corollaries.

5.3.1 Addressing technical issue of non-constant payoff for block re-
wards

In this section, we address a technical issue with considering a non-constant breward—recall
that in limited horizons, breward is a non-increasing function of time/round number. By our
definition (which follows that of [15]), the event I}}, happens when b blocks are placed into the
ledger of some honest party. This is intuitive—the block reward should be given only when the
block is “confirmed” to be in the ledger. However, there is a delay between when a block is
broadcasted, and when it makes it into the common prefix of an honest chain. This delay is

“Note that the strong negation of an assertion A is one which implies =A, but is not necessarily implied by
—A.
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a random variable which depends on the amount of (honest and corrupt) hashing power in the
protocol, the network delay, and the adversary's strategy. Fortunately, we can lower and upper
bound such a delay (which we denote by ty, t,, respectively), as we show in the following lemma.
This will in turn allow us to avoid the complication of analyzing when blocks enter the ledger state
and instead analyze when locks broadcasted by the adversary to honest parties (whose events are
easier to analyze). Note that we choose to analyze time-of-block-broadcast, instead of time-of-
block-creation, since the adversary may choose to withhold successfully-mined blocks instead of
broadcasting them immediately, making time-of-broadcast more suitable for incorporating such
adversarial strategies.

We first define a useful quantity t?(q). As we will see, this quantity, which is derived from
the chain growth property of Nakamoto-style blockchains, is the maximum time for honest chains
to grow by cutOff blocks, given that in each round there are at least ¢ honest mining queries.

Definition 30 (Maximum time to grow cutOff blocks). For network delay A, and p,d € (0,1),

we denote 15 (q) = (Cl”_t?)f;, where v := —~and h:=1— (1 —p)<.

1+hA

Let t; := 0 and t,;, = t5(Tu). Let B{)"r denote the event: At round r, the adversary
broadcasts b blocks made by parties that are corrupted at the time of the blocks’ creation, and
which are part of the longest chain at round r. Let ug),, be tpuy except > (bryenz b - breward(r) -
CR-Pr[J;, ] (which considers time of block confirmation) is replaced with 3~ , ). b-breward(r+
tw)-CR-Pr[By,] = >~ . cne b-breward(r)-CR-Pr[By, ] (which considers time of block broadcast).
Similarly, let wu,,, replace the same term in tyyy with > (pryene b breward(r +t,) - CR- Pr[By,].

Zeimn | SAeCq

Uﬁuy(Hst) = sup { inf { Z b-breward(r + ty) - CR - Pr[By,]
(b,r)ENZ

— Z q -mcost - Pr{W} ]

(g,r)EN?

+ fpayoff - Pr[K]
— Z ccost(g) - Pr[Cy] } }

and
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ZeImM | SAeCa

ui)uy<HB7 A) = Ssup { inf { Z b- breward(r + tub) -CR - PI‘[B;;T]
(b,r)ENZ

- Z ¢ -mcost - Pr[IW},]

(g,m)EN?
+ fpayoff - Pr[K]

- Z ccost(g) - Pr[C’;]}}.

The following lemma tells us that instead of analyzing the utility function defined on when
a block is confirmed in the ledger we can instead approximate by only analyzing when a block
is broadcasted. This will be helpful in our proof of Lemma on the utility of the optimal
front-running, passive adversary.

Lemma 14 (Translating time-of-block-confirmation to time-of-block-broadcast: wf.,, and . ).
For any utility function satisfying limited horizons (in fact, we only require that breward(-) is a
non-increasing function), satisfies the following: For all adversaries A, and front-running, passive

A,

ubuy(HB, A) < uguy(HB, A) + negl(k) and
puy (1%, A') + negl(r) > ul,, (117, A').

Proof. The first inequality is obvious: By limited horizons, giving block rewards using time-of-
block-broadcast (i.e., uj,,) gives the attacker a higher payoff.

The second inequality: Let the environment be one which maintains T, parties in each round
after r. The bound follows then from the chain-growth lower bound which states the minimum
chain length increase during a time period, depending on the honest parties’ hashing power and
the network delay (cf. [18,115]). We state one version of the chain growth lemma below for
completeness.

Lemma 15 (Chain growth, Lemma 7.11 18] ). For any miner p;, round number r > 0, t > 1,
success probability of one mining query p € (0,1), network delay A, and 6 € (0,1), let y := s
where h := 1 — (1 — p)? and q is the minimum total number of honest mining queries in any
round during the interval [r,r + t].

Suppose p; is honest in round r, and the longest state received or stored by p; in round r
has length (. Then, in round r + t, it holds, except with probability at most neg/(vt)E], that the
length of the longest state (received or stored) of at least one honest miner p; in that round has

. T
length at least { + T ift > o

This concludes the proof. O

2
5In fact, at most exp (—%).
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5.3.2 Optimal utility of front-running, passive adversaries

We show in this section if a utility satisfies limited horizons, then it also satisfies bounded in-
centives. We do so by proving the following optimal utility of a passive, front-running adversary.
We define ul . and u}_ ... which, as we will see in Lemma [L6] below, are the upper and lower
bounds on the optimal utility obtained by a front running, passive adversary in e,

Definition 31 (Bounds uf' .. and ul .. for optimal front-running, passive adversary). We
define the quantity

ul., . (breward, CR, mcost, ccost)
¢
:=g-p-CR- Z [breward(z + t;,) — mcost] — ccost(g)
=1
with
t:=arg maNX(p - CR - breward(z + t;;) > mcost),
TE
g :=arg max (mg— ccost(g)),
ge[ozTub}
¢
for m := Z (p- CR - breward(z + t;;) — mcost),
=1
and the quantity

honest (DTeward, CR, mcost, ccost)

u
¢
=g-p-CR- Z [breward(z + t,,) — mcost| — ccost(g)
=1
with
t:= arg mali((p - CR - breward(x + t,;) > mcost),
S

g :=arg max (mg— ccost(g)),
QE[O,TU})]

t
for m := Z (p-CR - breward(z + t,;) — mcost) .
=1

We simplify the above upper and lower bounds on the optimal front-running, passive adver-
saries as u' .. and u}_ ., when the parameters to the utility function are clear from context.
As discussed before, although we prove the optimal passive adversary for wy, the renting case
for utility Uyens is a direct corollary by setting ccost(-) = 0 and mcost = rcost.

Intuitively, the following lemma is established by proving that (1) due to limited horizons,
there is a fixed time ¢ after which an optimal passive adversary will not mine, and (2) it is
optimal for a passive adversary to corrupt parties statically. Then, we can re-write the utility of
a front-running, passive adversary as a function of his running time ¢, and the number of parties
he corrupts g. Optimizing for ¢ and g gives us the optimal utility of this passive adversary.
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Lemma 16 (Optimal utility of a front-running passive adversary, for incentives with limited
horizons). Let T,, > 0 be the upper bound on total number of mining queries per round,

€ (0,1) be the probability of success of each mining query, and cutOff = w(log(k)) be the
consistency parameter. Given parameters such that ., satisfies limited horizons and protocol 1L ,

for A the optimal adversary in A, ubuy(HB, A) < uf o + negl(k) and ubuy(HB, A)+ negl(k) >
|
Uhonest

This lemma directly implies that any utility with limited horizons also has bounded incentives.

Proof. We show the proof for the upper bound. The lower bound can be proven in the exact
same way by constructing an optimal front-running, passive adversary for u{)uy, except replacing
breward’(x) with breward”(z) := breward(x + t,).

Let breward’(x) = breward(z + t;). By Lemma [14] we can prove the upper bound on
utility in the lemma by constructing an optimal front-running, passive adversary A for the utility
function u{juy.

We first show that, at any round, the optimal passive adversary A for u{,}uy is the one who
either mines with all his corrupted parties, or does not mine at all.

Claim (1) There is a round ¢ where it is optimal for a passive adversary to do the following:
For all rounds x < t, the adversary does not de-register any party. That is, he mines with all
parties corrupted at round £. At round ¢ + 1, the adversary de-registers all his corrupted parties
and stops execution.

Proof of Claim (1): Let g, be the number of corrupted parties at round x in a given protocol
execution. Suppose the adversary mines (queries the random oracle with blocks) with g < g,
corrupted parties. Then the payoff for mining at round = is (up to negligible difference)

Z b-breward'(z) - CR- Pr[By,] — Z q -mcost - Pr[W} ]
beN geEN?

- p-breward'(z) - CR — g - mcost

g
=g - (p-breward'(z) - CR — mcost) .

Since we assume cutOff = w(log(x)) and the adversary is passive, the probability and thus payoff
for a fork is negligible. The first equality holds since when the adversary is front-running and
passive, all successfully-mined blocks will be added to the ledger. Thus, both B,‘)"x and Wq“@ only
depend on the number of queries made at round .

We see that if (p - breward’(z) - CR —mcost) > 0 he gains the optimal utility by mining with
all his rigs. On the other hand, when (p-breward’(x)-CR—mcost) < 0, then he obtains optimal
utility by not mining at all. Thus, he does not lose utility by de-registering his parties. There
exists a round ¢ described in the claim by assumption of the utility function parameters satisfying
bounded mining incentives. ]
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Our second claim says that the optimal adversary is the one who statically corrupts parties
at the first round. That is, adaptive corruption does not increase his payoffs.

Claim (2) Let G be the total number of parties corrupted by an adversary in a protocol
execution and Py be the associated distribution. Then, (1) given any front-running, passive
adversary where ¢ = max Supp(G), an environment Z which spawns g + 1 parties gives the
optimal payoff. Moreover, (2) given an environment which spawns at least g + 1 parties at
the first round, the optimal front-running, passive adversary who corrupts at most a total of g
parties, is to statically corrupt them at the first round.

Proof of Claim (2): The first statement (1) is given by the fact that the payoff of the passive
adversary only depends on the number of successful blocks inserted into the ledger. Since the
adversary is front-running, it does not matter how many honest parties there are, as long as the
environment spawns enough parties to allow for at least one honest party (for the technical reason
that the ledger state is accepted by some honest party). The second statement follows from the
fact that Claim (1) implies the adversary's mining strategy at any round does not depend on the
number of corrupt parties nor view of the protocol execution. Thus, an adversary corrupting a
party at some round x always gains equal or better payoff by corrupting the party at the first
round. It is possible for the adversary to corrupt statically first round since we assumed the
environment spawns enough parties. [ |

Finally, we show that the optimal front-running, passive adversary A for u,’_}uy will corrupt a
deterministic number of parties at the first round. By Claims 1 and 2, it suffices to analyze the
utility of a front-running, passive adversary A who corrupts some g parties statically at the first
round and mines for ¢ rounds.

Uy (I8, A) < il (TTF, A)
= Z Z (b-breward’(z) - CR- Pr[B},]) — g - t - mcost — ccost(g) + negl(x)

beN z>1
¢
= CRZ (b - Pr[By,] - Zbreward’(x)) — ¢ -t-mcost — ccost(g) + negl(x)
beN =1
¢
= CR (Z breward’(x)) (Z b- Pr[BﬁyJ) — g -t-mcost — ccost(g) + negl(k)
z=1 beN

t
CR < breward’(:v)) -g-p—g-t-mcost — ccost(g) + negl(k)
=1

t
g+ Y (p-CR-breward (z) —mcost) — ccost(g) + negl(x)
—1

8
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To go from line 2 to line 3: for x € [1,#], Pr[B},] = Pr[B},] = Pr[B;,], and for = > ¢,
Pr[B;,] = 0. To go from line 4 to line 5: we see ), b- Pr[B},] is the expected number of
blocks made in each round, which is gp. We next find the g, ¢ that maximize the above expression.
We see that from Claim 1, and that wuy,y satisfies limited horizons:

t
p— . . / —_—
t = arg max <Z (p- CR-breward'(x) mcost))

r=1

= arg max (p- CR-breward'(z) > mcost)
Tz

Let m be the mining profit defined by

m = (p-CR-breward’(z) — mcost)

t
r=1

Then the optimal number of corruptions g is the following (recall Ty, is the maximum hashing
power per round).

= ar max mqg — ccost
g gge[ojub]ygEN( g (9))

5.4 Analyzing 51% attacks

We can now utilize our above framework to analyze one of the most common types of forking
attacks, known as 51% double-spending attack [4]. We analyze a range of parameters for utility
functions with limited horizons, for which a 51% double-spending adversary breaks the strong
attack-payoff security of protocol ® (formalized by Theorem . In more detail, first we will
show a general lemma relating the number of honest/adversarial hashes per round, to the time
it takes to fork with a 51% double-spending attack (Lemma . Then, in Theorem we
will show that if the payoff for a successful attack (fpayoff) satisfies certain conditions, then
an adversary performing a 51% double-spending attack achieves better utility than any passive-
mining strategy. This fpayoff is quantified as a function of the parameters of the protocol and
the utility function.

We call the following strategy a 51% double-spending attack: The adversary obtains any
majority fraction (“51%" is just a colloquial name) of the hashing power, and uses it to secretly
mine an extension of the currently longest chain (i.e., keeping successful blocks private to himself),
and which he will release after some time. We say that a 51% double-spending attack is successful
if, when released, the adversary’s secret chain is at least as long as the honest chain, and causes
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the ledger state of some honest party to fork (which in reality corresponds to a roll-back of
more than cutOff blocks, in order to adopt the released attack chain). If this happens, some
transactions on the reversed blockchain ledger state may become orphaned (no longer part of the
ledger state), thus allowing the attacker to double-spend his coins.

5.4.1 Time to fork

We start by showing a general lemma that relates the amount of honest and adversarial hashing
power in a system, to the time to cause a fork via a 51% double-spending attack. That is, how
long it takes for an adversary with majority hashing power to secretly create a chain that, when
released, would cause an honest party to roll back, or discard, more than cutOff blocks of his
own chain in order to adopt the new one.

Definition 32. We say that an adversary A causes a fork in a protocol 11 if, except with negligible
probability in #, all simulators S* € C4 (i.e. those which in fact simulate A according to UC
emulation) use the FORK command?]

The FORK command, which allows forking the confirmed ledger state (and hence corresponds
to rolling back more than cutOff blocks in the real world world), is necessary and sufficient to
simulate an adversary who succeeds in a 51% double-spending attack. We compute the (upper
bound) time for a 51% double-spending adversary to fork, which is obtained by the time for
honest parties to grow their chain by cutOff blocks (for which we can use guaranteed chain-
growth of Nakamoto-style blockchains. Since the adversary has more hashing power (and thus
more random oracle queries that can be issued sequentially) than the honest party, and since we
assume cutOff = w(log(k)) and that the adversary does not interfere with the honest parties’
mining, this implies that the adversary's secretly-mined chain will be longer than the honest
parties’ chain, and be the only source for a large rollback, with overwhelming probability in .

Lemma 17 (Time to fork with 51% attack). Let cutOff = w(log(k)), [r,r + t] be any time
interval (starting from some round v > 0) of t > 1 rounds, A > 1 be the network delay,
p € (0,1) the success probability of one mining query.

Then for all 6,8 € (0,1), a > %2, and q > 1 such that t > t5(q) (Definition @) the
following holds. Suppose in time interval [r,r +t|, (1) the honest parties make at least ¢ mining
queries per round, and (2) in total they make at most q, queries. Then, the adversary A who
performs a 51% double-spending attack for at least auq; queries during the time interval and then

releases his secretly-mined chain, causes a fork in the protocol 1%

Proof. As usual we analyze in the state exchange functionality (Fsyx) hybrid-world, which ignores
negligible-probability bad event like hash collisions that break the tree structure of chains (and
in any case can only serve to help the adversary as the honest parties do not take advantage of
such bad events).

61f C4 = (), then in any case by definition the utility of A is infinite.

"More concretely, he succeeds except with probability at most exp (—%) + exp (—627“) + exp (—%).
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Let the adversary's strategy be the following: He does nothing before some round r. Let C
be the longest known chain at the beginning of round r (since the adversary knows all the chains,
he knows the longest chain). During [r,r + t], the adversary mines secretly (i.e., mines without
releasing any successful blocks), starting from C (for ag; queries). After mining in round 7 + ¢,
the adversary releases his secretly-mined chain.

Let ¢, be the random variable (r.v.) that is the number of blocks made by the adversary's
secret mining, and ¢, the r.v. that is the length of the longest chain fragment made by honest
parties, during [r,r + t].

First we claim that the adversary causes a fork if, except with negligible probability in x, the
following conditions hold:

(1) ¢q > ¢ and (2) ¢, > cutOff.

By (1) and the fact C is the longest chain at round 7, the adversary’'s secret chain is at least as
long as the longest honest chain, so his chain will be adopted by honest parties when he releases
it. In addition, by (2), the honest parties must roll back more than cutOff blocks to adopt the
adversary's secret chain after it is released, which breaks consistency. In this case, any simulator
successfully simulating A must use the command FORK.

Let b, and b, be the total number of blocks made by the honest and corrupt parties during
the time interval. Then ¢, < b, and E(cy,) < E(by,) = p = q:p. Moreover ¢, = b, since the
adversary does mine his own blocks sequentially, and E(c,) = E(b,) = au.

We recall the Chain Growth Lemma [17,/66,115] that relates the time it takes an honest
chain to grow by some T blocks with the honest parties’ hashing power and the network delay.
We are in particular interested in T' = cutOff—that is, how long it takes for the honest chain
to grow by cutOff blocks. This lemma tells us that if ¢t > (‘i“f?)‘: (implied by our assumption)
then ¢, > cutOff except with probability at most negl(+t). Since cutOff = w(log(k)), we have
negl(~t) = negl(k).

We analyze below the probability that either condition (1) or (2) above fail. To get from line
1to line2: By a > }%g, we have agp,(1 — ) > ¢p(1 + d); moreover ¢;, < by,. To get line 3 to
line 4: We apply Chernoff bound and Chain Growth Lemma.

Pr{(c. < en) V (cn < cutOff)]
<Pr((c, < agp(l—=190))V (b > ¢p(l+0))V (¢ < cutOff)]
<Prle, < agp(l —6)]+ Prib, > ¢p(1+6)] + Prc, < cutOff]

52 52 57t
con 58) on () e

where 1 = ¢;p. Since we assume p = ¢p > w = w(log(k)), exp(—cu) = exp(—w(log(k))) is
negligible in « for any constant cff

]

8To prove that it is negligible, for contradiction suppose there is a polynomial z¢ that is asymptotically larger
than e for some g = w(log(x)). But 2% = e?1°8() which implies g = O(log(z)) which is a contradiction.
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A visualization. In Figure 5.1} the (upper-bound) time to fork with exactly 51% corruption,
is graphed against the total number of rigs in the system. The graph uses the formula from
Lemma [17] We use current parameters for Ethereum Classic as the source of the concrete
parameters for this figure, and refer the reader to Sec. for more details.
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Figure 5.1: Time to create a fork via 51% attack, versus the total number of mining rigs. Here
the adversary corrupts exactly 51%.

5.4.2 Payoff of 51% double-spending attacks

In this section, we prove Theorem [I4] and its corollary Theorem [15], which quantify the size of the
payoff for double-spending, under which a 51% double-spending attack can break strong attack-
payoff security. That is, the attacker achieves better utility than any passive mining strategy.
While one may think that it is always profitable to attack if there is no assumption on the honest
majority of hashing power, there are a few things that may deter an attacker. For example,
the costs of buying or renting mining equipment for the attack may become too high compared
to constant double-spending payoff and the diminished block rewards as time goes on. Our
statement below quantifies an amount of payoff for forking (e.g. how much an attacker can
double-spend) to incentivize a 51% double-spending attack. Intuitively, the result below says
that as long as the payoff for forking (fpayoff) is larger than the loss of utility from withholding
blocks and corrupting a large number of parties to perform the attack, then there is a 51% attack
strategy that is more profitable than any front-running, passive adversary.

Theorem 14 (51% double-spending attacks that break (strong) attack-payoff security (tpuy))-
Let T, > 2 be the upper bound on total number of mining queries per round, p € (0,1) be
the probability of success of each mining query, and cutOff = w(log(k)) be the consistency
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parameter. Then, the protocol 118 is not attack-payoff secure/strongly attack-payoff secure in
any attack model M whose induced utility function uy., satisfies limited horizons, if for some

0 €(0,1), @ >1and g = {2 the following holds:

FPayoff > uflness — @ g - 15(g) (p- CR- breward(t§(g) + tu) — mcost) — ccost(ag).

Proof. First we show an upper bound on the utility of an optimal passive adversary A;. Then,
we show that there is a 51% attacking adversary A; who achieves better utility than A, .

We show the former, by showing the optimal payoff of any pair (Z,.A4;), where Z is the
environment and A; a front-running and passive adversary in 1. Thisis directly from Lemma ,
which shows that ubuy(HB', A1) < Uy e tnegl(r) for any utility function uy,y that satisfies limited
horizons.

Then, we show that there is an environment under which an (malicious) adversary A, obtains
non-negligibly more utility than A;. Consider the adversary that corrupts ag = % parties,
and mines a secret chain for t5(g) rounds (so he will make « - g - t5(g) mining queries) before
releasing his secret chain and then deregisters his corrupted parties. By Lemma[I7] he successfully
causes a fork with overwhelming probability in k. However, by withholding blocks (in order to
create a fork), he also loses some block rewards. This is because his blocks would end up in an
honest party's ledger at a later time than if he just broadcasted successful blocks immediately
after creating them. Consider an environment which spawns T, parties (which are honest as the
adversary does not corrupt them) after he releases his secret chain, which will reduce the time
between when the adversary broadcasts his secret chain and when the chain becomes confirmed
as part of the ledger to at most ¢,;, (Lem. [14). This means the adversary A, achieves utility of:

ubuy(HB, Ao) > a-g-t5(g) (p- CR- breward(t (g) + t.) — mcost)
— ccost(ayg) + fpayoff.

We ignore negligible probability/utility loss from an unsuccessful attack. We also recall that ¢,
is the upper bound from Lemma [14] on the time between a block is created, and the block enters
a honest party’s ledger (we also recall the utility is computed using the optimal environment
for the adversary). Since breward(-) is a non-increasing function, this lower-bounds the payoff
the adversary obtains from creating blocks. Given the conditions on fpayoff it then holds that
As breaks strong attack-payoff security. Because the attack provokes the fork-command, also
attack-payoff security cannot hold.

O

We state the case where the adversary mines with rented equipment (and uses utility function
Urent ), as a direct corollary to Theorem .

Theorem 15 (51% double-spending attacks that break (strong) attack-payoff security (trent))-
Let Ty, > 2 be the upper bound on total number of mining queries per round, p € (0,1) be
the probability of success of each mining query, and cutOff = w(log(k)) be the consistency

131



parameter. Then, the protocol 118 is not attack-payoff secure/strongly attack-payoff secure in
any attack model M whose induced utility function ,.,; satisfies limited horizons, if for any

6 €(0,1), @ > 1 and g = {2 the following holds:

FPAYOLS > Uponest — - - 15 (9) (p - CR- breward(t§* (9) + tuy) — mcost) .

5.4.3 Visualizations with concrete values

We will visualize Theorems [14] and through Figures and 5.3l We consider two utility
functions, one where the adversary buys mining equipment, and one where the adversary rents.
We then graph the utilities of passive/non-passive adversaries, against the maximum fraction of
corrupted parties. The concrete parameters are based on current (as of writing, Feb. 2021)
parameters for Ethereum Classic. The outline is given in Sec. [5.6]
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Figure 5.2: Utility of the passive/51% double-spending attacker who rents hashing power, versus
the fraction of adversarial parties. Here we consider an expensive cost to rent hashing power
(1.96 BTC/TH/day, at $50,000/BTC).

In Figure (5.2, we consider the incentives of a 51% attacker who rents his hashing power, using
the price for renting of 1.96 BTC/TH/day (Bitcoin per terahash per day), at $50,000/BTC. In
this case, it is in fact not profitable to mine passively (and thus the optimal passive strategy is to
not mine at all). However, when the adversary corrupts more than majority of hashing power, it
may become profitable to mine in order to create a fork. It is less profitable for the adversary to
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Figure 5.3: Utility of the passive/51% double-spending attacker versus the fraction of adversarial
parties. We consider an attacker who runs for a short duration (1 week) and a long duration (40
weeks).

corrupt a larger fraction of the parties, as cost of renting becomes too high. We remark that even
when it is not profitable to mine (passively) using rented rigs, this does not exclude incentivizing
honest parties from mining with e.g., bought equipment.

In the next two examples in Figure [5.3, we compare the utility of the attacker who mines
with purchased rigs, and one who mines with rented rigs. For the attack who buys hashing
power, each rig costs $3000, and mining (electricity) costs $0.000047/s. For the attacker who
rents, for more interesting comparisons we consider a cheaper cost to rent hashing power (1.96
BTC/TH/day, at a cheaper $22,000/BTC). We consider two scenarios: the attacker either (1)
only plans to mine for a short duration of one week, or (2) plans to mine for a longer duration of
40 weeks (time is expressed in seconds in the code). For the purposes of the graphs, we account
for the possible variance of Bitcoin-USD exchange rates by using an average exchange rate over
the relevant period of time. In either case, to more closely model reality, we restrict the duration
of the attack, where the adversary may obtain a majority of hashing power, to 3 days (which,
in the code, simply means we do not show attacks that last longer than 3 days). We see a big
difference between the two scenarios. In the short duration case, it is much more profitable to
mine or attack with rented rigs. In fact, it is not even profitable to fork using purchased rigs, as
the cost of purchase is higher than the payoff for double-spending. The long duration case is the
opposite. Although it may be profitable to mine in both cases, it is vastly more profitable to mine
and attack with purchased rigs than rented rigs. This agrees with our intuition and reality: the
high initial investment of buying mining equipment is offset in the long run by the lower cost of
mining. Moreover, an attacker who is only interested in mining in order to perform a 51% attack
for a short time is incentivized to use hash renting services.
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5.5 Mitigating 51% attacks

In previous sections, we studied utility functions with limited horizons, in which an attacker is
incentivized to perform a 51% double-spending attack and break (strong) attack-payoff security.
In this section, we turn to analyzing how to defend against 51% attacks. Specifically, given
an attacker’s utility function with limited horizons, and a cut-off parameter cutOff that achieves
security in the honest majority setting, we show a way to amplify cutOff to obtain security against
a rational (and possibly dishonest majority) attacker.

To show attack payoff security, one must show that for any adversarial strategy attacking the
protocol, there is another adversary who attacks the dummy protocol with access to the ideal
ledger functionality QLEDGERE], which achieves the same or better utility.

Even more difficult, we place very few restrictions on the adversary: he may corrupt any
fraction of parties (e.g. more than majority) and perform any currently known (e.g. block
withholding) or unknown strategy. The only restriction we place on the attacker is that he is
incentive-driven. Fortunately, a rational attacker is limited by his utility function. As we show,
given a utility function satisfying limited horizon, we are able to bound the amount of mining an
incentive-driven adversary will do, even in presence of a payoff for forking. Then, by choosing
a large enough consistency parameter cutOff, we ensure that attackers are disincentivized from
creating a fork.

More specifically: We first present in Section [5.5.1] a result that shows that if an adversary's
hashing resources are limited by a budget B, then there is a bound on the interval of rounds
where the blockchain is at risk of a consistency failure (Lemma . For this, we apply a result
from [14] that, roughly, shows how fast a blockchain's consistency can recover after an attack by
an adversary with a given budget (the self-healing property of Bitcoin). Based on this fundamental
property, we present in Section [5.5.2] the main result of the section: Given a utility function with
limited horizons, we show a condition on the parameter cutOff, depending only on the utility
function and protocol parameters, such that 8 is attack-payoff secure. To do so, we show
that an adversary who spends too much budget will begin to lose utility (Lemma , and then
combine this result with that of Section 5.5.11

5.5.1 Budget to vulnerability period

Assume an instance of the Bitcoin backbone protocol with cut-off parameter ¢. We distinguish
here between ¢ and cutOff for clarity, since we will eventually amplify ¢ to obtain our final cut-off
parameter cutOff.

Under the honest majority condition, we know that a consistency failure (expressed as the
probability that blocks which are ¢ deep in an honest parties adopted chain can be reverted)
appears with probability negligible in ¢ (and consequently also in any security parameter x as long
as ¢ = w(log(k)). We now recall (and state a simple corollary from) the result from [14], which

9Recall this is the ledger functionality that ensures consistency and liveness, but since we will amplify the
cut-off parameter cutOff, we only achieve worse overall chain growth and chain quality parameters for the ledger
(cf. [14,]17]).
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defines a relationship between an adversary's violation of honest-majority (measured as a so-called
budget B by which it can violate the honest-majority condition) and the time until Bitcoin (and
more generally, Nakamoto-style PoW chains) self-heals after the adversary returns to below 50%
hashing power. That is, until Bitcoin can again guarantee consistency for the part of the chain
that is at least ¢ blocks deep in a longest chain held by an honest party. The self-healing time
depends on the budget and the parameter /. Recall that 0,,,, is the usual security threshold for
Bitcoin as explained in Section [2.5]

Definition 33 ((0,0u, €, Tib, Tup, B)-adversary [14]). Let 00, ¢ € (0,1), Ty, Tup, B € N. A
(Opows €, Tib, Tup, B)-adversary is an adversaryF_G] satisfying the following: At every round 4, let n!
and n! be the mining queries made by corrupt and honest parties in this round. Then, (1) For
all i, Ty, < n’ +nj < Ty, and (2) For all i, n’, < (1 —€) - 0,00 - nl, + By, where B; > 0 and
>..Bi=B.

We say the adversary attacks between rounds a < b if B; =0 forany i < aori > b (i.e. he
spends all his budget between rounds a and b).

We say an adversary spends budget B over t rounds, if the adversary has budget B, and only
spends it in rounds 1y < ry < --- <1y, such that Y. B,, = B.

The behavior of a blockchain protocol under an attack by an (6., €, Tib, Tup, B)-adversary
is described by a vulnerability period. The vulnerability period is an upper bound on number of
rounds before and after an adversary performs the attack, such that protocol is still at risk of a
(non-negligible) consistency failure.

Definition 34 (Consistency self-healing property and vulnerability period [14]). A protocol
is self-healing with vulnerability period (7;,7,) with respect to consistency, and against a
(Opows €, Tin, Tup, B)-adversary who attacks between rounds (a, b), if the consistency failure event
ConsFail,(r) occurs except with at most negligible probability unless r € [po, — 71, p5 + 1.
ConsFaily(r) is defined as the event that (-consistency is violated in an execution for rounds
(r,7"), w.r.t. some round 7’ > r, and any two pairs of honest parties.

In other words, outside of these “dangerous” rounds [a — 7;,b + 73], chains adopted by
honest parties are guaranteed to diverge by at the most recent ¢ blocks. Below, [14] gives a
characterization of the vulnerability period in terms of the budget B.

Theorem 16 (From [14]). A Nakamoto-style PoW blockchain with an upper bound T, of
hashing queries per round, maximum network delay A\, success probability p, and cut-off parameter
{ satisfies the consistency self-healing property with vulnerability period (1, 7,) = (O(B), O(B)+
O(?)) against any (8o, €, Tin, Tub, B)-adversary, for any €, Ty, > 0.

The vulnerability period only bounds the number of “bad” rounds before the attack, and
after all the budget is spent. For our treatment, we consider a more applicable version of the
vulnerability period. In Lemma [18] we show the maximum number of consecutive rounds where
ConsFail may occur, by applying the above theorem in a piece-wise fashion. For example, if the

10Here the environment is also included in this statement.
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adversary spends his budget over a long period of time (e.g., spend a bit of the budget, wait for 2
years, then spend more of his budget), the theorem is not directly suitable for our needs, but it is
possible to isolate those “spending” rounds and applying the theorem to each such region. Then,
since the total hashing power in the system is bounded, we can use this maximum consecutive
“bad” rounds to bound the maximum number of blocks that can be rolled back at any given
round.

Lemma 18 (Max consecutive consistency failure rounds and associated number of blocks and
rollback). In the same setting as above in Theorem except with negligible probability the
following holds: for any adversary with budget B, spent over t rounds (that is, for t different
rounds i it holds that B; > 0), there is a maximum number R(B,t,{) = O(B) + O({t) of
consecutive rounds r; where ConsFaily(r;) occurs, during which at most W(B,t,0) = 2T,p -
R(B,t,{) blocks are created.

Proof. To show R(B,t, () we note that the rounds where ConsFail, occurs, are either (1) rounds
where adversary spends his budget (i.e., when adversary has majority) (2) some number of rounds
before some amount of budget is spent, bound by 7, in Theorem [16| (3) some number of rounds
after some amount of budget is spent, bound by 7, in Theorem . For (1), there are exactly
t rounds by definition. For (2), we observe that this is at most O(B), regardless of how the
adversary spends his budget. For (3), we see that this is at most O(B) + O({t), since 73, gives
the adversary at most O(¢) rounds (where ConsFail, may occur) each time the budget is spent,
and there are exactly ¢ such rounds. Summing the above, we get R(B,t, () = O(B) + O({t).
We obtain W (B, t,¢) through Chernoff bound (and for simplicity using 2 instead of (1 + J)),
given that there are at most T, hashes per round.

L]

Looking ahead, this means that at any point in time, prefixes of honest parties’ chains must
agree (except with negligible probability) when dropping the most recent W (B, t,{) + ¢ blocks.
Here, we omit the dependency on p because we treat it as a constant parameter of the protocol.

5.5.2 Attack-payoff security

In this section we will show the following: For any utility function with limited horizons, we
give a characterization of how to adjust the consistency parameter (depending on the protocol
parameters and those of the utility function) such that I1% is attack payoff secure. To do so, we
will first upper bound the utility of adversaries who spends a total budget B over some time t,
given a utility function wyy,y with limited horizons (Lemma , and Corollaryfor utility function
Urent ). IN Theorem , we then combine this lemma with the result of the previous subsection,
and present our characterization of parameters for which 1% is attack-payoff secure—i.e. for
which forks are disincentivized.

Below, we quantify an upper bound u{,‘ﬁy(B, t) on the utility of any adversary spending budget
of at least B over exactly ¢ rounds, assuming the utility function satisfies limited horizons. Why
are we interested in this quantity? Recall W (B, t)—which informally represents an interval of
blocks where consistency might fail—increases with B and t. Looking ahead, we will find a large
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enough W (B, t) that disincentivizes attacks (i.e., upy, (B,t) < 0). To show that the upper-bound
upny (B, t) is useful, later we will show that it is possible use it to derive a maximum B, ¢, which
we denote by B, t.

Lemma 19 (Upper bound utility of adversary spending budget at least B, over time t). Suppose
ubuy(HB, A) satisfies limited horizons. Then an adversary A with budget at least B > 0, and

who spends it over exactly t > = b’iﬁa rounds, achieves utility at most ubuy(HB A) < (B, 1)
where

th
Upyy (B, 1) : ZTub (p- CR- breward(r) — mcost)
=1
+ Z Na+ 1) (p- CR- breward(r) — mcost)
T= th-l—l

B
— ccost (ﬁa + ?) + fpayoff
and where th := arg max,en(p - CR- breward(x) > mcost), n, := W.
pow

Ift < (in this case it is not possible to spend budget B overt rounds) or B < 0, then
uye, (B, t) is undef/ned

Proof. We first note that if £ < = then it is by definition not possible for an adversary to
spend at least budget B over t rounds In each round, at most T,;, hash queries can be made,
and given a lower bound of Ty, mining queries in each round, the adversary must make more than
N, queries in order to spend budget.

Thus let A be any adversary who spends at least budget B, over exactly t rounds for
t> . Let T be the maximum running time of A in some environment Z. Let ¢1, - ,qr
be the random variables where ¢; is the number of queries A makes in round 1. Let g =
maX;e[1,7)¢; be the maximum number of parties A corrupts at any given round. Let ¢, =
maxgen 2 : p - CR - breward(z) > mcost, which exists as uyyy satisfies limited horizons. Then,

T
ubuy(HB, A) < Z ¢; - (p- CR - breward(z) — mcost) — ccost(g) + fpayoff

=1
th
= Zqi -(p- CR - breward(x) — mcost)
=1

+ Z ¢i(p - CR - breward(z) —mcost) — ccost(g) + fpayoff.
:E:th+1

Now by construction p - CR - breward(z) > 0 for z < t; so it is optimal to make as many
queries as possible in these rounds. Thus, Zle ¢i- (p-CR-breward(r) —mcost) < Zle g-(p-
CR-breward(z)—mcost). On the other hand, p-CR-breward(z) < 0 for x > ¢, so it is optimal to
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make as few queries as possible in these rounds. Thus, Zf:thﬂ ¢i-(p-CR-breward(z)—mcost) <

Zi::thﬂ Na+ (p- CR-breward(r) —mcost). The latter statement is because by assumption that
A spends his budget for ¢ rounds, we have T" > t and he must make at least 7, + 1 queries when
he spends his budget. Note we are ignoring whether a fork can be obtained this way, as in the
upper-bound we give fpayoff to the adversary “for free".

In addition, it must be that g € [, + %Tub]—he must corrupt enough parties to spend B
budget in ¢ time, but corrupting more than T, (the upper bound on total hashing power in the
system) parties does not increase his hashing power. This gives us the bound in the lemma (due
to limited horizons, ccost is a non-decreasing function of g).

]

As a corollary, by setting ccost(-) = 0 and mcost = rcost, we obtain an upper bound on
the utility of any adversary who spends at least budget B, assuming the utility function satisfies
limited horizons with renting.

Corollary 3. Suppose u,ent(HB, A) satisfies limited horizons with renting. Then an adversary A
who spends budget of at least B > 0 over exactly t > =+ B__ rounds, achieves utility at most

b—Na
Urens (118, A) < u (B, t) where

th
u? .(B,t) Z Tub - (p- CR- breward(z) — rcost)

=1

+ Z g+ 1) (p- CR- breward(x) — rcost) + fpayoff
= th+1

and where t;, := arg max,en(p - CR- breward(zr) > rcost), n, := %'

A natural question is whether the upper bound gy (B,t) and u},.(B,t) will be useful for
bounding B,t. We remark that it is not even trivially clear whether they bounded, as the budget
does not limit how many rounds (when honest majority is satisfied) the adversary can mine. Below,
we show that there indeed exist a maximum B, t for which wpy (B, 1) > 0 (resp. ujg,.(B,t) >0,
which we denote by B, t.

Lemma 20. B := argmaxpsq (uh,(B,-) > 0) and t := arg maxt>0 (ughy, () > 0) exist, or Vt >

0,upe,(-,t) < 0. The same is true when replacing uy,, with uyl., in the statement.

Proof. We prove for up> then the case for ujy,, follows. Let bya = S Tun - (p- CR-
breward(z) — mcost) where t;, = arg max,en(p - CR - breward(z) > mcost) (exists by limited

- 7 — 129 0pouw T
horizons), Let 7, = 1T (1—€)Opow °
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Suppose there is a t > 0 such that ugp (-, 1) > 0; we will show that (1) There is a t > t,
such that uge (B, t) > 0, and (2) £ := arg max (upy, (-, 1) > 0) exists. For (1),

ubuy (B t)

¢
< bmax + Z (g +1) - (p-CR-breward(z) —mcost) — ccost (i, + 1) + fpayoff
r=tp+1
t=tp,
< bmax + Z (g +1) - (p-CR-breward(z) — mcost) — ccost (i, + 1) + fpayoff.
r=tp+1

The second line is by limited horizons: ccost is a non-decreasing function, so
ccost (i, + £) > ccost (71, + 1). The third line is by assumption p-CR-breward(z) —mcost <
0 for x > t;,, and taking t = t;, makes this term zero. Since there are no other terms with ¢, and
by assumption that there exists ¢ > 0 such that ugy (+,¢) > 0, this means ugy (+,t) > 0 for some
t > tp.

For (2), We bound  first, then B < (T, — 71,) follows from condition ¢ < TubB—ﬁa‘ y
limited horizons, there is a constant (in the security parameter) 6 > 0 such that for all x > t;, +1,
mcost — p - CR - breward(z) > §. Thus,

7,: ub . >
t:= arg max (upoy (-, 1) > 0)
< arg max (bmax + fpayoff — 0 - (ng + 1)(t —t, — 1) — ccost(n, + 1) > O>
>
= <bmax + fpayoff +d - (g, + 1)(tn, + 1) — ccost(n, + 1))/( (ng + 1) )

The second line is from minimizing the term ccost(n, + B/t) as ccost(n, + 1) (by lim-
ited horizons, ccost is a non-decreasing function) and minimizing > _ ti1(Ma +1) - (p-CR-

breward(z)—mcost) = — Zi:thﬂ(na+1)-(mcost—p-CR-breward( )) as —6-(n,+1)(t—tp—1)
(given what we showed in (1), we have t > ¢;). The third line is positive since we showed there
is a t >ty such that ugp (-, 1) > 0.

]

5.5.2.1 Concrete examples of B, t.

We give example estimate values of ¢, which we recall is the upper bound on the period of time
where the attacker is incentivized to spend budget. These values are obtained using the equation
from proof of Lemma [20, and from them B can be computed easily as B =t - (Tup — 72g).

In more detail: In the case there is no ¢ such that ugy (-, 1) > 0 (resp. uig,.(-,t) > 0) ;ie.,
it is not profitable to perform a 51% attack at all), we display ¢ = 0. We use Ty, - (1 —¢€) = 1 to
compute parameter 71,, which requires an attacker to corrupt at least ~ 50% of the total hashing
power. For simplicity we assume that the total hashing power is relatively stable during the period
of attack, and thus we set Ty, = Ty,. We refer to Sec. for details on the other parameters
used (e.g., electricity costs, cost per mining rig, block rewards, etc.), which are estimates from
Ethereum Classic at the time of writing (Feb. 2021).
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t, (days) | (days) rcost (USD) | ¢ (days) | Cost/day (USD)
0.33 590 $0.0001 24.0 $78,084
0.66 6.3 $0.0002 10.5 $156,167

1 6.6 $0.0003 4.3 $234,251
5 77 $0.0004 32 $312,334
3 8.7 $0.0005 2.6 $390,418
6 119 $0.0006 21 $468,501
9 15.1

. o _ Table 5.2: Estimated ¢ and cost of attack per
TaTb.Ie 5.1.: tvarylng over antmpated profltabl.e day, varying over price per rented mining rigs
mining time t;,, price/rented rig 0.00023/unit  per second. If passive-mining is profitable at

of hashing power (= 435MH), which is ||, we set t;, = 3 days, and otherwise ¢, = 0
$179,592 per day. by default.

In the case of bought mining rigs, we see that ¢ = 0 for ¢, < 89 days (recall that ¢, is the
length of time an attacker expects passive-mining to be profitable). Then, we estimate ¢ = 96
days if ¢, = 90 days, and ¢ = 196 days if ¢, = 100 days. However, the estimated cost to buy a
majority of mining rigs can be in the order of tens of millions in USD (using our estimated per-rig
cost, around $27 million). This high cost of attack, coupled with the difficulty of purchasing and
maintaining such a large number of rigs, may suggest why a 51% attacker might be incentivized
to rent mining rigs instead.

In the case of rented mining rigs, we see that the estimated cost of attack becomes more
reasonable. Below, we show estimated values of ¢, varying both over t;, (Table and the price
of renting rcost (Table 5.2 Fig. [5.4). In particular, we see that for a realistic renting price of
$0.00045 /unit of hashing power, the estimated ¢ is around 3 days—on par with the 2-day interval
of attack on Ethereum Classic, which we base our numbers on, in August, 2020.

Finally, we can make a general statement about the attack payoff security of protocol I®
for any utility function satisfying limited horizons. Informally: our utility function limits how
much budget B (spent over how many rounds ¢) any incentive-driven attacker could reasonably
have. Then, if the the window size is large enough to accommodate the largest of such budgets,
the protocol is attack-payoff secure. In the following, uie (B, 1), Unest: and W (B, t) are from
Lem. [19] Lem. [16, and Lem. [18] respectively. The equivalent statement for utility function tyent
can be obtained by using the corollaries of the results above for the case of renting.

Theorem 17. Let T.,, T, > 0 be the upper and lower bounds on total number of mining
queries per round and p € (0,1) be the probability of success of each mining query and let
¢ =w(log(k)). Then, I1% with consistency parameter cutOff is attack-payoff secure in any model
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Figure 5.4: Graph representation of Table [5.2]

M, whose induced utility u,,, satisfies limited horizons, whenever the condition holds that

cutOff > ¢ + max W(B,t,0).

(B,t):uﬁEy(B,t)>u|honest

. . . b b
The same statement is true replacing wyyy With Urens and uy,, with ure,,.

Proof. We prove for uyyy, and ugy , and the renting case follows. We showed that for any (B, t)

there is an upper bound > (B, 1) on the utility of any adversary who spends at least budget
B over exactly t rounds (Lemma [19). From Lemma [I6] we obtain a lower bound on the utility
Uponest Of an optimal passive adversary. Since u}g .. > 0, by Lemma [20] the maximum in the
theorem statement exists.

Then, we eliminate any incentive for adversaries to fork by letting cutOff > /¢ +
MAX (3 ). (Bt)>ul, e W (B,t,(), since no adversary can create a fork of more than ¢ blocks
except within a period of R(B,t,{) rounds (Lemma , without his utility being lower than an
passive adversary's. We achieve consistency by using the consistency parameter of W (B, t,/)
blocks, the number of blocks created within this period of rounds. Liveness (that is, chain growth
and chain quality ensured by the ledger) follows from [14]. Now the only parameters affecting our
adversary's utility are the block rewards, corruption costs, and mining costs, as we have eliminated
forks. Again we work in the Fgx hybrid which abstracts mining for blocks as an ideal lottery.
The cost of playing such a lottery is mcost and the reward for winning the lottery and inserting
the block into the ledger at round 7 is breward(r) - CR. Importantly, one cannot get this block
reward twice, as attacks that cause forks have been eliminated. In this case, all payoff-inducing
events made by the adversary in the real world can be matched by an adversary who invokes
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an equivalent event in the dummy world with the same payoffs (corruption, mining, and block
reward). This implies attack-payoff security.
O

We remark the protocol is not strong attack-payoff secure: Recall a front-running adversary
always maximally delays honest parties’ messages. Intuitively, this reduces the mining power in
the system, which delays the time between a block is broadcasted, and when it becomes part of
the ledger. In effect, this reduces the payoff for block rewards for utilities with limited horizons.

5.6 Concrete values used in graphs

We discuss the parameters used in the figures. Utility is computed in US dollars (USD). While
our results are stated for the Bitcoin protocol, our analyses are in fact quite general, and work
for Nakamoto-style PoW blockchains such as Ethereum (Classic) among others. Our graphs use
numbers for the popular currency Ethereum Classic, as it has been the victim of several major
51% double-spending attacks whereas Bitcoin was not. For the numbers to be more accurate,
we use recent (as of writing, Feb. 2021) data.

Let time be measured in seconds and fiat currency be measured in USD for simplicity. Even
basic mining rigs can make millions of hashes per second, thus we model each party/mining rig
as capable of 435MH/s (mega hashes per second), the approximate hashing power of a rig with
eight AMD RX 5700 XT graphic cards, which costs about $3000 and uses about 1300W. We use
a electricity cost of $0.13/kWh (average cost in the US) to compute the cost of mining with this
rig as mcost = $0.000047. From the Nicehash marketplace we obtain the cost to rent 435MH
(our basic unit of hashing power per party), which is about 1.96 BTC/TH/day (TH is terahash)
at the time of writing. Since the price of Bitcoin (BTC) fluctuates wildly, we consider two cases:
the “expensive” case, of $50,000 USD/BTC (rcost = $0.00045), and the “cheap” case, of
$22,000 USD/BTC (rcost = $0.00022). We consider utility functions with limited horizons;
here consider an attacker who is only incentivized to make blocks before some time ¢. Thus, we
set the payoff for making blocks as breward(x) = $54.4 (which is the block reward given price
of ETC at $17) if © < ¢ and breward(z) = 0 otherwise. We set the payoff for double-spending
to $1 million, a relatively modest amount (e.g., the equivalent of 5.6 million dollars in Ethereum
Classic had been stolen from an exchange on August 1, 2020).

In our figures we will consider a maximum total hashing power in the system of 18091 mining
rigs (each with hashing power 435MH/s), which is the approximate current hashrate of Ethereum
Classic. The probability of mining success for one rig per second is p = 0.00000435, computed
via the current difficulty of the blockchain. We set network delay A = 100ms and set window size
cutOff = 500 blocks using the deposit and withdrawal confirmation time of the OKEx exchange
for ETC (100 and 400 blocks respectively).
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5.7 Chapter summary and future work

In this chapter we analyze in the rational protocol design (RPD) framework the problem of 51%
double-spending attacks on Nakamoto-style proof-of-work blockchains. We identify an issue with
the utility function in the previous work, which we call “unbounded incentives”, and alter their
utility function to avoid this issue. This allows us to both model protocol/utility parameters where
attacking is incentivized, and parameters under which honest behavior is the preferred strategy.
The latter, which is a general statement about all rational poly-time attackers, is in particular a
demonstration of the power of RPD over other rational analyses. Since our work is in the simpler
model of fixed difficulty blockchains, an immediate open question is to expand our analyses to
variable difficulty. Lastly, an interesting future direction would be to consider other more complex
utility functions, such as those with additional time-dependent cost or reward parameters.
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Chapter 6

Conclusion

This thesis has shown how incentive-driven mechanisms can lead to theoretically interesting
caveats that can be resolved by analyzing the problem through an alternate framework or set of
underlying assumptions.

In Chapter [3| we saw the limitation of differential privacy (DP) when encountering deter-
ministic functions. We introduced exact distributional differential privacy (eDDP) as a new
framework for comparing the privacy of different voting rules. We created a new trails technique
for analyzing the eDDP of common voting rules, which revealed the encouraging message on the
good privacy of most voting rules, and a dichotomy theorem for the class of generalized scoring
rules (GSR).

In Chapter[4], we showed impossibility results on fairness and identifiable abort that stem from
the mediated model in collusion-preserving (CP) protocols. Moving away from the mediated
model and towards a more decentralized setting, we employed stateful hardware tokens and
authenticated broadcast as the basis of our new CP protocol. Matching the fallback security in
the mediated model under a corrupt mediator, we altered our CP protocol to provide similar
fallback security—and the previously impossible fairness and identifiable abort—when tokens are
compromised or when the adversary aborts. Finally, we created a simple penalization scheme
that forces misbehaving parties to pay a financial collateral, and proved this indeed deters
collusion in (a slightly modified version of) the rational protocol design (RPD) framework.

We continued our study of the RPD framework in Chapter 5] We extended the previous
work on RPD analysis of the Bitcoin backbone protocol to consider 51% attacks, where a
majority-power adversary breaks the consistency property of the blockchain, creates a fork, and
double-spends transactions. We pointed out the issue of unbounded incentives in the previous
work which led to the unrealistic conclusion that 51% attacks are never profitable, and modified
the underlying utility function of their analysis to rectify this issue. This results in both a model
that describes scenarios where adversaries are incentivized to attack, and a guide on how to
deter attacks by increasing waiting time for transactions.
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There are many more fascinating problems waiting to be discovered and addressed in the
areas discussed in this thesis. In fact, this thesis serves as a starting step towards the areas of
deterministic voting privacy, decentralized collusion-preserving computation, and rational protocol
design analysis blockchain incentives. Below, we suggest a few of such next steps.

e Extend the study of voting privacy to general (¢, ¢), and non-i.i.d. distributions.

e Study the privacy of other high-stakes social choice procedures such as matching and
resource allocation.

e Study the privacy of publishing other election data, such as demographic information, and
interpret their consequences.

e Adapt our CP protocols and penalization schemes to cryptographic reverse firewalls [108].
e Extend the CF/CP model and protocol to incorporate side-channel attacks.

e Expand our 51% attacks analysis to blockchains with variable difficulty, incorporating results
from e.g., [44,67].

e Model additional time-dependent cost or reward parameters in the blockchain utility func-
tion, such as incentives relating to transaction fees.
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Appendix A

Additional Background on the Ledger
Functionality (Section 2.5)

A.1 Clock

In Fig. [A.1] we model the global clock, which is used to keep track of the current time/round.

The functionality Geiock is available to all participants. The functionality is parametrized
with variable ¢, a set of parties P’, and a set F' of functionalities. For each party p € P’
it manages variable d,,. For each F € I it manages variable d»
Initially, ¢ :== 0, P’ :== () and F := ().
Synchronization:
e Upon receiving (CLOCK-UPDATE, sid¢) from some party p € P’ set d, := 1; execute
Round-Update and forward (CLOCK-UPDATE, sid¢, p) to A.

e Upon receiving (CLOCK-UPDATE, sid¢) from some functionality F € F set dx := 1,
execute Round-Update and return (CLOCK-UPDATE, sid¢, F) to F.

e Upon receiving (CLOCK-READ,sidc) from any participant (including the en-
vironment, the adversary, or any ideal—shared or local—functionality) return
(CLOCK-READ, sid¢, t) to the requestor.

Procedure Round-Update:
If dr :== 1 for all 7 € F and d, =1 for all honest p in P’, then set ¢ :==t + 1 and reset
dr :=0 and d, := 0 for all parties in P’

Figure A.1: The functionality Gerock
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A.2 Multicast

In Fig. we describe the multicast functionality with network delay A.

A.3 Ledger functionality

In Fig. [A.3] we describe the ledger functionality G spaes from [17].

A.4 Weak ledger functionality

In Fig. , we formally describe this weaker Bitcoin ledger functionality gv%nm-mncm from [15].
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The functionality F4 ¢ is parametrized with a set possible senders and receivers P. Any
newly registered (resp. deregistered) party is added to (resp. deleted from) P.
e Honest sender multicast:

Upon receiving a message (MULTICAST,sid,m) from some p, € P, where P =

{p1,...,pn} denotes the current party set, choose n new unique message-IDs

midy,...,mid,, initialize 2n new variables Dy, := DM = Dnmid,
DMAX .= 1, set M := M]||(m, mid1, Dmig,,p1)l| .- .||(m, midy, Diid,,, Pn), and send
(MULTICAST, sid, m, ps, (p1, mid1), ..., (pn, mid,,)) to the adversary.

e Adversarial sender (partial) multicast:

Upon receiving a message (MULTICAST,sid, (m;,,pi,),-- -, (mi,,p;,) from the adver-
sary with {p;;,...,p;,} < P, choose ¢ new unique message-IDs mid;, ..., mid;,,
initialize ¢ new variables Dmidi1 = D%&éf{ = ... = Dmidie = D%cﬁf

1, set M = MH(mil,midil,Dmidil,pil)H...H(miz,midiz,Dmidié,pg), and send
((MULTICAST, sid, (m;, , pi, , mid;, ), . . ., (M4, pi,, mid;,) to the adversary.

e Honest party fetching:
Upon receiving a message (FETCH,sid) from p; € P (or from A on behalf of p; if p; is
corrupted):

1. For al_! tuples (m, mid, Dmidapi)_? M, set Dmid := Dmiqd — 1.

2. Let M{" denote the subvector M including all tuples of the form (m, mid, Did, p;)
with Dpnig = 0 (in the same order as they appear in M) Delete all entries in Mgi
from M and send Mé” to p;.

e Adding adversarial delays:

Upon receiving a message (DELAYS, sid, (Tmidil’ mid;, ), ..., (Tmidie7 mid;,)) do the follow-
ing for each pair (Tmidij,midij) in this message:
If Dn]\:[if,X + Thid; < A and mid is a message-ID registered in the current M, set
lj J
Dmid; = Dmid; + Tmid;. and set D%j‘_x = D%c‘ﬁx + Thid;.; otherwise, ignore this
J J J ij i J

pair.

e Adversarially reordering messages:
Upon receiving a message (SWAP, sid, mid, mid’) from the adversary, if mid and mid’ are
message-IDs registered in the current M, then swap the triples (m, mid, Dpig,-) and
(m,mid’, D, .y,-) in M. Return (SWAP, sid) to the adversary.

Figure A.2: The functionality & yc
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The functionality manages variables state, NxtBC, buffer, 77, and Tstate, as described
above. The variables are initialized as follows: state := Tiiate := NxtBC := ¢, buffer := (),
7, = 1. The functionality maintains the set of registered parties P, the (sub-)set of
honest parties £ C P, and the (sub-set) of de-synchronized honest parties Pps C H.
The set P,H,Pps are all initially set to . When a new honest party is registered,
it is added to all Ppg (hence also to H and P) and the current time of registration
is also recorded; similarly, when a party is deregistered, it is removed from both P and Ppgs.

For each party p; € P the functionality maintains a pointer pt, (initially set to 1) and a
current-state view state; := ¢ (initially set to empty). The functionality also keeps track
of the timed honest-input sequence in a vector Z}, (initially Z}, := ¢).

Upon receiving any input [ from any party or from the adversary, send
(CLOCK-READ, sid¢) to Gerock and upon receiving response (CLOCK-READ, sid¢, t) set
71, :=t and do the following:

1. If I was received by an honest party p; € P:

(a) Set Zf = Tf[[(L, pi, 71):;
(b) Compute N = (Ny, ..., N;) := ExtendPolicy(Z}, state, NxtBC, buffer, 7tate)
and if N # ¢ set state := state||Blockify(N)l|...||Blockify(/N,) and
Thtate i= Tstate||TL, Wwhere 78 = 12|| ..., ||7L.
(c) V BTX € buffer: if Validate(BTX, state, buffer) = 0 then delete BTX from buffer.
(d) If there exists j € [(] with p;, € H \ Ppg : [state] — pt; < windowSize or
pAtij > |state;; |, then for every j € [(] set pt, := |state| — IN| for every p; € P.
2. Let P C Pps denote the set of desynchronized honest parties that were registered
at time 7/ < 7, — Delay. Set Ppg := Pps \ P.
3. Depending on the above input [ and its sender's ID, G spqer €xecutes the corre-
sponding code from the following list:
— Submiting a transaction: If I = (SUBMIT, sid,x) and is received from a party
p; € P or from A (on behalf of a corrupted party p;) do the following
(a) Choose a unique transaction ID txid and set BTX := (x, txid, 7z, p;)
(b) If Validate(BTX, state, buffer) = 1, then buffer := buffer U {BTX}.
(c) Send (suBMmIT,BTX) to A.

Figure A.3: The functionality G, upesr (Part 1)
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(Continued from description of G sperr, Part 1)
Upon receiving any input [ from any party or from the adversary, send
(CLOCK-READ, sid¢) to Gerock and upon receiving response (CLOCK-READ, sid¢, t) set
71, =t and do the following:
3. Depending on the above input [ and its sender’s ID, G sparr €xecutes the corre-
sponding code from the following list:

— Reading the state: If I = (READ,sid) is received from a party p; € P then set
state; := state|min(pt,|state)} and return (READ,sid, state;) to the requestor. If
the requestor is A then send (state, buffer, 7% to A.

— Updating the state: If I = (MAINTAIN-LEDGER, sid, minerID) is received by an
honest party p; € P and (after updating Z}, as above) predict-time(Z}) =
7 > 77, then send (CLOCK-UPDATE,sid¢) to Gerock. Else send I to A.

— The adversary proposing the next block:
If I = (NEXT-BLOCK, (txidy,...,txid,)) is sent from the adversary, update
NxtBC as follows:

(a) Set NxtBC :=e.

(b) For i = 1,...,¢ do: if there exists BTX := (z, txid, minerlD, ., p;) €
buffer with ID txid = txid; then set NxtBC := NxtBC||txid;.

(c) Output (NEXT-BLOCK, ok) to A.

— The adversary setting state-slackness:
If I = (SET-SLACK, (pi,, pt;,), - - - (Pir, pAtig)), with {pi,,...,pi,} CH\ Pps
is received from the adversary A do the following:
(a) If for all j € [¢] : [state] — pt, < windowSize and pt; > [state;|, set
pt,; :=pt, for every j € [(] and return (SET-SLACK, ok) to A.
(b) Otherwise set pt,, := [state| for all j € [(].
— The adversary setting the state for desychronized parties:
If I = (DESYNC-STATE, (p;,, state] ), ..., (p;,, state},)), with {p;,,...,p;,} C

Pps is received from the adversary A, set state;, := state; for each j € [(]
and return (DESYNC-STATE, ok) to A.

Figure A.4: The functionality G, spesr (Part 2)
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The functionality QV%EAK_LEDGER manages variables state-tree, NxtBC, buffer, and 7,
where state-tree is a tree of state blocks. The variables are initialized as follows:
state-tree = gen, NxtBC := ¢, buffer := (), 7, = 0. For each party p; € P the
functionality maintains a pointer pt; (initially set to the root of state-tree) which defines
the current-state view state; of p;. The functionality also keeps track of the timed honest-
input sequence in a vector ffl (initially f}; =g).

Party Management: The functionality maintains the set of registered parties P, the
(sub-)set of honest parties H C P, and the (sub-set) of de-synchronized honest parties
Pps C H (following the definition of de-synchronized of [17]). The sets P, H, Pps are
all initially set to ). When a new honest party is registered, if it is registered with the
clock then it is added to the party sets H and P and the current time of registration is
also recorded; if the current time is 7, > 0, it is also added to Pps. Similarly, when
a party is deregistered, it is removed from both P (and therefore also from Ppg or H).
The ledger maintains the invariant that it is registered (as a functionality) to the clock
whenever H # (). A party is considered fully registered if it is registered with the ledger
and the clock.

Upon receiving any input [ from any party or from the adversary, send
(CLOCK-READ, sid¢) to Gerock and upon receiving response (CLOCK-READ, sid¢, t) set
7 :=t and do the following:
1. Let P C Pps denote the set of desynchronized honest parties that have been
registered (continuously) since time 7/ < 7, — Delay (to both ledger and clock).
Set Pps := Pps \75 On the other hand, for any synchronized party p € H \ Pps,
if p is not registered to the clock, then Ppg U {p}.

2. If I was received from an honest party p; € P:

(a) Set Tj := Th[|(L, pis mu);

(b) Evaluate ]3:: ((ﬁptl,ptl,...,(ﬁptk,ptk)) =
weakExtendPolicy(Z};, state-tree, NxtBC, buffer)

(c) For each pointer pt, such that Npti # € add path
Blockify(]\qutwl),...,Blockify(]\qutwg) to state-tree starting at node
pt;.

(d) Reset NxtBC :=¢.

Figure A.5: The weak Bitcoin ledger functionality (Part 1)
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(Continued from description of G¥,_  Part 1)
Upon receiving any input [ from any party or from the adversary, send
(CLOCK-READ, sid¢) to Gerock and upon receiving response (CLOCK-READ, sid¢, t) set
71, :=t and do the following:
3. Depending on the above input I and its sender’'s ID, QEEAK_LEDGER executes the
corresponding code from the following list:

— Submiting a transaction:
If I = (SUBMIT,sid, tx) and is received from a party p; € P or from A (on
behalf of a corrupted party p;) do the following

(a) Choose a unique transaction ID txid and set BTX := (tx, txid, 7z, p;)
(b) Set buffer := buffer U {BTX} and send (SUBMIT, BTX) to A.

— Reading the state:
If I = (READ,sid) is received from a fully registered party p; € P re-
turn (READ,sid, state;) to the requestor. If the requestor is A then send
(state-tree, buffer,Z7) to A.

— Maintaining the ledger state:
If I = (MAINTAIN-LEDGER, sid, minerID) is received by an honest party p; € P
and (after updating Z7 as above) predict-time(Z%) = 7 > 7, then send
(CLOCK-UPDATE, sid¢) to Geock. Else send I to A.

— The adversary proposing the next block:
If I = (NEXT-BLOCK, pt, hFlag, (txidy, ..., txid,)) is sent from the adver-
sary, update NxtBC as follows:

(a) Check that pt points to a leaf of state-tree and set listOfTxid <« ¢
(otherwise, ignore command)

(b) For i = 1,...,¢ do: if there exists BTX := (x, txid, minerlD, 7, p;) €
buffer with ID txid = txid; then set listOfTxid := listOfTxid||txid;.

(c) Finally, set NxtBC[pt] := NxtBC[pt]||(hFlag, listOfTxid) and output
(NEXT-BLOCK, 0ok) to A.

Figure A.6: The weak Bitcoin ledger functionality (Part 2)
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(Continued from description of G¥,__  Part 2)
Upon receiving any input [ from any party or from the adversary, send
(CLOCK-READ, sid¢) to Geocx and upon receiving response (CLOCK-READ, sid¢, t) set
71 :=t and do the following:
3. Depending on the above input I and its sender’s ID, Q\%EAK_LEDGER executes the
corresponding code from the following list:

— The adversary proposing a fork:
If I = (FORK, pt, (txidy, ..., txid,)) is sent from the adversary, update NxtBC
as follows:

(a) Set listOfTxid < ¢

(b) For i = 1,...,¢ do: if there exists BTX := (x, txid, minerlD, 7., p;) €
buffer with ID txid = txid; then set listOfTxid := listOfTxid||txid;.

(c) Finally, set NxtBC[pt] := NxtBC[pt]||(0,listOfTxid) and output
(FORK, ok) to A.

— The adversary setting state-slackness:
If I = (SET-POINTER, (pil,ptil),...,(pig,ptiz)), with {p;,,...,pi,} C H\
Pps is received from the adversary A do the following:

(a) If for all j € [(] : pAtij has greater distance than pt, from the root
state-tree, setpt; := pAtij for every j € [¢] and return (SET-SLACK, ok)
to A.

(b) Otherwise set pt; to the leaf with greatest distance from the root of
state-tree.

— The adversary setting the state for desychronized parties:
If I = (DESYNC-STATE, (p;,,state] ), ..., (p;,,state],)), with {pi,,...,p;,} C
Pps is received from the adversary A, set state;, := state; for each j € [(]
and return (DESYNC-STATE, ok) to \A.

Figure A.7: The weak Bitcoin ledger functionality (Part 3)
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