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Introduction

» The current Covid-19 pandemic is being exploited by cybercriminals taking
advantage of peoples’ anxieties and changes in working pattern.

» There’s been an increase in the spread of malware through social engineerin
which is quite effective during a crises.

» Various Covid-19 themed malware families have emerged targeting PCs and
mobile devices.

» These are spread through Covid19-themed phishing emails, fake apps,
fraudulent websites, and adverts loaded with malware.




Introduction

» McAfee detected thousands of Covid19-themed spam emails and websites

» Malicious URLs with references to COVID-19 and Coronavirus increased
dramatically during the start of the pandemic

» Malicious URLs seen weekly increased exponentially from 1,600 to > 39,000

Malicious CovID-19 URLs Per Week in 2020
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Introduction

» Several Covid-19 themed malware appeared in the wild

» These include viruses, Remote Access Trojans (RATs), Ransomware, and
malicious apps

Ursnif Azorult CoronaVirus
Fariet Hancitor Trickbot
Emotet NetWalker Nanocore

CovidLock KPOT Remcos




Introduction

Example of social engineering based infection vectors:

Fake Covid-19 tests

» Phishing emails distributed in March that appears to originate from
organizations offering Covid19 testing.

» Users are prompted to open an attached document which will
download the information stealing Trickbot malware.




Introduction

Example of social engineering based infection vectors:

Fake Covid-19 Precautionary measures

» In April, phishing email campaigns distributed the NanoCore RAT for
exfiltration of valuable information.

» The emails used subject lines such as “COVID-19 Urgent Precaution
Measures”




Introduction

Example of social engineering based infection vectors:

Bogus SBA Loan Emails

» In March, phishing email campaigns distributed the information stealing
Remcos RAT

» The emails appeared to offer small businesses information and guidanc
on how to apply for Small Business Administration loans

» The emails claim to originate from the U.S. Government




Samples of fake emails

Re:SAFTY CORONA VIRUS AWARENESS WHO

@ World Health Organization- S © <9

7@\ World Health
%2 Organization

Dear Sir,

Go through the attached document on safety measures regarding the
spreading of corona virus.

Click on the button below to download

Symptoms common symptoms include fever,coughcshortness of breath and
breathing difficulties.

Regards,

oo e m
Specialist wuhan-virus-advisory

Source: NBC news
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~> Forward Phishing
Delete Respond Quick Steps ~ Zoom Cofense
[EXTERNAL] COVID-19 - Now Airborne, Increased Community Transmission
4
CDC INFO <CDC-Covid19@cdc.govs )Ry |6 Relyal | =3 Foomnd
To Wed 2/26/2020 124

As you know, the Department of Health and Human Services has declared the Coronavirus (COVID-19) a public health emergency.

At this time, three new cases have been confirmed around your location today. The risk to the Public in your city and throughout the World is very
HIGH.

The World Health Organization has named the new coronavirus, Covid-19, and the Centers for Disease Control and Prevention has established
precautions.

* The CDC requires you to avoid (HIGH-RISK) zone around your city to Minimize Chances for Exposures.
* A high-risk person is currently being monitored around your city center.

For additional information about high-risk places around hitps://healing-yui223.com/cd.php?
€z .
Click or tap to follow link.

o/ [www 'COVID-19, Lhtml




Samples of fake emails

COVID-19 Everything you need to know

« John DeFranco <

JD

To:

How to Protect your friends from nCov 2019 FAQ

Coronavirus (2019 —-nCoV) Safety Measures

There are more than 75,000 infected COVID-19 cases all around the world!
COVID-19-FAQ - uploaded with iCloud Drive. _@ who-pc.com
[ - E I'w !

Tuesday, February 4, 2020 at 7:08 PM
Show Details

Regards,
John DeFranco

Source: Forbes

g CoronaVirus_Safety...
1.6 MB

<) Download All © Previ




Samples of fake emails

Covid-19. May 12 horrible Charts

Johns Hopkins Center <john_hopkins@

JH To @ Tue 5/1

Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

covid_usa_nyt_8072.xls S
104 K8

[x] Right-click o tap and hold here to download pictures. To help protect your pri
preventad automatc donnload of this picture from the Internet.

Daily updates on the emerging novel coronaviru i\‘rom the Johns Hopkins Center for

Health Security.

May 12th, 2020

EPI UPDATE The VHO COVID-19 Situation Report for May 12 reported
4,294,691 confirmed COVID-19 cases (80,617 new) and 288,531
deaths.

See included Horrible graphs by United States.

rce: UT Health San Antonio

([ [é,u° RE: IT-Service desk: Coronavirus notice for all employee - Temporary ltems

Message
RE: IT-Service desk: Coronavirus notice for all employee

Weerheim - Dooge, Joke <J.Weerheim_1@careyn.nl>
| |

Tuesday, March 3, 2020 at 8:44 AM

Show Details

Van: Weerheim - Dooge, Joke

Verzonden: dinsdag 3 maart 2020 14:22

Aan: Weerheim - Dooge, Joke

Onderwerp: [T-Service desk: Coronavirus notice for all employee

Dear Employee/Staff,

There is an ongoing outbreak of a deadly virus called coronavirus ( Covid-19). The virus is spreading like wide
fire and the world health organization are doing everything possible to contain the current situation. The virus
which originated from china has hit europe, America, Asia and Africa. The government has hereby instructed all
organization and institution to educate and enlightened their employee/staff about the virus in order to increase the
awareness of the coronavirus (covid-19).

in view of this directives, the institution is currently organizing a seminar for all staff to talk about this deadly
virus. All employee/staff are hereby ask to quickly participate in the quick survey to show your awareness about
the coronavirus and also register for the seminar. The survey and seminar is compulsory in the battle to win the
fight against this epidemic as all employee are Mandated to participate in the survey immediately you receive this
notice. Disciplinary measure would be taken on staff that failed to carry out this instruction. Winning this battle is
in our collective effort. Kindly follow the link SURVEY/SEMINAR to participate in the survey and register for the
seminar.

Best Regards
IT-Service desk




CoronaVirus ransomware

» Afile-locker ransomware threatening users worldwide

» Spread through fake websites that lures users into downloading an executable
WSHSetup.exe

» The file downloads several .exe files from other websites
» The exe files contain CoronaVirus ransomware and KPOT trojan
» It is a ransomware attack bundled with information stealing trojan

The primary aim is information theft but ransomware is used as diversionary
tactic




CoronaVirus ransomware

» Encrypts files and override the MBR of a disk

» Renames the C drive of the computer to ‘CoronaVirus’

» Victim computers do not load the OS on re-boot but displays ransom message




CoronaVirus ransomware

» Encrypt files:

.bak, .bat, .doc, .jpg, .jpe, .txt, .tex, .dbf, .xls, .cry, .xml, .vsd, .pdf, .csv, .bmp, .tif, .ta
.gif, .gbr, .png, .mdb, .mdf, .sdf, .dwg, .dxf, .dgn, .stl, .gho, .ppt, .acc, .vpd, .odt, .ods, .
.Zip, .cpp, .pas, .asm, .rtf, .lic, .avi, .mov, .vbs, .erf, .epf, .mxl, .cfu, .mht, .bak, .old

» Places a ransom note in every folder demanding a payment of 0.008 bitcoins

» All encrypted files are renamed to some variation of 'coronaVi2022@protonmail.ch




CoronaVirus ransomware

Ransomware
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CoronaVirus ransomware ransom note
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Changes Windows registry setting to display a lock screen when the computer is
rebooted

Lock screen shows the same message as ransom note before finally loading the OS.
Lock screen changes after 45 minutes but still denies access to the computer

Eventually boots into Windows after a further 15 mins. Users will be presented with
the same ransom note again after login in:

IV ICORONAVIRUS 1S

A1l your file are crypted.
Your computer s temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must

Pay to Bitcoin wallet: bclgkkenwhsxvtp2akunhkke3tjoy2wv2zkk00xa3jcontact us
via e-mail: coronaviz rotormail. «

bonations to the uUs ;

pesine sperare qui hic intras! [wait timeout 15 min)

Coronavirus ransomware alternate lock screen



CoronaVirus ransomware: KPOT activity

» KPOT trojan steals cookies, passwords, and other crendentials.

» Grabs a screen shot of the active desktop and scans for bitcoin wallets

» All info gathered by the trojan is sent to another website where it is
gathered by attackers

» The malware basically steals information then encrypts files and overrides
the MBR




CoronaVirus ransomware

» Low ransom demand from the ransomware + a static address that
received no payment = Fake ransomware

» The ransomware distracts from the information stealing trojan

» By making victims worried about ransomware it distracts from KPOT
activity.




Proliferation of apps for Covid-19

b https://news.sky.com/story/coronavirus-surge-in-apps-tracking-spread-and-symptoms-11948411 (%)
Home UK World Politics US Climate Science&Tech Business Ents&Arts Travel Offbeat More v
Governments and citizens are using apps in an attempt to learn
. . . Safe Trace
more about the coronavirus outbreak and prevent it spreading
2 ; ; further. -l gy
Coronavirus: Surge in apps tracking -
Spread and symptoms The rush to access new information on corenavirus shows little sign
As fears about the virus continue to rise, governments are deploying technology in an of S|0ang. Confirmed infections Ofw now number more than Campus Map

attempt to control their citizens movements.

91,000 people globally, resulting in more than 3,000 deaths.

© Tuesday 3 March 20201312, UK (covo0) ((coronaviRys ) ((SOUTHKORER )

The majority of these deaths have occurred in China, which has
responded to the cutbreak by requiring people to download
smartphone software called the Alipay Health Code.

Coronavirus: The infection numbers in
real-time

Designed by the Chinese technology giant Alipay, the health-rating
app automates decisions on whether individuals should quarantine

thomenhne arha sllawed to enter public spaces through colour-




Proliferation of apps for Covid-19
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CovidLock ransomware I

J

» Mobile ransomware spread through websites and applications that claim to
provide information about coronavirus.

» The name of the app is Coronavirus Tracker
» CovidLock was found on the website coronavirusapp.site

» The website recommends users download and install an app to get:

» Updates about coronavirus, including notifying users when the virus reaches
where they live.

» Heatmap visuals that show the spread of infection across an area.

» The website appears to display information straight from WHO and CDC while hosting
the CovidLock ransomware.




CovidLock ransomware

< for android users: to get real-time number of coronavirus cases based on your GPS location please download the mobile app version of the website and enable "accurate
reporting” for best experience

Thank you . 5 y wined!

DASHEODARD

United States Coronavirus (COVID-19) Tracker
Infection Map (hide)
Sorry, we couldn't accurately determine your location. Please try reloading the page, or interact with the map manually instead.

Inform your friends & family:
f  Share =] Email W Tweet < Share
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Nationwide Live Data (refresh for updates)
DEATHS RECOVERED

CONFIRMED CASES

805 28 8

1 50% (+268 since ~24hr ago) 1 33% (+7 since ~24hr % (+0 since ~24hr ago)
Cases by Location (hide) Confirmed Cases & Deaths
= Confirmed C: Death:

Westchester County, NY 98 200 onfimed Cases [ Deaths
King County, WA 83

800
Unassigned Location (From Diamond Princess) County, 45
Other 700
Santa Clara County, CA 38

600
Snohomish County, WA 31

Source: domaintools




CovidLock ransomware
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» CovidLock changes the lockscreen of the infected device

» Demands a ransom of $250 in bitcoin for a decryption key to unlock their
screen and get back control over their device.

» Threatens to erase all information on the phone including photos, videos,
messages, and contacts if payment isn’t received within 48 hours.

» The ransom note is written to scare victims into complying with the
hackers demands.

» The message reads: “YOUR GPS IS WATCHED AND YOUR LOCATION IS KNOWN. IF
YOU TRY ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED.”
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Ignore battery optimizations?

Let app Coronavirus Tracker stay SCAN AREA FOR CORONAVIRUS
connected in the background? This
may use more battery.

Enable app In Accessibility for
~ A & NO VES active stats monitoring GRANT
b all RA
— W ]
g \é,g‘




CovidLock

Accessibility

Services

ransomware

Caoronavirus Tracker
Off

Use Coronavirus Tracker?

ClockBack
off

Magnification
Off

QueryBack
Off

System

Captions
Off

Magnification gesture

Coronavirus Tracker needs to:

* Observe your actions
Receive notifications when you're
interacting with an app

» Retrieve window content
Inspect the content of a window
you're interacting with,

CAMNCEL 0K

fﬁv,“,

Accessibility request:
To keep the malware persistent
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Activate device administrator?

m Coronavirus Tracker

SCAN AREA FOR CORONAVIRUS

Lock the screen

Set storage encryption

Activate lock screento get instant alert when a coronavirus
patient is near you ACTIVATE

Comnhla nnn in Annanaihilite fne nndivin abndn mmanitavin~
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control, you gaoﬁurn it off, disconnect your

inti;:%wfmash it to the ground

Yo ntacts, your pictures and videos are all
/m‘féaded to my server and locked with 256-bit

encryption technology

Meaning | Can Destroy You

Your financial, social and future being depends

on what you do now, so think hard about what
CONGRATULATIONS, | HACKED YOUR PHONE you are gonna do next

you have 24 hours to pay ori will send HERE IS THE DEAL

everybody in your contact list every picture you you pay me 2508, i give you a special 24
took and every video you filmed since the first numbers key, you unlock your phone and
day you bought this phone delete my spy tool and we will both be happy
everything in your phone now is under my or you dont pay, i then bombard your family,
control, you can turn it off, disconnect your friends and coworkers with your pics and

internet or smash it to the ground videos and then you will have to deal with the
Your contacts, your pictures and videos are all consequences

uploaded to my server and locked with 256-bit IT IS YOUR CHOICE
encryption technology if you choose option 1, click the button below

Meaning | Can Destroy You and follow the instructions very carefully
Your financial, social and future being depends

on what you do now, so think hard about what

ou are gonna do next Web Desianits
JERE IS THE DEAL . . .
e 2508, i give you a special 24 .

enter decryptiomgode

ffriends and coworkers With your pics and i
videos and then you will hax&g{e\iwith the

consequences
IT IS YOUR CHOICE - .

cVovyaw

4 ] m | @ 2]




mEnD '“404:18

e e T 2 R S i
control, you ;aﬂ'{:r’n it off, disconnect your
internet gﬂ‘fmash it to the ground
Yog;cgntacts, your pictures and videos are all

loaded to my server and locked with 256-bit

# encryption technology
Meaning | Can Destroy You
Your financial, social and future being depends
on what you do now, so think hard about what
you are gonna do next
HERE IS THE DEAL
you pay me 2508, i give you a special 24
numbers key, you unlock your phone and
delete my spy tool and we will both be happy
or you dont pay, i then bombard your family,
friends and coworkers with your pics and
videos and then you will have to deal with the
consequences
IT IS YOUR CHOICE
if you choose option 1, click the button below
and follow the instructions very carefully
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RAW Paste Data
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1. make an accaunt at wav.coinbase.c
2. verify vour identity
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« PIUE 8 P e use cockies 16 29 inchading anatytics. By
. navigate
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MONTFORT
IVERSITY
ESTER




Conclusion

Hackers and cybercriminals are exploiting the pandemic to spread malware

This is evident in the rise of spam phishing emails with Covid-19 themes and
malicious URLS linked with Covid-19

All kinds of malware are being spread: RAT, ransomware, malicious apps

While several families like Ursnif, Trickbot, Remcos are being used for information
stealing, CoronaVirus adds a level of sophistication by deploying KPOT for
information stealing while diverting attention with a file locker.

Mobile users also need to beware of malicious apps like the fake Coronavirus
Tracker that contains a ransomware designed to trick users into making bogus
payments.



Thank you

Any questions?




