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Security Outage Probability Analysis of Cognitive
Networks with Multiple Eavesdroppers for
Industrial Internet of Things

Meiling Li', Hu Yuan?, Carsten Map]ez, Ying Li!, and Osama Alluhaibi?

Abstract—The Industrial Internet of Things (IloT) has been
recognised as having the potential to benefit a range of industrial
sectors substantially. However, widespread development and
deployment of IIoT systems are limited for some reasons, the
most significant of which are a shortage of spectrum resources
and network security issues. Given the heterogeneity of IloT
devices, typical cryptographic security techniques are insufficient
since they can suffer from challenges including computation,
storage, latency, and interoperability. This paper presents a
physical layer security analysis of the underlying cognitive radio
networks for IIoT. Through consideration of the spectrum,
IIoT devices can opportunistically utilise the primary spectrum,
thereby improving spectrum efficiency and allowing access by
an increased number of devices. Specifically, we propose two
cognitive relay transmission (CRT) schemes, optimal single CRT
(O-SCRT) and multiple CRT (MCRT), to improve transmission
reliability further. Since it is challenging to obtain channel state
information in the wiretap link, we provide a sub-optimal single
CRT scheme and derive closed-form expressions of security
outage probability by invoking both selection combination and
maximal ratio combination techniques at the eavesdropper. To
provide a benchmark, the round-robin single CRT scheme is also
analysed. Simulation results are provided to verify our analysis
and show that O-SCRT provides the best system security outage
performance.

Index Terms—Multi-eavesdropping, single cognitive relay
transmission, multi-cognitive relay transmission, security outage
performance, selective combination, maximal ratio combination.

I. INTRODUCTION

HEindustrial IoT (IIoT) is a subset of the IoT, which
implements the IoT paradigm in industrial fields such as
energy, manufacturing, transportation and logistics [1]]. The
IIoT provides a better understanding of the manufacturing
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process. Therefore, the IIoT can efficiently allocate manufac-
turing resources, customer demanding production, optimised
manufacturing process, and fast environment adaptation [2].

Flexibility and scalability are the two characters of IIoT
communications [3]]. Thus wireless communication is the
typical solution for IIoT connection. However, the massive
“things” connecting to the internet wirelessly create much data
to be transferred in IIoT communications, which challenges the
spectrum resources. Therefore, cognitive radio (CR) technol-
ogy has been deemed efficient in dynamic spectrum sharing
to improve spectrum efficiency in limited spectrum scenarios
(4]

Recently, researchers addressed the CR for IIoT in various
domains. First, the authors highlight potential applications
of CR-based IoT systems in [5]. Then, in [6], the authors
investigated how to combine CR technology and IoT to reduce
the blocking probability of higher-priority CU calls while
maintaining a sufficient channel utilisation level. In [7]], the
authors discussed the applications, security-oriented issues and
spectrum-related functions of cognitive IIoT. The spectrum
resources allocation for cognitive IIoT was studied in [J].
The authors optimised the resources for spectrum sensing
time, node transmission power, and the number of users in
one cluster for maximising the average network throughput.
It can be concluded that available spectrum resources can be
expanded by combining the IIoT with CR, by which a massive
amount of industrial data can be well transmitted. However,
there are very few studies on combining IIoT with CR.

On the other hand, communication security is exceptionally
significant for IIoT networks. The broadcast nature of the
wireless medium makes IIoT communications susceptible to
potential security threats such as eavesdropping and imper-
sonation. Furthermore, the IloT devices or sensors usually
lack the computing power to apply complex key management,
especially for massive heterogeneous networks. Consequently,
traditional cryptographic techniques may result in high latency,
which cannot satisfy the stringent latency requirement in IIoT
communications. As a result, it is a great challenge to realise
the security by the traditional signalling process in IIoT.

Physical layer security (PLS) is a low complexity approach
to provide security to the users by utilising the dynamic
properties of wireless communication [9, [10], which is more
suitable to solve the secure transmission for a heterogeneous
network like IToT.

To the best of the authors’ knowledge, there is little re-
search on secure cognitive IloT communications. Therefore,



investigating how to combine CR and IIoT is critically es-
sential. Based on this, a secure performance evaluation can be
implemented, and the corresponding performance optimisation
may be investigated further to improve IIoT communication
security.

A. Related Works

Different sharing spectrum schemes with primary users have
been presented in [11]], including overlay, underlay and hybrid
schemes. The critical idea of underlay CR networks is that
cognitive user (CU) can share the spectrum of the primary
users (PUs).

Security capacity in wireless networks such as wireless sen-
sor networks, the cooperative relay network and CR networks
attracts much attention. The authors in [12], analysed the
security capacity performance of wireless sensor networks by
evaluating the intercept probability of round-robin scheduling
and optimal sensor scheduling under Nakagami channel fad-
ing.

The cooperative relay has been used to improve the trans-
mission reliability with users cooperation, and in the mean-
time, it also enhanced the secure reliability of transmission by
correctly relay selection schemes [[13H16]. The authors studied
the PLS performance of both amplify and forward (AF), and
decode and forward (DF) relay scheme in [13} |14]]. They
analysed the information intercept probability and communi-
cation outage probability of different relay selection schemes
with a multi-relay single-eavesdropping scenario. In [15],
the authors proposed a two-way optimal DF relay selection
scheme aided by artificial noise to reduce the received SNR
of the eavesdropper. The PLS for multiuser relay networks is
studied in [[16]. The authors presented three relay selections
criteria to improve the security performance by selecting the
best relay user pair, the maximum SNR ratio of users to the
eavesdroppers. Besides, in the presence of multiple passive
eavesdroppers, the security performance of multi-hop DF
relay was investigated over Nakagami-m fading channels in
[17], showing the advantaged multi-hop DF relaying systems
against eavesdropping attacks.

In CR networks, different sharing spectrum schemes with
primary users have been presented in [11] , including overlay,
underlay and hybrid schemes. The critical idea of underlay CR
networks is that CU can opportunistically share the spectrum
of the PUs when no PU occupies the licensed spectrum.
In IIoT communications, heterogeneous devices can be CUs,
which can realise their transmission by accessing the primary
spectrum opportunistically.

In contrast with the conventional non-cognitive wireless
networks, the physical-layer security in CR networks has to
consider diverse additional challenges, including protecting the
primary users’ quality of service (QoS) and mitigating the
mutual interference between the primary and secondary trans-
missions. The authors investigated the PLS for CR networks
over Nakagami-m fading channels subject to the interference
power constraint in [[18]]. In [[19]], the outage probability and
intercept probability was derived for an energy-harvesting
underlay CR system adopting the energy-aware multiuser
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scheduling scheme. In [20], the authors investigated the PLS
for CR networks under imperfect channel state information
(CSD).

In [21]], the PLS of cognitive decode and forward (DF)
relay networks over Nakagami-m fading channels was studied
with outdated CSI. In [22], the PLS of underlay cognitive
DF relay networks is investigated. Through multiple cognitive
DF relays, a cognitive transmitter exchanged confidential
information with a secondary destination. In [23]], the security
and reliability was studied in underlay cognitive with two-
way relay network. In order to provide secure communication
for secondary transmission, artificial noise was introduced to
the cooperative scheme. In [24]], the authors analysed how the
signal transmission of the secondary users would affect the
PUs in a single eavesdropper CR network. They derived the
intercept probability of PUs and symbol error probability of
secondary users. The results show that network security mainly
depends on the two factors: channel condition between the CR
node and the eavesdropper (E); and the transmission power of
CR users. While in [25]], the authors investigated the secure
transmission scheme for the cognitive multi-relay networks
based on energy harvesting utilising jamming signals. The
secure cognitive transmission by artificial noise scheme has
also been discussed in [26428]].

As mentioned above, the literature has played a vital role
and laid a solid foundation for fostering PLS in CRs. However,
there is still a lacks research on the security performance
analysis in CR based IIoT networks.

B. Contributions and Paper Structure

In this article, we look into the secure transmission in IIoT
communication networks with underlay CR, where a multi
cognitive relay transmission system with multi-eavesdropping
is considered. Furthermore, the secondary network is used for
data transmission between IIOT devices by opportunistically
utilizing the primary spectrum under certain interference con-
straints to improve the spectrum efficiency. The whole system
model is presented first, followed by an analysis of the relevant
performance. Precisely, the main contributions of this paper
can be summarised as follows:

o For an IIoT network, a novel multiple cognitive relay
strategy is developed. The security performance of single-
cognitive relay (SCRT) and multi-cognitive relay (MCRT)
in the presence of multiple cooperative eavesdroppers are
investigated in Nakagami-m fading channel.

o The optimal single cognitive relay transmission (O-
SCRT) and multi cognitive relay transmission (MCRT)
schemes were proposed in cognitive DF relay networks.
In addition, a sub-optimal cognitive relay transmission
(SO-SCRT) scheme is introduced to select the cognitive
relay with the best communication security performance.

« The security outage probabilities of transmission schemes
were reduced by proposed relay schemes: selective com-
bining (SC) and maximal ratio combining.

o As a benchmark, the security outage performance of the
round-robin scheduling based SCRT scheme was also
analysed when SC and MRC technologies were utilised
at the eavesdropping system (RR-SCRT).
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Fig. 1: Coexistence of a primary network and a cognitive mul-
tiply relay network for IIOT communications. One cognitive
transmitter (CT) and one cognitive destination (CD) with N
cognitive relays (CR) and M eavesdroppers.

The rest of this article is organised as follows. First, section II
defines the system mode, and the relay selection with multi-
eavesdropping is presented in Section III. Then, the security
outage of the different relay selection models is presented in
Section IV, and the numerical results are displayed in Section
V. At last, the conclusions are discussed in Section VI.

II. SYSTEM MODEL

This paper considered an underlay CR multi-relay wireless
network for the IIoT system. The system is illustrated in Fig[]
Generally, the primary users are defined as the properties lo-
cated in a fixed place for dedicated tasks. Meanwhile, the Cog-
nitive users (CU) are set as the properties with multiple tasks
and autonomous available. The cognitive transmitter (CT)
sends a message to the cognitive destination (CD) via multiple
cognitive relays CR; (CR;,i=1,2---N), where N is the
number of CTs. The eavesdroppers E; (E;,j=1,2---M)
are surrounding to wiretap the message sending by CT. To
be specific, the CT should first detect whether the licensed
spectrum is occupied by the primary user (PU) with spectrum
sensing. To avoid interfering with the PUs, only if the CT has
detected the idle spectrum can then start transmission to the
CD via CRs on the unoccupied spectrum. The assumptions
are made as (1) no direct link between the CT and the
CD because of the deep channel fading; (2) the CRs cannot
communicate with each other; (3) eavesdroppers can only
attempt to intercept the secondary transmission from the CRs
to the CD. It is noted that this assumption can be used for
the scenario that both CD and E are assumed to be beyond
the coverage area of the CT as considered in [29]]. However,
there is further case in which CD and the eavesdropper are
within the coverage of the same source node. In such a
case, both CD and the eavesdropper will receive two signals
from CT and CR and can then combine them using diversity
combining technologies. Thus, the enhanced SINR for CD and
eavesdropper will be used for evaluating the SOP.

The cognitive transmission process is realised in two time
slots: 1) CT transmits a signal x7 at power Pr on the detected
a idle spectrum; 2) CRs receive the signal from the CT and
uses the half-duplex DF method to decode the received signal
and forward the decoded estimated signal to the CD. Let D
denotes successful decoding set of CRs, then the sample space
of D is denoted as Q = {&,D1,Ds,-+- Dy -+ Don_1}. @
indicates that no cognitive relay can successfully decode the
source signal, D,, indicates that |D,,| relay can successfully
decode the source signal. ) # & means at least one CR can
decode the received signal. Two relay selection algorithms are:
i) MCR scheme (all of the CRs that decoded the source signal
successfully are used to forward the estimated signal to the
CD); ii) SCR scheme (only one of the CR is selected to for-
ward the estimated signal). In the MCR selection scheme, the
CD and each eavesdropper will receive multiple signals from
multiple CRs, which will be combined by MRC techniques
at the CD and each eavesdropper. Finally, the eavesdropper
system will utilise the SC technique and MRC technique to
tackle the intercepted signals by each eavesdropper. In this
paper, the Nakagami fading model is used for characterising all
of the channels. As specific channel estimation is not the main
objective of this paper, we consider the perfect CSI, which can
be regarded as a bound to provide meaningful insights into the
design of cognitive transmission in IIoT networks, although
imperfect CSI should be more practical [26] 30].

As shown in [31], let Hy represents the event that the
licensed spectrum is unoccupied and H; means spectrum
occupied by the PU during a particular time slot, respectively.
Moreover, let H = Hy denotes the case that the licensed
spectrum is unoccupied, while H = H; indicates that the
licensed spectrum is occupied by the CT. Moreover, let
P, = Pr(H = H,|H;) and P; = Pr(H = H;[Hp) denote the
probability of correct detection and false alarm of the presence
of primary user, respectively. Let Py = Pr(Hp) represents the
probability that the licensed spectrum is unoccupied by any
nodes.

ITII. COGNITIVE RELAY TRANSMISSION SCHEME
A. Single cognitive relay transmission scheme

As shown in Fig[l] a total of N cognitive relays (CRs)
are employed to assist the cognitive CT-CD transmission.
The common control channel (CCC) [11]] is available for
coordinating the actions of the different network nodes. The
half-duplex DF relay is utilised to realize the transmission.
The half-duplex DF relay is utilised to realise the transmission.
More specifically, once the licensed spectrum is deemed to be
unoccupied, the CT first broadcasts its signal x at power Pr
to the NV CRs, which attempt to decode z from their received
signals. The signal received by each CR;(i =1,2--- N) can
be expressed as:

YR, = V PThgi.’L'T + OéPph}Eiaip + NR;» 1)

where h® represents the channel fading coefficient from node a
to node b, which subject to Nakagami fading. For notation con-
veniently, we denote CT as 7', CR as R, CD as D and PU as P
in the following equations respectively. o = {0|Hg or 1|H; },



where Hy represents the licensed spectrum is unoccupied by
PU and no primary signal is transmitted, leading to o = 0. By
contrast, H; represents PU is transmitting its signal xp over
the licensed spectrum, thus o = 1. P, is the transmit power
of the PU, xp is the signal transmitted by the PU, np, is the
additive white Gaussian noise, ng, ~ CN'(0,0%. ).

In the SCRT scheme, one of the cognitive relay CR; is
selected in D,, to transmit its decoded estimated signal g,
to the destination CD. The signal received by the CD is

=/ PThR .’ER + \/CVP hpl’p +np,

where np ~ CN (0,0%) is the additive white Gaussian noise.
The channel capacity in the main link from CR; to CD of
SCRT scheme can be expressed as

SCRT
Yr,—-D =

2

2
1 s |h R
CSCRT _ 51092 <1 + 721> ) (3)
|h1’2| ayp +1
where v, = Pr/o%, and v, = Pp/o%,.
At the same time, the eavesdropper E;, where j

1,2-.- M, would also receive the signal from cognitive relay
CR;. The signal received by £ is

=/ PTh VI'R + CkahIE;.j.’Ep + ng;,

where ng; ~ CN (0, a%j) is the additive white Gaussian noise.
In the following section, we consider that the additional noise
in the main link and the eavesdropping link are the same,
which is 0%, = 0%, = 0}, = o, which assumption that can
be regarded as the worst scenario so that the diversity order
is 0.

From (3)), the selected cognitive relay C'R; directly affect the
channel link capacity. Three cognitive relay selection schemes
are chosen in this paper, (1) Round-robin single cognitive relay
transmission (RR-SCR) scheme, (2) optimal single cognitive
relay transmission (Opt-SCR) scheme and (3) sub-optimal
single cognitive relay transmission (Sub-SCR) scheme. On the
other hand, at the eavesdropper, SC and MRC techniques will
be utilised to combine each signal of E;. The corresponding
achievable capacities are different under each cognitive relay
transmission schemes. The details are fully explained next.

SCRT

“4)

1) Round Robin single cognitive relay transmission scheme
(RR-SCRT):

In this paper, the SC and MRC techniques are employed at
the eavesdropper, which results in different achievable channel
capacity in the wiretap link. To be specific, in the RR SCRT
scheme, we name them as RR-SC SCRT scheme and the RR-
MRC SCRT scheme, respectively.

a) RR-SC SCRT scheme: From (@), when C'R; is selected
to transmit the source signal to the CD, the achievable channel
capacity at the eavesdropper can be expressed as follows

2
s |l

L
’hpj' ayy +1

1
C’RR SC — mjax §logg (®)]
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b) RR-MRC-SCRT scheme: In the RR-MRC-SCRT
scheme, the eavesdropper can adopt the maximal ratio com-
bine method to wiretap the information. Note that the eaves-
droppers are assumed far from the PU, so fading from PU
to each eavesdropper can be deemed the same. Consequently,
when C'R; is selected to transmit the source signal to the CD,
the channel capacity at the eavesdroppers is

M
Zj:l

2
‘hf;‘ oy +1

2
E.
‘hRZ Vs

(ORR-MRC _

1
51092 1+ (6)

2) Optimal single cognitive relay transmission scheme (O-
SCRT):

In the optimal single cognitive relay transmission scheme
(O-SCRT), we select the optimal relay with the maximum
security capacity for assisted transmission in D,, which is

CR = argmax (C;ﬁl}{ — C’%CETZ) 7)
R.

When the best cognitive relay C'R, is selected, SC is utilised
to combine the intercepted signal. Thus the achievable channel
capacity at the eavesdropper can be easily obtained via formula
(3) by replacing R; to R,, which we denote as CS_SC.
In the same theory, when the MRC method is utilised to
wiretap the information, the achievable channel capacity at
the eavesdropper can also be easily obtained via formula (6]
by replacing R; to Ry, which we denote as C'OMRE,

3) Sub-optimal single cognitive relay transmission scheme
(SO-SCRT):

Because the O-SCRT scheme needs to know the wiretap
CSI, which is difficult to obtain the information in practice.
The cognitive relay with the largest channel capacity in the
main channel is selected to forward the source signal in the
SO-SCRT scheme,

SCRT
CRsuy = argmax Cyy . -

R;

(®)

Similarly, when the cognitive relay C'R; is selected to
forward the source signal with SC technique is utilised to com-
bine the intercepted signal at the eavesdropper, the achievable
channel capacity at the eavesdropper can be obtained via (@) by
replace R; to R4, which we denote as C3°-5C. The achievable
channel capacity at the eavesdropper with MRC method is
utilised can also be easily obtained via formula (3) by replace
R; to Ry, which we denote as C’JSEO'MRC.

B. Multiple cognitive relay transmission scheme (MCRT)

In the MCRT scheme, all cognitive relays in D, will
transmit their decoded estimated signals to the destination,
We consider that CD uses MRC technology to combine the
received signals. The signals received by CD can be expressed
as
| D |
i=1

[Dnl | D |

+ Z hg:nD + Z vV apphghlg:[tp
i=1 i=1

Pr
|Dn

MCRT _
Yp

R;

)
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The achievable capacity at the CD can be expressed as

D] 2

Vs

CMCRT
D2
i=1 |Dnl ’hP| avyp + | D

1+

*lOQQ . (10)

Meanwhile, the eavesdropper E; would also receive the
signal 2, forwarded by C'R;. In this section, we consider that
E; utilises MRC technology to combine the received cognitive
signal from multi cognitive relays. The combined signal at E;
is

\D ' P Dal .
T .
yl\E/IJCRT D, ‘hRL IR, + g hglnp
i=1

(1)

ID\

+Z\/Oépph h .’EP

When the SC technique is utilised to combine the signal
from each eavesdropper, which also named as SC-MCRT
scheme. We can get the wiretap channel capacity expression
as formula (T2).

2
N |,E;
Vs Dim1 ‘hRi

1+ 5
| D ‘hlfg| ayp + Dyl

SC-MCRT
Ck

11
= mjax 51082
12)
Similarly, when the MRC technique is utilized to combine
the signal from each eavesdropper, which also named as MRC-
MCRT scheme. We can get the wiretap channel capacity
expression as formula (T3)).

M N E
) . hi
C%IRC-MCRT _ 11 1+ Vs ijl Zz:l ‘ R;

= —log, 5 (13)
2 ‘Dn|(’hg| a7p+1)

To unify the notations, let C4; and Cj denote the achiev-
able channel capacity at the CD and the eavesdropper under
cognitive relay transmission scheme A, respectively. Then, the
secure achievable capacity under scheme A can be expressed
as CA = Cyy — Ca.

IV. COMMUNICATION SECURITY OUTAGE

In the ME-CRT system, the CT-CD link outage occurs under
two cases. (1) The cognitive relay decode set empty, i.e., D =
J; (2) The cognitive relay decoding set is not empty, while
the secure channel capacity C < 0, which means that the
achievable channel capacity of C4; in the main link is less
than the channel capacity of C4 in the eavesdropping link. The
achievable security rate in the main link varies under different
cognitive relay cooperation schemes.In this section, the secure
outage performance in the SCR scheme and MCR scheme is
analysed, respectively.

The SOP is studied under the condition that the licensed
spectrum is detected to be unoccupied by the PU. In the case
of D = &, no CR is chosen to forward the source signal and

the outage happens. Therefore, the secure outage probability
under the scheme can be expressed as

SOP# =Pr(D = @[H = Hy)

2N _1 N R (15)

+ > Pr(C& <0,D = Dy[H = Hy),

n=1
By using the law of total probability rewrite (I3) as
2V -1

A Hy, AH

Sop Z(SkHP T, +Z5k Z Pe™ 6

SOPrgr

where, k = {0,1}, P;I}"{i = Pr(Cr.r, < R|Hy, H = Hy) and
Pt = Pr(C4 < 0,D = D, |Hy,, H = Hy).

The dy, is given by [15]]

Py(1-Py) A
5 — Po(1—=Ps)+(1—PFy)(1—Py)’ a7
’ (1~ Fo) (1 - Py) b1

Py(1—Ps)+(1—Py) (1 - Py)’

where, P; and P; are the successful detection probability
and false alarm probability respectively. Py = Pr (Hp) is the
probability that the authorised spectrum is not occupied.

By using (I)), we can get the expression of the first item in

(T6) as
).

with « = 0 when &k = 0, and o« = 1 when £ =
2 (227 — 1) /7s.

The Nakagami channel fading coefficient between the node
a and the node b link is h,_,;. The channels are i.d.d, let
mp, mpg, My, mp and 0%, 0%, 02(c%), 0% denote the
Nakagami parameters in the link between PU and cognitive
user, PU and eavesdropper, CT and CR; (CD), CT and
eavesdropper, respectively. Then, we can arrive at

Pl =Pr { hiti hyy (18)

2
< 0 (oz’yp

1, 0,

mpr—1
Prf, = 1= E{* Y Cixbh, (19)
k=0
elik kOé’Yo)kP!
Pl =1l > 3 (§) PO o
k=0 =0
where, Iy = 10 (ma /o)™, T'(-) is the gamma function,

E, = exp (_nw)» Nx = m:v/o'g5 C:vk = ﬁx/k Po = My +
l —1, and 7; = np + an;. Fully details are in Appendix A.

By substituting (I9) and 20) into (T6), the unsuccessful
decoded probability by CRs is SOPrg. Since the secure
capacities of Pgi’H’“ in (T6) are different in each scheme, we
will discuss them separately in the following.
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1
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hD 2 Zl ‘th
PRR MRCH), _ P pHe p R; j=
11 S r(\hDF(w 1 |pB . 27)
R;€D, RieDn P P ‘hp ayp +1
H
2
A. Single cognitive relay transmission scheme and
1) RR-SCRT: In the RR-SCRT scheme, all cognitive relays el ki =1 ko
in D,, transmit their decoded signals to the CD in turn. Z Z ( ) Z Z
k1—0l1 0 k'2 Olz 0

When CR; transmits the signal to D, the total security outage
probability SOPER in the RR-SCR scheme is

|Dy|
1
RR RR
SOPM = o ;le SOPR @1

Each eavesdropper will first wiretap the signal forwarded
by the CRs and then combine them to achieve the ultimate
intercepting. The achievable capacities in the wiretap channels
under the two combining techniques are different, which can
be seen from (5) and (6), and result in the different security
outage probabilities.

a) RR-SC-SCRT: In the RR-SC-SCRT scheme, when
CR; is selected to transmit the source signal to the CD, the
security outage probability can be expressed as follows

2N
SOPRYSC = SOPrp + > b Z PReseit - (22)
k n=1

Under each condition of the status of PU, we can get the
following results in (22) as shown in (@3), where P, =
1— P}{ﬁi. It is recalling that & = 0 when k = 0, o = 1 when
k=1

By using the results of Appendix B, we can obtain:

M mp—1
HO: 71_[ 17 Z CEkFD,uM _ILM 1)7 24)
j=1 k=0
M
1 =1- [+ relpCupmy (.5)]l,  (©25)
j=1
where,
Op g — = L) R2np-ary (up+l) (g+7+1) (D) 0]

(ne+np) " ’

) 3 (— i (o)

Hp — 1>
nwpe+q+l pp+r+l
pE p

r

—pupe —1
q

ke "
(l )“PE 1P'CE k, Car ey (avp) 2 (4)
2

By substituting 22)—(23) into ZI)), we can get the SOP of
the RR-SC SCRT scheme and rewrite as
[Da|
SOPRR SC _ SOPRR SC (26)
=572 2

b) RR-MRC-SCRT: In the RR-MRC-SCRT scheme, the
eavesdropping system adopts the maximal ratio combine
method to wiretap the information. When CR; is selected to
transmit the source signal to the CD, we can get a similar
expression as shown in (27). According to Appendix C, we
can obtain:

m,]w—l

Mmg 1C
Ho _ 1 _ Ui Z unM,E-CD K (28)
2 Mm k
I'(Mmg) pors RO Bt
where py g = Mmpg + k — 1, and then
Q5 =14+ TplPECMmpmy (RE.D), (29)

By substituting (19), (20), and into (2T)), we can get the
SOP of RR-MRC-SCRT scheme by rewriting

|Dn| 211 RR-MRC, H,
>, (SOPrr+) 6, >, Pg ")
SO PRR-MRC _ q=1 k n=1
| Dy

(30)

2) O-SCRT: In the optimal single cognitive relay trans-

mission scheme (O-SCRT), the optimal relay with the max-

imum security capacity in the successful decoding set of

D,, is selected to forward the source signal to the CD,

9 SCRT_H}%aX <C§C§T)’ with CSRT — CS6RT — CseRT,

According to (I3), we can write the SOP in the O-SCRT
scheme as follows

2N
= SOPrgr +Z§k Z PO SCRT.Hg
k

() SO PO-SCRT 31

n=1
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pOSCH H H H |1D_1 153 2 ’hg’f
= Py pRe Il Pr | —58— <max | ——1—
Reb.  mep, =i |[MRfam 1 \m’?rmpﬂ (32)
Hy,
3
M 12
B |Dn | | D 2 Z h?
OMRC Hy - k PH"
Rlln Ric Dy H |hB o, + 1 |h oy +1 (34)
Hy

4

Similarly, each eavesdropper first wiretap the signal for-
warded by the C'R; and then combine them to achieve the
ultimate intercepting. We are assuming that the eavesdropper
utilises SC and MRC techniques to combine the signals from
each eavesdropper. The achievable capacities in the wiretap
channels of C7R" under the two combining techniques are
also different and result with the different SOP. Two schemes
when the Optimal cognitive relay selection scheme is used,
i.e., O-SC-SCRT and O-MRC-SCRT.

a) O-SC-SCRT: In the O-SC-SCRT scheme, the eaves-
dropping system uses SC to handle eavesdropping signals
as in the RR-SC SCRT scheme. Therefore, we can get
the following expressions as (32), where QH = QH

substituting the results shown in (19), 20), (24) and @D
PR = Pr(n}%ax(COSC) < 0,D = D,Hy,H = Hp)

and he closed form is in (32)). Therefore, the secure outage
probability of O—SC-SCRT scheme can be expressed as (33)

2N -1
SOP%SC = SOPrp+Y 6, > PR M. (33
k n=1

b) O-MRC-SCRT: In the O-MRC-SCRT scheme, the
criteria for selecting an optimized relay are the same as for the
O-SC-SCRT scheme. The difference is that the eavesdropping
system uses the MRC method to process the eavesdropping
signal. Then, With Qf’“ Qf’“, the results shown in
(I9)—@0) can easily obtain the closed form Pg;MRC’Hk =
Pr(rr}l%ax(CO NRC) < 0,D = D,|Hy, H = Hy), which is
in (34). Therefore, the secure outage probability of O-MRC-
SCRT scheme as (33).

2N -1
SOPOMRC = SOPrp + Y 6 > PRMCM (35)
k n=1

3) SO-SCRT: In the sub-optimal SCRT scheme, does not
need to know the knowledge of the eavesdropping channels
and select the optimal cognitive relay by maximising the
channel capacity of main link as shown in (§). According to
(T3)), The secure outage probability in the SO-SCRT scheme
can be written as follows

2N
— SOPrp + Z 5 Z Pso -SCRT,Hy,

k n=1

SOPSO -SCRT (36)

Each eavesdropper first wiretap the signal forwarded by the
CR; and then combine them to achieve the ultimate inter-
cepting. The eavesdropper utilises SC and MRC techniques to
combine the signals from each eavesdropper. The achievable
capacities in the wiretap channels under the two combining
techniques are also different and result in different security
outage probabilities. Similar to the above analysis, it can
get specific outage probabilities in the SO-SC and SO-MRC
scheme as shown in and (38) respectively.

POt = pr(CEOSC < 0, D=D,, |Hy,, H=Hy)

- Pr(%axcigﬁc < C3EC,. D = Dy|Hy, H = Hy)

(37)
—H
II Pre I Preos™
R;eD,, R;eD,,
P;Q—MRC,Hk _ PI“(C;O_MRC < 0,D=Dn|Hk,I:I _ HO)
—Hk H, HH
[T P I1 Pl G8)
Ri€D, Ri€Dy,
. : Pl
k_ Bsub
where Q; _Pr[n}gx(|h§|2a%+l) < max(|hpl a’vp+1)] and
e o EbS
6 r[max(‘hD| p+1) < |hE| a’yp+1}

It is noted that it is challenging to obtain the closed-form of
(37) and (38)). However, we can obtain the numerical secure
outage probability results with the aid of computer simulations.

B. Multiple cognitive relay transmission scheme

In the MCRT scheme, all of the cognitive relays that can
correctly decode the source signals transmit their decoded
estimated signals to the destination. The security outage prob-
ability of the MCR scheme can be expressed as

2N -1
SOPM®T = SOPrp+ Y 6p »  PgVie. (39
k n=1

Further, the expressions for in the MCRT-SC (the
eavesdropper uses the SC technique to combine the intercepted
signals) and MCRT-MRC (the eavesdropper uses the MRC
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M 1 b [Dp|mp—1
Ho— 1 — 1———— plPnlmu Cpr(k+|D —1)! ~h=|Dnlma 44
7 E T (|Dy| ) P kZ:O mk (k+[Dn|my — D(np +nE) , (44)
1 | | Mm]\/[—l
Hy Dp|Mmpg Do | Mms—k
R iy, WE 7 Cpe (IDn] Mmp — 1 4 k)! 45
§ T (D, Mmpg) & > Cox(IDn| Mmp —1+k)\(np + 1) (45)
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Fig. 2: SOP vs. SNR under different relay schemes.

technique to combine the intercepted signals) schemes are
shown in (@0) and {I)) respectively.

PYCRESC, f, — Pr (CYORISC < 0,D = D, |Hy, A = Ho )
—Hj, . )
= II Pre I Prees
R;eD, R; ED" 40)
(

PMCREMRC,Hy _ py (Cg/ICRT-MRC <0,D = Dy |H,H = Ho)

_ Bk Hy, Hy, )
= H Prg, H Pri, Qs

R;eD, RiEDn
(41)
[Dnl, g.|2
H, | D, | |h§,|2 ,;1 hRZ
where Q7" = Pr(lg1 W < m?X\hf; 2a7p+1) and

1Dy | ) M Dyl g2
SR T S el
Hy, i=1 ’ j=1 i=1
s " =Pr(-5s -
|hP| ayp+1 |hP| ayp+1

Where, by using the results of Appendix D, we can get Qf k
and Q' in (@0) and (@) at the bottom of this page.

M
H

QY =1 [[ 4T e pu€yrny iy, (Q0,8)),  (42)

i=1

H

81 :]-+PPPPE€\Dn|mM,|Dn‘MmE*1 (QD,E)v (43)

V. SIMULATION RESULTS
In the simulation, the parameters are set as: 0% = 07, =
Ohp = Oms Oh, = 0pp, = 0., wWhere o, and o7 are the

average channel gains of the main link and the eavesgropping
link, respectively. In addition, we define A\, = Z—gl as the
main-to-eavesdropper ratio (MER). Unless otherwise stated,

the other parameters are set as Py = 0.01, Py = 0.99, y, = 5,
Py =0.8, 07211 =0, ag —10, and codeword rate R = 0.5.

In Fig.2(a)] the SOP vs transmit signal to noise ratio (SNR)
of the considered schemes are shown. N = 2, M = 2. It
can be seen that with the increase of SNRs, the SOP of all
schemes decreases. The proposed O-SC scheme can achieve
the best SOP. It also can be seen that when the SOP is 10~2,
the difference between the Opt-MRC scheme and Sub-MRC
schemes is about 3 dB, while the difference between Opt-
SC and Sub-SC schemes is about 0.5 dB. In the Opt-SCR
scheme, when the SOP is 10~2, the SNRs difference is 2dB
when SC and MRC were used respectively to wiretap the
signals. In other words, when considering the worst case that
the eavesdropper utilises MRC to wiretap the signals, it needs
a 2dB channel gain than that by SC scheme to achieve the
SOP of 10~2. However, in the Sub-SCR scheme, the same
difference is about 4dB, which means that the eavesdropper
utilises MRC to wiretap the signals. It needs a 4dB channel
gain than that by SC scheme to achieve the SOP of 1072,

In Fig. 2(b)} the SOP vs SNRs with a different number of
eavesdroppers under the RR-SC scheme, Opt-SC, Sub-SC, and
SC-MCR, are shown in Figure 3. It can be seen that when the
SOP is 10725, there is a 1dB difference between the SNR
when M increases from 2 to 4 in the Opt-SC scheme, and
5dB in the Sub-SC scheme.

In Fig. the SOP vs SNRs with a different number of
cognitive relays under the RR-SC scheme, Opt-SC, Sub-SC,
and SC-MCR are shown. It can be seen that the number of
cognitive relays does not affect the SOP in the RR-SC scheme.
It also can be seen that when the SOP is 102, there is a
4dB SNRs difference if N increases from 2 to 4 in the Sub-
SC scheme or SC-SCR. The SOP decreases fastest when the
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Fig. 3: SOP performance with rate, fading and MER.

number of relay increases in the Opt-SC scheme. When the
SOP is 10~25, there is a 6dB SNRs difference if N increases
from 2 to 4 in the Opt-SC scheme. When N=4, the lowest
SOP can be obtained by the Opt-SC scheme.

The SOP vs target data rate (R) under considered schemes
are shown in Fig It can be seen that with the increase
of Ry, SOP of all schemes increases. When the R, tends to
one, SOP of all schemes tends to a constant value. Because
when R, approaches 1, it is challenging for cognitive relays
to decode the source signal correctly. i.e. Pr(D = &) . The
transmission of the second slot does not continue. However,
the criteria for choosing transmission relay in different relay
selection schemes are based on the second time slot. Therefore,
four relay selection methods tend to the same value when the
R, is too large.

In Fig.[3(b)] we studied the influence of different m values in
Nakagami-m fading vs the secure performance in the Opt-SC
scheme. It can be seen from the figure that the improvement
of the system performance is proportional to the parameter m.
That is, increasing the value m can greatly reduce the outage
probability of the system. When the SOP is 10717 , there is a
6 dB SNRs difference if m,,, increases from 1 to 2 when the
me = 1. When the SOP is 10~2 , there is a 3 dB difference if
m,, increases from 1 to 2 when the m. = 3. There is about 4
dB difference if m, increases from 1 to 3 when the m,,, = 3.
It can be concluded from the figure that the larger m,, is, the
larger m. can reduce the security performance of the system
to a greater extent.

In Fig. the SOP vs SNRs with different MER under
Opt-SC scheme. As can be seen from the figure, the outage
probability decreases with the MER increasing. Because the
increase of MER represents the increase of the ratio of the
main channel to the eavesdropping channel, the increase of
the main channel or the decrease of the eavesdropping channel
leads to increased security capacity. Therefore, the outage
probability decreases and the outage probability decreases
faster when MER equal 10 dB than when MER equal 5 dB.
The SNR is equal to 10 dB, the outage probability of OP-SC-
ME-SCR scheme when the MER equivalent 0dB is 10795,
The outage probability of the OP-SC-ME-SCR scheme when
the MER equal 5 dB is 10712, The outage probability of OP-
SC-ME-SCR scheme when the MER equivalent 10 dB is 1072,

Therefore, adding MER can improve physical layer security.

VI. CONCLUSION AND FURTHER RESEARCH

In this paper, the PLS performance with multi-eavesdropper
of a cooperative cognitive relay network for the IIoT is studied.
In the eavesdropping cognitive IIoT communication scenario,
the communication security defined as SOP is analysed for
both relay schemes, i.e. SCRT and MCRT. The eavesdropper
system utilises the two combining technologies, i.e. SC and
MRC, to get the final intercept signals. The results show
that the security outage performance of Opt-SC is optimal
compared with the rest, no matter whatever the combining
technologies are used on the eavesdropper side. Also, the SOP
can be greatly reduced by utilising SC than by MRC in a high
SNR regime. However, the eavesdropper system should try
its best to intercept the legitimate transmission to use MRC
in the actual scenario. Consequently, combating eavesdropping
effectively and improving the secure transmission performance
when considering the worst scenario needs further investiga-
tion. Our further research will explore how the mobility of IoT
devices affects the PLS [32] and the balance between network
reliability and throughput [33]].

APPENDIX A

We define the random variable of X; as independent iden-
tical Nakagami distribution, and the corresponding PDF and
CDF can be expressed as

1 m
fx, (@) = T(m) <Z;) a™ L exp (—ZL;:) ., (A
mz\ e= zF /m\*

k=0

To obtain the results of (I8)), we first need to calculate the
following probability. By using (A.I) and (A.2), we arrive at

Pr (X1 § CLXQ + b)

o
:/ Fx, (ax +b
0

mi—1

) fx, (@)dz =1 —ToE) > nfla,
k=0
(A3)



o0 (az+b) x> Vexp (—mox)de, 70 = Mo +

where, [4 =
any. -

By using binomial expansion, and [~ 2" exp (—px)dr =
n!u’”*l, after some manipulations, we can rewrite I4 in

@3 as

k
IA:% Z (?) albk_lu,;!TO_”’_l. (A4)
1=0

By substituting corresponding parameters for my, ms, o2 and
a%, i.e. if the channel is from CBS to C'R; and CD, the
corresponding parameters are my; and o7 (0%), mg and of
for the channel between CBS and Eve, mp; (mp) and o2 for
the channel between PU and C'R; and CD, and mpg and
o3y for the channel between PU and Eve; (19) and (20) can
be easily obtained.

APPENDIX B
Let Vf‘h with Nakagami parameters mp and 0%,
’h ] with Nakagami parameters my; and o%. To

obtain (@
Pr {X < mJaX(Vj)} =1- Pr{mjax(Vj) < X}
M oo
:1_j1:[1/0 Fy, (2) fx (z) do

151

(B.1)

Then, using (A1) and (A22), after some manipulations, we can
get the expression of

mg— 1
In,=1- Y Cpilppulrpl” ' (B2
k=0
k
e

where upy =my +k—1, 7o =np + 18, CEN = Ak

By substituting (B:2) into (B:I)), we can get the expression
of (24).

To obtain (23)), we define Y = X3/ (aX> + 1), the random
variables X; and X obey Nakagami distribution, and their
probability density function (PDF) is formula (T). The CDF
of Y can be expressed as

Fy (y) = Pr (X1 <y(aXz +1)) (1)
mq— 1 k

=1-Ty ) Z( )uglalCLklllﬁf (y), (B.3)
k=0 [=0

where, 751 = 12 + May, ‘I’fll( )=y EY i g
By implementing differentiation to (1), we can obtain the
PDF expression of Y as follows

m1—1 k
k
fr (y) = -T2 E E <Z>M2!alcl,k‘l’k3722(y)' (B.4)
k=0 1=0

where, Wﬁf() Y EY Tl (k — may(ug—i—l) m).
Let YV = ‘h oryp‘hE‘ + 1), and Y,

‘h ‘ /( oryp|hD | + 1), we denote the corresponding param-

eters in (B.4) as: mpg, mpg and 0%, 0%y from the CS and
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PU to the eavesdropper, mys, mp and 0% (0%), 0% from the
CS and PU to the CR(CD). Using (I) and (B.4), we can get
the CDF and PDF as

mep—1 ki
Fy,, (y)=1-TpE Z Z( )NPE O"Yp) CEvkl\IlkBlﬁ
=0 =0
(B.5)
mMpa — 1 k)g
B,M
P ==Te 30 3 (2 Jurttenm)*Curs WL ),
ko=0 [2=0
(B.6)
where, \I/k7l1( )= klE%T_NEPE L \I’kB;,Jl\Z (y) =
ko —1 +1)7
= nDiiZ‘Z"fffﬁﬂ) B’M), ppe=mpp+h  — 1,
B,M
p,p=mp+l2 - ]., TB,M = np + avNpy, and

TB,E = NPE + QYpNEY.
By the following derivation, we can obtain the results of

formula (23).
?1 =1—-Pr (mjax(Ylj < Y2)>

M oo
(B.7)

=1- H/ FYlj (y) fY2 (y>dy

=12
132
By substituting (B:3) and (B.6) into (B.7), we can get
 GBE B.M
Ip, = 4lppl'p€y /0 Vi W) ¥y, () d
Qp.E

(B.8)

By substituting (B.6) and (B.7) into (B3)), using the expres-
sion of (a + bx)™" = > 07 () a¥(bx)™""" , we can get
the results of Qp g and finally obtain the expression of (23).

APPENDIX C
Random variables V;1,V;2...V; s is independent and
identically distributed and obeys Nakagami-m fading. V; ; ~
then, the sum of them Z;L; Vij =

I (mvivj,mvi,j /0—37 7’)’
‘/i,l + ‘/1,2 + .-+ ‘/i,JW ~T (vaumvi/agi)’ the PDF and

CDF of V; = M| |hat | is

I (Mmb, oz
b Mm} -1 X b\ K
_ a; Vi Vi Mg,
Fy, (v;) =1—exp | —— Z 2| 52 .
a;b k=0 : Uaib

(C.2)

By using (A2), (CI), and assuming i.d.d., we can easily
get Q3"

We define W = Z 1 X1;/ (aX2 + 1), the random vari-
ables X;; and X» obey Nakagami distribution, and their

—~~
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probability density function (PDF) is formula (A1), (C-I). The probability density function (PDF) is formula (A:T). The PDF

PDF and CDF of W can be expressed as and CDF of R can be expressed as
M |Dn|
Fw(w):Pr ZX1j<w(aX2+1) Fr(k ZZXU<;§ (aX +1)

j=1 j=1 i=1

Mmy—1 k_HEw |Dn|Mmi—1 k 1k

C la'k

=1-T, Cy opi! ( ) —_— = 1-TLE" ( )1’““2 (E.3)
Z Z M2+ 2L kzo Z ,'72 + nlaﬁ)ur‘rl
(C.3)

By implementing differentiation to (E3), we can obtain the
By implementing differentiation to (C:3), we can obtain the ppg expression of R as follows
PDF expression of W as follows

M =1 (IDn)Mmi—1
C’, .
fw (w) § o] kuglz( ) o (w). (C4) ()= -ToBE Y Z (?)Cl,kﬂz!alﬁkk L
k 0

k k —1
where, W'y (w)=w’“+l‘1Ei”T;§”‘1 [k = mwmaw(—p — )" = ma +mant (—pa - ). (E4)
7c1 = N2 +maw. By using (C4), the expression of Q5" can  where TE=N2 + ma,ﬁ
be easily obtained. \ |h ? % |£§\ 2
R;
LetW—iREzifh1 . QF* can be
APPENDIX D |nB* Yptl |hE [ yp+1
1Dy | ) D] ) easily obtained by using the same method to get I, in (B.7).
Let X = vV = R, | - according to the
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