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Gui Zhou, Cunhua Pan*, Hong Ren, Kezhi Wang, Kok Keong Chai, and Kai-Kit Wong

Abstract: An intelligent reflecting surface (IRS) is proposed to enhance the physical layer security in the Rician fading
channel wherein the angular direction of the eavesdropper (ED) is aligned with a legitimate user. A two-phase
communication system under active attacks and passive eavesdropping is considered in this scenario. The base station
avoids direct transmission to the attacked user in the first phase, whereas other users cooperate in forwarding signals
to the attacked user in the second phase, with the help of IRS and energy harvesting technology. Under the occurrence
of active attacks, an outage-constrained beamforming design problem is investigated under the statistical cascaded
channel error model, which is solved by using the Bernstein-type inequality. An average secrecy rate maximization
problem for the passive eavesdropping is formulated, which is then addressed by a low-complexity algorithm. The
numerical results of this study reveal that the negative effect of the ED’s channel error is larger than that of the

legitimate user.

Key words: intelligent reflecting surface (IRS); reconfigurable intelligent surface (RIS); robust design; energy harvesting;

physical layer security

1 Introduction

Intelligent reflecting surface (IRS), also known as
reconfigurable intelligent surface (RIS), is a planar
surface consisting of massive amounts of passive and
low-cost reflecting elements. In recent years, the IRS
has emerged as a promising technique to reconfigure

the wireless propagation environment by imposing
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phase shifts on the incident electromagnetic
signals?~4l. Based on the exploration of the differences
in channel conditions and interference environment, the
IRS can change the reflection direction of the incident
signal, thus allowing it to enhance the received signals
of legitimate users (LUs) while also suppressing the
signals received by the eavesdropper (ED)P). Thus,
the IRS has the potential of mitigating the interference,
extending the coverage area, and improving the
physical layer security communication. Furthermore,
the IRS can be readily coated on existing buildings,
such as ceilings and walls, which can reduce both the
cost and complexity of deployment operations. Hence,
the IRS provides a cost-effective and energy-efficient
approach, thus holding great promise for security
enhancement.

In general, EDs work in two modes: active attacks
and passive eavesdropping!!®- 111, In an active attack,
the ED misleads the base station (BS) to send signals to
the ED by pretending to be an LU sending pilot signals
to the BS during the channel estimation procedure.

Nonetheless, a passive attack is more challenging to

© All articles included in the journal are copyrighted to the ITU and TUP. This work is available under the CC BY-NC-ND 3.0 IGO license:
https://creativecommons.org/licenses/by-nc-nd/3.0/igo/.
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tackle because the passive ED can hide itself.
Furthermore, its channel state information (CSI) is not
available at the BS.

The benefits of IRS in physical layer security under
the active attacks have been investigated in the
literatures®=1. In particular, the performance gains of
IRS in terms of security capacity were first explored in
a simple model consisting of just one single-antenna
LU and one
solutions of the phase shifters of IRS were obtained by
MM)
indicating  better

single-antenna ED[].  Closed-form

leveraging the majorization-minimization
techniquel®), with the results
performance than the classical semidefinite relaxation
(SDR) method. The authors of Ref. [6] extended the
results in Ref. [5] to a multiple-input multiple-output
(MIMO) system in which artificial noise (AN) was
introduced to enhance security performance. The
authors of Ref. [7] further demonstrated that the AN-
aided system without an IRS outperforms the IRS-
aided system without AN when the IRS is surrounded
by a large number of EDs. However, all the above
contributions were based on the assumption of a
perfect CSI of the eavesdropping channels at the BS.
This assumption is too strict and even impractical for
two reasons. First, it is quite challenging to estimate the
IRS-related channels because the IRS is passive and
can neither send nor receive pilot signals. Second, the
pilot transmission from the ED to the BS may not be
continuous, and the corresponding CSI at the BS may
be outdated. In response, robust transmission methods
for secure communication of IRS have been proposed
to deal with the imperfect CSI of the EDs[®: %1 In
particular, the authors of Ref. [8] proposed a worst-
case robust secure transmission strategy under the
assumption of an imperfect CSI from the IRS to the
ED. Meanwhile, the authors in Ref. [9] considered the
cascaded BS-IRS-ED
and proposed an

more practical, imperfect

channel outage-constrained
beamforming design method under the statistical CSI
error model. However, the authors of that work did not
study the imperfect CSI of both LU and ED].

To the best

contributions on the IRS-aided security enhancement

of our knowledge, all existing

were developed under the active attack model, in which
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the BS can acquire the CSI of EDs. At present, no
existing work has studied the scenario of passive
eavesdropping in IRS-aided secure communication
systems. In addition, even for the imperfect CSI under
active attacks, the methods proposed in Refs. [8, 9] are
only applicable to small-size IRS (i.e., the number of
the reflecting elements is less than 10), which can be
observed from the numerical results. However, the IRS
can be equipped with a large number of reflecting
elements for practical IRS-aided communication
systems due to the passive feature of the IRS.
Furthermore, more reflecting elements can capture
greater amounts of electromagnetic energy. In addition,
IRS also has advantages over the conventional massive
MIMO and relay in terms of energy efficiency, but
only when the RIS has a number of reflecting
elements(!2],

Against the above background, the current paper
studies the IRS-aided secrecy communication under the
active attacks and passive eavesdropping. The
contributions of this paper are summarized as follows:

e This paper proposes an IRS-aided two-phase
secrecy communication scheme for a scenario wherein
the ED has a similar channel direction as an LU. This
scheme is proposed to acquire high-quality
eavesdropping information. In specific terms, the BS
transmits signals to the LU with low transmission
power during the multicasting phase to reduce the
information leakage to the ED. In the user cooperation
phase, other LUs use the energy harvested in the
previous phase to forward the received signals to the
attacked LU with the assistance of IRS. Moreover, two
models of ED are considered in this work: active attack
and passive eavesdropping.

e In the presence of statistical CSI error under the
active attack model, we develop an outage-constrained
beamforming design, which maximizes the secrecy rate
subject to the following constraints: unit-modulus,
energy harvesting, and the secrecy rate outage

probability constraints. In this case, the outage
probability constraint guarantees the maximum secrecy
rate of the system to achieve secure communication
under a predetermined probability. The nonconvexity

of constraints is addressed by resorting to the
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Bernstein-Type  inequality (BTI) and

approximations. Then, the active precoders and the

convex

passive reflecting beamforming are updated by using
the proposed semidefinite programming (SDP) and
penalty convex-concave procedure (CCP) technique,
respectively, in an iterative manner.

e For the passive ED case with only partial CSI, we
maximize an average secrecy rate subject to the unit-
modulus constraint of the reflecting beamforming and
the energy harvesting constraint. First, an analytically
nonconvex angular secrecy model is proposed to
address the numerical integration in the objective
function. Then a low-complexity algorithm is proposed
based on the MM-based alternate optimization (AO)
framework. This process involves updating the active
beamforming vectors by solving a convex optimization
problem. The reflecting beamforming vectors are
updated in a closed-form solution that is globally
optimal.

e The numerical results demonstrate that the level of
the cascaded CSI error plays a vital role in the IRS-
aided secure communication systems. Specifically,
when the cascaded CSI has a low error, the secrecy rate
increases with the number of elements at the IRS due
to the increased beamforming gain. However, when the
cascaded CSI error is large, the secrecy rate decreases
with the number of elements at the IRS due to the
increased channel estimation error. Hence, the decision
on enabling the IRS to enhance the security capacity in
the communication systems depends on the level of the
cascaded CSI error. Furthermore, the IRS can enhance
the average secrecy rate under passive eavesdropping.

The remainder of this paper is organized as follows:
Section 2 introduces the channel model and the system
model. Outage constrained robust design problem is
formulated for the active eavesdropper model in
Section 3. Section 4 further investigates the average
eavesdropping rate maximization problem under the
passive eavesdropping. Finally, Sections 5 and 6 show
the numerical results and conclusions, respectively.

Notations: The following mathematical notations
and symbols are used throughout this paper. Vectors
and matrices are denoted by boldface lowercase letters

and boldface uppercase letters, respectively. The
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symbols x*, XT, X", and ||X||r denote the conjugate,

transpose, Hermitian (conjugate transpose), and
Frobenius norm of matrix X, respectively. The symbol
|lx|l> denotes 2-norm of vector x, while the symbols
Tr{-}, Re("), ||, A(-), and Z(-) denote the trace, real part,
modulus, eigenvalue, and angle of a complex number,
respectively. Furthermore, diag(x) is a diagonal matrix
with the entries of x on its main diagonal, while [x],,
means the m-th element of the vector x. The Kronecker
product and the Hadamard product between two
matrices, X and Y, are denoted by X®Y and XoY,
respectively. In addition, X > ¥ means that X—Y is a
positive semidefinite. Finally, the symbol C denotes
complex field, R represents a real field, I represents the

unit matrix, and j £ V-1 is the imaginary unit.
2 System model

As shown in Fig. 1, we consider Rician wiretap
channels wherein a BS with N transmit antennas
communicates with K single-antenna LUs in the
presence of a single-antenna ED. An IRS with M
reflecting elements is introduced here to facilitate

secure communication.
2.1 Channel model

Let us define the set of all LUs as K ={1,2,...,K}, and
denote set K_gx =K/{K} and set K,g=KU{E}. By
denoting {D;,0;}viex, , as the distances and the azimuth
angles, from the BS to the LUs and the ED (Fig. 1),
respectively, we use the Rician channel to model the

corresponding channels {g; € CV*1}y;eq, [13):

—— Potential eavesdropper position
— Signal in Phase 1
—» Signal in Phase 2
—» Signal in Phase 2

( /UserK 1 /
(¢
' ‘Usem

'Eavesdropper

D Attacked user K
User 2

IRS

BS

Fig.1 Two-phase communication system.
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D[ ~BS KBS LOS
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& Qo(d()) 1+KBsgl

1 NLOS .
N8| viex
1+ Kps > 1ERE

where gy is the pathloss at the reference distance of d,

(1)

and aps and Kpg are the pathloss exponent and the
Rician factor of the BS-related links, respectively. We
assume that the BS is equipped with a uniform linear
array (ULA). Then, the line-of-sight (LoS) component
is given by g-0S = [l,e‘j“i“"i,...,e‘j(N‘l)“Si“‘gi], and the
non-LoS component is drawn from a Rayleigh fading,
ie., gNOS ~ CN(0,1y).

Furthermore, by denoting {Digrs,0rs} as the distance
and the azimuth angle from the BS to the IRS, we can
easily obtain the distances {dirs i}viex, , and the azimuth
angles {¢;}viex, , from the IRS to the LUs and the ED as
shown in Fig. 2. These are respectively denoted as
follows:

dirs,i = [(DIRS cosfirs — Dicos6;)* +

. . 21-1/2
(D1rs sinfrs — D; sin6;) ] ,
1
sin »i = R (Dl' sin 9,' - DIRS sin 0]RS)7
N
1
cosg; = KS_(DIRS cosBrs — D;cos ;).
N3

The corresponding channels {h; € CN*!}y;cqc . are
given by

d ; —QIRS K,
hi =+ oo IRS, | Kirs BLOS |
do 1+ Kgs
1
N ———hNOS | viex
1+ KIRS ¢ ! tE

where ars and Kirs are the pathloss exponent and the

2

Rician factor of the IRS-related links, respectively, and
hNWOS s the non-LoS component, whose distribution is
the same as that of gN-95. Assuming an M = M, x M,
uniform plane array (UPA) deployed at the IRS with
M, and M, being the number of reflecting elements in
the x-axis and y-axis, respectively, then the LoS
component is written as

User k

IRS

\/

BS | Ors

Fig.2 Coordinates of communication nodes in the system.

LOS _ ¥
WS = i ®
where h* = [ e—jn(MX—l)cosw,‘cosqﬁsinﬁi]T K = [1
i LR ) i geeey
e IMMx—Dsingicos¢sinti T and ¢ is the elevation angle
observed at the IRS side.

2.2 Signal transmission

We assume that the ED, shown in Fig. 1, hides at the
line connecting the BS to one of the users (denoted as
user K) to achieve a high attack success rate. In this
situation, the signal received by the ED is highly

correlated with user K10 11 which leads to 6p ~ 6k,

LOS
8g

approximately equal to the channel gx when the Rician

zgkos’ and Dg €(0,Dg). The channel gg is

factor Kpg is sufficiently large.

In particular, in the first phase, the BS multicasts the
common signal to all users except user k7. In the
second phase, the helping users (Vk € K_g) forward the
decoded common signal to user K via the IRS. In this
work, the LUs adopt the hybrid information and energy
harvesting receiving mode to implement the user
cooperation scheme without consuming extra energy.
This specific mode splits the received signal into two
power streams, with power splitting ratios # and 1 —#;:
the former is used for decoding the signal and the latter
is for harvesting energy.

2.2.1
In this phase, the BS multicasts the signal s to the

Multicasting phase

helping LUs through beamforming vector feCN¥!
which is limited to the maximum transmit power Ppa,
ie., ||f||§ < Pmax. Given that gg ~ gk, the beamforming
f must satisfy | g% f1=0 to ensure that | glg f1=~0. Then,
by using the QR decomposition (i.e., QHQ =I), we let
Q € CV*(V=1 be the orthogonal matrix spanning the null
space of gg. In this way, we can design f = Qz, where
ze€ CWV-Dx1 s a newly introduced variable. Therefore,
the signal received by LU k is given by gl'Qz+ny,
where 7y is the received noise with the noise power of
o-i. By adopting the hybrid receiving mode and letting
t =[t1,...tx1]17, where 1 is the power splitting ratio of
LU k, the achievable rate at LU k # K can be expressed

T The RIS is assumed to be turned off in the first phase to avoid
reflecting useful signals to the ED. Please note that this assumption is
practical because the BS has no responsibility of designing secure
reflecting beaming for the RIS, which, in turn, reduces the
computational complexity and hardware cost at the BS.
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as follows:

1 1 2
Ri(z,t) = Elogz (1 + Oj|ngQZ| ] )
X

where the factor 1/2 is due to the assumption that the
total time duration is evenly distributed to two
transmission phases. The harvested power at LU k # K
is given by

(1-1)|gf'Qa] 5)
2.2.2 User cooperation phase
In this phase, the helping LUs (Vke K_g) use the
power harvested in the multicasting phase to forward
the signal s to LU K through a beamforming vector
we CE-DXI =y wg_1]T. Here, the direct links
between the helping LUs and the LU K may be
blocked, given that LU K is randomly selected by the
ED and assuming that there are many obstacles in the
(e.g.,
applications). To address this issue, an IRS can be

communication environment indoor
installed on a building with a certain height. Thus, the
IRS is capable of reflecting the signals forwarded by
the helping LUs to LU K. We denote e as the reflection
|em|2 = 17

¥m=1,...,M. On one hand, the signal received by LU

coefficient vector of the IRS, where

K is given by
yk = higdiag(e")Hirsws +ng =
eNH KWS +ng,
where Higs = [h1,....hx 11, Hg = |[hy O hy,... hiy O by |
is the cascaded LU-IRS-LU (LIL) channel, and
ng ~CN(O0, a'%() is the noise. The corresponding
achievable rate is expressed as
Rx(w,e) = l1ogz [1 + L |eHHKw|2) (6)
2 o

On the other hand, the signal received by the ED is
expressed as yg =e"Hpws+np, where Hp= [h*EQ
hi,...l;Ohg ] is the cascaded LU-IRS-ED (LIE)
channel, and ng ~ CN(0, 0'%) is the received noise at the
ED.

The corresponding eavesdropping rate is given by

1 1 2
Rrp(w,e) = 3 logz(l + 0_—2 |eHHEw| ) @)
E

Finally, the secrecy rate of this system under the user

cooperation scheme can be expressed as followst!11:
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.
in Ry —R 8
min Ry E] (3

In the following two sections, we consider the
system design for two ED models: the active ED model
and the passive ED model.

3 ED model I: Active ED model

In this section, we consider the active attack case, in
which the ED pretends to be an LU sending pilot
signals to the transmitters (including the BS and the
helping LUs),
procedurel!0: 111, Tt is reasonable to assume that the BS

during the channel estimation
can obtain the perfect system CSI by capably
addressing this attack by using the multi-antenna
technique. Nevertheless, the single-antenna helping
LUs only have the imperfect CSI of LU K and the ED

due to their limited anti-interference ability.
3.1 Channel uncertainties

Based on the above assumption, the cascaded channels
can be modeled as follows:

Hg =Hy +Ag,Hg = Hp + Ap 9
where Hy and Hj are the estimated cascaded channels,
Ag =[4K,..4%8 1 and dp=[4%,..45 |1 are the
unknown cascaded channel errors, and A,f and Af are
the unknown cascaded LIL and LIE channel error
vectors at LU k, respectively.

According to Ref. [14], the robust beamforming
under the statistical CSI error model outperforms the
bounded CSI error model in terms of convergence
speed, minimum transmit power, and computational
complexity. Furthermore, the statistical channel error
model is more suitable in modeling the channel
estimation error when the channel estimation is based
on the minimum mean sum error (MMSE) method.
Hence, we adopt the statistical model to characterize
the cascaded CSI imperfection!!4]. In other words, each
CSI error vector is assumed to follow the circularly
symmetric complex Gaussian (CSCG) distribution, i.e.,

AE ~CNO,E8),ZF > 0,Vk e K_g (10a)

(10b)

where EZFeCY™M and XfeCMM are positive

semidefinite error covariance matrices. Note that the

AF ~CN(O0,Z5),2F > 0,k e K_g
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CSI error vectors of different LUs are independent of
one another. Therefore, we have

vec(dg) ~CN(0,Xk),vec(dg) ~ CN(0,XE) (11)
where X and Xy are block diagonal matrices, i.e.,
Yk = diag(EK,...,Z’Ig_l) and X = diag(XF, ...,Zi_l).

3.2 Outage-constrained beamforming design

Following the statistical CSI error model, we develop a
robust probabilistic algorithm for the secrecy rate
maximization problem. This is formulated as

max Rgec

Ree,zw,e.t (12a)
s.t. Pr{min Ry —Rg >RSCC}> 1-p (12b)
VkeK
112113 < Prmax (12¢)
lewl> = 1,1 <m< M (12d)
0<r<1 (12¢)
2
wil? < (1-1)| gl Q2| Vk e K_g (12f)

where p € (0, 1] is the secrecy rate outage probability.

Problem (12) is difficult to solve due to the
computationally intractable rate outage probability
(12b), the
constraint (12d), and the nonconvex power constraint
(129).

First, we

constraint nonconvex unit-modulus

replace constraint (12b) with the
development of a safe approximation, consisting of
three steps, as explained below.

Step 1 Decouple the probabilistic constraint: First of
all, based on the independence between {gi}vkex , and

Hyg, we have

K

Formula (12b) @l_[Pr{Rk—RE >Recl>1-p  (13)
k=1

&Pr{R—Rg > Ryec} > 1 - p,Vk € Ky (14)

where p=1-(1-p)V/K.

Step 2 Convenient approximations: To address the
nonconcavity of Ry —Rg, Yk € Kg, we must construct a
functions of

sequence of surrogate

{Rilviexc, -
Specifically, we need the following lemmas.
Lemma 1013 The quadratic-over-linear function XTZ is

jointly convex in (x,y) and lower bounded by its linear

2x(m X2
y(") )C—(y(T)) y at a

first-order Taylor approximation
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fixed point (x™,y™),

We substitute x with gj'Qz and y with 1/ to utilize
Lemma 1 and obtain a concave lower bound of rate
Ry (z,t) for Yk € K_g. The lower bound is given by

1 ()2 2
Riz, 12, 1)") = 5 logy | 1 - 25— [g@z™[ +
2 O'itk
(15)

1
2t,({")Re (pz(")’HQHgkg,?Qz]]
k

for any feasible solution {z, t,i”)}.
Lemma 2 The upper bound of rate Rg (w,e) is given
by

ag leHHEw|2 /0'%5+a5—1na5 -1
2In2 ’

where ag serves as the auxiliary variable.

Re(w,e,ap) =

Proof: See Appendix A.

Lemma 3 The lower bound of rate Rg (w,e) is given
by

1 2 H 2
oY) (—axlvPle" Hgw* +1 -
o-ia;dvlz +2agRe (veHHKw) —ag + lnaK) s

Rg(w,e,ak,v) =

where ag and v are the auxiliary variables.

Proof: See Appendix B.

For the convenience of derivations, we assume that
K= 3%(,kIM and IF = s%,kIM, then Xx = Agx ® Iy where
Ak = diag(ey |, 8% g_1)» and Tp=Ap®Iy where
Ag = diag(e, ... x_,).  Furthermore, ~the error
vectors in Formula (11) can be reconfigured as follows:
vec(dg) = 2‘.,%(1'1( where  ixg ~CN(0,Iyk-1)), and
vec(dg) = Z‘éig where ig ~CN(0,Iyk-1)). Then, we
define E = ee'! and W = ww!. Upon combining Eq. (15)
with Lemma 2, the left-hand side (LHS) of Formula (14)
corresponding to the users in K_g can be replaced by

its lower bound:

Pr{apTr(E(Hg + Ap)W(HY + A})) - (16)
[2In2(Ry — Reee) - ag +Inag + 110y, < 0} =
Pr{i Ui + 2Re (u}lir) + 1w < 0}

where

(17a)

1 1
Ug =agEL(W' @ E)X}
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1 —
up = agXivec(EHgW) (17b)

ug =apTr(EHEWHY) — [(R — Ryee)21In2—
k E ( E E) [( k sec) (170)
aE+lnaE+1]o'i-

Combining Lemma 2 with Lemma 3, the LHS of
Formula (14) corresponding to LU K can be replaced
by its lower bound:

Pr{Rx —RE > Rsec} >

Pr{ﬁK —EE > RSCC} =

Priag VP Tr(E(Hk +4)W(HY + A1) -

2axRe {ve' (Hy + 4w} - c+ (18)
a — —
o_—’jTr(E(HE +Ap)W(H} +4)) <0} =

E
Pr{i"Uyi +2Re {ulfi} + ux <0}

where
i=[dl, fH (19a)
1 1
Uk = diag {axhPEL (W ® )},
(19b)
ag _ i T 1
—Zxw ®E)>:;}
9k

— 1 1
ug = [aK|V|2VCCH(EH[(W)212( —agvvecH(ewx2,

H
— 1
a—gveCH(EH EW)XZL
)
(19¢)
Uug = aK|v|2Tr(EFIKWﬁg) + a—iTr(EﬁEWfIg)—
9k (194)
2agRe (veHHKw)—c
c=Inag+Inagx —ag—ax —2Rsec In2— (19 )
e

0'%((1[(|V|2 +2

Now, by substituting Formulas (16) and (18) into
Formula (14), then Formula (14) can be approximated

as follows:
Pr{igUEiE+2Re(ugiE)+uk <0} >1-p, (200)
Vk e 7(_1(
Pr{i" Ui +2Re (ulli) +ux <0} > 1-p (20b)

Step 3 A BTl-based Safe Approximation: The
outage probabilities in Formula (20) are characterized
by quadratic which can be

inequalities, safely

approximated by using the following lemma.
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Lemma 4 (BTDI6 Let us assume that
f(x) = x"Ux + 2Re(utx) + u, where U e C™", ueC™,
ueR, and x € C™! ~CN(0,I). Then for any p € [0, 1],

the following approximation holds:
PrixHUx + 2Re( x) +u <0} > 1 -p
STr{U)+ 2In(1/p)x —In(p) A%, (U) +u <0
Tr{U}+ 2In(1/p)x —In(p)y +u <0, (21)
= \/|IU||%:+2||H|I§ <X,
yI-U>0,y>0
where A/,(U) = max(Amax(U),0). x and y are slack
variables.

Before using Lemma 4, we need the following
simplified derivations for LU k, Yk € K_g:

1 1
Tr{Ug} = Tr{agzg(WTcaE)zg} =

Tr{ar (W' @ EYAL @ 1y)} = (222)

agpMTr{AgW}

WUEI% = azM?IAEW||% (22b)

llugll? = a2vec EHEW)(A g ® Lyy)vec(EHEW) = 020
1 . 220
ayMIAZWH jell3

1 1
Amax(UE) = Amax (agEL (W' @ E)L2) =
Amax(ap (AW @ E)) =
AEAmaxAEW)A(E) =
aEMwHAEw
By substituting Eq. (22) into Formula (21) and
introducing slack variables {xg,yg}, the constraints for

(22d)

Yk e K_g in Formula (20a) are transformed into the
following deterministic form:
Tr{Ug}+ v2In(1/p)xg —In(p)ye+
up <0,Vk e K_g;
apMvec(AgW)
1

V2MagAWH e

YE = aEMwHAEw

(23)

S AE,

BTI, £ H

Meanwhile, the simplified derivations for LU K are
given as follows:

Tr{Ux} = axlvPMTr{Ag W} + a—gMTr{AEW}

o2 (24a)

2
a
IUkll7 = aghl* MPIAKWIG + —(r’j MIALWI;  (24b)
E
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1 —~
el = MIAZ (axlv>WHie —agvw) |3+
2 (24¢)
a —_ 1
— Mle"HE WAL
OF
Amax(Uk) = max{ag V> Mw" A gw,

ag
—2MwHA Ew}
Ok

(24d)

By substituting the above equations into Formula
(21) and introducing slack variables {xg,yx}, the
constraint for LU K in Formula (20b) is transformed

into the following deterministic form:
BTI, £

Tr{Ug}+ +2In(1/p)xg —In(@)yg +ug <0,
agv>Mvec(AgW)
aEMvec(AEW)/o% (25)

1 —
V2MAL (axVPWHYe —agow) || S
1
V2MagAWH e o,
Yk 2 Amax(Uk),yk 2 0

Then, in order to handle the nonconvex power
constraint (12f), we replace the right-hand side (RHS)
of Formula (12f) with its linear lower bound:

E(z.0) =2(1 - 1" )Re (2" QM g, g1 Q) -
2
(1- t](c”l))Z IgEQz(n)i (26)
(I =)
at feasible point {z(”),t,({")
order Taylor approximation used in Lemma 1.

Therefore, based on Foumulas (23) and (25)
and Eq. (26) and
y = [ye,yk1T, Problem (12) can be approximated as

} by adopting the same first-

defining  x =[xz, x¢]" and

Rsec,z,w,ggiz);,ag,v,x,yRsec (273)
s.t. Foumulas (12¢) —(12e),(23),(25) (27b)
wil? < E(z, 1), Yk € K_g (27¢)

Next, we introduce a new variable W = ww™ with
rank(W) = 1 for a given {e,ak,ag,v}. However, different
from the general SDP, w and W coexist in Eq. (24c¢).
Therefore, the SDR technique is not applicable in this
case. To handle this problem, we assume that w and W
are two different variables. If Tr{W} = A.x(W), then
we have rank(W) = 1. If the obtained W is not rank one,
we will have Tr{W}—An.x(W)>0. Therefore, we
constrain Tr{W}— Apn.x(W) to be less than a very small
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real positive number threshold & so as to guarantee the
rank-1 condition of W, thus yielding the surrogate

constraint of rank-1 constraint as
Tr{W} - Anax(W) < e (28)

When rank(W) ~ 1, the relationship between w and W

is given by the following constraint:
—e<|w|>-Tr{W}<e 29

As for constraint (28), as Anx(W) is a convex
function of W15 the LHS of Formula (28) is concave,
which is the difference between a linear function and a
convex function. Hence, we need to construct a convex
approximation of constraint (28). To address this issue,
we introduce the following lemma.

Lemma 5 Denote vy, asthe eigenvector
corresponding to the maximum eigenvalue of a matrix
V. Thus, we have

TrWmaxVax(Z —V)} =
ViarZVmax = VipaxVVmax =
VimarZVmax = Amax (V) <
Amax(Z) = Amax(V)
for any Hermitian matrix Z.

Let dg“,) be the eigenvector corresponding to the
maximum eigenvalue of the feasible point W Then,
by using Lemma 5, the surrogate convex constraint of

Formula (28) is given by

Tr{W} — Amax (W)—

30
Tr{dy dy (W -w)l <& (30)

Now, we consider constraint (29). By applying the
first-order Taylor approximation to |[w||>, we obtain the
following convex approximation of the constraint in

Formula (29) as follows:

wl® ~Tr (W) <& (31a)

2Re (w(”)’Hw) — WP =Tr{W} > —¢ (31b)

Finally, the subproblem w.r.t., {z,w,W,t} is
formulated as

Rectm Wty (322)

s.t. Formulas (12c¢),(12e),(23),(25) (32b)

Formulas (27¢), (30),(31) (32¢)

W>0 (32d)



94

Problem (32) can be solved by the CVX tool because
it is an SDPI!7],
For given Problem (27) with

optimization variable e can be solved by applying the

{w,ag,ag,v},

penalty CCPI4 18, 191 to relax the unit-modulus
constraint (12d). Compared with the SDR technique,
the penalty CCP method is capable of finding a feasible
solution to meet constraint (12d). In particular, the
constraint of Formula (12d) can be relaxed by

eI —2Re(eHlely < by — 1,1 <m< M (33a)

leml> < 1+bagm, 1 <m<M (33b)

where e,[,{] is any feasible solution, and b = [b1,...,bap]T
are slack vector variables. The proof of Formula (33)
can be found in Refs. [14, 18]. Following the penalty
CCP framework, the subproblem for optimizing e is

thus formulated as follows:

_
Rsrelcl’zel’);’yRsec Y [1bll1 (343)
s.t. Formulas (23), (25),(33) (34b)

Problem (34) is an SDP and can be solved by the
CVX tool. The algorithm for finding a feasible solution
of e is summarized in Algorithm 1.

In addition, Problem (27) is convex w.r.t. {Rgec, v, X,y}
for given {z,w,e,t,ag,ag,}, and convex W.r.t.
{Rsec,ak,ag,x,y} for given {z,w,e,t,v,}. Finally,
Problem (27) is addressed under the AO framework
containing four subproblems. The convergence of the
AO framework can be guaranteed due to the fact that
each subproblem can obtain a nondecreasing sequence

of objective function values.

Algorithm 1 Penalty CCP optimization for reflection
beamforming optimization

Require: Initialize [°, y1% > 1, and set j=0.
1: repeat

2: if j < Jyax then

3 Update el/*!1 by solving Problem (34);

4 Update AU+ = minfyaly, A,,4.};

5 j=j+1

6: else

7 Initialize with a new random e, set 41! > 1 again, and set
j=o0.

8: end if

9: until ||b]|; <y and [le!! —eli-1||; < v.

10: Output e = ¢lJ],
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4 ED model II: Passive ED model

In this section, we focus on the transmission design for
the passive attack, which is more practical and more
challenging to address, given that the passive ED can
hide itself and its CSI is not known!!% I, The authors
in Ref. [13] proposed to exploit the angular information
of the ED to combat its passive attack, which is also
applicable in the current study. In this section, the
cascaded LIL channel Hx and the channel Hprs are
assumed to be perfect. This is a reasonable assumption
due to the fact that the pilot information for channel
estimation for LUs is known at the BS.

4.1 Average eavesdropping rate maximization
The signal received by the ED is formulated as
v = hildiag(e") Hirsws + 0%

As the ED is passive, we can only detect the activity
of the ED on the line segment between the BS and LU
K without knowing its exact location. This detection of
a passive attack is based on spectrum sensingf2%],
Hence, the average eavesdropping rate is considered
which can be computed as follows[!3:21.22];

1 Dk 1
R%v (w,e) = D_KIO E{hE}[E log2(1+

(33)
| B N 2
07|hEd1ag(e )H1R5w| )]dDE
E
With Eq. (35), we formulate the following
optimization problem:
max {min Ry—RY (w,e)} (36a)
zw.et \VkeK
s.t. Formulas (12¢) — (12f) (36b)

The main challenge in solving Problem (36) is from

the average eavesdropping rate containing the
integration over Dg and the expectation over hg. To
address this issue, we use Jensen’s inequality to

construct an upper bound of R} (w,e) given by
RZ‘D (w,e) =

., 2
1 IODK E{hE}(lhgdlag(e )HIst' )dDE
EIng 1+

72D -6

1 1
3 log, (1 + 07wHH&sdiag(e)REdiag(e*)HIst]
E
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where Rj = DLK ODK Epglhehtlldp,, which can be
computed via one-dimension integration.

According to Eq. (2), we define

- drs,e\ ™ Kwrs 1o
hr = > h (38a)
E \/QO ( dy ) 1+ Kirs E
drs e\ ™ 1
Rp = : 38b
E 90( a0 ) T+ K 1M (38b)

where hg describes the LoS component and is the
mean of channel hg. Moreover, Rg is a positive
semidefinite covariance matrix that represents the non-
LoS component’s spatial correlation characteristics.
Therefore, we have hg ~CN(hg,Rp)?3] and further
obtain the following:

— _H
Enplhehtl] = [RE + hEhE] = Qo(

1 Kirs
1+ KIRS M 1+ KIRS

-
drs,E ) RS

h]EOS (hIEOS )H

4.2 Proposed algorithm

By replacing R (w,e) with R}’ (w,e) in the objective

function of Problem (36), we have

. _ plp
o {min ki - R | (39
s.t. Formulas (12¢) — (12f) (39b)

Due to the nonconvex constraints and objective
function, as well as the coupled variables w and e,
Problem (39) is still difficult to solve. Hence, we
propose an MM-based AO method to update w and e
by first

nonconcave objective function w.r.t.,

iteratively. Specifically, fixing e, the
{z,w,t} 1is
replaced by its customized concave surrogate function
and then solved by the CVX. Here, {z,w,t} are fixed,
and the closed-form solution of e can be found by
constructing an easy-to-solve surrogate objective
function w.r.t., e.

The surrogate functions of Ry (z,#;) for Yk € K_g are
given by Ek(z,tkIZ(”),t]((n))=Ek(z,tk|z(”),t]((")), which is
given in Eq. (15). And the surrogate functions of
Rk (w,e) and Rg (w,e) are given in the following lemma
by using the first-order Taylor approximation.

Lemma 6 Assuming that {w®,e™} is any feasible

solution, then Rk (w,e) is lower bounded by a concave
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surrogate function Rx (w,e|w(”),e(”)) defined by

(n)
— 1
Rx(w,elw™ ™) = — logz(l - qiz +2Re(q—12<)) (40)
2 ox %

2
where q?g) = |e(")’HH Kw(”)| and gg = e™HHw®yH
H
H Ke-
Meanwhile, Rg(w,e) is upper-bounded by a convex
surrogate function Rg (w,elw(”),e(’”) given by

1’?\':51’ (w,elw(”),e(”)) =

1 gy qe -4 (41)
5 10g2 1+ - —2 )
Or) 2op+qp)In2

where  gg = wHH[} diag(e)Rpdiag(e")Hirsw  and
g% = wHHI diag(e™)Rpdiag((e™)")Hirsw™.
Furthermore, we have the following proposition.
Proposition 1 The functions {Ek,k\,{,ﬁg’ } preserve
{Ri, Rk, RE},
respectively. Let us take Rk and R as an example.

the first-order property of functions

Vi Rk w.e™w™, e,y =
VwRg (W, e(”)) |y »
VeRk W™, elw™,e™)],_yin =
VeRx (w("),e) lp=et -
Proof: See Appendix B in Ref. [13].
Giving e, by using Egs. (15), (40), and (41), and
Formula (27¢), the subproblem of optimizing {z,w, ¢} is
formulated as follows:

in K- Ry |
max { i .- @22
s.t. Formulas (12c¢), (12e),(27c) (42b)

Introducing auxiliary variable ,, we can then
transform Problem (42) into

_
max {r- Ry} (43)
s.t. Formulas (12¢), (12¢),(27¢) (43b)
Ri>rVkeK (43¢)

which is convex and can be solved by using CVX.
Giving {z,w,t} and combining Egs. (15), (40), and
(41), the subproblem w.r.t., e is formulated as follows:

Y _’ﬁ,{p
max { \g{lel(rll( Re—Ry } s.t. Formula (12d) (44)

Problem (44) can be solved by transforming it into a
second-order cone programming (SOCP) under the
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penalty CCP method previously mentioned in Section
3.2. However, the penalty CCP method must first solve
a series of SOCP problems, which incurs a high
computational complexity. In the following, we aim to
derive a low-complexity algorithm containing the
closed-form solution of e.

Let R= minkK:‘l1 {Ri (z,1;)}, which is a constant. Then,

Problem (39) is reformulated as
max {min{R, R ()} — Ry (e)}, s.t. Formula (12d) ~ (45)
e

for the optimization of e.
Before solving Problem (45), we first consider the

following two subproblems:

#1 :minR;’ (e), s.t. Formula (12d),Rg () > R (46)
e

P2 :max Rk (¢) - R}’ (e), s.t. Formula (12d), Rk (€) <R
e
(47)

Then, we denote the solutions to £1 and P2 as eT and

#
2

function value of Problem (45) as obj(e), which is a

e, respectively. In addition, we denote the objective
function of e. If obj(e?) > obj(e}), then the optimal
solution of Problem (45) is given by e’f. Otherwise, the
optimal solution is e%. The following lemma shows the
solutions of Problem P1.

Lemma 7 The optimal solution of 1 is given by
e} = expljarg(inax (Ap) - A +0{" Ax)e™))  (48)

where Ap = (Hrsww'HL)O(RL/0%), Ax = HgwwH
H/o2, and of"" is the price introduced by the price
mechanism(24],

The optimal solution of P2 is given by
ef = expljarg(c +05" (Ama (AT - Ag)e™)}  (49)

t . .
where o3 is the price and

1+ d(n) A e(”)
¢ = ——A—(ln (AR - Ap)e® + ——,
(A +dy’)? 1+d;

d([?) — e(”)’HAKe(n),dgl) — e(”)’HAEe(”).

Proof: See Appendix C.

Given that ¢! and e} are the globally optimal
solutions of P1 and P2, respectively; hence, e* is the
globally optimal solution of Problem (45). The optimal
price parameter can be obtained by using the bisection

search method detailed in Ref. [24].
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According to Proposition 1 and Theorem 1 in Ref.
[25], the sequence {z™,w™ ¢™ ™M}, _; ;5  obtained in
each iteration is guaranteed to converge to the set of
stationary points of Problem (39). The computational
complexity of Problem (43) mainly comes from
second-order cone (SOC) constraints and is given by
O(N2I(n* +n* ¥, a?)), where | and n refer to the
number of SOC of size a; and the number of variables,
respectivelyl!4l. Thus, the computational complexity of
Problem (43) is O(N2N@? +n2(N-12+K -1))),
where n = N +2K — 3. The computational complexity of
Eq. (48) or Eq. (49) mainly comes from the eigenvalue
operation, whose complexity is O(N?). Therefore, the
total complexity of solving Problem (39) at each
iteration is given by O(V2N(n® +n>(N-1?+K - 1)+
N3)).

5 Numerical results and discussions

This section illustrates the performances of the
proposed schemes and algorithms in terms of the
secrecy rate, the feasibility rate, and complexity. The
results are obtained by using a computer with a 1.99 GHz
i7-8550U CPU and 16 GB RAM. A polar coordinate
system is used to describe the simulated system setup:
the BS is located at (0 m, 0 m), and the IRS is placed at
(50 m, 0 m) with elevation angle ¢ = 23—“; K LUs are
randomly and uniformly distributed in an area with
Dy ~UR0m,40m) and 6 ~U(-5,5) for VkeK,
where U is the uniform distribution. The ED is located
at (Dg,0x) with Dge(0,Dk). The pathloss at the
distance of 1 m is —30 dB, the pathloss exponents are
set to aps = ars = 2.2, and the Rician factor is 5. The
transmit power budget at the BS is set t0 Ppax =
30 dBm, and the
{o? = =90 dBm}yje,,. For the statistical CSI error
model, the variances of {4X,4%}y;cy  are defined as

(€2, = %l O hilB. &2, = 62l © hilBhviex o

noise powers arc

where
o0k €[0,1) and 6 € [0,1) measure the relative amounts
of CSI uncertainties. In addition, the outage probability
of secrecy rate is p = 0.05.

5.1 Robust secrecy rate in ED model 1

The cases of N =8 and K =5 are simulated to verify
the performance of the proposed outage-constrained
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beamforming in the user cooperation systems. For
comparison, we also consider the “Non-robust” as the
benchmark scheme, in which the estimated cascaded
LIL and LIE channels are naively regarded as perfect

channels, resulting in the following problem:

max {min Ry — RE} (50a)
zw.et \VkeK
s.t. Formulas (12¢) — (12f) (50b)
where Rk (e) = Llog, (1 +|e"Hyxw /o) and

Re(e) = $log,(1+1e"Hew?/o2). Thus, Problem (50)
can be solved by using the proposed low-complexity
algorithm used to solve Problem (36).

Figure 3 investigates the feasibility rate and the
maximum secrecy rate versus the distance of the ED, in
which the coordinate of the X-axis is set to the ratio of
Dpg/Dg. The “feasibility rate” is defined as the ratio of
the number of channel realizations that have a feasible

solution to the outage-constrained problem of Formula

1.00
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Q
T 0.96
=
3 0.94
(%]
®
P o092t
0.90
0.88 . : : *
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D./D,
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L 025}
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&
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©
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o
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Fig. 3 Feasibility rate and secrecy rate versus Dg/Dg under
N=8, M=32,and K=5.
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(12) to the total number of channel realizations. As
shown in Fig. 3a, that the closer the ED is to LU K, the
lower the feasibility rate will be, indicating that the
location of the ED imposes a great threat to the security
system. From Fig. 3b, we can also see that the secrecy
rate drops fast when the ED approaches LU K, and this
is reduced to zero when the channel error is large. In
this situation, the whole system is no longer suitable
for secure communication.

Next, the performance versus the size of the IRS, i.e.,
M, is verified in Fig. 4. Let us assume that the ED is
located at Dg/Dx=0.5. In Fig. 4, the case of
6k =6 =0 is regarded as the perfect cascaded CSI
case, and its maximum secrecy rate increases with M,
which is consistent with that of Fig. 6 in Ref. [12]. The
performance of dx=6g=0 can be used as the
performance upper bound of the proposed outage-
constrained beamforming method. Furthermore, the
maximum secrecy rate is obviously degraded with
enlarged channel uncertainty levels. Moreover, it is
observed that black line of {6x=02,6g=0}
outperforms the pink line of {6x =0,6g =0.2}. This
indicates that the negative impact of cascaded LIL
channel error on secrecy rate is higher than that of the
cascaded LIE channel error.

5.2 Average secrecy rate in ED model 11

This subsection evaluates the performance of the
proposed scheme under the passive attack mode. In
order to evaluate the performance of the proposed low-
complexity algorithm, we consider two benchmark
algorithms given by: (1) the “SOCP” scheme, in which

0.25 . .
——5,=0, 5.=0
—o—5,=0, 5,=0.1
0.20F ——6,=0, 5:=0.2 3

—~—5,=0.2, 5,=0
——5,=0.2, 5:=0.2

o
_
[&)]

o
-
o

Secrecy rate (bps/Hz)

o
o
o

0 I I I I I I
16 32 48 64 80 96 112 128
M

Fig. 4 Secrecy rate versus M under N=8 and K=S5.
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the CVX tool is used to solve the SOCP version of
Problem (44), and (2) the “Random” scheme, in which
the phases of the reflecting elements are randomly
generated.

Figure 5 illustrates the respective outcomes in terms
of the average secrecy rate and the computational
complexity under the system settings of N =8 and
K=5. As can be seen in Fig. 5a, the proposed
algorithm with a semi-closed-form solution is almost
the same as that of the SOCP-based algorithm with
global optimal solution, and both of them outperform
the scheme with random reflecting phases. Moreover,
increasing the number of reflecting elements at the IRS
can significantly enhance the average secrecy rate of
the system. Figure S5b describes the CPU time
consumption required for these three algorithms to
evaluate the computational complexity of the
algorithms. It can be seen that the proposed algorithm

with a closed-form solution requires much less CPU

©
S
N

—— Proposed alg.
| —— SOCP
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-
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—— Random
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o
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Fig.5 Average secrecy rate and CPU time versus M under
N=8 and K =5.
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running time than the SOCP-based scheme. In addition,
the CPU running time of the SCOP-based algorithm is
scaled with M, while the proposed algorithm is not
sensitive to M. This is due to the fact that the
computational complexity of the SOCP depends on M,
while that of the closed-form solution does not.

Finally, Fig. 6 illustrates the performance versus the
number of users when M = 64. Thus, we can obtain the
same conclusion as above: The proposed algorithm has
the same performance as the SOCP-based algorithm
but consumes less CPU running time.

6 Conclusion

In this work, we have proposed a two-phase IRS-aided
communication system with the aim of realizing secure
communication under the scenarios of active attacks
and passive eavesdropping. We addressed the cascaded
channel error caused by the active attacks by

maximizing the secrecy rate subject to secrecy rate
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Fig. 6 Average secrecy rate and CPU time versus K under
M = 64.
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outage probability constraints, which has been tackled
by using the BTI. For the case of the partial CSI of the
ED, the average secrecy rate maximization problem
was considered, which is addressed by the proposed
low-complexity algorithm. It has been shown that the
negative effect of the ED’s channel error is greater than
that of the LU. In addition, when the channel error is
large, the number of elements on the IRS has a
negative impact on system performance. This
conclusion provides an engineering-derived insight for
the careful selection of the number of elements at the

IRS.

Appendix

A Proof of Lemma 2

To begin, we introduce the following lemma.
Lemma Al Assuming that x>0 is a positive real
function

number, and considering the

g1(a,x) = —ax+Ina+ 1, we thus have

Inx!= max g1(a, x).
a=0

2

By applying Lemma A1, we can construct an upper
bound of rate Rg (w,e) as follows:

Rrp(w,e) =
—In(1 +|e"Hpw[* jo2)7" (o
2In2 -
— maxy 50 81(ax, 1+ Hew| /o%)
2In2 -
miHaE>0—gl(aE,1+|eHHEW|2 Jo2) - (A1)
2In2 h
—g1(ag, 1+ |eHHpw|" /o2)
2 , foranyag > 0=
ag |eHHEw|2 ok +ag—Inag—1
2In2 -
1?5 (w,e,ag)

where Eq. (Ala) is from Lemma Al.
Hence, the proof is completed.

B Proof of Lemma 3

To prove Lemma 3, we first introduce the following
lemma.

Lemma A2 Assuming that v is a complex number

and considering the function gy(v,x) = (|x]> +2)v|>*—
2Re (vx) + 1, we thus have
2
W = mvingz(a,x).
By applying Lemma A2, we can construct a lower
bound of rate Rk (w,e) as follows:

Rk (w,e) =
In |eHHK“’|2 -
o-§(+|eHHKw|2 (@)

2In2

|eHH](w|2

0'?(+|eHHKw|2

)

>

maxg, >0 g(ak, 1 —

21n2
|eHH](w|2
3)

0'%(+|eHHKw|

2In2

g(aKy 1 -

, forany ax >0 =
ok
—aK(W) +Inag +1
21n2

—ag (minv gg(v,eHHKw)) +Inag +1
21n2 -

ag (maxv —gz(v,eHHKw)) +Inag +1
21n2

ag (—gz(v,eHHKw)) +Inag +1

21n2

© (A2)

=

, foranyv>0=

1 2, H 2_ 2 2
- (- H -
21112( agvl'le” Hgw|™ — ogakv|"+
2akRe (ve" Hxw) - ax +Inag +1) =
Rk (w,e,a,v)
where Eq. (A2a) is from Lemma A1, and Eq. (A2b) is
from Lemma A2.
Hence, the proof is completed.

C Proof of Lemma 7

To begin with, we solve £1: £1, which is equivalent to

min eHAEe (A3a)

e
s.t. Formula (12d) (A3b)
eMAge>eR-1 (A3c)

Step 1 Construct a surrogate problem.

Under the MM algorithm framework[2¢], we have the
following lemma.

Lemma A3[27: 28] Given A > Ay and x, then the
quadratic xHAgx s

function majorized by
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xHAx —2Re(x™H(A - Ag)x) + xWH(A - Ap)x™ at x™.

By adopting Lemma A3 and setting A = Apax(Ag)]
for simplicity, the quadratic objective function in
Formula (A3a) is majorized by

2Amax(A )M —2Re(e™ M (Aax (Ap)I — Ap)e)—

e™MH A Lo (A4)

at a feasible point e™. Then, we replace e"' A xe with its
linear lower bound to deal with the nonconvex
constraint (A3c), thus resulting in the following
equivalent constraint:
Formula (A3c) = 2Re(e™H A xe) > eR— 1+ e"™H A ge™
(A5)
Step 2 Closed-form solution.
By omitting the constant, Problem (A3) then

becomes

max 2R€(e(n)’H(/lmax(AE)I —Ag)e) (Aba)
e

s.t. Formulas (12d), (AS) (A6b)

We introduce a price mechanism for solving Problem
(A6) according to Ref. [24], in which p; is a

nonnegative price:

max 2 Re(e™ M (Anax (Ap) — Ap)e)+
e

012Re(e™H A ke)
s.t. Formula (12d).

Then, the globally optimal solution is given by

el (0" = expliarg(Amax(Ap) - A + 01 Ax)e™)).
The optimal o} is determined by using the bisection
search method. The detailed information about this can
be found in Ref. [24].
Then, we solve $2: P2, which is equivalent to

1+efAge
_ ATa
e 1+eHAge (ATa)
s.t. Formula (12d) (A7b)
eMAge<eR-1 (A7c)

Step 1 Construct a surrogate problem.

Under the MM algorithm framework, we construct a
linear lower bound of the objective function in Formula
(A7a) as follows:
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l1+elAge @
1+ eHAEe -
2Re(1+dg) 1+dV
n ()2
1+dy (I+dg")

2Re(l+dg)  1+dy

(1+e"Are) S

1+d;?)

14d?  (+dP2 (+dPP
(2Amax(Ap)M — 2Re(e" (Anax (A ) - A )e)—
d?) =
2Re(cHe) + const,
where dg =e™HAge. {d%’),dg” ,c¢} are defined in

Lemma 7, and Formulas (a) and (b) are from Lemma 1
and Lemma A3, respectively. By using Lemma A3
again, the convex constraint (A7c) can be replaced by
an easy-to-solve form as

Formula (A7¢) = 2Re(e™H(Amax (Ax)I — Ag)e) >
R H (A3)
—2Amax(AM =R+ 1 —eWH A g™

Step 2 Closed-form solution.

By omitting the constant, Problem (A7) is then

equivalent to

max 2Re(cte) (A9a)
(3

s.t. Formulas (12d),(A8) (A9Db)

By using the price mechanism, Problem (A7) is
reformulated as follows:

max 2Re(cHe) + 022Re(e ™ H (Amax (Ax)I — Ag)e),
e
s.t. Formula (12d).

where o, is a nonnegative price. The globally optimal
solution is given by eli(o5”) = exp{jarg(c+02(dmax
(Ax)-A K)e("))}, where the optimal 5" is determined
by using the bisection search method.

Therefore, the proof is completed.
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