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Foreword

Among the various characteristics generally attributed to blockchain (and DLTs), it
can be firmly held that blockchain is a transactional technology. The fact has become
widely accepted, and regardless of the qualification that should be given to it (and the
importance of semantic), a consensus is emerging on the necessity to study its
impact.

That is fortunate. Indeed, blockchain modifies the quadriptych introduced by
Lawrence Lessig in his book Code as regards the constraints exercised on all subjects
when they engage with the rest of society: architecture, social norms, the market and
the law. Many challenges arise from the new dynamism it creates.

Of course, blockchain central characteristics (such as immutability) is a primary
reason why it is being used. It allows interactions in a given framework, making the
architectural constraint more preeminent. In the meantime, social norms and mar-
kets are coming into greater conflict. On the one hand, blockchain interactions are
guided by the values conveyed by each ecosystem, while on the other hand, all
exchanges are strongly influenced by economic incentives. Giving a closer look at
blockchain forks provides evidence of this. The law, at last, is finding a new balance.
Blockchain makes specific enforcement mechanisms less efficient while also
allowing for reinforcing the law in given situations.

The present book deals precisely with blockchain impact on the legal constraint.

One will find different perspectives in it, making this book utterly valuable. They
can be represented as follows:

Cooperation . Competition
(Law and Blockchain) ) - (Law vs. Blockchain)

On the left, the legal constraint and blockchain form alliances to achieve a given
objective. On the right, they compete with each other, either to achieve the same
objective or because blockchain seeks to reach a different one (sometimes opposite)
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from the law. Each contribution tends more or less to one side of the spectrum. There
are two reasons for this.

The first is the subject matter.

Certain subjects lead by nature to discuss the means of a collaboration between
the law and blockchain. It is the case, for example, in the literature explaining how
blockchain could help to ensure the rights of refugees, where international law is not
effective enough. It is also the case with writings dealing with alternative disruptive
resolutions, as these are complementary systems.

Other topics deal per se with a confrontation between law and technology. One
may find all discussions regarding blockchain applications designed to evade the
rule of law on this side of the spectrum. Contributions addressing the substitution of
current legal systems by technological solutions also fall on this side.

Finally, some other issues exhibit mixed analyses. The issue of protecting
personal data is, I believe, a great example of that. Blockchain can indeed preserve
the real-life identity of participants in certain exchanges, but it also raises critical
issues regarding the right to be forgotten.

The second reason is related to the author’s very own perspective.

Some are naturally tempted to point out the existence of a dominant strategy
resulting in a confrontation between law and technology. To be schematic, the
tenants of “West Coast code” tend to consider that technology must always be
developed outside the legal constraint because it is restrictive. The advocates of
“East Coast law” tend to point to the absolute supremacy of the rule of law, liberating
in nature.

Others highlight the necessity for law and technology to work together to achieve
a given objective. It involves concessions. For the law, it means that one should not
use the full enforcement arsenal in all circumstances. The legal constraints should
also be adapted to technology, for example, by creating legal comfort zones with
regulatory sandboxes and safe harbors. For technology, it implies that it must be
law-oriented, differently put, that architectural choices must be made toward
legal uses.

Each of these approaches is necessary to enrich the field of blockchain study. This
book is a real tour de force as it brings many substantial contributions representing
the entire spectrum in a single place.

If you wish, I invite you to reproduce the above graph on a sheet of paper (or in a
digital format. . .) and have fun placing these contributions on one side or the other. If
you do so, you will find out that in that some cases, all the writings dealing with one
subject are on the same side of the spectrum, probably because the issue imposes
it. For other topic matters, you will find the contributions on different sides of the
spectrum.

This exercise is particularly insightful considering the breadth and precision of
the topics covered. It allows us to create a clear map of academic research advance-
ment on many important issues. They are distributed as follows.
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The first part of the book relates to the internationalist discussion. Benedetta
Cappiello’s article argues that “no blockchain-based organization can rid itself of
neither the national provisions nor the principles of international law,” and that the
interaction of the rules of law with on-chain and off-chain rules should be considered
as a major issue. Gherardo Carullo follows up by pointing out that “DLTs could have
some utility in complex procedures, that is, where multiple administrations have to
interact to exercise a certain public power, especially in cases where this occurs
supra-state level, for example in cases of European co-administration.”

For Jean Lassegue, there is “a conflict between two forms of legality in today’s
rule of law: the first one is based on legal texts written in technical but natural
languages that are the expression of political sovereignty; the second one is based on
unreadable pieces of software the authority.” The interaction between the two must
be carefully thought of as it would “be illusory to think that legal institutions could
be replaced one day by decidable processes that can be written in advance.” Lastly,
Clemente Biondi Santi and Vincenzo Vespri explore mining activity, which is
essential to blockchain functioning, or in other words, to the new legal order
described in the three previous contributions.

The second part of the book takes us to the land of governance and regulatory
issues. Andrej Zwitter and Jilles Hazenberg turn their attention to blockchain
governance principles. They defend the necessity “to see technologies as tools that
have effects on our governance structures.” It implies understanding it and keeping
control over its functioning, “else, we will be living with laws comprised of code
inaccessible to our legal understanding or influence.”

For Gino Giambelluca, financial authorities should deal with the digital innova-
tion without further ado as it affects “the efficiency and the reliability of payment
systems, the smooth functioning of financial market infrastructures, the soundness of
the intermediaries, the consumer protection.” Martina Tambucci also offers to
protect investors and consumers “against frauds through determining a correct use
of technology and through the imposition of transparency targeted requirements.”

Michele Ferrari goes on argues for creating a “new block” to the chain of the VAT
Directive provisions, the goal being to provide legal certainty as to how blockchain
operations will be submitted to VAT. Additionally, Cristina Poncibo suggests that
regulatory flexibility is also essential to “converge toward forms of accountability to
protect fundamental rights within these global private regimes of the digital
environment.”

The third part of this book deals with smart contracts and dispute resolution.
Giesela Riihl introduces the topic by explaining that smart contracts do not escape
legal systems as “the applicable choice of law rules of the Rome I Regulation resort
to connecting factors, namely party choice and habitual residence, which work
reasonably well in a decentralized virtual environment.” Paolo Bertoli underlines
that not only is the law applicable, but that it is also necessary to blockchain
ecosystems. There is indeed “a fundamental methodological flaw in the assertion
according to which the code is the law. This assertion, indeed, is based on a reversal
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of the proper legal methodology: an automated code or computer protocol can have
legally binding effects only if and the extent the applicable law so prescribes or
allows. So, before one looks at the code, one needs to look at the law.”

Oliver R. Goodenough concludes that although “some proponents of digital
contracting have argued that the automaticity of machine execution will remove
such agreements from legal review, the more realistic view is that interaction with
the legacy legal system is likely to remain a feature of contracting.” However, it does
not mean that the law should take precedence without adapting itself. “To make that
interaction productive, the law must integrate itself with the new formats and
challenges of computational contracting.”

For Amedeo Santosuosso, the priority is first and foremost to improve
blockchain. “The conclusion is that blockchain has gained a position among the
technological innovation tools and that its real success will depend to a large extent
on the ability of establishing efficient and reliable systems of dispute resolution.”
Furthermore, Pietro Ortolani underlines that the blockchain may avoid specific
conflicts, but that “a blockchain-based escrow system may not prevent the de novo
rehearing of the case, at a later stage.” Michele Nastri raises other limits.
“Blockchain could indeed improve the notarial activity,” but it would be “unrealistic
to think about changing the land registry system into a system that does not involve
central authorities and does not allow any judicial authority to modify the registers.”

The fourth and last part is dedicated to the subject of sustainable blockchain
applications. For Giulio Coppi, “distributed technologies can be used together with
other solutions to accomplish important and previously unattainable goals” in the
humanitarian and development sectors. The author explains the path toward such
accomplishment. Anna Burzykowska then focuses on “blockchain-based land reg-
istries and data value chains for natural resources management,” analyzing how
Earth Observation technology and blockchain could be better integrated.

Alessandro Palombo and Raffaele Battaglini go on to explain that “new tool to
solve disputes that otherwise may remain with no affordable dispute resolution
mechanism” is becoming available. They take part in solving “the problem of
inefficient and expensive management of micro-claims.” And according to Marco
Tullio Giordano, “more and more blockchain-based solutions will be offered on the
market, thus raising new questions which will need to be answered. Instead of
transposing to decentralized environment concepts and rules specifically designed
for a centralized framework, the intimate nature of this new technology should be
understood so as to ensure the effective implementation of the GDPR principles.”

Tony Lai concludes by stressing that one of the main issues for “‘computational
law (...) of which blockchain technologies are a subset” is to “offer a path toward
embedding considered, ethical oversight of these complex data-driven, human—
machine systems and platforms, on which increasingly large portions of social and
economic activity operate.”

These selected excerpts do not pay homage to the scope of each contribution.
Here, I simply wanted to highlight the general dynamics of the book. By exploring
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the entire spectrum, any reader can approach the subject with maximum height
despite the very topical nature of the matter. It is, for that very reason, a structuring
book to put in all (curious) hands.

Utrecht Law School, Utrecht, Thibault Schrepel
The Netherlands

Harvard University’s Berkman Klein
Center, Cambridge, MA, USA
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Both from a private and a public perspective, distributed ledger technologies in
general, and blockchain in particular, can introduce significant opportunities in
national and international legal systems, while at the same time posing new and
unexplored challenges. Lawyers, economist, sociologist and market operators are
faced with complex issues that require a deep and technical understanding of
distributed ledger technologies to go beyond the state-of-the-art and fully grasp the
potential of these new tools.

A multidisciplinary approach is therefore quintessential. To this end, the contri-
butions of the distinguished Authors that have written the several chapters of this
book represent a fundamental milestone in the process of unravelling the complex-
ities of blockchain and therefore enabling its full potential.

A general overview of legal, economical and sociological issues raised by
blockchain is of utmost importance. Particularly, it is of interest to understand how
legislators have to tackle this new technology. So far, two possible approaches seem
available: regulatory self-restraint or regulatory presence.

As for now, it seems that at all levels, both national and supranational, there has
been a broad regulatory self-restraint. Accordingly, legislators have either enacted
legal provisions having more a descriptive than a prescriptive nature (see as art. 8 fer
of the Italian law decree 135/2019). Or, following the so-called principle of techno-
logical neutrality, the legislators have been relying on the use of old legislative
frameworks, adapted to the new juridical tools (see the use of the UETA). As such,
legislators have limited their activity in the way deemed sufficient to preserve and to

B. Cappiello (<) - G. Carullo
Department of Italian and Supranational Public Law, University of Milan, Milan, Italy
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protect technological development, without impairing any user or third parties. To
reach this end, legislators have also adopted the so-called sandboxes. These are
meant to be experimental area in which operators are free to exploit the new
technological instruments, abiding only by the rule of conduct enacted within the
sandbox.

Given the current state-of-the-art, coordination among States is therefore desir-
able to promote a uniform and coherent legislative panorama at both the national and
the supranational level.

The present book is divided in four parts. Each one deals with a specific field of
law affected, or potentially affected, by distributed ledger technologies in general,
and blockchain in particular. Each part shares the same fil rouge: it questions
whether and how these new technologies impact on the society as a whole. For
this reason, legal, economic and sociological issues are approached with the aim of
finding a common ground between what is new and what is old.

1 Part L. Understanding Blockchain: The Legal Perspective

The first part deals with the fundamentals of distributed ledger technologies, and
blockchain in particular, assessing their possible use and the potential effect of such
technologies in daily life. The underlying questions are therefore: what is changing
and how this change in fostered by these new technologies.

As regard the what, a first important subject is the role of the so-called
Decentralized Autonomous Organizations (DAOs) in our societies: one may wonder
whether or not they will replace social groups, as traditionally understood. Particu-
larly, DAOs seem to put at stake the role of State, as traditionally known. The
question is then if, and how, a DAO may substitute the State or reduce its power
within the society.

It is still to be seen whether this new way of gathering people can significantly
impact on how societies are organised and administered. A derived issue concerns
how legal reasoning might be affected by the use of blockchain and new
technologies.

Under a private law perspective, many interesting questions arise in relation to
distributed ledger technologies, in particular under the regulatory perspective. One
should ask if each blockchain corresponds to an autonomous legal order, and so if
such systems can self-regulate without the need of central (public) authority. To this
end it is important to recall the theory of contract governance of the blockchain,
which is based on the idea that human relations can be regulated by provisions
registered on the blockchain (so-called the rule of codes). Because contract law is
flexible, and because contract law is based on the principle of party autonomy,
regulating the blockchain through private agreements can be more rapid than relying
on rules adopted by public bodies.

In this regard, blockchain technology seems also apt at changing the way through
which the participants of a social group—blockchain—trust each other. With
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blockchain we witness a shift in from a context in which trust is conferred upon
another party because of who he/she is, and what he/she guarantees, to a no-party
trust. As such, no matter who is the counterpart, technology in itself can guarantee
the transactions carried out on the blockchain.

As regarding the how, Distributed Ledger Technologies in general and
blockchain in particular are developed through “mining”. But what mining actually
means in practice is not always easy to grasp.

In a nutshell, mining is the process by which transactions are verified and added
to the blockchain, for example to the Bitcoin public ledger. As a result, the
blockchain is a chain of blocks which contains data, and the transactions that are
verified in it.

Each blockchain works as a peer-to-peer network, made of nodes. A single node
is basically a machine combination of the hardware and software and every node is
able, at least to some degree, to store, create, send and receive data.

For the creation of each new block a special node called the miner has to solve a
specific task, the cryptographic puzzle. There are many different ways in which such
cryptographic puzzle can be structured. A common and popular one is the so-called
proof-of-work. All the miners are competing to make this block. But only the miner
who is firstly able to successfully construct the block and to add it to the blockchain,
gets a reward for his job. Because doing so requires a big computational power,
which means a lot of electricity is dispended, the miner is incentivized by the system
to add the block, so keeping the blockchain alive, with a reward, which usually
consists in coins (e.g. Bitcoin). This, at the cost to put at stake the goal to reducing
environmental pollution.

2 Part II. Governance and Regulatory Issues

This part focuses on issues raised by the advent of new economic and financial
instruments, developed thank to the new technologies. Particularly, this part will
deal with the numerous legal questions posed by the increasingly widespread use of
cryptocurrencies. In particular, it is necessary to qualify them in order then to
understand the legislation that can regulate their collection, their transfer or their
simple management. In this perspective, it is important to define the level of financial
privacy guaranteed by some “privacy coin” or by cryptocurrencies in general, in
particular in relation to traditional banking processes.

At this regard, it will be interesting to see whether financial privacy is, or will
become, a money laundering problem. Accordingly, one should question if the most
recent computer forensic techniques can support the local or the international
authorities in the fight against money laundering. Once the reference framework
has been clarified, it becomes interesting to relate cryptocurrencies and the most
recent initiatives of some Central Banks now active in the “coinage” of stablecoin
(i.e. e-Krona in Sweden).
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The ever-growing use of traditional crypto coins raises the problem of under-
standing whether, and to what extent, they can be used to replace traditional
currencies. The question concerns, in particular, the use of crypto in real estate
sales, as well as in the case of capital contribution or capital increase in companies.

Moreover, the issue of blockchain and its applications is particularly important
in relation to the regulation of payment systems and the role of national central banks
in monitoring and regulating the market. First decentralized system imposes a shift
in the way in which regulators think of the market, and also in the way in which they
intend to intervene in the financial sector. Second, new cryptocurrencies and stable
coins might also challenge the role of the State as the sole money printing authority,
as the Libra project by Facebook has demonstrated.

The absence of a regulatory framework as well as the volatility of the instrument
require the use of legal and non-legal provisions that can give certainty to the parties
of the transaction as well as stability to binding agreements. Consequently, the role
of legal operators changes, in the sense that an effort is required to subsume the new
instruments within the traditional legal categories.

A particular application of the blockchain technology in the financial sector is that
of the so-called Initial Coin Offerings (ICOs). The total funds raised by ICOs since
2016 amount to 31.6 billion dollars, 21.6 of which was raised in 2018, while in 2019
total funds raised around 3.1 billion. It is therefore important to assess what is the
role of national regulatory authorities, such as CONSOB in Italy, in this context. A
primary role that comes into play is the one of enforcing current regulations. The
Togacoin case is probably already the most known Italian case, but there have been
many other cases that were discovered to be merely frauds. Some of them have been
qualified as offers of financial products and in that case, they have been subjected to
the applicable provisions.

At this regard it should be noted that the development and diffusion of distributed
systems implies the passage from a context in which the identity of the parties is
public, while the transactions remain private, to one in which the transactions are
public, but the operators can remain anonymous. This requires a change in the legal
protection logic of the parties involved, directly or indirectly. This paradigm shift is
favouring the development of new credit protection programs; the use of blockchain
seems in fact to make it possible to guarantee, in terms other than traditional ones,
the transactions concerning the assignment of credits or their custody in portfolios
registered on blockchain platforms.

Ultimately, the possibility of guaranteeing the traceability of all operations
concerning a crypto asset, understood as a credit instrument, could profoundly
innovate the traditional methods of exchange of the latter. And also, the transfer of
such new instruments requires some understanding regarding the applicable taxation
regulatory system. Particularly, it is doubtful whether and how cryptocurrencies
transfer and exploitation either to buy goods, or to pay for services, will be object of
VAT. The analysis will focus on the European area, thus analysing the pro and cons
of applying European VAT system.
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The second part of the book deals with how traditional legal instruments are being
(supposedly) changed or anyhow affected by distributed ledger technologies.

Particularly, this part focuses on smart (legal) contracts and dispute resolution
mechanism platforms based on blockchain. The second section questions how new
instruments, such as cryptocurrencies and crypto asset, are to be qualified and how
they should be regulated.

As per the smart (legal) contracts, their nature and functioning is deeply scruti-
nized. At this date, smart legal contracts represent a new label: it seems that every
new (supposedly) contractual relationship can be carried out through a smart con-
tract. However, this new tool represents an instrument still surrounded by a lot of
uncertainty.

Smart contracts can be loosely defined as computer programs, namely software
developed through blockchain; as such, they normally store data, certified and
immutable. However, it is doubtful whether or not relations signed through smart
(legal) contracts have any legal validity and produce any legal effect. A comparative
analysis between a smart contract and a traditional contract is therefore essential.
Namely, it is of particular interest to understand at what conditions smart contracts,
within civil and common law system, can be deemed valid contracts. This can also
clarify if, and how, smart contracts can produce any legal effect.

To understand the legal implications of smart contracts it is mandatory to focus on
the technical language in which they are written along with the content within each
contract enacted. Following this line of reasoning, a change of perspective is then
required. To this end, it is necessary to understand whether informatic language can
mirror the complexity of human relations or if informatic language has to be
combined with natural languages (as is the case for the so-called Ricardian contract).

An appropriate qualification of smart contracts is important given that any
uncertainty can have negative impacts at the supranational level. Particularly within
the European union, it is still not clear whether or not EU Regulation Rome I and
Bruxelles I bis might apply to smart (legal) contracts in order to find the lex
applicable and the legitimate forum.

To answer this question, it is first necessary to have a uniform definition—
preferably at EU level—of smart contracts. Contrarily, in case the EU legislator
remains silent, the multiple approaches among the Member States will raise the
problem of forum and lex shopping. The same incertitude in applying old normative
provisions to new instrument, holds true with regard to some international private
law regulations on legal contract; namely, the Vienna convention on Contracts for
the international sales of good of 1980.

Given the above, it is legitimate to wonder about the state of the art with regard to
smart (legal) contracts qualification. Some legislators at both, national and suprana-
tional levels, have already tackled the issue by providing some definitions. Recent
attempts come from some US federal States (California, Vermont, Tennessee), along
with some UE member States (Italy, Malta).
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At the international level there have been some initial proposals too, by interna-
tional organizations such as IncoTerms 20.

Additionally, some attempts to regulate the issue trough soft law provisions have
been provided by the UNCITRAL model Law on electronic signatures. At first, it
seems that, despite some inevitable differences, in most cases, legislators have based
such proposals on existing provisions on digital tools—e.g. digital signature, elec-
tronic document—adapting them as needed.

With regard to the system of dispute resolution, the development of new tech-
nologies and, consequently, of blockchain are affecting also the way through which
individuals perceive justice and the way through which justice is delivered. It is
therefore of outmost importance to explore how the cultural approach has been
changed.

Firstly, it should be understood whether and how algorithms can be used before,
or during a legal proceeding; Secondly, it should be questioned whether a judgment
made by an individual—a Judge—can be substituted by one taken by a machine. In
this regard, some software solutions are already being used in some national Courts
in both EU and non-EU countries; pros and cons have to be carefully scrutinized.

From another perspective, Distributed Ledger Technology and blockchain are
posing a threat to the traditional system of dispute resolution. Namely, there have
been some projects developed on blockchain aimed at offering to their users’ fora
alternative to the domestic courts. It is therefore important to properly qualify these
projects from a legal perspective. It is indeed to be seen whether they comply with
international principles of procedural law.

As a matter of fact, it seems that most of them cannot be qualified as arbitral legal
proceedings given that they are based on game theory or on the shelling focal point,
without providing for any truly legal rules of procedure. As a consequence, their
outcomes should not produce legal effects among parties. This result might be
reached only if new rules of procedure are enacted according to, for instance,
international commercial arbitration rules (UNCITRAL/New York Convention).

4 Part IV. The “Sustainable’” Applications of Blockchain

This part scrutinizes in depth whether, and how, new technologies can be exploit in a
sustainable way, abiding by the Sustainable development goals as enacted in the UN
Agenda 2030. In this perspective, some considerations on blockchain and privacy
issues along with the new role played by legal professionals must also be dealt with.

The broad development of distributed ledger technologies, and blockchain in
particular, is modifying the dynamics of financial flows also in the field of human-
itarian aid. In this context there are projects, already implemented in the field which
use blockchain-based systems to undermine both the old system of transferring
funds from a country to another, normally a less developed one, and techniques
for doing micro finance.
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There are many aspects that are all equally interesting. Amongst these, on
concerns, in particular, the traceability of funds, from the donors down to the
recipients, as well as the possible geo-location of disastrous events and the conse-
quent definition of response times. The same tracking devices can also be guaranteed
in the event of fundraising and their subsequent transfer.

Given the increasing popularity of these tools, to achieve a development that is
truly sustainable, as required by the SDGs, the blockchain seems to represent an
important medium as long as the most widespread access is guaranteed. The
technical complexities of blockchain-based operating models is in fact a first great
obstacle to be overcome, especially if such systems are meant to replace the
centralized systems that have long been used in the field. This obstacle becomes
even more significant when the interlocutors, recipients of a given project, are
underdeveloped countries. In this sense, it is important to evaluate the role of
licencing agreements as well as explore the possible use of other tools to promote
universal access to the blockchain with all the benefits that can be derived from it
(interesting to deal with a project that combines the use of blockchain and human-
itarian aid/control of migration flows).

The potential of blockchain technology in relation to the pursuit of the SDGs can
be particularly appreciated also in relation to the dynamics of foreign direct and
indirect investments. The transition from centralized to decentralized technologies,
including distributed ones, introduces a radically different logic in how direct and
indirect foreign investments are made and carried out; among other things, these
technologies are fostering a change in the direction of the monetary flows, which are
increasingly being directed towards developing countries to implement sustainable
projects based on the blockchain. This change concerns both the strictly infrastruc-
tural aspects (such as investment) and the involvement of institutional and private
actors.

This scenario is well demonstrated by the many projects that are actually pursuing
SDGs through blockchain. Amongst these, we can recall what is being done by the
ESA, whose mission is to develop world-class Earth observation systems addressing
scientific and societal challenges with European and global partners. One of the
major lessons learned from the 2015 Millennium Development Goals (MDGs) has
been the importance of data in the development agenda. Despite some significant
improvement, critical data for informed policy making on development policies
were still largely lacking especially in the developing world. A report requested by
the UN Secretary General to analyse the data gaps and challenges, was published in
November 2014 with the title “A World That Counts: Mobilising the Data Revolu-
tion for Sustainable Development”. The report stressed the importance to have a
UN-led effort that would mobilize the data revolution for all. The report also
recognized that new technologies (including geospatial data and Earth Observations)
are changing the way data are collected, analyzed and disseminated. In January
2017, the UN organized the first World Data Forum (WDF) on Sustainable Devel-
opment Data. To be highlighted is the necessity to enhance capacity building in
countries facing high data challenges, to modernize the national statistical systems,
to encourage NSOs to embrace open data initiatives, to mainstream new
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technologies and new data sources in the activities of the NSOs, and to integrate
geospatial data (and Earth Observation data) into statistical production programs at
all levels.

On the other hand, however, DLT and blockchain could also impair the accom-
plishment of the SDGs. Reference is made to the goals n. 7 (affordable and clean
energy) and the goal n. 13 (climate action).

Indeed, a blockchain such as Bitcoin consumes as much energy as that consumed
annually by a small developed country. The consensus mechanism developed
through, for instance, the proof-of-work is indeed energy consuming; as such, we
either only favour blockchains based on energy-efficient consensus mechanisms, or
each user shall bear the negative environmental externalities produced by the use of a
non-efficient blockchain. This might mean that, for example, each user shall pay for
the pollution produced by each transaction. In case of lack of legislative action in this
filed, there is the concrete risk that blockchain’ exploitation will soon become
unsustainable.

The present volume also tackles the issue of blockchain and privacy. At present,
these two fields seem indeed to be particularly connected to each other: the former
might put at risk the latter; the concept of privacy now requires to be understood, and
protected, in the light of the peculiarities of distributed ledger technologies.

As seen with regard to cryptocurrencies and crypto asset transaction, blockchain
seems to allow individuals to act in manners not necessary falling in line with the
GDPR. And the same conclusion may be reached if considering the U.S. regulations
on privacy. Almost everywhere, data ownership issues along with the applicability
of some rights, such as the right to be forgotten, raise the interest of both the general
public and of practitioners and lawyers. In this regard, in some EU jurisdictions, the
case law has for now endorsed a loose approach, thus guaranteeing only a partial and
geographically limited right to privacy. In this regard, it is interesting to see whether
and how these developments will impact daily relations, at least within the EU.

Lastly, the book considers if and how the use of DLT and blockchain may affect
the way in which traditional legal professions are carried out. Namely, it should be
assessed whether and how the development and the overwhelmingly widespread of
blockchain technology has been putting at stake the way through which old legal
professions have been traditionally carried out, in particular the one of “notaries”.
The question raises due to the fact that blockchain has the capability of guaranteeing
transactions without a third-party certifying authority. Consequently, data registered
on a block are certain, because certified through the system, and immutable. Accord-
ingly, it has to be seen wither notaries should adapt and innovate their activities to
consider the new solutions made possible by blockchain and, generally speaking,
distributed ledger technologies.

The contributions are rounded off with a conclusion discussing the pros and the
cons of blockchain technology. At this time it appears that there is a balance between
the two. While trying to reduce its downsides, national and international legislation
should aim to integrate as much as possible the new economic, financial and legal
instruments made possible by DLTs. The desired outcome should be to make it
possible to seamlessly use these new tools along with the more traditional ones.
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1 Introduction

G. Tomasi di Lampedusa was an Italian writer from Sicily who lived in the first half
of the last century when Italian society was on the verge of change.' At that time, the
need to blur the line between the rich and the poor, the noble and the bourgeoisie was
strong and widespread. The latter were gaining their ‘place’ in high society: someone
who was born the son of a farmer could indeed die as the owner of buildings and
land. This was a deep shock for those noblemen who had always relied on the past
glory and wealth of their ancestors; accepting that something was changing meant
they had to welcome the ‘newcomers’ and blend in with them. With this picture of
society in mind, G. Tomasi di Lampedusa, described the ability of a person to adapt
to the status quo, writing: “Changing things so everything stays the same”. Those
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who were not capable of accepting change and acting accordingly, risked indeed
failing and losing everything.

This glance at history leads us to scrutinize the challenges that states are now
facing when tackling the issues—Ilegal, economic and social—raised by the impres-
sive growth in technological innovation.” In particular, this analysis will focus on
blockchain protocols which are a type of Distributed Ledger Technology (DLT).?
The intrinsic features of these technologies make it difficult to find a proper way to
regulate them (they are transnational, distributed, without a center, and they are
based on anonymous-pseudonymous transactions).

This analysis starts from the assumption that DLTs in general, and blockchains in
particular, are not a space that cannot be regulated. The history of the internet has
taught us that borders, governments and authorities will extend as much as they can
whenever a legal intervention is possible. Accordingly, these new technologies too
will soon (and somehow already have) proved not to be something existing in a
vacuum; on the contrary, they are linked to all that was before and still is. The
question is how to connect the two worlds: the old traditional one and the new one,
which is bringing with it “a paradigm shift” to the way people think, pay, trade and
connect with each other.

DLT and blockchain protocols could indeed affect the financial, legal, economic
and social sectors: a number of applications in many fields could be developed
thanks to blockchain technologies. Reference is made, for instance, to smart (legal)
contracts, cryptocurrencies,’ Initial Coins Offering (ICOs) and Security Token
Offering (STOs).” Each of these applications allow the development of legal
and/or paralegal tools, which in some way correspond to traditional ones. As a
consequence, once the correspondence is found, proper regulation is needed that
either follows the technological neutrality approach;® or through the enactment of ad
hoc legal provisions, follows an approach at both the national and international level.

’DiMatteo et al. (2019), Schrepel (2019), Szostek (2019) and Kraus et al. (2019).

*Natarajan H et al., Distributed Ledger Technology (DLT) and blockchain, mber 2017. See http:/
documents.worldbank.org/curated/en/177911513714062215/Distributed-Ledger-Technology-
DLT-and-blockchain

4Wang F. et al., Financing Open Blockchain Ecosystems: Toward Compliance and Innovation in
Initial Coin Offerings, 2018. Bertoli (2018), pp. 395-428; Chaum (1983), pp. 199-203; (2014) The
economics of digital currencies. http://www.bankofengland.co.uk/quarterly-bulletin/2014/q3/the-
economics-of-digital-currencies. Ali R. et al. (2014) Innovations in payment technologies and the
emergence of digital currencies.

3(2019) Crypto-assets need common EU-wide approach to ensure investor protection.
pp- 157-1391. Jabotinsky (2018) and Philipp and Chris (2018). European Parliament (2016) REP
ORT on virtual currencies.

5The term was first used to describe the scope of the US Electronic Communications Privacy Act
1996. In synthesis the technological neutrality approach sees technological improvement as a tool
that is different from those that were available before. Being just a question of form, they can be
regulated according to the normative provisions already in force which simply have to be amended
to include the new tools. As such, there should be the same online and off-line rules. To see an
example of the technological neutrality approach see the UNCITRAL Model Law on Electronic


http://documents.worldbank.org/curated/en/177911513714062215/Distributed-Ledger-Technology-DLT-and-blockchain
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This analysis aims to scrutinize whether and how blockchain applications can
also affect the traditional system of governance. The question arises because each
blockchain protocol, while developing a certain application, also constitutes an
autonomous blockchain based organization, pursuing its own aim and with its own
rules of functioning.

Reference will be made to the so-called Diffuse Autonomous Organizations
(DAOs), which are a species of the genus Diffuse Autonomous Applications
(DApps). The aim is then to show that there is no legal standing to the claim that
each blockchain constitutes an autonomous legal system detached from traditional
ones.” Each blockchain constitutes, instead, just an organized network of relation-
ships amongst people who do not know each other but who trust the technology.
Moreover, given that these relationships might also produce some legal effect, each
blockchain corresponds to an organization having the characteristics of a legal
partnership, which is the oldest business entity.® Likewise, in the off-chain world,
and also in the case of a blockchain based partnership, each participant exercises
some power corresponding to the powers of the legislative, the executive, and the
judiciary. This analysis will show that no blockchain can get rid of normative
provisions issued at an international or national level, nor can they avoid national
jurisprudential intervention.’

This analysis will question how on-chain rules, enacted within the blockchain, or
other protocols linked to it, will apply along with the off-chain ones, which are the
legal provisions enacted within legal systems—either national or international—to
which the blockchain is linked.

To develop the analysis, Sect. 2 will focus on how blockchain technology works;
then, Sect. 3 will scrutinize the role of each participant, highlighting the different
level of power at his/her disposal. The subsequent Sect. 4 will analyze Decentralized
Autonomous Organizations (DAOs), questioning their nature and the forms of
governance they provide. Section 5 will then examine the DAO (“the Entity”)
case, scrutinizing in particular the application of on-chain rules; Sect. 6 then analyses
the potentially applicable off-chain rules. Lastly, Sect. 7 will scrutinize whether it is
possible to compare blockchains on-chain rules and the lex mercatoria in order to

Transferable Records. https://www.uncitral.org/pdf/english/texts/electcom/MLETR _ebook.pdf;
Kresse (1987), Reed (2007) and Ali (2009).

7Zamfir (2019).

8Sjostrom Jr (2016) and Drake (2013).

US: U.S. Court of Appeals for the first Circuit (2001). Sec v. SG Ltd, 265 F.3d 42, 46,
13 September, 2001; U.S. southern district Court of Florida (2018) United Corporation v. BITM
AIN ING, et al., case 1:18-cv-25106-KMW; Italy: Brescia first degree Court (2018). decree 7556/
2018, 18 July 2018; Florence, first degree Court (2019) Judgment n. 18/2019, 21 January 2019;
Brescia Court of Appeal (2018) decree no. 207/2018 endorsing first degree judgment; France:
Nanterre Commercial Court (2020), decision 26 February 2020; Paris court of Appeal (2013), case
n. 12/00161 SAS Macaraja c¢/SA Credit industriel et commercial, 26 October 2013 (see here: https://
www.lesechos.fr/finance-marches/banque-assurances/la-justice-francaise-assimile-le-bitcoin-a-de-
la-monnaie-1182460).
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understand whether the former share characteristics which render the latter a net of
laws and principles which are accepted and applied by the whole community of
merchants. Some conclusions will then be provided.

2 Blockchain: Understanding the ABC

Blockchain technology is a species of the genus DLTs; as such, it refers to a
particular way of structuring and trading data in a distributed manner.'” Also, the
blockchain is the most well known and most often used DLT; the notorious first
public blockchain ever released to the public was Bitcoin. Back in 2009, the not
widely known Satoshi Nakamoto released the Bitcoin White Paper offering the
public a new way to trade money.'' The release had a disruptive effect: it was
immediately clear that the technology developing and running Bitcoin represented a
shift from internet protocols to other protocols. Indeed, currently, a transition from
the internet to other protocols (e.g. blockchains) can be observed. The main differ-
ence between internet and blockchain protocols lies in what is the object of the
transfer. Both allow the transfer of data, however, internet data is a series of bits
corresponding to information, while blockchain data corresponds to an asset, both
material and immaterial. Also, data on the internet is shared and used x number of
times by y number of users, while tokens representing goods on a blockchain are
either mine or yours. As such, blockchain technology has re-implemented the
“artificial scarcity” of digital goods.'” In actual fact, copyright laws represented
the first attempt to craft the “artificial scarcity” of information: the reproduction of
works was prohibited without the author’s consent. However, due to the ease of
reproducing identical copies, copyright infringement has become quite common and
alternative technological measures of protection are used, such as digital rights
management.”> Viceversa, blockchain technology has the potential to effectively

UK Cryptoassets Task Force (October 2018) final report, available here: https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment_data/file/752070/cryptoassets_
taskforce_final_report_final_web.pdf; see also UK Jurisdiction Task Force (2019) Report Legal
statement on cryptoassets and smart contracts, available here https://www.lawsociety.org.uk/news/
stories/cryptoassets-dIt-and-smart-contracts-ukjt-consultation/; FATF (2014) Virtual Currencies
Key Definitions and Potential AML/CFT Risks. See Handerson and Raskin (2019). University of
Chicago Coase-Sandro Institute for law & Economics Research Paper No. 858. Available here
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3265295. Annunziata (2018).

"'Nakamoto (1997).

?Morales A. (2018). Thinking Too Small: When Digital Scarcity Hurts The Future of Blockchain
Games. Medium. De Filippi and Hassan (2018) and Ammous (2018).

13Ryade:l (2019). DRM — when it’s legit to remove it and how to do that. Medium.
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3265295

Blockchain Based Organizations and the Governance of On-Chain and Off-Chain. . . 17

implement ownership protection of digital data and this, in turn, might lead to a
revival of the first sale doctrine (the so-called principle of exhaustion).'*

Understanding what lies behind each and every blockchain protocol requires
knowledge in, at least, computational law, computer science and computer engi-
neering.'” For the aims of the present analysis it will be enough to understand two
technological aspects: how blockchains work (namely what does a distributed ledger
on a blockchain mean) and how are blockchains managed. The latter aspect will be
discussed in the next section.

With regards to how blockchains work, the technologies used to develop a
blockchain are the result of already existing technologies. That is to say that
blockchain protocols did not come out of the blue; instead, they are the unique
combination of old technologies already developed to build decentralized networks.
In a nutshell, each blockchain is a technology that is not guaranteed neither by a
central bank nor by a public authority. Instead, it is a P2P network operating through
a decentralized structure in which each participant (be it a node, a block or a peer) is
contemporarily a supplier and a consumer of data and/or information. Actually, P2P
networks were already available before the release of the first blockchain (see torrent
or Napster);'® however, blockchain protocols are something more. Indeed,
blockchain protocols allow the trade of tokens representing values or goods, while
P2P networks usually allow the transfer of already existing data.

In extreme synthesis, blockchains are a distributed database, joined by a network
of computers, called nodes, located everywhere around the globe.'” Each node
retains identical copies of the whole ledger. As a result, the ledger is contemporarily
shared by all. Using a figurative representation, each blockchain is made up of
blocks storing any data or information that is used to perform the operation or
transaction to which they are linked (it could be a certification, the transfer of
property or any other contract).

A transaction occurs when interested party exchanges their corresponding public
and private key:'® the exchange is possible thanks to the cryptographic puzzle which
allows the forwarding of encrypted messages—containing the transaction—between
two parties.'”

“Within the European Union, see the European Union Directive, 2001/29/EC of the European
Parliament and of the Council of 22 May 2001 on the harmonization of certain aspects of copyright
and related rights in the information society. O.J.L 167; within US, see: U.S. Copyright Act (2016)
paras 17 et 109. See Rivaro (2014). Heath C. (1999). Parallel Imports and International Trade.
Lehman (1995) and Ficsor (2002).

5Xu et al. (2019), Aaronson (2013), Goldwasser et al. (1989) and Goldreich and Oren (1994).

1°Lambda (2018). P2P Network Systems- A Go-To Guide for Understanding How They Work.
Medium.

Low and Mik (2020).
8Goldreich et al. (1997).

'YAs clearly synthesized by the EBA: “a Bitcoin transaction occurs through a two-step phase: -
Person A holds in a digital wallet ‘public’ and ‘private’ keys, generated via cryptography. Person B
also holds ‘public’ and ‘private’ keys. The private keys are used to control the ownership of their
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After the exchange occurs, miners work to approve the validity of the transactions
that users have requested to be added to the blockchain. The miners have therefore to
certify that the data encrypted in the transaction between two parties is correct. For
instance, the miner checks that the object of the transfer, distinguished by a given
code, has not already been transferred to a third party. Once a miner finds the
solution it asks all the other miners to agree. This is the so-called “consensus
mechanism”. In this regard, the consensus mechanism was originally meant to
frame a participative democracy, where all users could exploit the same power.
However, the actual functioning of the consensus mechanism seems to be different.
The one developed by Nakamoto is called Proof of Work (PoW): here a miner solves
the cryptographic puzzle, then the transaction is approved if the majority of miners
plus one reaches a consensus on the solution.?’ The miners who have more chances
to solve a transaction are those who can exploit more computational energy: the
more energy a miner uses, the higher its chance to be the first one to solve the
cryptographic puzzle.”' Aside from the unsustainability issue, this consensus mech-
anism also has another shortcoming, namely that the majority + 1 of miners forming
the consensus risks not being a truly democratic solution.”> The majority of the
miners could indeed be part of the same miner’s factory or they can be part of a
parallel group acting to form a majority, in case of need, when deemed convenient.*?

Aware of the above-mentioned shortcoming, developers have started to frame a
different consensus mechanism, called Proof of Stake (PoS).** According to this
mechanism each miner’s vote has a different weight. The weight depends on the
stake (which is equal to the sum of participation in the chain) at the miner’s disposal:
the more participation it has, the more its vote counts. Such a consensus proved to be
plutocratic, to say the least: power depending on how much a miner has already
earned.

To use a figurative representation: let’s imagine that a sum of money, a property
title of ownership, is transferred from A to B and subsequently to C. Irrespective of
the type of contract (loan, purchase agreement etc.), all the information enabling

respective Bitcoins. Public keys are essential for identification and private keys (which are kept
secret by the holders) are used for authentication and encryption.—Person A generates a transaction
that includes A’s address, B’s address and A’s private key (without disclosing what A’s private key
is). The transaction is broadcast to the entire DLT network, which can verify from A’s private key
that A has the authority to transfer the crypto-asset to the address it is sending from”. See EBA
(2019), Report, quoted, at. 9.

2%Buterin (2018) On Public and Private Blockchains. Ethereum Blog, 2015. Duffield and Hagan
(2014) and Bonneau and Miller (2015).

2lde Vries A (2018) Bitcoin’s Growing Energy Problem | Elsevier Enhanced Reader, pp. 801-805.
22yukolic (2016).

23The attempt towards the democracy of the blockchain system was made clear, by the time it was
discovered that the Bitcoin code contained a bug potentially allowing miners to maliciously inflate
Bitcoin’s supply. See BitcoinCore (2018). CVE-2018-17144 Full Disclosure at https://bitcoincore.
org/en/2018/09/20/notice/. See Yermack (2017) and Wright and De Filippi (2015).

2*Buterin (2018). The Ethereum so-called Casper will eventually convert Ethereum from a Proof of
Work to a Proof of Stake; the decision is easy to grasp. See: https://github.com/ethereum/casper.
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each step is stored in a dedicated block. The information stored in blocks A, B and C
have the same base but: block B contains something more than block A; and block C
something more than block A and B. This “something more” is the last transaction
validated and appended to the block, after the consensus has been reached.

Therefore, the added value guaranteed by the blockchain is in its functioning:
each block contains a hash of the prior block in the blockchain. Miners are in charge
to ensure that all data in the overall blockchain has not been tampered with and
remains unchanged. Therefore, the truthfulness of the information encrypted in the
blocks is certified by third parties without the need to involve any central authority.
Plus, each transaction is public (namely every user can see what, when and how a
transaction has occurred) but no one can see who has made the transaction.” In this
regard, it should be noted that the development and diffusion of distributed systems
implies the passage from a context in which the identity of the parties is public, while
the transactions remain private, to one in which the transactions are public, but the
operators can remain anonymous. This requires a change in the legal protection logic
of the parties involved, directly or indirectly.

To date, there exist different types of blockchain: a blockchain can be
permissioned or permissionless.”® A permissioned blockchain works pretty much
as a private intranet: users can be part of the intranet only if they abide by the
prerequisites required by the blockchain itself.?” The use of permissioned
blockchains seems to be preferred by big companies, such as IBM, which are now
developing different types of private blockchain to better manage their activities.
Viceversa, permissionless blockchains are the ones truly mirroring the idea of
disruption to the nation state: public permissionless blockchain protocols are based
on cryptography and guarantee immutability, decentralization and pseudo- anonym-
ity.28 All of this, without the need of a center of control. All these features should
have led to a “virtual” society: open to all and making all equal. In fact,
permissionless blockchains allow the entrance of n importe qui who, using pseudo-
nyms, can trade and update the chain.

What is of much interest, with this technology, concerns the object traded: each
blockchain allows the exchange of so-called cryptoassets.”” To date, there is not a
single agreed definition of cryptoassets. In a broad sense, cryptoassets are a digital
representation of actual goods, or of a value (a credit’®) or they are a digital

2Low and Mik (2020).

2%Lai and Lee (2018) and XXu et al. (2017).

27Antonopoulos (2017), p. 50.

2Bod6 and Giannopoulou (2019), Tapscott and Tapscott (2016) and Swan (2015).

OCSE (2010). The tokenisation of assets and potential implications for financial markets; EU
(2019). Consultation document on an EU framework for markets in crypto-assets available at:
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/
2019-crypto-assets-consultation-document_en.pdf; Chimienti et al. (2019), Spink et al. (2019), Vos
(2019) and Robinson II (2019).

3 Amongst others, WizKey, an Italian based company, has developed an Ethereum-based
decentralized network that serves financial transactions and achieves other financial processes


https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/2019-crypto-assets-consultation-document_en.pdf
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/2019-crypto-assets-consultation-document_en.pdf
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representation of blockchain native goods, or of a native contractual right, such as
Bitcoin or other cryptocurrencies. Native blockchain cryptoassets are usually issued
through so-called Initial Coin Offerings (ICOs) and they are referred to as tokens.
According to their characteristics, tokens can be distinguished as exchange, security
and utility tokens.®' Exchange tokens usually correspond to cryptocurrencies; secu-
rity tokens amount to investment in a certain activity. These may correspond to
transferable securities or financial instruments. Utility tokens might represent
existing physical goods. Accordingly, each category is subject to the normative
framework provided for the instruments to which the cryptoassets correspond.

3 Follow: Blockchain Participants’ Power and Obligations

For each blockchain a number of participants take part acting behind the veil of
pseudo-anonymity.**> The combination of digital signatures and private and public
cryptographic keys make it possible for a participant to store information and trade
without being obliged to share their identity. The proper functioning of a blockchain
disregards parties’ identities.

Each participant therefore plays a different role in developing and running the
blockchain. At this stage of technological development, it is safe to distinguish three
categories of participants: core developers, miners, and users. Each category has its
own functions and exploits a different level of power.™

Core developers are those who have developed the original blockchain protocol:
they have written the original code which prescribes, for instance, the size of a block
or the reward miners get for solving and adding a transaction to the blockchain. Also,
developers can propose changes in the chain to the Community (see for instance the
Blockchain improvement proposal to the Bitcoin blockchain® (BIP) or the

such as securitization, factoring and covered bond issuance. See: https://www.wizkey.io/en/plat
form/; see also the projects developed between Banks and financial institution: https://cryptonomist.
ch/2020/03/18/banca-sella-bitcoin-hype/; https://www.coindesk.com/intesa-sanpaolo-trade-data-
bitcoin-blockchain?amp=1.

31ys: U.S. Court of Appeals for the first Circuit (2001). Sec v. SG Ltd, 265 F.3d 42, 46,
13 September, 2001; U.S. southern district Court of Florida (2018) United Corporation v. BITM
AIN ING, et al., case 1:18-cv-25106-KMW:; Italy: Brescia first degree Court (2018). decree 7556/
2018, 18 July 2018; Florence, first degree Court (2019) Judgment n. 18/2019, 21 January 2019;
Brescia Court of Appeal (2018) decree no. 207/2018 endorsing first degree judgment; France:
Nanterre Commercial Court (2020), decision 26 February 2020; Paris court of Appeal (2013), case
n. 12/00161 SAS Macaraja ¢/SA Credit industriel et commercial, 26 October 2013 (see here: https://
www.lesechos.fr/finance-marches/banque-assurances/la-justice-francaise-assimile-le-bitcoin-a-de-
la-monnaie-1182460).

32Wright and de Filippi (2018) and Narayanan et al. (2016).

3Schrepel (2020) and Shirky (2011).

3*To understand how a Bitcoin improvement occurs see: https:/github.com/bitcoin/bips.
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https://github.com/bitcoin/bips
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Ethereum improvement proposal (EIP)*®). In fact, just like any other technological
tool, blockchains too need to be the object of minor or major updates which result in
a change in the blockchain protocol.

Miners are those who allow the functioning of the blockchain, they create the
chain. Accordingly, acting individually or as part of a so-called miner’s factory,>®
miners exploit the computational power of their devices to solve the cryptographic
puzzle covering all transactions occurring within a blockchain. Miners do not care
about the content of the transaction: within the blockchain environment, the valida-
tion process does not have a legal value meaning it does not certify the legal validity
of the transaction. On the contrary, the validation process refers to the automated,
deterministic process of confirming that certain technical conditions have been met.
The validation occurs when miners have certified that the new transaction contains
all inputs and outputs of the previous ones, plus something more. Besides, miners
also have the power to accept or to refuse all proposals raised by developers which
significantly, or slightly, amend the blockchain. In both scenarios, when they
validate a transaction or when they approve or reject a proposal, miners operate
without any agreement; as such they can freely decide whether or not to mine. The
decision depends on how much they can exploit from their mining activity.?’

Lastly, users (also called nodes) are individuals who act in the blockchain by
making transactions. Users can also exercise a limited power of choice: they can
approve the way in which the chain is administered by staying and trading in the
blockchain; or they can boycott the chain, using their exit power and selling the
cryptoassets traded in the blockchain to which they were parties.® Plus, when they
are requested, they can express their opinion regarding the updates proposed by
developers. They cannot formally approve or refuse the change; however, they can
express their view.

From the above scenario, it follows that each participant enjoys different powers,
depending on its role.

To better grasp how core developers, miners and users get actively involved in a
given blockchain development, reference will be made to the case where a change in
the protocol occurs. In a blockchain based organization, changes are the result of
either soft or hard forks: each leads to something similar to a “software update”. A
soft fork represents a minor change in the original blockchain protocol (it could
perhaps correspond to a change in the layout). Viceversa, a hard fork implies a
switch; for example one line of blockchain becomes two. Both kinds of fork result in
a change to the way a given blockchain works.*

With regards to the former, the timeline for allowing a minor change in the
blockchain protocol is the following: a blockchain core developer proposes changes

3>To understand how an Ethereum improvement occurs see https:/eips.ethereum.org.
SWrigley (2020).

37 Antonopoulos (2017), p. 26.

3Rodrigues (2019).

**Low and Ernie (2017).
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to, for instance, boost the chain capacity or to ensure the blockchain’s dominance. To
be implemented, this soft fork is submitted to a first informal approval by the users’
community. The change is proposed and explained in the blockchain forum where
users can express their positive or negative judgment. Then, the change is subject to
the miner’s approval. It goes without saying that usually miners follow the majority
decision expressed within the user’s community. It is important to note that, in a case
where the soft fork is approved, users are not obliged to abide by the changes.
Instead, they can pursue the old version while still remaining part of the chain. In
fact, after the fork, the resulting chain is still compatible with the previous version.

A hard fork is slightly different because it leads to the development of a new
protocol that is incompatible with the previous one. Hard forks can be either
planned, or controversial. The former is proposed when major changes are needed
to guarantee the survival of the chain itself. The latter mostly occurs in response to an
attack committed by an unknown source to the detriment of the original blockchain;
the attack breaches the functioning of the original code, forcing a transaction
favorable to the attacker, but not requested by users. This scenario can lead, as
indeed it has led, to fraud and theft.** Some forks have been also been the object of
judicial proceedings: a US district court of the southern district of Florida had to rule
“on a (alleged) knit network and organization to manipulate the market for Bitcoin
Cash effectively hijacking the Bitcoin cash network, centralized the market, and
violating all accepted standards, protocols and the course of conduct associated
with Bitcoin since its inception A

When a breach in the protocol occurs, developers can propose a so-called “goes
back™: this will restore the situation as it was before the attack, deleting the
fraudulent transaction. This decision might appear to be against the principle of
the immutability of the protocol, no matter what. In other words, according to the
ideas circulated when blockchain technologies started to emerge: one of the princi-
ples of crypto law was the sacrosanctity of the original code;** accordingly, no
discussion might ever arise concerning its change. This approach might seem—as
indeed it is—slightly repulsive towards the idea of democracy, participation and the
exchange of political views. However, due to this reason, not all users might be in
favor of the “goes back”. In fact, the “goes back” is against the prerequisite of
blockchain immutability; as a matter of principle the protocol cannot be broken.
Accordingly, some miners might vote in favor and some against the fork. As a result,
the very same blockchain will be divided into two autonomous branches, sharing the
same origin, and users can decide autonomously where to stay.

“OFor some hard fork examples see: Ethereum blockchain forking permanently into Ethereum and
Ethereum Classic (2016); Bitcoin forked into Bitcoin (BTC) and Bitcoin cash (BCH) in 2017. Also,
the same year, it forked again into Bitcoin gold (BTG) forking and merging with ZClassic which in
turn was a fork of ZCAsh: together they formed in 2018 BTCP.

41USSDC of Florida (2018) United Corporation v. BITMAIN INC, et al. case 1:18-cv-25106-
KMW.

“2SKlaroff (2017).
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From the above it derives that each participant to the blockchain has its own
prerogative and exploits different powers. In a blockchain “legal” system, devel-
opers act as the legislators, miners as those exploiting judiciary power, while users
act as the executive power.”> Each category has its own interests, sometimes
conflicting with the other categories: developers are free to be, or not to be, interested
in the development of a blockchain. They gain if the blockchain works properly and
in an effective way but if this is not the case, they can just disregard it. Users have an
interest in the increase in the value of the cryptoassets traded in the blockchain. The
more they gain, the more they have an interest in not exercising their exit power.
Miners have the most power: they know how to solve cryptographic puzzles,
therefore they know how to certify and to add transactions. Plus, miners are those
who approve or reject both minor and major changes. Contrary to users, miners
receive a fee for each transaction solved so it is in the miners’ interest to solve more
puzzles, in less time. This, notwithstanding that the result will be a decrease in the
blockchain’s cryptoasset value. Miners’ power to solve a transaction depends on the
consensus mechanism applied to the blockchain and the consensus mechanisms so
far provided pursue anything but democracy, equal participation and the equality of
parties.

The proof of work is high energy consumption, which is possible only for miners
running expensive and highly sophisticated devices capable of creating and validat-
ing blockchain transactions. Plus, a group of miners can easily agree to form the
majority, so cancelling out any true democracy of the system. However, as it is, the
proof of stake consensus mechanism also does not seem to pursue the ideal of
democracy and equal participation in a free society. The vote of miners with a higher
stake (meaning blockchain cryptoassets) counts more than others.

The analysis of how the blockchain protocol works and what is the role of each
user, has led to a first conclusion: blockchain systems are truly decentralized but not
as participative and equal as expected.

4 DAOs: Nature and Governance

Human beings have always felt the need to be part of a community regulated by legal
provisions, which could be the expression of natural rights or of rights set by a
God,** or enacted by a government, a tyranny or a monarch. As to the substance,
rules have conferred rights, imposed obligations or defined relationships between
private parties, operating within the same state or acting in different states. Rules
have also regulated relationships between private parties and sovereign states.
Lastly, rules have defined relationships between states in time of war and peace.

$Zamfir (2018) and Szabo (1997a, b).
“Gardner (2012).
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Notwithstanding the multitude of rules, all have always shared the ‘juridical ethos’
of achieving justice, ‘iustitium’, through the settlement of disputes between parties.

Blockchain technology was conceived to be disruptive to central authority and
the traditional (allegedly) unequal organization of society. According to those
defending the ideas lying behind distributed technologies, blockchain protocols
should favour the constitution of a new form of social organization managed only
by the rules enacted within the original blockchain code, written in the smart
contract. This will also lead to a new system of governance: the governance of
infrastructure, which is based on no party trust.*’

To confirm the above assumption, it should be questioned how governance is
enacted within blockchain based organizations: namely, it should be analyzed
whether they run according to “internal” rules only, or whether they also abide by
the principles of the legal system to which they are linked.

The blockchain technical name to qualify blockchain based organizations is
Distributed Autonomous Organization (DAO), which are a kind of so-called Dis-
tributed Autonomous Application (DApp).*® The latter are computer applications
which run in a distributed way; the first DApps were released at the beginning of the
new millennium (see BitTorrent, PopCorn) and ran on a P2P system on numerous
PCs. Today, a P2P system can also run on blockchain protocol.*’

A DApp becomes a DAO when the smart contract containing the rules of
functioning also provides for rules of governance.*® In other words, a DAO is
a decentralized application that runs thanks to blockchain protocol and constitutes
a new kind of organization among its participants. DAOs are developed to pursue a
defined aim, or they pursue an interdisciplinary aim, combining legal, social,
political and economic aspects. Also, DAOs can run either for profit or for no
profit.** In both scenarios, they allegedly pursue their ultimate interest without any
central authority. The communality of vision and of aim seems to render DAOs
similar to the common law system’s partnership.

“PFinck (2018), De Filippi and McMullen (2018), Beck et al. (2018) and Merkle (2016).

4To better grasp the concept of DApp, see: https://ethereum.stackexchange.com/questions/383/
what-is-a-dapp. As DApp examples see: Gnosis, Gnosis Ltd., last updated Jan. 2018. gnosis.pm;
Civic, Civic Technologies, Inc., 2018. www.civic.com; and CryptoKitties, Axiom Zen, n.d. www.
cryptokitties.co.

#TThe Swarm city: a blockchain based “city” grounded on a smart contract deployed on blockchain.
The city functions as a marketplace; through blockchain technology it allows people—the partic-
ipant—to communicate, to trade and to earn external reputation (see https://swarm.city).
48Schiller (2018), Savelyev (2017), Riihl (2019), Di Ciommo (2018), Woebbeking (2019), Schrepel
(2019), Levi and Lipton (2018) and Mik (2017).

“9See The LAO (2019a, b). A taxonomy for LAOs: making sense of the emerging LAO ecosystem
(available here: https://medium.com/@thelaoofficial/a-taxonomy-for-laos-making-sense-of-the-
emerging-lao-ecosystem-1122b035fela).
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In a nutshell, DAOs correspond to a set of processes and rules enacted in a smart
contract and operating autonomously on a blockchain.>® With regards to the rules of
governance, these lie at multiple levels, being both on-chain and off-chain.

The on-chain rules are provided on a two-level field, and the combination of the
two levels forms the governance by the infrastructure.

At the first level there are the endogenous provisions, written in code and enacted
within the White Paper; each DAO has one and it corresponds to its “founding
chart”. Per praxis, these provisions are based on economic incentives (so-called
cryptoeconomics’') and game theory:>* they provide for specific incentive structures
to reward the good behavior of participants. In fact, cheating or committing fraud is
economically not convenient and time and energy consuming.’” In a case of cheating
committed by a participant, blockchains have rules to punish them; for instance,
miners could agree not to process a transaction requested by blacklist participants.

At the second level of on-chain provisions there are those provided for by the
rules of the other platforms on which the DAO is linked. They form the on-chain
exogenous rules because they are imposed outside the DAO reference community.

These exogenous on-chain rules are binding on the DAO. In fact, to function, the
DADO itself requires multiple layers. The internet protocol is the first. It is a fact that
blockchain protocol, as any other protocol, relies on the internet: therefore, it cannot
ignore the internet level of governance. Internet governance can be exercised in
multiple ways. The co-called internet service providers (ISPs) can control the
transportation layer of the internet, they can target certain operations or they can
adopt certain network management practices. These could affect the operation of a
given blockchain system too. Reference is made to the internet governance capabil-
ity to determine who can take an active part in a protocol; for instance, each user has
a data cap which corresponds to the maximum amount of data that it can transfer
monthly. Also, ISPs can prioritize services which have paid for priority (while
downgrading the content that competes with their offerings). Mechanisms such as
this are quite diffuse on ISPs even if they are against the alleged principle of net
neutrality according to which (allegedly) all traffic on the internet should receive the
same priority.”* Plus, there is the so-called deep packet inspection (DPI) which can
examine the content of data, transferred by users. Once tracked back, content of the
given packet can be examined, even if encrypted. All these affect the blockchain’s
operation also.

The above-mentioned internet governance features can indeed unduly affect the
operation of a blockchain based organization; it suffices here to recall that

50Smith and Barrett (2016).
S!Mik (2017) and Zamfir (2015).
52Tadelis (2013).

33Szabo (1997a, b).

5*Wu (2003). To a clear summary on where is the US Congress and Supreme Court with regard to
the net neutrality bill, see: the WIRED Guide to Net Neutrality (2018) available here https:/www.
wired.com/story/guide-net-neutrality/.


https://www.wired.com/story/guide-net-neutrality/
https://www.wired.com/story/guide-net-neutrality/

26 B. Cappiello

blockchain protocols are meant to confer upon the participants unfettered access to
the network and they are censorship resistant.

As well as the internet protocols, a blockchain must also abide by other on-chain
exogenous rules; reference is made to the rules of blockchain networks on which the
code is developed (see Bitcoin or Ethereum’”), and the DApp framework (see
Aragon, DAOstack).

All on-chain rules are conceived and written in code. On one side, they are strict
and they cannot adapt to circumstances (unless the on-chain rule specifies how to
amend itself).’® On the other side, rules in code can be interpreted only in a single
way and this should guarantee uniform application of the same rule.

With regards to the content, on-chain rules confer upon each DAO participant
rights and duties of behavior; in case of non-compliance with the DAO on-chain
rules, the (allegedly) guilty participant will get bad feedback, which puts them at risk
of being forced out. Also, on-chain rules confer differing amounts of power upon
participants. Namely, some participants decide the new projects to be run or devel-
opments to be endorsed; some express their view. It derives that DAOs, while
pretending to get rid of central authority, assume the peculiarities of all market
dynamics: absent a central institution, power is exercised by a small and concen-
trated group of powerful players.

Besides on-chain rules, there are off-chain provisions which provide for the
so-called “governance of the infrastructure”.”’ These rules are written in natural
languages, they are less rigid but more ambiguous. As such they are subject to
different interpretations. Besides, they are not automatically enacted: there should be
a third party, a state authority, enforcing (or attempting to enforce) them on a case by
case basis.

Off-chain rules can influence the development and the use of a given DAO,
impacting on its social or institutional level. Accordingly, off-chain rules are endog-
enous when they consist of existing social norms and customs endorsed by the DAO
community and enacted within the DAO White Paper, the aim being self-
coordination and governance.”® Conversely, off-chain rules are exogenous when
they govern the blockchain from outside the community. They don’t directly apply
to a blockchain protocol but they can affect its functioning. These rules become
applicable whenever the blockchain based organization’s activity affects third
parties; or, when blockchain participants are damaged by on-chain activity but
there are no available (and effective) dispute resolution mechanisms offered within
the chain. Also, off-chain rules might be imposed by a third-party authority to

5Decentralized Autonomous Organization, ETHEREUM, https://www.ethereum.org/dao [https://
perma.cc/2KXE-3MYU].

36Tezos, one of the first blockchains allowing token holders to modify the rules of the underlying
blockchain protocol in a fully automated way (https://tezos.com).

STWang et al. (2017).

53These rules might correspond to the social norms and principles taken from living society that a

given blockchain community decides to abide by. Per praxis, they are named in the blockchain
White Paper.
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ensure, amongst other things, that the on-chain activities abide by the principle of
national and international public order. Undoubtedly, each blockchain based orga-
nization refers to the normative framework provided by the national legal system.
For example, if a blockchain is operating as a DAO crowdfunder, it must respect the
relevant national provision of the state from where the money is collected. Also,
international law provisions and principles could play a role, particularly with
regards to the relationship between international public law and the governance of
the blockchain.”® According to some, international law is already governing
blockchains.®® This relies on the assumption that all blockchain based organizations
are transnational in nature. As such, they lie within the international community and
should at least abide by the principles of international law.®' Reference is made, for
instance, to the principle of international procedural law, whenever the blockchain
based organization provides for a mechanism of dispute resolution.®® The principles
of international law protecting fundamental values should also be taken into con-
sideration when developing a blockchain based organization. The latter could be
exploited for illicit aims, breaching the founding principles of the international
community. Indeed, there have been blockchains, or other DLTs, developed to
pursue illegal activities (such as narcotraffic or the trafficking of human organs).®?
These illicit applications, referred to as “dark boxes”, require regulators to urgently
develop truly global regimes for detecting and prosecuting them. A truly global
framework of provisions will, in turn, guarantee uniform application and enforce-
ment, notwithstanding where the breach is committed or the damage that occurs. In
addition, states will remain engaged in controlling unwanted activities and pursuing
them within their own jurisdictions.

From the above it derives that each blockchain organization in general, and the
DAOs in particular, do rely on multiple levels of governance. This leads to the
assumption that neither of them corresponds to either an autonomous legal order or a
blockchain based organization. However, they do heavily rely on other systems of
rules, both on-chain and off-chain, the main difficulty being to combine the two
levels.

39Koh (1997).

%0Clean App (n.d.). Blockchain Governance 105: International Law. Global blockchains = global
blockchain governance. CryptoLaw Review. Available here: https://medium.com/cryptolawreview/
blockchain-governance-105-international-law-3c7ebd025a43; see also Maupin (2017).
!Crawford (2019), Salerno (1996), Bobbio (1994), Simma and Alston (1992), Bassiouni (1990),
Abi-Saab (1987), Verdross (1968), Fitzmaurice (1958), Sgrensen (1960), McNair (1957) and
Schwarzenberger (1955).

S2Cappiello (2019), Givari (2018), Kotuby (2013) and Kolb (2006).

$3Segall (2015).
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5 The DAO Case: On-Chain Provisions to Develop
an Autonomous Legal Order

The section above has attempted to clarify how the rules of governance manage
blockchain based organizations. Given the above framework, one might wonder if
and how on-chain and off-chain levels of rules combine with each other; the question
is then how a DAO is connected with a given national legal order and if it has to
abide by the principles of international law.

To better grasp the concept, it is worthwhile to refer to the DAO (the “Entity”)
case; in this regard, we will scrutinize how the DAO was meant to work, paying
attention to the role conferred upon each participant. The aim is to understand
whether and how the DAO was meant to connect with national legal systems.

The DAO was a smart contract deployed on the Ethereum blockchain network;
the smart contract enacted the rules to build a platform collecting money to fund a
sponsored project. The DAO White Paper was published in 2016 and its author,
C. Jentzsch, was the Chief Technology Officer of Slock.it (a blockchain and IoT
solution company incorporated in Germany) and was co-founded by C. Jentzsch,
S. Jentzsch and S. Tual.®* The White Paper explained the basic rules of procedure of
the DAO which purported to be an example of an autonomous and democratic
organization. Interestingly to note, the DAO was presented as an Entity that “can be
used by individuals working together collaboratively outside of a traditional corpo-
rate form. It can also be used by a registered corporate entity to automate formal
governance rules contained in corporate bylaws or imposed by law”.® According
to the White Paper the smart contract deployed on the DAO would have solved all
governance issues typical of any legal corporation. The Entity would then supplant
the mechanism of traditional governance and management through formalizing and
automating the enforcing of traditional contractual terms.®® With regards to the
scope, the Entity was meant to create a crowdfunding contract to raise funds for
companies active in “crypto space”.®’ Each interested participant was to act using a
pseudonym.

All funds were raised and collected in the Ethereum DAQ’s address and then
distributed to the project to which they were originally intended for. Funding could
be done by anyone sending the DAO tokens to the DAO wallet address. Hence, each
interested participant was first required to invest in the DAO token, paying for them

64https://slock.it.

%The DAO White Paper available here: https://github.com/the-dao/whitepaper.

8In: If Rockfeller was a Coder, Reyes has argued that: “The DAO would “hold the trust property in
the form of digital assets,” and there would be trustee token holders as well as certificate token
holders. Only a trustee token, and not a certificate token, would be endowed with the right to
transfer or otherwise dispose of the DAQO’s property”, in Reyes (2019).

%7See Slockit, Slock.it DAO demo at Devconl: IoT + Blockchain, YOUTUBE (Nov. 13, 2015),
https://www.youtube.com/watch?v=49wHQoJxYPo.
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in Ethereum (ETH®®); and secondly, to invest them (in whole or in part) in the project
(s) sponsored by the DAO platform. Each DAO token conferred, upon its owner,
voting and ownership rights. The DAO earned a profit by funding the project and
provided DAO token holders with a return on their investment.®® Interestingly, each
DAO token holder could also decide to re-sell the token in the secondary market,
thus monetizing his/her investment. In fact, after the first offering period, Slock.it
solicited some web-based exchange platforms (one was located in the US’°) to trade
the DAO tokens.

The functioning of the DAO was clearly explained on the DAO website which
also contained a link via which the DAO token could be purchased. As such, the
website was used to promote DAO communication with the public enabling the
latter to understand the project and its functioning.”'

At a first scrutiny the functioning of the DAO seems easy to understand: on its
face it did not seem to frame anything unseen before as the DAO was meant to (and
in fact did) operate as a crowdfunding platform.

Much interest therefore arises out of the governance issue. The DAO presented
itself as a truly autonomous corporation, managed in an innovative and never before
seen way. This was the claim, however, on closer scrutiny, it seems that the DAO
operated as any other corporation, conferring upon each category of participant
different powers and roles. These could be project developers; investors; or those
choosing which project to include within the DAO; or the core developers of the
DAO itself. Each category of participant contributed to the functioning of the DAO,
exercising different powers.

So-called contractors, submitted proposals for projects that could potentially
provide a return. To be a contractor, the individual had to abide by two conditions:
they had to own at least one DAO token and they had to pay a deposit in ETH that
would then be forfeited to the DAO if the proposal failed to reach quorum. To submit
a proposal, the contractor had to write a smart contract (on the Ethereum blockchain)
and post all project details on the DAO website.

Before being handed over to the Community voting process, a proposal had to
firstly be approved by the so-called curators. These were individuals chosen auton-
omously by the DAO developers on the basis of expertise and credentials. According
to the White Paper, these curators exercised “considerable power” given that they
maintained ultimate control over which proposal could be submitted to a vote. As

68https://ethereum.org/developers/ .
6(’According to the DAO White Paper, the DAO token holder would receive rewards defined as any

ETH received by the DAO generated from the projects to fund new projects or to distribute the ETH
to DAO token holders.

7Within the US the platforms trading fiat and crypto currencies must be registered at the Financial
Crime enforcement Network (FINCEN) as a monetary services business and provide customers the
possibility to exchange virtual currencies for other virtual or fiat currencies.

"'Securities and Exchange Commission (SEC). Securities exchange act of 1934. Release No. 81207

/July 25 2017: Report of investigation pursuant to Section 21(a) of the Securities Exchange Act of
1934 Report, at 7-8.
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publicly stated, “the Curator had complete control over the whitelist . . . the order in
which things get whitelisted, the duration for which proposal get whitelisted, when
things get whitelisted and clear ability to control the order and frequency of
proposal”.”?

Once the curators had approved the project, it could become publicly available on
the DAO website and on other exchange platform websites. Then the DAO’s token
holders were required to cast their vote with each vote weighted differently
according to the total number of tokens owned by the voter. This voting process
can be easily criticized: as the vote was weighted according to the sum of tokens
owned by the participant, then the more participants spent on buying the DAO
tokens the more power he/she obtained; the principle is anything but democratic.
Plus, the voting process itself could be distorted and did not necessarily mirror the
consensus of the DAO holders.”

From the above, it is clear that the DAO was built to be managed by the core
developers along with the curators. The DAO token holders were only meant to act
as traditional shareholders in any company: investing in a project in order to receive
areturn. And in fact, throughout 2016, DAO Token holders were buying and selling
the DAO tokens in the secondary markets.

Contrary to all expectations, while the DAO token offering period was still
pending, the DAO project raised concerns regarding its safety and security. Due to
this, the developers, in early May 2016, issued a proposal to develop certain updates.
However, on 17 June 2016, an individual, or a group of individuals, who were
already part of the DAO community began to divert from the DAO wallet and the
ETH already invested in it and the attack stole 3.6 million ETH.”* According to the
rules provided in the DAO code, any sum diverted from the DAO wallet was to be
held for 27 days before a withdrawal was possible. During this period, the DAO
developers proposed and endorsed a hard fork, aimed at securing the diverted ETH
and returning it to the DAO token holders. The hard fork would have returned the
money as if the attack had never occurred. The fork was implemented on 20 July
2016 thanks to a majority of participants’ approval. However, some decided not to
endorse the fork as, according to this minority, blockchain systems were per se
immutable, hence, no “goes back” should be allowed. Plus, nothing in the original
smart contract qualified the diversion of money from one wallet to another as a
breach of contract. Accordingly, a literal interpretation of the smart contract would
have not impeded the attack: the DAO contractual terms were enclosed in this code
0xbb9bc244d7983fde783fccl1c72d3bb8c189413. Accordingly, absent any further
details, the code could have been meant to allow third parties to move the token
from one wallet to another.

72EB134- Emin Giin Sirer and Vlad Zamfir: on a Rocky DAO. (June 6, 2016), https://www.
youtube.com/watch?v=0ON5GhIQdFUS.

73 According to the SEC, “voting rights were limited. DAO token holders were substantially reliant
on the managerial efforts of Slock.it, its co-Founders and the Curators. Even if an investor’s effort
helps to make an enterprise profitable, those efforts do not necessarily equate with a promoter’s
significant managerial efforts or control over the enterprise”. See, SEC Report quoted at 13.

74Thompson (2016).
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6 Follow: The Off-Chain Rules Applicable to the DAO

As seen above, on-chain rules were developed to regulate the DAO’s functioning;
however, nothing was provided for in the case of a breach of code (as indeed
happened).

It is now worth changing perspective, questioning whether, at least in theory, the
DAO could have been regulated by off-chain rules as well. The answer is positive: in
fact, the DAO operation, along with its attack, did not stay in the vacuum of its own
code of functioning; instead, both raised the attention of the government and of the
national market authority. Namely, 1 year after the DAO hard fork the US Securities
and Exchange Commission (the SEC/the Commission) opened an inquiry aimed at
qualifying the nature of the operation that had occurred on both the DAO platform
and the other web-based exchange platform involved. The SEC scrutiny was legit-
imate given that DAO tokens were also traded within US borders, through the means
of a US web-based exchange platform. Thus, the Commission deemed it appropriate,
and in the public interest, to scrutinize the activity pursued by the DAO so as to
understand which US federal law would apply.

The Commission concluded by acknowledging that the DAO tokens were secu-
rities and they should have been regulated accordingly. Firstly, the DAO token
holders were indeed entering into an investment contract (according to US case law,
the investment of money need not necessarily take the form of money’”). Secondly,
the DAO token holders were investing with the expectation to earn money. Thirdly,
the profit depended on the managerial effort pursued by others: the Entity’s devel-
opers along with the DAO curators. With all these characteristics, the DAO should
have been registered as an issuer, which is broadly defined as “every person who
issues or proposes to issue any security and person include any unincorporated
organization (U.S.C. §77b(a)(4))”.”°

The SEC report also proved that (allegedly) pure blockchain based organizations
are subject to the normative framework provided for in the national territory in which
the blockchain or the operation developed is linked. In this case, it was in the US;
however, it could have also been in Germany, as this was the state in which the
company which developed the DAO was incorporated. Potentially, it could have
also been all the other national states where the exchange platform trading the DAO
tokens was active. The SEC assumption was useful not in that it held some
individuals accountable but to prove that, in the future, (blockchain) platforms
under its scrutiny would be required to abide by US federal law. As a result, after
the report was made public, all web-based exchange platforms stopped trading the
DAO tokens.

7>Uselton v. Comm. Lovelace Motor Freight, Inc. 940, F.2d, 564, 574 (10th Cir. 1991); See SEC
Report, quoted, at 11.

76Uselton v. Comm. Lovelace Motor Freight, Inc. 940, F.2d, 564, 574 (10th Cir. 1991); See SEC
Report, quoted, at 15.
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In the light of the above, it must be stressed that the on-chain and off-chain can
only concur in regulating the blockchain based organization if the latter has an
interface with the off-chain real world. Off-chain rules can be truly effective in
certifying a breach, and holding the person responsible accountable, only when
there is someone real to refer to whose identity is known (whether a legal person or
an individual). As in the case of the DAO, the SEC opened the procedure because
the DAO was also operating through a US web-based exchange platform. Besides,
there are indeed some national jurisdictions which already have rules on alleged
wrongdoing committed within some blockchain chains:”” the breach and the harm
caused was geographically located and linked to the blockchain’s off-chain inter-
face. However, national jurisdictions, might not have the power to remedy the
situation.

In fact, national jurisdictions cannot force a change in the protocol. Another
shortcoming is that a national court rules only over a given situation that occurred
within its borders, without its judgment having effect on the blockchain itself. In
fact, blockchains are transnational thus a national ruling affecting the whole chain
would imply the extraterritorial application of a national provision. Or, it would
imply the arisal of a customary international law provision allowing for the emer-
gence of extraterritorial application of national interventions at least in public hyper
utility blockchains (which are processes and data that create global-scale social
utility).

Besides, absent any connection with the off-chain world, wrongdoing committed
within a blockchain based organization has to be solved at the blockchain organiza-
tion level.

7 The (Implausible) Comparison Between Blockchain
On-Chain Rules and the lex mercatoria

The above analysis leads to a conclusion: blockchain based organizations do not lie
in a vacuum. To the contrary, they are strictly linked with national states, along with
the whole international Community. From this, there is a last point worth consider-
ing; one might question whether the on-chain rules, enacted as the code running the
blockchain, form an autonomous legal order. According to some “Nick Szabo forged

77US: U.S. Court of Appeals for the first Circuit (2001). Sec v. SG Ltd, 265 F.3d 42, 46,
13 September, 2001; U.S. southern district Court of Florida (2018) United Corporation v. BITM
AIN ING, et al., case 1:18-cv-25106-KMW; Italy: Brescia first degree Court (2018). decree 7556/
2018, 18 July 2018; Florence, first degree Court (2019) Judgment n. 18/2019, 21 January 2019;
Brescia Court of Appeal (2018) decree no. 207/2018 endorsing first degree judgment; France:
Nanterre Commercial Court (2020), decision 26 February 2020; Paris court of Appeal (2013), case
n. 12/00161 SAS Macaraja c¢/SA Credit industriel et commercial, 26 October 2013 (see here: https://
www.lesechos.fr/finance-marches/banque-assurances/la-justice-francaise-assimile-le-bitcoin-a-de-
la-monnaie-1182460).
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a crypto law and popularized a legal theory that created software that is way more
autonomous than society is capable of creating without the use of law”.”® If this
assumption were correct, then blockchain based rules should share the same features
as the rules and principles forming the lex mercatoria.”’ Interestingly to note, this
very same conclusion was first proposed when internet protocols® (then open source
software) started to be widespread.®' In both cases, the claim has been wisely
rejected. The same conclusion can now be reached also with regards to the
blockchain based rules which form the so-called lex cryptographia or rules of
code.®?

To prove this, a closer comparison of the features of lex mercatoria, lex
informatica, open source software and lex cryptographia is necessary.

With regards to the first, the history of the lex mercatoria goes back to the
Medieval era when communities of merchants started to agree on a set of uniform
legal principles developed independently from the medieval central authorities and
the rules enacted by them. The provisions and the principles forming the lex
mercatoria are thus the result of a bottom up approach, legitimizing customs and
practices.®® Given this, the process leading to the conferring of legal legitimization
upon the lex mercatoria rules and principles took centuries: states have always been
indifferent to normative provisions not enacted by state authorities.

To date, while a uniform definition of lex mercatoria is still missing, that corpus
of laws has received legitimization at all levels, national and international.®* This
means that economic operators can freely decide to regulate their relationships
according to rules or principles that form part of the lex mercatoria.®> Given this
legitimization, the question has then become how broad and deep the implications of
the lex mercatoria are with respect to the nature and the functioning of that corpus of
laws in the context of globalization. Nowadays, lex mercatoria is indeed in a position
to play a significant role within the international community and its functionality is
grounded on three specific characteristics.

78Zamfir (2019).

7For an overview on such a broad issue see, among others: Boschiero (2005), Konradu and
Fix-Fierro (2005), Goldman (1964, 1993) and Schmitthoff (1964).

80Barlow (1996), Lessig (1999), Goldsmith (1998), Fischer-Lescano and Teubner (2004),
Appelbaum et al. (2001), Goldsmith and Wu (2006), Loader (1997), Trotter (1994) and
Mefford (1997).

81Marrella and Yoo (2007) and Mann (2006).

82Wright and de Filippi (2018).

83 Johnson and Post (1996).

84Contra: S. Bond, while Secretary General of the ICC International Court of Arbitration in Paris,
found that arbitration clauses were determining, as applicable, the national provision. From this, he
derived that parties prefer domestic law to international law (see Bond 1990). However, this
conclusion seems not to be the correct one: a closer scrutiny of the case law leads to the opposite
conclusion. Fouchard et al. (sous la direction) (1997).

85Berman and Felix (1998).



34 B. Cappiello

Lex mercatoria rules and principles form the so-called third legal order, autono-
mous from both the national and the international ones. In this regard, it is worth-
while to highlight that autonomy means that its existence and development do not
depend on other legal systems.®® Accordingly, private economic operators can freely
produce laws, without previous authorization by nation states which return to the
scene in case enforcement is needed. This “return” to the national states also proves
that the lex mercatoria legal order is autonomous but not detached from other legal
orders. Thinking the other way around, it is a dogma. Secondly, lex mercatoria
provisions are universally accepted and applied all around the globe.®” Thirdly, lex
mercatoria provisions and principles are the result of spontaneous activity coming
from its community. This means that lex mercatoria is not the result of the exercise of
governmental power or intergovernmental process. To the contrary, it is the result of
a bottom up approach which reflects “the collective freedom of entire trading
community” *®

Given the above, neither internet protocols nor open source software have the
features to be considered independent legal orders.

Internet protocols were claimed to be ruled by a set of autonomous provisions
forming the so-called lex informatica. Namely, the provisions forming the lex
informatica were made up of informatic protocols, software, hardware, algorithm
and binary codes developed and built by software engineers.** However, lex
informatica has never reached the status of an autonomous legal order; internet
protocols and programs soon started to be regulated by either national or interna-
tional law provisions. For governments, at all levels, it was just a matter of under-
standing how to deal with new technology. In the end, governments understood that
they could either follow a neutrality approach towards technology” or, where
needed, they enacted new provisions.

With regards to open source software, these are distributed along with their
original code: any software amendment is therefore available to all users. According
to Lessig, the more widespread use of open source software may have increased the

86Contra there are some academics who confer upon lex mercatoria a more restricted role.
According to them, lex mercatoria could only be used to solve disputes among merchants (Jones
2003). The settlement of mercantile disputes by merchants: an approach to the history of commer-
cial law. Lecture addressed at the University of Chicago Law School Symposium: The Empirical
and Theoretical Underpinnings of the Law Merchant Oct. 16-17, 2003). Or, lex mercatoria could be
used only to fit the gap left by existing national law (see Berger K.P. (1999), The creeping
codification of the lex mercatoria, at 40).

87See Berman H. J. (1982). Contra, according to some academics there should be a distinction
between “macro” lex mercatoria, containing principles and rules shared by all, or the majority, of
states; and micro lex mercatoria which should correspond to the legal principles contained in a
given contract. Maniruzzaman (1999).

8Hayek (1973) (cited by Marrella F., Yoo C. at 7).
89Maestri (2017).

“°ESMA (2019). Advice on Initial Coin Offerings and Cryptoassets, ESMA 50-157-1391;
Jabotinsky (2018) and Hacker and Thomale (2017). European Parliament (2016) Report on Digital
Currencies (2016/2007(INI)) at 22.
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ability to resist governmental control. However, this conclusion was soon proved to
not have taken into proper consideration the real features of open source software.
Each open source is grounded on the principle of lack of central authority. It is true
that, once accepted, under the open source licence’s terms each user can amend the
software code. However, it is not possible for open source software to concur, as
necessary, to form autonomous legal systems. This conclusion can easily be reached
for three reasons: firstly, open sources are not universally accepted; indeed, a
universal open source software, governed by the same rules, does not exist. To the
contrary, each open source software, for example GNU/Linux or LibreOffice—has
its own regulations. In fact, as of today, there is a proliferation of open source
licenses (more than 50).”"

Secondly, open source codes are developed by individuals who want to achieve a
particular aim. What is included in the open source’s license reflects the will of its
developers to shape the values of the given open source community.”* As such, the
code is not the result of a spontaneous emergence of practices.”® Lastly, like the
internet, open source systems are more dependent on national law than lex
mercatoria is. Open source does not have provisions for dispute resolution and so
protection for any breach of copyright must be sought from a legal system. For all the
above reasons, neither internet protocol nor open source software has reached the
standing of an independent legal order.

By the time distributed ledger technologies in general, and blockchain technol-
ogies in particular, started to become widespread, some academics perceived the rise
of a new legal system regulated by its own rules. According to some, these new
technologies, along with the projects they could develop, would be regulated by an
autonomous corpus juridicium, called lex cryptographia, consisting of rules written
in code.”* Code is in fact presumed to be the only language available to govern these
new technologies. According to these academics, each blockchain then constitutes a
new legal system, detached from all others and governed by its own rules. In fact,
contrary to the older technologies, blockchains should allow for enforcement pro-
visions also, therefore cutting off the necessity to return to the state’s legal system.””

However, claims of the independence of the internet and open source software
should be rejected. Each blockchain is created and operates to achieve an autono-
mous aim. This is to say that on-chain rules are not uniquely framed for the whole
community. Besides, they neither have, nor would potentially have, legal legitimi-
zation. On-chain rules both exogenous and endogenous, are more a code of conduct.
They consist of a series of software protocols regulating the functioning of the chain
and the handling and prevention of disputes that might arise in blockchain

*'For a complete list see: Open Source Initiative, The Approved Licenses, http://www.opensource.
org/licenses.

“2Stallman (1999) and Raymond (2000).

“3Padoa Schioppa (2005).

94Schrepel (2020) and Wright and De Filippi (2015).
%Ortolani (2019) and Cappiello (2019).
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governance. Also, if breached, on-chain rules have limited—and only soft—instru-
ments to hold the responsible party accountable: the worst scenario being to gain a
bad reputation or being obliged to exit the chain.

Also, on-chain rules might eventually produce legal effects recognized by a
national legal order when the blockchain has an off-chain interface connecting it
to the off-chain world. For instance, a smart contract becomes a smart legal contract
if, in case of a breach, the damaged party pursues damages or enforcement before a
national court which finds that the smart contract has the form and content of a
traditional contract.”® The same holds true when a web-based organization is
required to abide by national rules even when it trades cryptoassets or any other
native blockchain goods.

Given the above, by the time a blockchain based organization “exits” the
on-chain world, it loses its alleged autonomy and must abide by the off-chain
rules. This is to say that, as seen in the DAO case, the nation state will always
have ultimate control over a given blockchain’s functioning and legitimization.
Accordingly, instead of presenting blockchains as new legal orders based on new
governance (that of the governance of the chain), it would be preferable to view
blockchain technology as a new tool to achieve aims or to create and manage
entities.

8 Conclusion

Law and technology can influence each other; indeed, they interact through a
complex system of dependencies and interdependencies.

History has shown that new technologies can profoundly impact the way human
society trades, connects and communicates. New technologies do indeed represent a
new environment for human expression and living within society. As Schwab
suggested, we are leaving a fourth technological revolution which has brought
together digital, physical and biological systems. In does not change what we are
doing, but it changes us.”’

DLT technologies in general, and blockchains in particular, are about to lead—
and in part already have led—our society to a paradigm shift. Thanks to blockchain
technologies, individuals are experiencing a new form of trust: the no party trust,
where parties do not trust each other—they do not even know each other—but they
trust the technology. Blockchain technologies are also crafting the scarcity of digital
goods. Differently from before, goods traded on a blockchain protocol can have only
one owner, regardless of the nature of the token itself which can correspond to the
digital representation of the value of a good, a security or a right. Also, blockchain
technologies are making new forms of governance available; reference has been

%Cappiello (2020).
97Schwab (2016).
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made to the combined governance of both on-chain and off-chain rules. As such, the
governance of the blockchain runs in parallel with the governance of the blockchain.

Besides, blockchain technology, as those before it, does not entail the fall of
sovereign nation states. to the contrary, the latter are only required to amend their
functioning and, (where necessary) their normative provisions, to accommodate new
technologies. A prompt and serious legitimization of new technologies is much
needed: entailing a clear distinction between what is legitimate and what is an
illegitimate technology exploitation.

Distribution and decentralization do not mean anarchy. Instead, these will be used
to solve the failure and the shortcomings of nation states. Where states are lacking,
technology responds in a continuous dialogue. This analysis has also shown that
behind the blockchain developers’ claims of openness, autonomy, participation and
equality, at closer scrutiny blockchain based organizations seem to function verba-
tim as a partnership. In fact, participants do not have the same role and the power is
distributed depending on the economic share of each participant. Accordingly,
instead of a participative democracy, blockchain systems seem more alike to pluto-
cratic government. Given this, the positive effects deriving from a legitimate and
proper exploitation of these new technologies should not be dismissed. To the
contrary, it is now time for the “two worlds” to open a dialogue. Not disruptive,
but constructive.
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1 Introduction: Centralization and Decentralization
of Data

With the transition to the digital era we have witnessed a profound change in the
methods of data management, including in the public sector. For some time now,
information is kept in digital archives that allow—in various ways and according to
different logics—the cataloguing, structuring and indexing of the data contained
therein.

This innovation, among the numerous effects it entails, has the important conse-
quence of giving a new dimension to information, if considered as a whole. From
catalogues kept statically in paper archives, the materials in public hands, organized
and structured with the tools offered by information and communication technolo-
gies (ICT), become a dynamic asset stored in digital databases.
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In recent years we have witnessed a growing push towards the centralization of
such databases.! Due to technical, economic or commercial reasons, as well as for
organizational efficiency, both in the public sector and private sector databases have
often been physically located in data centers acting as a central place of collection
and management of data.” This organizational model, for various reasons that go
beyond the scope of this chapter,’ has been largely adopted in the public sector,
where there has been a general trend towards the centralization of ICT systems®
within each level of governance.’

At the other end of the spectrum, there are peer-to-peer (P2P) communications. In
a P2P system each user participating in the network—commonly known as a node—
, can, and normally does, retain a (full) copy of the data being shared. This model
was rapidly adopted for the illegal exchange of copyrighted files.® As there is no
central data collection point—that is, a single data center—, it can be particularly
difficult for authorities to block the activities of the distributed network.

The lack of a single data collection point, however, presents the arduous problem
of identifying a single source of truth. As the nodes on which the data are stored
multiply, it becomes essential to identify which version is the most up-to-date and
correct, in order to avoid collisions, tampering or frauds. As explained in Chap. 4,
blockchain addresses such problem with mathematical algorithms that can prevent
collisions in the data, while guaranteeing its integrity and resilience with respect to
tampering attempts.®

Blockchain technology therefore enables the creation of decentralized and secure
systems that can profoundly innovate some of the inner concepts upon which
centralized systems work. Even where the participants of a given network have no
particular mutual trust.

These unique features of blockchain have stimulated numerous initiatives aimed
at developing decentralized systems,” also with the aim to overcome the data
monopoly of some of the current players in the digital market.'® In the public
context, however, despite some interesting attempts to implement

"It has been noted that centralization and decentralization are cyclical in computing, Peak and
Azadmanesh (1997).

2For an early analysis of such trend, see Warren Axelrod (1999).

3For a brief overview of the advantages of centralized systems, in particular in comparison to
decentralized ones, see Wiist and Gervais (2018), p. 46.

*For example, for the US federal government see Brown and Garson (2013), p. 78.

51t should be noted that, as per the organization of public powers, “decentralisation is a major trend
everywhere”, as noted by Benamou et al. (2004), p. 84. For this reason, when we refer to
centralization of ICT systems, we mean within each center of power.

SSteinmetz (2005), pp. 18-24.

7See the chapter by C. Biondi Santi and V. Vespri.

8This system of course does not prevent, however, other kinds of malicious behaviors as for
example explained by Bartoletti et al. (2018).

“Wessling et al. (2018).
%Yano et al. (2019).
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blockchain-based solutions,'" the widespread use of this technology faces additional
multiple challenges.

Among these, it must be considered that most public administration ICT systems
have usually been implemented according to a centralized logic. This could therefore
slow down, if not even prevent, the transition to a decentralized paradigm. Switching
costs could indeed constitute a major obstacle to the widespread use of decentralized
systems. It has to be considered that the remodulation of an ICT system entails costs
and can lead to failures.'* As a result, decision makers in public institutions might
prefer to avoid the risk of wasting public money, especially if there are no or little
incentives for innovating."?

It must also be considered that blockchain was initially conceived with the aim of
removing the need to have a central governing authority.'* As a matter of fact, such
self-regulation capacity has allowed blockchain to become quite popular in the
cryptocurrency sector, starting from Bitcoin. As confirmed also by the case law of
the Court of Justice, Bitcoin “does not have a single issuer and instead is created
directly in a network by a special algorithm”."> This stands in stark contrast to
modern systems of public law, where a body of some kind is normally entrusted with
authoritative powers to purse a public interest.'® This alone could therefore cast
doubts on the very usefulness of blockchain in the public sector.

It is therefore necessary to investigate if any, and what, utility the blockchain
could have in the public sector.'” To answer this question, it is necessary to clarify
some fundamental concepts, starting with the one of “database”, which is a critical
element of this topic.

2 Essential Notions on the Concept of Database

To understand the meaning of the term database, from a legal point of view we can
refer to the definition contained in article 1, paragraph 2, of Directive 96/9/EC on the

113

legal protection of databases. According to this provision, “database” means “a

See for example the blockchain-based app developed by Regione Lombardia in Italy for
enrolments in nursery schools, www.lombardiaspeciale.regione.lombardia.it/wps/portal/LS/
Home/News/Dettaglio-News/patto-per-lo-sviluppo/2019/09-settembre/regione-lombardia-
sperimenta-blockchain-per-accesso-a-suoi-servizi/regione-lombardia-sperimenta-blockchain-per-
accesso-a-suoi-servizi.

2Roman (2013), p. 112.

3While in the private sector it has been observed that competition can in itself stimulate innovation,
Tang (2006).

4Xu et al. (2019), p. 46.
13See judgment of 22 October 2015 in case C-264/14 Hedqvist, paragraph 11.

16 Amongst the many studies that have analyzed this aspect of public law, see for example Goodnow
(1983), p. 48.

7From a technical point of view, in comparison with centralized systems, this question has been
addressed by Wiist and Gervais (2018), p. 45 et seq.
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collection of independent works, data or other materials arranged in a systematic or
methodical way and individually accessible by electronic or other means™."® We can
also refer to the vocabulary of the International Organization for Standardisation
(ISO) n. IEC 2382: 2015, according to which a database is a “collection of data
organised according to a conceptual structure describing the characteristics of
these data and the relationships among their corresponding entities, supporting
one or more application areas”."

These definitions provide us with some useful directions regarding the elements
that constitute a database. First, we can note that neither the support on which it is
stored (hardware), nor any computer program necessary for its operation (software)
are mentioned. The only elements that are relevant are the records contained in the
database, the structure according to which they are stored, their characteristics and
their relationships. Therefore, these elements have their own (digital) consistency,
which is independent from the physical infrastructure (hardware) and the computer
programs (software) necessary for their operation.

The twenty-third recital of Directive 96/9/EC also confirms that “the term ‘data-
base’ should not be taken to extend to computer programs used in the making or
operation of a database”. This is because the database can exist and have its own
(digital) consistency regardless of the computer programs needed to access its
contents. As a matter of fact, there can be multiple computer programs capable of
accessing a database.

Another important feature of databases is that they, as digital resources, can be
replicated an indefinite number of times, on any system capable of hosting them.
Such replicas can be identical to the source, so that each copy cannot be distin-
guished from the original data source. Moreover, replicating a given data set does not
normally compromise the integrity of the source from which it is extracted. This is
particularly relevant in the perspective of decentralized systems as it allows to have
multiple copies of a database shared among multiple nodes of a distributed network.

Under this perspective, as per the infrastructural aspect, the fact that a database
can be independent from the hardware on which it is hosted is also important for
distributed systems. The fact that the database can be hosted on a variety of hardware
settings means that each node can choose, to a certain degree, whichever system it
deems more convenient or appropriate, without compromising its ability to be part of
the distributed network.

'8[t should be noted that this article expressly states that the collections in question can be
“accessible by electronic or other means”, so that it is also possible to have databases stored on
analogical supports. In the context of this chapter, however, we only deal with profiles related to
digital ones.

19See definition n. 2121413, at https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:ed-1:v1:en.
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3 Data Centers in Centralized Systems

In order to be digitally stored, data must be saved on physical devices. As the volume
of data grows, the complexity of the infrastructure required to store it increases. For
masses of data such as those owned by public administrations it is usually necessary
to set up infrastructures specifically designed to store data. These are the so-called
data centers, also commonly known as a cloud.*

It is worth underlining that the term cloud can be misleading: these structures are
usually deep-rooted in the ground, inside buildings equipped with complex systems
designed to optimize performances and are normally well protected, both from cyber
threats and real world dangers, such as natural disasters.

These data centers have the function of hosting all the hardware, and thus
software, needed for data storing and managing in one place. Normally, backup
copies are routinely made to prevent any loss of data. This can be done at the same
site, or in a different infrastructure, sometimes even geographically distant, in order
to minimize risks.*!

To ensure business continuity, therefore, normally the original data source is
supported by one or more secondary copies for disaster recovery. However, it should
be emphasized that in a centralized model, even if there are multiple secondary
centers, the source of truth is identified in a primary data center, while the others—
under normal service conditions—have the only function of passively replicating the
information contained in the original data source. In other words, even if there are
multiple copies of the same database, only one acts as the origin of information,
while the others are secondary copies.

4 Blockchain As a Decentralization Tool

Blockchain is usually classified as a Distributed Ledger Technology (DLT). It is
composed of a series of technologies and protocols that use a shared, distributed,
replicable, simultaneously accessible, architecturally decentralized ledger based on
cryptography. It allows the recording, validation, updating and storage of data, both
in clear text and encrypted. The integrity of the ledger is verifiable by each partic-
ipant, and it normally cannot be altered or modified.*

Among its most important features, the concept of distributed ledger is funda-
mental. By the term ledger, in this case we mean in essence, a digital document in
which information is stored according to a predefined structure. In other words,

20The US federal government has for example created the service cloud.gov, which “helps teams
build, run and authorize government cloud systems quickly and cheaply” (https://cloud.gov).

210n the various strategies to optimize backup and recovery procedures, see Hiatt (2000), p. 39
et seq.

*2For a thoughtful analysis of how blockchain works, see Xu et al. (2019).
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ledger refers here to the notion of database as described above. The substantial
difference, however, is that, in this case, such database is decentralized.

The distributed nature of the database used by DLT implies that it is shared on a
network in which each participant—i.e. each node—normally holds a copy of the
ledger. The notable difference with respect to centralized systems is that in this case
such copies are not mere backups. Each node on which the database is stored can
have—and normally has—the same authority as the others in the distributed net-
work. As a general rule, there are no passive or secondary nodes. This has the double
advantage of allowing perfect transparency of the contents of the ledger, and of
avoiding a single point of failure.

An important feature for public administrations of DLTs is that the network can
be public or private. In public blockchains, anyone can store the entire distributed
ledger on their device and can thus become a full node on the network. In private
ones, on the contrary, only those authorized to do so have access to the ledger.

Another important difference is between permissioned and permissionless DLT
systems. The former is based on an authentication system whereby not all users have
the same power over the data stored in the distributed ledger. The latter is instead
devoid of any authentication measure, so that anyone can perform operations on the
data stored in the registry if they comply with the rules set by the network itself for
doing so0.”

As previously outlined, the distributed nature of the ledger on which blockchain
technologies are based is at the basis of the need to manage the recording, validation,
updating and storage of data on a cryptographic basis. The distributed nature of the
database imposes the use of complex mathematical algorithms to validate the
contents and operations carried out on the DLT.

Unlike traditional databases, DLTs implement a cryptographic information con-
catenation system that allows anyone to verify every change recorded in the data-
base. Through complex mathematical algorithms this concatenation guarantees over
time that the information contained in each block cannot be altered. Even if the
database is distributed on a very large number of nodes, it can always be verified that
each copy of the ledger is intact and that therefore all the information distributed on
all the nodes are concordant with each other.

Distributed consensus mechanisms are normally also implemented to add new
blocks. Such consensus mechanisms are complex mathematical models capable of
validating the information of each block with the other participants in the network.**

These features of DLTs guarantee the integrity and functioning of the system
without a central authority. The mathematical models that manage the network
themselves guarantee the correct functioning of the system and its full integrity
and immutability. Therefore, in light of these characteristics, we can now evaluate in
what terms blockchain, especially public and permissionless ones, can play a role in
ensuring the transparency of public administrations.

2See also Wiist and Gervais (2018), pp. 45-46.
2*See chapter by C. Biondi Santi and V. Vespri
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5 Blockchain As a Transparency Tool in the Public Sector.
Potentialities and Limits

Transparency of public administrations is an issue that has recently become increas-
ingly important in the public debate. Access to information held by public subjects is
considered more and more relevant from multiple points of view. It can favor the
democratic process, the participation of citizens in public decision-making processes
or as a tool for fighting and preventing corruption.”

In a context in which information is stored in digital databases, it is therefore
certainly interesting to evaluate in what terms blockchain could facilitate access to
data. As outlined above, this technology can be used to create decentralized public
networks, in which every participant has access to the distributed database. This tool
could thus favor the transparency of the administration by implementing a new
radical system to disseminate open data.

At this regard it is worth recalling that the expression open data usually identifies
information that is made accessible for free, to anyone, even for commercial
purposes, through the tools offered by ICT, in open formats that are likely to be
processed even without human intervention, i.e. automatically by computer
programs.

Legal barriers are removed, through the adoption of licenses that allow the reuse
of data without particular limits. From a technical point of view, the distribution
through digital channels (e.g. internet) and in machine readable formats, ensure that
data is the most accessible possible. Such formats are:

The notion of “machine readable format” is provided by art. 2, paragraph 1, lett.
13) of Directive 2019/1024/EU, which replicates the same definition already dictated
by the previous Directive 2003/98/EC. According to both Directives, it is a
“‘machine-readable format’ means a file format structured so that software appli-
cations can easily identify, recognise and extract specific data, including individual
statements of fact, and their internal structure”.

This characteristic of the data is of particular importance since, in the absence of
it—where therefore the data is not distributed in machine-readable formats—it
would be much less convenient to process it.

In this regard, it has to be outlined the relationship between the notion of open
data and that of big data. While open data refers to the accessibility of data, both
from a technical and legal perspective, “big data is the information asset
characterised by such a high volume, velocity and variety to require specific

technology and analytical methods for its transformation into value”.*°

ZBlanke and Perlingeiro (2017). As a tool aimed toward “the transparency of the performance of
the administration and of public services, and prevention of corruption”, see for example Galetta
(2018), p. 355.

26 According to the definition proposed by De Mauro et al. (2016).
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On the basis of this last definition, it can therefore be noted that open data and big
data are distinct and autonomous concepts. An open data set might not be qualified
as big data, just as big data might not be open data, and vice versa.

On the other hand, it should be borne in mind that “the public sector of the
Member States collects, produces, reproduces and disseminates a wide range of
information in many sectors of activity, for example social, political, economic,
legal, geographical information, environmental, meteorological, seismic, tourism,
information on business, patents and education”.*’ Therefore, it can normally be
assumed that the amount of data processed in the public sector is such as to qualify a
large part of the data sets held by administrations as big data.

Making open data available in machine readable formats, especially if it also
qualifies as big data, is very important because in this way it is easier to use and
analyses it.

In this sense, permissionless and public blockchains can be useful. As seen in this
type of system, data is available to any participant as provided by the protocol
implemented by the DLT. Furthermore, the fact that data is registered on the
blockchain ensures that it is structured according to a predefined schema. This can
generally guarantee that such data is in a “machine-readable format”.

The problem, however, is that blockchain technology is not usually used to
storing large amounts of data sets. Since all the information is stored into linked
blocks, and because all such blocks are required to be checked in order to ensure
integrity of the chain,”® it can be particularly expensive and inefficient to save large
amounts of data. As an example, the Bitcoin blockchain, which saves small pieces of
information on transactions>*—each of which “are typically ~250 bytes of data”**—
, in a few years has already passed over 270 GB.”'

Blockchain therefore does not seem suitable for saving the kind of documents and
data that are generally made public by administrations to ensure a high level of
transparency of the public sector. On the contrary, this technology seems more
suitable to store small fragments of data. As a consequence, given the current
implementations of blockchain technology, it seems that it would not be optimal
to save documents and data to be made public directly on the blockchain.

?"Directive 2019/1024/EU, eighth recital.

*8The problem is described, amongst others, by Bragagnolo et al. (2019). It should be added,
however, that there are some proposals to overcome such problem, Palm et al. (2018). See also Ren
et al. (2018).

2 Although in some minor cases users have been able to store other pieces of information, the
Bitcoin blockchain currently only allows specific small sets of data as the “transaction” value, as
explained by Bistarelli et al. (2018). On the other hand, the “OP RETURN <DATA>" field, which
supports any arbitrary value, is limited to 40 bytes, Talk Crypto Blog » OP_RETURN 40 to
80 bytes. http://www.talkcrypto.org/blog/2016/12/30/op_return-40-to-80-bytes/.

39 Analysis of Bitcoin Transaction Size Trends. In: TradeBlock. https:/tradeblock.com/blog/analy
sis-of-bitcoin-transaction-size-trends.

31 As of March 20, 2020. The problem is widely discussed, see for example Zima (2018).
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On the other hand, small pieces of information that can guarantee the integrity and
authenticity of such data could very well be saved on the blockchain. For example, a
hash representing the data to be certified,’* along with a timestamp, could be stored
on a blockchain to guarantee that a given document had a certain content at a given
moment.> In this case the document could be stored on any device, without the need
to save its contents on the blockchain. Then, at any later time, the integrity of this
document could be verified by checking the fingerprint stored on the blockchain.

Considering the growing importance that legislation on the protection of personal
data has, it is however necessary to consider if and what limits this discipline may
curb the possibility of using blockchain in the public sector.

6 Blockchain in the Public Sector and Personal Data: The
Problem of Cross-Analysis for Identification of a Natural
Person

Regulation of 27 April 2016 relating to the protection of individuals with regard to
the processing of personal data, as well as the free circulation of such data (the
so-called General Data Protection Regulation, GDPR) provides a comprehensive set
of rules on how personal data can be processed, including by public authorities.> It
is therefore necessary to assess if, and to what extent, the GDPR might have an
impact on the possibility of using blockchain in the public sector.

As many authors have already thoughtfully analyzed the provisions of the GDPR,
and how such rules require specific actions to comply with, we can focus here on two
main aspects related to the use of blockchain in the public sphere.

First, the notion of “controller” does not seem to pose particular problems in light
of the peculiarities of blockchain technology. Article 4(1)(7) identifies the data
controller as “the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the
processing of personal data”. It is therefore not important whether the data is
saved on a centralized or distributed system. For the purposes of identifying the
data controller, and therefore whoever will be responsible for such data, this
characteristic of the computer system appears to be irrelevant.

32“Hashing means creating a fingerprint (a formula made of numbers and letters) of the data
elements in the transaction message”’, Zwitter A, Herman J, Blockchain, development and
humanitarism, 2018, p. 9.

3See for example the project OpenTimestamps at https://opentimestamps.org/, which “defines a set
of operations for creating provable timestamps and later independently verifying them”.

3 Article 4(1)(7) of the GDPR provides that the definition of “controller” includes any “public
authority”, and Article 6(1)(e) confirms that processing personal data “for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the controller” is
lawful, provided that all conditions set by the GDPR itself are met.
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The second aspect that requires attention is related to the right to be forgotten.
Article 17 of the GDPR provides that “the data subject shall have the right to obtain
from the controller the erasure of personal data concerning him or her without
undue delay and the controller shall have the obligation to erase personal data
without undue delay” where certain conditions are met.

This can pose a problem since, normally, blockchain does not allow the deletion
of blocks and of the data stored therein. Consequently, this could mean that such
technology might not be used whenever some data might be considered as personal
data. Before assessing what kind of data falls into such category, however, it is worth
underlining that the term blockchain does not refer to a single type of technology. On
the contrary, there are potentially infinite variations of such systems. So, it cannot be
a priori excluded that a blockchain that supports data deletion might be
introduced.*

If that were the case, blockchain could even be more suitable to ensure data
deletion than a centralized system. Pursuant to Article 17, paragraph 2, GDPR the
controller “shall take reasonable steps, including technical measures, to inform
controllers which are processing the personal data that the data subject has
requested the erasure by such controllers of any links to, or copy or replication of,
those personal data”. A blockchain-based system supporting data deletion could
help in this process as it could be configured to automate the deletion of data on all
the devices on which the distributed database is replicated.

In any case, it must be recalled that normally blockchain is not designed to store
personal data. As seen in the previous paragraph, on blockchain it is usually
preferable to save data identification codes (hashes), rather than the actual data.®
It follows that administrations should not store personal data on the blockchain, but
only metadata (e.g. hashes) of such information.

In this regard, however, it must be considered that the concept of personal data is
very broad. As a consequence, even hashes stored on the blockchain might, in
certain conditions, be considered as personal data. To better clarify this concept, it
is necessary to briefly analyses the notion of personal data provided by the GDPR.

Pursuant to article 4(1)(1) of the GDPR, “ ‘personal data’ means any information
relating to an identified or identifiable natural person ( ‘data subject’); an identifi-
able natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person”.

First of all, it should be noted that only data relating to natural persons is
contemplated. It must therefore be deduced that the data of legal entities is not

3For example, it has already been proposed a “a method for achieving revocation with a practical
approach, while not diverging from the open and decentralized nature of Bitcoin”, see
Karasavvas (2018).

3In line with this idea has been proposed a “digital identity management platform on the
touchstone of the GDPR”, Kulhari (2018), p. 33.
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protected by Regulation 2016/679/EU. As for the data of natural persons linked to
legal persons, the Court of Justice has clarified several times that in order to
guarantee legal certainty in relations between companies and third parties within
the common market it is essential that anyone wishing to enter into business
relationships with companies based in other Member States can easily know the
essential constituent data of commercial companies and essential data relating to the
powers of their representatives.>’ This therefore imposes a balance between the right
to the protection of personal data and need for the names of such natural persons to
be made public in the business registers of member states.

As for the types of data that can be considered suitable to make a natural person
identifiable, it must first be noted that the list provided by article 4 is an open one.
The European legislator has in fact expressly used the expression “such as” in
providing the aforementioned list, thereby indicating that even further categories
of data can be considered personal. Therefore, it is necessary to verify, on a case-by-
case basis, with respect to all the circumstances of the specific case, whether or not
certain data can identify a natural person and, therefore, qualify as personal data.

It must also be considered that the ability of data to make a natural person
identifiable must be assessed in relation to all available information. This means
that even where data, considered in itself, is not suitable for identifying a natural
person, if combined with other data can achieve this result, it must be considered
together with all the other data, as personal data. In this regard, recital 30 of the
GDPR states that the “online identifiers produced by the devices, applications, tools
and protocols used, such as IP addresses, to temporary markers (cookies) or to
other identifiers, such as identification tags radio frequency [...] can leave traces
which, in particular if combined with unique identifiers and other information
received from the servers, can be used to create profiles of natural persons and
identify them”.

As for “the image of a person recorded by a camera”, the jurisprudence of the
Court of Justice has for example already clarified that it “constitutes ‘personal data’
[...] inasmuch as it makes it possible to identify the person concerned’.®
According to this case-law, a mere image, without any reference to the identity of
the subject, or of the subjects, represented therein is not in itself capable of identi-
fying the person, or persons, to whom the images relate. Vice versa, where the image
is associated with data capable of linking it to a natural person, for example because
in the image there is the person’s name and surname, then it must be concluded that
said image constitutes personal data.

A similar discussion can be conducted in relation to an IP address, that is, a
numeric or alphanumeric string that identifies the points of origin and destination of
the information on the internet. Indeed, it may not always be clear whether such data

37See most recently in the judgment of 9 March 2017, in case C-398/15, Manni, ECLI:EU:
C:2017:197, paragraph 50.

3Court of Justice, judgment of 14 February 2019, C-345/17, Buivids, ECLI:EU:C:2019:122,
paragraph 31.



54 G. Carullo

should be considered as information capable of identifying a natural person. The
answer to such a question will necessarily depend on the context in which this IP
address is generated and collected, and on the ability of this data, possibly together
with other data, to identify a natural person. If, for example, a user surfed the internet
through a public network, such as a university’s WI-FI, it is reasonable to exclude
that the IP in itself could uniquely identify one natural person, since the same IP
would refer to multiple users connected to that WIFL. Vice versa, if a unique
identification code were associated with such IP address, connecting a specific
user to a given identity, then it should be concluded that the IP address would be
personal data.

In line with this reasoning, the Court of Justice has stated that “a dynamic IP
address registered by an online media service provider when a person consults a
website that such provider makes accessible to the public constitutes, towards this
supplier, a personal data within the meaning of this provision, if that supplier has
legal means that allow him to identify the person concerned thanks to the additional
information available to the internet access provider of that person”.*

Therefore, given the wide range of data that can qualify as personal data, it can be
assumed that most of the time the data managed and exchanged by public admin-
istrations will probably have to fall into this category. This can happen first of all
because the data is in itself directly capable of identifying a natural person. This
could be the case, for example, of the tax code which, as a “fax identification
number”, “is by its very nature a tax data that refers to an identified or identifiable
natural person and, therefore, is a personal data”.*° In other cases, data held by a
public authority might be considered as personal due to the wide range of informa-
tion in possession of public administrations on natural persons.

On this latter point, it should also be borne in mind that the Court of Justice has
already had the opportunity to clarify that “for information to be treated as ‘personal
data’ [...] there is no requirement that all the information enabling the identifica-
tion of the data subject must be in the hands of one person”.*' Which means that to
assess the suitability of data in possession of an administration to identify a natural
person, it is not enough to consider the additional data available to that single
administration, but it must instead be evaluated how that data can interact with all
the data held by other entities to which said administration has access. As a
consequence, the combination of all this data can indeed many times allow tracing
back to a specific subject information that, individually considered, would not
necessarily be relevant pursuant to the GDPR. It follows that the possibility of

¥Court of Justice, judgment of 19 October 2016, C-582/14, Breyer, ECLI:EU:C:2016:779,
paragraph 49.
4OCourt of Justice, judgment of 16 January 2019, C-496/17, Deutsche Post, ECLI:EU:C:2019:26,
paragraph 56.
#ICourt of Justice, judgment of 20 December 2017, C-434/16, Nowak, ECLI:EU:C:2017:994,
paragraph 31.



The Role of Blockchain in the Public Sector: An Overview 55

interconnecting all information made available by public bodies can significantly
extend the scope of the notion of personal data.

For this reason, even when publishing anonymized data (e.g. hashes) on a public
blockchain, it is necessary to consider which interconnections between data can be
made in order to reveal the identity of the natural person behind such data. In other
words, it is necessary to ensure that the cross-analysis of datasets published by
administrations does not allow identification of a natural person where the personal
data of the latter should not or cannot be made public.

7 Conclusions: Which Concrete Applications Are Suitable
for Blockchain in the Public Sector

Considering the main characteristics of blockchain technology, to conclude we can
make some proposals on how tools and ICT systems based on such technology
might contribute to the improvement of administrative functions.

First of all, DLTs could have some utility in complex procedures, that is, where
multiple administrations have to interact to exercise a certain public power, espe-
cially in cases where this occurs supra-state level, for example in cases of European
co-administration.*” In these instances, the exchange of information between admin-
istrations could take place thanks to private blockchains on which each body has the
right to store data of its competence, as well as access the datasets stored by other
public bodies that are functional to the performance of its tasks. The advantage over
a centralized system would be the equality of all the nodes, that is, of all the
administrations involved, by removing the need to provide a central collection point.

Alternatively, if an administration must check a person’s data from multiple other
public bodies, instead of copying the data to its database, thus multiplying the user’s
personal data and related risks, it could instead save only the hashes that identify
such data. In this way the administration, once done, could certify its activities
without needing to save the data in its databases. In order to later verify the results, it
would be enough to cross the hashes saved on the blockchain with the original data
contained in the databases of the other entities. In this way, anyone having access to
the blockchain and the third parties’ databases could at any time check the accuracy
of the data, without having to duplicate it in multiple places.

It can also be envisaged that the DLTs may allow for greater transparency in the
sharing of publicly accessible data with private individuals. This could happen
thanks to a horizontal data distribution through public permissioned blockchains in
which the public authority maintains control over the updating of the data, while
allowing private individuals to have access to them immediately and directly. In this
case, the advantage over centralized systems could be represented by the fact that a

“>This could be the case, for example, for immigration controls in the EU area, as proposed by Patel
et al. (2018).
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DLT-based system would allow citizens to be themselves co-custodians of the
information of their interest, thus being able to access it directly without the
intermediation of services aimed at allowing access to data.

It should be emphasized once again, however, that, as explained in the previous
paragraphs, the data that would be saved on the blockchain would consist, most
likely, in small pieces of information. Therefore, as in the previous examples, the
most likely scenario would be that the blockchain would store only the hashes of the
data to be made public. The actual information would then be exchanged with other
more efficient means than blockchain.*?

Finally, it is also possible to envisage the possibility that private individuals
participate in the co-creation of the distributed database, by entering certain infor-
mation themselves. This could be of some use whenever the administration needs to
acquire data from private individuals. This could be done through public or private
blockchains, ensuring adequate levels of authentication and validation of the infor-
mation entered with respect to the various cases considered. This could allow
administrations to acquire the information they need with the guarantee of immuta-
bility that the blockchain system assures, including complete traceability of all
operations carried out on the distributed ledger.
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1 Introduction

The viewpoint that is defended in the following pages claims that the history of
writing and computing systems can help clarify today’s digital turn in the rule of law.
As a philosopher of science and not a jurist, the basic point I would like to make is
that there is a rather hidden connection relating current conflicts of legality with
computation and the history of writing.

Indeed, there is something very new and very old at the same time in the trans-
formations of the rule of law we experience today. Something very old: the rise of
digital norms does not come out of the blue and my hunch is that it can be better
understood and clarified if we put it in a broader historical perspective. Instrumental
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in this attempt is the notion of literacy," i.e. individual and social processes related to
reading, writing and computing that are all intertwined since Antiquity. The first
claim I would like to make is therefore the following: if computer science is
considered as the latest step in the long history of writing in the West,” its use in
legal matters should be referred to this long history if we want to make sense of
it. But, from another perspective, the present state of affairs is unprecedented:
original forms of social transactions like those performed by blockchains operate
within social frameworks that tend to restrict social interaction to completely
computable microworlds, that is to say worlds that are limited to a finite number
of elements the mutual connection of which can be exhaustively determined. This is
all the truer today since the total number of cell phones reached the number of the
entire world population in 2014, virtually making every one of us an atomic node on
a global network.” In this interconnected world, blockchain technology is exem-
plary: it is supposed to percolate from local microworlds through society as a whole
by transforming social interactions warranted by law into computable transactions,
the ultimate goal being the replacement of legal institutions by purely technological
solutions. This is certainly something new as it disrupts the role played by institu-
tions in the very idea of body politic. But it presupposes an all-encompassing
applicability of decidable computable processes to the social world that should be
questioned for it was demonstrated as early as the 1930s that the concept of
computation had inner limitations in terms of decidability” and even before, that
chaotic behaviors in physical processes would resist any form of computational
prediction.” My second claim is therefore that these theoretical limitations are not
restricted to the domain of science but have social consequences bearing on the
conception of law and legality: if this is true, these limitations affect the very idea of
an expansion of computable processes to society as a whole. It is therefore doubtful
that microworlds, especially those designed by blockchains, can expand to society as
a whole without deeply modifying the way legal norms should be conceived.® In this
respect, the always re-emerging debates on whether “artificial intelligence” can
“overcome” human intelligence should be interpreted in sociological terms as

"Havelock (1976), p. 19: “Literacy, though dependent on the technology employed in inscription, is
not to be defined by the simple existence of that technology. It is a social condition which can be
defined only in terms of readership.”

2Herrenschmidt (2007).

3“Measuring the Information”, International Communication Union, United Nations special
Agency, Geneva, Switzerland, Society Report, 2014, p. 21 (https://www.itu.int/en/ITU-D/Statis
tics/Pages/publications/mis2014.aspx). It doesn’t mean of course that the penetration rate of cell
phones is uniformly spread over all the continents.

4Longo (2010), pp. 219-262.

*Poincaré (1893).

SThis was already the case with the relationship between society and economy as described by
Polanyi (2001) in which he showed how economy would tend not only to claim independence from
society but also to rule it.


https://www.itu.int/en/ITU-D/Statistics/Pages/publications/mis2014.aspx
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debates on what level of mechanization should be considered as the norm in social
interactions’ and this is of course a normative question jurists have to tackle.

There is, therefore, a conflict between two forms of legality in today’s rule of law:
the first one is based on legal texts written in technical but natural languages that are
the expression of political sovereignty; the second one is based on unreadable pieces
of software the authority of which derives from a collective trust given to machines,
a trust that has not yet reached the level of legal expression. Whether this trust can
become the base of a legal system is an open question I shall raise in due course. Let
me start first with a few remarks on writing and computing systems both in Antiquity
and in recent times. Strangely enough, we have to start with the way linguistic and
computational signs were written in order to understand what computation is about
in today’s rule of law for there has always been a strong connection between
computing writing languages and writing the law since Antiquity.®

2 Automation in the History of Literacy

Of course, it would be preposterous to try and describe the fifty-four centuries of
western literacy in just a few paragraphs—starting from Mesopotamia in -3300 BC
up to today’s global networks—and I shall certainly not take this road. I will instead
take the risk of leaving aside points that would be worth mentioning and rather dwell
on two directions taken by the automation of literacy processes that seem to me
particularly important for our present purpose which is the description and evalua-
tion of today’s rule of law.

"This was already Turing’s point in 1947 just before the first computer became operational (June
1948): “Roughly speaking those who work in connection with the ACE [an experimental computer
called either a “calculator” or a “computer” in the rest of the text] will be divided into its masters and
its servants. Its masters will plan out instruction tables for it, thinking up deeper and deeper ways of
using it. Its servants will feed it with cards as it calls for them. [...] As time goes on the calculator
itself will take over the functions both of masters and of servants. [. . .]. The masters are liable to get
replaced because as soon as any technique becomes at all stereotyped it becomes possible to devise
a system of instruction tables which will enable the electronic computer to do it for itself. It may
happen however that the masters will refuse to do this. They may be unwilling to let their jobs be
stolen from them in this way. In that case they would surround the whole of their work with mystery
and make excuses, couched in well-chosen gibberish, whenever any dangerous suggestions were
made. I think that a reaction of this kind is a very real danger. This topic naturally leads to the
question as to how far it is possible in principle for a computing machine to simulate human
activities.” Turing (2004), p. 392.

8Lasségue and Longo (2012), pp. 450—461.
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2.1 Reading in Antiquity

Western writing systems from -3300 BC (Mesopotamian origin of writing) to -800
BC (emergence of Greek alphabet) evolved towards a representation of the phonetic
reality of language, gradually leaving aside ideograms (marks standing for a mean-
ing) and logograms (marks independent of their acoustic counterpart) except in the
particular case of the representation of numbers. Logogrammatic representation of
numbers and mathematical signs as we know them (“2”, “45”, “n”, * f ”, etc.) played
a crucial part in the origin of writing in Mesopotamia® and since then lived a life of
their own in the middle of phonetic signs'® until the twentieth century and the
“Hilbert program” to which I will come later. But basically, what was represented
by written marks was the sounds of languages first conceived as syllables (in the
Mesopotamian, Egyptian and Semitic writing systems), then as phonemes (in the
Greek alphabet). The Greek alphabet, although strongly connected to previous
writing systems, was innovative on at least three major points.

First, by writing down phonemes, the Greek writing system became a full-fledged
alphabet: all the sounds of Greek were represented, contrary to former alphabets first
designed for Semitic languages (like Phoenician) where only consonants were
written down because the written representation of vowels in these languages,
only three in number, was not deemed necessary.'' The phonematic representation
of the Greek alphabet introduced a clear cut distinction between the marks them-
selves and their meanings: the alphabet dealt with the objective sounds of Greek,
i.e. phonemes, and not with its meanings that are already apparent in syllables.'? The
second consequence is that the reader of a text written with the Greek alphabet (or its
Latin or Cyrillic derivatives) is not supposed to know in advance the language he or
she is reading because the phonematic decomposition made possible by the alphabet
is independent of the meaning of the text. Said differently, the Greek alphabet is
potentially mechanizable for it reduces the process of reading to an automatic
scanning which is independent of any previous knowledge of the language that is
scanned: reading became automatic through the Greek alphabet.'? Thirdly, the use
of the alphabet does not require the intervention of scribes as specialists of

°Schmandt-Besserat (2010).

Cajori (1994).

""Havelock (1976), pp. 80-81: “The pre-Greek systems set out to imitate language as it is spoken in
these syllabic units. The Greek system took a leap beyond language and beyond empiricism. It
conceived the notion of analyzing the linguistic unit into its two theoretic components, the vibrating
column of air and the mouth action imposed upon this vibration.”

2For example, “ball”, “bubble”, “bowl” and “balloon” certainly means that the “ba” “bu”, “bo”
syllables have to do with something round in shape; this is not the case anymore with the
phonematic decomposition of linguistic sounds. One can see that the two sides of signs were slowly
distinguished from one another and became the “material side” and the “meaningful one”: this is not
a given “fact”, it’s a historical and social process that took many centuries to happen.

3We all know too well that when we are tired, we can read a page and realise in the end that we
haven’t caught anything from it although the automatic reading was successfully made.
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interpretation to be read because all the alphabetical marks necessary for reading are
publicly on display. Reading as a social practice took many centuries and tremen-
dous collective efforts to become public knowledge but being able to read the law
then became very much part of modern democratic citizenship. Of course, even
though it is written in natural language, reading the law today most of the time
requires the intervention of jurists as “law scribes” but the technical jargon is still at
walking distance, so to speak, from the natural tongue of lay individuals.

To wrap up, one can say that with the Greek alphabet (and its derivatives), every
language can be written alphabetically and everyone can learn to read (even
machines can!). The political representation attached to reading is what the Greek
called isonomia, “equality before the law” by the recognition that written laws
impose the same obligations to all. Law is discussed collectively and public discus-
sion is based on a medium that is not the exclusive property of scribes and those who
employ them: alphabetic reading goes hand in hand with citizenship.

2.2 Writing in Present Times

I will briefly show that in the course of the twentieth century, a new step in the
history of literacy was reached when the writing process became partly automatized
under the name of “computer programming”. The control over the writing process
was henceforth completely lost by individuals and became a collective enterprise
nobody alone could have a full grip on. This lead to the situation we know of today
in which most of us are illiterate as far as writing code, i.e. “programming”, is
concerned. Even computer scientists, as knowledgeable as they are in the writing of
codes, do not master the whole process of writing programs which can sometimes be
made up of millions of lines of code: writing codes has become a very collective and
industrial kind of work. The social consequence is that it is indeed paradoxical that
literacy which had been such an instrument of political emancipation for many
centuries unknowingly became quite the opposite and required once again today
the intervention of a class of modern scribes: the computer scientists. This has
far-reaching consequences on the rule of law that I will touch upon later. But for
now, I will briefly sketch the three steps that led to the possibility of the digitalization
of law by making the new form of writing automatic.

At the end of the nineteenth century, the emergence of various “non-Euclidean”
geometries contradictory to one another as well as of paradoxes in set theory which
was supposed to be instrumental in finding a foundation for all mathematics trig-
gered a crisis known as the “foundational crisis”. The German mathematician David
Hilbert (1862—-1943) tried to circumscribe a “safe zone” in mathematics where the
various geometries could be dealt with and no paradox would appear. Arithmetic
was this safe zone and Hilbert showed how all axiomatic systems could be reduced
to a unique, arithmetic one. The goal was then to generate theorems from this
axiomatic system in the most secure way so as to avoid generating contradictions.
But there was no way the problem could be dealt with by reducing this axiomatic



64 J. Lassegue

system to a more fundamental one: the generation of theorems had to be justified
from within. To solve the problem, Hilbert used the same alphabetic strategy that
was used with Greek language: by making a clear-cut distinction between the level
of marks and the level of meaning and by focusing on the level of marks only, he
could determine which were the lawful (i.e. logical) connections between these
marks without taking into account their meanings the interpretation of which
remained questionable. According to Hilbert, introducing the alphabetical stance
would therefore avoid the dangerous situation that prevailed in mathematics at the
beginning of the twentieth century and allow for a general method capable of
checking the validity of propositions. To make sure that the logical connections
leading from axioms to theorems were secured, the “mechanical” way was the most
promising one because it was independent from any uncontrolled and possibly
paradoxical meaning. This “mechanical” way was still to be defined. Three steps
would be necessary.

The first step towards a mechanical checking of theorems was therefore to make
sure that mathematical propositions were transcribed in a canonical form from an
alphabet of written marks. Mathematical texts which were up to then a mixture of
propositions written in formal and natural language as well as diagrams were now
composed of alphabetical marks combined by logical laws.'* These logical laws
were considered by Hilbert as entrenched in the human mind which had no other
choice but to follow them. '

The alphabetization of mathematics was followed by a second step that would
reinforce the arithmetic stance developed by Hilbert, the so-called “arithmetization”
of the alphabetical marks. Kurt Gédel (1906-1978) showed that it was possible to
connect specific numbers to the marks of the alphabet: checking the validity of the
logical connection between marks was therefore reduced to computing numbers.'®
Contrary to Hilbert’s viewpoint who had to presuppose a “mind” external to the
writing process which was capable of following the rules of logic, Godel’s depended
only on the writing procedure consisting in connecting marks for signs with marks
for numbers and to compute on the latter ones: only the computational “mind” was
presupposed in Godel’s analysis.'’

"*Hilbert (1926), pp. 161-190.

Hilbert (1923), pp. 151-165: “[....] our thinking is finitist, when we think, a finitist process takes
place.”

This would be of fundamental interest when programming languages would appear after the
Second World War.

YGodel (1931), pp. 173-198: “The formulas of a formal system in outward appearance are finite
sequences of primitive signs (variables, logical constants and parentheses or punctuation dots), and
it is easy to state with complete precision which sequences of primitive signs are meaningful
formulas and which are not. Similarly, proofs, for a formal point of view, are nothing but finite
sequences of formulas (with certain specifiable properties). Of course, for metamathematical
considerations it does not matter what objects are chosen as primitive signs, and we shall assign
natural numbers to this use. Consequently, a formula will be a finite sequence of natural numbers,
and a proof array a finite sequence of finite sequences of natural numbers.”
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In a third step, the “computational mind” would be reintegrated by Turing
(1912-1954) in the writing process itself. The “computational mind” was no
“mind” after all but just a writing procedure that could be made entirely at hand in
the open: there was no need of folk psychology to address the issue. Before Turing, it
was still unclear what “computation” and “mechanical” exactly meant'® but he
clarified the matter by showing that the notion of computation could be performed
by an abstract machine which would be limited to a writing and reading process
performed by what would be called after his article of 1936,'° a “Turing machine”. A
Turing machine is not a material machine: it is the diagram of an abstract machine
capable of reading, writing and moving its reading-writing head on the boxes of a
tape of indefinite length, each box containing only one mark or none. A Turing
machine is therefore a reading and writing device that transforms numbers given as
inputs into numbers generated as outputs through a “program”, i.e. a list of
transforming rules (written also as a sequence of numbers) the machine uses to
perform the computation. The Turing machine is the logical structure of all com-
puters in the world today which are only finite and material replica of this abstract
device. The important point is that computer programming automatically transforms
a set of written marks into another set of other written marks: the writing process is
automatized without human intervention once the program had been written. From a
social point of view, this is precisely what completely modifies today’s literacy:
when programs are efficient (a point which cannot be proved in advance), computers
write and re-write numbers representing data without human control. This fact fuels
the social imaginary of science-fiction novels and films where humans become
enslaved to “superior” machines. But this is imaginary only, the reality is very
different because computers as descendants of Turing machines have nonetheless
inner limitations.

One would first think that because the concept of a Turing machine is capable of
computing any computable processes, every problem that can be defined logically
can be represented as a computable problem and receive a computable solution that
the right program (if it exists) can perform on the material counterpart of a Turing
machine, viz. a computer. One could therefore think that the Turing machine was the
last piece of a jigsaw puzzle that would make the Hilbert program work for good. In
fact, just as it was already the case with the important limitation results made clear by
Godel, it utterly destroys it: Turing shows in his article of 1936 that his very simple
device is certainly able to compute any type of computation but that there are
nonetheless problems which cannot be computed and never will. The proof of
such a limitation is a real tour de force: within the strictly computable framework
of Turing machines, one can imagine computable procedures® that are able to
generate uncomputable numbers no machine can ever compute. This has important
consequences regarding Hilbert program: if computation is a way of checking the

8Gandy (1988), pp. 55-111, § 5.
Turing (1938), pp. 230-265.
2OSuch as the Cantorian “diagonal procedure” quoted by Turing in his 1936 article.
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validity of mathematical expressions, there must be mathematical expressions the
validity of which cannot be checked by computation. It is therefore possible to prove
that certain mathematical propositions escape all formalized axiomatic systems. I
can then go back to the claim I made in the beginning, namely that limitations of
axiomatic systems also have social consequences. Digitalization is certainly possible
on some issues in the social world as the incredible multiplication of pieces of
software amply shows today but there is no reason to believe it should be considered
a universal solution to all social issues since computing limitations are already
present in the mathematical domain: why should social problems be more comput-
able than mathematical ones? We have now to explore the consequences of this
epistemological situation on the particular case of the rule of law.

3 Consequences on the Rule of Law

The gradual digitalization of society certainly modifies the types of breach of the law
that are committed. Today’s digitalization has therefore an impact on the content of
various laws as well as on new laws covering new domains, especially regulations of
electronic exchange on the internet. But this is only the tip of the iceberg for it does
not modify legality as such. More than the legal content (in various domains such as
competition law, law of intellectual property, etc.), it is rather the legal form,
i.e. legality, which is being transformed through digitalization.

The transformation of legality has two aspects that seem unconnected at first. The
first one has to do with the relationship between legality and mathematics: is there a
common ground between the formalist take in mathematics that gave birth to
computer science as briefly sketched earlier and the formal aspects of law? The
legal domain, precisely because of its formal aspects, seems to be an adequate
candidate for digitalization: more than many other types of institution, law has a
long tradition of formalism that goes far beyond the usual reference to Aristotelian
syllogism.”" The question is therefore how relevant the transfer from computer
science to the legal domain is. To answer this question, one could stick to the
analysis of formalism in the two domains and see how far they can be made
compatible. Computer science would then appear as the modeling source applied
to law, a rather late-comer in the digital transformation of society. The drawback of
this approach is twofold. First, the specificity of the legal domain disappears and law
is made part of an homogeneous and passive field that is liable to digitalization.
Secondly, it completely puts aside the second aspect of legality which is the
relationship between legality and anthropology: laws become legal through insti-
tuted procedures of collective agreement, something which is completely foreign to

!Leibniz who was both a jurist and a mathematician is a key figure in that respect since he tried,
with a rather elusive success, to develop a formalist and mechanistic approach to law from the
Leibniz (1666). Reprint Leibniz (2018), pp. 30-105.
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the mathematical approach. For example, why is the partial delegation of judgement
to specific pieces of software and database being now collectively agreed upon in
various court cases? Where does this consensus come from? And how does it
become constraining? These are questions only an anthropological viewpoint on
legality can answer. The problem we are confronted with is therefore: how is it
possible to keep together the two aspects, the mathematical and the anthropologi-
cal one, of legality? What is claimed here is that only the analysis of signs both in
their formal and collective aspects makes it possible to take into account the two
aspects, mathematical and anthropological, of legality. It is therefore necessary to go
back to the way law has been written in the past and is being written today in the
context of digital society to have a better view on the transformation of legality.
Three steps in the recent history of the relationship between computing and law can
be distinguished: translation, competition and replacement. I will particularly insist
on the third step that deals with blockchain.

3.1 Translating Legal Texts into Computable Code

The historical relationship between computer science and law seems at first to be
governed by convenience only. As soon as it became cheap enough to store large
amounts of legislative, administrative or jurisprudential texts in an electronic format,
it became also clear that reading laws and regulations from thick and heavy books
stacked in specialized libraries could be replaced by immediate online access for
both professionals and citizens. But it was less clear that what at first was just a
convenient mode of access would also modify the legibility of law itself. Like any
other type of knowledge transformed into data, looking for the relevant legal
information could not be performed by reading only: keywords had to be designed,
i.e. a priori categories that would assist with data navigation. This had of course an
impact on the way cases were cognitively represented by readers because the various
narratological strategies used to make sense of a case when presented as a continuous
narrative would have to be modified: the way a case is made sense of through
keywords automatically leads up to a more fragmented representation of it. It also
leads up to another level of generalization than the case itself by bringing it closer to
other cases, a generalization which modifies the representation of the case under
scrutiny. Thus the digitalization of legal corpora modified the relationship between
the levels of generality between case and law. In the same way, the systematic use of
statistics made it gradually clear that a new type of information was henceforth
available both in finding similarities between cases as well as in revealing tendencies
in behaviors of plaintiffs as well as biases in the way justice was done. The relevance
of keywords for data navigation and the use of statistics became therefore a major
issue law professionals could not leave to computer scientists only: joint work had to
be done to make sure that the relevance of keywords in specific database was
monitored according to what was under scrutiny (establishment of facts, type of
law involved, etc.) and that the statistical knowledge which was gained was an
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additional asset to the rule of law and not a way to devaluate its authority by
underlining its practical shortcomings. From a sociological point of view, it meant
that reading the law had to become a combined effort performed by several com-
munities that were not used to work together. In any case, reading the law was not the
preserve of “law scribes” anymore. This is also the case as far as writing the law is
concerned.

3.2 The Competition Between Textual and Digital Law

Before the emergence of digital law, Western democracies would strive to draw a
virtuous circle in the way they would set up a legal order: the process of making law
effective would start with a discussion held in natural language (as opposed to a
formal one which has a written form only) among members of various parliamentary
instances, assisted in this task by jurists whose role was to help switching the future
law from an oral to a written form. The process would end up by the written
enactment of the law which relied on the capacity to read from citizens who, after
a tremendous collective effort over several centuries, had become literate. This
general literacy would hopefully contribute to the obedience to the law and the
political participation to common affairs. But the emergence of digital law disrupts
this legal flux between various institutions by departing from natural language and
the community of speakers it makes possible: by delegating the very content of the
law to a form exclusively written in a logical language operated on computers, the
very notion of a community that natural language and symbolic institutions made
possible was left behind. All of a sudden, citizens but also the most trained jurists
became illiterate as they were confronted to the actual computer coding of legal
texts. And in a way, it was the case with computer scientists themselves: no one can
follow the millions of operations that are needed to run a program on a computer as
no one can write the millions of lines that are need to complete a large program
either. But more than the actual limitations of human cognitive capacities, it was the
seemingly autonomy of writing performed by computers that was entirely new:
according to data processed, the logical connector ‘if...then’ in programs would
introduce possible choices that were made neither by the programmers nor by the
users but were left for the computer to decide. For example, software programs such
as Compass used since 2010 in many penal courts in the United-States which is
described as a “risk assessment tool for criminal justice practitioners” would dra-
matically change the way liberation on parole before the trial would be assessed. . .
and would give rise to much scandal when it was statistically discovered that
African-Americans were massively discriminated in this process. In less dramatic
examples, one can imagine that courts of justice (just like private companies like
Ebay already do) would develop applications that could be implemented on mobile
device in order to resolve small-scale conflicts (missing or unsuitable delivery,
neighbourhood disputes) without the judge’s intervention.
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The point that is underlined as far as software use is concerned is that writing does
not entirely depend on human intervention—a deep change the consequences of
which are still waiting to be fathomed. If we leave aside the purely imaginary
reactions spanning from thinking robots to transhumanism, it is the immaterial and
computable aspects of writing which deprive human beings of their capacity to be
held responsible for what they write legally by breaking the reading-writing circu-
lation between well-defined institutions that up to now had made legality possible.
Legality becomes problematic since it is partially located out of the sphere of
individual judgement and the collective institutions founded on a political order
rooted in a shared history that make the production of this judgement possible.**

The conflict between legal texts and legal codes has a graphic origin and shows
how difficult it is to hang together a mute mode of writing which is socially
hermetical and a collective space where human beings can recognize but also
clash with one another according to socially admitted modes of justice. It generates
a symbolic mutation® between two forms of legality that can be coined as “rule of
text” and “rule of code”. The challenge is the following: how is it possible to
reintegrate the out of space, purely written code in a spatial environment which is
meaningful for humans, i.e. where humans can feel recognized as subjects? Put
simply: how do we make code socially readable? The question becomes all the more
important when confronted to a third step in the relationship between computer
science and law, which has to do with the rise of blockchain technology.

3.3 Replacement of Textual and Code Law: The Case
of Blockchain Technology

Blockchain is what was called in the beginning a “microworld”. It is a software
technology which became famous with the emergence of cryptocurrencies like
bitcoin in 2009 or Etherum in 2015 and which is supposed to be the ultimate solution
for preventing monopolistic mediations to appear or reappear. Its avowed purpose is
to get rid of symbolic mediations depending on “rule of texts” (from notaries to
central banks) as well as digital ones depending on “rules of code” which almost
naturally tend to re-establish a monopolistic mediation by way of universally used
platforms (for example Uber, Amazon or Facebook). Blockchain technology is
based on the traceability of sets of objects (diamonds, vintage cars, etc.) which
creates a restricted world in which exchange through peer-to-peer protocols can take
place without a central authority, be it symbolic or digital. It presupposes an
ontology reduced to atomic components governed by purely deterministic processes
(essentially, tagging, authenticating, buying and selling) within a network. From this

Lassegue (2019), pp. 255-274.

By “symbolic mutation”, I mean a process in which the authority of norms is elaborated
differently through a collective work on institutions, from linguistic signs to political assemblies.
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point of view, blockchain technology entirely pertains to the world of writing and
claims full independence from an outer counterpart: the difference between objects
and their tags is supposed to be non-existent.

Sticking to a microworld is supposed to solve the problem of mediation by
making it mechanically decidable: in a finite world of tagged objects and of
participants, it is possible to compute one-to-one mappings between the participants
willing to exchange as well as one-to-one mappings between the written tags and the
physical objects the tags stand for. It is therefore possible to operate within a
completely decidable structure where the exchange of goods is a simple consequence
of written, traceable exchange of tags. From a purely logical point of view, because
of its decidability, any blockchain structure operates within a digital world which is
not “Turing-complete”, i.e. which does not allow for undecidable results.** Said
differently, blockchain technology creates microworlds that are too “small”, i.e. too
arithmetically poor, to accommodate even all computational processes. This would
be of no consequence if it was possible for the participants to stick to the decidable
relationships that are effective in blockchain networks but this is not the case: as they
are implemented through pieces of software, they are subject to computational
limitations. In particular, because of the proof in the 1936 paper by Turing that
there is no program that can predict if another piece of program will or will not
terminate, the possibility always remains that a piece of software used to run a
blockchain will sooner or later have an unpredictable bug. In this case, the
blockchain in question will not be restricted to its own microworld and will need
external fixing. But if no instance of government is anticipated as should be the case
in a structure devoid of centralized and institutionalized mediation, who will take the
responsibility to modify the program? It will be fixed by an occult form of govern-
ment all the participants of the blockchain are not aware of and do not participate in
electing those in charge. It is therefore for computational reasons that mediations of
the classical type like the institution of a government are bound to be necessary—
even in decidable microworlds like blockchain structures.

From a more general point of view, it is therefore very hard to imagine how
blockchain technology could be extended to forms of social transaction that we have
every reason to believe to be not computably decidable. Moreover, non-computable
processes are everywhere in the natural world where chaotic systems are the rule and
not the exception® just as cultural phenomena, from natural languages to institutions
of government, cannot be even approached by computable models only even when
they are limited to very simple structures.”® In the case of law, it seems therefore

*In this sense, a blockchain operate in the same kind of environment as first order predicate logic
which Godel proved to be complete. Cf. Godel (1930), pp. 349-360.

*Pisanti and Longo (2012), pp. 28-31.

In the case of natural languages for example, the very idea of a completely stabilized linguistic
meaning which would be fixed in advance like in logical languages does not do justice to the
constant shift of meaning through usage. Just as in physics where the problem of perturbation under
the threshold of measure can trigger unpredictable evolutions, so is the case with linguistic
meanings the evolution of which is also unpredictable.
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clear that blockchain technology can be used (for certification and contracts for
example) but have to be merged in richer worlds in order to make real sense.
Decidable structures can be of great help to partially secure transactions but cannot
replace social relationships which are of a different order of complexity which is not
possible to determine in advance.

4 Conclusion

The relationship human beings have to external reality, natural or social, is not
limited to decidable structures like blockchain. It would therefore be illusory to think
that legal institutions could be replaced one day by decidable processes that can be
written in advance. Law is not limited to a set of written rules that can be mechan-
ically applied even in the simplest case of decidable structures. Law is a process
which opens up a future that remains to be written collectively.
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1 Introduction

In this chapter we will examine the activity of mining in the peer-to-peer electronic
payment system Bitcoin, empathizing its importance for the maintenance and secu-
rity of the blockchain.

A blockchain is a growing chain of blocks containing records of data, linked
together using techniques of cryptography. It is an “open, distributed ledger that can
record transactions between two parties efficiently and in a verifiable and permanent
way”,' so it is resistant to data modification.

Although its dimension is able to grow in time, its content will not be modifiable
nor deletable without invalidating the whole structure, this gives the blockchain the
propriety of being immutable. Apart from its security, another property is the
transparency of the records held in a public blockchain. Since the system is distrib-
uted, there is no presence of a central authority and participants need to cooperate
with each other to maintain the order.

"Narayanan et al. (2016).
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The white paper proposed by Satoshi Nakamoto” describes Bitcoin’s system as “a
purely peer-to-peer version of electronic cash” that “would allow online payments to
be sent directly from one party to another without going through a financial
institution”. The transactions made within the network are “saved” into an ongoing
chain of hash-based proof-of-work, forming a record that cannot be changed without
redoing the proof-of-work. The proof-of-work consists in an electric consumption
due to the high usage of the CPU that is needed to solve a cryptographic puzzle. As
long as the majority of CPU power is controlled by participants that are cooperating,
a longer chain will be generated by these nodes, outpacing malicious attackers. The
process of adding a new block by solving a cryptographic puzzle is called “mining”.

Mining through the solution of cryptographic puzzles, is the process by which
transaction are verified and added to Bitcoin’s public blockchain. Bitcoin is a digital
currency based on a peer-to-peer decentralized network presented in 2009 by Satoshi
Nakamoto, a pseudonym for an unknown person or collective.

In Bitcoin’s network, every machine participating is called a “node”. Every node
is able to store, create, receive and send data to others. Special nodes called “miners”,
have the ability to aggregate pending transactions into blocks and add them to the
main blockchain. The miner is required to provide various information about the
transactions and a valid Proof-of-Work to successfully add a new block.

The Proof-of-Work is a verification process in which a cryptographic puzzle has
to be solved through the expense of computational power. This method was pro-
posed as a solution to the Byzantine Generals Problem.

2 Byzantine Generals Problem

The Byzantine Fault (or Byzantine failure®) is a condition of a computer system,
which mainly appears in distributed computing systems, where components may fail
and there is imperfect information on whether a component has failed.

The name Byzantine Generals Problem comes from an allegory that pictures a
condition of stall for members of a system, some of which are unreliable, where a
coordination or agreement is needed.

This condition consists of two or more generals, with their respective army, that
need to coordinate an attack by being far away from each other. An obvious answer
would be sending messengers to deliver an order of attack to the other armies and
probably sending other messengers to confirm that orders have been received. The
issue is that a messenger could be killed or captured by the enemy resulting in a
missing or tampered message respectively, hence a failed coordination. The generals
need an algorithm to perform a coordinated attack, they need to find consensus.

2Nakamoto (2008).
3Kirrmann (2005), p. 94.
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Every general can be seen as a node in a peer-to-peer decentralized network: in
order to be able to function properly, a mechanism is needed to coordinate all the
nodes.

3 Proof-of-Work

Proof-of-Work (POW)4 is a mechanism that secures the network’s consensus, even in
the presence of non-compliant nodes. Every node is made of software and hardware
and can perform various operations, including the following:

— make transactions;

— receive transactions;

— verify transactions;

— broadcast transactions to other nodes.

Due to the lack of a central authority in a peer-to-peer system like Bitcoin’s
network, every node is able to observe the others. In a scenario where a node wants
to send Bitcoins to another node, it needs to declare it publicly in order to commu-
nicate to the miners that the transaction needs to be processed and verified.

A miner is constantly listening to broadcasted transactions and, after a collection
and verification process, adds them to the blockchain through the solution of a ‘hash
puzzle’.

The hash puzzle is a piece of data which is difficult to produce but easy for others
to verify and which satisfies certain requirements. Since the puzzle can be a random
process with low probability, it is solved by trial and error and the whole process has
a heavy cost in terms of electricity and time. As a Proof-of-Work scheme, Bitcoin
uses Hashcash® based on SHA-256.

The Proof-of-Work is required by a miner to successfully add a new block to the
blockchain and it “fixes” its difficulty to limit the rate at which new blocks can be
generated by the network to one every 10 min.

4 Mining: The Validation Process

When new transactions are broadcasted, mining nodes collect and aggregate all the
data found and automatically apply, through Bitcoin’s software installed on the
machine, a series of controls, such as:

“Gervais et al. (2016), pp. 3-16.
SBack (2002).
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— track the source of the transaction;

— check if the sender has enough Bitcoin in his wallet;

— check if the sender has already spent his Bitcoins (prevents double spending);

— check if the amount of Bitcoins in the transaction is within the range of 0 and
21 million.

If all requirements are satisfied, the transaction is placed in a Memory Pool where
it will wait until a miner takes it for confirmation. A Memory pool (or Mempool) is a
simple ‘list’ of pending transactions that are waiting for the approval of a miner. The
order in which transactions are chosen is proportional to the fee paid by the sender of
the transaction.

All the miners in the network are competing with each other to create a new
block, since only the first successful creation will be awarded with the reward by the
system. Once a miner has gathered enough transactions from the Mempool, it needs
to control that none of them is already in the blockchain. After this last control, the
miner creates a ‘candidate block’ with the transactions gathered and a ‘block header’
which consists of:

— timestamp of the block;

— the list of the transactions in the candidate block;

— alink to the previous block in the blockchain;

— a valid Proof-of-Work.

— other data such as the reward for the miner and the size of the block.

The first miner that successfully builds a valid block and adds it to the blockchain
receives a reward for his work. An example of the information contained in the
‘block header’ is presented in Table 1. Since Proof-of-Work requires a considerable
computational power expense (which means a lot of electricity consumed), the first
miner to successfully present a valid PoW is rewarded with newly generated
Bitcoins.

S5 Cryptographic Puzzles: One-Way Hash Functions

A hash function is any function that can be used to map data of arbitrary size to fixed-
size values, called hash values or digest. Furthermore, a one-way hash function is
designed in such a way that is hardly reversible, that is, to find a string that hashes to
a given value. The slightest change in an input string may cause the hash value to
change drastically, this phenomenon is called avalanche effect.

Before going through the properties required to all good cryptographic hash
functions, let’s consider the following example of use: suppose C needs to patent a
new invention. Then C will need to present the project P to the patent office where,
once delivered, no modifications will be allowed, and it will be added to the queue. It
is possible that in this time, a malicious attacker could breach in the office and steal
the ideas in C’s project. To solve this issue, C could arrange with the patent office to
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present, instead of the project P, its unique hash value H(P). Doing so the attacker
stealing H(P) would have no useful information to find the project P. Moreover, at
the time of registration of the project, at the end of the waiting queue, C would have
to provide the project P to the patent office to confirm that its hash value coincides
with H(P).

Good cryptographic hash functions are requested to possess the following prop-
erties to withstand all known types of cryptanalytic attacks:

— a hash function H can be applied to inputs of any size;

— the hash value H(M) (or digest) has a fixed size;

— given an input M, the hash function H(M) is feasible to compute;

— given the hash value it should be difficult to find any input M such that h = H(M).
This property is also known as pre-image resistance or the property of being
one-way;

— given an input M, it should be difficult to find a different input M’ such that H
(M)=H(M"). This property is also known as weak collision resistance or second
pre-image resistance;

— it should be difficult to find a pair of two different inputs <M, M’> such that H
(M)=H(M"). Such pair is called a cryptographic hash collision and the property
takes the name of strong collision resistance.

The need of the first three properties is obvious. However, the necessity of the last
three properties could be explained by examining a violation from an attacker. If
property (5) would be violated, an attacker could switch the real message M with a
tampered message M’ such that HM) = H(M’), and the receiver would accept the
result as if it was authentic. If property (4) would be violated, the attacker could
make a similar attack even in the case that only H(M) is known. Lastly, property
(6) is referring to the resistance of H to a class of attacks known as birthday attacks,®
that presuppose that the attacker has a temporary access to the hashing mechanism.

Bitcoin uses SHA-256 (Secure Hash Algorithm, 256 bits) as a hashing function,
which yields a unique output with a fixed size of 256 bits. This function is one-way
since knowing its output gives no information about the input, making it secure and
reliable.

SHA-256 belongs to the SHA-2 cryptographic hash functions set, designed by the
NSA. They compare the computed digest to a known and expected hash value to
verify data’s integrity.’ In Bitcoin’s network, SHA-256 is used in the Proof-of-Work
algorithm and in the creation of the Bitcoin addresses.

The only known way to find the input of the SHA-256 given the output is by trial
and error. The attacker would have to guess an input, encrypt it through the
SHA-256 and check if it matches the desired output, otherwise the aggressor will
need to guess again (this attack is also known as a ‘Brute Force Attack’).

SKatz and Lindell (2014).
"Penard and van Werkhoven (2008).
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The SHA-256 is used to determine the ‘BlockHash’ which is a unique fingerprint
(or ID) of each block. A BlockHash is made of concatenated information about the
block, such as timestamp, nonce, hash of previous block. . . passed through the hash
function SHA-256.

A ‘nonce’ is an arbitrary number guessed by the miner in order to create a
blockhash that starts with n zeros, after the application of SHA-256. In this hashing
function, a minor change in the input completely changes the output. The creation of
such blockhash is achieved through brute forcing the value of nonce, trying all its
different values. Once a miner finds a nonce that, passed through the SHA-256 along
with other information, yields a blockhash starting with n zeros, the Proof-of-Work
is complete, and that miner adds the block to the blockchain. The number of zeros
n depends on the ‘difficulty’ field, which increases proportionally to the number of
people trying to mine the next block.

6 Elliptic-Curve Cryptography (ECC)

Elliptic-curve cryptography (ECC) is an approach to public-key cryptography based
on the algebraic structure of elliptic curves over finite fields. It is the approach used
to secure the blocks in bitcoin blockchains. ECC requires smaller keys compared to
non-ECC cryptography to provide equivalent security. Elliptic curves are applicable
for key agreement, digital signatures, pseudo-random generators and other tasks.
Indirectly, they can be used for encryption by combining the key agreement with a
symmetric encryption scheme. Public-key cryptography is based on the intractability
of certain mathematical problems. Early public-key systems are secure assuming that
it is difficult to factor a large integer composed of two or more large prime factors.
For elliptic-curve-based protocols, it is assumed that finding the discrete logarithm of
a random elliptic curve element with respect to a publicly known base point is
infeasible: this is the “elliptic curve discrete logarithm problem” (ECDLP). The
security of elliptic curve cryptography depends on the ability to compute a point
multiplication and the inability to compute the multiplicand given the original and
product points. The size of the elliptic curve determines the difficulty of the problem.

For current cryptographic purposes, an elliptic curve is a plane curve over a finite
field (rather than the real numbers) which consists of the points satisfying the
equation

vy =x>+ax+b

along with a distinguished point at infinity. In the mathematics of the real numbers,
the logarithm logpa is a number x such that b* = a, for given numbers a and
b. Analogously, in any group G, powers b* can be defined for all integers k, and
the discrete logarithm logya is an integer k such that b* = a. The use of elliptic curves
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in cryptography was suggested independently by Neal Koblitz® and Victor S. Miller’
in 1985. Elliptic curve cryptography algorithms entered in wide use in 2005.

The curve used by Bitcoin, secp256kl, in the normal Weierstrass form has
equation y> = x> + 7. The elliptic curve can take characteristic shapes in the plane
according to its coefficients, but each one is symmetrical with respect to the abscissa
axis, since for each value of x there will be a positive and a negative value for y, that
is:y = (x> + ax + b)""?. In cryptography, curves are used on which some algebraic
properties can be defined with respect to an internal composition operation, therefore
only non-singular curves will be taken into consideration, discarding all those curves
with cusps or with self-intersections.

To verify the non-singularity of the curve, it is necessary to impose that its
determinant is different from 0, i.e. that the inequality exists: 42> + 27b? different
from O The points of a non-singular curve, combined with a special element O called
point to infinity or zero point, represent a set G, defined in this way:

G = {(x,y) € R*[y> = x* + ax + b,4a’ + 27b” different from 0} U {0}

A commutative, or abelian, group'® is a non-empty set on which a binary

[T L]

operation “x” is defined to satisfy certain properties:

— the set is closed with respect to the operation, i.e. if a and b belong to the set G
then also ¢ = a x b belongs to G;

— the operation respects the associative property, or (a X b) x ¢ =a x (b X ¢);

— there is a 0 element, called identity element, such thata x 0 =aand 0 x a = a for
every a;

— each element has its inverse, that is, for every a, there exists b such thata x b= 0;

— the operation respects the commutative property, or a X b =b x a for each a and
b belonging to the set.

A group that contains a finite number of elements is called a finite group and the
number of elements in the group is the group order, otherwise the group is called an
infinite group. On a G group you can define the operation of elevation to power as
the repeated application of the group operator, so a> =a x a x a. A G group is called
cyclic if each element of G is a power a® of a fixed element a € G, with k € N, in this
case it is he says that the element a generates the group G or that is a generator
of G, moreover a cyclic group is always abelian and can be finite or infinite. In the
case of elliptic curves,'' the composition operation is the sum, indicated with the
symbol +.

8See for instance, Koblitz (2012a, b, 1998).

“Miller (1985).

1%For elementary properties of Abelian groups, see Fuchs and Gobel (1993).
See for instance Miller (1985).
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Fig. 1 Elliptic curve A+B+C=0
A+B=-C

cryptography

Moreover:

— the inverse of a point P(xp,yp) is defined as the point —P(xp,—yp) symmetric of P
with respect to the axis X;

— the identity element is represented by the point to infinity, or zero-point O for
which is worth 0 = —0 and for every point P belonging to G we have
P+O=0+P=P;

— the sum operation, indicated with + is defined by the rule A + B + C = O, with A,
B and C belonging to the set G and are aligned.

Let us explain in the geometric setting what is the sum operation for elliptic
curves. The elements of the group can be represented as points on the Cartesian
plane and also the law of internal composition can be interpreted in a geometric way,
establishing that if three points of the curve lie on the same line, or are aligned, their
sum is zero. As we have to do with abelian group, it is guaranteed that each element
has an inverse element with respect to the sum and that the operation of sum has the
commutative property, so that the rule for the sum can be rewritten as A + B = —C
where A, B and C are aligned points, as see on Fig. 1. To calculate the sum between
two points A and B belonging to the curve we must draw a straight line between
them until you find a third intersection point C,. Note that this point always exists.
For a third degree equation, two real roots implies that also the third is real.'* The
result of the sum will be the inverse of the point of intersection—C, symmetric of C
with respect to the x axis.

In the particular case where we want to define the sum P + P we have to use the
tangent to the curve in point P and it is necessary to use the formula of the first
derivative with respect to x of the curve equation:

2By Gauss Theorem an equation of degree n has exactly n solutions in the complex number (the
complex plane contains also the Real Numbers Line). The strictly complex roots are at couple, so
they are even. So, for an equation of third degree can be two or zero. Therefore, if there are two real
solutions, also the third is real.
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m = (3x’p +a)/(2yp)

This allows us to define a scalar multiplication operation of a point P belonging to
the curve, for a natural number: nP =P + P + .. .. + P for n times. The multiplication
of an element of the group for a scalar, that is the repeated application of the sum
operator, by definition represents the elevation to power within the group G, or
P? = 3P = P + P + P and the inverse of this operation will be called logarithm on
elliptic curves.

Based on the algebraic formulas introduced previously for the sum of two points,
we can perform the previous multiplication by making n—1 sum operations, actu-
ally, with the use of appropriate algorithms we can do much better. One of the
algorithms that can be used to efficiently implement the scalar multiplication oper-
ation is the double and add algorithm. Given the product n*P, withn € Nand P € G,
a generic scalar n can be written as the sum ny+ 2n;+ 2°ny + ... .+2™n,,, where the
numbers ng,....n, €{0,1} and m + 1 is the number of digits of the binary
representation of n. Suppose we want to multiply the generic point P for
151, whose binary representation is 100101112, then we can write:

151P =2"P + 2*P + 2?P + 2'P + 2°P

The double and add algorithm'? tells us:

— initialize the result Q to 0;

— with i =0, since dy = 1 we add P to Q and store the result in Q and double P;
— withi=1, since d; = 1 we add P to Q and store the result in Q and double P;
— withi=2, since d, = 1 we add P to Q and store the result in Q and double P;
— with i = 3, since d; = 0 we do not execute any sum, but we double P;

— with i =4, since d4 = 1 we add P to Q and store the result in Q and double P;
— with i =5, since ds = 0 we do not execute any sum, but we double P;

— with i = 6, since dg = 0 we do not execute any sum, but we double P;

— withi =7, since d; = 1 we add P to Q and store the result in Q and double P;
— no binary digits of n are left to be taken into account, then returns Q.

The algorithm gives the result of multiplication by executing 5 sums and 7 mul-
tiplications. For each iteration of the loop this algorithm performs a summing
operation, or alternatively a summing operation followed by another summing
operation (doubling P), the loop is executed as many times as the binary digits of
n, this leads us to estimate a cost of O(logn). So far, we have talked about elliptic
curves in which the variables and the coefficients belong to the real numbers, but in
their cryptographic application both the variables and the coefficients are restricted
to the elements of a finite field. In mathematics, a finite field, or Galois ﬁeld,14 isa

13See for instance Hankerson et al. (2004).
14See for instance Applications (2008).
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field with a finite number p" of elements, with p prime number and is often denoted
as Z(p") or GF (p").

The security of elliptic curve cryptography depends on the difficulty with which it
is possible to perform the inverse operation, i.e. to determine n when nP and P are
given. This problem is called the discrete logarithm'? of the elliptic curve and it is a
problem that is considered hard.'® Currently the fastest known technique for calcu-
lating the logarithm is called the Pollard rho method.'” Designed by John Pollard'®
in 1975, it was used in 1981 to factor Fermat’s eighth number issue (a Fermat
number,' named after Pierre de Fermat™ who first studied them, is a positive integer
of the form F, = (25" + 1. It was conjectured that all the Fermat number were prime
number, conjecture that was proved to be false) It is a probabilistic algorithm, in the
sense that it does not guarantee to produce a result.

In reality there are some elliptic curves for which it is possible to find specific
algorithms that solve the discrete logarithm in polynomial time, such curves are not
suitable for cryptographic uses and are therefore called weak. The possibility that
some curves are intrinsically weak to a cryptographic analysis imposes several
questions related to the trust that it is legitimate to place in objects of this type.
Suppose, in fact, that someone proposes the use of a curve, how can we be sure that it
does not have some kind of mathematical vulnerability not yet discovered that makes
the problem of the logarithm solvable in polynomial times? To avoid the eventuality
that some attacker can forge a curve so as to include in it some mathematical back-
doors®' it is used the principle called nothing up my sleeve,* that is it is introduced a
random number, called seed, which is used to generate curve parameters and the
generator point, using hash functions. A curve generated by the use of a seed is
called verifiably random, or randomly verifiable.”® The elliptic-curve cryptography
is resistant to nowadays computers. Only the introduction of quantum computing
can make breakable ECC.

'3See for instance Weisstein EW Discrete Logarithm. https://mathworld.wolfram.com/
DiscreteLogarithm.html.

16See for instance Bovet and Crescenzi (1994).

"7See for instance Montgomery (1987).

'8Brent and Pollard (1981), pp. 627-631.

19See for instance Krizek et al. (2001).

20See for instance Pierre de Fermat—Biography, Facts and Pictures. https://www.famousscientists.
org/pierre-de-fermat/.

2IDiffie and Hellman (1976), pp. 644—654.

22“Nothing up my sleeve” is a phrase associated with magicians, who sometimes preface a magic
trick by holding open their sleeves to show they have no objects hidden inside.

ZIn cryptography, the concept of a verifiable random function was introduced by Micali et al.
(1999), pp. 120-130.

24See for instance Shor (1999).
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1 Introduction

The modern world has brought many technological changes to the daily lives of
citizens. The plethora of data that is being collected by companies such as Google
and Facebook exceed petabytes of data daily. This data is also the driver of new
technologies such as machine learning and artificial intelligence. It fuels economies
as much as intergovernmental services such as development aid and humanitarian
action.! In addition to data collection and usage, information infrastructures such as
digital ledger technology, specifically blockchain technology, are also adding to the
complexity of data and information management. Specifically, since the rise of
Bitcoin, blockchain technology is almost being seen a panacea for the management
of logistic, governance and information management problems. It has become a sine
qua non technology of aspiring companies, start-ups, and government agencies as

Qadir et al. (2016) and Ali et al. (2016).
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well as international organizations alike.” Its application spans from crypto currency,
supply chain management, smart contracts, digital identity management and
many more.

However, technologies are not neutral in the sense of normative implications that
they impose on its users. For example, user interfaces that have become the access to
all features of databases, such as social media platforms in the form of Facebook or
Instagram. These in part determine whether certain actions are even possible. Until
the introduction of different emojis for Facebook likes, there was only the like button
with a thumbs-up. By the mere limitation of the user interface, a dislike, such as in
YouTube, was not even possible. The lack of a dislike button on Facebook served
the purpose of creating a positive atmosphere on the social Media platform. The code
behind the user interface of Instagram, for example, does not allow the use of
hyperlinks in picture descriptions. These are in fact design choices with certain
purposes in mind. All these design choices determine user behavior and can assume
regulatory function.

Technology implies norms and governance embedded in its code and infrastruc-
ture. The above examples already illustrate that even without explicit normative
framing, technological design choices impose limitations to the actions of users. In
his book “Code and Other Laws of Cyberspace”, Lawrence Lessig explains how
Indeed digital code has become equal to law in that it imposes certain actions, allows
for certain freedoms, and limits other actions. The structure of blockchain technol-
ogy and digital ledger technology brings Lessig’s argument to a higher level of
governance. Extending beyond his line of reasoning, we suggest in this chapter that
design choices around blockchain technology are at the same time design choices for
norms of governance. We argue that if this is the case, then state regulators need to
treat the implementation of new technologies with governance implications as laws
and contracts that need to be assessed vis-a-vis the existing legal framework.

This chapter will first introduce traditional notions of governance as old (Mode I)
and new (Mode II) governance. In the next section, we will argue that technology
imposes governance principles through design choices. Some of these design
choices are made with governance in mind, others are guided by more general
norms of human interaction, and again others are even implemented without any
consideration of their normative power. The section will illustrate how Cyberspace
imposes meta-principles of governance that allow for a whole new conception of
regulation, which we call “Cyber-Governance”. We will show that these meta
principles often remain implicit while still having a big impact on our daily interac-
tions. Thereafter, we will turn our attention to software architecture design choices of
blockchain technology in particular and argue that these impose specific governance
principles. For that purpose, we will analyze design choices such as decentrality,
immutability, and trustlessness. The arguments in this chapter will be predomi-
nantly legal theoretical and philosophical rather than technical. The purpose is to
explain the normative power of technological design specifically in the realm of
governance.

27witter and Boisse-Despiaux (2018) and Zwitter (2015).
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2 Traditional Governance: Old and New

Governance is a highly contested concept and definitions are as elusive as for
example definitions of “sustainability” and “cyber”.” Governance as a policy con-
cept is defined by David Levi-Faur as a “signifier of change” in policy-making which
concern shifts of processes of policy making and policy making authority.* Such
shifts can for example be vertically to regional, international, transnational, and to
the local, and horizontally to private spheres of society.’

Besides that, governance is often depicted as modes, referring to ‘old’ and ‘new’
forms of governance or Mode I and II governance.® ‘Old’ governance (Mode I) in
this context mostly refers to hierarchical command and control structures tradition-
ally embedded in the state, whereas “new governance” (Mode II) commonly refers to
horizontal modes of policy making. Lately, the term network governance has
emerged with the emergence of social networks and governance processes of
regulatory nature sometimes embedded entirely in the private sphere.’

Firstly, public-private governance is a form of Mode II governance in which
non-state actors are integrated into public policymaking. Increasingly the expertise
of private actors is sought in developing regulation. Public-private governance relies
on networks and market-mechanisms of competition to achieve policy-goals.® Policy
goals are often set by either within public private partnerships or in public institu-
tions. Public-private governance consequently delegates the performance to achieve
these goals to non-state actors for more efficient, effective, or expert based perfor-
mance.” Oversight of this process is often assigned to non-majoritarian institutions
who keep a check on private-actors performance’s in correspondence with the public
interest. Text-book examples of such public private governance are the large-scale
privatizations of public institutions in the 1990s where the deliverance of public
goods was brought to the market while semi-public regulators performed oversight.
Between state actors, intermediary institutions, and private actors, policy networks
are established that through partnerships govern practices from telecom to the
provision of basic goods such as housing.

Secondly, non-autonomous self-governance is a form of governance without the
direct involvement of a public actor in the policy-making process. Rather it refers to
governance by non-state actors to keep hierarchical commands by public actors at
bay. These non-state actors can be for-profit corporations and private individuals but
also semi-public intermediary institutions and state-owned corporations.

3Levi-Faur (2012), Van Kersbergen and Van Waarden (2004), Kooiman (2003) and Colombi-
Ciacchi (2014).

*Levi-Faur (2012), pp. 7-8.

5 Hazenberg and Zwitter (2017).

SLobel (2012), Mayntz (2003), Bevir (2010) and Rhodes (1996, 1997).
"Hazenberg and Zwitter (2017).

8Bevir (2010, 2013).

“Majone (2001).
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Non-autonomous self-governance is governance under the shadow of hierarchy,
i.e. the threat of hard-law commands.' Privacy standard setting by private corpora-
tions can be an example of this. Moreover, soft-law and international agreements
play an important role in this form of governance. Often soft-law norms indicate
what is expected of non-state actors but leaves open the manner in which to meet
these expectations. Other examples include sectorial agreements on labor standards
above and beyond what is legally required.

Thirdly, autonomous self-governance resembles the previous form with the
exception that there is no shadow of hierarchy pressuring private governance
initiative. Autonomous self-governance is regulation and policymaking originating
out of free, often market, interactions between private actors. Codes of conduct, best
practices, and standard setting can be instances of such autonomous self-governance.
Moreover, pressures from private market actors, such as consumers, often trigger
self-regulation. In other words, autonomous self-governance is governance arising
from the private sector without involvement of public bodies. The commonalities
between these three sub-forms of Mode II governance is that different actors, both
public and private, perform different roles based on what they can deliver or are best
at delivering in the policy-process from policymaking to its enforcement.'’

Opposed to the relatively rigid structure of identity-based Mode I governance,
role-based governance is more fluid. Multiple actors perform different governance
roles in different spheres, often simultaneously: a corporation can be regulator as part
of a policy-network developing regulatory policies; at the same time, it can be the
regulated subject by external actors in other areas. Generally, roles are variable
within policy spheres and consequently multiple actors perform different gover-
nance roles. One of the important consequences of such role-based governance is
that the role an actor performs or its ability to perform it becomes the relevant aspect
of power rather than the identity of the actor as per Mode I governance. Within Mode
II governance power relationships are thus governed through a multitude of practices
of soft law to optimize the ability of all actors to perform their governance roles
effectively and efficiently. Power is perceived as static when roles are assumed to be
fixed. This is predominantly the case in public-private governance where specific
governance tasks are performed by actors based on their capability to perform certain
tasks, i.e. under a clear division of labor. Within non-autonomous and autonomous
self-governance, however, power is variable because roles are no longer fixed but
are, often simultaneously, performed by multiple and changing actors. Within these
forms of Mode II governance actors govern on a more ad-hoc basis and not
necessarily in a structured manner. Power relationships thereby become more diffuse
and networked with multiple actors having power over others corresponding to
different roles they perform at a given time within a governance network.

19Bgrzel and Risse (2010).
""Majone (2001).
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Entities: Resource: Regulation:
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Fig. 1 Traditional Governance (old and new)

3 Cyber-Governance: How Technology Imposes
Governance Principles

Lawrence Lessig’s book “Code and Other Laws of Cyberspace” and his landmark
article “Code is Law” drove home a very fundamental insight into the nature of law
and Cyberspace.'? It explained that code regulates actions in Cyberspace just as laws
do in the real world. However, the extent to which our world and Cyberspace are
interconnected has dramatically changed over the past two decades. The domain of
the Cyberspace determines by and large our physical reality and the interactions
between both are very fluid. Many of our payments today are being done digitally
and the use of paper money becomes increasingly an exception. Online shopping has
become the norm rather than the exception and digital commodities are ubiquitous.
This development has gone so far that even the military has recognized Cyberspace
as a discrete domain of warfare next to land, sea, air and space.13

From a perspective of governance, Cyberspace imposes fundamentally different
rules than we are used to from the principles that lay the foundation of our current
legal system. We can look at the different forms of governance, traditional gover-
nance and Cyber-governance, from the perspective of legal entities, resources, and
regulation. Traditional governance (see Fig. 1) in general recognizes the following
entities: States, companies, international organizations, non-governmental organiza-
tions, civil society organizations, individuals, and other legal entities sui generis. As
resources traditional governance would consider physical commodities, to some
extent digital commodities and intellectual property. Furthermore, it includes raw

2L essig (1999, 2000).
¥McGuffin and Mitchell (2014).
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Fig. 2 Cyber-Governance

materials, money, and territory. The underlying assumption behind these resources is
that any sort of value is being extracted through the method of productivity. In terms
of regulation, traditional governance considers laws, regulations, contracts and
traditional means of legal enforcement, such as courts and the executive functions
of the State. All these aspects taken together, traditional governance is built on
the underlying assumptions that individual agency and legal norms are bound to the
principle of territoriality and its national and regional enforcement through the
judiciary and executive branches.

Cyber-governance (see Fig. 2) could be defined as traditional governance aug-
mented by the fact that Cyberspace increasingly determines physical reality, social
and legal interaction, forms of possible legal and contractual interaction and the
entities with which can be interacted. It puts a big question mark behind the
underlying assumptions that the original principle of territoriality and its enforce-
ment are still equally valid. New entities are starting to become increasingly relevant
for governance, such as, technological companies in particular, online interest
groups, hackers and hacktivists, cybercriminals, and a completely new domain of
entities, which we would summarize as digital entities. These digital entities are
comprised of bots and botnets, viruses and worms, artificial intelligence, and other
forms of code that can act to some extent autonomously of its creator. These digital
entities, indeed, are becoming a legally tangible phenomenon as can be seen in the
European discussions on Robot-rights and the rights and duties of artificial
intelligence.'*

In Cyber-governance data is the new oil, and human users’ attention space is the
new territory that is open for conquest. The new method of extraction of value from
data and attention space is machine learning and artificial intelligence. In terms of
regulation, the Cyber-domain also opens up new opportunities for private entities to

M7 witter (2016).
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become lawmakers and regulators. We have already mentioned code-as-law. In
addition, “terms of use” have become new means of regulation of the user bases
of any service. Terms of use determine the rights of clients of social media platforms
and other digital services. These rights do not only concern the service in and of itself
but also modes of social interaction (e.g. which kinds of messages are allowed on
Twitter) and its side products, namely data. Given the lack of legal regulations of
data ownership outside of the realm of privacy regulation and intellectual property
rights, contracts are the only way to enforce data ownership. Such contracts in many
cases take the form of terms of use. However, given the power imbalance between
users and service providers in the cyber-domain (compare for example terms of use
for services of Google, Facebook, Microsoft, Instagram, WhatsApp, etc.) new digital
service providers act as de facto regulators rather than as equal contract partners. In
other words, if Facebook was a country, it’s constitution (formed by its terms of use,
its limitations imposed by the user interface and other forms of codes) would be
applicable to 2.5 billion active users.'> Blockchain, in this regard, can be seen as a
specific form of regulating code, implying specific design principles and thereby
normative principles of governance. What kind of executive, regulative and law
enforcement functions digital identities such as bots will be able to play in the future,
remains to be seen.

4 Blockchain Design Choices As Normative Choices

As mentioned in the previous section, all software design choices have inadvertently
also normative effect. This is particularly true in blockchain technology. This section
will take a closer look at the effects of blockchain technology features such as
decentrality, immutability, and trustlessness. Before that it is worthwhile to have a
brief look at blockchain applications, e.g. Bitcoin, in the history of thought.

In 2008, Satoshi Nakamoto wrote a white paper on blockchain technology and
Bitcoin.'® The governance model embodied by this new technology was one that
aimed to decentralize otherwise centralized services such as the financial system.
Bitcoin as a peer-to-peer money system was potentially foreshadowing a peer-to-
peer society.'” The nature of this decentralized, almost anarchic system becomes
particularly visible when looking at decentralized autonomous organizations
(DAOs), a specific form of governance system within blockchain based services.
So-called DAOs can be defined as non-hierarchical organizations performing and
recording tasks that are routinely conducted on a peer-to-peer, cryptographically

15Akinpelu 0O (2020) Facebook is Still King as the Social Media Giant Hits 2.5bn Monthly Active
Users. In: Technext. https://technext.ng/2020/01/31/facebook-is-still-king-as-the-social-media-
giant-hits-2-5bn-monthly-active-users/.

1®Nakamoto (2008).

Swartz (2018).
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secured network. The DAO relies entirely on its stakeholders to voluntarily operate,
manage and evolve the governance model through democratic consultations.'® And
the political visions of a group of market-anarchist cryptographers determined the
design choices that were embedded in the blockchain technology underlying
Bitcoin:'® decentrality, transparency, trustlessness, immutability. Let us have a
closer look at these design choices with a view to the normative effects on gover-
nance structures.

Decentrality is expressed by the feature that the ledger on which transactions are
recorded is shared across all nodes in the network. As a design choice, it ensures that
every node (or actor) is always having access to the whole ledger and all its
encompassing transaction data. This ensures the transparency of all transactions.
This feature also comes at a price. Decentrality puts a limit on the scalability of
digital governance solution. For example, Bitcoin technology is said to require with
61,76 terawatt-hours per year, approximately 0.28% of total global electricity
consumption. This is as much electricity as if Bitcoin were the 41st most-energy-
demanding nation on the planet.*® If a governance solution is indeed to be
implemented on a larger scale, it requires that the norms can be broadly disseminated
through the means of their execution. By extension, power consumption as in the
case of Bitcoin technology inherently limits the possibilities of its deployment.
Scalability becomes a factor in blockchain’s utility as a governance instrument.
Also, as a design choice, decentrality is a feature that, given is costly nature in
terms of scalability, needs to be looked at in terms of whether it is actually
necessary.”’

With decentrality also comes transparency. Blockchain is often termed the “trust
machine”.*> At the same time, it is called a trustless system, or a system were trust is
built in. Let us put the term “trust” that the designers of blockchain technology had in
mind to the test with a simple thought experiment. Person A tells his partner B that
he is going shopping. B the replies that she trusts A fully. Applying the logic of
transparency as trust, B proceeds by installing an app on A’s phone to follow his
every footstep. The question is, does this measure inspire trust in either A or B? In
other words, the definition of “trust” used by blockchain software engineers seems to
be entirely different than the common use of the term “trust”. Trust and transparency
cannot be equalized. If transparency is required, it is a symptom that trust is lacking.
Real trust can only be tested if one of the partners of a contract or agreement has faith
in the honesty of action of the other party. Full and enforced transparency as a

'8Hsieh et al. (2018).
YKarlstrgm (2014).

2OMcCarthy N Bitcoin Devours More Electricity Than Switzerland [Infographic]. In: Forbes.
https://www.forbes.com/sites/niallmccarthy/2019/07/08/bitcoin-devours-more-electricity-than-
switzerland-infographic/.

217 witter and Boisse-Despiaux (2018).

22The trust machine. The Economist, www.economist.com/leaders/2015/10/31/the-trust-machine.
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governance tool, thereby, potentially erodes trust. The governance effect of
trustlessness is a reduction of trust for the benefit of transparency.

Immutability in the blockchain is achieved by cryptographically looking each
transaction together with the previous transaction. Thereby, no previous transaction
can be altered without breaking the cryptographic chain with all subsequent trans-
actions. This makes the blockchain underline, for example, bitcoin technology and
other similar technologies temper-proof. Imagine the deployment of blockchain
technology in data associated with digital identity. Illegal actions surrounding
personhood would permanently be on somebody’s record. This would also mean
that if somebody who has been falsely convicted for a crime or somebody who has
served his time for the crime has a permanent and undeletable stain on her record. In
most Western legal systems, a crime for which a sentence has been served cannot be
held against the person. With an immutable ledger, this legal principle might be
reduced to mere lip service. Also, while blockchain technology might work perfectly
and might be completely tamper proof, humans are still susceptible of making errors
and adding wrong information. Since such information cannot be deleted from the
blockchain, the ledger becomes an immutable record of our past mistakes.

Having analyzed the underlying principles of blockchain technology as for
example deployed with bitcoin technology, it becomes very clear that by
implementing blockchain technology we are implicitly introducing new governance
principles. “Code is Law” applies in particular to blockchain technology as so many
of its design features were created with specific behavior regulating principles in
mind. Extending this argument even further, almost all technologies which implicitly
follow certain governance-relevant norms introduce these into the daily lives of their
user-base. Thereby, these new technologies become carriers of new implicit norms
that can cause frictions with existent norms of the applicable legal system of the user.

Taking the conclusion seriously that technologies, such as blockchain and digital
ledger technology, impose concrete norms on its users would require the regulator to
take certain measures. Most importantly, a government or any regulator that is
concerned about the functioning of its normative framework would want to check
the compatibility of newly introduced technologies and their underlying norms with
its existent laws and principles. Furthermore, the regulator might come to the
conclusion that a newly introduced technology will have concrete governance
effects that deviate materially from the existent normative and legal framework. In
this case the regulator will have to submit the normative and legal consequences of
the new technology for approval to the legislator and/or for policy approval to the
executive. In essence, new technologies, particularly such that introduced new
governance principles, need to be treated like newly introduced laws and/or
contracts.
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S Conclusion

Technologies and their inherent design choices create normative structures that
affect governance. This chapter aims to illustrate how blockchain technology in
particular introduces new norms into a legal framework. We first analyzed the
different forms of governance by distinguishing between old and new governance.
Both old and new governance represent traditional views on governance that do not
take into consideration Cyberspace as a medium that affects the real world in a quite
fundamental manner. Furthermore, we introduced Cyber-governance as a form of
governance that would, in addition to traditional governance objects and mecha-
nisms, also accept entities that inhabits to digital domain. Of particular note are
digital entities such as autonomous software like bots and viruses. Data and machine
learning need to be added as resource and means of production. Finally, we
supplemented traditional governance by new forms of governance mechanisms,
such as code and terms of use. Cyber-governance departs from the assumption that
territoriality and individual agency are fundamental pillars of governance
mechanisms.

With a view to code that functions as legal norms, Blockchain technology is
particularly suited to create governance structures and mechanisms. However, one
needs to be aware of the norms that are implicitly introduced into the legal system by
a specific blockchain technology. We have looked at the blockchain technology that
underlies cryptocurrencies such as Bitcoin. This blockchain introduces a
decentralized, transparent, cryptographically locked and thus immutable shared
ledger. All these adjectives are design choices that have normative effect on its
users, as described above. In summary, design choices have normative powers over
the user and over user interaction. If this is indeed the case, then regulators have to
actively assess newly introduced digital ledger technology and other technologies
for their effect on the normative and legal system.

With the advancements of technology, particularly in the field of machine
learning and artificial intelligence, the normative powers of technology will increas-
ingly cause frictions with the legal system in which they are embedded. These
frictions are bound to become bigger the more invasive these technologies become
and the more they determine user interaction and decision making. This in part has to
do with an increasing awareness of software engineers regarding their ethical and
legal responsibilities and the governance power they can or need to exert through
design choices. The solution is not that software engineers should become lawyers,
but that lawyers should become more aware and active in the technological domain.

We need to see technologies as tools that have effects on our governance
structures. The more technologies with normative effects are being introduced into
a legal framework, the more this framework changes. Blockchain technology and
other similar technologies can be the future of “smart law”. But they need to be
applied in a targeted manner. Else, we will be living with laws comprised of code
inaccessible to our legal understanding or influence.
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1 Introduction

Why is important for financial authorities to deal with the digital innovation? The
main reason is that the digitalization in finance has a direct impact on their statutory
objectives: the efficiency and the reliability of payment systems, the smooth func-
tioning of financial market infrastructures, the soundness of the intermediaries, the
consumer protection.

Fintech, cyber security, blockchain, e-identity, among the others, are issues more
and more in the agenda of the authorities at international and domestic level. In the
recent past the financial relationships were basically bilateral. There was from one
side a financial intermediary offering its services and on the other side the customer.
The new business models of the digitalization, the sharing economy, new technol-
ogies like DLT and blockchain broke this paradigm, making the financial ecosystem
more complex and fragmented: in many cases it is difficult for both customers and
supervisors to understand who is really responsible and for what in the financial
chain.
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The task of financial authorities today, in front of this revolution, is to maintain
the confidence of users and all stakeholders in financial services. This is not an easy
task: they have to manage the trade off between innovation on one hand and security
on the other. They have to gain the capacity to look beyond the traditional players,
not only in financial field, improving their knowledge of new phenomenon and
technologies.

More than in the past regulators should resort to high-level principles, soft laws
and secondary regulation, easier to change and more suitable to be time to market.
But a clear and modern regulatory framework is not enough: authorities are required
to improve the cooperation with other institutions—cross-board and cross-sector—
and have set-up an open dialogue with the market through innovative methods:
innovation hubs, sand-boxes, fintech channels are just an example. Blockchain and
its applications in the financial world are also a field of experimentation for this new
approach.

2 Blockchain and the Financial Sector: Risks
and Opportunities of Stablecoins

The most promising use cases of blockchain in financial sector are concentrated in
the field of payments; this technology can trigger a deep transformation of interbank
payments, international transactions, remittances, clearing and settlement services,
in addition to enabling the creation of new forms of virtual currency. Use of
blockchain in payments has several advantages: reduction of complexity, real-time
transfer of funds, high transparency, network resilience and other benefits linked to
the distributed functions on the chain. Many of the features of the blockchain are in
line with the objectives of payment oversight performed by central banks: regular
operation, reliability, efficiency, protection of payment services users.

But risks and uncertainties must also be considered. Operational security issues
have not yet fully explored. Lack of interoperability among the chains, between the
new and the traditional environments, and limits in scalability of the infrastructure
should also be taken into account. From a legal perspective, the governance, the legal
foundation of the infrastructure, anonymity as well as data protection issues can raise
many concerns.

Nowadays, financial authorities are trying to apply their supervision methodolo-
gies to analyze and to assess payment infrastructures and applications based on
blockchain technologies. The starting point can only be the Principles for Financial
Market Infrastructures (PEMI),' adopted by financial authorities as an international
standard for the supervision of payment systems. Some of the principles, e.g. those
related to the legal basis, the governance, the settlement finality, the operational

'Bank for International Settlements - Committee on Payment and Settlement Systems, Principles
for Financial Market Infrastructures, April 2012.
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risks, can be applied case by case considering the characteristics of each blockchain
infrastructure.”

Another example of the regulators’ approach is the position taken on the
stablecoin initiatives like Libra, recently announced by Facebook. The report of
the G7 working group® describes risks and opportunities associated to the develop-
ment of stablecoins initiatives at global level and highlights the challenges and the
initiatives to be launched in order to fill the regulatory gaps.

As regard the opportunities, it is recognized that stablecoins initiatives may foster
efficiency in international payments. Nowadays it is not so easy to set up interna-
tional payment schemes because of the number of intermediaries involved, the
technical, economic and political and economic constraints. Stablecoins may also
help financial inclusion, as long as they can allow people who don’t have a payment
account to manage more easily their payments.

On the other hand, financial authorities are concerned by the challenges and the
risks for public policies and regulations.

3 Guiding Principles in Regulating Stablecoins

Many issues shall be addressed related to legal uncertainty, governance, financial
integrity, safety of payments, cyber risks, data protection, consumer and investor
protection. Moreover, in the long term impacts on monetary policy and financial
stability should be considered.

A well founded, clear and transparent legal basis is one of the prerequisite for any
stablecoin arrangement. This is important to ensure the trust of the user in the
stablecoin schemes. For instance, it’s very important to establish if a stablecoin is
a money equivalent or is a property right or is a contractor claim. If a stable coins
entails a right against the issuer or against the underlying assets.

Specific issues are related to the cross jurisdictional nature of some stablecoin
arrangements, in particular of the global ones: it is fundamental to understand what is
the law applicable, what is the competent court in case of claims.

A sound governance is another important condition of any payment scheme or
infrastructure. It is important to understand what are roles and responsibilities of
each actor involved, what is the risk posed to the payment system of the intervention
in the scheme of different subjects, from IT players to third party providers, from
credit cards circuits or other financial actors.

The application of highest standards of anti-money laundering (AML) is crucial
to ensure the integrity of any virtual currency initiative, including stablecoins. AML

2An analytical framework to adapt PFMI to clearing and settlement system based on DLT, is
provided by Bank for International Settlements - Committee on Payments and Market Infrastruc-
tures, Distributed ledger technology in payment, clearing and settlement, February 2017.

3G7 Working Group on Stablecoins, Investigating the impact of global stablecoins, October 2019.
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authorities have recently amended their standards to include the virtual asset trans-
actions,* looking for applying AML requirements to virtual asset service providers;
in stablecoin schemes based on peer to peer transactions, without the intervention of
an intermediary, the application of AML controls is an open issue to be solved.

According to the principle “same business, same risk, same rule”, stablecoin
initiatives shall be in line with the best international standards aiming at ensuring the
safety of payment systems, like the PFMIs mentioned above. Cyber risk is another
important point. In recent years financial regulators enhanced their efforts to define a
new framework of principles dedicated to cyber security.” These principles should
be taken into account even in blockchain initiatives, since not all the risks have yet
been deeply studied and analyzed.

Last but not least, data protection issues are very sensitives for final users,
especially in those initiatives promoted by biggest internet players.

The final part of the G7 report is dedicated to the regulatory framework poten-
tially applicable to stablecoin initiatives. There are already a number of standards
and recommendations that may fit with stablecoins schemes, as mentioned above.
Many of these are already applicable at international level, but others are not
harmonized, like for example the electronic money regulation in Europe. This is
the reason why the G7 gave the mandate to the Financial Stability Board to assess
which are the regulatory gaps that we have in the field of stable coin and virtual
assets and on this basis to adopt, as much as possible, a common approach at the
international level.

The final message of G7 financial authorities is that no global stablecoin project
should become operational until all the open issues, legal, regulatory and oversight,
are adequately addressed.

4 Conclusion

In conclusion, the challenge for authorities in blockchain is like the solution of the
Rubrik’s cube. They have to find the right balance between multiple dimensions,
geographical (national, European and international level) and sectorial (financial vs
cross-sector approach). They have also to calibrate their instruments of intervention:
not only regulation, but new instruments as well, like cooperation and an open
dialogue with all the actors. The final objective is the set-up of a sound ecosystem to
foster a sustainable development of digitalization in financial sector.

*Financial Action Task Force, FATF, Guidance for a Risk-Based Approach to Virtual Assets and
Virtual Asset Service Providers, June 2019.

SCPMI-IOSCO, Guidance on cyber resilience for financial market infrastructures, June 2016.
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1 Introduction

CONSOB is the national Authority controlling the Italian regulatory market." The
role of all type of gatekeepers, such as CONSOB, has indeed being challenged by the
advent of distributed ledger technologies (such as the blockchain technology) and
the real revolution that these carry. The main feature of a DLT is that it allows the
exchange of any type of digital data on a peer-to-peer basis, in the absence of a
central entity responsible for the functioning of the whole system. Accordingly, C
ONSOB is been playing a pivotal role in qualifying and regulating new financial
investments taking the form of so-called tokens developed through new technologies
(such as Distributed ledger technology, and blockchain).
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2 The Italian Normative Framework on DLTs

As regards the Italian normative framework, since 2018 the decree law number
135/20187 established a legal definition of DLT. The main elements of this definition
are: (i) the existence of a ledger which is characterized by being shared, distributed,
replicable, accessible simultaneously, architecturally decentralized on a crypto-
graphic basis; (ii) the purpose of such ledger is to provide for the recording,
validation, update and storage of data with the possibility of verifiability by any
participant in the technology; (iii) the data remains inalterable and not modifiable.

The decree law also established the legal effects of the Distributed ledger
technology (DLT) at national level, making-reference to the EU Regulation on the
electronic identification:® the use of the DLT is considered as the electronic
timestamp in accordance with the mentioned Regulation.

The spreading use of DLT type of technologies give rise to opportunities as well
as risks. As known, blockchain (as an example of such technologies) has the
potential to increase efficiency and speed for transactions and to reduce the cost of
many processes. This is due to its main characteristics such as: decentralization,
immutability of data recorded, which in turn implies high security, and transparency,
as all the participants share the same information; but, as anticipated, there are also
risks in using this new technology that need to be tackled.

In this regard, it is worth referring to the so-called blockchain trilemma which
states that it is always possible to achieve the three main attributes of scalability,
security and decentralization but at the expense of others, which means—in other
words—that it’s impossible to maximize all the three properties at the same time.
And this is indeed the limit of the blockchain.

Following this premise, the reminder is focused on an analysis of the possible use
of this new type of technologies in the finance sector. In order to conduct the
analysis, it is useful to unbundle the different phases within the value chain since
the issuance of a financial instrument until the so called servicing. This latter refers
to, for instance, the know your customer processes as well as the management of
corporate actions in connection to financial instruments.

3 The ICOs Phenomenon

The first and most prominent use of DLT has been recorded in the payment and
settlement industry. This is probably due to the circumstance that the so-called
straight through-processing as a way of organising the business, whose behind logics

2Converted into the Law No. 12 of 11 February 2019 (published on the Gazzetta Ufficiale - Serie
generale - n. 36 of 12 February 2019.

3Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market.
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resemble that of DLT, started to be employed in that context and became typical of
the sector. STP is used by financial companies to speed up their transaction
processing time and is based on the idea to allow companies to have the same
information be streamlined through a process across multiple points.

More recently, a new use of DLT began to spread within the financial sector, that
is the phenomenon under the name of Initial Coin Offerings (ICO), which gained
great attention by national competent authorities, such as CONSOB and other
security regulators.

As regards the ICO nature, there’s a definition in the FinTech action plan by the
European Commission.* In other words, ICOs consist in the massive issuance, by
companies and entrepreneurs, of tokens as a tool to raise capital for their projects.
Such digital tokens may be used in return for goods or services or securities,
commodities or derivatives, depending on the nature of the ICO and the participants’
activities.

The FinTech action plan involves both a number of legislations already issued
and a number of actions to be taken in the near future. Among them, some represent
the most important pieces of legislation having an impact in the context of the
blockchain: that concerning cyber security, the regulation above mentioned on the
electronic identification, the payment systems directive, the regulation on data
protection, and the directives on anti-money laundering. It is interesting to look at
the future actions that will be taken at European level and that are part of the
mentioned action plan, which includes, infer alia, an initial proposal concerning
the definition of clear and converging requirements for FinTech companies through
the setting of common standards and interoperable solutions. A clear objective is to
enable innovative business to scale up across Europe through innovation facilitators
as well as to remove obstacles to the use of cloud services.

Besides, there are other interesting aspects of the plan: a study on the feasibility of
a blockchain infrastructure at European level (public infrastructure), to develop
cross-border services as well as a coherent cyber resilience framework for the
European financial sector.

The following data are of help in better grasping the magnitude of the ICO
phenomenon: total funds raised by ICOs since 2016 amount to 31.6 billion dollars,
21.6 of which were raised in 2018, while in 2019 total funds raised are around 3.1
billion. Since the final part of 2019, the ICOs phenomenon seems having declined.
Possible explanations for that: on the one hand, there is new appetite for stablecoins
(a topic that will be dealt with later in the chapter); on the other hand, ICOs might
have been curbed by the increasing attention of financial regulators, particularly the
U.S. Security and exchange Commission (the SEC).” The SEC found most of the

“Communication from the Commission to the European Parliament, the Council, the European
Central Bank, the European Economic and Social Committee and the Committee of the Regions -
FinTech Action plan: For a more competitive and innovative European financial sector - Brussels,
8.3.2018; COM(2018) 109 final.

5The U.S. Securities and Exchange Commission (SEC) is an independent agency of the United
States federal government. The SEC holds primary responsibility for enforcing the federal securities
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ICOs launched in the U.S. as no compliant with the rules on the offering of
securities. And this has definitely represented a deterrent.

4 The Role and the Initiatives of CONSOB and of Other
Security Regulators

Given the above context, it is important to understand the role of CONSOB and,
more generally, of all security regulators. First, it has been the ordinary activity of
enforcement that has triggered the CONSOB attention on the phenomenon. The
Togacoin case that CONSOB investigated in the past is an example (the details are
publicly available on CONSOB website).® Other cases are mostly frauds. Some of
them have been qualified as offers of financial products and in that case, they have
been subjected to the applicable discipline at national level.

CONSOB has also provided its cooperation to ESMA” in the analysis of ICOs
and crypto assets to the benefit of the European Commission. The advice of January
2019 by ESMA® to the European Commission is primary focused on the difficulties
in applying the disciplines of the financial sector to crypto assets. Moreover, the
advice provides a synthesis of the issues regarding the treatment of crypto assets that
are not financial instruments.

Besides, CONSOB has also conducted a number of studies on FinTech in
collaboration with some Italian Universities. The relevant research papers are
published on the CONSOB website. These deal with topics such as: the development
of FinTech, the data economy, the digitalisation of the investment advice service,
Financial Data Aggregation and Account Information Services, the marketplace
lending and the robo-advice.’

In March 2019 CONSOB published a call for evidence where it is put forward an
ideal regulatory approach for ICOs and exchange systems of crypto assets.'® On
May 2019, Consob also managed a public hearing at the Bocconi University to open
a debate with the industry on the same issues.

The final outcome of such activities is a concrete proposal that will have to be
taken up by the Government to transform into real legislation applicable at national

laws, proposing securities rules, and regulating the securities industry, which is the nation’s stock
and options exchanges, and other activities and organizations, including the electronic securities
markets in the United States.

Shttp://www.consob.it/web/consob-and-its-activities/warnings/documenti/english/entutela/cns/
2019/enct20190128.htm.

"The European Securities and Markets Authority (ESMA) is a European Union financial regulatory
agency and European Supervisory Authority.

8https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf.
®http://www.consob.it/web/area-pubblica/fintech.

'0n 2 January 2020 the Consob Final Report on ICOs was published; see http://www.consob.it/
documents/46180/46181/ICOs_20200102.pdf/cfd5527f-1b49-4937-8ab5-68ae0e2af99f.
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level. When starting such exercise, CONSOB has considered as being relevant, first
of all, its task to protect investors against frauds, through determining a correct use of
technology and through the imposition of transparency targeted requirements. On
one side, it might be useful to subject to supervision the promoters of ICOs, for
instance by requiring them specific governance requirements as well as an initial
authorization for the internal models to conduct the business. It is also possible to
work on the system resilience. New platforms are designed and developed to offer
new services.'!' From a security regulator standpoint, it is thus necessary to think of a
set of requirements to ensure the resilience of such platforms. The discussion paper
by CONSOB goes deeper into the subject, though paying much attention not to
encroach on the current EU legislation. Accordingly, the scope of the regulatory
proposal is limited to crypto assets that are neither financial instruments nor Pack-
aged Retail Investment and Insurance-based investments (PRIIPs) or Packaged
Retail investment products (PRIPs) or Insurance-Based Investment product
(IBIPs), which are all regulated at the European level. On the contrary, crypto assets
that are financial products, according to the national definition within the Consoli-
dated Law on Finance,'? may be in scope.

There are indeed a number of benefits linked to the desirable entrance-into-force
of such a legal framework. A very first benefit would be to avoid both to regulators
and market operators to assess, on a case by case basis, when a crypto-asset is to be
offered to the public in respect of specific requirements aimed at protecting the
investors. Another benefit would be that of avoiding the application of the domestic
discipline to financial products taking the form of tokens, which would be too
burdensome or not proportionate for the specificities of crypto assets. Besides,
there are also some shortcomings. Having a crystallized legal framework at national
level might be difficult in a situation where the environment rapidly changes. In
order to avoid such rigidity, CONSOB has decided to support a mechanism of opt-in,
that will not make the regulation compulsory. As a consequence, ICO promoters can
decide to use an ICO platform that is authorized by CONSOB, but they can also
decide not to make use of such platform and the offering remains legitimate even if
not recognized and regulated by the authority.

The operators of these ICO platforms would be the gatekeepers and would play a
crucial role vis-a-vis the authority. They would be tasked with organizational
requirements and their principal responsibility would be the appropriate selection
of the offers. They will have to comply with conduct rules and to apply standardized
transparency to the benefit of investors. Finally, CONSOB also suggests to introduce
requirements to ensure technological safety and business continuity.

"!'"This phenomenon goes under the name of “platformisation”.

12 According to Article 1, paragraph 1, point u), in the Consolidated Law on Finance (Legislative
Decree No, 58 of 24 February 1998) “financial products” shall mean “[...] every other form of
investment of a financial nature [...]”, and financial instruments (that are nonetheless excluded
from the scope of the regulatory approach, as said.
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Given this, a question arises as regards who might be the operator of a platforms
referred to above. These might be operators of crowdfunding platforms already
authorized by CONSOB, as well as other duly authorized entities, on condition
that they would comply with similar requirements to those applicable to
crowdfunding service providers. Following the example of the legislation passed
in France for ICOs and Digital Asset Service Providers, operators of the platforms
would also benefit, as per the CONSOB proposal, of an opt-in choice. According to
the French legislation, if the promoter of an ICO decides not to request the autho-
rization (visa) to the AMEF," it is obliged to disclose to investors the absence of an
authorization.'* Providers of broker-dealing services in the context of the ICO are
also subjected to a specific discipline in France, including entities managing
exchange systems for crypto assets.'”

As a way to provide additional comparative elements, it is worth mentioning that
in the UK the national Authority has been working a lot on the need to frame a
regulation, thus developing the first sandbox at European level, as well as an
innovation hub, for the use of new technologies. More precisely, with respect to
crypto-assets, the UK security regulator (the FCA) has limited itself to issuing
detailed guidance setting out the conditions on which basis different types of crypto
assets fall in the regulatory perimeter established for financial instruments'® by the
harmonised European rules.

Malta too has enacted a detailed legal framework, according to which operators
are first of all required to assess whether tokens are virtual tokens.!” In that case, the
financial services regulation is not applicable. As a second step, they will have to
assess whether tokens different from virtual tokens correspond to the qualification of
financial instruments provided for by the Markets in financial instruments directive

3The Autorité des marchés financiers (AMF) is the securities regulator in France.

1“Refer to the applicable law and AMF regulation and guidance at: (i) https://www .legifrance.gouv.
fr/affichCode.do;jsessionid=7FDC2C8700672159BC437A4252949B5B ..tplgfrd44s_27?
idSectionTA=LEGISCTA000038509541&cidTexte= LEGITEXT000006072026&
dateTexte=20191123; (ii) https://reglement-general.amf-france.org/eli/fr/aai/amt/rg/livre/7/titre/1/
20200426/notes/fr.html; (iii) https://www.amf-france.org/fr/espace-professionnels/fintech/mes-rela
tions-avec-lamf/obtenir-un-visa-pour-une-ico.

"SRefer to the applicable law and AMF regulation and guidance at: (i) https:/www.legifrance.gouv.
fr/affichCode.do;jsessionid=615D63451152DC31A264074FAS513B3CF.tplgfrd44s_2?
idSectionTA=LEGISCTA000039408732&cidTexte= LEGITEXT000006072026&
dateTexte=20191123; (ii) https://reglement-general.amf-france.org/eli/fr/aai/amf/rg/livre/7/titre/2/
20200426/notes/fr.html; (iii) https://www.amf-france.org/fr/actualites-publications/actualites/
prestataires-de-services-sur-actifs-numeriques-le-dispositif-pacte-en-detail.

'®Guidance on Cryptoassets, Policy Statement PS19/22, UK Financial Conduct Authority,
July 2019.

'"The Virtual Financial Assets Act, Chapter 590 of the Laws of Malta (the VFA Act), the Innovative
Technology Arrangements and Services Act, Cap 592 of the Laws of Malta (ITASA), and the Malta
Digital Innovation Authority Act, Cap 591 of the Laws of Malta (the MDIA Act), published
in 2018.
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(MIFID) issued by the European Commission.'® In case of positive answer, the
MiFID discipline kicks in. As a second step, in case tokens are not included in the
other two categories, operators have to assess whether they can be considered virtual
financial assets. In this case, a tailor-made discipline would apply. To define it,
Maltese authorities took into consideration the most important harmonizing legisla-
tions at European level (notably on prospectus, market abuse and services in
financial instruments) and, on that basis, they elaborated a specific discipline appli-
cable to virtual financial assets.

In the document published by CONSOB there is also a proposal specifically
concerning the exchange systems of crypto-assets; again, this is dealt with in terms
of opt-in, because it would be up to the operators of such exchanges to decide
whether or not to require to be registered by CONSOB and be consequently
supervised by the authority.

The operators of such systems could be: the operators of the trading venues which
have been already authorized, the operators of crowdfunding platforms and the
operators that manage ICOs’ platforms and other entities that meet the criteria that
should be laid down by CONSOB (once empowered by the level one legislation).
The opt-in mechanism, in this case, is based on the possible incentives for operators
of such exchanges to ask for registration by CONSOB, which would in turn allow to
acquire a quality label with a clear signalling function for investors.

Lastly, in the Final Report published by CONSOB on 2 January 2020," leverag-
ing on many comments submitted by respondents to the public consultation, another
category of operators was identified, as those dealing with the custodial services of
crypto assets and the settlement of transactions involving the transfer of the owner-
ship of crypto assets. This category, named as digital wallet service providers, is
subject to similar rules that would be applicable to operators of exchanges, but
targeted to the risks involved by the specific activities carried out. They would also
be subject to an initial authorisation and on-going supervision by CONSOB if
voluntarily entering the regulated space (opt-in).

5 Stablecoins

To conclude, it is just briefly mentioned the very recent trend of diffusion of so called
stablecoins, which, according to a mainstream definition, are a new class of
cryptocurrencies that attempt to offer price stability and are backed by a reserve
asset. They have jeopardized the debate since the launch of Libra initiative. Given
this, one might wonder why stablecoins raise much more appetite compared to that

"8Reference is made to Directive 2014/65/EU of the European Parliament and of the Council of
15 May 2014 on markets in financial instruments.
lghttp://www.consob.it/documents/46180/46181/1C05720200102.pdf/cfd5527f—1b49—4937—8ab5—
68ae0e2af99f.
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raised by the existing and reknown crypto-currencies (e.g. ether, bitcoin). The first
plausible answer is concerned with one of the peculiarities of the latter: crypto-
currencies have so far proved to be highly volatile. Contrarily, the idea behind
stablecoins—even if they share many features of the other crypto-currencies—is to
stabilize the price of the coin by linking its value to a pool of underlying assets.

As such, stablecoins might be more capable of serving as means of payment and
storage of value. They could potentially contribute to the development of global
payment arrangements, thus threatening the existing legal currencies. Stablecoins
have the potential to reduce the efficacy of monetary policies, posing risks for the
international monetary system as a whole, as well as threatening the financial
stability. Besides, stablecoins create problems in terms of an appropriate detection
of money laundering and they are risky also in terms of fair competition. These are
the reasons why standard and policy setters are debating stablecoins at length. Just to
mention some: the Financial Stability Board, the Financial Action Task Force, which
is tasked with anti-money laundering function, and the G7 and G20 as well.
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1 The Scope of the Chapter

The use of virtual currencies and tokens has dramatically risen recently and regula-
tions in force could appear to do not be able to follow the technology’s path.
However, when it is time to consider the tax treatment of transactions involving
Distributed Ledger Technologies (DLT), it is necessary to refer to existing
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provisions, case-law and principles of law, as well as to the nature of the activities,
the status of the parties involved and the specific facts and circumstances of the case.

In particular, in the present chapter, few Value Added Tax (VAT) implications
related to DLT will be analysed, assuming that the transactions are carried out in the
European Union (EU). To this extent, it cannot do without referring to the directive
2006/112/EC (VAT Directive), the VAT principles as meant by the case law of the
Court of Justice of the European Union (ECJ), the official documents published by
the European Commission and by the Tax Revenues of some States.

Thoroughly, when approaching a new topic (as DLT), it should be asked whether:
the transaction developed on a blockchain is either a supply of good' or a supply of
service for consideration;” the supply falls within any VAT exemption laid down in
the VAT Directive;> the supplier is a taxable person.* Last but not the least, where
the supply is taxable.’

'Article 14 VAT Directive provides that a supply of good shall mean the transfer of the right to
dispose of tangible property as owner.

2Supply of service is defined in Article 25 VAT Directive on a residual basis and means any
transaction which does not constitute a supply of goods. As regards determining whether a supply of
services is affected for consideration, the ECJ recalled that it is settled case law that the concept of
the “supply of service effected for consideration” requires the existence of a direct link between the
service provided and the consideration received, see Bastova, C- 432/15 and Terra and
Kajus (2017).

31t is settled case law that VAT exemptions shall be strictly interpreted as exceptions to the general
principle according to which VAT is to be levied on supplies, see Nordea, C-350/10.

*According to Article 9 of VAT Directive a taxable person is anyone, wherever in the world, who
performs economic activities whatever the purpose or result, not acting as final consumer. The
exploitation of tangible or intangible property for the purposes of obtaining income therefrom on a
continuing basis shall in particular be regarded as an economic activity.

SIn this latter case, territoriality rules will be subject to the qualification given to the supply—good
or service—and to the persons involved—taxable persons and/or final consumers. As it is known, in
a supply of goods the place of supply depends whether the goods are dispatched/transported or not.
If the goods are not dispatched/transported, the place of supply shall be the place where the goods
are located at the time when the supply takes place (Article 31 VAT Directive); if the goods are
dispatched or transported, the place of supply shall be the place where the goods are located at the
time when dispatch or transport of the goods to the customer begins (Article 32 VAT Directive). As
well as, in the supply of services, the place of supply depends whether the supply is between taxable
persons (B2B) or between a taxable person and a consumer (B2C). In the former (B2B), the place of
supply shall be where the receiver has established his business (Article 44 VAT Directive); in the
latter (B2C), the place of supply shall be where the supplier has established his business (Article
45 VAT Directive).

Furthermore, it should be taken into consideration that the general rules could be subject to
exceptions. For instance, the VAT Directive provides that in certain circumstances the place of
supply could be where the consumer has his permanent address or usually resides (as the case may
be with supply of electronic services to non-taxable persons provided by Article 58 VAT Directive).

Finally, it should be also considered that European Union is changing the territoriality rules,
where the final scope is to tax the supply of goods and services in the place where they are
consumed (see Towards a single EU VAT area - Time to act: COM(2017) 566 final and COM
(2017) 567 of European Commission). In this way, the VAT would be declared and collected in the
Member State where the supplier is established (via a one-stop-shop mechanism). This will entail
that taxation would cover all cross-border supplies of goods and services (and therefore the supplier,
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Given the above, in the following paragraphs, firstly there will be an overview on
bitcoins transaction’s VAT treatment (i.e. any cryptocurrencies) given by the VAT
Committee of the European Commission (VAT Committee) and the ECJ; secondly it
will follow the VAT implications underlying the DLT’s transactions and the expe-
rience of some States.

2 Background on Cryptocurrency’s VAT Treatment: The
European Perspective

Official discussion on cryptocurrency’s legal status and VAT treatment at EU levels
started in 2014, when the UK delegation asked the VAT Committee to discuss the
qualification of bitcoins.

In particular, during the 101st meeting of the VAT Committee,’ bitcoin was defined
as an unregulated decentralized peer-to peer form of digital private money, which can
be exchanged for goods or services (where accepted) or traded in its own right.

In order to qualify the VAT treatment of bitcoin, the VAT Committee focused the
analysis on the following possible legal status:

— electronic money,7
- currency,8
— negotiable instrument,”’

and not the customer, would be liable for the VAT on all goods and services purchased from other
Member States) so that all supplies of goods and services within the single market, either domestic
or cross-border, will be treated the same way.

6Working paper No. 811, 29 July 2014.

7According to the VAT Committee bitcoin should be distinguished from electronic money, as
defined by Article 2 of Directive 2009/110/EC: “electronically, including magnetically, stored
monetary value as represented by a claim on the issuer which is issued on receipt of funds for the
purpose of making payment transactions”. According to Article 1(1) of that same directive, only
certain categories of electronic money issuers are recognized, mainly credit institutions, electronic
money institutions, post office giro-institutions, the ECB and national central banks, and Member
States or their regional or local authorities under certain conditions. It seems that in electronic
money schemes, the link with traditional money forms is preserved. The VAT Committee referred
that no Member State has expressed a view which envisages the option of treating bitcoins as
electronic money.

8Considering the functions of traditional currencies outlined by the European Central Bank (ECB)
(see http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf — p. 10), the
VAT Committee concluded that bitcoins could not be considered a currency due to the lack of
supervision, potential technical problems and high volatility.

°It would imply the applicability of Article 135(1)(d) of the VAT Directive, whereby Member
States shall exempt “transactions, including negotiation, concerning deposit and current accounts,
payments, transfers, debts, cheques, and other negotiable instruments, but excluding debt collec-
tion”. The VAT Committee concluded that, although bitcoins could fall within the meaning of
“other negotiable instruments” certain concerns may arise as regards negotiability of bitcoin. In this
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— a security,10
— avoucher'! or
— adigital product.'?

Subsequently, during the 104th meeting the VAT Committee'® focused the
analysis on the possibility to consider bitcoin either as (i) a negotiable instrument,
or (ii) a digital product.

Finally, on 22 October 2015 ECJ'* held that “bitcoin virtual currency [...]
cannot be characterised as ‘tangible property’ within the meaning of Article
14 of the VAT Directive, given that, as the Advocate General has observed in
point 17 of her Opinion, that virtual currency has no purpose other than to be a
means of payment”"> and that “the transactions at issue in the main proceedings,
which consist of the exchange of different means of payment, do not fall within the

respect, the VAT Committee outlined that according to the opinion of the Advocate General (AG) in
Granton Advertising (C-462/12), “other negotiable instruments” shall be seen as instruments which
confer the right to claim a sum of money. Bitcoin can be exchanged for currency only to the extent
that another private party is willing to buy them on an exchange or in a peer-to-peer transaction.

197t would imply the applicability of Article 135 (1)(f) of the VAT Directive, whereby Member
States shall exempt “transactions, including negotiation but not management or safekeeping, in
shares, interests in companies or associations, debentures and other securities, but excluding
documents establishing title to goods, and the rights or securities referred to in Article 15(2)”.
According to the VAT Committee, the holder of bitcoin neither has any rights of ownership against
the bitcoin organization nor has any claims against any company or organization, nor any similar
right, Lambooij (2014).

' At the time of the Working paper was drafted, VAT treatment of vouchers was not harmonized at
EU level. Since 1 January 2019 the Voucher Directive (2016/1065/EC) has been implemented (see
Working paper No. 983/2019). According to the VAT Committee it is difficult to treat bitcoin as a
voucher for VAT purposes. Indeed, bitcoin does not embed the obligation for the supplier to
provide goods or services in exchange.

?In this respect, Article 7(1) of the VAT Implementing Regulation states that: “electronically
supplied services as referred to in Directive 2006/112/EC shall include services which are
delivered over the Internet or an electronic network and the nature of which renders their supply
essentially automated and involving minimal human intervention, and impossible to ensure in the
absence of information technology”. Also, Article 7(2)(c) considers “services automatically gen-
erated from a computer via the Internet or an electronic network, in response to specific data input
by the recipient” to be an electronically supplied service.

Due to its digital character, bitcoin could fall within the definition of electronically supplied
services. Indeed, bitcoin is delivered over the Internet or an electronic network, and it is generated
from a computer via the Internet or an electronic network in response to specific data input by the
recipient. However, in the VAT Committee’s view, while it is undoubtedly so that bitcoin is
transferred electronically, the question is whether there is a supply of services, in the terms of the
VAT Directive. Notably, the classification of transfers in bitcoin as supplies of services may be
controversial in cases where its functioning and purpose is equal to that of a means of payment
because for VAT purposes payments are not consumption but measure the consumption (see section
3.1.6, Working paper No. 811/2014).

3Working paper No. 854, 30 April 2015.
4 Skatterveket v. David Hedqvist, C-264/14 (Hedqvist).
SPara. 24 Hedgpvist.
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concept of the ‘supply of goods’, laid down in Articlel4 of the directive. In those
circumstances, those transactions constitute the supply of services, within the
meaning of Article 24 of the VAT Directive.

To this extent it is interesting to ponder the analysis carried out by the Advocate
General (AG).'® Notably, it is firstly considered that “transfer of legal tender as such
is accepted as not constituting a chargeable event for VAT purposes. [...]”. Sec-
ondly, it is pointed out that “Currencies currently used as legal tender [. ..] have no
other practical use than as a means of payment. Their function in a transaction is
simply to facilitate trade in goods in an economy; as such, however, they are not
consumed or used as goods”.

Consequently, the AG argued that “that which applies for legal tender should
also apply for other means of payment with no other function than to serve as such.
Even though such pure means of payment are not guaranteed and supervised by law,
Jfor VAT purposes they perform the same function as legal tender and as such must,
in accordance with the principle of fiscal neutrality in the form of the principle of
equal treatment, be treated in the same way”.

In the light of the above, the AG concluded that “they [bitcoin] must be treated in
the same way as legal tender”.

Furthermore, in order to determine whether the activity of exchange of bitcoin
into traditional currencies is subject to the exemptions laid down in Article 135
(1) from d) to f) of VAT Directive, the ECJ held that “transactions exempt from VAT
under those provisions are, by their nature, financial transactions even though they
do not necessarily have to be carried out by banks or financial institutions”."”

As to Article 135(1)(e),'® the ECJ deemed that “transactions involving
non-traditional currencies, that is to say, currencies other than those that are
legal tender in one or more countries, in so far as those currencies have been
accepted by the parties to a transaction as an alternative to legal tender and have no
purpose other than to be a means of payment, are financial transactions”."® After-
wards, the ECJ concluded that “it therefore follows from the context and the aims of
Article 135(1)(e) that to interpret that provision as including only transactions
involving traditional currencies would deprive it of part of its effect™° and that
“in the case in the main proceedings, it is common ground that the ‘bitcoin’ virtual

'%Para. 14-17 AG’s Opinion.

7Para. 37 Hedgvist.

181t provides that “transactions, including negotiation, concerning currency, bank notes and coins
used as legal tender, with the exception of collectors’ items, that is to say, gold, silver or other metal
coins or bank notes which are not normally used as legal tender or coins of numismatic interest”.
“Para. 49 Hedgvist.

2Para. 51 Hedgvist.
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currency has no other purpose than to be a means of payment and that it is accepted
for that purpose by certain operators” >

In this latter regard it is remarkable to consider the AG’s reasoning in relation to
scope underlying the exemption provided by Article 135(1)(e). Notably, it is pointed
out that “the exemption is not limited to currencies used within the European Union”
but “all of the world’s currencies are covered by the exemption. It follows that the
objective of Article 135(1)(e) of the VAT Directive is to ensure that, in the interests of
the smooth flow of payments, the conversion of currencies is as unencumbered as
possible. Exempting from VAT the exchange of legal tender for a means of payment
which does not have legal status but which nevertheless is a pure means of payment,
such as the bitcoins in this case, is in line with this objective. In so far as means of
payment exist which are involved in payment transactions because they fulfil the
same payment function in the course of trade as legal tender, the levying of VAT on
exchanges of such means of payment would constitute an additional burden on
payments”.>

It seems that according to the ECJ and the AG the analysis of the bitcoin’s legal
status (i.e. as well as of any cryptocurrency) should be carried out by way of a
substantial approach. In particular, if cryptocurrencies are accepted by the operators
as means of payments, for VAT purposes they would perform the same function as
legal tender and thus they should be treated the same way.

Another important aspect outlined by the AG regards the fact that “the lack of
stable value and vulnerability to fraud of bitcoins cannot justify different treatment”.
Indeed, “regardless of whether, depending on the currency, legal tender is also
subject to such risks to the same extent, the only place for considerations of this kind
is the governmental supervision of the financial markets. VAT is independent of this,
however. It is clear from the case-law that even if a practice is prohibited under
supervisory law, its assessment for VAT purposes is unaffected.***>

2'Para. 52 Hedqvist.

22For sake of completeness, the ECJ deemed that both the exemptions laid down in Article 135(1)
(d) and in Article 135(1)(f) of the VAT Directive could be applied.

ZPara. 39 and 40 AG’s Opinion in Hedgvist.
**Para. 44 AG’s Opinion that recalled GfBk (C-275/11), para. 32.

ZFor sake of completeness it should be referred to the Opinion rendered by the European Central
Bank (ECB) on 12 October 2016—*"“on a proposal for a directive of the European Parliament and
the Council amending Directive (EU) 2015/849 on the prevention of the use of the financial system
for the purpose of money laundering or terrorist financing and amending Directive 2009/101/EC”.
In this respect, according to ECB it would be more accurate to regard cryptocurrencies as means of
exchange, rather than as means of payment. Moreover, Article 1, lett. d) Directive 2018/843/EU
transposed the ECB’s opinion and provided that “virtual currencies means a digital representation
of value that is not issued or guaranteed by a central bank or a public authority, is not necessarily
attached to a legally established currency and does not possess a legal status of currency or money,
but is accepted by natural or legal persons as a means of exchange and which can be transferred,
stored and traded electronically”. In this scenario, it should be wonder which is the purpose of such
Directive. In particular, if the scope is related to anti-money laundering and countering the financing
of terrorism (see eighth whereas), the substantial nature of cryptocurrencies as means of payment
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In the light of the ECJ’s conclusions the VAT Committee®® revisited its point of
view accepting the fact that neither the qualification of Bitcoins as negotiable
instrument nor as digital products have been accepted.

3 VAT Implications on Transaction Under DLT

Given the ECJ’s conclusions, in the following paragraphs it will analyse the VAT
implications of the: supplies of goods and services remunerated by way of any
cryptocurrencies; mining activity; digital wallets operations; and intermediation
provided by exchange platforms.

For all the above topics it will be necessary to wonder whether the transaction is
relevant for VAT purposes, whether the transaction falls within the exemptions
provided by the VAT Directive and the players involved are VAT taxable persons.

3.1 Supplies of Goods and Services Remunerated by Way
of Cryptocurrencies

According to Article 73 of VAT Directive “the taxable amount [of a supply of goods
or services] shall include everything which constitutes consideration obtained or to
be obtained by the supplier, in return for the supply, from the customer or a third
party, including subsidies directly linked to the price of the supply”.

Therefore, if cryptocurrencies are a means of payment, likewise any legal tender,
and they are the remuneration of supplies of goods and/or services, these latter will
fall within the VAT scope. Consequently, VAT will be levied on the consideration
paid for the supply (i.e. the value of the cryptocurrency®’ when the transaction takes
place).

At this point it is clear that a conversion issue could arise. Nonetheless, the
existing mechanism laid down by Articles 230 and 91 of VAT Directive for the
conversion into Euros—when the taxable amount of a transaction is expressed in a
currency other than that of the Member State in which the VAT is due—could be
taken into consideration. To this extent it will be possible to: (i) use the exchange rate
applicable corresponding to the latest selling rate recorded, at the time VAT becomes
chargeable, on the most representative exchange market; (ii) use the latest exchange
rate published by the ECB at the time VAT becomes chargeable.

should not be affected by external laws as so affirmed by the AG’s Opinion in Hedgvist and the
recalled ECJ case-law.

Z6Working paper No. 892, 4 February 2016.
?’Redmar (2014).
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Some concerns could still persist when the conversion regards cryptocurrencies
inasmuch as the VAT Directive refers to an official exchange market and to official
exchange rates.”*

Nevertheless, according to the VAT Committee such concerns could be allayed
by Article 72 of VAT Directive where the exchange rate can be the open market
value of the cryptocurrency.

3.2 Transactions Underlying the Consensus Mechanism

DLT allows players in the systems (called “nodes™) to transact in a peer-to peer
network and stores these transactions in a distributed way across the network. Each
transaction is to be verified by way of a “consensus mechanism”. The traditional one
is “proof of work” (PoW) where miners—anonymous and volunteer workers—solve
mathematical puzzle to check the transactions. The miner who first solve the
problem is rewarded with new cryptocurrencies. The system also allows to leave a
“transaction fee” for the miner, like a tip or gratuity left.>

An alternative way of validating transactions is “proof of stake” (PoS) where the
success of the validation depends on number of cryptocurrencies.”’ The more
cryptocurrencies a validator owns, the more likely the validator can validate the
transaction. Such activity is rewarded by transaction fees.

At this point it could be argued whether the activity performed by both the miners
and the validators are relevant for VAT purposes.

As to miner activities, there is not a clear view.

According to the VAT Committee,*” it should explore whether miners receive a
transaction fee in return of the activity of the mining activity or not.>

In particular in the event miners did not receive a transaction fee there would not
be any grounds to consider the validation activity under the VAT scope. However, it
should be asked if the new cryptocurrencies automatically generated every time that
a transaction request is successfully verified could be the reward for the mining
activities, bearing in mind that the VAT Directive does not require that the consid-
eration is obtained directly from the person to whom those services are supplied.

ZIn Regina v. Ernest George Thompson, Brian Albert Johnson and Colin Alex Norman Woodiwiss
(C-7/78) the ECJ observed that, although doubts may be entertained as to the question of whether
krugerrands are to be regarded as legal means of payment, it should nevertheless be noted that, on
the money markets of those Member States which permit dealings in these coins, krugerrands are
treated as being equivalent to currency.

2Section 5.2.2 of Working paper No. 892/2016 and Section 3.6 of Working paper No. 854/2015.
Kroll et al. (2013).

31Bal (2018a).

32Working paper No. 892/2016, Section 5.2.4.

33However, if the service is carried out for the miner’s private use, the transaction would be treated
as a supply of services for consideration according to Article 26(1)(b) of the VAT Directive.
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Indeed, according to Article 73 of the VAT Directive the consideration may be
obtained from a third party, which could lead to see new cryptocurrencies created by
the system as consideration for the miner.

In the event miners received a transaction fee, the VAT Committee deems that it
is totally uncertain that the transaction would be taxable pursuant to Article 2(1)(c) of
the VAT Directive. In fact, transaction fees are voluntary and are an incentive to
make sure that a particular transaction is verified more quickly by the miner.
Therefore, transaction fees and the activity performed by miners could somehow
be dissociated.

In this perspective, mining activity could be treated outside the VAT scope.

The above conclusion is supported by some academic™® according to which the
VAT relevance will be excluded on the basis of the principle drawn by Tolsma
case,” in so far as there is not any specific customer for the mining activities and the
new cryptocurrencies that miners receive, which are automatically generated by the
network itself. Thus, there would not be any legal relationship between a provider
(miner) and a recipient (consumer) of a service (mining); there would not be any
mutual obligation; and then the reward received by the provider would not be the
value actually given in return for the service supplied.

So pointed out, a different solution could be found when cryptocurrencies will
shrink—as well as the automatic reward that miners receive—and the remunerations
derived from each verification would be insufficient to create enough profit for
miners, thus any transaction request could be verified by a miner without him
receiving a transaction fee. In this scenario, according to the VAT Committee, it
would resemble the more traditional exchange of services for consideration. Conse-
quently, there will actually be a direct link between the fee paid by the
cryptocurrency user and the verification activity.

As to validator activities, it seems that particular concerns could not arise. In fact,
the validation of the transaction is paid with a fee and thus the remuneration would
be considered directly linked to the activity thereof.

If the transactions performed by miners and validators felt within the scope of
VAT, it would be pertinent to examine whether mining activity were exempt
according to Article 135(1) of the VAT Directive, notably points (e) and (d).

In this respect the VAT Committee argued that Article 135(1)(e) of VAT Direc-
tive (“transactions, including negotiation, concerning currency, bank notes and
coins used as legal tender, with the exception of collectors’ items, that is to say,
gold, silver or other metal coins or bank notes which are not normally used as legal

3*Redmar (2014).

3In Tolsma case (C-16/93), ECJ was asked to determine whether donations in a tin received from
passers-by for playing music had to be treated as consideration for a service, since the payments
were not stipulated. ECJ held that the playing of music for which no consideration was stipulated
did not constitute a supply of services effected for consideration. There was no agreement, i.e. no
legal relationship, between the parties and there was also “no necessary link between the musical
service and the payments to which it gives rise”, see para. 17.
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tender or coins of numismatic interest”), which covers “transactions concerning”
currency, could be applied for miners’ activity (and validator’s).

So stated, the VAT Committee briefly analysed whether such services could also
be exempt pursuant to Article 135(1)(d) of the VAT Directive (“fransactions,
including negotiation, concerning deposit and current accounts, payments, trans-
fers, debts, cheques and other negotiable instruments, but excluding debt collec-
tion”). In this regard, it was pointed out that the services supplied by miners look
rather like the activities covered by Article 135(1)(d), that is, payments and transfers.
In fact, payments and transfers cannot be seen as a supply of a currency as such, but
as services which allow for the supply of a currency to take place. In the words of the
ECJ in SDC case (C-2/95), “a transfer is a transaction consisting of the execution of
an order for the transfer of a sum of money”,*® and also according to the AG,
payments and transfers must comprise the execution of cash and non-cash payments
to a particular third-party recipient and this bears a substantial resemblance to
miner’s activities.

Given that in Hedgvist the ECJ put cryptocurrencies (bitcoin) and traditional
currencies at the same level for VAT purposes, the VAT Committee argued that
should assume that transactions concerning payments and transfers of legal tender
currencies are not distinct from those concerning payments and transfers in bitcoin.

To be covered by the exemption, it is not required that a transaction constitutes
payment or transfer, but it must present a sufficient degree of connection with such
payment or transfer.

In the VAT Commission’s view, the role played by miners could be reminiscent
of the facts analyzed by the ECJ in Nordea case, where a company (SWIFT)
provided with a worldwide electronic messaging service which allowed payment
operations to take place, by connecting financial institutions and other corporate
clients. The ECJ found that the services provided by SWIFT were not covered by the
exemption, regardless of how necessary these inputs were, and that SWIFT’s
activities “do not by themselves perform any of the functions of the financial trans-
actions referred to in the VAT Directive, that is to say those which have the effect of
transferring funds or securities, and do not therefore possess the character of such
transactions”.”’

The VAT Committee observed that some could see miners as a mere contact point
between bitcoin users intending to send and receive a transfer, in line with the
services provided by SWIFT. However, unlike the services provided by SWIFT,
miners would not only act as mere transmitters of information, but actually would
perform an activity which is crucial for the sustainability of the bitcoin system, the
accuracy of the content of the transactions and avoiding the problem of double
spending.

Therefore, whilst SWIFT’s responsibility was found to be limited to technical
aspects and the mere passing-on of information with them having no access to the

*para. 53, SDC.
3Para. 43. Nordea.
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content of the messages transmitted, the VAT Committee argued that mining
activities could constitute the actual transfer of funds. Moreover, such activity
could fall within the scope of VAT but subject to the exemption provided by Article
135(1)(d) of VAT Directive.

Another issue could regard whether miners and validators are VAT taxable
persons acting as such, pursuant to Article 9(1) of the VAT Directive, where a
taxable person means “any person who, independently, carries out in any place any
economic activity, whatever the purpose or results of that activity. Any activity of
producers, traders or persons supplying services, including mining and agricultural
activities and activities of the professions, shall be regarded as ‘economic activity’.
The exploitation of tangible or intangible property for the purposes of obtaining
income therefrom on a continuing basis shall in particular be regarded as an
economic activity”.

The European VAT applies a global concept of “taxable person”. Indeed, “any-
one” could refer to an individual, a legal person (private or public limited compa-
nies), cooperation, joint ventures, consortia and partnerships. Taxable person can be
treated as such even when lacking legal personality,®® as well as “any activity”
comprises any activity of producers, traders or persons supplying services, including
mining and agricultural activities and activities of the professions.

Finally, according to the VAT Directive, an activity has an independent®® char-
acter when it is exercised by a person who is not organically integrated into an
undertaking or an administration (thus, excluding activities conducted in a judicial or
in a public administrative capacity); that person has appropriate organizational
freedom with regard to the human and material resources used in the exercise of
the activity in question and the economic risk inherent in that activity is borne by
him.*"

Considering that to perform the validation activity miners have to dispose of
some powerful hardware able to unravel mathematical problems, the VAT Commit-
tee observed that a direct relationship may exist between the hardware tools and the
capacity to find solutions to complex calculations. This could be seen as an indica-
tion that miners carried out an economic activity.

Similar reasonings could be done for validators.

However, even if it is likely to consider both miners and validators VAT taxable
persons, it should be borne in mind that VAT is levied provided that the validation
transaction is considered relevant for VAT purposes.*'

3 Terra and Kajus (2017).

3The requirement that a taxable person acts in an “independent” capacity excludes, according to
Article 10 of the VAT Directive, employees from an obligation to charge value added tax on
services provided to their employers.

40Terra and Kajus (2017). See also Gmina Wroctaw (Case C-276/14).

“!Lastly, if miners/validators were considered VAT taxable persons and the validation activity felt
within the VAT scope, the territoriality topic would have to be analysed. In this respect, it should
wonder whether the presumptions provided for electronic services (see Article 58 VAT Directive
and Article 24(a) of Implementing Regulation to VAT Directive) could transposed.
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3.3 Transactions Underlying Digital Wallets

Digital wallets are software platforms generally provided by third parties that can be
stored offline in the user’s own personal computer or stored and accessed through
online connection. The digital wallets also allow users to transact among each other
by sending and receiving virtual currency and it could happen that digital wallet
providers asked fees in exchange for such services.

At this point, it should argue whether the services rendered by digital wallet
providers fall within the scope of VAT Directive. To this end two requirements have
to be considered: whether there is consideration and the supply of service is rendered
by a VAT taxable person.**

Regarding the consideration, it is known that from the settled case-law of the
ECJ* a supply of services is affected for consideration within the meaning of Article
2(1)(c) of the VAT Directive only if there is a direct link between the services
supplied and the consideration received.

In this regard the VAT Committee assumed both the case where the fee is not paid
and the case where the walled providers ask a fee to their client.

In the former, the transaction would fall outside the scope of VAT. Nonetheless,
the VAT Committee noted that if the supply of services free of charge is carried out
by the digital wallet provider for his private use or for that of his staff or, more
generally, for purposes other than those of his business, the transaction should be
treated as a supply of services for consideration pursuant to Article 26(1)(b) of the
VAT Directive.

In the latter, from the above-mentioned settled case law, the fees would constitute
the remuneration for the service supplied by the digital wallet provider.

Again, if the transaction falls within the VAT scope, it will be necessary to ask
whether the service is exempt pursuant to Article 135(1)(e) of VAT Directive.
Considering the financial transactions of such exemption, it is reliable to consider
the services supplied by digital wallet providers exempt. Indeed, as noted by the
VAT Committee, the services at stake directly “concern” a means of payment (i.e.
making available the cryptocurrencies to users) and create rights and obligations in
relation to that means of payment.

At this point it should ponder whether digital wallet providers are VAT taxable
persons acting as such, according to Article 9(1) of the VAT Directive.

The vast scope of the provision leads to consider the digital wallet providers as
taxable persons. Moreover, according to VAT Committee the development and
exploitation of software platforms in exchange for a fee could constitute an eco-
nomic activity.

Indeed, if digital wallet providers are rewarded and there is a direct link between
that consideration and the services provided, they are supplying services that fall
within the VAT scope and they are acting as VAT taxable persons.

“2See Section 5.2.3 of Working paper No. 892/2016.
See Loyalty Management UK and Baxi Group in C-53/09 and Tolsma in C-16/93.
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Lastly, in the event wallet provider’s transactions were relevant for VAT pur-
poses it should wonder where such service is to be VAT relevant. Assuming that the
wallet provider’s client is a final client it should argue whether the special provision
envisaged for electronically supplies in Article 58 VAT Directive and Article 7 of
the Implementing Regulation to VAT Directive can be taken into consideration.

If the wallet provider’s client is a taxable person, the common territoriality rules
will be applied. However, assuming that the wallet providers were considered an
interface between the clients’ transactions, it should consider whether the combine
provisions of Article 28 VAT Directive and Article 9(a) of the Implementing
Regulation to VAT Directive could be applied. Indeed they set forth that “where
electronically supplied services are supplied through a telecommunications net-
work, an interface or a portal such as a marketplace for applications, a taxable
person taking part in that supply shall be presumed to be acting in his own name but
on behalf of the provider of those services unless that provider is explicitly indicated
as the supplier by that taxable person and that is reflected in the contractual
arrangements between the parties”.

As well as, given that the service could be rendered everywhere, it should wonder
if the presumptions laid down in Article 24(a), (b), (c), (d), (e), (f) of Implementing
Regulation to VAT Directive could be transposed in the case at hand.**

3.4 Intermediation Provided by Exchange Platforms

Services consisting in the exchange of bitcoin for traditional currency and vice versa
were found to be exempt pursuant to Article 135(1)(e) of the VAT Directive by
the ECJ.

However, the VAT Committee* outlined that in other cases the services supplied
by bitcoin exchange platforms to buyers and sellers of the virtual currency are related
to intermediation. In such circumstances, exchange platforms aim at enabling trade
directly between bitcoin users by offering a virtual market-place; and the platform
may charge a fee for making use of its trading tool.

In order to examine whether the services provided by exchange platforms acting
as an intermediary fall within the scope of VAT it is crucial to verify if there is
consideration (in the event the service is rendered free of charge, it will be out of
scope of VAT); and whether the supply of services is effected by a taxable person
acting as such.

The VAT Committee concluded affirming that given the development and
exploitation of online exchange platforms constitute an economic activity, the
mentioned service would be considered taxable. However, the exemption envisaged
by Atrticle 135(1)(e) of the VAT Directive would not be applicable.

“See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02011R0282-20200101.
43Section 5.2.5. Working paper 892/2016.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02011R0282-20200101
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4 Initial Coin Offerings: Legal Status of Tokens and VAT
Implications

As known, Initial Coin Offerings (ICO’s) consist of the creation of digital tokens by
start-up companies and their distribution to investors in exchange for fiat currency or
mainstream cryptocurrencies (Bitcoin or Ether).*® Start-up companies raise, thus,
capital for the financing of commercial and development projects where tokens are
sold for cryptocurrencies or legal money.*” The usual arrangement is that the
business, instead of offering equity participation through shares, sells token (new
cryptocurrencies) to purchasers and then uses the money to build the business or to
develop the new project.*®

Moreover, once the tokens are issued, they can be resold in secondary markets on
exchange platforms or directly between individuals, even before the project or the
new business is developed.

In the following paragraphs, it will analyse the VAT implications under ICO’s
‘transactions’.

4.1 ICO’s as VAT Taxable Persons

In order to treat ICO’s as a taxable person, it has to be referred to Article 9 of VAT
Directive.

However, given the aforementioned vast scope of the rule, it seems that ICO’s can
be considered taxable persons. Indeed, according to the ECJ,* initial investment
expenditure incurred for the needs of, and with the view to carrying on, an enterprise
should be considered an economic activity.’” Therefore, considering that preparatory
acts are economic activities, even when the intended economic activities never
materialize, the acquisition of operating assets to launch the ICO’s could be regarded
as economic activity as well.

Furthermore, considering that who launches the ICO’s bears the risk of not being
able to sell the tokens at all or only being able to sell them at a price below the
purchase amount, ICO’s could fall in the notion of VAT taxable person.

4OECD (2019), Initial Coin Offering (ICOs) for SME Financing, www.oecd.org/initial-coin-
offerings-for-sme-financing.htm.

4TBal (2018b).

“8Fairpo (2018).

S Rompelman (C-268/83) and INZO (C-110/94).
50Terra and Kajus (2017).
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4.2 The Uncertain Legal Status of Tokens

Tokens can be encompassed in the broad term of cryptocurrency.’’ Besides, they

differ from cryptocurrency coins. In fact, tokens cannot operate independently but

they require another platform, such as Ethereum, to exist and operate. In addition,

being a means of exchange, tokens may be outfitted of several functionalities.
Tokens can be divided into three main categories:

* utility tokens, in this case they will be exchanged for services or goods once such
services or goods are ready to be marketed;

e equity tokens, which are generally similar to equity shares in a company: they
permit the investors to earn “dividends” (the reward is based on the successful
performance of the company) and they could carry the right to vote on major
company proposals;

* debt tokens, which are similar to short-term loans and they embody the right to
variable or fixed interest during a specified time period.

All three types of tokens have in common that they serve as a means of financing:
offerors issue digital tokens to collect funds to finance their future project.””

However, considering the differences in both structure and purposes, it is clear
that the correct treatment of tokens has to be carried out by a case-by case analysis.

Firstly, considering the intangible nature of tokens (i.e. as a digital product), their
sale should be considered an electronically supplied service.”

Another possibility is to treat tokens as negotiable instruments. Such interpreta-
tion would imply the applicability of Article 135(1)(d) of the VAT Directive.

However, looking through the tokens’ nature, it seems that they are not aimed at
serving a direct means of payment. Indeed, as outlined by some academic,”® tokens
could operate as a way of transferring money, bearing in mind that the ultimate
objective of the offeror is to obtain funds to finance future projects. Nevertheless,
tokens do not give their holder an unconditional right to be paid in currency.
Moreover, they can be exchanged for currency (i.e. sold on secondary markets)
only to the extent that another party is willing to buy them.

Furthermore, tokens could fall within securities. Such interpretation would imply
the applicability of Article 135(1)(f) of the VAT Directive, which exempts “trans-
actions, including negotiation but not management or safekeeping, in shares,
interests in companies or associations, debentures and other securities”. The term
“other security” is not defined in the VAT Directive. However, as previously
recalled, in Granton Advertising the ECJ pointed out that an instrument would
only qualify as a security if the transfer of the instrument implied the acquisition

S1Bal (2018b).

bid.

33In case of the client is final consumer, Article 58 VAT Directive could be applicable.
>*Bal (2018b).
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of a right of ownership over the issuer or claim against the issuer and the instrument
could be exchanged for money or goods.

The purchaser of debt or equity tokens assumes a position similar to that of a debt
or shareholder. He could acquire some rights in respect of the offering company.
Thus, debt and equity tokens could actually fall within the definition of “other
securities” >’

So affirmed, if tokens are considered similar to securities, an ICO’s could be
treated in the same way as a share issue. In this respect, the ECJ°® clarified that the
issuing of shares is not an economic activity as it is made with the aim of raising
capital and not providing services.

Since traditional means of financing (debt and share issue) can be either exempt
or outside the scope of VAT, it would seem discriminatory to subject ICO’s (as an
alternative way of financing) to VAT.

Finally, utility tokens could be treated as vouchers and in particular they could fall
within multi-purpose vouchers.’’

Recently, during the meeting on 12 April 2019, the VAT Committee’® was asked
to consider the similarities with the Voucher Directive. In this regard it pondered that
tokens are digital assets that can be used as virtual currency, as financial instruments
similar to securities (“financial tokens”) or as instruments representing goods and
services (“‘utility tokens”).

Given their hybrid nature, the VAT Committee outlined that doubts could arise as
to which tax rules are applicable and that various different instruments may be
considered to be tokens but at EU and international level, the difference between
currency tokens, investment tokens and utility tokens is not clear.

Moreover, as to utility tokens, they could be comparable to vouchers. However,
as long as there is no EU regulation to define the notion of utility tokens, the VAT
Committee deemed that it is not possible to know with certainty their essential
characteristics (in fact, it is recognised that tokens can be hybrid instruments).

In this respect the Policy Department of the European Parliament carried out a
study on Cryptocurrencies and blockchain, where utility tokens are defined as digital
instruments that “grant their holders (future) access to specific products or services.
They can be used to acquire certain products or services, yet they do not constitute a
general- purpose medium of exchange, simply because they can generally only be
used on the token platform itself”.

It seems that utility tokens have a hybrid nature as they can be compared to digital
coins, and they also have an investment component, as they are traded, and hence

55In this regard, it should be noted that according the European Securities and Markets Authority
(ESMA), where crypto-assets qualify as transferable securities or other types of MiFID financial
instruments, a full set of UE financial rules are likely to apply to their issuer (or firms providing
investment services/activities to those instruments. See, https://www.esma.europa.eu/sites/default/
files/library/esma50-157-1391_crypto_advice.pdf.

56 Kretztechnik (C-465/03).

57See Article 30(a)(3) and Article 30(b)(2), VAT Directive.

58Working paper No. 983, 13 November 2019.
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sold at a profit, in the community of token holders. They are mostly used in a form to
ease payment across borders, or to provide access to a product on the blockchain. In
other terms, they confer rights to use or consume certain products developed by the
issuing company and deposited on the blockchain, but they can also be traded being
an autonomous source of profit without relation to any entitlement to goods or
services embedded in the token.

5 The Experience of Some States. An Overview
in Germany, United Kingdom, Malta, Switzerland
and Italy

5.1 Germany

On 27 February 2018, the German Ministry of Finance clarified some questions
concerning the treatment of cryptocurrencies for tax and regulatory purposes. The
Ministry of Finance confirmed the opinion given by the Federal Financial Supervi-
sory Authority (BaFin) considering virtual currencies as financial instruments. To
this extent, BaFin deemed that the legal classification applies to all currency
schemes, regardless the software an encryption technology they use.>

So stated the Minister of Finance®® argued that “mining” is a non-taxable
transaction. Indeed the transaction fee, which miners can receive from other users
of the system, is paid on a voluntary basis and is not directly related to the services
provided by the miners; receiving new bitcoin from the bitcoin system cannot be
classified as payment for mining services because there is no exchange of services,
as that requires an identifiable beneficiary.

With regard to digital wallets, the Federal Ministry of Finance determined that if
they are offered for a fee, they qualify as other services supplied by electronic means
which are taxable and liable to taxation, if the place of performance is in Germany.

Lastly, the Ministry of Finance stated that operations on trading platforms cannot
be exempt from VAT. However, if the operators of such platforms buy and sell
bitcoin and other virtual currencies as intermediaries in their own name, they may be
exempt from VAT.

5%Bal (2018b). Monitor, 2018 (Volume 29), No. 2, published online on 15 March 2018, IBFD.

%Gesley J (2018) Germany: Federal Ministry of Finance Publishes Guidance on VAT Treatment of
Virtual Currencies. In: BITRSS Crypto and Bitcoin World News. https://bitrss.com/news/89216/
germany-federal-ministry-of-finance-publishes-guidance-on-vat-treatment-of-virtual-currencies.
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5.2 United Kingdom

On 20th December 2019, HMRC published guidelines for business®' regarding the
tax treatment for transactions carried out by way of crypto-asset exchange tokens.
HMRC specified that such guidelines do not apply to the issue of tokens under initial
coin offerings or other similar events and that they only deal with the tax treatment of
exchange tokens (for example, bitcoin), addressing in a future guidance the tax
treatment on security tokens and utility tokens.

According to HMRC, crypto assets are cryptographically secured digital repre-
sentations of value or contractual rights that can be transferred, stored and traded
electronically.

HMRC does not consider crypto assets to be currency or money. This statement
reflects the position previously set out by the Cryproasset Taskforce report®* where
three types of crypto assets have been identified:

— exchange tokens, that are intended to be used as a method of payment;

— utility tokens, that provide the holder with access to particular goods or services
on a platform usually using DLT;

— security tokens, that may provide the holder with particular interests in a business,
for example in the nature of debt due by the business or a share of profits in the
business.

According to HMRC, the tax treatment of all types of tokens is subject to the
nature and the use of the token itself. Nonetheless, for VAT purposes, it is pointed
out that bitcoin and similar crypto assets should be treated as follows:

— exchange tokens received by miners for their exchange token mining activities
will generally be outside the scope of VAT on the basis that:

the activity does not constitute an economic activity for VAT purposes since there
is an insufficient link between any services provided and any consideration;

there is no customer for the mining service;

when exchange tokens are exchanged for goods and services, VAT will not be
due on the supply of the token itself;

1See: https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-tax-for-busi
nesses. HMCR also published a guideline for individuals; see https://www.gov.uk/government/
publications/tax-on-cryptoassets/cryptoassets-for-individuals. In this latter, HMRC points out that
the guideline does not consider the tax treatment of crypto-assets held for the purposes of a business
carried on by an individual.

%The Cryptoassets Taskforce report lays out the UK’s policy and regulatory approach to
cryptoassets and distributed ledger technology in financial services. See: https://www.gov.uk/
government/publications/cryptoassets-taskforce.
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— charges (in whatever form) made over and above the value of the exchange tokens
for arranging any transactions in exchange tokens will be exempt from VAT, if
the conditions outlined in the Vat Finance Manual (VATFIN7200) are met.®

Finally, given the Hedgvist judgement, HMRC affirmed that a supply of any
services requiring to exchange “exchange tokens” for legal tender (or other exchange
tokens) and vice versa will be exempt from VAT under Item 1, Group 5, Schedule.
9, of the Value Added Tax Act 1994.

5.3 Malta

On first November 2018, Malta Virtual Financial Regulations Act and the Virtual
Financial Assets Act®* (VFAA) came into force. The VFAA set forth new class of
digital assets, known as D